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[MPAKTUYECKAS PABOTA Ne 1.
Coznanue kubepmupa

Llemn 3amsaTus
B pesynpTaTe HACTOSIIETrO 3aHATHA U IMOCIEAYIOMEH caMOCTOSATEIbHOM PabOThI CTYICHTHI OJKHBIL:

1. 3akpenuts MaTepua, MOTyYEHHbIH HA TCKIMOHHBIX 3AHATUSX.
2. YMeTb HacTpauBaTh6a30Bble KOMIIOHEHTBI CEPBEpA.

3. Tlpuobpectn HaBHIKU paszBepThiBaHus coyk6 FTP, snekTporHoii moursi, DNS, NTP, AAA u Be6-
CITy’KOBbI Ha HECKOJIBKUX CepBEpax.

4. TlpuobGpecTn HABBIKK aHATH3A M 0OOBIIEHNS MOTYYEHHBIX PE3YIbTATOB.

Y4eOHbIE BOIPOCH 3aHATHS

1. Hacrpoiika FTP-cepBepa

2. Hactpotika BeO-cepBepa

3. Hactpolika cepBepa 3JIEKTpOHHOMN MOYTHI
4. Hacrpoiika DNS-cepBepa

5. Hactpoiika NTP-cepsepa

6. Hactpoiika cepsepa AAA

O0opynoBaHue ¥ MaTepHAIIBI
1K ¢ ycranoenennsiMPacket Tracer

OOmme cBeieHus1/ClIeHapUii

BermonHAs 310 3amaHue, BBl HACTPOUTE 0a30BbIe KOMIIOHEHTHI cepBepa. Hactpoiika IP-B cooTBeTcTBHH C
tabmument anpecarun. [lomp3ysice Bkianmkoit Services (Ciry:xObl), BBl BBHIIONHUTE pa3BepThiBaHuE ciayxk0 FTP,
anektpoHHOH ouThl, DNS, NTP, AAA u Be06-city>xOBI Ha HECKOJBKUX CepBEPaXx.

Tabnuua agpecauum

YcrpoiicTBO IP-agpec Macka nojaceTu Caiit
Cepsep FTP/Web 10.44.1.254 255.255.255.0 Metropolis Bank HQ
Cepsep Email/DNS 10.44.1.253 255.255.255.0 Metropolis Bank HQ
Cepeep NTP/AAA 10.44.1.252 255.255.255.0 Metropolis Bank HQ
Cepaep pE3cpBHOTo 10.44.2.254 255.255.255.0 Gotham Healthcare Branch
KonupoBanus (aitos

Y4ye6HbIn Bonpoc 1: Hactpounka FTP-cepBepa

War 1: AktuBauusa cnyxO6bl FTP.

OTtkponTte 06bekT Metropolis Bank HQ v Bbibepute cepsep FTP/Web.
b. TMepenaute Ha Bknaaky Services (Cnyx6bl) n BoibepuTe pasgen FTP.
C. Bknouute cnyx0y FTP ¢ nomMoLLbio CENEKTUBHOM KHOMKK, KOTOPasi HAXOOUTCSt B BEPXHEW YacTuh

OKHa.

War 2: lNpepoctaBbTe Nonb3oBaTenaAM AocTyn K FTP-cepBepy.

a. Cospante yyeTHble 3anucuy nornb3oBaTenen ¢ uMeHamm bob, mary n mike, Ha3Ha4MB KaXxgon 13
HUX naponsb cisco123.

b. Kaxpasa yyeTHas 3anucb gormkHa uMeTb NosHble paspellenns (RWDNL) Ha gocTyn k cepBepy
FTP/Web.



Y4yeOHbIK Bonpoc 2: Hactpouka BebG-cepBepa

War 1: AktuBauusa cnyxobl HTTP.

OTtkponTte 06bekT Metropolis Bank HQ v Beibepute cepsep FTP/Web.

b. Mepengute Ha Bknagky Services (Cnyxobl) 1 BoiGepuTe HTTP.

C. Bkniounte cnyx6bl HTTP n HTTPS ¢ nomoLublo cenekTUBHbIX KHOMOK, KOTOPble HaxoaaTcs
B BEPXHEN 4acTU OKHa.

LWar 2: MpoBepka pabotocnocob6HocTn cnyx6bl HTTP.

a. Bbibepute komnbioTep ¢ umeHem "Sally" n nepengute Ha Bknaaky Desktop (Pabouwnii cton).
LWenkHuTe 3Havok Web Browser (bpaysep). Nepengute Ha Be6-canT www.CisCo.corp.
C. [MMonb3yscb BeG-6paysepom, nepenaunte no IP-agpecy 10.44.1.254.

Mpeanonoxum, nepexof no IP-agpecy nponcxoamTt KOPPEKTHO, HO NPU 9TOM HEBO3MOXHO
BbINOSMTHUTL Nepexop, C UCMOMNb30BaHMEM MOMHOIO JOMEHHOIO UMeHn. B yem moxeT 6bITb
npuynHa?

Y4yeOHbin Bonpoc 3: Hactpouka DNS-cepBepa

War 1: AktuBauusa cnyx6bi DNS.

a. Otkponte o6bekT Metropolis Bank HQ v Beibepute cepsep Email/DNS.
b. Mepengute Ha Bknaaky Services (Crnyx6bl) 1 BbiGepuTe DNS.

C. Bkntounte cnyx6y DNS ¢ nomoLbio CenekTMBHOM KHOMKN B BEPXHEN YacTh OKHa.

Lar 2: Co3paHue 3anucen DNS A.

a. Cospante 3anucb A email.cisco.corp ¢ IP-agpecom 10.44.1.253. HaxxmuTe Add (JobaBuTb),
4YTOObI COXPAHUTL 3amMuChb.

b. Cosgaiite 3anucbk A www.cisco.corp ¢ IP-agpecom 10.44.1.254. HaxwvuTe Add (oGaBuTb),
4YTOObI COXPAHUTL 3amnuChb.

War 3: MNpoBepka pabotocnocob6HocTn cnyx6bl DNS.

Beibepute komnbioTep ¢ umeHem "Sally" n nepengute Ha Bknagky Desktop (Pabounii cton).
b. LUWenkHuTe sHavok Web Browser (Bpaysep). Mepenante Ha Be6G-cailT Www.CiSCO.Corp.

Mo4eMy nonb3oBaTenb YCMNELWHO NeEPEXOUT MO yKazaHHOMY NMOJTHOCTbIO KBaNMULMPOBaHHOMY
MMeHU gomeHa?

Y4ye6HbIN Bonpoc 4: HacTtpounka cepBepa 3fIeKTPOHHOMU NOYThbI

War 1: AKTMBauus cepBUCOB 3NEKTPOHHOMN NOYThI.

OTtkponTte 06bekT Metropolis Bank HQ v Bbibepute cepep Email/DNS.
b. TMepenaute Ha Bknaaky Services (Cnyx6b1) 1 BoibepuTe pasgen EMAIL (QnekTpoHHas noyta).

C. Bkntounte cnyx6el SMTP n POP3 ¢ noMOLLbO CENEKTUMBHBIX KHOMOK, KOTOPbIE HAaXOAATCSA
B BEPXHEMN YacTn OKHa.



LLar 2: Co3panTe Ans nonb3oBaTenen y4eTHbIe 3aNUCy 3NEeKTPOHHOM NOYThI.

a. Cospante JOMEHHOE MMs Cisco.corp.

b. Cospaiite yyeTHble 3anucy nons3osaTenei ¢ umeHamu phil, sally, bob, dave, mary, tim n mike,
Ha3Ha4MB KaXxgoW y4EeTHOM 3anmcy naponb cisco123.

LWar 3: HacTtpounka nonb3oBaTesNIbCKUX KITMEHTOB 3NIEKTPOHHOW NOYTLI.

a. Bbibepute komnbloTep ¢ umeHem Sally n nepenante Ha Bknagky Desktop (Pabounn cton).
b. UWenkHuTe 3Havok Email (QnekTpoHHas noyta) v BBeaMTE CreayoLLyo MHOopMaLnIo.
Name (Mms): Sally
Email Address (Agpec anekTpoHHown nouThl): sally@cisco.corp

Incoming&OutgoingEmailServer(s) (cepBep (-bl) BXOOSALLEN U UCXOOALLEN NOYTbI):
email.cisco.corp

Username (Mmsi nonb3oBaTtens): sally
Password (naponb): cisco123
Cc. MNMosTtopuTe war 3b Ha kOMMblOTEPE C MMeHeM Bob, 3ameHuB ums sally Ha bob.

Moyemy ans paboTbl cepBuca aNEKTPOHHON MNOYTLI HEO6XOAUMO OOHOBPEMEHHO aKTUBMPOBaTb
cnyxoel SMTP n POP3?

Y4yeOHbIn Bonpoc 5: Hactponka NTP-cepBepa

War 1: AktuBauus cnyx6bl NTP.
a. OrtkponTte ob6bekT Metropolis Bank HQ n Beibepute cepsep NTP/AAA.

b. Mepenaute Ha Bknaaky Services (Cnyx6bl) 1 BuiGepuTe NTP.

C. Bkmounte cnyxBy NTP ¢ nomoLLbio CENEKTUBHOW KHOMKW B BEPXHEW YaCcTh OKHa.

War 2: 3awwmTa cnyx6bl NTP.

a. Bxnouute yHKuMO ayTeHTMdUKaumMm NTP ¢ nomMoLso COOTBETCTBYOLLEN CEeNEKTUBHOM KHOMKM.

b. HasnaubTe kntouy Key 1 naponb cisco123.
Y4yeOHbIK Bonpoc 6: Hactpouka AAA-cepBepa

War 1: AktuBauus cnyx6bl AAA.
a. Otkponte o6bekT Metropolis Bank HQ u Bbeibepute cepep NTP/AAA.

b. Mepengute Ha Bknagky Services (Cnyx6bl) u BoiGepuTe AAA.

C. Bkntouute cnyx0y AAA C NOMOLLLIO CENEKTUBHOW KHOMKN B BEPXHEN YacTW OKHa.

War 2: CeTteBas koHdurypauusa AAA.

a. Beepgute ums Client Name (ums knneHta) HQ_Router, agpec Client IP (IP-agpec knveHTa)
10.44.1.1 n naponb cisco123. HaxxmuTe Add (Jo6aBuTb), 4TOObI COXpaHUTL MapameTpbl KIMEHTa.

b. HactpoiiTe yueTHyto 3anuck nonb3osatens AAA admin ¢ naponem cisco123. HaxmuTe Add
(JobaBuTb), 4TOOLI COXPaAHUTL MHAPOPMAaLMIO O MoNb3oBaTene.



[pemnaraemsiii cioco6 mojacyera 0aioB

MaxkcuMaJibHoOe
IMaru 3apaGoTaHHbIe
Bomnpocsl 3ansiTus KOJIHYeCTBO
BOIIPOCa 0aIbI
0aJ10B
Bomnpoc 2. Hactpotika Bed-cepBepa ar 2 2
Bomnpoc 3. Hactpoiika DNS-cepsepa ar 3 2
Bormpoc 4. Hactpoiika cepBepa 3J1eKTpOHHOI
TIOYTHI Iar 3 2
Bonpocst 6
Bana Packet Tracer 94
O0mee ynciao 621108 100

Copepxanue oTueTa

OTueT 1Mo MPaKTUIECKOMY 3aHATHIO JJOJKEH COAEPIKATh:

1. Crpykrypy ucxomubix nanubix B Packet Tracer ¢ IP-ampecatmeii ycTpoiicTs.

2. OTBeTH HA BOIIPOCHI, MTOCTABJICHHBIC B XOJIC BBIMIOJTHECHHUSA NPAKTUICCKUX 38,£[8,HI/II71.

3. BhIBOJBI O MIPOJIENIaHHOM PaboTe U MOJYYSHHBIX Pe3yJIbTaTax.

PeSyJ’ILTaTBI pa6OTLI JOJIDKHBI OBITH OTpa’KCHbI B pa60qeﬁ TETpaaAu MW 3alUIICHBI YCTHO KaXJIbIM

CTYACHTOM.

KoHTposbHbIe BOIIPOCHI

1. IIpeanonoxum, nepexon mno [P-anpecy mpoucxoautT KOPPEKTHO, HO TIPU STOM HEBO3MOYKHO BBIMOJIHHUTD

Mepexo ¢ UCIOJIb30BAHUEM TTOJTHOI'O JOMEHHOI'O UMCHHU. B ueM MOXeET OBITE HpI/I‘II/IHa?

2. Tlouemy mONB30BaTENbh YCHEUIHO IEPEXOAUT IO YKAa3aHHOMY IOJHOCTHIO KBAIU(HUIUPOBAHHOMY

MMEHHU JoMeHa?

3. HO‘ICMY JJIA pa6OTBI cepBHCa BHGKTpOHHOﬁ IIOYThI H€O6XOZ[I/IMO OAHOBPEMCHHO AKTUBHUPOBATH

ciryx061 SMTP u POP3?




[TPAKTUYECKAA PABOTA Ne
2. O0menue B KHOepMupe

Llemn 3amsaTus
B pesynpTaTe HACTOSIIETrO 3aHATHA U IMOCIEAYIOMEH caMOCTOSATEIbHOM PabOThI CTYICHTHI OJKHBIL:

1. 3axpenuts MaTepua, NOTyYCHHBIH HA JEKIIMOHHBIX 3aHATUSIX.
2. YMeTb nepe1aBaTh 3J1EKTPOHHBIE COOOMICHHS OT NOB30BATENs K MOJTb30BATEIO.
3. TlpuobpecTn HABBIKH BHI'PY3KH (haiiioB Ha cepep / ¢ ceppepa 1o npotokony FTP.

YMeTh OCYILECTBISITh yIAJIEHHBIN JOCTYN K MaplIpyTH3aTOPy KOPIOPATUBHOM CETH IO MPOTOKOIY
Telnet.

5. YMeTb OCyLIECTBIATh Y/aNeHHbIH JOCTYN K MapIIpyTH3aTOpy KOPHOPATHBHON CETH MO MPOTOKOIY
SSH.

6. INpuobGpecTn HABBIKK aHAJIM3A ¥ 0OOOIIEHUS MOTYYEHHBIX PE3yIbTaTOB.

YueOHble BONPOCH 3aHATHS

1. Tepenaya 51eKTPOHHBIX COOBIIEHUH OT MOIB30BATESA K T0JIb30BATENIO.

2. Brirpyska daiinos Ha cepsep / ¢ cepsepa no npotokomy FTP.

3. Yianennslit 10CTYN K MapIIpyTH3aTOpy KOPIOPATUBHOM ceT 1o TpoTokomy Telnet.

4. Vnanennblit I0CTYN K MapLIPyTH3aTOPy KOPHOPATUBHOI ceTH 1o npoTokoy SSH.

O0opynoBaHue ¥ MaTepHAIIBI
K ¢ ycranosnennsim Packet Tracer

Oourue cBeeHUs

BeImonHsis 3T0 3aiaHue, Bbl 00ecreynTe OOIICHUE Yepe3 yJaICHHBIC CETH C ITOMOIIBI0 OOIIMX CETEBBIX
cepBucoB. Hactpoiika IP-agpecannu, ceTd u CepBUCOB B COOTBETCTBUH ¢ Tabmuieil agpecauuu. Bol Oyzaete
TIOJIb30BATHCS KIIMCHTCKAMHU YCTPOWCTBAMH, KOTOPBIE HAXOISTCS B pa3iHUYHBIX reorpadudecknx pernoHax. C aTux
YCTPOWCTB BHI OyIeTe MOIKIIOYATHCS K PYTUM KIHEHTCKIM yCTPOHCTBAM U cepBepaM.

Tabnuua agpecauum

Yacrublii IP- [ O0menocTynHbli
YcrpoiicTBO aapec IP-agpec Macka nojacetu Caiit
Cepsep FTP/Web 10.44.1.254 | 209.165.201.3 255.255.255.0 Metropolis Bank HQ
Cepsep Email/DNS 10.44.1.253 | 209.165.201.4 255.255.255.0 Metropolis Bank HQ
Cepsep NTP/AAA 10.44.1.252 | 209.165.201.5 255.255.255.0 Metropolis Bank HQ
Ceprep peseperioro 10.44.2.254 | — 255.255.2550 | Gotham Healthcare Branch
konupoBanus (haitos

Y4yeOHbin Bonpoc 1: lNepenaya aneKTPOHHOro coobLweHns ot
nonb30BaTens K Nofib3oBaTtento

War 1: OTKpouTe KIMEeHT 3NIeKTPOHHOM NOYTbI HAa KOMNbIOTEPE NoNb3oBaTens

Mike.

d. Ortkponte 0b6bekT Gotham Healthcare Branch u Bbibepute komnbtotep ¢ umeHem Mike.

e. [Nepengute Ha Bknagky Desktop (Pabouunn cton) u wenkHuTe 3Hadvok Email (OnekTpoHHas

noyra).

War 2: OTnpaBKa 3NeKTPOHHOro coobweHnsa nonb3oBarento Sally.




a.
b.

Haxmunte kHonky Compose (Co3sgaTb), 4TOObl CO34aTh 3NEeKTPOHHOE COobLLeHme.
B none To: (Komy:) BBEauTe agpec .
B none Subject: (Tema:) BBegute TekcT "Urgent- Call me".

B none Message (CoobleHue) seeante cnegyowwmn Tekct. "Call me when you are free today to
discuss the new sale."

Haxmute kHonky Send (OTnpaBuTk), YTOOLI OTNPaBUTbL SNEKTPOHHOE CoobLLeHMe.

Mo KakoMy NPOTOKOMY NMMCbMO GbINIO OTNPaBMEHO Ha CepBep ANEKTPOHHOM NOYTHI?

War 3: MpoBepka noyTbl nonb3oBatenem Sally.

OTtkponTte 06bekT Metropolis Bank HQ v Beibepute KomnbioTep ¢ umeHem Sally.

Mepengute Ha Bknagky Desktop (Pabouunii cton) n wenkHmute 3Havyok Email (OnekTpoHHas
noyra).

HaxmuTe kHonky Receive (Monyuntsb), 4To6bl NONY4YUTb NMCbMO, OTNPaBIIEHHOE NONb3oBaTENEM
Mike.

Mo kakoMy NPOTOKOMY NUCLMO ObINO NONY4YEHO C CepBepa AMNEKTPOHHOW MNOYThI?

Y4eOHbIN Bonpoc 2: 3arpys3ka cpannoB Ha cepBep no npoTtokony FTP

War 1: Hactpouka aHanu3aTopa nakeTtoB Ha nepexsaT Tpacduka

COOTBETCTBYIOLLEro nopra.

MepenanTe k reorpadguyeckomy (KOPHEBOMY) BUAY, YTOOLI MPOCMOTPETL BCE TPY YAANEHHbIX
obbekTa.

BbibepuTe aHanusatop Tpaduka Cyber Criminals Sniffer.
Beibepute nopt Port1, 4tobbl nepexsatbiBaTb NAakeTbl HA 3TOM NopTe.

OcrtaBbTe aHanuaaTop Tpaduka Cyber Criminals Sniffer oTKpbITbIM 1 BUAMMBIM 0 KOHLA 3TOM
yacTu paboThbl.

War 2: YpaneHHoe noakntoyeHue Kk FTP-cepBepy.

d.

OTtkponte 06bekT Healthcare at Home u BeibepuTte komnbloTep ¢ nmeHem Mary.

MepenaunTe Ha Bknagky Desktop (Paboumn cton) u wenkHnte 3Hadyok Command Prompt
(KomaHngHas ctpoka).

Mopkntounteck k cepeepy FTP/Web obbekta Metropolis Bank HQ. [inis aToro BBEAUTE KOMaHay
ftp 209.165.201.3 B KOMaHAHOW CTPOKE.

BeeauTte ums nonb3oBaTens mary 1 naposb cisco123.

War 3: 3arpys3ute chann Ha FTP-cepBep.

d.

e.

B komaHAHyto CTPOKy C nofckaskon ftp> BBeguTe komaHay dir, 4ToObl NPOCMOTPETH CMUCOK
dannos, xpaHsLwWuxcs Ha yaaneHHoMm FTP-cepBepe.

Y nonb3oBaTensa Mary nmeetcs dann ¢ KoHpuaeHUnansHon nHpopmaLmen o HOBbIX KNMeHTax
MEOULMHCKOTO YYpeXOeHUS.

3arpysute gann newclients.txt Ha FTP-cepsep. [Insa atoro BBeauTte komaHay put newclients.txt.

B komaHgHyto CTPOKy ¢ noackaskon ftp> BBegute komaHay dir, 4yTobbl yoeamTecs B TOM, YTO
dann newclients.txt Tenepb Haxogutca Ha FTP-cepsepe.

Mouemy 3arpyska no npotokony FTP cuntaeTtcs Hebe3onacHeIM cnocobom nepegayn gannos?




War 4: Ananus FTP-tpacumka.

a.

MepenanTe k reorpadguyeckomMy (KOpHEBOMY) BUAOY, YTOObI NPOCMOTPETh BCE TPU YAANEHHbIX
obbekTa.

Bbibepute aHanusatop Tpacduka Cyber Criminals Sniffer.

Ha Bknagke GUI ("padudecknin HTepderic) cnesa BbibepuTte nepBbin JOCTYNHbIN FTP-nakeT.
[Mocne 3TOro NOMHOCTLIO MPOKPYTUTE BHU3 COAEPXKMMOE OKHa, oTobpaxkaemoro crnpaea.

Kakasi nHdpopmauua ns FTP-3aronoska otobpaxaeTcs B BUAE OTKPbITOro Tekcta?

CneBa BblbepuTe BTOpO AoCTynHbIA FTP-nakeT. Nocne aToro NofiIHOCTLI0 NPOKPYTUTE BHN3
coepXXnmoe okHa, otTobpaxkaemoro crnpaea. [oBTopuTe Te e OencTeus ¢ Tpetbum FTP-
nakeToM.

Kakasi KoH(buaeHumanbHas nHdopmauusi s FTP-3arofioBka (MOMMMO UMeHW Nosib3oBaTens)
oTobpaxaeTcsl B BUAE OTPbITOro TeKcTa?

Y4ye6HbI Bonpoc 3: YaaneHHbIW AOCTYN K MapwwpyTusaTopy

KopnopaTtMBHOM ceTu no npotokony Telnet

War 1: YpaaneHHoe noaKroyYeHUe K MapLpyTU3aTopy KopnopaTMuBHOM CeTw.

d.

e.

OTkpowiTte 06bekT Healthcare at Home un BbibepuTe komnbioTep ¢ umeHem Dave.

MepenanTe Ha Bknagky Desktop (Paboumi cton) u wenkHnte 3Hadyok Command Prompt
(KomaHgHas cTpoka).

OTnpaBbTe ping-3anpoc Ha MapLUPyTU3aTop KOPMOPAaTMBHOM CETU, YTOObLI yoeanTbCcsa B HaNN4uu
CBSI3M C MapLupyTmnsaTtopom. [Ansa atoro BBegmte komaHay ping 209.165.201.2.

C nomoubto komaHael telnet 209.165.201.2 yctaHoBUTE coeguHeHne no npotokony Telnet
C MapLUpyTM3aTOpOM KOPNopaTUBHOW CETU, KOTOPOMY Ha3HayeH ykasaHHbln IP-agpec.

BbinonHuTe ayTeHTUDMKALUIO HA MapLLUPYTM3aTOpe KOPNOPaTUBHOW CETU, NCMOMb3YS UMS
nonb3oBatens admin 1 naponb cisco123.

BeeaunTte komaHgy show users, 4Tobbl 0TO6pa3nTbL NHpopmaumo 06 akTusHom Telnet-
COEeAMHEHMN C MapLUPYyTM3aTOPOM KOPNOpPaTUBHON CETHU.

Mouemy npoTtokon Telnet cuMTaeTca Hebe3onacHbIM CpeaCTBOM yAaneHHOro ynpasneHus
ycTpoucTBamu?

Y4yeOHbIN Bonpoc 4: YaaneHHbIU AO0CTYN K MapLipyTusaTtopy

KoprnopaTUBHOM CeTU No npoTtokony SSH

War 1: YpaneHHOe NoAKroyYeHUe K MapLpyTU3aTopy KopnopaTuBHOM CeTH.

OTtkponte 06bekT Gotham Healthcare Branch v Beibepute komnbiotep ¢ umeHem Tim.

MepenanTe Ha Bknagky Desktop (Pabouunii cton) u wenkHute 3Hadyok Command Prompt
(KomaHngHas cTpoka).

OTnpaBbTe ping-3anpoc Ha MapLUPyTU3aTop KOPNOPaTUBHOM CETU, YTOOLI yoeanTbLCs B HaNn4um
CBSA3U ¢ MapLipyTusaTtopoM. [ing atoro BBeaute komaHay ping 209.165.201.2.

C nomolubto komaHabl ssh -1 admin 209.165.201.2 yctaHoBUTE coeiMHeHUe no npoTokony SSH
C MapLUpyTM3aTOpPOM KOPMNopaTUBHOW CETU, KOTOPOMY Ha3HadeH yka3aHHbIn IP-agpec.

BbinonHuTe ayTeHTUMKaLUIO Ha MapLLpyTM3aTope KOPNopaTUBHOW CEeTU, UCMOMb3Ys Naporsb
cisco123.



f. BseauTe komaHay show users, 4Tobbl 0TO6Pa3nTbL MHpopMaLmio 06 akTmBHoM SSH-coeaMHeHUN
C MapLLpyTM3aTOPOM KOpPrNopaTUBHOM CETMU.

Moyemy npotokon SSH cumTaetca 6e3onacHbIM CPeACTBOM AN yAANEeHHOro ynpasneHus
ycTponctsamm?

g. [MNepengute B pexxum rnobanesHoOn HacTporikn. [Ina atoro BBeauTe KomaHay configure terminal.

h. C nomouwbto KoMmaHabl enable secret cosgalite naponb cisco. [Ins 3T1oro BBEANTE KOMaHAy
enable secret cisco.

[penmaraemsiii cioco6 mojacuera O6amioB

MaxkcumaJjabHoe
Mlaru 3apaGoTaHHbIE
Bomnpoce! 3anstust KOJIHYECTBO
BOIIpOCa 0as1bI
0aJ17I0B

Bomnpoc 1. [lepenaua 3:1eKTpOHHBIX Iar 2 2
COOOIIEHNIT OT MOJIB30BATENS
K II0JIb30BATEIO IIlar 3 2

IIlar 2 2
Bomnpoc 2. Beirpyska ¢aitnos Ha lar 3d 2
cepBep /c cepBepa mo nporokony FTP

Ilar 3e 2
Bompoc 3. Y ganennslii goctyn
K MapIIpyTU3aTOPY KOPIIOPATUBHOM
cetu o nporokony Telnet Hlar 1 2
Bompoc 4. YaaneHHslit 1ocTyn
K MapIIpyTU3aTOPY KOPIIOPATUBHOM
ceTH 110 npotokoay SSH [Mar 1 2
Bonpocsl 14
Bau Packet Tracer 86
O01ee yncJio 0a/1JI0B 100

Coxepxanue oTueTa
OTuYeT 10 MPAKTUIESCKOMY 3aHSITHIO JIOJDKEH COIEPIKATh:

1. Crpykrypy ucxomubix nanubix B Packet Tracer ¢ IP-agpecatmeii ycTpoicTs.
2. OTBeTHI HA BOIIPOCHI, IMMTOCTABJICHHBIC B XOJI€ BBITIOJTHEHUSA NPAKTUICCKUX 3aﬂaHHﬁ.

3. BbIBOJIBI O MPO/IENaHHON paboTe M MONYYEHHBIX Pe3yJIbTaTax.
PesynbraThl pabOTHI JOJKHBI OBITH OTpa’keHbl B pabodel TeTpagyl W 3aIMIIEHBl YCTHO KaXKIbIM
CTY/ICHTOM.

KoHTpospHBIE BOIIPOCH

1. ITo kakOMy IIPOTOKOJTY MUCHMO OTIPABIISETCS HA CEpPBEP IICKTPOHHOU MOUTHI??

2. ITo kakoMy IIPOTOKOJTY MTUCHMO NPHHUMAETCS C CepBEpa IEKTPOHHOM MOYTHI?

3. I[Touemy 3arpy3ka mo npotokony FTP cuntaeTcst HeGe3omacHbIM criocobom nepenadun ¢aiinos?

4. Kakas uadopmarus n3 FTP-3aronoska otoOpakaercsi B BUJE OTKPHITOTO TEKCTa?

5. Kakas xonduaennuanbHas uHdopmanms n3 FTP-3aronoBka (mOMMMO WMEHHM II0JIB30BATENs)
0TOOpaXKaeTcsi B BUAE OTPHITOTO TEKCTa?

6. Ilouemy mnporokos SSH cunrtaercs Oe30macHBIM CpEICTBOM Ul YIAJICHHOTO YHPABICHMS
ycTpoiicTBamMu?



[TPAKTUYECKAS PABOTA Ne 3.
Mudposanue haiiaoB U JaHHBIX

Llemn 3amsaTus
B pesynpTaTe HACTOSIIETrO 3aHATHA U IMOCIEAYIOMEH caMOCTOSATEIbHOM PabOThI CTYICHTHI OJKHBIL:

1. 3akpenuts MaTepua, MOTyYEHHbIH Ha TEKIMOHHBIX 3AHATHAX.

YMeTh OCyIIECTBIATh OUCK TAaHHBIX yueTHoH 3anucu FTP.

YMeTh OCYIIECTBIIATE BRITPY3KY KOH(PHUICHINANBHBIX TaHHBIX Ha cepsep 1o npotokory FTP.
YMeTh OCYIIECTBIIATE 3arpy3Ky KOHQHUACHITHAIBFHBIX JAHHBIX Ha cepBep 1o npoTtokory FTP.

[IproOpectn HaBBIKK pacI(POBKH COAECPKUMOTO (aiiia.

S

HpI/IO6peCTI/I HaBbIKW aHaJIn3a 1 O606HI6HI/I$I TMOJYUYCHHBIX PE3YJIbTATOB.

YueOHble BONPOCH 3aHATHS

[Nownck nauneix yuetHoi 3anucu FTP nist HoyTOyka nmonbs3oBatenst Mary.
Brirpyska koH(UIEHINATBHBIX JaHHBIX Ha cepBep 1o mpotokoiry FTP.
[Mouck nanHbIX y4yerHoit 3amucu FTP s xoMmnbrorepa nosis3oBatens Bob.

3arpy3ka KOH(QHUICHINAIBFHBIX TAHHBIX C cepBepa 1o npotokory FTP.

ok w0

PacmmmpoBka cogepxumoro daiina clientinfo.txt.

OOopyznoBaHuE U MaTepHAIbI
[IK ¢ ycranosmennsM Packet Tracer.

OO01e cBeneHNs

Beimonuss 3T0 3aqaHue, Bbl HONYYUTE JOCTYN K 3alIM(pOBaHHOMY COJIEP)KUMOMY HECKOJBKHX (DailioB
u nepenaaute Qaitn yepes MHTepHer Ha neHtpaibHblii FTP-cepBep. 3atem apyroii moibp3oBaTenb 3arpy3uT (aiii
¢ FTP-cepBepa u pacumudpyer comepxkumoe daitna. Hactpoiika IP-agpecaiuu, ceTd U CEPBUCOB B COOTBETCTBUU C
Tabnuuei aapecanny. [1o1b3ysch KIMEHTCKUMH YCTPOWCTBAMH, KOTOPBIE HAXOIATCS B PA3IMYHBIX reorpaduuecKux
peruoHax, Bbl nepeaaaute $aiin ¢ 3ainppoBaHHbIMU TaHHBIMU C OJJHOTO YCTPOWCTBA Ha JIPYroe.

Tabnuua agpecauum

Oo6menocrynusiii IP-

YcrpoiicTBo Yacruseii [P-agpec aapec Macka noaceru Caiit
Cepsep FTP/Web 10.44.1.254 209.165.201.3 255.255.255.0 Metropolis Bank HQ
Mary 10.44.3.101 — 255.255.255.0 Healthcare at Home
Bob 10.44.1.3 — 255.255.255.0 Metropolis Bank HQ

Y4eOHbIn Bonpoc 1: MNMouck aaHHbIX yyeTHOoU 3anucu FTP ans
HOyTOyKa nonb3oBartenst Mary

War 1: MNMony4yeHne gocTyna K TEKCTOBOMY AJOKYMEHTY Ha HOYTOyKe
nonb3oBarena Mary.
a. Otkponte o6bekT Healthcare at Home u BbiGepuTe HOyTOYK Mary.

b. Tepewnagnte Ha Bknagky Desktop (Pabounii cton) u wenkHute 3Havok Text Editor (TekcToBbi
penakrtop).

c. B okHe npunoxenus Text Editor (TekcToBbin pegaktop) Beibepute nyHKTHI MeHio File (Pawin)
>Open (OTKpbITh).

d. Bbibepute gokymeHT ftplogin.txt n Haxxmute kHonky OK.




Lar 2: PacwudpoBka aaHHbIX y4yeTHoM 3anucu FTP nonb3oBartens Mary.

a. BbligenuTe Becb TekcT, cogepxawuncs B channe ftplogin.txt, n ckonupyiite ero.
b. OTtkponTte BeG-6pay3ep Ha BalleM NepcoHanbHOM KOMMbIOTEPE U NepenanTe Ha BeO-canT .

c. [NomecTtute Kypcop B 6enoe nomne, KOTOpPOE HAXOAMUTCH B NpaBoK YacTun Beb-canTa, n BCTaBbTe
3aWnNpPOBaHHBIN TEKCT.

UTto6bl pacwmndpoBaTth TEKCT, HaXxMuTe kHonky Decipher It (PacwmdpoBats) 1 BBeaUTE Naposnb
pacwmndpposkm maryftp123. Haxxmute Decrypt (PaclumdpoBaTs).

Kakve naoeHTudunkaumoHHble AaHHbIe (MMS NOMb30BaTeNs U Naporb) COOTBETCTBYIOT YYETHOM
3anucu FTP nonb3oBatensa Mary?

Y4eOHbIN Bonpoc 2: 3arpy3ka KOH(puaeHUManbHbIX AaHHbIX Ha
cepBep no npoTtokony FTP

War 1: MpocmoTp KOHpUAeHUUaNbLHOro AOKYMeHTa Ha HOYyTOYKe nosib3oBaTens
Mary.
a. Otkponte o6bekT Healthcare at Home u BoibepuTte HOyTOYK Mary.

b. TNepewnagnte Ha Bknagky Desktop (Pabounii cton) u wenkHute 3Havok Text Editor (TekcToBbi
pegakTop).

c. B okHe npunoxenunsa Text Editor (TekcToBbI pegakTop) BeibepuTe nyHKTol MeHto File (Pann)
>Open (OTKpbITh).

d. Bbibepute gokymeHT clientinfo.txt n Haxxmute kHonky OK.

B kakon popme npeacraBneHbl AaHHbIE?

War 2: YpaneHHoe nogkntoyeHue K FTP-cepBepy.

a. Otkponte o6bekT Healthcare at Home u BbiGepuTte HOyTOYK Mary.

b. MMepewnaunte Ha Bknagky Desktop (Pabouuni cton) u wenkHnte 3Ha4yok Command Prompt
(KomaHngHasg cTpoka).

¢. MopkniounTeck k cepBepy FTP/Web obwekta Metropolis Bank HQ. [Anga aToro BBegute komaHay
ftp 209.165.201.3 B KOMaHOHOW CTPOKeE.

d. BseauTe nms nonb3osaTens U Naponb, HandeHHble Ha Lare 2 B YacTtu 1.

War 3: 3arpy3ute chann Ha FTP-cepBep.

a. B komaHgHyto cTpoky ¢ noackaskon ftp> BBegmte komaHgy dir, 4TOGbI NPOCMOTPETH CNNCOK
hannos, xpaHaLwWwuxcs Ha yaaneHHom FTP-cepBepe.

b. Y nonb3soBaTtens Mary nmeetca dann ¢ 3awmndpoBaHHON UHGOPMALMEN O KNMEHTaxX
MeOuLUMHCKOro yupexgeHus. 3arpysute dawvin clientinfo.txt Ha FTP-cepsep. [insa atoro BBegnte
kKomaHgy put clientinfo.txt.

c. B komMaHgHyto CTpoKy C noackaskon ftp> BBeauTe komangy dir, 4To6bl y6eanTbcs B TOM, YTO
dann clientinfo.txt Haxogutcs Ha FTP-cepsepe.

Ecnu knbepnpecTynHukK NepexeataT daiin npu ero nepegade Yepes MHTepHeT, To Kakyto
MHCOPMALIMIO OHM CMOTYT MOSYy4YMTb B BUAE OTKPLITOrO TekcTa?




Y4eOHbin Bonpoc 3: lNMouck aaHHbIX yyeTHoU 3anucu FTP ans

KOMNbIOTepa nonb3oBarens Bob

War 1: MNony4yeHue gocTyna K TEKCTOBOMY AOKYMEHTY Ha KOMNbIOTEpe

d.

nonb3oBatensa Bob.

OTtkpowTte 06bekT Metropolis Bank HQ u Beibepute komnbtoTep Bob.

Mepengute Ha Bknagky Desktop (Paboumnii cton) n wenkHuTe 3Ha4vok Text Editor (TekcToBbIN
penakrtop).

B okHe npunoxenust Text Editor (TekcToBbIn peaakTop) Bbibepute nyHKTbl MeHto File (Pann)
>0Open (OTKpbITD).

BbibepuTe gokymMeHT ftplogin.txt n Haxmute kHonky OK.

War 2: PacwwudpoBka aaHHbIX y4eTHoM 3anucu FTP nonb3oBatens Bob.

Bbloenute Becb TEKCT, cogepxawumiics B dpawne ftplogin.txt, u ckonunpyinte ero.
OTkponTte Beb-6pay3ep Ha BallemM NepcoHanbHOM KOMMbIOTEPE M Nepengute Ha BeG-cawT .

MomecTuTe Kypcop B Genoe none, KOTOPOE HAaXoAUTCA B NpaBoW YacTu Beb-cariTa, U BCTaBbTe
3aWnNPOBaAHHBIN TEKCT.

YT0o6bI pacwmndpoBaTth TeKCT, HaxxmuTe kHonky Decipher It (PacwwndposaTs) 1 BBeauTe naponb
pacwmndposku bobftp123. Haxxmute Decrypt (PacwmdpoBaTts).

Kakvne ngeHTudunkaumoHHble AaHHbIE (MMS NOMb30BaTENs U Naposb) COOTBETCTBYIOT YYETHOM
3anucu FTP nonb3oBatens Bob?

Y4yeOHbIN Bonpoc 4: 3arpy3ka KOHchuaeHUManbHbIX AaHHbIX

C cepBepa no npotokony FTP

War 1: YpaneHHoe noakntoyeHue Kk FTP-cepBepy.

d.

OTtkponTte 06bekT Metropolis Bank HQ v Beibepute komnbioTep Bob.

MepenaunTe Ha Bknagky Desktop (Paboumn cton) u wenkHnte 3Hadyok Command Prompt
(KomaHngHas ctpoka).

Mopkntounteck k cepeepy FTP/Web obbekta Metropolis Bank HQ. [nsa aToro BBegute
B KOMaHAHOMN cTpoke koMmaHay ftp 10.44.1.254.

BBegute nma nonb3oBaTtensa n naposnb, HanaeHHble Ha LWare 2 B Yactu 3.

War 2: 3arpy3uTte c¢hann Ha kKOMnblOTEep Nonb3oBartens Bob.

a.

B komaHaHyto CTpOKy ¢ noackaskon ftp> BBeguTe komaHay dir, 4ToObl NPOCMOTPETHL CMNCOK
dannos, xpaHswWwuxcs Ha yaaneHHoMm FTP-cepBepe.

Monb3oBaTtenb Mary 3arpysuna Ha cepsep ¢ann clientinfo.txt ¢ 3awmdppoBaHHon nHpopmaumen
0 KNeHTax MeANLIMHCKOIO YUYpeXaeHus.

3arpysute gann clientinfo.txt Ha komnboTep nonb3oBatens Bob. [1na aToro BBegMTe KOMaHay
get clientinfo.txt.

B komaHgHy0 CTPOKY C noackaskon ftp> BBegute komaHay quit.

B komaHZHyt0 CTPOKy ¢ noackaskon PC> BBegute komangy dir, 4ToObl yOoeamTbecs B TOM, YTO
dann clientinfo.txt HaxoguTcst Ha KOMNbIOTEpPe Nonb3oBaTens Bob.

Ecnu knbepnpecTynHukn nepexeataT caiin npu ero nepegade Yepes MHTepHeT, To Kakyto
MHOPMAaLIMIO OHM CMOTYT MOSYyYMTb B BUAE OTKPLITOrO TekcTa?




Y4yeOHbin Bonpoc 5: PacwudcgpoBka cogepxxumoro cauna
clientinfo.txt

War 1: MNMony4yeHue kntoya pacwmdpoBKU OoT nonb3oBaTtens Mary.

a. Ortkponte o6bekT Metropolis Bank HQ v Bbibepute komnbtoTep Bob.

b. Tepenagnte Ha Bknagky Desktop (Pabounii cton) 1 wenkHuTe 3Hadok Email (BnekTtpoHHas
noyra).

c. B okHe npunoxeHus Email (OnekTpoHHasa noyta) HaxxmuTe KHonky Receive (Monyunts).

d. Bbibepute anektpoHHoe coobuieHune ¢ Temon "Decryption Key" («Kntou pacimndpoBkm»)
W 3anuLInTe KMoy paclinpoBKM HUXKE.

Kakon kntod paclumdpoBkm HeobxoamMm aAnga AocTtyna K KoHduaeHunansHon nHopmaumm,
copgepxallencs B pavine clientinfo.txt?

War 2: PacwudgpoBka cogepxumoro ¢anna clientinfo.txt.

a. Ortkponte o6bekT Metropolis Bank HQ v BeiGepute komnbtoTep Bob.

b. Mepengute Ha Bknagky Desktop (Pabounn cton) u wenkHuTe 3Hadyok Text Editor (TekcToBbIn
pegakTop).

c. B okHe npunoxenus Text Editor (TekcToBbIV pegakTop) BeiGepuTe NyHKTol MeHto File (daiin)
>Open (OTKpbITh).

d. Bbibepute gokymeHT clientinfo.txt n Haxmute kHonky OK.
e. Bblaenute Becb TekcT, cogepxawmics B davne clientinfo.txt, n ckonupyiite ero.
f. OtkponTe Be6-Opay3ep Ha BalleM NepcoHanbHOM KOMMbOTEPE 1 NepengnTe Ha Beb-canT .

g. MomecTtute Kypcop B 6enoe nomne, KOTOpPOE HAXOAMUTCH B NpaBoK YacTn Beb-canTa, n BCTaBbTe
3alIMdPOBaHHbIN TEKCT.

YT0o6bI pacwmngpoBath TeKCT, HaxxmuTe kHonky Decipher It (PacwwndposaTs) 1 BBeauTe naponb
pacLmnpoBKX, NOSTYYEHHbIA B 9MIEKTPOHHOM coobLeHnM OT nonb3oBatensa Mary. Haxmute
Decrypt (Pacwndposathb).

KakoBo ums nepeon y4eTHoM 3anucu B channe clientinfo.txt?

[pemmaraemsiii cioco6 mojac4era 0amioB

MaxkcumaJjibHoOe
Marun 3apaboTaHHble
Bonpocel 3ansiTust KOJIHYeCTBO
BOIIpOCa 0asbI
0ann0B

Bompoc 1. [louck gannpix yuerHoit 3anucu FTP

JUI HOyTOYKa moJik3oBarens Mary lar 2 2
Bomnpoc 2. Beirpy3ka KoHQHISHIHATEHBIX TaHHBIX [far 1 2
Ha cepBep 110 nporokoiy FTP Ilar 3 2




Bormpoc 3. [Touck nanHbIX yaetHoi 3amucu FTP

UL KOMITbIOTEpa oJIb30BaTesst Bob IIIar 2 2
Bomnpoc 4. 3arpy3ka KoHQUICHINATEHBIX JaHHBIX
¢ cepBepa 1o nporokoiy FTP lar 2 2
Bomnpoc 5. Pacumgposka cogepskumoro ¢aitna Mar 1 2
clientinfo.txt
lar 2 2
Bomnpocst 14
Bana Packet Tracer 86
OO0uree ynciao 621108 100

Copepxanue oTueTa

Ortuer o MPaKTUYCCKOMY 3aHATUIO JOJIKCH COACPIKATD!

1. Crpykrypy ucxomubix nanubix B Packet Tracer ¢ IP-ampecatmeii ycTpoicTs.
2. OTBeTHI Ha BONPOCHI, TIOCTABICHHBIE B XO/€ BHITMOTHEHNS MPAKTHYECKUX 3aJaHHUI.

3. BhIBOJBI O MIPOJIENIaHHOM PaboTe U MOJYYSHHBIX PE3yJIbTaTax.
Pesynbratel pa®oTHl MOKHEI OBITH OTpakeHBl B pabodell TeTpaaW W 3allUIIeHBI

CTYJIEHTOM.

KoHTposbHbIe BOIPOCH

YCTHO KaKAbIM

1. Kakue uaeHTH(GUKAIIMOHHBIC JaHHBIC (MMS MOJIb30BATEIs U MApOoJib) COOTBETCTBYIOT YUCTHOM 3aIHCH

FTP nonw3oBarenst Mary?

2. Eciam xubepnpecTynmHHKH mepexBartsaT (aisi mpu ero mnepenauye uepe3 VHTEpHET, TO Kakylo

I/IH(i)OpMa]_II/IIO OHH CMOT'YT IOJIYYUThb B BUAC OTKPBITOI'O TekcTa?

3. Kakue I/I,HCHTI/Iq)I/IKa]_II/IOHHLIC JAaHHBIC (I/IMﬂ IIOJIB30BATECIA U rlapom,) COOTBCTCTBYIOT y‘IeTHOﬁ 3aIlluCH

FTP nons3oBarens Bob?

4. Kakoil wmo4 pacmm(ppoBKH HEOOXOIUM JUIA JOCTyNa K KOH(pHICHIHMANbHOH wnH(pOopManumy,

conepxareiics B ¢aitne clientinfo.txt?

5. KakoBo uMsi niepBoit yuetHol 3anucu B ¢aiine clientinfo.txt?



HMAC.

[TPAKTUYECKAS PABOTA Ne 4.
[TpoBepka 1eocTHOCTH (HaIOB U TaHHBIX

Llemn 3amsaTus
B pesynpTaTe HACTOSIIETrO 3aHATHA U IMOCIEAYIOMEH caMOCTOSATEIbHOM PabOThI CTYICHTHI OJKHBIL:

1. 3akpenuts MaTepua, MOTyYEHHbIH Ha TEKIMOHHBIX 3AHATHAX.
2. YMeTb NpoBepATh HEIOCTHOCTh (ailIoB ¢ IOMOIIBIO XEIIMPOBAHMSL.

3. TIpuoGpecTy HABBIKK MPOBEPKH LETOCTHOCTH KPUTHUECKU BaKHBIX (DAiiIoB C IOMOIIBI0 MEXaHH3Ma

Y4eGHBIE BOIPOCH! 3aHATHSA
1. 3Barpyska daiinos ¢ uHpopMaNHeli 0 KITMEHTAX HA KOMIBIOTEP TIoNMb30oBaTens Mike.

2. 3arpyska ¢aiinos ¢ mHpopMamueil 0 KIHMEHTaX Ha KOMIbIOTEp Momb3oBatens Mike ¢ pesepBHOTO

(aitmoBoro ceprepa Backup File.

3. IIpoBepka nenocTHOCTH (aitnos ¢ HHpOpMAaIHMeii 0 KIHEHTAaX ¢ HOMOIIBIO XEITHPOBAHHUS.

4. Tlposepka 1eJTOCTHOCTH KPHTHUECKH BAKHBIX (haiiIoB ¢ ToMomIbio Mexanusma HMAC.

O0opynoBaHue ¥ MaTepHAIIBI
K ¢ ycranoenennsim Packet Tracer.

OO01e cBeneHNs
BeimonHss 3T0 3a/aHue, Bbl Oy[aeTe MPOBEPSATh LEIOCTHOCTH (DAMIOB C MOMOIIBIO XEII-CyMM, YTOOBI

yOenuTbcss B TOM, 4TO conepkuMmoe GaiinoB He ObUI0 HCKakeHO. Daifibl, MEJOCTHOCTh KOTOPBIX BBI3OBET
COMHEHHe, CIieyeT IepenaTh Ha KOMITBIOTep monb3oBatens Sally mins mampHedmero anammsa. Hactpotika IP-
aJipecalliy, CETH W CEPBHCOB B COOTBETCTBMM C TaOiumel azapecannu. Bel Oynmere mpoBepsTh W HEpechlIaTh

MOA03pUTEIbHbIE (hailiibl C TOMOIIBIO KIMEHTCKHX YCTPOIMCTB, KOTOPBIE HAXOMAATCS B PA3IMYHBIX IreorpaduuecKux

peruoHax.

Tabnuua agpecauum

Yacruerii [P-
YcrpoiicTBo aapec Oobmenocrynnsiii IP-anpec| Macka noacern Caiit

209.165.201.3 .

Ceprep FTP/Web 10.44.1.254 . 255.255.255.0 Metropolis Bank HQ
http://lwww.cisco.corp

PeseppHblii 209.165.201.10

(hatimoBeIit cepep — . 255.255.255.248 Wntepuer

Backup File https://www.cisco2.corp

Mike 10.44.2.101 — 255.255.255.0 Healthcare at Home

Sally 10.44.1.2 — 255.255.255.0 Metropolis Bank HQ

bo6 10.44.1.3 — 255.255.255.0 Metropolis Bank HQ

Y4eOHbIn Bonpoc 1: 3arpyska cpannoB ¢ HopmMaLmen o KnmeHTax
Ha KoMmnbloTep nonb3oBarensa Mike

War 1: MNMonyyeHue poctyna Kk FTP-cepBepy ¢ kKoMmnbroTepa nonb3oBaTtens Mike.

a. Ortkponte o6bekT GothamHealthcare Branch n Beibepute komnbtoTep ¢ umeHem Mike.

b. Tepenagnte Ha Bknagky Desktop (Pabouni cton) u wenkHute 3Hadok Web Browser (Bpaysep).

c. Beeaute URL-agpec http://www.cisco.corp n HaxxmuTe kHonky Go ([Nepentn).




d.

MMepenauTe No ccbinke, YTOOLI 3arpy3nTb HOBENLLIME BepCcUn harnnos.

Mo kakomy npoTokony Gbin NpeaoCcTaBneH AOCTYN K 3Tow BEB-CTpaHMLe Ha pe3epBHOM
dannosom cepsepe Backup File?

War 2: dannoBbin cepBep BanomaH. O6 3ToM He06xoaAMMO YBEAOMUTb

nonb3oBartens Sally.

OTtkpownTte 06bekT GothamHealthcare Branch n Beibepute komnbtotep Mike.

Mepengute Ha Bknagky Desktop (Pabouumii cton) u wenkHute 3Havyok Email (OnekTtpoHHas
noyra).

Cosparite anekTpoHHoe coobleHne ¢ cooblieHnemM o B3riome (hannoBoro cepeepa u oTnpaBbTe
3TO NUCbMO Ha aapec .

Y4eOHbIN Bonpoc 2: 3arpy3ka ¢pannoB ¢ MHopMaUumen o KnmeHTax

Ha KoMnbloTep nonb3oBaTtena Mike ¢ pesepBHOro
c¢annosoro cepsepa Backup File

War 1: MNonyyeHue poctyna K BHewHeMmy FTP-cepBepy ¢ kKomnbloTepa

T o

(24

nonb3oBaTtena Mike.

OTtkpowite 06bekT GothamHealthcare Branch u Bbibepute komnbtotep Mike.
MepewnanTe Ha Bknagky Desktop (Pabounn cton) u wenkHute 3Hadok Web Browser (Bpaysep).
Beegute URL-agpec https://www.cisco2.corp n Haxmute kHonky Go (Mepewntn).

MMepenguTe No ccbinike, YTOObI MPOCMOTPETL CNNCOK HOBENLLIMX (DANNOB U COOTBETCTBYOLLIMX
XeLl-CyMM.

Mo kakomy npoTokony GbiN NpeaocTaBneH AOCTyN K 3Tov Be6-CcTpaHuue Ha pe3epBHOM
avinosom cepsepe Backup File?

KakoBbl MMeHa 1 xeLlu-CyMMbl (haiinoB Ha pe3epBHOM annoBoM cepaepe?

War 2: 3arpy3ka hannoB ¢ nHopmaLmMen o KNMeHTax Ha KOMNbLTep

nonb3oBaTtena Mike.

OTtkpowite 06bekT GothamHealthcare Branch u Bbibepute komnbtoTep Mike.

MepenanTe Ha Bknagky Desktop (Pabouunin cton) u wenkHnte 3Hadyok Command Prompt
(KomaHngHasg cTpoka).

YcraHoBute coeanHeHue ¢ pesepBHbIM danrnosbiM cepeepomM Backup File. ina aToro BBeante
B KOMaHZHYIO CTPOKYy komaHay ftp www.cisco2.corp.

Beegute nma nonb3oBatend mike n napons cisco123.

B komaHgHyto CTPOKy ¢ noackaskon ftp> BBegute komaHay dir, 4To6bl NPOCMOTPETb CMUCOK
hannos, xpaHaLWKUXcs Ha yaaneHHoMm FTP-cepsepe.

3arpysute wecTb ¢annos ¢ nHpopmaunen o knmeHTax (NEclients.txt, NWclients.txt, Nclients.txt,
SEclients.txt, SWclients.txt, Sclients.txt) Ha komnbloTep nonb3osaTensa Mike ¢ nomoLLbio
komaHabl get FILENAME.txt, roe "FILENAME" — nmsa 3arpyxaemoro canna.

ftp>get NEclients.txt



UreHueodarsa NEclients.txt ¢ www.cisco2.corp:

File transfer in progress...
[[lepenauazaBepmeHa — 584 Oamral

584 bytes copied in 0.05 secs (11680 bytes/sec)
g. 3arpysuB Bce chainbl, BBEAUTE KOMaHAy quit B KOMaHAHY CTPOKY C noackaskon ftp>.

B komaHaHyt0 CTPOKy ¢ nogckaskorn PC> BBeante komaHnay dir, YToObl yoeanTbcs B TOM, YTO
annbl ¢ MHpopMaUMel O KIMeHTax OENCTBUTENBHO HAXOAATCA HAa KOMMbIOTEPE NoNb3oBaTeNs
Mike.

Y4eOHbIn Bonpoc 3: lpoBepka uenocTtHocTu channos
C MHchopmaLmen o KNMeHTax ¢ NoOMOLLbIO XeLUpoOBaHUA

War 1: lNpoBepka xelwl-cyMmM Ha KOMNbIOTEpe nonb3oBaTtens Mike.

a. Ortkponte 06bekT GothamHealthcare Branch u BeibepuTe komnbtoTep Mike.

b. Mepengute Ha Bknagky Desktop (Pabounn cton) u wenkHuTe 3Hadyok Text Editor (TekcToBbIn
pegakTop).

c. B okHe npunoxenus Text Editor (TekcToBbIV pegakTop) BeibepuTe NyHKThI MeHto File (daiin)
>Open (OTKpbITh).

d. Bbibepute gokymeHT NEclients.txt n HaxxmuTe kHonky OK.
e. [lonHOCTbIO CKOMMPYITE COOEPKMMOE TEKCTOBOIO AOKYMEHTA.
f. OrtkponTe Be6-Opay3ep Ha BalleM NepcoHanbHOM KOMMbOTEPE 1 NepenanTe Ha Beb-canT .

g. [lomecTtute kypcop B 6enoe none BBoOAa M BCTaBbTE COAEPXKMMOE TEKCTOBOIO AOKYMEHTA.
Y6egutechb B TOM, 4TO BbibpaH anroputm md2. Haxxmute kHonky Hash this! (Berumncnuts xeww-

Cymmy).
h. UYTto6bl yoocToBEPUTLCA B TOM, YTO coaepxmmoe dpanna He 6bIfno NCKaXXeHo, CpaBHUTE

MONyYEHHY0 XeLl-CyMMY C COOTBETCTBYHOLLEN XeL-CyMMOM M3 crincka ¢painnos, KOTOPbIN Bbl
nony4Ymnnu Ha ware 1 B yactu 2.

i. [osTopuTte warn d—h anga kaxagoro danna ¢ MHopMauuen o KnMeHTax U cpaBHUTE MOMYyYeHHble
XeLU-CyMMbI C MepBOHaYanbHbIMU XeLl-CyMMaMun U3 cnucka oannos, KOTOPLIN Bbl MONYYnn Ha
ware 1 B 4yactum 2.

Kakon n3 caiinoB nMeeT HEKOPPEKTHYHO XEL-CYMMY (TO eCTb Obln UCKaXKeH)?

War 2: 3arpy3ka nogo3puTtenbHoro anna Ha KoMnbrTEP Nonb3oBaTtensa Sally.

a. OrtkponTe 06bekT Metropolis Bank HQ v Bbibepute komnbtoTep Sally.

b. TlMepewnaunte Ha Bknagky Desktop (Paboumn cton) u wenkHnte 3Ha4yok Command Prompt
(KomaHngHas ctpoka).

c. YcTtaHoBWTe coefnHeHue c pesepBHbIM hanrnosbiM cepsepomM Backup File. ina aTtoro BBeauTe
B KOMaHZHYI0 CTPOKY komaHay ftp www.cisco2.corp.

d. Beegute umsa nonb3oartens sally n naponb cisco123.

e. B komaHgHyto cTpoky c nofckaskon ftp> BBeante komaHgy dir, 4TOObl MPOCMOTPETL CMMCOK
hannos, xpaHaLWwuxcs Ha yaaneHHoMm FTP-cepsepe.

f. 3arpyauTte c cepBepa UCKaxXeHHbI ¢halr, BbisiBNEHHbI Ha ware 1 B Yactu 3.
g. B komaHgHylo cTpoky ¢ noackaskon ftp> BBeguTte komaHay quit.

B komaHaHyto CTpOKy ¢ nogckaskon PC> BBegute komaHay dir, YToObl yAOCTOBEPUTLCS B TOM,
YTO NCKaXEHHbIN (paln ycneLHo 3arpy>eH Ha KoMnbloTep nonb3osaTens Sally ans
nocneayoLero aHanusa.



Y4yeOHbin Bonpoc 4: lpoBepka LeNnoCTHOCTU KPUTUYECKN BaXKHbIX

c¢phannoB ¢ nomowbo mexaHuama HMAC

War 1: Pacyet HMAC-cyMMbl KpUTU4YECKU BaxHOro cpanna.

7 Q@

OTtkponTte 06bekT Metropolis Bank HQ v Bbibepute komnbtoTep Bob.

Mepengute Ha Bknagky Desktop (Pabouunii cton) n wenkHute 3Havdok Command Prompt
(KomaHngHas cTpoka).

B komaHaHyt0 CTPOKy ¢ noackaskorn PC> BBeante komangy dir, YToObl yoeanTbcs B TOM, YTO
KPUTUYECKN BaXXHbIN (hainn income.txt HaxoanTcsa Ha KomMnbloTepe nosb3oBaTens Bob.

MepevignTe Ha Bknaaky Desktop (Paboumn cton) u wenkHute 3Hadok Text Editor (TekcToBbIn
penakrtop).

B okHe npunoxeHus Text Editor (TekcToBbIi pegakTop) BelbepuTte nyHKTbl MeHto File (Pann)
>Open (OTKpbITh).

BbibepuTte gokyMeHT income.txt n Haxmnte kHonky OK.
[MONHOCTBIO CKOMMPYNTE COAEPXKUMOE TEKCTOBOIO AOKYMEHTA.
OTkponTte Beb-Opay3ep Ha BallemM NepcoHanbHOM KOMMbIOTEPE M Nepengute Ha BeG-cawT .

MomecTute Kypcop B 6enoe none BBOAA U BCTaBbTE COAEPKUMOE TEKCTOBOIO JOKYMEHTA.
BBeanTe cekpeTHbIN Kntod cisco123. Yb6eaumTtech B TOM, YTO BbiOpaH anroputm SHA1. Haxmute
kHonky Compute HMAC (Paccuutats HMAC).

Kakosa HMAC-cymma cogepxmmoro ganna?

Moyemy mexannam HMAC 6e3onacHee 0BbIMHOMO XeLUMpPoOBaHUA?

LWar 2: lNpoBepbTe nonyyeHHyro HMAC-cymmy.

a.
b.

124

OTtkponte 06bekT Metropolis Bank HQ v Beibepute komnbioTep Bob.
MepewnanTe Ha Bknagky Desktop (Paboumn cton) u wenkHute 3Hadok Web Browser (Bpaysep).
Beegute URL-agpec https://www.cisco2.corp n Haxmute kHonky Go (Mepewntn).

MepenguTe No ccbinike, YTOObI MPOCMOTPETL CNNCOK HOBENLLIMX (DANOB U COOTBETCTBYHOLLIMX
XeLl-CyMM.

Cosnagaet nu nony4eHHas xew-cymma HMAC caina income.txt ¢ xeww-cymmon B cnvcke?




[pemnaraemsiii cioco6 mojacyera 0aioB

MaxkcumaJjibHoe
Ilaru 3apaGoTaHHbIE
Bomnpocsl 3ansiTus KOJH4YeCTBO
BOIIpoOCa 0aJLIBI
0aJj10B

Bompoc 1. 3arpy3ka ¢aiinos ¢ uHGopMaImen o KIHeHTaX
Ha KOMIIBIOTEp moJib3oBaTels Mike Iar 1 2
Bompoc 2. 3arpy3ka ¢aiinos ¢ uHGopMaImen o KIHeHTaX ar 1 2
Ha KOMIIBIOTEp moib3oBaTelnst Mike ¢ pe3epBHOTO
(atimoBoro cepsepa Backup File ar 1 6
Bompoc 3. [IpoBepka 1ienoctHOCTH (haiiios
¢ nH(MopMaIHel 0 KIHEHTaX ¢ MOMOIIBIO XCITUPOBAHUS ar 1 5
Bompoc 4. [IpoBepka 1eI0CTHOCTH KPUTUYECKU BAXKHBIX ar 1 5
(hatimoB ¢ momonrsio mexanmsma HMAC

Iar 1 5

ar 2 5
Bonpocst 30
bana Packet Tracer 70
O61ee ynciao 6ajI0B 100

ConepmaHHe OT4Y€CTa
Ortuer mo MNPAaKTUYCCKOMY 3aHATHUIO JOJDKCH COACPIKATD:

1. Crpykrypy ucxomubix nanusix B Packet Tracer ¢ IP-ampecanmeii ycTpoiicTs.
2. OTBeThI Ha BOTPOCHI, TIOCTABJIEHHBIE B XO/I€ BHIMOJHEHUS MPAKTHYECKUX 3a1aHUH.

3. BBIBOJIBI O MPO/IENaHHON paboTe M MONYYEHHBIX Pe3yIbTaTax.
PesynbraTbl pabOTHl JOJKHBI OBITH OTpayKeHbl B paboyeldl TeTpagy W 3allMIIEHbl YCTHO KaXKIbIM
CTYIECHTOM.

KoHTponbHbIE BOIIPOCH

1. ITo kakoMy TIpOTOKOJTy OBLT MIPENOCTABIEH JOCTYII K BEO-CTpaHHUIIE HA Pe3ePBHOM (DaiIOBOM cepBepe
Backup File?

2. KakoBBI UMEHa U XeII-CyMMBI (ailJIoB Ha pe3epBHOM (haititoBoM cepBepe?

3. Kakoit u3 ¢aiiiioB nMeeT HEKOPPEKTHYIO XeUI-CYMMY (TO €CTh ObLIT UCKaXKeH)?

4. Kakosa HMAC-cymma conepkumoro Qaiina?

5. INouemy mexann3mM HMAC 6e3omacHee 0OBIYHOTO XEITUPOBAHUSA?

6. CoBmagaer jiu nosyuenHast xem-cymma HMAC aiina income.txt ¢ XeI-cyMMoii B criucke?



Llemn 3amsaTus

I[TPAKTUYECKAS PABOTA Ne 5.
WEP/WPA2 PSK/WPA2 RADIUS

B pesynbraTe HaCTOSIIETO 3aHATHS U MOCIEAYIONIEH CaMOCTOATEIbHON pabOThI CTYAEHTHI JOJIKHBI

1. SaerHI/ITB Marepuai, HOHy‘IeHHBIﬁ Ha JICKIHMOHHBIX 3aHATHAX.

abrown

VYueOHble BONPOCH 3aHATHS

1. Hacrpoiika WEP na o6bekte Healthcare at Home.

Ywmers HacTpanBate WEP Ha oObekre.
Ywmerts HacTpauBate WPA?2 PSK Ha o0bekre.
Ywmets HacTpanBate WPA2 RADIUS.

HpI/IO6peCTI/I HaBbIKW aHaJIn3a 1 0606H16HI/I$1 IMOJIYYCHHBIX pE3YJIbTATOB.

2. Hactpoiika WPA2 PSK Ha o6bexte Gotham Healthcare Branch.
3. Hacrpoiika WPA2 RADIUS na o6nexte Metropolis Bank HQ.

O0opynoBaHue ¥ MaTepHAIIBI

1K ¢ ycranoenennsim Packet Tracer.

OO01ue cBeneHus

Beimonss 3To 3anmanue, Bbl HacTpoute cetn Wi-Fi Ha Bcex Tpex oObekrax. B 3ToMm ympakHEHHH BEI
Oynere pabortate c3ammror WEP, WPA2 PSK u WPA2 RADIUS. Takum o00pa3oM, BBl ITO3HAKOMHUTECH
¢ pasnmuHBIME KoH(purypamusmu cereii Wi-Fi u ocobeHHOCTSIMI oOecriedennss ux OeszomacHocTH. Ha oOBekTe
Healthcare at Home Bbl HacTpoute 3amuty WEP. Ha o6bektax Gotham Healthcare Branch u Metropolis Bank HQ
Hy’)HO Oyzner Hactpouth 3amuty WPA2 PSK u WPA2 Radius cootBerctBeHHO. Hacrtpoiika [P-anpecarim, cetn
Y CEPBUCOB B COOTBETCTBUH C TaONMHUIEH axpecanny. Brl HacTponTe HECKOIBKO O€30MaCHBIX OECIIPOBOIHBIX CETEH,
MOJB3YsICh OECIPOBOIHBIMH MapIIPYTH3aTOPaMH U KIMEHTCKUMHU YCTPOHCTBAMH, KOTOPBIE HAXOIATCS B PA3IMYHBIX

reorpapYecKuX peruoHax.

Tabnuua agpecauum

Yacrhasbiii IP- OO0megocTynHbIN
YcrpoiicTBO ajapec IP-anpec Macka nojacetu Caiir
Cepsep .
NTR/AAA 10.44.1.252 209.165.201.5 255.255.255.0 Metropolis Bank HQ

Y4eOHbIn Bonpoc 1: Hactponka WEP Ha o61bekTe Healthcare at Home

War 1: Hactpowuka ngeHtucpumkaropa SSID 6ecnpoBogHomn ceTu.

a. Ortkponte o6bekT Healthcare at Home 1 Beibepute PCO.

b. Beibepute Bknagky Desktop. WenkHute KomaHgHasa cTpoka. BBeanTte B kOMaHOHYO CPOKY
KomaHgy ipconfig.

PC>ipconfig

FastEthernetO Connection: (default port)

Link-local IPv6 Address
IP Address
Subnet Mask

: FE80::20B:BEFF:FEBR4:1262
10.44.3.100
: 255.255.255.0




g.

Default Gateway.................: 10.44.3.1

Kakoi IP-agpec Ha3Ha4eH W3y Mo YMO4YaHu?

Mepengute B npunoxeHne Web Browser (bpaysep) n BBegute IP-agpec wno3a no yMonyaHuto.
Beeante admin B KayecTBe MMeHM nonb3oBatens u napons. WenkHute OK.

B aTon ceTeBOW MHGPACTPYKTYpE LUM30M MO YMOMNYaHuUIo ABnsieTcst 6ecnpoBogHom
mapupyTusatop Wireless Router. MNepengute Ha Bknagky Wireless (becnpoBogHas ceTb).

NameHuTe ngeHtudpukatop SSID ¢ DefaultWIFI Ha Home.

BkniounTe nepepavy noeHtudukatopa SSID. [Ana sToro Bbibepute BapuaHT Broadcast
(MepepaBartb).

HaxxmuTe kHonky Save Settings (CoxpaHuTb napameTpsl). WenkHuTte Continue.

War 2: HacTtpowka 3awmnTbl 6ecnpoBogHON ceTw.

a.

Bbibepute GecnpoBogHon mapupyTtudaTtop Wireless Router n nepengute B pasgen Wireless
(BecnpoBogHas ceTb) >WirelessSecurity (3awwmta 6ecnpoBogHon ceTn).

B packpbiBatowemcsa meHto Security Mode (Pexum 3awmtel) Boibepute WEP.

MapameTp Encryption (LUndgppoBaHue) umeet 3HaveHne no ymonydanuio 40/64-bits (40/64 6uta).
He meHanTe 310 3Ha4veHune. B kavecTBe kntova Key 1 BBeante 0123456789.

HaxmuTe kHonky Save Settings (CoxpaHuTb napameTtpsl). WenkHute Continue.

Bawmrta WEP u kntou 0123456789 HeHagexHbl. Moyemy anroputm WEP cunTaetcs
HegocTaTo4yHO 6e3onacHbIM?

War 3: lNoaknioyeHUe KIMEHTCKUX YCTPOUCTB.

f.

OTtkponTte 06bekT Healthcare at Home n Beibepute HoyTOyk Dave.

Mepewnaute Ha Bknaaky Desktop (Pabouymn cton) un Haxkmute 3Hadok PC Wireless
(BecnpoBogHas cBs3b).

MepewnaunTe Ha Bknagky Connect (Mogkniountbcs) n Haxxmute kHonky Refresh (O6HOBUTS).
BeibepuTte HaszBaHve 6ecnpoBogHon cetn Home n HaxxmuTe kHomky Connect (MoagknounTbes).

B kauectBe kntoya WEP Key 1 BeBeauTe kntod 0123456789 n Haxmute kHonky Connect
(MoakntounTbes).

MoBTopwWTe Wary a—e Ha HoyTOyke Mary.

Y4e6HbIn Bonpoc 2: Hactponka WPA2 PSK Ha o06bekTe Gotham

Healthcare Branch

War 1: Hactpowuka ngeHtucpumkaropa SSID 6ecnpoBogHomn ceTu.

OTtkponTte o6bekT Gotham Healthcare Branch v Beibepute PC1.

Beibepute Bknagky Desktop. WenkHute KomaHgHasa ctpoka. BeeanTte B kKOMaHOHYO CPOKY
KomaHzy ipconfig.

Banvwute IP-agpec wnio3a no ymonyaHuio.

Mepengute B npunoxeHne Web Browser (bpaysep) n Beegute IP-agpec wwno3a no yMonyaHumto.
BeeguTte admin B kKayecTBe nMeHM nonb3oBaTens u napons. WenkHute OK.

Mepenaute Ha Bknagky Wireless (becnpoBogHas ceTb).



e. Wamenute ngentndpukatop SSID ¢ DefaultWIFI Ha BranchSite.
f. W3meHuTe 3HauveHue napameTtpa Standard Channel (CtaHgapTHbIN kaHan) Ha 6 — 2.437GHz.

g. Bkniouute nepepadvy ngeHtudpumkatopa SSID. [ins atoro BbibepuTte BapmnaHT Broadcast
(MepepaBartb).

h. Haxmute kHonky Save Settings (CoxpaHuTb napameTpsl). WenkHmuTte Continue.

War 2: HacTtpowka 3awmnTbl 6ecnpoBogHON ceTw.

a. Boibepute 6ecnposoaHoi mapwpyTtusdatop Wireless Router u nepenagute B pasgen Wireless
(BecnposogHas ceTb) >WirelessSecurity (3awuta 6ecnpoBogHom ceTn).

b. B packpbiBatowemcsa meHo Security Mode (Pexwum 3awmthl) Boibepute WPA2 Personal.

c. [MapameTp Encryption no ymonuaHuio nmeet 3HavyeHne AES. He MeHsanTe 370 3HaYeHue.
B kavecTBe hpasbl-naponsa BBeAUTE ciscosecure.

d. Haxmute kHonky Save Settings (CoxpaHutb napameTpsbl). LLenkHnte Continue.

War 3: MNMoakntovyeHne KIMEeHTCKMX YCTPOUCTB.

a. Ortkponte obbekT Gotham Healthcare Branch n Beibepute komnbtotep Tim.

b. TMepewnaunte Ha Bknagky Desktop (Paboumn cton) n HaxkmuTe 3Hadok PC Wireless
(BecnpoBogHas cBs3b).

c. [lepengute Ha Bknagky Connect (MogkntounTbest) n HaxmuTe kHomnky Refresh (O6HOBUTE).

d. Bbibepute HasBaHue 6ecnposogHou cetu BranchSite n Haxmute kHonky Connect
(MogkntounTbes).

e. Bseaute PSK-kntou ciscosecure n Haxxmute kHornky Connect (Moakniountbes).

f. TNosTopuTe warn a—e Ha komnbioTepe Mike.

Y4yeOHbin Bonpoc 3: Hactpouka WPA2 RADIUS Ha o6bekTe
Metropolis Bank HQ

War 1: Hactpowuka ngeHtucpukaropa SSID 6ecnpoBogHoun ceTu.

a. Ortkponte o6bekT Metropolis Bank HQ v BeiGepute komnbtotep Sally.

b. TlMepewnaunte B npunoxenne Web Browser (bpaysep) n seeaute IP-agpec 6ecnpoBogHoro
MapupyTtusartopa (10.44.1.251). Beegute admin B ka4eCcTBe MMEHM NONb30BaTENA 1 Naposs.
LWenkHuTte OK.

c. [epengute Ha Bknagky Wireless. NameHnTte ngeHtudumkatop SSID ¢ DefaultWIFI Ha HQ.
d. W3meHute 3HauyeHue napameTpa Standard Channel (CtaHaapTHbIN kaHan) Ha 11 — 2.462GHz.

e. Bkniouute nepepadvy nageHtudpmkatopa SSID. [Ins atoro BbibepuTe BapmaHT Broadcast
(Mepepasathb).

f. Haxwmwute kHonky Save Settings (CoxpaHuTb napameTpsl). WWenkHute Continue.

War 2: HacTtpowuka 3awutbl 6ecnpoBogHON CETU.

a. Bblbepute 6ecnpoBogHon mapipyTtusatop Wireless Router n nepenagnte B pasgen Wireless
(BecnpoBogHas ceTb) >WirelessSecurity (3awmuTa 6ecnpoBogHou ceTh).

b. B packpbiBatowemcs meHto Security Mode (Pexxum 3awmtbl) Boibepute WPA2-Enterprise.

c. [MapameTp Encryption no ymonyaHuio nmeet 3HadeHne AES. He MeHsaNTe 3TO 3HaYeHue.
Beeaute cnegytowme napametpbl cepeepa RADIUS:

RADIUSSERVERIP (IP-agpeccepeepaRADIUS): 10.44.1.252
Shared Secret (O6LNNCEKPETHBINKOY): Ciscosecure

d. Haxwmute kHonky Save Settings (CoxpaHuTb napameTpsl). WenkHute Continue.



War 3: Hacrtpownka cepsepa RADIUS.
a. Ortkponte o6bekT Metropolis Bank HQ v Beibepute cepsep NTP/AAA.

b. Tlepenagnte Ha BkNagky Services (Cnyx0bl) 1 Bbibepute pasgen AAA.

c. Bseaute cnegytowyto nHpopmauuio B obnactu Network Configuration (Kondurypaums cetu):

Client Name (Umsa knueHTa):............ HQ

Client IP (IP-agpec knueHTa):........... 10.44.1.251
Secret (Knou): ..ooooviveeiiiiieeeiieee ciscosecure
ServerType (Tuncepsepa): .............. Radius

d. Haxmutedobasutb.

e. BeawuTe ykazaHHble HWxe AaHHble B obnactun User Setup (MapameTpbl nonb3oBaTenein)
1 HaxkmuTe kHonky Add ([Jo6aBuTb), UTOObI 4OGaBUTL HOBOE MMsI NONb30BaTENS.

Username (Mmsa nonb3oeartensi): bob Password ([Maponb): secretninjabob

Username (Mmsa nonb3oBatens):  phil Password (IMaponb): philwashere

War 4: MoakntovyeHne KIMEeHTCKUX YCTPOUCTB.

a. Ortkponte o6bekT Metropolis Bank HQ v Bbibepute komnbtoTep Bob.

b. TMepewnaunte Ha Bknagky Desktop (Paboumn cton) n HaxkmuTe 3Hadok PC Wireless
(BecnpoBogHas cBs3b).

c. [epengute Ha Bknaaky Profiles (Mpodwunu) n Haxxmute kHonky New (CosgaTtb).
d. Beeaute nmsa npodunsg RADIUS n Haxxmute kHonky OK.
e. Haxwmunte Advanced Setup (PacumnpeHHas HacTpoiika).

f. B none Wireless Network Name (HassaHue 6ecnposogHon cetun) BBegute HQ n Haxmute Next
(Oanee).

g. He MeHsisi ceTeBble HacTpoliku, BHOBb Haxxmute Next (Qanee).

B packpbiBatowemcs meHto Wireless Security (Pexum 3awmTsl) Bbibepute WPA2-Enterprise
n HaxmuTe Next (Danee).

i. Bsegute nmsa nonb3osaTens bob n naponb secretninjabob. Haxmute Next (Qanee).
j.  Haxmute Save (CoxpaHuTb), 3atem HaxkmuTe Connect to Network (Moakntountbes K cetu).
k. TNogknioyeHune komnbtoTepa Bob 6yaeT BbINOMHEHO aBTOMAaTUYECKN.

I.  TMNosTopwuTe warun a—j Ha HoyTOyke Phil, ncnonb3ysa ayTeHTdUKaLNOHHY0 MHOPpMaLKIO,
yKasaHHylo B ornucaHuu wara 3e.

lMo4eMy B KpynHOW opraHm3auum pasymHee npumeHutb pexum WPA2 RADIUS Bmecto WPA2
PSK?

Mpegnaraembi cnoco6 noacyeTta 6annos



MaxkcumaJjibHOe
laru 3apaGoTaHHbIe
Bonpocs! 3aHATHSA KOJINY€eCTBO
BOIIPOCa 0aIbI
0aJ10B
Bompoc 1. Hactpoiika WEP Ha o6nexte Healthcare
at Home Hlar 2 5
Bompoc 3. Hactpoiika WPA2 RADIUS Ha 00bekTe
Metropolis Bank HQ lar 4 5
Bonpocsl 10
Bana Packet Tracer 90
Oobuiee uyncsio 6a110B 100

CopepxxaHue oT4yeTa
OTueT o MPaKTUYECKOMY 3aHATHIO JIOJDKEH COZlePKaTh:
1. Crpykrypy ucxomusix nanubix B Packet Tracer ¢ IP-ampecanmeii ycTpoiicTs.
2. OTBeTH HA BOIIPOCHI, MTOCTABJICHHBIC B XOJIC BBIMIOJTHCHUSA NPAKTUICCKUX 3aﬂaHHﬁ.

3. BBIBOJIBI O MPOIETaHHOM PaGOTE M MONYUYEHHBIX PE3yIbTaTax.
PesynbraTbl pabOTHl JOJKHBI OBITH OTpayKeHbl B paboyeldl TeTpagy W 3allMIIEHbl YCTHO KaXKIbIM

CTYZCHTOM.

KoHTposbHbIe BOIPOCH

1. Kakon IP-agpec HasHa4deH L3y No yMOn4aHuw?

2. 3awumTta WEP u kntov 0123456789 HeHagexHbl. [Moyemy anroputm WEP cunTaeTtca
HegocTaTo4yHO Ge3onacHbIM?

3. Banuwwte IP-agpec wno3a no yMonyaHuio.

4. [No4emy B KpyrnHOW opraHusauumn pasymHee npumeHnts pexum WPA2 RADIUS smecto WPA2
PSK?



I[TPAKTUYECKAS PABOTA Ne 6.
Hacrpoiika TpancnioptHoro pexxuma VPN

Llemn 3amsaTus
B pesynpTaTe HACTOSIIETrO 3aHATHA U IMOCIEAYIOMEH caMOCTOSATEIbHOM PabOThI CTYICHTHI OJKHBIL:

1. SaerHI/ITB Marepuai, HOHy‘IeHHBIﬁ Ha JICKOUOHHBIX 3aHATHAX.

2. VYmers nepenasath Hezammdposannsiii FTP-tpaduk.

3. Vmers nepemasath 3anmmpposannsiii FTP-tpadux.

4. Tlpuobpectu croco6HOCTH HacTpanBaTh VPN-KIHeHTa Ha 0OBEKTe.

5. TIpuobGpecTn HABBIKK aHAJIM3a M 00OOMIEHHUS MOTYYCHHBIX PE3YIbTaTOB.
VYueOHble BONPOCH 3aHATHS

1. [Nepenaua nezamudposannoro FTP-Tpaduxka.

2. Hacrpoiika VPN-ximenra Ha o0bekte Metropolis.

3. [Nepenaua 3ammdpoBannoro FTP-tpaduka.

O0opynoBaHue ¥ MaTePHAIIBI
K ¢ ycranoenennsim Packet Tracer.

OOm1ue cBeeHUs

Beimonsas 910 3amaHue, Bbl OyJere OTCIEeKUBATh nepenady HesammgposanHoro FTP-tpaduka mexmy
KIMEHTOM | yJaleHHBIM OOBEKTOM. 3areM BBl HacTpoute VPN-KIMEHT s monxiodeHus K oobekTy Gotham
Healthcare Branch wu maunere mnepemauy 3ammdpoBannoro FTP-tpaduka. Hactpoiika [P-ampecamum, ceru
Y CEpPBUCOB B COOTBETCTBMHM C Tabmuuei anpecaruu. Ilepemauy sammdpoBanHbIX 1 HesammdpoBaHHbIX FTP-
JaHHBIX BBl OyJeTe BBIMOJHATH C MOMOIIBIO KIMEHTCKOTO YCTPOMCTBA, KOTOPOE HAXOAWTCSA B Ipelesiax oOBEeKTa
Metropolis Bank HQ.

Tabnuua agpecauum

Yerpoiictso ?;f::;;zl Oﬁu:?_‘;iggnbm Macka nojaceTu Caiir
Private_FTP server 10.44.2.254 | — 255.255.255.0 Gotham Healthcare Branch
Public_FTP server 10.44.2.253 209.165.201.20 255.255.255.0 Gotham Healthcare Branch
Branch_Router — 209.165.201.19 255.255.255.248 Gotham Healthcare Branch
Komnbrotep Phil's 10.44.0.2 — 255.255.255.0 Metropolis Bank HQ

Y4ye6HbIn Bonpoc 1: lNepenaya He3awudpoBaHHoro FTP-Tpadmka

War 1: MNMonyyeHue pocTtyna K aHanusatopy Tpadumka Cyber Criminals Sniffer.

a. Bblbepute aHanusatop Tpaduka Cyber Criminals Sniffer n nepenignte Ha Bknagky GUI
(Fpadmyeckuin HTEPGENC).

b. Haxmute kHonky Clear (OunctuTb), 4TOObLI yaanuTe Bce COOpaHHbIE paHee 3anucu
C WHpopMaumen o Tpaduke.

c. CsepHuTe OKHO aHanusaTopa Tpaduka Cyber Criminals Sniffer.

War 2: YcraHoBuTe Heb6e3onacHoe FTP-coeanHeHue ¢ cepBepom Public_FTP.

a. Ortkponte 06bekT Metropolis Bank HQ u BbibepuTe HoyTOYK Phil.




b. TMepengute Ha Bknaaky Desktop (Pabouunit cton) n Haxmmute 3Ha4yok Command Prompt
(KomaHgHas cTpoka).

c. Baegute komaHgy ipconfig, uTobbl 0TOOpa3uTb Tekywmn IP-agpec komnbtotepa Phil.

d. YcraHoBuTe coeauHeHune c cepepoM Public FTP ob6bekta Gotham Healthcare Branch. ns
3TOro BBEAWTE B KOMaHAHY0 CTPoKy komaHay ftp 209.165.201.20.

e. Bseaute umsa nonb3oBaTens cisco n napones publickey, utobbl BonTK Ha cepeep Public_ FTP.

f. C nomouwpbto komaHAabl put Bbirpyaute dann Publicinfo.ixt Ha cepBep Public FTP.

War 3: MNMpocmoTp nHdopmaumum o Tpacdmke ¢ NOMOLLLIO aHanu3aTopa Tpaduka
Cyber Criminals Sniffer.
a. PaseepHute cBepHyTOE paHee okHO aHanusaTopa Tpaduka Cyber Criminals Sniffer.

b. B aHanusatope Tpaduka BbiGepute cooblieHns FTP 1 NonHoCTbo NPOKpyTUTE CoaepKumoe
KaXKdoro U3 coobLLeHNi.

Kakasi MHdopmauusa oTobGparkaeTcs B BUAE OTKPLITOro Tekcra?

c. Baegute quit, 4yToOLI 3aBepwNTL ceaHc Ha cepBepe Public FTP.

Y4ye6HbIN Bonpoc 2: Hactpounka VPN-knueHTa Ha KOMNbrOTEpe
nonb3oBartens Phil

a. Ha komnbtoTepe Phil's BbinonHuTe kOMaHay ping, ykasas |IP-agpec maplupytusaTtopa
Branch_Router. NepBble HeCKOMBbKO ping-3anpocoB MoryT ocTaTbcsl 6e3 oTBeTa 1M3-3a
NpeBbILLEHNSA BPpEMEHM 0XnaaHus. BBeante komaHay ping. Bl JOMKHBI NONYyYnTE OTBETHI HA
yeTblpe ping-3anpoca.

b. TMepewnaunTe Ha Bknagky Desktop (Paboumn cton) n HaxmuTe 3Haqok VPN

c. B okHe VPN Configuration (Hactponka VPN) BBegute cneaytowme napameTpsi:

GroupName (MIMS IPYIIMBI): .veeeiiiiiieeiiiiiee et VPNGROUP
Group Key (KrmHou MPYMMBI): w.veviiiiiiieeiiiiiee e siiee et 123

Host IP (Server IP) (IP-agpec xocTa (IP-agpec cepsepa)): ........... 209.165.201.19
Username (VIMS NOMBb30BATEIA): .ecevuvreeeiiiieeeiriiieeeeniieeeeeiieee s phil

PassWOrd (TTaPOSIb):.....cceiiiiieeiiiiee ettt ciscol23

d. Haxmute kHonky Connect (MNogkniounTtbes) U 3aTtemM kHonky OK B cnefytoLem okHe.

Kakon IP-agpec knueHTa npumMeHsaeTcsa ansa yctaHoBku VPN-coeanHeHNsT «KNMNEHT-00BbEKT» ?

Y4ye6HbIn Bonpoc 3: lNepepava 3awmdpoBaHHoro FTP-Tpadumka

War 1: lMpocmoTp Tekywmx napameTtpoB IP-agpecaum Ha KoMnbrOTEpPE
nonb3oBartens Phil.
a. Ortkponte 06bekT Metropolis Bank HQ v BbiGepute komnbtoTep Phil.

b. Mepewnante Ha Bknagky Desktop (Pabouunit cton) u Haxmute 3Ha4yok Command Prompt
(KomaHngHas cTpoka).

c. C nomoubto komaHabl ipconfig oTobpasuTe Tekywmin IP-agpec komnbtotepa Phil.

Bugute nn Bbl gononHUTenbHbIN [P-agpec, koTopbli He oTobpaarncs paHee Ha Liare 2¢
B 4YacTtun 1? Kakon ato agpec?




War 2: MNepepaya 3awmdpoBaHHoro FTP-Tpadmka c komnbloTepa nonb3oBaTens
Phil Ha cepBep Private FTP.

a. YcraHoBuTe coeguHeHue ¢ cepeepoM Private FTP obbekta Gotham Healthcare Branch. [ns
aToro BBeanTte komaHay ftp 10.44.2.254 B KOmaHOHYHO CTPOKY.

b. BeeguTe nms nonb3oBaTens cisco U naponb secretkey, YToObI BOWTK Ha cepBep Private FTP.

c. Beirpysute danin Privatelnfo.txt Ha cepsep Private FTP.

War 3: MNMpocmoTp nHdopmaumm o Tpacdmke ¢ NOMOLLbLIO aHanu3aTopa Tpaduka

Cyber Criminals Sniffer

a. PasBepHUTE cBEpHYTOE paHee OKHO aHanuaaTtopa Tpadumka Cyber Criminals Sniffer.

b. Bbibepute cooblieHus FTP B okHe aHanu3aTopa Tpadwmka.

Ectb nn cpeaun Hux FTP-coobLueHns, B KOTOpbIX 0TOBpaxkaeTcst BHYTPEHHWUIA Naposib Unm

uHcpopmauums o Beirpyske danna Privatelnfo.txt Ha cepsep? Jante nosacHeHue.

IIpennaraemslii cioco6 nojacyera OanIoB

laru MaxkcumaJjbHoe 3apabdoTaHHble
Bonpocs! 3ansiTust
BONpoOCca KOJINYeCTBO 0aJIJI0B 0aJ1JIBI
Bomnpoc 1. [Tepenaya wesammudposansoro FTP- [Mlar 3 20
Tpaduka
Bompoc 2. Hactpoiika VPN-KJ'I.I/IGHTEI Ha IMlar 1 10
KoMmmbioTepe mons3oBarens Phil
Bomnpoc 3. Ilepenaua 3ammdposannoro FTP- [lar 1 10
Tpaduxa lfar 3 20
Bomnpocst 60
Bann Packet Tracer 40
O01ee yncjio 6a/1J10B 100

Conepxanue oTueTa

OTueT 1Mo MPaKTUIECKOMY 3aHATHIO JIOJDKEH COZIEePKaTh:

1. Crpykrypy ucxomubix nanubix B Packet Tracer ¢ IP-anpecanmeii ycTpoiicTs.

2. OTBeTHI HA BOIIPOCHI, MOCTABJICHHBIC B XOJIC BBITIOJTHEHUSA MPAKTUICCKUX 3az[aH1/11?1.

3. BBIBOJIBI O MPOIENaHHOM PabOTE M MONYYEHHBIX Pe3yIbTaTax.
Pesynbratel paboThl MODKHBI OBITH OTpakeHBl B pabodell TeTpaau W 3allUIIeHBl YCTHO KaKIbIM

CTYJIEHTOM.

KoHTponbHbIE BOIPOCH

1. Kakas uadopmarus oToopaxkaeTcst B BUJEC OTKPHITOTO TEKCTa?
2. Kakoii [P-anpec kireHTa mpuMeHseTcs 1l YCTaHOBKH VPN-coeTMHEeHUS «KIHEeHT-00bEKT»?

3. Buznute nm Bl JonosnHUTENbHBIN [P-anpec, KoTopblil He oToOpaXkaics paHee Ha Imare 2¢ B yacTd 17?

Kaxoit aTo agpec?

4. Ecte ;mn cpenn FTP-coobmennit FTP-coobmienus, B KOTOpBIX 0ToOpaxaeTcss BHYTPEHHUH 1apoiib HITH
nHpopManus o BeIrpy3ke daiina PrivateInfo.txt Ha cepsep? [laiite mosicHeHue.



ITPAKTUYECKAS PABOTA Ne 7.
PesepBupoBanne MapupyTU3aTopoB U KOMMYTaTOPOB

Llemn 3amsaTus

B pesynbraTe HaCTOSIIETO 3aHATHS M HOCIEAYIONMIEH CaMOCTOSTENEHON pabOThI CTYICHTHI JOJDKHBI:

1. 3akpenuts MaTepua, MOTyYEHHbIH Ha TEKIMOHHBIX 3AHATHAX.

2. Tlpuobpectn croco6HOCTH HAGMIOAEHHS 32 MEPEKTIOYEHHEM MPU OTKA3e CeTeBOH MH(PACTPYKTYPHI
C MCTIOJIB30BAHNEM PE3EPBHBIX MAPIIPYTU3ATOPOB.

3. IIpuobpectn cnoco6HOCTH HAGMIOAEHHS 32 MEPEKTIOYEHHEM MPU OTKA3e CETeBOH MH(PACTPYKTYPHI
C HCIIOJIB30BaHUEM PE3EPBHBIX KOMMYTATOPOB.

4. TlpuobGpecTu HABBIKK aHATH3A M 0OOBIIEHNS MOTYYEHHBIX PE3YIbTATOB.

Y4eOHbIE BOIPOCH 3aHATHS

1. HaGmonenue 3a TepekTiOvEeHHEM TIpH OTKa3e CETEBOH HMH(PACTPYKTYpbl € HCIHOJIb30BAHHEM
PE3EPBHBIX MapLIPYTH3aTOPOB.

2. Habmonenne 3a NepeKIOYEHHEM IIPH OTKa3e CETeBOH MH(PPACTPYKTYphl C HCIOJb30BAHUEM
PE3EPBHBIX KOMMYTATOPOB.

OOopyznoBaHuE U MaTepHAIbI
[IK ¢ ycranosmennsMm Packet Tracer.

OO01e cBeneHNs

B »ToM 3amaHum Bbl OyJere HaOmo#aTh 3a YCHENIHBIM IEPEKIIOYEHHEM IpH OTKa3e CeTeBOU
HHPpacTpyKTypbl Metropolis. [[ins pe3epBUpOBaHUS IIUIH03a IO YMOJIYAHUIO HCIONB3YIOTCS HECKOJIBKO
MapIIpyTU3aTOpPOB. 3aTeM OYIeT MPOBEACHO YCICIIHOE MEPEKI0YCHUE MPH OTKa3e CETeBOH HMHEGPACTPYKTYPHI
Gotham. PesepBupoBaHre CETEBBIX MapHIPYTOB OYJET 00CCIIECUUBATHCS C MOMOIIBIO HECKOJIBKAX KOMMYTATOPOB.
Hactpoiika IP-agpecanuu, ceTd W CEpBHCOB B COOTBETCTBUH C Tabnmuue# amgpecarmu. s TecTupoBaHHS
MapmipyToB OO U IIOCIE YCHCITHOTO TMEepeKIIOUYeHUsT TpH OTKa3e CeTeBOH WHQPPACTPYKTYpHl BBl Oydere
HCIIONIB30BaTh KIIMECHTCKAE YCTPOICTBA B PAa3IHYHBIX T€OTPaPIUSCKUX PErHOHAX.

Tabnuua agpecauum

11}
YerpoiicTBo IP-aapec Macka nmoaceru JH03 To Caiir
YMOJYAHHIO

Bremnnit Be6-cepBep 209.165.201.10 255.255.255.0 — Wutepner

R1 10.44.1.2 255.255.255.0 — Metropolis Bank HQ
R2 10.44.1.3 255.255.255.0 — Metropolis Bank HQ
Komnerotep Phil's 10.44.1.12 255.255.255.0 10.44.1.1 Metropolis Bank HQ
Kommsiotep Tim's 10.44.2.11 255.255.255.0 10.44.2.1 gf;ggﬁ‘ Healthcare

Y4eOHbIn Bonpoc 1: lNMoHabnioganTe 3a nepeknovYeHuemM npu oTkase
ceTeBOM UH(pPACTPYKTYpPbl C UCNONb3OBaHUEM pPe3epPBHbIX
MapLUpyTU3aTOpPOB.

War 1: OTKkpouTe KOMaHAHYHO CTPOKY Ha KOMnbloTepe nonb3oBartens Phil.

a. Bblbepute y3en Metropolis Bank HQ n Bbibepute HoyTOyk Phil.




b.

Mepengute Ha Bknagky Desktop (Pabouun cton) n wenkHute 3Hayok Command Prompt
(KomaHgHas cTpoka).

War 2: lMpocneaute mapwpyT K BHeLWWHeMy Beb-cepBepy.

a.

OTnpaBbTe ping-3anpoc k cepepy External Web B HTepHeTe. [Ina 9TOro B kOMaH4HOW CTPOKe
BBeauTe ping 209.165.201.10.

Mpocneante mapLupyT K cepsepy External Web B HTepHeTe. [1na aTOro B KOMaHAHOW CTPOKe
BBeauTe tracert 209.165.201.10.

IP-agpeca B BbIBoge KomaHabl tracert npeacTaBnsioT ceTeBble YCTPOMCTBA, Yepe3 KOTopble
npoxoauT ceTeBoun Tpaduk.

YkaxuTe IP-agpeca ycTponcTB, Yepes KoTopble NpoxoauT Tpaduk oT HoyTOyka nonb3oBaTens
Phil oo BHelHero Beb-cepeepa.

MepBbii agpec, KOTOPbI BLIBOAMT KOMaHAaa tracert, — 3T0 ceTeBoW LUNo3 (ToYka Bbixoaa) Nno
YMOJT4YaHuIo.

CpasHuTe BbiBOA4 KOMaHAbl tracert ¢ Tabnuuen agpecaumun, NpuBeAeHHOW B Havane
nabopartopHon paboTel. Kakon mapLupyTM3aTop B AaHHbLIN MOMEHT ABMASIETCS TEKYLLUMM LUSIO30M
no ymMomnyaHuio?

LWar 3: 3anycTuTe nepeknovYeHne Npu oTkase ceTeBON MH(PACTPYKTYpblI.

B y3ne Metropolis Bank HQ Haxmute kommyTtaTtop HQ_S1.
LWenkHuTte Bknagky «NHTepdenc komaHgHonm ctpokn» (CLI).
Beegute cneaytowme komaHgbl, YTOObI OTKMIOYNTL MOPT KackagupoBaHusa Gig0/2:

enable
configure terminal
interface GigabitEthernet0/2

shutdown

LWar 4: CHoBa npocneauTe MaplipyT K BHeLWLHeMy Beb6-cepBepy.

B y3ne Metropolis Bank HQ Haxmute HoyTbyk Phil.

Mepengute Ha Bknagky Desktop (Pabouunii cton) u wenkHute 3Hadok Command Prompt
(KomaHngHas ctpoka).

OTtnpaBbTe ping-3anpoc k cepsepy External Web B MHTepHeTe. [Ins aTOro B KOMaHOHOW CTPOKe
BBeguTte ping 209.165.201.10.

Mpocnegnte mapLpyT k cepsepy External Web B HTepHeTe. [1na aToro B KOMaHAHOW CTPOKe
BBeguTe tracert 209.165.201.10.

IP-agpeca B BbiBOAE KOMaHApl tracert npeacTaBnAlT ceTeEBbIE YCTPOWCTBA, Yepe3 KOTopble
NpPoOXoanT ceTeBou TpaduK.

YkaxuTe IP-agpeca ycTponcTB, Yepes KoTopble NpoxoauT Tpadumk oT HoyTOyKa nonb3oBaTens
Phil no BHeluHero Beb-cepeepa.

MepBbIV agpec, KOTOPbIN BbIBOAMT KOMaHAa tracert, — 370 ceTeBoON W03 (TOYKa BbIxO4a) No
YMOIYaHuio.

Kakoi MapLupyTu3aTtop Tenepb paGoTaeT Kak LMo3 No yMonyaHuo?

B nosiBuBLLenCa KoMaHAHOW CTpoke BBeaAMTe KomaHay ipconfig. [Ans wno3a no ymonyaHuto
nokasaH IP-agpec 10.44.1.1, koTopblin He coBnagaeT Hu ¢ nepBbiM (10.44.1.2), HU cO BTOPbIM
(10.44.1.3) BbIBOOOM KOMaHAbI tracert. 3T0 ykasbiBaeT Ha TO, YTO MapLUpyTMU3aLms Tpadurka



wno3a no ymonyanuio 10.44.1.1 pakTnyeckn BbINONHAETCH Yepes pe3epBHbIe MapLIpyTU3aTopbl
¢ pasnuyHbiMn IP-agpecamn: R1 ¢ agpecom 10.44.1.2 unu R2 c agpecom 10.44.1.3, ecnu
MapLipyTusatop R1 HegocTyneH.

Y4yeOHbIn Bonpoc 2: [oHabnroganTe 3a nepeknioYeHnem rnpu oTkase
ceTeBOMN MH(PACTPYKTYPbI C UICNONb30BaHNEM pe3epPBHbIX
KOMMYTaTOpOB.

LWar 1: OTKpouTe KOMaHAHYH CTPOKY Ha KoMmnbiloTepe Tim's.

a. Bbibepute y3en Gotham Healthcare Branch u BeiGepute komnbtoTep Tim.

b. Tepenagnte Ha Bknagky Desktop (Pabounin cton) u wenkHute 3Hadok Command Prompt
(KomaHngHas cTpoka).

War 2: Mpocnegute mapwpyT K BHELUHeMY Beb-cepBepy.

a. OtnpaebTe ping-3anpoc k cepepy External Web B IHTepHeTe. [Inst 3T0ro B KOMaHAHOW CTPOKe
BBeguTe ping 209.165.201.10.

b. [Ona HabniogeHws 3a nepeknioYeHnemM npu otkase ceTeBon NHPPACTPYKTYPbl MOXHO
ucnonb3oBaTb KOMaHAgy constant ping.

BeinonHuTe komaHay constant ping ans cepsepa External Web. [ina aToro B KOMaHAHOW CTPOKe
BBeguTe ping -t 209.165.201.10.

CBepHUTE OKHO Ans KoMMbloTepa nonb3osartend Tim.

LWar 3: 3anycTuTe nepeknoveHne Npu oTkase ceTeBON MH(pPACTPYKTYpblI.

a. ByaneGotham Healthcare BranchHaxmutekommyTtaTopS3.
b. TMepengnte Ha Bknaaky CLI.
c. BeeauTe cnepyrowme koMmaHabl, YTOGbI OTKMHOYUTL MNOPT KackagupoBaHusi Gig0/2:

enable
configure terminal
interface GigabitEthernet0/2

shutdown

LWar 4: CHoBa npocneauTe MaplipyT K BHeLWLHeMy Beb6-cepBepy.

a. B yane Gotham Healthcare Branch pa3sepHute okHO, oToGpaxatoLee KOMNblTep
nonb3oartens Tim.

b. TMopoxaute 30-60 cekyHa. Tawke MOXHO HabnAaTb 3a UHAMKATOPaMn COeaNHEHWIA
KOMMYTaLMOHHOrO NopTa B ceTeBomn UHpacTpyktype Gotham Healthcare Branch.

C. BbIBO}J, pe3ynbTaToB BbINOJIHEHNA KOMaHAbl HA KOMIMbKOTEPE NoJib3oBaTesa Tim OOJDKEeH ObITb
aHanorn4yeH cnegyuiemy:
PC>ping -t 209.165.201.10
Pinging 209.165.201.10 with 32 bytes of data:

Reply from 209.165.201.10: bytes=32 time=47ms TTL=126
Reply from 209.165.201.10: bytes=32 time=42ms TTL=126
Reply from 209.165.201.10: bytes=32 time=42ms TTL=126
Reply from 209.165.201.10: bytes=32 time=43ms TTL=126
Request timed out.
Request timed out.
Request timed out.
Request timed out.
Request timed out.



Request timed out.
Request timed out.
Request timed out.
Reply from 209.165.201.10: bytes=32 time=41lms TTL=126
Reply from 209.165.201.10: bytes=32 time=42ms TTL=126
Reply from 209.165.201.10: bytes=32 time=42ms TTL=126

d. 3akponTe OKHo.

Mo kakomy kabento nepefaBanuchb aHHbIE NPU NOMYYEeHUM OTBETOB Ha ping-3anpockl 40
nosieneHus coobueHns "Request timed out" (Bpemsi oxxnaaHusa 3anpoca UCTEKOo)?

Mo kakomy kabento nepegaBanucb AaHHbIE NPKU NOMy4YeHMM OTBETOB Ha ping-3anpockl nocre
nosineHuns coobuexus "Request timed out" (Bpems oxugaHusa 3anpoca nctekno)?

e. O kakon ocoGeHHOCTU pe3epBUPOBaHMS KOMMYTATOPOB ANS NePeKnioveHns npu oTkase
rmrabutHoro Ethernet-nopta cBugeTenbCTBYET 3TOT CLEHapui?

[pemmaraemsiii cioco6 moac4era O0amIoB

MaxkcumanbHoe
IMarn
Bonpocsl 3ansiTus KOJINY€eCTBO 3apaGoTaHHbIe OaJJIbI
BOIIpOCa
0aJII0B
Bomnpoc 1. Habxronenwue 3a ar 2 10
MIEPEKITIOYCHUEM TIPH OTKAa3e
ceTeBOi HHPPACTPYKTYPHI Hlar 2 10
C UCTIONTE30BAaHUEM PE3EPBHBIX Ilar 4 10
MapIIpyTH3aTOPOB
Iar 4 10
Bomnpoc 2. Habxronenue 3a lar 4 5
MEPEKITIOYCHUEM TIPH OTKAa3e
ceTeBOli HHPPACTPYKTYPHI lar 4 5
C UCIIONTb30BAaHUEM PE3EPBHBIX
KOMMYTaTOPOB [ar 4 10
Bompocst 60
Baja Packet Tracer 40
OO01ree ynciio 02,1108 100

Conepxanne oTueTa
OTuYeT 110 MPAKTUIECKOMY 3aHSITHIO JOJDKEH CONEPIKATh:

1. Crpykrypy ucxomubix nanubix B Packet Tracer ¢ IP-agpecanmeii ycTpoiicTs.
2. OTBeTHI HA BOIIPOCHI, ITOCTABJICHHBIE B XOJIC BBITIOJTHEHUA PAKTHICCKHUX SallaHI/Iﬁ.

3. BBIBOJIBI O MPOJIENaHHOM PabOTE M MONYYEHHBIX PE3yIbTaTax.
PesynbraTtel paboThl MOKHBI OBITH OTpakeHBl B pabodell TeTpaaW W 3allUIIeHBl YCTHO KaKIbIM
CTYZECHTOM.



KoHTposnbHbIE BOIIPOCH

1. Vkaxwure [P-agpeca ycTpoiCTB, Yepe3 KOTOpbIe MPOXOAUT Tpaduk OT HOyTOyKa moskb3oBarens Phil go
BHEIITHETO BeO-cepBepa.

2. Yxaxwure [P-anmpeca ycTpoiCTB, yepe3 KOTOPBIE IPOXOIUT TpauK oT HOyTOyKa nonb3oBarens Phil no
BHEIITHETO BeO-cepBepa.

3. Kaxkoii MmapmipyTnzaTop padoTaeT Kak IUTI03 110 YMOTIAHHIO?

4. Ilo xakoMy KaOeJro mepenaBaich JaHHBIC NPH MOJyYEHUH OTBETOB HA Ping-3ampockl J0 MOSBICHUS
coobmenus "Request timed out" (Bpems okuaanus 3anpoca UCTEKIO)?

5. Tlo xakomy kabei0 TepenaBajHMCh JaHHbIE NPH IOJYYEHHHM OTBETOB HAa Ping-3ampochl Iocie
nosiBiicHus cooduienus "Request timed out" (Bpemst oxxumanus 3ampoca UCTEKI0)?

6. O xaKoi 0COOEHHOCTH PE3ePBHUPOBAHUSI KOMMYTATOPOB JJIsl IEPEKIIOUEHHS TIPH OTKa3€ TMraOUTHOTO
Ethernet-mopra cBUIETETBCTBYET STOT ClICHAPHIA?



[NPAKTUYECKAA PABOTA Ne 8.
MeskceTeBble SKpaHbl Ha CEpBEPE U CIIUCKH KOHTPOJISI IOCTYyNa Ha MapuIpyTu3aTope

Llemn 3amsaTus
B pesynpTaTe HACTOSIIETrO 3aHATHA U IMOCIEAYIOMEH caMOCTOSATEIbHOM PabOThI CTYICHTHI OJKHBIL:

1. 3akpenuts MaTepua, MOTyYEHHbIH Ha TEKIMOHHBIX 3AHATHAX.

2.  YMeTb OCyIIECTBIATH MOAKIIOUCHHE K BeO-CepBepy.

3. YMeTh oCyIecTBIATH NpeaoTBpalleHue HesanmpposaHHbx ceancos HTTP.

4.  TlpuoGpecTn HABBIKK JOCTYMA K MEKCETEBOMY SKPaHy Ha cepBepe SEKTPOHHOM TOUTHI.

5. TIlpuobpects cmocoGHOCTL (OPMUPOBATE HPOUEAYPHl IS  yIOpaBIeHHS UH(POPMALUOHHOMH
0€30IacHOCTEIO.

YueOHble BONPOCH 3aHATHS
1. Toaxmouenue k Be6-cepBepy.
2. TlpenoTspamenue HesamudpoBanHbx ceancos HTTP.

3. JlocTym Kk MexKceTeBOMY JKpaHy Ha CepBepe deKTPOHHOM MOYTHL.

O0opynoBaHue 1 MaTePHAIIBI
1K ¢ ycranoenennsim Packet Tracer.

OOmue cBeeHUs

B osroM 3amaHumM BBl MOJyYWTE [OCTYH K IOJIB30BATENO B y3ine Metropolis ¥ Mogkmo4nuTech 10
npotokoiam HTTP uw HTTPS x ymamenHomy BeO-cepBepy. Hacrtpoiika IP-ampecammm, ceTH U CepBHCOB B
COOTBETCTBHH ¢ Tabmunei agpecanun. C IOMOIIBIO KIMEHTCKOTO YCTPOHCTBa B y31e Metropolis BeI mpoTecTupyere
[lmopkmioueHne K yaajdeHHoMy BeO-cepBepy. UroObl obecmeunTh 3ammry y3na Metropolis, Bel 3ampernte
He3anM(poBaHHOE COCTMHEHHE C BHEITHUMH BEO-CeaHCaMU.

Tabnuua apgpecauum

Yactuplii IP- | O0megocTynHbli
YerpoiicTBo agpec IP-aapec Macka nmoaceru Caiur

Be6-cepsep — 209.165.201.10 255.255.255.0 WuTepHeT

Yye6HbIN Bonpoc 1: lNMogknio4veHne K Be6-cepBepy.

War 1: YcraHoBuTte goctyn k Be6-cepBepy HQ Internet c K nonb3oBatens Sally
no npotokony HTTP.

a. Bribepute y3en Metropolis Bank HQ u BeiGepute MK Sally.
b. MMepewnaunte Ha Bknaaky Desktop (Pabouunii cton) n wenkHute 3Hadvok Web Browser (bpaysep).
c. Beeaute URL-agpec http://www.cisco.corp n Haxmute Go (Hauvats).

d. LWenkHute cebinky Login Page (CtpaHuua Bxoaa).

MoyeMy nonb3oBaTenb AOMKEH ObITb 06ECNOKOEH NpY OTNpaBke NHAOPMaLMK Yepes 3TOT BeO-
cant?

War 2: YcraHoBuTe gocTtyn K Be6-cepBepy HQ Internet ¢ komnbloTepa
nonb3oBartens Sally no npotokony HTTPS.



d.

OTkpowTte Beb-0603peBaTens Ha KomnbloTepe Sally's.
Beeaute URL-agpec https://www.cisco.corp n Haxxmute Go (HadvaTb).
LWenkHuTe cebinky Login Page (CtpaHuua Bxoaa).

Y nonb3oBaTensi MeHbLUEe NOBOAOB AN 6eCcnokoncTBa Npu oTnpaBke MHOPMaLUK Yepes aTOT
Beb-canT. MNouemy?

3akponTe koMnbloTep nonb3oBaTens Sally.

Y4yeOHbIN Bonpoc 2: 3anpeT He3awundpoBaHHbIX ceaHcoB HTTP.

War 1: Hactpoute mapwpytusatop HQ_Router.

a.
b.

C.

f.

OTtkpownTte 06bekT Metropolis Bank HQ u Beibepute mapwpyTtusatop HQ_Router.
Haxmute Bknaaky CLI n HaxwvuTe Enter.
[nsi Bxoga B cuctemy mapLupyTnsaTopa UCnosnb3ynte naporb Cisco.

BeeanTte komaHay enable, a 3aTem configure terminal gnsa goctyna k pexunmy rnodanbHom
HaCTPOWKMN.

YTto6bl NpeaoTBpaTUTh Nepedavy HesawmndposaHHoro HTTP-Tpaduka yepesronosHom
MapLUpyTU3aTop, CETEBbIE aAMUHUCTPATOPbI MOTYT CO34aTb Y pa3BEPHYTb CMUCKM KOHTPONS
poctyna (ACL).

Cnep,yrou.wle KOMaHAbl BbIXOOAT 3@ PaMKKM 3TOro Kypca. OHun NCNOoNb3YyKTCA OANA AeMOHCTpaunn
BO3MOXHOCTV NpeaoTBpaLLEeHMs nepeaayn HesawmndpoBaHHOro Tpaduka Yepes MmapLupyTM3aTop
HQ_Router.

B komaHgHom ctpoke HQ_Router(config)# B pexxume rnobanbHON HaCTPOMKN CKONUPYNTE
1 BCTaBbTe NMOKa3aHHYI0 HMXe KOHUrypaumio cnmcka KoHTponsa goctyna B HQ_Router.

!
access-list 101 deny tcp any any eq 80

access-list 101 permit ip any any
|

int gig0/0
ip access-group 101 in
I

end

3akpoiite mapwpyTtusaTop HQ_Router.

War 2: YcraHoBuTte poctyn k Be6-cepBepy HQ Internet ¢ MK nonb3oBatens Sally

no npotokony HTTP.

B yane Metropolis Bank HQ HaxmuTe MK none3osatens Sally.
Mepengute Ha Bknagky Desktop (Pabouunn cton) n wenkHmTte 3Havok Web Browser (bpay3sep).
Beeante URL-agpec http://www.cisco.corp n Haxmute Go (Hadvatb).

MoxeT nn komnbloTep nonb3osatens Sally nonyuntb goctyn Kk Be6-cepeepy HQ Internet no
npotokony HTTP?

War 3: YcraHoBuTe pocTtyn K Be6-cepBepy HQ Internet ¢ komnbloTepa

a.
b.

nonb3oBartens Sally no npotokony HTTPS.

OTkponTte Beb-0603peBaTenb Ha koMnbtoTepe Sally's.

Beeante URL-agpec https://www.cisco.corp u HaxmuTte Go (Hauyatb).



MoxeT nu komnbloTep none3dosatens "Sally" nony4nte goctyn k Beb-cepsepy HQ Internet no
npotokony HTTP?

c. 3akponTe komnbloTep Nonb3osatens Sally.

Yye6HbIN Bonpoc 3: [locTyn K MeXceTeBOMY 3KpaHy Ha cepBepe
3N1IeKTPOHHOM NOMTHI.

a. B ysne Metropolis Bank HQ Haxmute cepsep Email.

b. Haxmute Bknaaky Desktop (Pabouunin cton) u Beibepute Firewall (MexceTteson akpaH). [Npasuna
MeXCeTeBOro aKkpaHa He 3afaHbl.

UTto6bl NpeaoTBpaTnTh OTAPABKY UNKU NonyvYeHne Yyepes cepBep MNeKTPOHHOW NoYThl Tpaduka,
He CBS3aHHOIO C HeW, ceTeBble aAMWHUCTPATOPbI MOTYT co3aBaTh NpaBuila MEXCETEBOMO
3KpaHa HernocpeacTBEHHO Ha cepBepe. JInbo, kak Noka3aHo paHee, MOXHO UCNOMNb30BaThb CMUCKU
koHTpons goctyna (ACL) Ha ceTeBOM yCTPOWCTBE, HanpuMmep, MapLupyTnsaTope.

[pemmaraemsiii cioco6 moac4era O0amIoB

MaxkcumaJibHOE
laru 3apadoTaHHbIe
Bomnpocs! 3ansTHSI KOJINYeCTBO
BOIIpOCa 0aJL1bI
0aJJ10B
Bomnpoc 1. [Togxirouenne K BeO- Ilar 1 15
cepBe

prepy lar 2 15
Bompoc 2. [IpenoTrBpaiueHue [lar 2 15
He3amuppoBaHHBIX ceancoB HTTP IIIar 3 15
Bomnpocst 60
Bann Packet Tracer 40
O01ee ynciio 6a/1J10B 100

Conepxanue oTueTa

OTueT 1Mo MPaKTUIECKOMY 3aHATHIO JIOJDKEH COZIEePKaTh:

1. Crpykrypy ucxomubix nanubix B Packet Tracer ¢ IP-anpecanmeii ycTpoiicTs.

2. OTBeTHI Ha BOPOCHI, TIOCTABICHHBIE B XO/€ BHITIONHEHNs MPAKTHIECKHX 3aJaHHH.

3. BhIBOJIBI O MIPOJIeNIaHHOM PabOTe U MOJIYYEHHBIX Pe3yJIbTaTax.

Pesynbratel paboThl MODKHBEI OBITH OTpakeHBl B pabodell TeTpaaW W 3allUIeHBl YCTHO KaKIbIM
CTYZCHTOM.

KoHTpospHBIE BOIIPOCH

1. ITouemy monb30BaTENb AOJKEH OBITH 00ECIIOKOSH IPH OTIIPAaBKE MH(POPMAIMU Yepe3 3TOT BeO-cailT?

2. Y none3oBareinsi MEHbIIE MOBOJOB JUIs OECIIOKOMCTBA NMpH OTIpaBKe MH(OpMAaIUHU 4epe3 BeO-calT
https://www.cisco.corp. [Touemy?

3. Moxer nu xommbioTep nomb3oBartesst Sally momyunTth noctyn k BeO-cepepy HQ Internet mo
npotokoiry HTTP?

4. Moxer nu kKommbioTep moib3oBarens "Sally" momyunts moctyn k BeG-cepBepy HQ Internet mo
npotokoiry HTTP?



ITPAKTUYECKAS PABOTA Ne 9.

OTpaGOTKa KOMITJICKCHBIX NTPAKTUYCCKUX HABBIKOB

Llemn 3amsaTus
B pesynpTaTe HACTOSIIETrO 3aHATHA U IMOCIEAYIOMEH caMOCTOSATEIbHOM PabOThI CTYICHTHI OJKHBIL:
1. 3akpenuTs HaBBIKH, HONydYeHHBIE B MPOIIECCE OCBOSHHUS yueOHOTO MaTepHaa.

2. TlpuoGpecTd KOMIUIEKCHBIE TPAKTUYECKHE HABBIKM HACTPOMKM MapuIpyTH3aTopa OecrpOBOIHON
CBSI3W, 3arpy3Kd W BBITPY3KH (ailyloB C mcmois3oBanneM mnpoTtokonma FTP, 0Ge3zomacHOro mOAKIIOYCHHS
K yIaIeHHOMY Y311y ¢ ucrnonb3oBanneM VPN u obecriedenne 3amuTsl MapmpyTtusaTopa Cisco 10S.

ObopynoBanne 1 MaTepHAIIBI
[IK ¢ ycranosmennsm Packet Tracer.

Ta6nuua agpecauum

Ilr03 Mo
YerpoiicTBo HuTepdeiic IP-aapec Macka noacern YMOJTYAHHIO

G0/0 10.44.1.1 255.255.255.0 —
HQ_Router

G0/1 209.165.201.2 255.255.255.248 —
VPN-cepsep NIC 209.165.201.19 255.255.255.248 —
HQ_Wireless LAN 10.44.1.254 255.255.255.0 10.44.1.1
Cepsep FTP/Web NIC 10.44.1.252 255.255.255.0 10.44.1.1
Cepgep BackupFiles NIC 10.44.2.10 255.255.255.0 10.44.2.1
CueHapun

JlaHHOE 3aKJIIOYMTENIbHOE 3aHSATHE MOMOXET OTpPadOTaTh MHOTHE HABBIKH, IOJIyYEHHBIE B IpOIECCE
OCBOCHMA yueOHOro MaTepuaya. Bbl BBIOTHHTE HACTPOIKY MapuipyTH3aTopa OECIPOBOAHON CBS3H, 3arpy3Ky
W BBITPY3KY (haiiioB ¢ mcnonb3oBanueM nporokosna FTP, Oe3omacHoe mNoAwiIO4YeHHE K yNAJICHHOMY Y31y
¢ ucronp3oBarreM VPN u obecrieunte 3amury mapmpytusaropa Cisco 10S.

Peanusauusa

[Mpumeuanue. Y Bac ecTb IOCTYH TOJNBKO K Y31y Metropolis HQ. Bbl MOkeTe mony4uTh AOCTYIT KO BCEM
CEpBEpaM U KOMIILIOTEPAM HA 3TOM Y3JI€ JIJI BBIITIOJIHEHUS ITIPOBEPKU.

Peanusynte cnegytouime TpeboBaHus:
KomnbtoTep nonb3oBatena Sally — Metropolis Bank HQ
e Buirpysute chann secure.txt Ha cepsep FTP/Web, ncnonesys npotokon FTP:

o [onb3osatens sally, napons ftpaccess

o ®ann gnsa BbIrpy3sku: secure.txt

o Wcnonesynte IP-agpec cepsepa FTP/Web 13 tabnuubl agpecaumm.

e T[logkntoumTe KoMnbloTep nonb3oBartens Sally k yany Gotham Healthcare Branch no cetn VPN
KKIUEHT-y3en»:

o OrtnpaBbTe ping-3anpoc Ha cepeep VPN, ncrnonbays IP-agpec u3 tabnuvusl agpecaumm.

o [Mogknouute ceTb VPN «KNUeHT-y3en», Ucnomnb3ys ums nonssosartens sally n naponb
vpnsally

o Wcnone3ynte rpynny VPNGROUP n kntoy 123

e Ucnonb3ys VPN-coeamHeHue, 3arpysute dain transactions.txt ¢ cepsepa BackupFiles no
npotokony FTP:




o Wcnoneayiite IP-agpec cepsepa BackupFiles n3 Tabnuubl agpecayuu.
o [Nonb3osaTens sally, naponb securesally
o @ann gnsa 3arpysku: transactions.txt

HoyTbyk nonb3oBatens Phil — Metropolis Bank HQ

e Hactponte mapwpyTtmsatop HQ_Wireless.
o Wcnoneayite IP-agpec mapwpyTtusatopa HQ_Wireless ns tabnuubl agpecaumu.

o Wcnonbayiite Beb6-0003peBaTenb Anst HACTPONKM MapLupyTmu3aTopa HQ_Wireless ¢ HoyTbyka
nons3osatens Phil.

o [Monk3oBatens admin, napone p@ssword
o 3amenute gna SSID 3HayeHune DefaultWIFI Ha HQwifi
o Hactpowite SSID kak Buanmbin (LUMPOKOBELLATENbHbIN) A4St 6€CNPOBOAHLIX KITMEHTOB.

o Hactpouite 6e3onacHocTb 6ecnposogHon cetn WPA2 Personal, ncnonssys gpasy-naponb
cisco321.

e ObecneuybTe 3awmTy MmapLipytmnsatopa HQ_Router.
o Wcnoneayite IP-agpec mapwpyTtusatopa HQ_Router us tabnuubl agpecaumn.

o Wcnonbayiite KomaHgHyto cTpoky Anst nogknoveHms k HQ_Router no npotokony SSH. Nms
nonb3osaTtens phil, naponb securessh

o Wcnonb3ynte komaHay enable n naponb cisco.
o AxTmBUpynTE DYHKLMIO OTKazoycTondmeomn koHcurypauum Cisco |OS.
o Hactpoiite ansa 6aHHepa coobleHne gHa (motd), Bkntovatowee dpasy Authorized Access
Only
HoyTbyk nonb3oBatensa Gina — Metropolis Bank HQ
e [lopkntounte HoyTBYK Nnonb3oBaTtensa Gina kK 6ecnpoBoaHON CETW.
o Cospanite coeanHeHue ¢ SSID HQwifi
o Wcnonbayiite PSK-kntoy cisco321
o Y6eputech, 4To Ha HoyTOykKe ucnonsdyetca DHCP

[pemmaraemsiii cioco6 mojac4era 0amioB

Bann Packet Tracer: 90 6annos..





