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1. Onucanue mokaszaresjedl M KPpUTEPUEB OLEHUBAHUS HA PA3JIMUYHBIX 3TAMax MX
(¢opmupoBanus, onucanne MKaJI OLCHUBAHUS

YpoBHU Jeckpunropsl
ClboprmpoparroCT MuHMMaNbHBEIA yPOBEHb MuHiMab HbLT
U KOMICTCHIHH HE IOCTHTHYT YPOBEHb Cpennuii ypoBeHs | Bpicokuit ypoBeHb
(mif), wuHUKATOpA (YIOBIETBOPHTEND (xopomo) (oTuHO)
(HeymoBiieTBOpUTEIHHO)
(oB) HO) 4 6anna 5 6anoB
2 bamna
3 Gama

OIIK-1
-1 omx.1. C tpymom wucnomw3yer | Cnabo wucmonssyer | B LIEJIOM | UCHOJIB3YET
HpI/IO6pCTaTB MaTEMaTH4YCCKUC, MaTeMaTH4YCCKUC, HCIOJIB3YET MaTeMaTHYECKHE,
MaTeMaTHYECKHe, €CTECTBCHHOHAYYHEIE, ©CTECTBEHHOHAYYH | MaTeMaTHYeCKue, eCTECTBEHHOHAYY
€CTECTBEHHOHAYYH | COIHAJIbHO- bIC, COLMAIBHO- | €CTECTBCHHOHAYYH

HBIE, COIHAIHHO-
bl€, COLMATLHO- 9KOHOMHYCCKUEC U | JKOHOMHYECKHE U | BIC, COIMANTBHO-
9KOHOMHUYECKHE U | MpoeccCHOHaIbHbIE Npod)eCCHOHANBHB | DKOHOMHYeckue u | JKOHOMHHCCKHIC I
Npo(eCCHOHANBHBI | 3HAHMS U PeLIGHMS | € 3HaHms  Juis | mpodeccroHanbhp | MPOdEccHoHambH
€ 3HAHUS IS HECTAaHIAPTHBIX 33134 pelreHus € 3HaHWUsA  JIA | BbI€ 3HAHWSA AT
peuieHust HECTaHAAPTHBIX pelreHus pelenus
HECTaHAAPTHBIX 3amay HECTaHIAPTHBIX HECTaHIAPTHbIX
3aj1a4, B TOM 1HCIe 3amad samau
B HOBOH Wi
HE3HaKOMO¥ cpejie
U B
MEXIUCIUTUINHAD
HOM KOHTEKCTE;
-2 onk.1. C tpymom wucnoms3yer | Cnabo wucmonssyer | B LIEJIOM | UCHOJIB3YET
pa3BUBaTh MaTeMAaTUYCCKUE, MaTeMaTUYCCKUE, HCTIONB3yeT MareMaTHIecKue,
MaTeMaTHYCCKUE, €CTECTBCHHOHAYYHEIC, ©CTCCTBCHHOHAYYH | MaTeMaTHYCCKUE, €CTECTBEHHOHAYY
€CTECTBEHHOHAy4YH | COLMAIbHO- EIC, COIIMANEHO- | €CTCCTBCHHOHAYYH

HBIE, COIMATHHO-
bl€, COIUATBHO- 9KOHOMHYCCKUEC U | SKOHOMHYECKHE U | BIC, COIMANTBHO-
9KOHOMHUYECKHE U | MpoecCHOHaIbHbIE NpO(eCCHOHANBHB | DKOHOMHYecKHe u | ~FOHOMIHCCKHIC I
Npo(eCCHOHANBHBI | 3HAHMS U POlIGHMS | € 3Hamms  uis | mpodeccroHanbhp | MPOdeccHonanbH
€ 3HAHUA IJIA HeCTaHAAPTHBIX 3a1a4 pemenns € 3HAHUA It | bI€ 3HAHUA OJIA
pemeHus HECTaHAAPTHBIX pereHus penreHus
HECTaHAAPTHBIX 3amad HECTaHAAPTHBIX HECTAHIaPTHBIX
3aj1a4, B TOM HCIe 3amad saza
B HOBOH Wi
HE3HaKOMOMH cpejie
U B
MEXKIUCIUTUIAHAD
HOM KOHTEKCTC;
NI-3 onk.1. C tpymom mupumenser | Cnabo mnpumenser | B LEJIOM | TIPUMEHSET
MPUMEHSTD MaTeMAaTUYCCKUE, MaTeMAaTUYCCKUE, MIPUMEHSCT MaTeMaTHYECKHE,
MaTeMaTHYCCKUE, €CTECTBCHHOHAYYHEIC, ©CTCCTBCHHOHAYYH | MaTeMaTHYCCKUE, eCTECTBEHHOHAYY
€CTECTBEHHOHAYYH | COIHAJIbHO- bIC, COLMAIBHO- | €CTECTBCHHOHAYYH

HBIE, COIMATHHO-
ble, COMAIBHO- SKOHOMHYECKHUE U | DKOHOMHYECKHE U | Ble, COIHABHO-
SKOHOMHYECKHE H | TPOQecCHOHANBHBIC npo)eCCHOHANBHB | SKOHOMHYeCKHe m | ~KOHOMIHCCKHIC I
npoeCCHOHANBHBI | 3HAHUS IS pENIeHds | €  3HaHWsA  JUIS | IpOQECCHOHAIbHBI npoQeccHOHATBH
€ 3HAHUA IJIA HeCTaHAAPTHBIX 3a/1a4 pemeHns € 3HAHUA st | bI€ 3HAHUWA OJIA
pemeHus HECTaHAAPTHBIX pereHus petieHus
HECTaHAaPTHBIX 3amay HECTaHAAPTHBIX HECTaHIAPTHDIX
3aj1a4, B TOM 1HCIIE 3amay a1
B HOBOM min
HE3HaKOMOM cpefie
U B
MEXIUCIUTUINHAD
HOM KOHTEKCTE
OIIK-5
NA-1 onkes. C Tpynom paspabarteiBaer | Ciabo B LelnoM | pa3pabaTeiBaeT




pa3pabaTbIBaTh MPOrpaMMHOE U | pa3pabaTbIBacT pa3pabaTbeIBacT MIPOrPaMMHOE U
MPOTPaMMHOE U ammapaTHoe o0ecredeHne | mMporpaMMHOe U | mporpaMMHOe U | ammaparHoe
ammapaTHoe HHPOPMAITMOHHBIX W | ammapatHoe ammapaTHoe obecHeyeH e
obecrieueHue aBTOMATH3UPOBAHHBIX obecrieucHme obecrieueHme

“H(OPMAITMOHHBI
MHPOPMALMOHHBIX | CHCTEM MHGOPMANMOHHBIX | HH)OPMAITHOHHBIX
" u u xH
ABTOMATH3HUPOBAHH aBTOMATU3MPOBAHH | aBTOMAaTU3MpoBaHH | ABTOMAaTH3HPOBAH
BIX CHCTEM. BIX CHCTEM BIX CHCTEM HBIX CHCTCM
NI-2 onks. C tpymom mozepamupyer | Ciabo B LEJIOM | MOJAECPHU3UPYET
MOJIEPHU3UPOBATh | IPOrpaMMHOE U | MOAECPHHU3UPYET MOJIEPHU3UPYET IIPOrpaMMHOE U
MPOTPaMMHOE U ammapaTHoe o0ecledeHne | MporpaMMHOe U | mporpaMMHOe M | anmapatHoe
ammapaTHoe HHPOPMAINOHHBIX W | ammapatHoe ammaparHoe oGeCICUCHNE
obecrieueHue aBTOMATH3UPOBAHHBIX obecrieueHme obecrieucHme
UHQOPMALIMOHHBIX | CHCTEM WHPOPMAIMOHHBIX | WH(MOPMAIIMOHHBIX HH(OPMALHOHHEI
u u u Xu
ABTOMATHU3HUPOBAHH aBTOMATH3UPOBAaHH | aBTOMAaTH3MPOBAHH | ABTOMAaTU3MPOBAH
BIX CHCTEM BIX CHCTEM BIX CHCTEM HBIX CHCTEM
OIIK-6
NI-1 ok, C tpymom wuccaenyer | Cnabo wuccrmenyer | B memom HCCIIelyeT
HCCIIeIOBATh OCHOBHBIE MIOJIOXKCHUSI | OCHOBHEIC HCCIIEAyeT OCHOBHBIE
OCHOBHEIE CHCTEMHOH HMHKCHEPHH B | TONOXKEHHA OCHOBHBIE TONOKEHHIS
TIOJIOXKEHHUS obmactu TOJYYEHHUs, | CHCTEMHO MTOJIOKCHHUS .

. . CHCTEMHOMH

CHUCTEMHOM nepenaymn, XpaHeHUs, | HHKEHEPUH B | CHCTEMHOM

WH)XEHEPUH B
WH)XCHEPUH B nepepaboTKu U | obmacTtu WH)XCHCPUH B
obnactu NpenCcTaBICHUS MOJTyYCHHS, obnactu obnacty
MOJYYCHUS, uHpOpMALUU nepeaaym, MOJTyYCHHUS, MOJTyYCHHUS,
nepeaay, XpaHCHUS, nepeaaym, nepeaaym,
XpaHCHHS, nepepaboTKu U | XpaHCHUS, XPaHCHHS,
nepepaboTKU U MPEICTaBICHHUS nepepaboTKu U HepepaGoTKH 1
MPEICTaBICHUS nHpOpMaIUN MIPECTaBICHAS

MPEICTaBICHHUS
nHbOpMan nH(pOpMAITAN
IOCPEICTBOM undopmaru
MHPOPMAITMOHHBIX
TEXHOJIOTHH;
N-2 onkes. C TpyIoM MpuUMeHsIeT Ha Cnabo mpuMeHsieT B nemom MIPUMEHSIET Ha

IIpumensiet Ha
MPAKTUKE METObI

MIPAaKTUKE METOMBI U
CpencTBa CUCTEMHOM

HAa TIPaKTHKE
METOJIbI M CpPEe/ICTBA

IIPUMEHACT HaA
MMPAaKTUKE METOABI

MPAaKTUKE METOABI

. U CpeAcTBa
U CpenCTBa WHKEHEPHH B 00J1acTH CUCTEMHOMU U CpeAcTBa .
N . CUCTEMHOMU
CUCTEMHOHU MOJy4YeHHUs, IepelauH, WHKEHEPUH B CHUCTEMHOM
WH)XCHEPUH B XpaHeHHs], IepepadoTKu U | 00J1acTh WH)KEHEPUH B MIDKCHEpHH B
obnactu MpenCcTaBICHUS MOJTyYCHHS, obnactu obnacty
MOJIy4YCHHS, nHpOpMAITAN nepenayu, TOJIydeHHU, noJryqyeHus,
nepenay, XpaHeHHS, nepenaymn, nepenaqn,
XpaHEeHHs, nepepaboTKu 1 XpaHeHNS, XpaHCHHUs,
nepepaboTKA U MIpEACTaBICHUS nepepaboTKH U HepepaGoTKH 1
MPEICTaBICHUS nHpOpMaIUH MIPECTaBICHUS
NIPEACTaBICHUS
nHbOpMaH nHpOpMAITAN
IOCPEeICTBOM uHbopmammn
MH(OPMALIMOHHBIX
TEXHOJIOTHH;
OIIK-7
WA-1 onx.7. C tpyznom ucnonszyer | Cmabo ucnons3yer | B nenom UCTIONIB3YET MPUHIUIIBI
UCIIOJB3YET MIPUHINIBI TOCTPOCHUS | NPUHIINIIBI UCIIOJB3YET IOCTPOCHHSI
TPUHIUIIEI MaTeMaTHIeCKIX MIOCTPOCHHS TPUHIUIIEI MATEMATHYECKHX
MOCTPOCHHUS MojieNel MPOLEeCCOB U | MaTeMaTU4eCKHUX MOCTPOCHHUS .
N MoJieNiel MPOLECCOB U
MaTeMaTHYECKUX 00BEKTOB TIpH Mojenen MaTeMaTHYECKH 5
o o 'HEKTOB MIPU PEIICHUU
Mojenen peleHny 3a1a4 IIPOLIECCOB U X Mojenen OOBCKTOB TPH PCILC

MPOLIECCOB U
00BEKTOB TIpH
pelieHu: 3a1a4
aHaM3a U CUHTE3a
pacnpeielieHHbIX

aHajii3a U CHHTE3a

00BEKTOB TIpH

MPOIIECCOB U

pacrpeeieHHbIX pemeHnH 3a1a4 00BEKTOB TIPU

HHPOPMAITMOHHBIX aHaM3a ¥ CHHTE3a | peIIeHHH 3aj1ad

CHCTEM pacrpeeieHHbIX aHau3a u
nHPOPMAMOHHBIX | cWHTe3a

3a/a4 aHau3a u
CHHTE3a
pacrpeieneHHbIX
MHPOPMAITMOHHBIX




UHPOPMAIMOHHBIX cucTeM pacrpeielieHHbl | CUCTEM

CHCTEM H CHUCTEM X

TOJICPIKKA UHPOPMANOHH

TIPUHATHS BIX CHCTEM

pelIeHuni;

N/-2 onk.7. ctpout | C TpyIOM CTPOUT Cnabo ctpout B nenom cTpout | CTpOUT MateMaTU4ecKue
MaTCMaTUYCCKHE MaTCMaTHYCCKHUEC MaTCMaTHYCCKHUEC MaTEMaTHYCCKH MOJIENH JIJISl peaIu3alin
MOJIEIN ISt MOJIENH JIJISt MOJIENH JITISt € MOZETH IS YCIEIHOTO
peanu3aiu peanu3aiyu peanu3aiyu peanu3aiu (b yHKIHOHHPOBAHUS
YCIIETITHOTO YCIICIITHOTO YCIICIITHOTO YCIIETITHOTO

(hYHKIIMOHUPOBAHU | (QYHKIIMOHUPOBAHHS dyHKIOHNHpOBaHK | dyHKupoHKpop | PACTIPCACTCHHBIX

s paclpeeNIeHHbIX | paclpeeseHHbIX s pacTpeieNICHHBIX | aHUs MH(OPMAIHOHHBIX
UHQOPMAIMOHHBIX | HH()OPMAIIMOHHBIX WH(POPMAIMOHHBIX | paclpe/ieieHHbl | CUCTEM

CHCTEM U CHCTEM cucTeM cucTeM X

MOJICPKKA MHPOPMAINOHH

TIPUHATHSL BIX CHCTEM

peueHui

K-2

NI-1 mxes. C TpyZIOM OITUCHIBAET Cnabo omHChIBaET B ocHOBHOM OTIMICHIBAET O0JIATHBIC
OmuceiBaeT 00JIauHbBIE PECYPCHI, 00JIauHbIE PECYPCHI, | ONMMCHIBAECT PECYpPCHI, CETEBBIC
o0auHbIe CeTeBbIC KOMIIOHEHTHI CEeTEBEIC o0ayHbIe KOMIIOHEHTHI U
PecypcHl, CeTeBbIe | M BEIYHUCIUTEIFHBIC KOMIIOHEHTHI U pecypcsl, BBIYUCITUTEIILHBIE
KOMITIOHEHTHI U MOIITHOCTH Ha BBIYUCITUTEIEHBIE CETEBEIC MOIITHOCTH Ha
BBIYUCITUTEIIHLHBIE JIEKITapaTUBHBIX MOIITHOCTH Ha KOMIIOHCHTHI M | JICKJIApATHBHBIX S3BIKAX
MOIITHOCTH Ha SI3BIKAaX KOH(PUTYpaIWii | AeKIapaTHBHBIX BBIYUCITUTEIBHBI | KOHQUTYpauii ¢
JICKJIapaTUBHBIX C UCTIONTb30BaHUEM SI3BIKAX € MOIIHOCTH Ha | MCIIOJIb30BaHHEM
SI3BIKAX WHCTPYMEHTOB Kjlacca | KOH(pUTypaiuii ¢ JICKJIapaTUBHBIX | MHCTPYMEHTOB Kjacca
KOH(pUTypanni [aC HCIOJIb30BaHUEM S3BIKAX IaC

(HCL, YAML, HUHCTPYMEHTOB KOH(pUTypanni

JSON) ¢ knacca laC c

HCIIOJIb30BaHUEM HCIIONIb30BaHUE

HHCTPYMEHTOB M

kmacca [aC WHCTPYMEHTOB

(Terraform, kmacca [aC

CloudFormation,

Pulumi).

NA-2 rxes. C tpynom Cnabo B ocHoBHOM pa3pabaTeIBacT
PaspabatsiBacT pa3pabaTbeIBacT pa3pabaTeIBacT pa3pabaTbIBacT | MICMIIOTCHTHBIC
UJIEMITIOTEHTHBIE U/IEMIIOTEHTHBIC UIAEMIIOTCHTHEIC UIEMIIOTCHTHBIC | CIICHAPUU YIPAaBICHUS
CIIEHapHH CIICHAPHH YTIPABJICHUS | CIICHAPUU CIICHAPHH KOH(HUTypaIusMu JIIs
yIpaBJICHUSL KOH(UTypalusMu A0 | YOpaBICHUS yIpaBJICHUSL HACTPOUKHU
KOHQUTYpalusMA | HACTPOHKH KOH(UTypaIusMu KOH(HTYpamus | ONMCPAUOHHBIX CUCTEM
(Ansible, Puppet, OTICPAIIMOHHBIX CUCTEM | JUISI HACTPOUKH MU IS

Chef) nnst OTIePAITMOHHBIX HACTPONKH

HACTPOUKHU CHCTEM OTIePALIMOHHBIX

OTIePALIMOHHBIX CHUCTEM

CHCTEM,

npuknagHoro I1O
1 6OpPTOBOTO

POTPaAMMHOTO
obecrieueHUs

ABTOHOMHBIX

YCTPONCTB.

UA-3 nxo. C TpysoM mpuMeHsIeT Cna0o npuMeHseT B ocHoBHOM MPUMEHSIET CHCTEMBI
[IpumenseT CHCTEMBI KOHTPOJIS CHCTEMBI KOHTPOJS | MIPHMEHSET KOHTPOJISI BEPCHI ISt
CUCTEMBI KOHTPOJS | BepCHH I XpaHEHUs, | BEepCHil s CUCTEMBI XpaHEeHHs,

Bepcuit (Git) mis BEPCUOHHUPOBAHUS H XpaHeHus, KOHTPOJIS BEPCUOHUPOBAHUS U
XpaHeHus, COBMECTHOM pabOThI BEPCUOHHUPOBAHUS BepcUi JJIs1 COBMECTHOM pabOTHI HAJl
BEPCHOHUPOBAHMS | HaJ KOJAOM 1 COBMECTHOM XpaHEeHHS, KOJIOM HH(PPACTPYKTYPHI
¥ COBMECTHOM HHGPACTPYKTYPHI U paboTHI HAT KOJOM | BEPCHOHUPOBAH | M KOH(MUTYpAIHi
paboTHI HaJ KOJOM | KOH(pUTypanui HHPPACTPYKTYPHI U | U U

HHPPACTPYKTYPHI KOH(pUTyparmii COBMECTHOM




U KoHpHUTyparmii.

paboTHI HaJ

KOJIOM

HHPPACTPYKTYP

Bl U

KOH(UTyparumit
NI-4 mx.s. C tpymom uaTerpupyet | Crmado B ocHOBHOM WHTETPUPYET MPOIIECChHI
WnTerpupyet TIPOIIECCHI HHTETPUPYET HHTETPUPYET pa3BepTHIBAHUSA
TIPOIIECCHI pa3BepTHIBAHUS TIPOIIECCHI TIPOIIECCHI UHQPACTPYKTYPHI U
pa3BepTHIBaHUS nHQpacTpyKTypHI U pa3BepTHIBaHUS pa3BepTHIBaHUS | NIPUMEHEHUS
MH(PACTPYKTYPHI NIPUMEHEHUS HHPPACTPYKTYPHI | HHPACTPYKTYp | KOH(pUTypaIruii B
Y IPUMEHEHHS KOH(UTypauuii B MIPUMCHCHHUS Bl U MaNTIaiHEL
KOH(UTypanunii B nainnaifael KOH(UTypauui B IIPUMEHEHUS HETPEPHIBHOI
nalnaaiHel HETPEepPLIBHON nainnaifael KOH(pUTypauui | MHTErpaluy U JOCTABKA
HETIPEePHIBHOIM HHTETpalyuu U HETPEepPLIBHOMN B NalMNIaiHbI
HMHTETPaIiy 1 JIOCTaBKH HHTETPAIUH U HETIPePHIBHOM
noctaBku (CI/CD). JIOCTaBKH WHTETpaIy 1

JIOCTaBKH
NJI-5 mxeo. C tpynom Cnabo B ocHoBHOM obecrieunBaeT
ObecnieunBaeT obecrnieuynBaeT obecrnieynBaet obecmeunBaeT 6e301macHOCTh
0e30MacHOCTh 0€301MacHOCTh 0€301MacHOCTh 0e30MacHOCTh yIpaBIICHUS
yIpaBICHUSL YOpaBJICHUS YHOpaBJICHUS yIpaBICHUSL HHPPACTPYKTYpOil depe3
MHQPACTPYKTypol | MHPpacTpyKTypon nHdpacTpykTypoli | MHQpACTPyKTyp | KOAa: BHeIpseT
uyepes KOA: 4yepe3 KOJ: BHEIPSIET 4yepe3 KO oif uepes Kox: CKaHMpPOBaHHUE KOJia Ha
BHEJPSICT CKaHMPOBAaHHUE KOJIa HA | BHEIPSET BHEJPSICT YSI3BUMOCTH, YIPABIISICT
CKaHUPOBaHHUE YSI3BUMOCTH, CKaHMPOBAHUE KOJIa | CKAHMPOBaHUE CEKpeTaMH U pean3yer
KoJla Ha YIIpaBIsieT CEKPETaMH Ha ySI3BUMOCTH, KOJia Ha TMPUHITUIT MUHUMATbHBIX
YSI3BUMOCTH, U peanu3yeT NPUHIUI | YIpaBJseT YSI3BUMOCTH, TIPUBUICTHA
yHOpaBiseT MHUHUMAaJIHHBIX CeKpeTaMu U yHOpaBiseT
CeKpeTamMu U TIPUBMIICTHH peanm3yer CeKpeTamMu U
peanmusyeT TIPUHITHAIL peanmusyet
TIPUHITHTL MHUHUMAaJIBHBIX TIPUHITHIL
MUHHMaJIbHBIX TIPUBMIICTHH MUHUMaJIbHBIX
IPUBUIIETHIL. IPUBUIIETHH
NI-6 rx.s. C TpynoMm peanusyeT Cnabo peanusyer B ocHoBHOM peanmsyet GitOps-
Peammsyet GitOps- | GitOps-nioaxox aust GitOps-ogxon Ui | peanusyer HOJAXOM AJIst
MOAXO0M, NI aBTOMaTHYECKON aBTOMaTHYECKON GitOps-ogxoa | aBTOMaTHYECKOU
ABTOMATHYECKOM CUHXPOHU3ALNU CUHXPOHU3AINU Ut CHHXPOHH3ALUH
CHHXPOHH3ALUH COCTOSIHUS COCTOSIHUS ABTOMATHYECKO | COCTOSHHMS
COCTOSTHUS UHQPaACTPYKTYPHI C nHdpacTpykTypsl ¢ | i MH(PaCTPYKTYpHI C
HHPPACTPYKTYpPHI ¢ | KoHPuUTypanuei B Git- | xoHdurypanuei B CHHXpOHM3AIMK | KoHpurypanuei B Git-
KOH(UTYpare B | permo3uTopuu U Git-peTno3uTOpu U | COCTOSTHHS PENIO3UTOPHH U
Git-permo3utopun U | ycTpaHeHus Apetida YCTpaHEHUs HHPPACTPYKTYp | ycTpaneHus apeiida
yCTpaHEHUS KOH(pUTYyparmit npeiida Bl C KOH(UTyparuit
npeiida KOH(pUTyparmit KOH(UTyparuei
KOH(pUTypanunii. B Git-

PeTo3UTOpHH U

yCTpaHeHUs!

npeiida

KOH(pUTypauui
IK-4
UA-1 pg.a. C tpynom onpenensier | Cnabo onpenenser | B ocHoBHOM oIpenenseT KII0ueBble
Omnpenensier KJIFOUEBBIE MTOKA3aTeNN | KIIOYEBHIE orpezenser MOKa3aTe N KauecTBa
KIIIOYEBBIE KauecTBa IIOKa3aTeau KIIIOYEBBIE obcmyxuBanus (SLI)
MOKa3aTesx oOciryxuBanus (SLI) KavyecTBa TIOKa3aTesx JUISL pa3JInIHbBIX
KagecTBa JUTS Pa3IHIHBIX 00cCITy>)KHBaHUS KagecTBa KOMIIOHEHTOB CEPBHCOB
o0CcIy)KUBaHUS KOMITOHEHTOB (SLI) st 00CITy)KUBaHUS | ¥ aBTOHOMHBIX CHCTEM
(SLI) ans CEPBUCOB H Pa3ITMYHBIX (SLI) ans
Pa3IUIHBIX ABTOHOMHBIX CHCTEM KOMIIOHEHTOB Pa3IUIHBIX
KOMITOHEHTOB CEPBHCOB U KOMITOHEHTOB
CEPBHCOB U ABTOHOMHBIX CEPBHCOB U
ABTOHOMHBIX cucTeM ABTOHOMHBIX
CHCTEM CHCTEM




(mocTynHOCTB,

3a/IepKKa,
TOYHOCTB,
[IEIOCTHOCTh
JTAHHBIX).
NI-2 mxq. C tpyzmom Cnabo B ocHOBHOM PaszpabatsiBaeT 1ieneBbie
PaszpabatsiBaer pa3pabarbiBaeT pa3pabarbiBacT pa3pabaTbIBaeT | ypOBHHU OOCITY>KHBAHHS
IIeJIeBbIE YPOBHU IieJeBbIe YPOBHHU IIeJIeBbIe YPOBHU TIeJIeBBIC (SLO) na ocHoBe
00CITyKMBaHHS obcryxuBanus (SLO) o0cCITyKUBaHHS YpOBHH OuzHec-TpeOOBaHM 1
(SLO) na ocHOBe Ha OCHOBE OM3HEC- (SLO) Ha ocHoBe 00CITy)KMBaHMsl | TOJIB30BATEIILCKUX
ousHec- TpeOOBaHUH U ousHec-TpedoBanuii | (SLO) Ha OKUJTaHUI
TpeboBaHuii 1 TI0JTb30BATEILCKUX u OcHOBe OHM3Hec-
TIOJIB30BATENECKUX | OKUJAAHUN TIOJIb30BATENECKUX | TpeOOBaHUil 1
OKHJaHUH, OKHJIaHUH MIOJTB30BATENBCK
COTJIACOBEIBAsI UX C UX OKUAHUH
3aMHTEPECOBAHHBI
MH CTOPOHAMH.
NJI-3 g C tpynom Cnabo B ocHoBHOM PaccunrteiBaeT 010IKET
PaccuuThiBaer paccUnTHIBaeT OIOKET | PacCUUTHIBAET pacCUHTHIBACT omm6ok (Error Budget)
O1oKET OMUO0K omu6ok (Error Budget) | OromkeT ommbok OromKeT KaK KOJIMIECTBEHHYIO
(Error Budget) kak | kak KOJTHMYECTBEHHYIO (Error Budget) kak | ommboxk (Error Mepy AOMYCTHMOTO
KOJIMYECTBEHHYIO Mepy AOIyCTUMOTO KOJINYECTBEHHYIO Budget) xak CHIKEHUSI HaJIe)KHOCTH
Mepy JOIyCTUMOTO | CHIDKCHHUS HAJEKHOCTH | MEpy AOIYCTUMOTO | KOJWYECTBEHHY | M MCIIOJB3YET €ro s
CHIKEHUS W MCTIOJIB3YET €0 JUIs CHIDKCHUS 10 MEpy 0aaHCHPOBKH
HaJIe)KHOCTH U 0aTaHCHPOBKHU HaJIe)KHOCTH H JIOITYCTHMOTO IPUOPUTETOB
UCIIOJIB3YET €To MIPUOPHUTETOB UCTIONB3YET €ro JUIsl | CHIDKEHUS pa3paboTku u
JUTst OATAHCUPOBKH | Pa3pabOTKH OaaHCUPOBKH HAJC)KHOCTH U JKCILTyaTaluu
TIPUOPUTETOB IKCIUTyaTaIIH MIPHOPUTETOB HCTIONB3YeT €ro
pa3paboTku U pa3paboTKu u TUTST
SKCIUTyaTaIuH. IKCIUTyaTaI[IH GamaHCHPOBKU

TIPHOPUTETOB

pa3paboTku U

9KCIUTyaTalUH
N4 ng.a. C tpynom HactpauBaer | Cnabo HactpanBaer | B ocHOBHOM Hactpausaet cucremsl
Hacrpausaer cucTeMbl cbopa n cucTeMbl cbopa n HacTpauBaeT cOopa 1 MOHUTOpUHTa
cHcTeMBI cOopa n MOHHUTOPHHI'a METPUK MOHHUTOPHHIA cucteMbl coopa | merpuk (SLI) ¢
MOHUTOpPHHIA (SLI) ¢ noctpoennem Mmetpuk (SLI) c Y MOHHUTOPUHIA | IIOCTPOEHUEM
metpuk (SLI) ¢ JamoopaoB It MOCTPOCHUEM metpuk (SLI) ¢ | mambopaoB ais
MOCTPOCHHEM BU3yaIM3aIIN JamoopaoB st MOCTPOCHHEM BU3yaJIN3ali1 TEKYIIETO
JamoopaoB I TEKYILETO COCTOSHHSA BH3YaIIN3aIIH JAmOoOpIOB UI | COCTOSIHUS HAaJe)KHOCTH
BU3YaITU3aIIH HA/ICKHOCTH U TEKYILEro BU3YaJTH3aIIH 1 OTIOBEUICHNHN IPU
TEKyIIETo OTIOBEIICHHUH IpH COCTOSIHUS TEKyIIETo TMPUOIIMHKEHUH K
COCTOSIHUS MIPUOTHKEHUH K HAJE)KHOCTHA U COCTOSIHUS rpaaunam SLO
HAJIe)KHOCTH U rparumam SLO OTIOBEIICHHUH IpH HAJICKHOCTH U
OTIOBEIICHHH TIPH TPUOIMKEHUH K OTIOBEIICHUH
NPUOIMKEHUH K rpanunamM SLO pu

rpanunaM SLO.

NPUOIMKEHUH K
rpanunaM SLO

UA-5 ng.a. C tpynom ananmmsupyer | Cnabo ananusupyer | B ocHoBHOM AHanu3upyeT JTUHaAMUKY
AHanuupyer JTMHAMHKY COONIONCHUS | TUHAMUKY aHAIM3UPYET cobmonenus SLO u
JUHAMUKY SLO u notpebneHus coomopenus SLO u | muHAMUKY noTpediIeHus OropKkeTa
cobmonenust SLO OroKETa OMMOOK I OTpeOJICHUS coOJIrOIeHUS OMIMOOK TS BBISIBIIEHUS
1 TIOTpeOICHMS BBISIBJICHHSI Y3KUX MECT | OropkeTa ommOoK SLO un Y3KHX MECT U
OrokeTa OMMOOK | M IPOTHO3UPOBAHUS JUIS BBISIBIICHUS HOTpeOIeHUS MPOTHO3UPOBAHUSA
JUIS BBISIBIICHHS MOTEHIMAIBHBIX COOCB | Y3KHX MECT U OromxeTa MOTEHIMAIbHBIX COOCB
Y3KHX MECT U MIPOTHO3UPOBAHUS OIIMOOK IS
MPOTHO3UPOBAHUSA MOTEHINATBHBIX BBISIBJICHUSA
MOTECHIMATIBHBIX cboeB Y3KHX MECT U
cOoeB. MPOTHO3UPOBaH

ust

MOTECHIMAIbHBIX

cboeB
NI-6 k.. C TpynOoM IpUHUMAET Cnabo npuHUMaeT B ocHoBHOM ITpunumaer




[IpuauMaeT 000CHOBaHHEIC 000CHOBaHHEIC MPUHUMACT 000CHOBAaHHBIC PEUICHUS
000CHOBaHHBIC pereHus o pereHus o 00OCHOBaHHBIE | O 3aMEIJICHUH TN
permeHus o 3aMeINICHUN WITH 3aMeIVICHUN WITH permeHus o OCTAaHOBKE BHEIPCHUS
3aMeUICHIH WIIN OCTAaHOBKE BHEAPCHHUS | OCTAHOBKE 3aMeICHUH HOBOTO (pYHKITHOHANIA
OCTaHOBKE HOBOTO (pYHKIIMOHAA BHEJPCHHS HOBOTO | WIJIM OCTAaHOBKE | NIPH MCUEPIIAHUH
BHE/IPCHHS HOBOTO | TIPH HCYEPIIaHUHU (yHKIMOHATA IPH | BHEAPECHHS OroKeTa OmIOOK IS
(dyHKIIMOHANA TP | OrOJKETa OMIMOOK I | MCUEpITaHuU HOBOTO obecrieueHus
ucueprnaHuu obecrnieucHHs OroJKeTa OMIMOOK ¢dbyHKIIMOHATA CTaOMIILHOCTH CEpBHCa
OromkeTa OmMOOK | CTAOMIBHOCTH CepBUCA | JJIS 0OeCIeUeHUs npu
JUTST 0OCCTICUCHHUS CTaOWIBHOCTU UCUCPIIAaHUH
CTaOMIBHOCTH cepBuca OroKeTa
cepBHca. OIIMOOK IS

obecrieueHUs

CTaOMIIBHOCTH

cepBuca
V-7 nxa. C tpymom uaTerpupyet | Crmado B ocHOBHOM HHTerpupyeT npoBepKu
WuTerpupyer MIPOBEPKH BIHUSHUS HHTETPUPYET UHTETPUPYET BJIMSIHUS I3MEHEHUH Ha
MIPOBEPKHU BIUSHUS | m3MeHeHWi Ha SLO B MIPOBEPKH BIUSHUS | TIPOBEPKHU SLO B mpormecchbl
W3MEHEHUN Ha TIPOIIECCHI m3MeHeHni Ha SLO | BiwstHUS HeTpePBHIBHOM
SLO B mpormecchbl HENpepHIBHOMN B MPOIECCHI W3MEHEHUN Ha WHTErpaIiu 1 JT0CTaBKU
HETPEPHIBHOM HHTETpalyuu U HETPEepLIBHON SLO B
UHTETPaIiH U JIOCTaBKU HUHTETPAIUN U TPOIIECCHI
nocrasku (CI/CD). JIOCTaBKU HETPEePHIBHOM

UHTETPaIiH U

JIOCTaBKH
K-5
UA-1 pg.s. C tpynom Crnabo onpenenser | B ocHoBHOM onpenenser
Onpenenser OTIpeNieNseT MoKa3aTeiu oTpeeIsieT MoKa3aTesu
MOKa3aTein MoKa3aTesu YCTOHYUBOTO MOKa3aTein YCTOHYUBOTO
YCTOMYHUBOTO YCTOHYMBOTO COCTOSTHUS YCTONYHUBOTO COCTOSTHUSI CUCTEMBI U
cocrosiHus (steady COCTOSTHUS CHCTEMBI U COCTOSTHUSI CUCTEMBI | (hOpMYIIUPYET
state) cucTeMsl 1 CHCTEMBI U dhopmynupyer 1 hopMyIIpyeT THIIOTE3HI O €€
tdhopmynmpyer ¢dopmynmmpyeT THITOTE3HI O €€ THIIOTE3HI O e MTOBEICHUN TIPH

THUIIOTE3BI O €€
IMOBCACHUM IIPpU
PAa3INYIHBIX TUIIAX

THUITIOTE3BI O €€
TIOBCACHUU TIPU
Pa3JINYHBIX TUIIAX

TIOBCACHUU TIPU
Pa3JINYHBIX TUIIAX
OTKa30B

IMOBCACHUM IIPpU
Ppa3IMYHBIX TUIIAX
OTKa30B OTKaTec

Pa3JINYHBIX TUIIAX
OTKa30B

OTKa30B. OTKa30B
NA-2 pg.s. C tpynom Crnabo B ocrHoBHOM MPOEKTUPYET
[Ipoextupyer MIPOEKTUPYET IIPOEKTUPYET HPOEKTHPYET HKCTIEPUMEHTHI 110

IKCICPUMECHTHI IO
BHEJpeHHIO cO0eB
(MHDpaCTPYKTYpHBIX,
CETEBBIX,
Harpy3049HBIX) C
KOHTPOJIUPYEMOM
30HOU MOPaKEHUS
(blast radius).

9KCIEPUMEHTHI MO
BHeJIpeHHIo cOoeB
c

KOHTPOJIMPYEMO
30HOU MOPAKEHUS

SKCTIEPUMEHTHI 110
BHEJIPEHHIO cOOEB C
KOHTPOIHPYEeMOH
30HOU MOPAKEHUS

IKCTIEPHUMEHTHI 10
BHEJIPEHHIO COOEB C
KOHTPOJIUPYEMOH
30HOU MOPaKEHUS

BHEJIPEHHIO cOOEB C
KOHTPOIHPYEeMOH
30HOH MOpaXEeHUs

N/-3 mk.s. [IpoBoaut
9KCIIEPUMEHTHI 110
TECTUPOBAHHIO
YCTOWYUBOCTHU C
UCIIOJIb30BaHUEM
MHCTPYMEHTOB chaos
engineering B
TECTOBBIX H
production-cpenax.

C tpynom
MIPOBOAUT
SKCTIEPUMEHTHI 110
TECTUPOBAHUIO
YCTOWYUBOCTHU C
UCTIONIb30BAaHHEM
WHCTPYMEHTOB
chaos engineering
B TECTOBBIX U

Cnabo mpoBOJIUT
SKCTIEPUMEHTHI 110
TECTUPOBAHUIO
YCTOWYUBOCTHU C
UCTIONIb30BAaHHEM
WHCTPYMEHTOB
chaos engineering B
TECTOBBIX U
production-cpemax

B ocHOBHOM
MPOBOJIUT
9KCIIEPUMEHTHI 110
TECTUPOBAHHIO
YCTOWYHBOCTHU C
UCIIOJIb30BaHUEM
MHCTPYMEHTOB
chaos engineering B
TECTOBBIX H

MIPOBOJIUT
HKCTIEPUMEHTHI 110
TECTUPOBAHUIO
YCTOWYUBOCTHU C
UCTIONIb30BAaHHEM
MHCTPYMEHTOB chaos
engineering B
TECTOBBIX H
production-cpemax

production- production-cpenax

cpenax
N-4 mx.s. C tpynom Cnabo B ocHOBHOM aHATM3UPYET
AnHanuzupyer aHaJIM3UpyeT aHaJIM3MUpyeT aHaIM3UpPyeT PE3yJIbTAThI
pe3yNbTaThI PE3yJIbTaThI pE3yJIbTAThI pe3yNbTaThl 9KCTIEPUMEHTOB,
JKCIICPUMCHTOB, 9KCIICPUMCHTOB, 9KCIICPUMCHTOB, JKCIICPUMCHTOB, COIOCTABIISAS




COTIOCTaBJISIS
(hakTHUECKHE METPUKH
C 0)KMJIaCeMBIMH, U
BBISIBJISIET CKPBITHIC
YSI3BUMOCTH | clla0ble
MecTa apXUTEKTYPBL.

COIOCTAaBIISAS
(dhakTHyeckue
METPHKH C
OKHJIAEMBIMH, U
BBISIBIISICT
CKpBIThIC
YSI3BUMOCTH U

COITOCTaBJISSA
(dakTHyeckue
METPHKH C
0KMIAEMBIMH, U
BBISIBJISICT CKPBITHIC
YS3BUMOCTH H
cnabble MecTa

COIIOCTaBJISAS
(hakTrueckue
METPHKH C
0KHIAEMBIMH, U
BBISIBIISICT CKPBITHIC
YSI3BUMOCTH H
cnaOble MecTa

(haKTHYECKUEC METPUKU
C 0)KH/IaEMbIMU, U
BBISIBISIET CKPBITHIE
YSA3BUMOCTH U clla0ble
MeCcTa apXUTEKTYPBI

citabble MecTa APXUTEKTYPBI APXUTCKTYPHI

APXUTEKTYPBI
N-5 nx.s. C tpynom Cnabo B ocHOBHOM pa3pabaTbeIBacT U
PaspabatsiBacT u pa3pabaTbiBacT U | pa3pabaThIBacT U pa3pabaTbIBacT u BHEJIPSICT
BHEJIPSICT BHEJIPSICT BHEJIPSICT BHEJIpSICT KOPPEKTHPYIOIITHE
KOPPEKTHPYIOIIHE KOPPEKTHPYIOIIHE | KOPPEKTUPYIOIIUE KOPPEKTHPYIOIIHE MEpEI [0 HTOTaM
MEPpHI [0 UTOTaM MEpEI [0 UTOTAaM | MEPBI IO UTOTaM MEPpHI [0 UTOTaM 9KCICPUMCHTOB
SKCIIEPUMEHTOB 9KCIIEPUMEHTOB 9KCIIEPUMEHTOB SKCIIEPUMEHTOB
(mactpoiika
TaliMayTOB, PETPAEB,
circuit breaker,
OTITUMU3AIIHSA
APXUTEKTYPHI).
N/-6 rx.s. [IpoBoaut C tpyzmom Cnabo mpoBOIUT B ocHOBHOM IIPOBOJIUT ITOBTOPHBIC
TIOBTOPHBIE MIPOBOJIUT MTOBTOPHBIC TPOBOTUT 9KCIICPUMECHTBI IS
IKCICPUMEHTHI JUIS MTOBTOPHBIC 9KCICPUMCHTHI JJI1 | TIOBTOPHBIC TIOITBEP K ICHHSI
TOJITBEPIKICHHS 9KCIICPUMCHTEI TIOITBEP K ICHS IKCICPUMECHTHI Ui | 3P PEKTUBHOCTH
3¢ peKTuBHOCTH Ui 3¢ PeKTUBHOCTH HOJTBEPKACHUS BHEIPEHHBIX
BHEJIPCHHBIX TTOITBEP K ICHHS BHEIPCHHBIX 3¢ heKTHBHOCTH U3MCHCHHUU U
W3MEHECHUH U 3¢ PEKTHBHOCTH W3MEHEHHU! 1 BHE/IPCHHBIX TTOBBIIIICHUS
TIOBBIIICHHS BHEIPEHHBIX TTOBBIIIICHUS W3MEHECHUH U OTKa30yCTOIYUBOCTH
OTKa30yCTOMYMBOCTH. | U3MEHEHHH 1 OTKa30yCTOMYMBOCT | TMOBBILIECHUS

TTOBBIIIICHUS u OTKa30yCTOMYUBOCT

OTKa30yCTOMYUBO u

CTH
NIA-7 mx.s. C tpynom Cnab6o B ocHOBHOM HHTETPUPYET
WuTerpupyet HHTETPUPYET HHTETPUPYET UHTETPUPYET MIPAKTUKH
MPaKTUKA MPAKTUKH MPAKTUKH MPaKTUKA PETYIAPHOTO
PETYISApHOTO PETYIAPHOTO PETYIAPHOTO PETYISApHOTO TECTHPOBAHUS
TECTHPOBaHUS TECTHPOBAHUS TECTHPOBAHUS TECTHPOBaHUS YCTOHYMBOCTHU B
ycroitunBocTH (chaos | ycTOHYHMBOCTH B YCTOHYMBOCTH B YCTOIYUBOCTH B MIPOIIECCH Pa3padOTKU
engineering) B MIPOIIECCHI TIPOIIECCHI TPOIIECCHI U 3KCIUTyaTallly,
MIPOIIECCHI Pa3paboTKu | pa3pabOTKH U pa3paboTku u pa3paboTku U BKJTFOYAS
M 9KCIUTyaTaluH, 9KCIUTyaTaIiH, 9KCIUTyaTaIiH, SKCIUTyaTaIu, aBTOMATH3AIIHIO
BKITIOYast BKITIOYAs BKITIOYAs BKITIOYast 6a30BBIX
ABTOMATH3AIIHIO aBTOMATH3AIIHIO aBTOMATH3AIIHIO ABTOMATH3AIIHIO 9KCIIEPUMEHTOB B
6a30BbIX 0a30BBIX 6a30BBIX 6a30BbIX CI/CD

9KCIIEPUMEHTOB B
CI/CD.

HKCIIEPUMEHTOB B
CI/CD

HKCIIEPHUMEHTOB B
CI/CD

9KCIIEPUMEHTOB B
CI/CD

IK-6
NI-1 mxe. C tpynom Cnabo ananmmupyeT | B ocHOBHOM AHanu3upyer
AHanuzupyer aHAITU3UPYET XPOHHUKY COOBITUIH aHAITU3UPYET XPOHUKY COOBITUH U
XPOHHKY COOBITHI U XPOHHUKY U TCXHUYCCKUEC XPOHHKY COOBITHI TEXHUYECCKHE MCTPUKHU
TEXHUYECKUAEC METPUKH | COOBITHU U METPUKHU U TEXHUYCCKHE UHIHUICHTA JIIS
WHIUJCHTA JIIS TEXHUYCCKHE WHIMICHTA JIIS METPUKU BOCCTaHOBJICHHS
BOCCTaHOBJICHUS METPUKHU BOCCTaHOBJICHHS WHIUJCHTA JIIS MIOJTHOH U
TIOJTHOM 1 UHIHCHTA JIIS TIOJTHOH U BOCCTaHOBJICHUS JIOCTOBEPHOMN KapTUHEI
JIOCTOBEPHOM KapTHHBI | BOCCTAHOBJICHUS JIOCTOBEPHOM MIOJTHOM U MPOUCIIECTBUS
MIPOUCIIECTBUSI. MOJTHOW U KapTHHBI JIOCTOBEPHOMU

JTIOCTOBEPHOH MIPOUCIIICCTBHSA KapTHHBI

KapTHHBI TIPOMCIIIECTBUS

MIPOUCIICCTBHS
N/-2 x.6. [Ipumensier | C tpynom Cnabo mpuMeHsieT B ocHoBHOM [TpumensieT MeToabI
METOBI CHCTEMHOTO MIPUMEHSET METOJBI TMPUMEHSET METOIbl | CHCTEMHOTO aHAJIN3a
aHanm3a (5 mouemy, METO/IBI CHUCTEMHOTO CHUCTEMHOT'0 (5 mouemy, auarpamma




nmuarpamma Mcukasel,
aHanm3 rpadoB) s

BBISIBJICHHSI KOPEHHBIX
(CUCTeMHBIX) IPUINH

CHUCTEMHOTO
aHanm3a (5
no4yemy,
JrarpaMMa

aHanu3a (5 mouemy,
IuarpaMma
Wcukasel, aHann3
rpadoB) ms

aHanuza (5 moyemy,
auarpaMmma
WcwnkaBpl, ananms
rpadoB) s

HcukaBpl, aHanms
rpadoB) s
BBISIBJICHHSI KOPEHHBIX
(CHCTeMHBIX) IPUIUH

cOoeB. VcukaBbl, aHAN3 | BBISBICHHS BBISIBJICHUS cboeB

rpadoB) mis KOPEHHBIX KOPEHHBIX

BBISIBJICHHS (cucTeMHBIX) (cucTeMHBIX)

KOPEHHBIX MIPUYHH COOCB NpUYUH cO0eB

(cHCTEMHBIX)

IIPUYUH cO0eB
NJ-3 nx.s. C tpynom Cnabo B ocHOBHOM PaspabatsiBacT
PaspabatsiBacT pa3pabaTbIBacT pa3pabaTbeIBacT pa3pabaTeIBacT KOMILIICKC
KOMILIEKC KOMIIIEKC KOMILIICKC KOMILICKC MIPEBEHTUBHEIX MEp U
MPEBEHTHBHBIX MEP M | MMPEBCHTUBHBIX MIPEBEHTUBHEBIX MEpP | MPCBCHTUBHBIX MEP | TEXHUYCCKUX
TEXHHUYECKUX Mep U TEXHUYECKHUX U TEXHHYECKHX peleHuii,
pelIeHun, TEXHUYECKUX pelIeHui, pelIeHun, HaIpaBJIEHHBIX HA
HarnpaBJIeHHbBIX Ha peleHuii, HAINpaBJICHHBIX HA HarpaBJIeHHbBIX Ha yCcTpaHeHHe
ycTpaHeHue HANpaBJICHHBIX HA | YCTpaHEHHE yCcTpaHeHue BBISIBJICHHBIX
BBISIBJICHHBIX yCcTpaHeHHe BBISIBJICHHBIX BBISIBJICHHBIX KOPEHHBIX MPUYUH U
KOPEHHBIX IPUYUH U BBISIBJICHHBIX KOPEHHBIX MPUYMH | KOPEHHBIX PUYMH | HPEIOTBpAIlICHHE
TpeJ0TBPAIICHUE KOPEHHBIX U TIPSIOTBPAIICHUE | M MPEJOTBPANICHUE | MOBTOPCHUS
TIOBTOPCHHUS MPUYHH U MTOBTOPCHUS TOBTOPCHHUS UHIUICHTOB
UHIUJICHTOB. MPEIOTBPALICHAE | MHIUICHTOB WHIIUJICHTOB

MTOBTOPCHUS

UHIHICHTOB
N4 nk.e. C tpynom Crnabo B ocrHoBHOM ABTOMATU3UpPYET
ABTOMaTU3UpYET aBTOMATU3UPYeT | aBTOMAaTU3UPYET ABTOMATH3HPYET MPOLIECCHI
MPOLIECCHI MPOLIECCHI MPOLIECCHI MPOLIECCHI 0oOHapyXeHHs U

OoOHapyXeHUS 1
pearupoBaHus Ha
WHIUICHTHI C

oOHapyKeHUs U
pearupoBaHus Ha
MHIUACHTHI C

oOHapyKeHUs U
pearupoBaHus Ha
MHIUACHTHI C

OoOHapyXeHUS 1
pearupoBaHus Ha
WHIUICHTHI C

pearupoBaHus Ha
MHIUACHTHI C
HCIIOJIb30BaHHEM

HCIIOJIb30BaHUEM HCTIONB30BaHUEM | HMCIIOJIB30BAHUEM HCIIOJIb30BaHUEM CKPHIITOB U CPEICTB
CKPHIITOB U CPE/ICTB CKPHIITOB U CKPHIITOB U CKPHIITOB U OpKECTpAaIUH JUIs
OpKECTpaIH JIIs cpencTB cpencTB CpeACTB COKpaIIeHUs] pyYHOTO
COKpALIECHUsI pyYHOTO | OPKECTPAIMH JUIA | OPKECTPaLlUH JJIs OPKECTpAIIH IS TpyAa U BpEMEHH
TpyZAa U BpEMCHU COKpAIICHUS COKpAIICHUS COKpalIeHUs pocTos
HPOCTOSI. PYYHOTO TpyAa M | Py4YHOTO Tpyla u PY4YHOTO TpyIa u

BpPEMEHH IPOCTOsI | BPEMEHH MPOCTOs BPEMEHH IIPOCTOSI
UI-5 nk.e. C tpynom Crnabo B ocrHoBHOM JlokymeHTHpYET
JokymeHTHpYET JIOKYMEHTHPYET JIOKYMEHTHPYET JOKYMEHTHDPYET pe3yIbTATH aHATN3A
pe3yIbpTaTH aHAN3a pe3yIBTATHI pe3yIBTATHI pe3yabTaTHI WHIUICHTOB B
WHITUICHTOB B aHanm3a aHanm3a aHaJm3a ¢dbopmare blameless
(dhopmare blameless WHIHUIEHTOB B WHIHIEHTOB B WHIAIEHTOB B postmortem u
postmortem u dbopmare ¢dbopmare blameless | ¢opmate blameless | popmupyet 6azy
dhopmupyer 6azy blameless postmortem u postmortem u 3HaHWUI JUIs
3HaHUi 11 postmortem u ¢dopmupyer 6azy ¢dopmupyer 6azy MOBBIIIEHUS
TIOBBIIICHUS ¢dbopmupyer 0azy | 3HaHUH I 3HAHUH IS YCTOHYMBOCTH
YCTOHYUBOCTH 3HaHWUI JUIs TTOBBIIIICHUS TIOBBIIICHUS onepanui
orepanui. TTOBBIIIICHUS YCTOHYMBOCTU YCTOHYUBOCTH

ycToiiunBOCTH onepauuit ornepauuit

onepanui
K-8
WNA-1 x5 Bueapsier C tpynom Cna0o BHEApSCT B ocnoBHOM Buenpsier
UHCTPYMEHTHI BHEZIPSICT HHCTPYMEHTHI BHEJIPSICT HHCTPYMEHTEI
CTaTUYECKOTO aHAIN3a | WHCTPYMEHTHI CTaTH9IECKOTO HHCTPYMEHTHI CTaTUYECKOTO aHAIH3a
6e3omacHocT (SAST) | cTratmyeckoro aHanm3a CTaTHYECKOTO 6e3omacuoctu (SAST)
B TIPOIIECC pa3pabOTKH | aHAIH3A 0€301MacHOCTH aHanm3a B IIPOIIECC pa3pabOTK
JUTSI aBBTOMATHYECKOTO | O€30TacHOCTH (SAST) B mpomecc 0€301MacHOCTH JUIST aBTOMaTHIECKOTO
BBISIBJICHHS (SAST) B pa3paboTKH IS (SAST) B mpomecc BBISIBIICHHS
yS3BUMOCTEH B mpoI1iecc aBTOMAaTHYECKOTO pa3paboTKu Ayt ySI3BUMOCTEH B
HCXOJTHOM KOJIC Ha pa3paboTku aist BEISIBJICHUS aBTOMAaTHYECKOTO HCXOJTHOM KOJie Ha
stane pull request'os. ABTOMATHYECKOTO | ysI3BUMOCTEH B BBISIBJICHUS stamne pull request'oB




BBISIBJICHUA

HUCXOJHOM KOJC Ha

YS3BUMOCTEH B

YSI3BUMOCTEH B atane pull HCXOJHOM KOJIe Ha

HCXOIHOM KOJIE request'oB atane pull

Ha 3tare pull request'oB

request'oB
N/-2 rx.s. Opranmsyer | C tpymom Cnabo opranmsyer | B ocHOBHOM Opranusyer
ABTOMATHYECKOE OpraHusyer aBTOMaTHYECKOE OpraHusyer aBTOMaTHYECKOE
CKaHUPOBaHUE ABTOMATHYECKOE | CKaHHPOBaHHE aBTOMaTHYECKOE CKaHHPOBaHHUE
3aBHCUMOCTEH U CKaHUPOBAHHE 3aBHCUMOCTEH U CKaHUPOBAHHE 3aBHCUMOCTEH U
CTOPOHHHX OUOJIMOTEK | 3aBHCUMOCTEH U CTOPOHHHX 3aBHCUMOCTEH U CTOPOHHHX OUOIHOTEK
(SCA) nnst koHTpONIS CTOPOHHUX oubmotek (SCA) CTOPOHHUX (SCA) mnst xoHTpOIIS
ySI3BUMOCTEH B oubnmorek (SCA) | Uit KOHTPOIS oubmotek (SCA) YS3BUMOCTEH B

LETIOYKE NMOCTABKH
Io.

JUTSL KOHTPOJIS
ySI3BUMOCTEH B

yS3BUMOCTEH B
LIETIOYKE ITOCTaBKU

JUISL KOHTPOJIS
YS3BUMOCTEH B

nermouke nocrasku 110
B

ETI0UKe o LETI0YKE ITOCTABKU

nocraBku [10 110
WNJI-3 mrcs. C tpynom Cnabo B ocnoBHOM Oo0ecrieunBaeT
ObecnieunBaeT obecrieunBaeT obecrnieuynBaet obecrnieuynBaet 6e30macHOCTh
0e30MacHOCTh 0e30MacHOCTh 0€301MacHOCTh 0€301MacHOCTh KOHTEHHEPHOH cpefpl:
KOHTEMHEpPHOM Cpelibl: | KOHTEHHEpHOM KOHTEHHEepHOU KOHTEHHEepHOU CKaHHpyeT 00pa3sl Ha
CKaHUpyeT 00pa3bl HA | CPEIBI: CpeIsl: CKaHUPYET CpeIbl: CKaHUPYeT | YSA3BUMOCTH,
YSI3BUMOCTH, CKaHUpYyeT 00pasbl Ha o0pasbl Ha UCTIONb3YeT
UCIIOJIB3YET 00pa3sl Ha YSI3BEUMOCTH, YSI3BEUMOCTH, MUHUMAJIbHEIC
MUHHMAaJTEHBIC YSI3BUMOCTH, UCTIONB3YeT UCTIONb3YeT 6azoBble 00pa3bl U
6azoBble 00pa3bl U UCIIOJB3YET MUHUMAJIbHEIC MUHUMAJIbHEIC BHEJPSICT MCXaHU3MBI
BHE/IPSICT MCXaHU3MBl | MUHUMAJIbHEIC 0a30BbIc 00pa3bl 1 | 0a30BbIC 00pa3bl M | MOMIMUCHIBAHHS
IO ITUCHIBAHHS 6a3oBBIe 00pa3bl BHEIpSIET BHEIpSIET o0pazoB
00pas3oB. U BHEJPSACT MEeXaHU3MBI MeXaHU3MBI

MeXaHU3MBI TTOTIMICHIBAHHS TTOTIMICHIBAHHS

TTOIITUCHIBAHHS o0pazoB o0pazoB

00Opa3oB
N-4 qx.s. [IpoBoaut C tpynom Cnabo mpoBOJIUT B ocHoBHOM [IpoBoguT
TUHAMUYECKUN aHaJIu3 | MPOBOAUT TUHAMAYIECKHUN MIPOBOJIUT TUHAMAYECKUN aHaJII3
oe3omacHoctr (DAST) | muHaMuveckuit aHanu3 JIMHAMUYECKUI 6e3onmacuoctu (DAST)
3aITyIIEHHbBIX aHaIM3 0e30macHOCTH aHamm3 3aIyICHHBIX
MPUIOXKEHUI B 6e3omacHocTH (DAST) 6e30macHoOCTH MIPUIOKEHUHN B
TECTOBBIX U (DAST) 3allyIICHHBIX (DAST) TECTOBBIX U
CTCHKUHTOBBIX 3aIyIeHHBIX MIPUJIOKCHUHN B 3aIyICHHBIX CTCHKHHTOBBIX
cpelax sl BEISIBICHUS | MPHIOXKCHUHN B TECTOBBIX H MIPUJIOKCHUHN B cpenmax st
yS3BUMOCTEH B TECTOBBIX H CTEHKHUHTOBBIX TECTOBBIX H BEISIBIICHUS
paHTaiime. CTEUKUHTOBBIX cpenax st CTEUIKUHTOBBIX YA3BUMOCTEH B

cpenax ams BEISIBIICHUS cpemax st paHTaiime

BBISIBIICHUS ySI3BUMOCTEH B BEISIBIICHUS

ySA3BUMOCTEHN B paHTaiime YA3BUMOCTEH B

paHTaiime paHTaiime
UA-5 ks Cxkanupyer | C tpynom Cnabo ckaHupyeT B ocHoBHOM CxaHupyet
KOH(HTypanuu CKaHUpYyeT KOH(pUTypaIyu CKaHUpYyeT KOH(pUTypaIuu
UHPPACTPYKTYPHI KaK | KOHPUTYpAIHH HHPPACTPYKTYPHI KOH(pUTypaIyu HHPPACTPYKTYPHI KaK
koza (IaC) na nHdpacTpykTypsl | kak kona (IaC) Ha nH}ppacTpyKTypHI kona (1aC) na
COOTBETCTBUE kak koza (IaC) mHa | cooTBeTcTBUE kak koza (IaC) Ha COOTBETCTBUE
MOJUTUKAM COOTBETCTBHE MOJTUTAKAM COOTBETCTBUE MOJTUTHKAM
6e30MmacHOCTH U MOJIUTHKAM 6e30macHOCTH 1 MTOJTUTHKAM 6e30macHOCTH 1
JYYIITAM TIPaKTHKAM 6e30MacHOCTH U JTYYIIAM 6e30macHOCTH 1 JTYYIIAM TIPaKTHKaM
JI0 UX IPUMECHEHUSI. Jy9IITAM MIPAaKTHKaM JI0 X JTYYIIAM IO UX IPUMEHEHNS.

MPaKTUKaM JI0 UX | MPUMEHEHHS. MIPAaKTHKaM JI0 X

IPUMEHEHUS. MIPUMEHEHNSI.
N-6 mx.s. C tpynom Cnabo B ocHoBHOM WuaTerpupyer
WuTerpupyet HHTETPUPYET HHTETPUPYET HHTETPUPYET HHCTPYMEHTHI
UHCTPYMEHTHI UHCTPYMEHTHI HHCTPYMEHTHI WHCTPYMEHTEI 0€e3011acHOCTH B
0e30MacHOCTH B 0e30MacHOCTH B 0€30MacHOCTH B 0€30MacHOCTH B CI/CD-naiinnaiusl,
CI/CD-naiimaitael, CI/CD- CI/CD-naiimunaiiner, | CI/CD-naiiroiaiiHel, | HacTpauBas
HACTpauBas MaNIIaiHEL, HACTpauBas HACTpauBas aBTOMAaTHYCCKUC
ABTOMATHYCCKUEC HACTpauBas aBTOMAaTHYCCKUC aBTOMAaTHYCCKUE IIUTIO36I KAYECTBA




ILUTIO36I KaYeCTBa ABTOMATHYCCKHE | IUTIO3BI KAYeCTBA IIUTIO3EI KAYECTBA (quality gates),
(quality gates), NUTIO36I KadecTBa | (quality gates), (quality gates), OJIOKUpYIOIIHE
Oytoxkupyromye (quality gates), OJIOKUpYIOITHE OJIOKUpYIOIIHE MTOCTaBKY TPH
MIOCTaBKY IPH OmoxupyromnIe MIOCTaBKY MPH MIOCTaBKY MPH 0oOHapyKeHUH
0oOHapyKEeHUHN MTOCTABKY MPH 00HapyKeHUH 0oOHapyKeHUH KPUTHIECKUX
KPUTHIECKUX oOHapyXeHIH KPUTHYECKHIX KPUTHYECKHIX ySI3BUMOCTEH
YSA3BUMOCTEH. KPUTHYECKUX YA3BUMOCTEN YA3BUMOCTEN

ySI3BUMOCTEH
WUA-7 nk.s. Monutopur | C tpynom Cnabo monutopur | B ocHOoBHOM MouuTopur
COCTOSIHHE MOHHUTOPHT COCTOSTHHE MOHHUTOPUT COCTOSTHHE
6e3omacHocTH COCTOSIHHE 0e30macHOCTH COCTOSTHHE 0e301acHOCTH
KOHTEHHEPOB U 6e3omacHocTH KOHTEHHEPOB U 0e30macHOCTH KOHTEHHEPOB U
UHPPACTPYKTYPHI B KOHTCHHEPOB U HHPPACTPYKTYPHI B | KOHTCHHEPOB H HHPPACTPYKTYPHI B
paHTaiimMe, BBISBIISSA UHQPACTPYKTYpPHI | paHTaiiMe, BBIABIAS | HHOPACTPYKTYPHI B | paHTaliMe, BBISBIISS
WHIUJICHTHI U B paHTaiime, WHIUICHTHI 1 paHTaiime, BBIABIAA | HHIUACHTH U
AQHOMAJIbHOE BBISIBIISIS aHOMaJIBHOE WHIUICHTHI 1 aHOMaJIbHOE
TIOBEJICHNE. WHIUACHTHI U MTOBEICHHE. aHOMaJIbHOE MTOBEICHHE.

aHOMAaJIbHOE MTOBEICHHE.

TIOBEJICHHE.
NJT-8 ks C tpynom Cnabo B ocHoBHOM Oo0ecrieunBaeT
Ob6ecmeunBaeT obecrieunBaeT obecrieunBaeT obecrieunBaeT HETpephIBHOE
HETIpephIBHOE HETpephIBHOE HETIpEpHIBHOE HETIpepHIBHOE COOTBETCTBHUE
COOTBETCTBHC COOTBETCTBHE COOTBETCTBHUE COOTBETCTBHUE (continuous
(continuous (continuous (continuous (continuous compliance) cucrem
compliance) cuctem compliance) compliance) cuctem | compliance) cucteM | TpeOOBaHUAM
TpeboBaHUAM cHCTEM TpeOOBaHUAM TpeOOBaHUAM CTaHJApTOB
CTaHIApTOB TpeOOBaHUAM CTaHJIapTOB CTaHJIApTOB 6e30macHOCTH 1
0e30TacHOCTH H CTaHIapTOB 0€301MacHOCTH U 0€301MacHOCTH U PETYISTOPHBIM
PETyIATOPHBIM 0e30MmacHOCTH U PETYAATOPHBIM PETYAATOPHBIM HOpMaM 4epes
HOpMaM depe3 PETyIATOPHBIM HOpMaM 4epes HOpMaM 4epes aBTOMAaTH3UPOBAHHBIN
ABTOMATH3MPOBAHHBIA | HOpMaMm depes aBTOMATH3UPOBAHH | aBTOMAaTHU3UPOBaHH | cOOp JTOKa3aTeIbCTB U
cOOp T0Ka3aTeIbCTB M | aBTOMATHU3MPOBAH | Bl cOOp BIit cOop TeHepaIuio OTYETOB
TCHEPAIHIO OTYETOB. HBII1 cOop JTOKa3aTeiIbCTB U JTOKa3aTeiIbCTB U

JIOKA3aTeNbCTB U | TEHEPAIHIO TeHepalnio

TeHEePaLHIo OTYETOB OTYETOB

OTYETOB
K-11
NIO-1 qg.qg- C tpynom Cnab6o Monenupyet | B ocHOBHOM Mogenupyet
Monenupyer Monenupyer CIICHAPHH aTaK Ha Mopenmupyet CIICHAPHH aTaK Ha
CIICHApPHH aTaK Ha CIICHAPHHU aTaK HA | aBTOHOMHEIC CIICHAPHH aTaK Ha aBTOHOMHBIC CUCTEMBI,
ABTOHOMHBIC CHICTEMBI, | aBTOHOMHEIC CHUCTEMBI, BKJIFOUasi | aBTOHOMHEIC BKITIOYAsl IOJIMCHY
BKITIOYAsl IOJIMCHY CUCTEMBI, MMOIMCHY CHTHAJIa CHUCTEMBI, BKJIFOUasi | CHUTHANA (CIyQUHT),
curHana (crryGuHr), BKJTIOUAsT (cy¢unr), MTOJIMEHY CUTHAJIa TIIyIIeHHE
TIIyIICHHUE MOJIMEHY CHUTHAJIA | TIIYIICHHE (cydunT), (pKaMMUHT), TIepeXxBaT
(mKamMMuHT), IepexBaT | (cmyduHT), (mKaMMUHT), TIIyIIeHNE YIpaBJICHUS U
YIpaBICHUS U TITyIICHUE mepexBar (mKaMMUHT), BHE/IpEHHE
BHE/IPCHHE (mKaMMuHT), YOpaBJICHUSA U mepexBar BPEIOHOCHOTO KOJa
BPEIOHOCHOTO KOJIa. nepexsar BHEJIpCHHE YOpaBJICHUS U

YIpaBJICHUS U BPEJOHOCHOTO KOJia | BHEIpEHHE

BHEJ[pEHHE BPEJOHOCHOTO KOJia

BPEIOHOCHOTO

KoJIa
WUA-2 k.11 Bueapser C tpynom Crnabo Buenpsier B ocHoBHOM Baenpsier MexaHU3MBI
MEXaHU3MBI Buenpsier MEXaHU3MBI Buenapsier mmdpoBaHus u
mrdpOBaHU U MEXaHU3MBI mmdpoBaHus u MEXaHU3MBI ayTeHTH(UKAIINH B
ayTeHTH(UKAIINH B mudpoBaHUsI U ayTeHTH(QUKAMU B | MA(QPOBAHUS H paariokaHaIax v CeTsxX
pannMoKaHaNax W CeTSIX | ayTeHTU(UKAINH | pagroKaHalIaX U ayTeHTH(UKAIUU B | Iepesadd JaHHBIX IS

nepenayy JaHHbIX JJIst
obecrieueHns
KOH(UJICHITNATLHOCTH
U TIOITMHHOCTH
KOMaH]| YIIPaBJICHUS.

B pagrioKaHalax U
CeTsIX Tepeaadn
JAHHBIX IS
obecneueHus
KOH(HICHIIHATbH

CeTsIX Tepenaun
JIaHHBIX IS
obecneueHus
KOH(UICHIIHATBHO
CTH U IOJJIMHHOCTH

pamroKaHajgax u
CETSAX Mepenaun
JIAHHBIX IS
obecrieuenus
KOH(UAECHIMATBEHO

obecneuenus
KOH(UIEHITHATLHOCTH
M [IOUIMHHOCTH
KOMaH] YIIPaBICHHUS




OCTH U KOMaH[{ CTH ¥ TIOJUTMHHOCTH

MOJUTHHHOCTH YHOpaBJICHUSA KOMaH[

KOMaH[ YHOpaBJICHUS

yIpaBICHUS
NI-3 nx.11- C tpynom Cna6o IMpumensier | B ocHOBHOM [TpumensieT MeToabI
IIpumensieT MmeToabI IIpumensier METO/IbI [Ipumensie Oe3ommacHoi
Oe3omacHO METO/IBI Oe301macHoit METOIbI pa3pabotku (SAST,
paspabotku (SAST, Oe3omacHO paspabotku (SAST, | 6e3omacHoii DAST) u xoHTpOIS
DAST) u xonTpons pa3paboTku DAST) n xontpons | paspadotku (SAST, | Bepcuii 115 3amuThI
BEPCHIL IS 3aILUTHI (SAST, DAST) u | Bepcuid s DAST) u xouTpons | 6optosoro I10 ot
6oprosoro I10 ot KOHTPOJISl Bepcuil | 3ammTsl 6OPTOBOTO | Bepcwil st MouduKayu 1

MOU(UKAINN 1 JUISL 3aLATHI 1O ot 3aIIUTH OOPTOBOTO | AKCILTyaTalllu
SKCILIyaTaluu 6oprosoro I10 ot | Monudukanuy u IO ot ysI3BUMOCTEH
YSI3BUMOCTEH. MOJU(UKAINN 1 SKCILTyaTaliu Mo uduKayu 1

9KCIUTyaTalUuH YSI3BUMOCTEH 9KCIITyaTalix

YSA3BUMOCTEH YA3BUMOCTEH 5
WN-4 1x.11. Peamusyer | C tpymom Cnabo Peanmmsyer B ocHoBHOM PeanmuzyeT MepsI

MeEphI CETEBOM 3aLUTHI

PeanuzyeT mepsl

MEpBbI CETEBOM

Peanusyet mepol

CETEBOM 3aIIUTHI

(cermenranusi, CEeTEeBOM 3alUThl | 3aIIUTHI CETEBOM 3alUThI (cermenrarnus,
MEXCETEBOE (cermeHTanus, (cermenTarws, (cermenTarws, MEXKCETEBOE
JKpaHUPOBaHHUE, MEKCETEBOE MEXCETeBOE MEXCETeBOE 9KpaHHPOBaHUE,
CUCTEMBI SKpaHUPOBaHUE, 9KpaHUpPOBAHHUE, 9KpaHUpPOBAHHUE, CHUCTEMBI
0oOHapyKEHUs CUCTEMBI CHUCTEMBI CHUCTEMBI 0OHapyXEeHUS
BTOPKCHUIT) IS oOHapyKeHUS 0OHapyXEeHUS 0OHapyKEHUS BTOPIKCHUIT) A1
HA3eMHBIX [ICHTPOB BTOPKCHUIT) IS BTOPIKCHUIT) A1 BTOPIKCHUIT) A1 HA3eMHBIX [ICHTPOB
yIpaBJICHUSL Ha3EMHBIX HA3E¢MHBIX [ICHTPOB | HA3EMHBIX ICHTPOB | YIPABJICHUS
MOJIETAMU/IBUKEHHEM. | [ICHTPOB yIpaBIeHUs yIpaBICHUS MOJIeTaMU/ABUKEHUEM

yIpaBICHUS MOJIETAMU/ABHKEHHU | IOJIeTaMU/IBHKCHU

[OJIETAMU/IBIKE | €M eM

HHEM
-5 mr.i1- C tpynom Cnabo B ocnoBHOM PaspabaTsiBaer
PaszpabatsiBaer PaszpabatsiBaer PaspabaTsiBaeT PaspabaTsiBaeT MIPOIIEYPHI IPOBEPKH
MpPOLEAYPHI POBEPKU | TPOLIEAYPHI MPOLIEAYPHI MPOLIEAYPHI MPOUCXOKACHHS U
MPOUCXOXKICHUS U MPOBEPKH MIPOBEPKH MIPOBEPKH LEJIOCTHOCTH
[EIIOCTHOCTH TPOUCXOXKICHUS MPOUCXOXKACHUSI U | MPOUCXOXKICHUAA U | KOMIDICKTYIOIIHUX Ha
KOMILICKTYIONINX Ha U IIETIOCTHOCTH LEJIOCTHOCTU LEJIOCTHOCTU JTare MPOU3BOJCTBA U
JTare MPOU3BOJCTBA U | KOMIUICKTYIOIIUX | KOMIDICKTYIOIIHUX KOMILICKTYFOIIUX MTOCTaBKHU JIJIst
MOCTAaBKH IS Ha dTare Ha JTare Ha JTare HCKJTFOUCHUS

HUCKJIIOYCHUA
KOMIIpOMETAIINHU HA

MMpOU3BOJACTBA U
IOCTaBKH JJIA

MMpoOU3BOACTBA U
TIOCTaBKH IJIA

MMpoOU3BOACTBA U
TIOCTaBKH IJIA

KOMITPOMETAIINH Ha
anmnapaTHOM ypOBHE

almapaTHOM YPOBHE. UCKITIOYEHHS HCKIIFOYCHUS HCKIIFOUCHUS nem

KOMIIDOMETAallMM | KOMIIPOMETAllui Ha | KOMIIPOMETAIluy Ha

Ha anmnapaTHOM annapaTHOM annapaTHoM

YpPOBHE YpOBHE YpOBHE
WN/-6 1x.11. OuenuBaer | C tpymom Cnab6o OuenuBaet B ocnoBHOM OreHnBaeT
3¢ HEeKTUBHOCTD OneHuBaeT 3¢ PEKTUBHOCTH OnenuBaet 3¢ PEKTUBHOCTH
peaM30BaHHBIX MEp 3¢ PEeKTUBHOCTD peaan30BaHHBIX 3¢ PEKTUBHOCTH peaan30BaHHBIX MEp
3aIIMTHI Yepe3 peanr30BaHHBIX Mep 3alIUTHl Yepe3 | pean30BaHHBIX 3aIIUTHI Yepe3
NpOBEICHUE ICHTECTOB | MEp 3allUThI NIPOBEJICHUE Mep 3alUThl Yepe3 | MpOBEJCHUE
W aHaImM3a yepe3 TICHTECTOB U IIPOBEJICHUE NICHTECTOB U aHAJIN3a
3aIMIIEHHOCTH IpOBEICHUE aHaiIM3a TICHTECTOB U 3aIIMIIEHHOCTH
ABTOHOMHOW CHCTEMBI | IIEHTECTOB U 3aIUIIEHHOCTH aHanm3a ABTOHOMHOM CHCTEMBI
KaK eNHOTO aHAJIN3a ABTOHOMHOM 3aIIUIIEHHOCTH KaK eIMHOTO
KOMILIIeKca. 3aIIUIIEHHOCTH CHCTEMBI KaK ABTOHOMHOM KOMILIEKCa

AaBTOHOMHOM €IUHOTO CHCTEMBI KaK

CHCTEMBI KaK KOMILIEKca €IMHOTO

SIIMHOTO KOMILIEKCa

KOMILTEKCa

Kpurepun ouneHuBanus KOMIeTeHIHii

OI_IGHKa «OTJIIUMYHO» BBICTaBIACTCA CTYACHTY, cClin HCIIOJIB3YCT MAaTEMAaTU4YCCKHUC,

C€CTCCTBECHHOHAYYHBIC, COIUAJIbHO-O3KOHOMHWYCCKHUEC 1 HpO(beCCI/IOHaJ'IBHBIe SHaHUA IJI1 pCHICHUSA

HECTAHAAPTHBIX 3a7ady;

HUCIOJIB3YCT MAaTEMaTHUYCCKUC,

CCTCCTBCHHOHAYYHELIC,

COIIHAJILHO-




HKOHOMHYECKHUE U MPOo(ecCHOHANbHbIE 3HAHUS IS PEIICHHUs] HECTAaHIapPTHBIX 3a7a4; IPUMEHSET
MaTeMaTUYeCKue, eCTECTBEHHOHAyuYHbIe, COIMAIbHO-3KOHOMHYECKHE M MpodeccHOHaIbHbIE
3HAHWS JUISL PEIIeHUs HECTaHJApTHBIX 3a7ad; pa3padaThiBaeT MPOTPAMMHOE U ammapaTHOE
oOecrieueHre  HMHMOPMAIIMOHHBIX W aBTOMATHU3WPOBAHHBIX  CHCTEM;  MOJEPHUBHUPYET
IpOTrpaMMHOE U armapaTHoe obecriedeHne NH(HOPMAIIMOHHBIX U aBTOMATU3UPOBAHHBIX CUCTEM;
UCCIIETyeT OCHOBHBIEC TMOJIOKEHUS CHUCTEMHOM WH)KEHEpPUH B OOJAcTH MOIY4YeHHs], Iepenayu,
XpaHeHus, TepepaboTKu U MpeACcTaBleHUsT MHPOPMAIUH; MPUMEHSET Ha MPAKTUKE METOIbI U
CpeICTBa CUCTEMHON MH)XEHEPUHU B 00JacTU IMOJyYEHHUs, Nepe/ladn, XpaHEeHUs, epepadboTKu 1
npeCcTaBICHUs] WH()OPMALIUK; UCTIONB3YET MPUHIUIBI TOCTPOCHUS MAaTEeMAaTHYECKUX MOJelei
IPOLECCOB M OOBEKTOB NpM pELICHUH 3a/Jad aHalu3a M CHHTE3a paclpeesIeHHbIX
UH(POPMALIMOHHBIX CHCTEM; CTPOMT MaTEeMaTHYEeCKHE MOJENU IS pead3alud YCIEUIHOTO
(GYHKIIMOHUPOBAHUS paclpeAeNeHHbIX HHMOPMAIIMOHHBIX CHCTEM; OIHCHIBAET OOJauHbIE
pPEeCypChl, CETeBbIE KOMIIOHEHTHI W BBIUYMCIHTEIbHBIC MOIIHOCTH HA JEKIAPATUBHBIX SI3BIKAX
KOH(UTypaluii ¢ UCIOIb30BaHUEM MHCTPYMEHTOB Kiacca [aC; pazpabarbiBaeT uAeMIIOTEHTHBIE
CIICHApUU YIIpaBICHUS KOHMUTYpAIUsIMHU Il HACTPOWKHU OMEPANMOHHBIX CHUCTEM; MPUMEHSET
CUCTEMbI KOHTPOJISI BEPCU JIJIs1 XpaHEHHS], BEPCUOHUPOBAHUS U COBMECTHOM pabOThI HaJl KOJAOM
UHPPACTPYKTYPHI U KOHPUTYpALHii; HHTETPUPYET MPOLECCH pa3BePThIBAaHUS UHOPACTPYKTYPHI
U TpPUMCHEHHS KOHPUTYyparuidi B MaWIUIAfHBl HEMPEPHIBHONM WHTETpAllid M JOCTaBKU;
oOecrieunBaeT 0€30MAaCHOCTh  YNpaBICHUS HMHQPACTPYKTypoil uepe3 KOJA: BHEIpSET
CKaHHPOBAaHME KOJa Ha YA3BUMOCTH, VIPABISET CEKpPeTaMd U peau3yeT MpUHLHUII
MUHUMAIBHBIX TpUBWIETH; peanusyeT GitOps-moaxo/ Ais aBTOMAaTHYECKOW CHHXPOHU3AINUN
COCTOSIHMSI MH(PPACTPYKTYphl ¢ KoH(purypamueit B Git-peno3utopur U ycTpaHeHuUs aperda
KOH(UTYpaluii, OmpeeNnseT KIYEeBble IOKa3aTenu KkadecTtBa oOcmyxuBaHus (SLI) mns
pPa3IUYHBIX KOMIIOHEHTOB CEPBUCOB M aBTOHOMHBIX cucTeM; Pa3zpabarbhiBaeT 1eneBble YPOBHH
oO0ciyxuBanusi (SLO) Ha ocHOBe Ou3Hec-TpeOOBaHMI W TIOJB30BATEIBCKUX OXKHUIAHHIA;
PaccuuteiBaer Oromker ommbOok (Error Budget) kak Konum4ecTBEHHYHO MeEpY JOIMYCTUMOTO
CHIDKEHHSI HaJEKHOCTU W HUCHOJb3yeT ero Jjis OaJaHCHPOBKH NPHOPUTETOB pa3pabOTKU U
skcrutyaTanuu; HactpauBaer cucremsl cbopa u mMoHuTopuHra merpuk (SLI) ¢ mocTtpoeHnem
namoopI0oB Ui BHU3yaJHM3allMd TEKYIIETO COCTOSHHUS HAJECKHOCTH W ONOBEUICHUH IIpH
npuOkennn K rpanunaMm SLO; Anamm3upyer nquHamMuky coOmronenust SLO u moTpeOiaeHus
OropkeTa OMMOOK JJIS BBISABICHHS Y3KHX MECT W IMPOTHO3MPOBAHMS MOTEHIMAIBHBIX COOEB;
[Tpunrmaer 0OOCHOBAHHBIE pEUICHHUS O 3aMeIJICHUH WM OCTAHOBKE BHEJIPEHHS HOBOTO
(GyHKLIMOHATA MPH HCYEPIaHuU OroJkKeTa OMMOOK Uit oOecreueHHs] cTaOUIBHOCTH CEPBHUCA;
NuTterpupyet npoBepku BiausHUS n3MeHeHnid Ha SLO B nmponecchl HeMpePhIBHOW MHTErpalud U
JIOCTaBKHU; OIpeAessieT I0Ka3aTelid YCTOMYMBOTO COCTOSHHUSL CHCTEMBl U (popMynupyer
TUIOTE3bl O €€ MOBENEHUM MpPU Pa3IMYHBIX TUIIAX OTKAa30B; MPOEKTUPYET IKCIHEPUMEHTHI IO
BHE/IPEHUIO COOEB C KOHTPOJUPYEMOM 30HOM MOpPaXEHUs; MPOBOJIUT SKCIEPUMEHTHI IO
TECTUPOBAHUIO YCTOMYMBOCTH C MCIOJIb30BAaHUEM HHCTPYMEHTOB chaos engineering B TECTOBBIX
u production-cpenax; aHATU3UPYET PE3yAbTaThbl IKCIEPUMEHTOB, COMOCTABIAA (DaKTUUECKHE
METPUKH C 0XKHJIaEMbIMH, U BBISBISET CKpPBITHIE YSI3BUMOCTH M cjaOble MeCTa apXHUTEKTYpBI;
pa3pabaTbiBaeT M BHEAPAET KOPPEKTHUPYIOIIME MEphl MO WUTOraM SKCIEPUMEHTOB; IPOBOIHUT
MOBTOPHBIE 3KCIEPUMEHTHI AJISl MOATBEPkKACHUS (P(HEKTUBHOCTH BHEJIPEHHBIX HU3MEHEHUUN U
MOBBIIICHUS OTKA30YCTOWYMBOCTH, WHTETPUPYET MPAKTHKHA PETYISIPHOTO TECTUPOBAHUS
YCTOMYHMBOCTU B IMPOLIECCHl pa3pabOTKU M SKCIUTyaTal[MH, BKJIIOYas aBTOMAaTH3alHI0 0a30BbIX
skcniepuMeHToB B CI/CD; AHanu3upyeT XpOHUKY COOBITUN U TEXHUYECKHE METPUKU MHIIMCHTA
JUIsl BOCCTAHOBJIEHMSI TOJHOM M JTOCTOBEPHOW KapTUHBI mpouciiecTBus; [Ipumensier meToisl
CUCTEeMHOTro aHanu3a (5 mouemy, nuarpamma HcukaBel, aHanu3 TpadoB) IS BBISBICHUS
KOPEHHBIX (CHCTEeMHBIX) MpUYUH cOoeB; Pa3pabaThiBaeT KOMIUIEKC IPEBEHTHBHBIX MEp U
TEXHUYECKUX PEIICHUH, HANpPaBIEHHBIX HAa YCTPAHCHUE BBISIBICHHBIX KOPEHHBIX MPUYUH U
IpEeIOTBpalleHe TOBTOPEHUS HHIMJIEHTOB; ABTOMATHU3UpPYET MpoIecChl OOHapyKeHUs u
pearupoBaHUs Ha WHIUACHTHI C HCIIOJIB30BAHHEM CKPHUIITOB M CPEACTB OPKECTpPAIlUU IS
COKpAIIIEHUS] PYYHOTO Tpyda M BpeMeHU NpocTos; JIOKyMEHTUpYeT pe3yibTaThl aHajau3a



UHIMIEHTOB B (opmare blameless postmortem u dopmupyer 6a3zy 3HaHMIA IS TOBBILICHUS
YCTOMYMBOCTU OTepanuii; BHeapsieT HMHCTpYMEHTHI CTAaTHYECKOTO aHaiu3a O€30MacHOCTH
(SAST) B mporecc pa3paboTKu [Isl aBTOMAaTHYECKOTO BBISBICHUS YSI3BUMOCTEH B MCXOJIHOM
koze Ha artame pull request'oB; OpraHuzyer aBTOMAaTHYECKOE€ CKaHUPOBAHWE 3aBUCUMOCTEH W
cropoHHux Oubmmorek (SCA) s KOHTpois ys3BUMocTeil B wnenmouke mnoctaBku [10;
OOGecneunBaeT 0€30MACHOCTh KOHTEHHEPHOW Cpeabl: CKAaHHpPYeT 00pa3bl Ha YSI3BUMOCTH,
UCTIONIb3YET MUHUMAIIbHBIE 0a30BbIe 00pa3bl U BHEAPSET MEXAHU3MBI MMOAMKUCHIBAHUS 00pa30B;
[IpoBomutr nuHamuueckuii anHanu3 Oe3omacHocT (DAST) 3amymieHHBIX TPUIOKEHHH B
TECTOBBIX W CTEHDKMHTOBBIX Cpelax IJis BBISIBICHUS ys3BUMOCTEH B paHTtaiime; CKaHHpYyeT
KoH(purypamun nHGpacTpykTypsl Kak koja (IaC) Ha cooTBETCTBHE MOJMTHKAM O€30MaCHOCTH U
JTY4IIUM MPaKTUKaM JI0 MX MpUMeHeHus; MHTerpupyer nHCTpyMeHTHl Oe3omacHoctu B CI/CD-
nalIIaifiHbl, HAcTpaWBas aBTOMATHYECKHE IITIO3bI KadecTBa (quality gates), Oyokupyromue
MIOCTaBKY MPH OOHAPYKEHUH KPUTHUECKUX YSI3BUMOCTEH; MOHUTOPUT COCTOSIHUE OE30MaCHOCTH
KOHTEITHEpOB U UHPPACTPYKTYpPHI B paHTaliMe, BBISBIISAS MHIUIECHTHl U aHOMAaJIbHOE TIOBE/ICHUE;
OOecrieunBaeT HENMpPEpPBIBHOE COOTBETCTBHE (continuous compliance) cucreM TpeOoBaHUSM
CTaH/IapTOB 0OE30MAaCHOCTH U PETryJISTOPHBIM HOpMaM uepe3 aBTOMAaTU3MPOBAHHBIA cOOp
JI0Ka3aTeIbCTB U TEHEPALUIO 0TYeTOB; MoJenupyeT CIeHaphH aTak Ha aBTOHOMHBIE CHCTEMBI,
BKJIFOYAs TOAMEHY curHama (cmyduHr), riaymieHue (IKaMMUHT), TIEpeXBaT YIPaBICHUS U
BHEJJPEHHE BPEIOHOCHOTO KojAa; BHempseT mexaHu3mbl MH(PPOBAHUS U ayTEHTU(PUKALUU B
paaMoKaHamaXx M CeTIX Iepefauyd JaHHBIX Ui oOecredeHus KOHQUICHIMAIBHOCTH H
NO/UIMHHOCTH KOMaHJ ymnpasieHus; lIpumenser metonsl Oe3omacHoi paspabotku (SAST,
DAST) u xonTpoas Bepcuid s 3amutbl 6oproBoro I1O or Mommdukanuyu U 3KCIUTyaTaluu
ysI3BUMOCTEH; Peamu3yeT Mephl CeTeBOi 3alIMTHI (CETMEHTAIUsl, MEKCETEBOE IKPAHHPOBAHUE,
CUCTEMBbI OoOHapyXeHHUs  BTOpXKEHHH) Ui  Ha3eMHbIX LHEHTPOB  YIpaBJICHUS
noJjeraMu/ABkeHneM; Pa3pabareiBaeT mporeaypsl MPOBEPKH MPOUCXOXKICHHUS U LIETOCTHOCTH
KOMIUIEKTYIOIUX Ha 3Talle MPOU3BOJICTBA M IOCTABKU JUIsl MCKJIIOYEHHUS KOMIIPOMETAllUU Ha
anmapatHoM ypoBHe; OrneHuBaeT 5()PEKTUBHOCTh pPEATU30BAHHBIX MeEp 3allUThl 4Yepe3
IpPOBEJCHNE TMEHTECTOB M aHaiu3a 3allUIICHHOCTH AaBTOHOMHOM CHUCTEMBbl Kak €IMHOIO
KOMILJICKCA.

OneHka «XOpoIl0» BBICTABISIETCA CTYIEHTY, €CJIM OH B IIEJIOM HCIIOJNb3yeT MaTeMaTHYeCcKUe,
€CTeCTBEHHOHAYYHbIE, COLUAIBHO-9)KOHOMHUYECKUE U TPO(ECCHOHANTBHbBIC 3HAHUS I PELICHUs
HECTaHJAPTHBIX 3aJa4y; B 1enomM wHchnonb3yeT MaTeMaTHYecKue, ecCTeCTBEHHOHAY4HbIE,
COLIMATTbHO-9KOHOMHUYECKHE U MPOodecCrOHANbHBIC 3HAHUS [Tl PEIICHHs] HECTaHJapPTHHIX 3a/1a4;
B nenom mpumeHsieT mMaTeMaTH4yecKue, €CTECTBEHHOHAy4YHbIE, COLIMATbHO-3KOHOMHYECKHUE U
npodeccuoHaNbHBIE 3HAHUS IS PEIIeHUs HeCTaHAAapTHBIX 3amad; B 1emom paspabaTbiBaeT
IporpaMMHOE U anmnapaTtHoe obecrieueHne HH(GOPMAIMOHHBIX U aBTOMAaTU3UPOBAHHBIX CHUCTEM;
B memom MmoaepHU3MpyeT MpOrpaMMHOE WU ammapaTHoe obecreueHue HWH(POPMAIMOHHBIX H
aBTOMATU3MPOBAaHHBIX cHUCTeM; B 1eroM wuccieayeT OCHOBHBIE TOJOXKEHHUS CHUCTEMHOMU
WHXXCHEpUU B OOJIACTH TONydYeHUSs, TEepeqavyd, XPaHCHUS, MepepadOTKH M TMPEJCTABICHUS
uHpopmManuu; B 1ienom nmpuMeHsieT Ha MpakTUKE METOJbl U CPEICTBA CUCTEMHON MH)KEHEPHUH B
o0J1acTH TMONy4YeHUs, Mepellaud, XpaHeHHs, MepepaOdoTKu M MpeacTaBieHus uHpopmarmu; B
L[EJIOM HCIIOJIb3YeT MPUHIUIBI MTOCTPOCHHUSI MaTEMaTHUECKUX MOJENel MPOLeccoB U 0OBEKTOB
IIPH PEIICHUU 3a/1a4y aHajn3a U CUHTE3a PacHpe/eICHHbIX NHGOPMAIMOHHBIX CUCTeM; B 1enom
CTPOMT MaTeMaTH4YeCKHe MOJENU U1 pealld3allud  YCIeIHOro (QyHKIMOHUPOBAHUS
pacripeqiesieHHbIX MH(POPMALMOHHBIX CHUCTEM; B OCHOBHOM oOmMCHIBaeT OOJauyHBIE PECYPCHI,
CeTeBble KOMIIOHEHTHl UM  BBIYUCIUTEIbHBIE MOIIHOCTH Ha JCKJIApaTUBHBIX  SI3bIKaxX
KOH(Urypanuii ¢ MCHOJb30BAaHWEM HMHCTpyMeHTOB kiacca laC; B ocHOBHOM pa3pabarbiBaeT
UJEMIIOTEHTHBIE CLIEHApUHU YIpaBiIeHUS KOHPUTypanmusiMu Il HACTPOMKH OINEpalMOHHBIX
cucteMm; B OCHOBHOM NMpPUMEHSIET CHCTEMbI KOHTPOJISI BEPCUH NIl XPaHEHHSI, BEPCHOHUPOBAHUS
U COBMECTHOM paboThl Haa KOAOM HWHOPACTPYKTYphl W KoHuUrypanuid; B ocHOBHOM
UHTETPUPYET TPOIECCHl pa3BepThIBaHUs HH(PPACTPYKTYyphl M TPHUMEHEHHUs KoHpurypamuii B
NanIIaiHbl HEMPEPHIBHON WHTErpallMi M J0CTaBKH; B ocHOBHOM oOecreunBaeT 0€3011acHOCTh



yrpaBieHUsT UHPPACTPYKTYpOil uepe3 KOJ: BHEAPSET CKAaHHPOBAHUE KOJa HA YSI3BUMOCTH,
yIOpaBisieT CEKpeTaMu M peaju3yeT MNPUHIUI MHUHUMAJIbHBIX MpuBWiIernii; B ocHoBHOM
peanusyeT GitOps-moaxoa isi aBTOMAaTUIECKOW CHHXPOHHU3AINHN COCTOSTHUS HUHDPACTPYKTYPHI C
koHpurypamueit B Git-peno3utopur M yCcTpaHeHHs npeiida koHburypanuii; B ocHOBHOM
ompeseNisieT KJIIOYEBBIE IOKa3arenu KkadecTBa oOcmyxuBanus (SLI) nmns  pa3nudHbIX
KOMITIOHEHTOB CEPBHCOB U aBTOHOMHBIX CHUCTeM; B ocHOBHOM pa3palaThIBaeT 1Li€JIeBbIE YPOBHU
obcnyxuBanusi (SLO) Ha ocHOBe Ou3Hec-TpeOOBaHWMU W TOJNB30BATENBCKUX OXHIaHUH; B
OCHOBHOM paccuuThiBaeT Oromker ommbok (Error Budget) kak KonmwdecTBEHHYIO MeEpy
JOIYCTUMOTO CHW)KCHHSI HAJCKHOCTH U HUCIHOIB3YeT €ro s OalaHCUPOBKH MPUOPUTETOB
pa3paboTKU U AKCIUTyaTal; B 0CHOBHOM HacTpauBaeT CUCTEMBI COOpa U MOHUTOPUHIA METPUK
(SLI) ¢ moctpoeHrneM HamiOoOp[OB MAJs BHU3YaTH3aIMU TEKYIIETO COCTOSHHUS HAJIS)KHOCTH U
OTIOBEIICHW mpu TpuOmmwKkeHnn kK rpanuram SLO; B ocHOBHOM aHaiM3upyeT IWHAMUKY
coomonenust SLO wu mnorpebnenuss Owjpkera OMMOOK Ui BBISIBICHUS Y3KHX MECT U
MIPOrHO3UPOBAHUS MOTEHIHMAIBHBIX cO0eB; B OCHOBHOM MpHHHMaeT 000CHOBaHHBIE PELIECHUS O
3aMeIJICHMH WM OCTAaHOBKE BHEIPEHHsI HOBOTO (DyHKIMOHANIAa TpHU HCYEpPHIaHUHM OOKEeTa
ommOOK JuIsi oOecreyeHus: CTAOWJIBHOCTH CepBUCa; B OCHOBHOM HMHTETPUPYET MPOBEPKHU
BIMSAHUA U3MeHeHu Ha SLO B npolecchl HENPepbIBHOW MHTETpallMM U TOCTaBKU; B 0CHOBHOM
onpezenseT MOoKa3aTeld YCTONYMBOIO COCTOSHUSI CHUCTEMbl M (OPMYJIMpPYET THIOTE3Bl O €€
MOBEJCHUU TPU PaA3IMYHBIX THMAaX OTKa30B OTKAaTe; B OCHOBHOM MpPOEKTHPYET SKCHEPUMEHTHI
0 BHEAPCHUIO COOCB C KOHTPOJUPYEMOW 30HOW TMOpakeHHWs; B OCHOBHOM MPOBOJUT
OKCIIEPUMEHTHI TI0 TECTHPOBAHUIO YCTOMYMBOCTH C WCIOJIH30BAHHEM HHCTPYMEHTOB chaos
engineering B TecToBeIX M production-cpenax; B OCHOBHOM aHaIM3UPYyeT pPE3yJIbTAaThl
OKCIIEPUMEHTOB, COMOCTAaBIsIS (HaKTHUECKUE METPUKU C OXKUIAAEMBIMH, U BBISBISIET CKPBITHIC
ySI3BUMOCTH M cja0ble MecTa apXUTeKTyphl; B ocHOBHOM pa3palaThiBaeT U BHEAPSET
KOPPEKTUPYIOIIME MEphl MO HTOraM SKCIEPUMEHTOB; B OCHOBHOM MpPOBOAUT IOBTOPHbBIE
9KCIIEPUMEHTHI JJI MOATBEpKJIeHUSI 3(P(HEKTUBHOCTH BHEAPEHHBIX M3MEHEHHUH U TMOBBIIICHUS
OTKa30yCTOMYMBOCTH; B OCHOBHOM MHTETpUPYET NPAKTUKH PETYISIPHOTO TECTUPOBAHUS
YCTOMYHMBOCTU B IMPOLIECCHl pa3pabOTKU M SKCIUTyaTal[MH, BKJIIOYas aBTOMAaTH3alHI0 0a30BbIX
skcniepuMeHToB B CI/CD; B 0CHOBHOM aHATM3UPYET XPOHUKY COOBITHIA U TEXHUUECKUE METPUKU
MHIUACHTA JJIsl BOCCTAHOBJICHUS MOJTHON U JJOCTOBEPHOI KapTHHBI ITpoucIIecTBUs; B ocHOBHOM
MPUMEHSIET METO/IBI CUCTEMHOTO aHaiu3a (5 mouemy, auarpamma Vcukasbl, ananu3 rpadoB) ams
BBISIBJICHUS KOPEHHBIX (CHCTEMHBIX) NPHYMH cO0eB; B OCHOBHOM pa3pabaThiBaeT KOMILIEKC
MPEBCHTUBHBIX MEpP U TEXHUYECKUX PEIICHUM, HANpPaBICHHBIX HA YCTPaHEHUE BBISBICHHBIX
KOPEHHBIX MPUYNH U MPEeI0TBpallleHHe TOBTOPEHUS UHIIMIEHTOB; B OCHOBHOM aBTOMaTU3UpYET
MPOIIECChl OOHAPYKEHHUS M PEearupoBaHUsS HA HMHIMICHTHI C WCIOJIH30BAHHEM CKPHUIITOB U
CPEICTB OpKECTpalMH MJs COKpALIEHUs PY4YHOrO Tpyda M BpEeMEHHU MpocTosi; B ocHOBHOM
JOKYMEHTUPYET pe3yNbTaThl aHalW3a HWHIUACHTOB B (opmare blameless postmortem wu
dbopmupyeT 0azy 3HaHWKA TSI TIOBBINICHHUS YCTOWYMBOCTH oOmepanuii; B oCHOBHOM BHenmpsieT
MHCTPYMEHTBl CTaTU4YecKoro ananmm3a OesomacHoctu (SAST) B mpomecc paszpaboTku Ajist
ABTOMATHUYECKOTO BBISIBJICHUS YSA3BUMOCTEH B HMCXOIHOM Kojne Ha 3tame pull request'os; B
OCHOBHOM OpPraHU3yeT aBTOMATHUYECKOE CKAaHMPOBAHUE 3aBUCHUMOCTEH M CTOPOHHHUX OUOIHMOTEK
(SCA) nmnsa xoHTpodst ys3BUMOcTed B 1enodke moctaBkd [10; B ocHoBHOM obOecmeumBaeT
0€3011aCHOCTh KOHTEHHEPHOH cpenpl: CKaHuUpyeT oOpa3bl Ha YSI3BUMOCTH, HCIOIB3YET
MUHUMaNbHbIE 0a30Bble 00pa3bl U BHEAPSET MEXaHU3MBbI MONKUCHIBaHUS 00pa3oB; B ocHOBHOM
NPOBOAMWT JUHAMUYecKui aHanm3 Oe3zomacHoctd (DAST) 3amylieHHBIX TPUIIOKEHUH B
TECTOBBIX M CTEHPKMHIOBBIX Cpefax IUlsl BBIABICHHUS YA3BUMOCTEH B paHTaiimMe; B oCHOBHOM
cKaHupyeT KoHpurypauuum wunppactpyktypsl kak koja ([aC) Ha cooTBeTCTBHE MNOJUTHKAM
0€30MacHOCTH M Jy4YlIMM MpakTUKaM [0 HX MpPUMEHEHHs; B OCHOBHOM HHTErpupyer
UHCTpyMeHThl Oe3zomacHoctd B CI/CD-maiimnaiiHel, HacTpawBas aBTOMATHYECKHE IILTIO3BI
kadectBa (quality gates), OJOKHpyOIIME TIOCTaBKy TpH OOHAPYKEHHH KPUTHUYECKHUX
ySI3BUMOCTEH; B  OCHOBHOM MOHMTOPUT COCTOSIHHME O€30MacHOCTH KOHTEHHEpPOB H
UH(QPACTPYKTYphl B paHTaiiMe, BBISBIISSI MHIMIECHTHl U aHOMajbHOE MoOBeaeHue; B ocHOBHOM



obOecrieunBaeT HEMPEPBIBHOE COOTBETCTBHE (continuous compliance) cucteM TpeOoBaHUSM
CTaH/JapTOB 0OE30MACHOCTH U PEryJISTOPHBIM HOpMaM uYepe3 aBTOMAaTU3MPOBAHHBIA cOOp
JIOKa3aTelbCcTB M TEeHepaluio OT4eToB; B ocHOBHOM Mogenupyer cHeHapuu arak Ha
ABTOHOMHBIC CHCTEMBI, BKJIOYas IMOAMEHY CcHTHaja (cmyduHr), TraymeHue (JKaMMHUHT),
nepexBar YIpaBJeHHUsS M BHEAPEHHE BPEIOHOCHOTO Kojaa; B ocHoBHOM BHeapsieT mMexaHU3MBbI
muppoBaHus U ayTeHTH(PHUKAIUU B paJloKaHallaX U CeTsIX MepeAadn JaHHBIX JUIs o0ecrieueHus
KOH(UICHIIMATLHOCTA Y TIOTMHHOCTH KOMaH]I yrpaBjieHus; B ocHoBHOM [IpuMeHseT MeTo b
6e3onacHoit paspadotku (SAST, DAST) u koHTposis Bepcuid st 3amuTel 6opToBoro 110 ot
MOIUGUKAIMK U SKCIUTyaTalluy ys3BUMocTell; B ocHoBHOM Peanunsyer mepsl ceTeBoOil 3aInThI
(cerMeHTamMs, MEXCETEBOEC OSKPAHUPOBAHHWE, CHCTEMbl OOHApYKEHHUsS BTOPKEHHUH) IS
Ha3eMHBIX LIEHTPOB YIpaBJIEHUs TojeTaMu/ABWKeHreM; B ocHoBHOM Pa3zpabarbiBaer
OpoUeAypbl TPOBEPKUM MPOUCXOXKACHUS U  IEJIOCTHOCTHM KOMIUIEKTYIOIIMX Ha JTare
MPOU3BOJICTBA M TOCTaBKH JUIsl MCKJIIOUEHHUsS KOMIIPOMETAIlMM Ha alapaTHOM YypoBHE, B
ocHOBHOM OrueHuBaeT 3()(QEeKTUBHOCTh peaJN30BaHHBIX MEp 3alllUThl 4Yepe3 IMpPOBEACHUE
NIEHTECTOB U aHaJIM3a 3alUIIEHHOCTH aBTOHOMHOM CHCTEMBI KaK eIMHOTO KOMILJIEKCa.

OneHka «yIOBJIETBOPUTEIBHO» BBICTABISIETCS CTYIeHTY, eciau oH C(Cnabo wucronb3yer
MaTeMaTHYeCKUe, €CTECTBEHHOHAyUYHBIC, COIUAIBbHO-I)KOHOMHUYECKHE M MpPOo(hecCHOHAIbHBIC
3HaHUSA JUId pelleHusT HecTaHIapTHhIX 3anay; Cnabo Hcmonb3yeT MaTeMaTH4yecKue,
€CTeCTBEHHOHAYYHbIE, COLMAIBHO-9KOHOMUYECKUE U TPO(ECCHOHATBHbBIC 3HAHUS JUIS PELICHUS
HECTaHJapTHHIX 3a1a4; Ci1abo mpUMEHsSeT MaTeMaTUYeCKue, eCTECTBEHHOHAYYHbIE, COLIMAIbHO-
HSKOHOMHYECKHE U TPOQECcCHOHANbHbIE 3HAHUS JUIS PElIeHHs HecTaHAapTHHIX 3amad; Ciabo
paspabaThlBaeT TPOrpaMMHOE W  ammapaTHoe  oOecredyeHue  MHGOPMAIMOHHBIX U
aBTOMATH3UpPOBaHHbIX cucteM; Ciabo0 MOJAEpPHHM3MpPYET NPOrpaMMHOE M alIapaTHoe
oOecnieueHre MHGOPMALIMOHHBIX U aBTOMATHU3UPOBaHHBIX cucTteM; Crnabo uccieayeT OCHOBHbBIE
MIOJIOKEHUS CUCTEMHOW MH)KEHEpUH B 00JaCTH TMOIYyYEHUs, Iepeaun, XpaHeHus, nepepadoTku
u npeactannenus nadopmannu; Crnabo NpUMEHSET Ha MPAKTUKE METOJIbI U CPEJICTBA CUCTEMHOMN
UH)KEHEpUU B OOJACTH TOJYYEHHUs, Mepelauyd, XpaHeHWs, NEepepadOTKU W MPEeICTaBICHUS
uHpopmannu; Cnabo UCHOIB3YeT NPUHIUIIBI TOCTPOCHUS MaTeMaTHUYECKUX MOJIETIeH Mpo1eccoB
U OOBEKTOB NpH pEIICHUH 3a7ay aHaJIW3a M CHHTE3a paCIpENelICHHBIX HH(OPMAIMOHHBIX
cucrtem; Cnabo cTpoUT MaTeMaTHYeCcKhe MOJEIM Ui peaju3alud  YCIENIHOTO
(YHKIMOHUPOBAHUS pacHpeeeHHbIX HHYOPMAIIMOHHBIX cucTeM; Ciiabo omuchiBaeT 001ayHbIe
pecypchl, ceTeBble KOMIOHEHTHl W BBIYHUCIUTENbHBIE MOIIHOCTH Ha JEKJIApaTUBHBIX S3bIKaX
KOHpHUrypanuii ¢ HCIOIb30BaHMEM HHCTpyMeHTOB Kkiacca laC; CnaGo paspabarbiBaer
UJEMIIOTEHTHBIE CLIEHApUHU YIpaBIeHUS KOH(PUTypanmusMu [JIsi HAaCTPOMKH OINEparMOHHBIX
cucreM; Cnabo MPUMEHSET CUCTEMBbl KOHTPOJIA BEpCUIl [UIs XpaHEHUs, BEPCHUOHHPOBAHUS U
COBMECTHOM pPabOThl Hax KoIOM HHGPACTPYKTYphl W KoHpurypamuii; Crabo HHTETpUpyeT
MPOLIECCHl pa3BEepPThIBAHUS HH(PPACTPYKTYphl M TPUMEHEHUS KOHPUTYpaluid B MaWIUIaiHBI
HETMPEPHIBHOW HWHTErpamuu W JoctaBku; Crmabo obOecrneunBaeT O€30MacHOCTh YIpaBICHUS
UHPPACTPYKTYpOil depe3 KOJ: BHEAPSET CKAaHMPOBAHHWE KOAA Ha YSA3BHUMOCTH, YIPABISET
CEeKpeTaMHd W peaTu3yeT NPHHIIMI MUHUMaIbHBIX mnpuBmieruii; Crmabo peamusyer GitOps-
MOJXO/1 JUI aBTOMAaTHYECKOW CHHXPOHU3AIUH COCTOSIHUSI UH(PACTPYKTYpHI ¢ KOHPUTypanne B
Git-peno3utopurt U ycTpaHeHus napedda koHdurypamumii; Crnabo ompenenseT KIOUYEBBIS
nokaszarenu KadectBa oOcmyxkuBaHus (SLI) 11 pa3nu4HbIX KOMIIOHEHTOB CEPBHUCOB U
aBTOHOMHBIX cucTeM; Ciabo pazpabaThiBacT 1eeBbie ypoBHH o0cmyxuBanus (SLO) Ha ocHOBe
Ou3Hec-TpeOOBaHM U MOJIB30BATEIbCKUX OKUAaHUM; Cinabo paccUUThIBAET OIOJKET OIIMOOK
(Error Budget) kak KOIM4eCTBEHHYIO MEpY JAOMYCTUMOIO CHUXKEHUSI HAaJIS)KHOCTH U HUCIIOJIb3YyeT
ero Juisi OallaHCHPOBKH TPHOPHUTETOB pa3pabOTKW M sKciryatauuu; Cnabo HacTpauBaer
cucTeMbl coopa U MoHHTOpUHTa MeTpHUK (SLI) ¢ mocTpoennem AamOopaoB Il BU3yaIU3aIlud
TEKYILET0 COCTOSIHUS HAJISKHOCTU U ONOBEUICHUH MpH Npubmmkenun k rpanunam SLO; Cnabo
aHaIM3upyeT AuHaMuKy coOmoneHus SLO u motpebiieHust OroKeTa OMMOOK IS BBISBICHUS
y3KUX MECT W MPOTHO3MPOBAHUS MOTEHUUANbHBIX cOoeB; Cinabo mpuHMMaeT 00OCHOBAHHBIC
pelleHrs O 3aMeUIEHWH WM OCTAaHOBKE BHEIPEHMs] HOBOro (yHKIMOHAIa MpH HCUEPHaHUU



Orokera omuOOK A olecrieueHus CTaOMIBbHOCTH cepBuca; Cinabo MHTErpuUpyeT MpOBEpKU
BIusHUS W3MeHeHud Ha SLO B mpormecchl HEMpephIBHOW HHTErpanuu U jgoctaBku; Ciabo
oTpeneNsieT MOKa3aTeld YCTOWYMBOIO COCTOSHUS CUCTEMbl U (OPMYJIHPYET TUIOTE3bl O ee
IIOBEJICHUHU IIPU Pa3IMUYHBIX TUIIAX 0TKa30B; C1a00 MPOEKTUPYET IKCIIEPUMEHTHI [0 BHEIPEHUIO
cboeB ¢ KOHTpoinupyemoil 30HOH mopaxenus; Cnabo MPOBOAUT SKCIEPUMEHTHI IO
TECTUPOBAHUIO YCTOMYMBOCTH C MUCIOJIb30BAaHUEM HHCTPYMEHTOB chaos engineering B TECTOBBIX
u production-cpenax; CnaGo aHaIM3UpPyeT pe3yabTaTbl SKCIEPHUMEHTOB, COMOCTABIIASA
(akTHUECKHuEe METPUKU C OKUAAEMBIMU, U BBIABISAET CKPBHITHIE YSA3BUMOCTH M cllabble MecTa
apxutektypel; Ciabo paspabaTeiBaeT M BHEAPSET KOPPEKTHPYIOUIME MEpbl II0 HTOram
skcnepuMeHToB; Cnabo NpPOBOOUT MOBTOPHBIE AKCHEPUMEHTHI Ul  HOJATBEPIKICHHS
3 (GEKTUBHOCTH BHEAPEHHBIX M3MEHEHUH U TOBBIINIEHUS OTKa3zoycToiunBoctH; Crnabo
UHTETPUPYET NMPAKTUKU PETYSIPHOTO TECTUPOBAHMS YCTOMYMBOCTH B MPOLIECCH Pa3pabOTKU U
OKCIUTyaTallMy, BKJIIOYas aBToOMaTH3anuio 0Oa3oBbiX »skcrnepumeHtoB B CI/CD; Cna6o
aHAJIU3UPYET XPOHHUKY COOBITUH M TEXHHMYECKHME METPUKM HMHLUJIECHTA A BOCCTAaHOBJIECHUS
IOJTHOM M JIOCTOBEpHOM KapTuHbl mpowucuiecTBus; Cnabo MpUMEHSET METOIbl CHCTEMHOIO
aHamu3a (5 nouemy, nuarpamMa lMcukaBel, aHanu3 rpadoB) JUId BbISIBIEHUS KOPEHHBIX
(cuctemubix) npuunH cOoeB; Cnabo pa3pabaThiBaeT KOMIUIEKC TIPEBEHTHBHBIX Mep U
TEXHUYECKUX DPELICHUH, HalpaBICHHBIX Ha YCTPAHEHHE BBIABICHHBIX KOPEHHBIX MPUYMH U
IpeOTBPALCHUE TOBTOPEHUS HHIMIEHTOB; Ci1ab0 aBTOMaTU3UPYET MPOLECCHl 0OHAPYKEHUS U
pearupoBaHMsl Ha MHUUACHTHI C MCIOJIB30BAaHHMEM CKPHUIITOB M CPEICTB OPKECTPaLUU JUIs
COKpAILIEHUS] PyYHOTO TpyJa M BpeMeHH mpocTos; C1abo JOKYMEHTUPYET pe3ysbTaThl aHAIN3a
WHIUIEHTOB B (hopmate blameless postmortem u dhopmupyer 0azy 3HAHWN IJIs1 TOBBIIICHUS
ycToifunBocTu onepanuii; Cinabo BHEAPSET HHCTPYMEHTHI CTAaTHUECKOTO aHajIn3a 0e30MacHOCTH
(SAST) B mporecc pa3pabOTKH JUIsi aBTOMATHYECKOTO BBISBICHHS YS3BUMOCTEH B MCXOJIHOM
kone Ha ortane pull request'oB; Crnabo opraHuzyer aBTOMAaTHUYECKOE CKaHUPOBAHHE
3aBUCUMOCTEH U cTOpoHHUX OnbroTek (SCA) mist KOHTPOJIS YSI3BUMOCTEH B IIEMOYKE TIOCTaBKU
[10; Cnabo obecneunBaeT O0€30MACHOCTh KOHTEHHEPHOW Cpeabl: CKaHUpyeT o0pa3bl Ha
YS3BUMOCTH, HCHOJb3yeT MHHHMMalbHble 0a30Bble 00pa3bl M BHEAPSET MEXAHU3MBI
noanuceiBanus o6Opa3oB; CnaGo mpoBoauT IuHamudeckuii ananu3 OezomacHoctu (DAST)
3aIllyIIeHHbIX MIPUIIOKEHUH B TECTOBBIX U CTEHKUHIOBBIX CpeJax il BBISBICHUS yA3BUMOCTEH
B panraiiMe; Cnabo ckaHupyeT KoHpurypauuu uHppacTpykTypsl kak koma (IaC) Ha
COOTBETCTBUE MOJUTHKAM O€30IaCHOCTH M JyYIIUM IpPAKTHKaM 10 uX npuMmeHeHus; Cnabo
UHTETpUpYyeT MHCTPYMEHTHI Oe3omacHocTu B Cl/CD-naiinnaiiHbl, HacTpanBas aBTOMAaTHYECKUE
NUTI03bl KadecTBa (quality gates), OJOKHUpYFOIIME MOCTAaBKY MPU OOHAPYKEHUHM KPUTHUYECKHX
ys3BuMocTeil; C1abo MOHUTOPUT COCTOSIHUE O€30MMaCHOCTH KOHTEHHEPOB M MHPPACTPYKTYPHI B
paHTaiime, BBIABIISASA MHIMJIEHTHI U aHOMalbHOE NoBeeHne; Crabo o0ecrieunBaeT HENPEPBIBHOE
cooTBeTcTBUE (continuous compliance) cucteM TpeOOBAHUSAM CTAaHAAPTOB OE30MACHOCTH U
pPEryJasaTOPHBIM HOpPMaM uepe3 aBTOMAaTU3MPOBAHHBIM cOOp J0Ka3aTeNbCTB U TI'EHEPALHIo
oryeroB; Crnabo MopnenupyeT CIeHapuH aTaKk Ha ABTOHOMHBIE CHCTEMBI, BKJIIOYasl MOJAMEHY
curHana (crmyduHr), TIymeHne (JUKaMMHHT), TIepeXBaT yIPaBICHUs U BHEIPEHUE BPEJOHOCHOTO
kona; Cnabo BHenpsier MexaHU3MBbl IN(GPOBAHUS U aYyTEHTU(DUKAIIMH B paJlOKaHalaX U CeTsIX
nepeAayd JaHHbIX Uil oOecrneyeHHs KOH(PUICHIMAIbHOCTH M IOJUIMHHOCTH KOMAaHJ
ynpasienus; Cnabo [Ipumenser meronsl 6e3omacHoii pa3zpadotku (SAST, DAST) u xoHTpOs
Bepcuit g 3amuthl 6optoBoro 1O oT Momudukanuu u 3KcrIyatanun ys3umocteit; Ciaabo
Peanuszyer Mepbl ceTeBOW 3amMThl (CErMEHTAIMsI, MEKCETEBOE SKPAaHHPOBAHUE, CUCTEMBI
0OHapy>XeHHSI BTOP>KEHUI) JUTsl HA3EMHBIX IIEHTPOB yIpaBIICHUsI moJjieTaMu/ iBrmkenneM; Ciadbo
Pa3pabatpiBaeT mporenypbl IPOBEPKH MPOMCXOXKAECHUS U IETOCTHOCTH KOMIUICKTYIOUIUMX Ha
JTane MPOM3BOJCTBA M MOCTaBKU AJIS MCKIIIOUEHHMsS KOMIIPOMETAl[MM Ha almapaTHOM YpPOBHE;
Cnabo OnenuBaet 3()(heKTUBHOCTH peaIn30BaHHBIX MEp 3allUTHl Yepe3 MPOBEICHHE TICHTECTOB
U aHaJIM3a 3alUILEHHOCTH aBTOHOMHOM CUCTEMBI KaK €IMHOI0 KOMILIEKCa.



OneHka «HEYIOBJIETBOPUTEIBHO» BBICTABISIETCS CTYACHTY, ecid OH C TpyIOM HCHOJIb3YET
MaTeMaTU4eCcKHue, €CTECTBEHHOHAyuYHbIe, COIMAIbHO-3KOHOMHYECKHE M MpodeccHOHaIbHbIE
3HaHUS JUISL pELIeHMs HecTaHAApTHhIX 3amad; C TpyAOM HCHOJb3YyeT MaTeMaTH4YecKHe,
€CTECTBEHHOHAYYHbIE, COLIMATbHO-I)KOHOMUYECKUE U MpodeccroHallbHbIe 3HAHUS JUISl PeIlieHus
HecTaHAApTHBIX 3anady; C  TpyIoM TpUMEHSEeT MaTeMaTH4YeCKHUe, ECTeCTBEHHOHAYYHBIE,
COLIMATIbHO-9KOHOMHYECKHE U MPpo(eccroHabHbIE 3HAHUS ISl pelIeHHs] HECTaHJapTHBIX 33/ay;
C Tpynmom paspabarbiBaeT MPOrpaMMHOE W ammapaTHoe oOecreueHue HWH()OPMAIMOHHBIX U
aBTOMATU3UPOBaHHBIX cucTeM; C TpyIoOM MOJEpPHU3UPYET MPOrpaMMHOE U ammapaTHOE
oOecrieyeHne HMHMOPMAIIMOHHBIX M aBTOMATH3MPOBAaHHBIX cucteM; C TpyZoM Hccieayer
OCHOBHbIE TOJIO)KEHUS CHCTEMHON WHXKEHEpUH B OOJACTH MOJIyYEHHUs, Mepeiayd, XpaHEHUs,
nepepaboTku U npenactaBieHus uHdopmauu; C TPyAOM NMPUMEHSET Ha NPAKTUKE METOAbI U
CpeICTBAa CUCTEMHON MH)XEHEPUHU B 00JacTU IMOJyYEHHUs, Nepeladk, XpaHEeHUs, epepadboTKu 1
npezcrasieHus uHpopmanuu; C TpyJOM HCIONIB3YEeT MPUHLIUIBI TOCTPOCHUS MaTeMaTHYECKUX
MoJieJIel MpoLeccOoB U OOBEKTOB MPH PEIIEHUHU 3a/ay aHaju3a M CHUHTE3a paclpeesIeHHbIX
uHpOpMaMOHHBIX cucteM; C TpyaOM CTPOUT MaTeMaTHYeCKHe MOJETH s pealu3aluu
ycrnemHoro (yHKIMOHUPOBAHUS pacnpeaeneHHbIX HHpopMmanuoHHBIX cucteMm; C Tpyaom
OIKCBHIBAET OOJIAYHBIE PECYpPChl, CETEBbIe KOMIIOHEHTHl M BBIYMCIHMTEIbHbIE MOIIHOCTH Ha
JEKJIApaTUBHBIX S3bIKaxX KOH(HTypanwii ¢ HCHOJb30BaHHMEM HWHCTpyYMeHTOB kiacca laC; C
TPyZAOM pa3zpabaThiBaeT HIEMIIOTEHTHbIE CLEHApUU YOPABICHUS KOH(QUTYpALUSAMH  JUIS
HACTPOIKK omepanuoHHbIX cucTeM; C TpyAoM MPUMEHSET CHUCTEMbl KOHTPOJIS BEpCUM IJis
XpaHEHHs, BEPCHOHUPOBAHMS U COBMECTHOM pabOThl Haa KOAOM HWHOPPACTPYKTYPHl H
koHurypauuii; C TpyaoM HWHTErpupyeT IMpoLecChl pa3BepThIBAHUS WHOPACTPYKTYyphl U
NpUMEHEeHHUs KOH(UTypaluil B MaiIuiaiiHbl HENpPEepbIBHONW MHTErpauuu u goctaBku; C TpyaoMm
obecrieunBaeT  0€30MACHOCTh  YIOpPABJICHHS HMHOPACTPYKTYpOM Uepe3 KOJ:  BHEIPSET
CKaHMUpPOBaHME KOJAa Ha YI3BUMOCTH, VYIPABISIET CEKpEeTaMH U pealu3yeT NPUHIIMII
MUHUMaJIBbHBIX TpuBmWieruii; C tpymom peanusyer GitOps-moaxoa uisi aBTOMaTHYECKOU
CHHXPOHM3AIMU COCTOSHUSL HMH(PACTpyKTyphl ¢ KoH(purypauueir B Git-perno3uTopuu u
ycTpanenus aperida xoHburypanuii; C TpyJaoM omnpeaesseT KIIYeBble MOKa3aTeld KadyecTBa
oOciyxuBanus (SLI) st pa3nuuHBIX KOMIIOHEHTOB CEPBUCOB U @aBTOHOMHBIX cucteM; C TpyaoM
pa3pabaTeiBaeT I1ieneBble ypoBHH oOciyxkuBaHusi (SLO) Ha ocHOBe Ou3Hec-TpeOOBaHMA U
NOJIb30BaTeNbCKUX OkumaHuil; C TpynoMm paccuuthiBaeT Oroker ommbok (Error Budget) xak
KOJIMYECTBEHHYI0O Mepy JOMYyCTHMOIO CHI)KEHHUS HAJEKHOCTHM U HCHOJb3YyeT €ro s
0aaHCHPOBKHM NPUOPHUTETOB pa3paboTKH M 3KcruryaTauuu; C TpyIOM HACTPauBaeT CHUCTEMBI
coopa u morutopuHra meTpuk (SLI) ¢ moctpoeHneM Aamoop10B ISl BU3yaIH3allud TEKYIIEro
COCTOSIHUSL HAJIeKHOCTUM W OMNOBEUIeHMH mpu mnpuOmmkenun kK rpanunam SLO; C tpynom
aHaM3upyeT AuHaMuKy coOmonaeHus SLO u morpebiieHust OroKeTa OMMOOK IS BBISIBICHUS
Y3KUX MECT U NMPOTHO3MPOBAHUS MOTEHUUANBHBIX c0oeB; C TpylIoM MpUHUMAET 000CHOBaHHbIE
pelIeHrs O 3aMeUIEHWH WJIM OCTAaHOBKE BHEIPEHMs] HOBOro (yHKIMOHAIa MpHU HCUEPHaHUU
Oroxera omuOoK A obecrieueHus cTadmIbHOCTH cepBuca; C TPyIOM MHTETPUPYET MPOBEPKU
BIUsIHUA W3MeHeHuM Ha SLO B mpolecchl HENpEepbIBHOW WHTErpanuu U aoctaBku; C Tpyaom
ofpesieNsieT MOKa3aTeld YCTOWYMBOIO COCTOSHHUS CHUCTEMbl U (OPMYJIHPYET TUIOTE3bl O €e
MOBEICHUN TpU PA3IUYHBIX TUMAX OTKa30B; C TpyAOM MPOEKTUPYET OSKCIEPUMEHTHI IO
BHE/IPEHUIO COOEB C KOHTPOJIMPYEMOH 30HOHM mopaxeHus; C TPyZOM MPOBOAUT IKCIEPHUMEHTHI
M0 TECTUPOBAHUIO YCTOWYMBOCTH C HCIIOJIB30BAaHMEM HWHCTPYMEHTOB chaos engineering B
TecToBBIX M production-cpenax; C TpyAoM aHaIM3UPYET pe3yNbTaThl HKCIEPUMEHTOB,
conocTaBiisisi (aKTUYECKUE METPUKH C OKUJAEMbIMHU, U BBISBISIET CKPBITHIE YSA3BUMOCTU U
ciabbie MecTa apxXuTekTypbl; C TpyJIoM pa3padaTbiBaeT U BHEAPAET KOPPEKTUPYIOIIUE MEPHI 110
uToram s’KcrnepuMeHToB; C TpyaoM MPOBOIUT MOBTOPHBIE SKCIIEPUMEHTHI AJISl MOATBEPKICHUS
3 (GEKTUBHOCTH BHEIPEHHBIX W3MEHEHMH W TMOBBIIMIEHUS OTKazoycroiuuBoctu; C Tpyaom
UHTETPUPYET MPAKTHKU PETYISIPHOTO TECTUPOBAHUS YCTOMYMBOCTH B MPOIECCH pa3pabOTKu U
OKCIUTyaTalliy, BKJOYas aBTOMaTH3aluio 0a3oBbix skcrepuMmeHtoB B CI/CD; C tpynom
AQHAIM3UPYET XPOHUKY COOBITUII M TEXHUYECKHME METPUKH HUHIMACHTA Ui BOCCTAHOBIICHUS



MOJTHOW W JTOCTOBEPHOW KapTHWHBI npouciiecTBus; C TPyJOM MPHUMEHSET METObl CHCTEMHOTO
aHanmmza (5 mouemy, nuarpamma McukaBwl, aHanu3 rpadoB) A BBIIBICHHUS KOPEHHBIX
(cuctemubIx) mpuunH cboeB; C Tpynom pa3paOaTbIBaeT KOMIUIEKC IPEBEHTUBHBIX Mep U
TEXHUUYECKUX PEIIEeHUH, HANpPaBIEHHBIX Ha YCTPAHEHUE BBISABICHHBIX KOPEHHBIX MPUYUH U
NPEeIOTBpAIllCHHEe TIOBTOpEeHUs HHIHAEHTOB, C TpyaoM aBTOMATU3UPYET  MPOIECCHI
OoOHapyXeHHsI M pearupoBaHUs Ha MHIMJIEHTHl C KCIOJIb30BAaHUEM CKPUIITOB M CPEJICTB
OpKeCTpaIyy JUIsi COKPAIIEHUsI pyYHOTO TpyJa U BpeMeHH npoctosi; C TpyaoM JOKYMEHTUPYET
pe3yabTaThl aHATN3a UHIMIACHTOB B (hopmaTe blameless postmortem u popmupyer 6a3y 3HaHUI
JUTSL TIOBBIIICHUS YCTOWYMBOCTH omepanuid; C TpyIoM BHEAPSET WHCTPYMEHTBI CTATUYECKOTO
ananm3a OeszomacHoctu (SAST) B mporecc pa3paOOTKM [jisi aBTOMAaTHYECKOTO BBISBICHUS
ySA3BUMOCTE B HCXoAHOM Koxe Ha osrtane pull request'oB; C Tpymzom opraHusyer
ABTOMATHYECKOE CKAaHWPOBAHHUE 3aBUCUMOCTEH M CTOpoHHUX OmoOmmorek (SCA) st KOHTpOJIs
ysa3BuMocTeit B nenodke nocrasku [10; C Tpynom obecrieurBaeT 6€30MaCHOCTh KOHTEHHEPHOM
Cpelbl: CKaHUpyeT oOpa3bl Ha YSA3BUMOCTH, HCIIOJIb3yeT MUHUMAalbHbIE 0a30Bble 00paszbl U
BHEJPSICT MEXaHWU3MbI MOAMHUCHIBAaHUS 00pa3oB; C TpyaoM MPOBOAWT AMHAMHYECKUN aHATU3
6e3onacHocty (DAST) 3anmymieHHBIX MPUIOKEHUN B TECTOBBIX M CTEUKMHTOBBIX Cpeaax s
BBISIBJIICHHSI ysI3BUMOCTEH B paHTaiime; C TpyIoM CKaHUpYeT KOH(UTyparuu HHPPACTPYKTYPHI
kak koma (IaC) Ha COOTBETCTBME MOJUTHKAM OE30MACHOCTH W JIyYIIUM TMPAaKTHKaM 10 HX
npuMmenenus; C TpyIoOM HHTErpupyeT HHCTpyMeHThl Oe3omacHoct B Cl/CD-maifmmaiiHel,
HacTpanBas aBTOMAaTHYECKHE IUTIO3bI KadecTBa (quality gates), Omokupyronme MmocTaBKy MpH
OOHapyXeHUH KPUTHUECKUX ysa3BUMOCTel; C TPyAOM MOHUTOPUT COCTOSIHHE Oe30MacHOCTH
KOHTEIHEpOB U UHPPACTPYKTYpPHI B paHTaliMe, BBISBIISAS MHIUIECHTHl U aHOMAaJIbHOE TIOBE/ICHUE;
C tpymom o0ecneunBaeT HEMPEPHIBHOE COOTBETCTBHE (continuous compliance) cucrem
TpeOOBaHUSAM CTaHIAPTOB 0€30MAaCHOCTHU U PETYIATOPHBIM HOPMaM uepe3 aBTOMATU3UPOBAHHBIN
cOop mJokazaTenbCcTB W TeHepamnuio oTderoB; C Tpymom MopenupyeT cCIeHapud arak Ha
ABTOHOMHBIC CHCTEMBI, BKJIOYas IMOAMEHY CcHTHaja (cmyduHr), TraymeHue (JKaMMHUHT),
nepexBaT YIpaBJICHUs W BHEAPEHHE BpeloHocHOro koma; C Tpymom BHeapser mMexaHH3MbI
muppoBaHus U ayTeHTH(PHUKAIUU B paJloKaHallaX U CeTsIX Mepefadn JaHHBIX JUIs o0ecrieueHus
KOH(UICHIIMATLHOCTH W TOJUTMHHOCTH KoMmaHja ympasineHus; C tpymom [Ipumensier meToss
6e3onacHoit paspadotku (SAST, DAST) u koHTposis Bepcuid st 3ammTel 6opToBoro 110 ot
MonudUKaMK U SKCIUTyaTanuu ys3Bumocteit; C Tpynom Peanmsyer mMepbl CEeTEBOU 3allUThI
(cerMeHTamms, MEXCETEBOEC OSKPAHUPOBAHHWE, CHCTEMbl OOHApYKEHHUsS BTOPKEHHUH) IS
HA3eMHBIX [[EHTPOB yIrpaBieHus nojetamu/Bmwkenuem; C tpyaom PaspabatsiBaeT mporeaypsl
MPOBEPKU TPOUCXOXKICHHUSI M IEJIOCTHOCTH KOMIUIEKTYIOIIMX Ha JTale IpOU3BOJCTBA U
MOCTAaBKU IS MCKJIIOUYCHUS KOMIIPOMETAllud Ha ammapatHoM ypoBHe; C Tpyaom OlieHuBaeT
3¢ (PEeKTUBHOCTh pEANN30BAHHBIX MeEp 3alllUThl 4Yepe3 IPOBEIEHHE IEHTECTOB M aHallu3a
3aIIUIIICHHOCTH aBTOHOMHOW CUCTEMbI KaK €IUHOTO KOMILJIEKCA.

2. OueHOYHBIE CPEACTBA MO IKCINIYATAMOHHON NMPAKTHKe

2.1. 3aganus, N03BOJIAIONINE OLEHUTh 3HAHUS, TOJYYeHHbIE HA IPAKTHKE

DopMupyeMble KOMIIETEHIIUH, UHIUKATOPbI DopMynUpOBKa 3a1aHuUs

Kox komnerenmu DopMyIUpOBKU

NI-1 onk.1. nproOpeTaTh 3ananue 1 CaMOCTOSITEIIBHO
MaTeMaTHYeCKHe, mpuoOpeTaeT, pa3BUBACT U
€CTECTBEHHOHAYYHBIE, MIpUMEHSIET
COILIMAJIbHO- MaTeMaTH4eCKUe,
SKOHOMHYECKHE U €CTECTBEHHOHAYYHbIE,
npodeccnoHabHbIC COTMAITEHO-
3HAHUS [T PEIICHHS SKOHOMHYECKHUE U
HEeCTaHAAPTHBIX 33714, B podeccHOHaIbHEIC
TOM 9YHCJIe B HOBOH MM 3HAHUS U PEUIICHUS
HE3HAKOMOii cpelie 1 B HECTaHIAPTHBIX 33734, B
MEXIUCIHATUIMHAPHOM TOM YHCJIe B HOBOH HIIH




KOHTEKCTE;

WZ-2 ont.

pa3BUBaTh
MaTreMaTHYeCKHe,
€CTEeCTBEHHOHAYYHBIE,
COIMABHO-
JKOHOMHUYECKHE U
npodeccnoHabHbIC
3HAHUS TSI PEIICHHS
HECTaHJAPTHEIX 33/1a4, B
TOM 4YHCJIC B HOBOH WM
HE3HAKOMOII cpelie U B
MEKIUCIUTUIMHAPHOM
KOHTEKCTE;

3anmanue 2

WZ-3 onet.

MPUMEHSTD
MaTeMaTHYCCKUE,
€CTECTBEHHOHAYYHbIE,
COIMAIbHO-
I9KOHOMHUYECKHE U
npodeccnoHabHbIC
3HAHUS TSI PEIICHHS
HECTaHJAPTHBIX 337134, B
TOM YHCJIC B HOBOH WM
HE3HAKOMOII cpelie U B
MEKTUCIUTUIMHAPHOM
KOHTEKCTE

3amanue 3

HE3HAKOMOU cpcac u B
MCKIUCITUITTIMHAPHOM
KOHTCKCTC

WA-1 ones.

pa3pabaTbIBaTh
MPOTPaAMMHOE U
amnmapaTtHoe o0ecrieyeHue
MHPOPMAIMOHHBIX U
ABTOMATH3HUPOBAHHBIX
CHCTEM.

3amanue 4

I/Iﬂ'z OIIK-5.

MO/JICPHU3UPOBATH
MpOTrpaMMHOE U
amnmapaTtHoe o0ecTiedeHue
UHPOPMALIMOHHBIX H
ABTOMATH3HPOBAHHBIX
CUCTEM

3aganue 5

PaspabatsiBacT u
MOJICPHU3UPYET
MPOrpaMMHOE U
arnmapaTHoe o0ecrieueHue
MHPOPMAMOHHBIX H
aBTOMaTU3UPOBAHHBIX
cucTeM

UZ-1 onee.

UCCIICIOBAaTh OCHOBHBIC
MOJIOKCHHUS CHCTEMHOMN
WH)KECHEPUH B 00JIacTu
MOJYYCHUS, IepeIavy,
XpaHEHUs, IepepaboTKA U
MPEICTaBICHUS
nHbOpMaIU
TOCPENICTBOM
MHPOPMAITMOHHBIX
TEXHOJIOTHH;

3amanue 6

WZ-2 onee.

IIpuMeHseT HA TPaKTHKE
METOBI B CPEICTBA
CUCTEMHOU WHXCHEPHH B
00JTacTH MOTyYCHHUS,
nepeavyn, XpaHeHus,
nepepabOTKH 1
MPEICTaBICHUS
nHbOpMaun
TOCPENICTBOM
MHPOPMAITMOHHBIX
TEXHOJIOT Ul

3anmanue 7

CaMOCTOSTEIIEHO
IPUOOPETAET C MOMOLIBIO
HH(POPMAIMOHHBIX
TEXHOJIOTUH U UCIIONB3YET
B MPAKTHYECKOH
JIESITETHHOCTH HOBEIC
3HaHUS U YMEHUS, B TOM
YrcIIe B HOBBIX O0AcTsIX
3HaHUM, HEMOCPEICTBEHHO
HE CBSI3aHHBIX cO cepoit
JIESITEITBHOCTH

W-1 omiy-

HCIIONB3YET PHHITHIIBI
MOCTPOCHHUS
MaTeMaTHYECKUX MOJIeIIeH
MPOIIECCOB U 0OOBEKTOB

3amanue 8

MPUMEHSIET IPU PELICHUH
npodeccnoHaTBHBIX 33724
METOJIBI ¥ CPEIICTBA
MOJTyYCHHSI, XPAHCHUS,




MIpU pPEIIeHUH 3a7a4
aHalM3a U CUHTE3a
pacrpeieIeHHBIX
MHQOPMALIMOHHBIX CHCTEM
1 CHCTEM ITOIICPIKKH
TIPUHSATHS PEUICHUH;

I/Iﬂ'z OIIK-7.

CTPOUT MaTEMaTHYECKHE
MOJICTIH ATISI pean3aluu
YCIEITHOTO
(YHKIIMOHMPOBAaHUS
pacmnpeneneHHbIX
MH()OPMALMOHHBIX CHCTEM
U CUCTEM IOJAEPKKU
NPUHSTHS PeLICHUH

3amganue 9

nepepaboTKu 1
TpaHCIIAIHUNA HHHOPMAITUN
MTOCPEIICTBOM
COBPEMEHHBIX
KOMITBIOTEPHBIX
TEXHOJIOTHH, B TOM YHCIIC,
B IJI00AJIBHBIX
KOMIBIOTEPHBIX CETIX

AZ-T .

OmnuceiBaeT 00auHbIe
pecypcHl, CeTeBbIC
KOMIIOHEHTHI U
BBIYUCITUTEIILHBIE
MOIITHOCTH Ha
JEKIapaTUBHBIX S3BIKAX
koHpurypamuit (HCL,
YAML, JSON) ¢
UCIIOJIb30BaHUEM
UHCTpYMeHTOB knacca [aC
(Terraform,
CloudFormation, Pulumi).

3amanue 10

WAZ-2 .

PazpabarsiBaet
UJIEMIIOTEHTHBIE CLICHAPUU
yTIpaBIeHUS
KOHQUTYpaIHsIMHI
(Ansible, Puppet, Chef)
JUISL HACTPOUKHU
OTIEPAIIMOHHBIX CHCTEM,
npukianHoro I1O u
60pTOBOrO MPOrPaMMHOTO
obecrieueHns1 aBTOHOMHBIX
YCTPOUCTB

3amanue 11

WZ-3 .

[IpumeHsieT cucTeMsl
KOHTpoJIst Bepemii (Git)
JUTSL XpaHCHUS,
BEPCHOHHUPOBAHUS H
COBMECTHOM pabOTHI HAJl
KOJIOM HH(PACTPYKTYPHI U
KOH(UTyparmit

3amanue 12

I/IH'4 MK-2.

Hurterpupyet nporueccel
pa3BepTHIBAHUS
MHQPACTPYKTYpHI U
IpUMEHEHUS
KOH(UTypanunii B
nalnaaiHel HEIpPEepHIBHOM
MHTETPALUH U JOCTaBKA
(CI/CD)

3amanne 13

WAZ-5 .

ObecnieunBacT
0e30MacHOCTh YITPABJICHUS
HHPPACTPYKTYpOi depes
KOJI: BHE/IPSICT
CKaHUPOBAHKE KOJIa Ha
YS3BUMOCTH, YIIPABIISET
CEKpeTaMH U pean3yeT
TPUHITUIT MUHUMATbHBIX
IPUBUIETHH

3anmanue 14

-6 .

Peammsyet GitOps-nogxon

3amanue 15

MIPUMEHSICT TPUHITUITEI
"NuppacTpykTypa Kak
kon" u "Kouduryparus
Kak Kona'" st
aBTOMaTHU3UPOBAHHOTO,
UJIEMIIOTEHTHOTO,
0€301MacHOTO 1
BEPCHOHHUPYEMOTO
YIOPaBJICHUS O0JIAYHBIMH,
THOPUIHBIME CpPEeIaMy U
KOH(UTypaIusIMU TapKOB
aBTOHOMHBIX YCTPOWCTB C
HCIIONIb30BaHHEM
COBPEMEHHBIX
HHCTPYMEHTOB




JUTSL aBTOMATHYECKOM
CHHXPOHH3ALUH
COCTOSTHHUS
HHPPACTPYKTYPHI C
KoHurypanuei B Git-
PEMO3UTOPHH U
ycTpaHeHus aperda
KOH(UTypanui

A1 s

Ormpezenser KIFoYeBbIe
NOKa3aTeNH KauyecTBa
obcmyxuBanus (SLI) ms
Pa3IHYHBIX KOMIIOHEHTOB
CEPBHCOB U aBTOHOMHBIX
cHucTeM (JIOCTYIHOCTS,
3a7epXKKa, TOYHOCTB,
MIEJIOCTHOCTh JAHHBIX).

3amanue 16

W-2 s

PaszpabatsiBaeT 1ieneBbie
YPOBHU OOCITYKUBaHUS
(SLO) Ha ocHOBe OmM3HEC-
TpeOoBaHUH 1
MOJIb30BATENBCKUX
OKUJIaHUH, COTTIACOBBIBAsI
UX C 3aMHTEPECOBAHHBIMU
CTOPOHAMH.

3amanne 17

WZ-3 nics-

PaccuntsiBaet 610/KeT
omm6bok (Error Budget)
KaK KOJIMYECTBEHHYIO
Mepy JOIMyCTUMOTO
CHHKEHUSI HAJIS)KHOCTU U
UCTIONB3YET €ro st
OalaHCUPOBKH
MIPHOPHUTETOB Pa3pabOTKH
Y OKCILTYaTAaIHH.

3amanue 18

W-4 4.

HactpauaeT cuctemsl
cOopa 1 MOHHTOpUHTa
metpuk (SLI) ¢
MOCTPOEHHEM JanOopI0B
JUTSL BU3YaTTH3aL[HH
TEKYIIEro COCTOSHHSA
HAJIC)KHOCTU U
OMOBENICHUH TP
NPHOJIIDKSHUH K I'PaHULIAM
SLO.

3amanne 19

U5 nks.

AHanu3upyeT THHAMUKY
cobmonenus SLO n
nmoTpebeHus 010 KETa
OIIUOOK JJIsI BEISIBIICHUS
Y3KHUX MECT H
MPOTHO3UPOBAHUS
MOTCHIMATBHEIX COOECB.

3amanmne 20

WZ-6 nics.

IIpunumaer
000CHOBaHHBIC PEIICHUS O
3aMeJUICHUH WA
OCTaHOBKE BHEIPCHUS
HOBOTO (DyHKIIMOHAJIA TIPH
HcYepIiaHuu OI0KETa
omuOOoK 1715 obecreueHust
CTaOMILHOCTH CEPBHCA.

3amanue 21

KOJIMYECTBEHHO
OTIpeNIeIIseT, H3MEPSICT,
aHAITM3UPYET U YIPABISACT
HAJICKHOCTBIO CEPBHCOB H
aBTOHOMHBIX CHCTEM 4Yepes
pa3paboTKy, MOHUTOPHHT
u coomoaenne SLO, SLI,
pacueT U UCIOJIb30BaHME
Error Budget

WA-7 ngs.

Hurterpupyet npoBepku
BJIHMSIHUS I3MEHEHUH Ha
SLO B mpouecchbl
HETPEPHIBHON MHTETPAIUN

3amanue 22




u noctaku (CI/CD).

U1 s,

Omnpenenser mokazarean
YCTONYHBOTO COCTOSIHUS
(steady state) cuctemsl n
(bOpPMYIHpYET TUIIOTE3HI O
ee TIOBEJCHHUHU MPU
pa3IHYHBIX THIIAX OTKA30B

3amanne 23

T2 s,

IIpoextupyer
JKCICPUMECHTHI IO
BHEIPEHUIO cO0EB
(MHPPACTPYKTYPHBIX,
CETEBBIX, HATPY30YHBIX) C
KOHTPOJIMPYEMOI 30HOM
nopaxcerus (blast radius).

3anmanue 24

I/Iﬂ'3 IK-5.

IIpoBOaUT 3KCTIEPUMEHTHI
M0 TECTHPOBAHUIO
YCTOWYHBOCTH C
UCTIOJIb30BaHUEM
MHCTPYMEHTOB chaos
engineering B TECTOBBIX U
production-cpenax.

3amanue 25

A7-4 s,

AHaM3UpyeT pe3yabTaThI
IKCIIEPUMEHTOB,
COTIOCTaBJISAS (PaKTUIECKUE
METPHKHU C OIKHIAEMBIMH,
U BBISIBISIET CKPBITHIE
YSI3BUMOCTH U cllabble
MecTa apXUTEKTYPhbI

3amanue 26

HPOCKTHPYET, [UIAHUPYET
Y MIPOBOJHT
9KCTICPUMEHTHI 1O
o0ecreueHHIo 1 IPOBEPKE
YCTOHYMBOCTH CUCTEM

U5 ncs.

PazpabatsiBaet u
BHEJPSICT
KOPPEKTHPYIOIIHE MEPHI
10 UTOT'aM IKCIIEPUMEHTOB
(HacTtpoiika TaliMayTOB,
peTpaces, circuit breaker,
ONITHMU3ALHS
APXUTEKTYPHI).

3amanue 27

I/IH'6 IK-5.

TIpoBoauT NOBTOpPHBIE
SKCIEPUMEHTBHI IS
TOATBEPIKICHHS

b dexTuBHOCTH
BHE/IPCHHBIX H3MECHEHUH 1
TIOBBIIICHUS
OTKa30yCTONUNBOCTH

3amanne 28

-7 s,

HHTerpupyeT nNpakTHKH
PETyISpHOTO
TECTHPOBaHUS
ycroiunBocTH (chaos
engineering) B MPOIECCHI
pa3paboTKu U
IKCIUTYaTaIllUH, BKIIIOYAst
ABTOMATH3AINIO 0a30BBIX
skcriepumerToB B CI/CD.

3anmanue 29

aHATM3UPYET UX
pe3ynbTaTHl,
(bopMynHpyeT U BHEAPSIET
KOPPEKTUPYIOLIIE MEPHI
JUTSL TIOBBIIIICHUS
OTKa30yCTOIUUBOCTHU U
YCTOWYHMBOCTH K COOSIM

U1 ngee.

AHaTU3UpyeT XPOHUKY
COOBITHIT U TEXHIHYECKHUE
METPUKHN HHIIUACHTA IS
BOCCTaHOBJICHUS TIOJTHOH U
JIOCTOBEPHOI KapTHHBI
MPOUCIICCTBUS.

3amanmne 30

WZ-2 nice.

IIpumensieT MeToab!
CHUCTEMHOTr0 aHanu3a (5
rnoueMy, quarpamma
HWcukasel, ananmns rpadoB)

3amanue 31

TIPOBOJINT TITYOOKHIA
aHaJIM3 WHIMICHTOB 110
MeToosioruu blameless
postmortem, BBISBISICT
CHUCTEMHBIC KOPCHHEIC
MIPUYHHEL, Pa3pabaThiBaTh
U BHEIPSATH IPCBCHTUBHBIC
MeEpEI




JUTSL BBISIBIICHHSI KOPEHHBIX
(CUCTeMHBIX) IPUINH
cboeB.

WJI-3 ke

PazpabaTsiBaeT KOMIUIEKC
MIPEBEHTUBHBIX Mep 1
TEXHUYECKUX PEIICHU,
HaIpaBJICHHBIX Ha
yCTpaHEHHUE BBIIBICHHBIX
KOPCHHBIX TIPUYHH U
MpeJ0TBPAICHUE
TOBTOPCHUSI MHITHICHTOB.

3amanne 32

W7-4 nce.

ABTOMaTH3UpYET
npouecchl 0OHapYKEHUs 1
pearupoBaHus Ha
MHIU/ICHTHI C
HCIIOJIb30BAaHHEM
CKPHIITOB U CPEACTB
OPKECTpAaLH U1
COKpAILEHUS PyYHOTO
TPyJa ¥ BpEMEHH IIPOCTOSI.

3amanue 33

U5 nkee

JokymeHTupyet
pe3ysbTaThl aHAIH3a
MHIUICHTOB B (hopMaTe
blameless postmortem n
(dhopmupyer 6a3y 3HaHUI
JUIS TIOBBIILICHUS
YCTOMUMBOCTH ONEpaIyi.

3amanue 34

ABTOMaTU3UPYET
MIPOLIECCHI pEarupOBaHUS
ISl YCTpaHEHUsS] PYTUHBI U
MOBBILLECHUS
YCTONYMBOCTH OTlepaliui

AZ-T s,

BrenpsieT HHCTPYMEHTHI
CTaTHYECKOTO aHaJIH3a
6e3omacuocTH (SAST) B
MIPOLIECC pa3pabOTKH ISt
ABTOMATHYECKOTO
BBISIBJICHUS ySI3BUMOCTEH B
MCXOJHOM KOJIe Ha dTare
pull request'os.

3amanue 35

T2 s,

Opranusyer
ABTOMATHYECKOE
CKaHUPOBAHHE
3aBUCUMOCTEN U
CTOPOHHHX OHOJIHOTEK
(SCA) st koHTpOIS
YSA3BUMOCTEHN B LIETIOYKE
nocrasku [10.

3amanue 36

I/Iﬂ'3 IK-8.

Ob6ecmeunBaeT
0e30MacHOCTh
KOHTEHMHEPHOMU Cpeabl:
CKaHHpYeT 00pa3bl Ha
YSI3BUMOCTH, UCTIOIB3YyET
MUHHMAaJbHBIC 0a30BEIC
00pas3bl ¥ BHEAPSCT
MEXaHU3MBI
TIOJIMCHIBaHUS 00Pa30B.

3amanue 37

-4 s,

IIpoBoauT nUHAMUYECKUI
aHanu3 6e30MMacHOCTH
(DAST) 3amymeHHbIX
MIPIIOKEHUH B TECTOBBIX
1 CTEHKUHTOBBIX Cpelax
IIJISL BBISIBJIEHUS
yS3BUMOCTEHN B paHTaliMe.

3anmanue 38

-5 ncs.

CkanupyeT KoH(pHTypaIin
HHPPACTPYKTYPHI KaKk
koza (IaC) na

3amanne 39

HuTerpupyeT NpakTUKH
0€30MacHOCTH Ha BCEX
aTamnax XU3HEHHOTO
[IUKJIa, BKITIOYast
CTaTUYECKHUH U
JUHAMHWYECKUN aHau3
KOJIa, aHaJIN3 YS3BUMOCTEH
3aBUCUMOCTEH,
0€30MacHOCTh
KOHTEHHEPOB M 00JIaYHOM
nH}pacTpyKTypH,
obecrieunBas
HETPEPHIBHOC
COOTBETCTBUE
TpeOOBaHUAM
0e301MacHOCTH




COOTBETCTBUEC MOJUTHKAM
0€30TMacCHOCTH U JTYUIITHM
HpaKTHKaM JI0 UX
MPUMEHEHHSI.

I/IH'6 IK-8.

Hurerpupyer
WHCTPYMEHTHI
6e3omacaoctu B CI/CD-
NaurIaiiHpl, HaCTpauBas
ABTOMATHYECKHE IILTIO3EI
kauecTBa (quality gates),
OJIOKMPYIOIIHE TIOCTABKY
IpU 0OHApYKEHUH
KPUTHYECKHUX
YSI3BUMOCTEH.

3amanune 40

A7 s,

MOHHUTOPHT COCTOSHUEC
Oe3omacHoCTH
KOHTEHHEpOB U
HHPPACTPYKTYPHI B
paHTaiiMe, BBIABIISA
WHIMJICHTHI 1 aHOMAJIBHOE
TIOBEJICHHE.

3amanue 41

WZ-8 s

ObecnieunBacT
HEMpPEPBIBHOE
COOTBETCTBHE (continuous
compliance) cucrem
TpeOOBAHUSIM CTAHAAPTOB
0e30MacHOCTH U
PEryJIATOPHBIM HOpMaM
yepe3
aBTOMAaTHU3WPOBAHHBIHN
cOOp T0Ka3aTeIbCTB U
TeHEPAIMIO OTYETOB.

3anmanue 42

Hﬂ'l MK-11-

Moaenupyer cueHapuu
aTak Ha aBTOHOMHEIE
CHCTEMBI, BKJIIOYas
MOAMEHY CHUTHaJIa
(crrycunr), raymenne
(JvKaMMHUHT), TIepexBaT
YIpaBJICHUS U BHEAPECHHUE
BPEIOHOCHOT'O KOJIa.

3amanue 43

-2 e

BrenpsieT MeXxaHU3MBI
mudpoBaHUs U
ayTeHTH(UKAIINH B
paaroKaHaiax u CeTsax
nepenayvy JaHHbIX JJIst
obecrieueHns
KOH(HICHIIMATBHOCTH U
MOJUTMHHOCTH KOMaH]T
YIpaBJICHUS.

3ananue 44

WZ-3 e

[IpumeHsieT METOIBI
6e3omacHoit pa3paboTKu
(SAST, DAST) u
KOHTPOJISL BepCuit st
3amuThl 6opToBoro I10 ot
MoauduKam u
IKCILTyaTalUH
YSA3BUMOCTEH.

3anmanue 45

I/Iﬂ'4 MK-11

. Peammzyet mepsl ceTeBoi
3aIIUTHI (CETMEHTAINS,
MEXCETEeBOE
9KpPaHUPOBAHUE, CHCTEMBI
00OHapyKCHHS BTOPKCHUIT)

3amanmne 46

MIPOBOJUT aHAIH3 YIPO3
krbepOe30MacHOCTH AJIs
aBTOHOMHBIX CHCTEM,
MPOSKTHPYET U BHEAPSCT
MEpBHI 3aIUTHl Ha YPOBHAX
KaHaJa CBsi3u, OOPTOBOTO
110, nazeMHo
nH}ppacTpyKTypHI
YIPABIICHUS U ETIOYECK
MOCTaBOK, 00ecreynBast
LIEJIOCTHOCTb,
KOH(UIEHITHATLHOCTD U
JIOCTYITHOCTH CUCTEMBI




JUTSL HA3€MHBIX IICHTPOB
yIpaBICHUS
MOJIETAM I/ IBHKEHUEM.

I/IH-S MK-11-

PaszpabatsiBaer
HpOLIEAYPHI TIPOBEPKU
MPOUCXOKACHHS U
LEIOCTHOCTH
KOMIUTEKTYIOIINX Ha 3Tare
MPOU3BOJICTBA U TIOCTABKU
JUTSL UCKJTFOUCHHS
KOMIIPOMETAIINA Ha
anmapaTHOM YPOBHE.

3amanue 47

WZ-6 i1

O1eHuBaeT

3¢ (HEeKTHBHOCTB
pCATN30BaHHBIX MEpP
3aIUTHI Yepe3 MPOBEACHUE
[IEHTECTOB W aHaIu3a
3aAIUILEHHOCTH
aBTOHOMHOM CHCTEMBI KaK
€IMHOT0 KOMILIEKCA.

3anmanue 48

2.2. 33Haﬂlflﬂ, MO3BOJAIONIMEC OHCHUTb YMCHUS U HABBIKH, ITOJYYCHHBIC HA IPAKTHKE

DopmupyeMble KOMITETCHIINH, HHAWKATOPHI

Ko xoMmnerennmm

DopMyITUPOBKU

DopMyITUPOBKA 3aIaHUS

Hﬂ'l OIIK-1.

mproOpeTaTh
MaTeMaTHYECKHE,
€CTEeCTBEHHOHAYYHBIE,
COoIHaILHO-
SKOHOMHYECKHE U
npo¢eCCUOHANBHEIC
3HAHUS TSI PEIICHHUS
HECTaHAAPTHEIX 33/1a4, B
TOM YHCJIC B HOBOH HJIH
HE3HaKOMOM cpejie U B
MEXTUCIIUTIITTHAPHOM
KOHTEKCTE;

3amanue 1

I/Iﬂ'2 OIIK-1.

pa3BHUBAThH
MaTeMaTHYECKHE,
€CTECTBEHHOHAYUYHBIE,
COLIMANIBHO-
SKOHOMHYECKHE U
npoQeCCUOHANBHEIC
3HAHUS TSI PEIICHHUS
HECTaHJAPTHEIX 3314, B
TOM YHCJIC B HOBOH HJIH
HE3HAKOMOM cpejie U B
MEXTUCIIUTIITTHAPHOM
KOHTEKCTE;

3amganue 2

I/Iﬂ'3 OIIK-1.

NPUMEHSTh
MaTreMaTHYeCKHe,
€CTEeCTBEHHOHAYYHBIE,
COIHATbHO-
SKOHOMHUYECKHUE U
npoQeCCUOHANBHEIC
3HAHUS JIJISL PEIICHHS
HECTaHIAPTHBIX 337134, B
TOM YHCJIe B HOBOU WK
HE3HAKOMOM cpejie U B
MEKAUCIUTUTMHAPHOM
KOHTEKCTE

3aganue 3

CaMOCTOSATEIIFHO
MpUOOpEeTaeT, pa3BUBACT U
MIPUMEHSCT
MaTeMaTUYCCKUE,
€CTeCTBCHHOHAYYHEIC,
COIHMANTBHO-
9KOHOMHYECCKUE U
npodeccroHaNbHBIE
3HAHUS U PELIICHUS
HECTaHIAPTHBIX 33734, B
TOM YHCJIE B HOBOU WU
HE3HAKOMOM Cpesie U B
MEXTUCITUIUTHHAPHOM
KOHTEKCTe

I/Iﬂ' 1 OIIK-5.

paspabaTbIBaTh
MPOTPaMMHOE U

3amganue 4

PaspabatsiBaeT u
MOJICPHU3UPYET




anmapaTHoe o0ecreyeHue
MHPOPMAIMOHHBIX U

MPOTPaMMHOC U
arnmapaTHoe oOecrieueHue

aBTOMATH3UPOBAaHHBIX “H(OPMAMOHHBIX H
CHCTEM. aBTOMATH3UPOBAHHBIX
N-2 onkes. MOJIEpPHU3UPOBATH 3amanue 5 CHCTEM
MPOrPaMMHOE H
amnmapaTtHoe o0ecrieyeHue
WHPOPMAIMOHHBIX U
ABTOMATH3HPOBAHHBIX
CUCTEM
N-1 onkes. HCCIIEIOBAaTh OCHOBHEIE 3ananue 6 CaMOCTOSITEIIEHO
MOJIOKCHHUS CHCTEMHOMN MpHOOPETAET C TOMOIIBIO
WH)KCHEPUH B 00JacTu HHPOPMAIMOHHBIX
MOJYYCHUS, IepeIavy, TEXHOJIOTUH U UCTIONB3YET
XpaHCHHUS, TePePaOOTKH U B MPaKTUIECKOH
MIpeICTaBICHI JIEeATEITBHOCTH HOBBIC
nHbOpMaIH 3HAHWS U YMEHHS, B TOM
MOCPEICTBOM YHUCJIe B HOBBIX 00JIACTSX
MHPOPMAITMOHHBIX 3HaHHH, HETIOCPEICTBEHHO
TEXHOJIOTHH; HE CBSI3aHHBIX O cepoit
N-2 onkes. [IpumenHsieT Ha IPaKTUKE 3amaunue 7 NeATCILHOCTH
METOBI M CPEICTBA
CUCTEMHOU WHXCHEPHH B
00JTacTH MOTyYCHHUS,
nepeavyn, XpaHeHus,
nepepabOTKH 1
TpeJICTaBICHUS
nHbOpMaH
MOCPEICTBOM
MHPOPMAITMOHHBIX
TEXHOJIOTUH
NI-1 onk.7- WCIIOJIB3YET MPUHITUTIBI 3anmanue 8 MIPUMEHSIET MPU PEIICHUHU
MMOCTPOCHUS npodeccHoHaTBHBIX 33724
MaTeMaTHIECKUX MOJIEIICH METOJIbI M CPEJICTBA
MPOIIECCOB U 0OBEKTOB MOJTyYCHHSI, XPAHCHUS,
TIPY PEIICHUH 3324 nepepaboTKu U
aHaliu3a U CUHTE32 TPaHCISIIUY HHOOpMAITUH
pactpeeIeHHBIX MIOCPEACTBOM
UHPOPMAIMOHHBIX CUCTEM COBPEMCHHBIX
U CHCTEM ITOIICPIKKH KOMIBIOTEPHBIX
TIPUHSTHS PEUICHUH; TEXHOJIOTHH, B TOM YHCIJIC,
-2 onk.7. CTPOUT MaTeMaTHIECKUE 3amanue 9 B I7I00AIBHBIX
MOJICTIH JIJISl peaTu3aIiif KOMITHIOTEPHBIX CETSIX
YCTEIHOTO
(OYHKITHOHHPOBAHUS
pacTipeneIeHHbIX
UH(POPMAIMOHHBIX CUCTEM
U CHCTEM ITOIICPIKKH
TPUHATHS PEIICHUN
NI-1 pxo. OnuceIBaeT 00JaYHBIS 3aganue 10 MIPUMEHSIET IPUHLIMIIBI
pecypcehl, CEeTeBbIE "Nudpactpykrypa Kak
KOMITOHEHTBI U koxn" u "Kondwuryparus
BBIYHCJIUTEIILHBIC Kak kond'" s
MOIIIHOCTH Ha aBTOMAaTH3UPOBAHHOTO,
JIEKIIApaTUBHBIX S3BIKAX HJEMIIOTEHTHOTO,
koHurypamuit (HCL, 0€301MacHOTO 1
YAML, JSON) ¢ BEPCUOHUPYEMOTO
HCTIOJb30BaHUEM YIpaBIIEHUST 00JTaYHBIMH,
WHCTpYyMeHTOB Kitacca [aC THOPUIHBIMU CpeJaMy U
(Terraform, KOH(UTYypanusiMu NapKoB
CloudFormation, Pulumi). ABTOHOMHBIX YCTPOUCTB C
NI-2 nxoo. PaspabatsiBacT 3aganue 11 HCTO0JIb30BaHUEM




UJIEMIIOTCHTHBIC CIICHAPHUH
YIpaBICHUSL
KOHQUTYpausIMHI
(Ansible, Puppet, Chef)
JUISL HACTPOUKHU
OTIEPALIMOHHBIX CHCTEM,
npukinagHoro [1O u
0OPTOBOI'O MPOTrPAMMHOTO
o0ecreYeHHs aBTOHOMHBIX
YCTPOHNCTB

WZ-3 .

[IpumeHsieT cucTeMBbl
KOHTpoJIst Bepeuii (Git)
JUTSL XpaHCHUS,
BEPCHOHHPOBAHHUS H
COBMECTHOH pabOTHI HAJl
KOJIOM HH(GPACTPYKTYPHI U
KOH(UTyparmit

3anmanue 12

I/IH'4 MK-2.

Hurterpupyet nporeccel
pa3BepTHIBAHUS
HHPPACTPYKTYPHI U
MPUMEHEHHUS
KOH(UTypanunii B
nalnaaiHel HEIpPEepHIBHOM
MHTETPALUH U JOCTaBKU
(CI/CD)

3aganne 13

WZ-5 .

ObecrnieunBaer
0€301acHOCTh YIpaBIICHUS
HHPPACTPYKTYpOii depes
KOJI: BHE/IPSICT
CKaHUPOBAHKE KOJla Ha
YS3BUMOCTH, YIIPABIISET
CEKpeTaMH U pean3yeT
TIPUHITAI MUHIMAaIbHBIX
IPUBUJIETHH

3anmanue 14

WZ-6 .

Peammzyet GitOps-mogxon
JUTSL aBTOMATHYECKOM
CHHXPOHHU3aLUH
COCTOSTHHS
UHPPACTPYKTYPHI C
KoH(urypanuei B Git-
PENO3UTOPHH U
ycTpaHeHus aperda
KOH(UTYyparmit

3amanue 15

COBPEMEHHBIX
HHCTPYMEHTOB

U1 ngs.

OnpenensieT KIoYeBbIe
MOKa3aTes KauecTBa
obcmyxuBanus (SLI) s
Pa3INYHBIX KOMIIOHEHTOB
CEPBHCOB U aBTOHOMHBIX
cHucTeM (JIOCTYIHOCTB,
3a7epXKKa, TOYHOCTb,
LIEJIOCTHOCTD JaHHBIX).

3amanne 16

WZ-2 nics.

PaspabatsiBaeT 1ieneBbIe
YPOBHH 00CITYKUBAHU
(SLO) Ha ocHOBe OmM3HEC-
TpeboBaHUH 1
MIOJIF30BATENBCKUX
O0KHMJIaHHH, COTJIaCOBEIBAs
UX C 3aMHTEPECOBAHHBIMU
CTOPOHAMH.

3amanue 17

WJ-3 s

PaccunrtsiBaeT 010IKET
omm6bok (Error Budget)
KaK KOJIMYECTBCHHYIO

3amanne 18

KOJIHYECTBEHHO
OTIPENENSET, U3MEPSET,
aHAJIM3HUPYET M yIIPaBJISET
HAJIe)KHOCTHIO CEPBHUCOB U
ABTOHOMHBIX CHCTEM 4epe3
pa3paboTKy, MOHUTOPHHT
u cobmoaenne SLO, SLI,
pacyer u UCIOIb30BaHKE
Error Budget




Mepy JOIMyCTUMOTO
CHHYKEHUSI HAJIS)KHOCTU U
UCTIONB3YET €ro st
OalaHCUPOBKH
MIPHOPHUTETOB Pa3pabOTKH
Y OKCIUTYaTAI|H.

W-4 4.

HactpausaeT cuctemsl
cOopa ¥ MOHUTOPHHTA
metpuk (SLI) ¢
MOCTPOEHHEM JanOop/I0B
JUISL BU3yalTu3aluu
TEKYILETO COCTOSIHUSA
HaJIeKHOCTU U
OTOBEILEHUH TpU
IpUOTMHKEHUH K TpaHUIIaM
SLO.

3amanne 19

U5 nks.

AHanu3UpyeT THHAMUKY
cobmomenus SLO n
nmoTpebseHus 010 KETa
OLIMOOK JIJIsI BBISIBJICHUS
Y3KUX MECT U
MPOTHO3UPOBAHUS
MOTCHIMATBHEIX COOCB.

3amanne 20

WZ-6 nics.

IIpunumaer
000CHOBaHHBIC PEIICHUS O
3aMeJUICHUH WA
OCTaHOBKE BHE/IPCHHUS
HOBOTO (pyHKIIMOHAJIA TIPH
HcYepIiaHuu Or0KeTa
omuOOoK 1715 obecreueHust
CTaOMIILHOCTH CEPBHCA.

3amanue 21

WI-7 ngs.

Huterpupyet npoBepku
BIIMSHHS U3MEHEHHH Ha
SLO B mpormecchbl
HETIPEPHIBHON MHTETPAIUN
u noctasku (CI/CD).

3amanne 22

AT s,

Ormpezenser mokazaTenu
YCTONYHBOTO COCTOSIHUS
(steady state) cuctemsl n
(bOpPMYIHpYET TUIOTE3HI O
ee TIOBEJICHHUHU MTPU
Pa3NUYHBIX THIIAX OTKA30B

3amanue 23

I/Iﬂ'z IK-5.

IIpoektupyet
SKCIIEPUMEHTHI T10
BHEIPEHUIO cOOEB
(MHPPACTPYKTYPHBIX,
CETEBBIX, HATPY30YHBIX) C
KOHTPOJIMPYEMOIl 30HOH
nopaxenus (blast radius).

3amanne 24

WZ-3 s,

[IpoBOANT SKCTIEPUMEHTHI
10 TECTHPOBAHUIO
YCTOWYHBOCTHU C
UCIIOJIb30BaHUEM
MHCTPYMEHTOB chaos
engineering B TECTOBBIX U
production-cpenax.

3amanue 25

I/IH'4 IK-5.

AHamU3upyeT pe3yabTaThl
IKCIIEPUMEHTOB,
CoToCTaBIIsAs PaKTUICCKUE
METPHKHU C 0IKHIAEMBIMH,
U BBISIBISIET CKPBITHIE
YSI3BUMOCTH H CJIa0ble

3amanue 26

MPOCKTUPYET, IITAHUPYET
Y MIPOBOIHT
9KCTICPUMEHTHI 10
o0ecIieueHHIo 1 IPOBEPKE
YCTOIYMBOCTH CUCTEM




MecTa apXUTEKTYpHI

U5 ncs.

PazpabatsiBaet u
BHEJPSICT
KOPPEKTHPYIOIIHE MEPHI
10 UTOT'aM IKCIIEPUMEHTOB
(HacTtpoiika TaliMayTOB,
peTpaces, circuit breaker,
ONITHMU3ALHS
APXUTEKTYPHI).

3amanue 27

I/IH'6 IK-5.

IIpoBoauT NOBTOpPHBIE
SKCIIEPUMEHTHI IS
TOATBEP KICHHS

3 dexTuBHOCTH
BHE/IPCHHBIX H3MECHEHUH 1
TIOBBIIICHHS
OTKa30yCTONUNBOCTH

3amanne 28

W7 s,

HHTerpupyeT NpakTHKH
perysasipHOTO
TECTHPOBaHUS
ycroiunBocTH (chaos
engineering) B MPOIECCHI
pa3paboTku u
IKCIUTYaTaIllUH, BKIIIOYAst
ABTOMATH3AIHIO0 0a30BBIX
skcriepumerToB B CI/CD.

3amanue 29

aHATM3UPYET X
pe3ynbTaTHL,
(bopMynHpyeT U BHEAPSIET
KOPPEKTUPYIOLIIE MEPHI
JUIS TIOBBIIICHHS
OTKa30yCTOIUUBOCTHU U
YCTOWYHMBOCTH K COOSIM

U1 nge.

AHamu3upyeT XpOHUKY
COOBITHIT U TEXHIYECKHUE
METPUKHN HHIIUACHTA IS
BOCCTaHOBJICHUS TIOJTHOH U
JIOCTOBEPHOI KapTHHBI
MPOUCIICCTBUS.

3amanmne 30

WZ-2 nics.

IIpumMeHnseT MeToaBI
CHUCTEMHOTr0 aHanu3a (5
noyemy, TuarpaMmma
HWcukasel, ananus rpagos)
JUTS BBISIBIICHHUS KOPEHHBIX
(CUCTeMHBIX) IPUINH
cboeB.

3amanue 31

WJ-3 e

PazpabaTsiBaeT KOMIUIEKC
MIPEBEHTUBHBIX Mep 1
TEXHUYECKUX PEIICHUH,
HaIpaBJICHHBIX Ha
YCTpaHEHHUE BBIIBICHHBIX
KOPCHHBIX TIPUYHH U
MpeJOTBPAIICHUE
TOBTOPCHUSI MHITHICHTOB.

3amanne 32

MIPOBOIHT TITYOOKHIA
aHaJIM3 WHIMIECHTOB 110
MeToosioruu blameless
postmortem, BBISBISICT
CHUCTEMHBIC KOPCHHEIC
MIPUYHHEL, Pa3pabaThiBaTh
Y BHEIPSATH IPCBCHTUBHBIC
MEpEI

W7-4 nice.

ABTOMaTH3UpYET
npouecchl 00HapY)KEHUs 1
pearupoBaHUs Ha
MHIUJEHTEHI C
HCIIONIE30BAaHHEM
CKPHIITOB U CPEACTB
OPKECTpAaLH U1
COKpAILEHUS PyYHOTO
TpyJla ¥ BpEMEHH ITPOCTOS.

3amanue 33

WZ-5 nics.

JokymeHTupyer
pe3ysbTaThl aHAIH3a
MHIUICHTOB B (hopMaTe
blameless postmortem n
dhopmupyer 6a3y 3HaHUI
JUIS TIOBBIILICHUS
YCTOMYHMBOCTH OTIEpALIUA.

3ananue 34

ABTOMaTU3UPYET
MIPOLIECCHI pEarupOBaHUS
U yCTpaHEHUs PYTUHBI U
TTOBBIIIICHUS
YCTONYMBOCTH OTlepaliui




AZ-T s,

BrenpsieT HHCTPYMEHTBI
CTaTHYECKOTO aHaJH3a
6e3omacHocTH (SAST) B
MpoIecc pa3paboTKH ISt
ABTOMATHYECKOTO
BBISIBJICHUS ySI3BUMOCTEH B
MCXOJHOM KOJIe Ha dTare
pull request'os.

3amanue 35

T2 s,

Opranusyer
ABTOMATHYECCKOE
CKaHUPOBAHHC
3aBUCUMOCTEN U
CTOPOHHHX OHOIHOTEK
(SCA) st koHTpOIS
YSA3BUMOCTEHN B LIETIOYKE
nocraBku [10.

3amanue 36

I/Iﬂ'3 IK-8.

Ob6ecmeunBaeT
0e30MacHOCTh
KOHTEUHEPHOMU Cpeabl:
CKaHHpYeT 00pa3bl Ha
YS3BUMOCTH, UCTIOIB3YyeT
MUHHMAaJbHbIC 0a30BEIC
00pas3bl ¥ BHEAPSCT
MEXaHU3MBI
TOJIIMCHIBaHUS 00Pa30B.

3amanne 37

-4 s,

IIpoBoauT nUHAMUYECKUI
aHamu3 0e30IMacHOCTH
(DAST) 3amymieHHbIX
TIPHIOKEHUH B TECTOBBIX
M CTEH/KMHTOBBIX Cpeax
JUTS BBISIBIICHUS
yS3BUMOCTEHN B paHTaliMe.

3anmanue 38

-5 ncs.

CkanupyeT KoH(pHTypaun
HHPPACTPYKTYPHI KaK
koza (IaC) na
COOTBETCTBUC MOJUTHKAM
0€3011acCHOCTH M JIy4YIIUM
MPaKTHUKaM JI0 UX
PUMCHCHUS.

3amanne 39

WZ-6 s,

Wnterpupyet
UHCTPYMEHTHI
6e3omacaoctu B CI/CD-
NaurIaiiHpl, HaCTpauBas
ABTOMATHYECKHUE IIUTIO3HI
kagectBa (quality gates),
OJIOKHPYIOIIHE TIOCTABKY
npu 0OHAPYKCHUU
KPUTHICCKHIX
YSI3BUMOCTEH.

3amanue 40

-7 s,

MOHUTOPUT COCTOSHUE
6e3omacHocTH
KOHTEHHEPOB U
UHPPACTPYKTYPHI B
paHTaiiMe, BBIABIISA
WHIUJCHTHl 1 aHOMAJIBHOE
TIOBEJICHHE.

3amanue 41

WJI-8 g

ObecnieunBaeT
HeTpephIBHOE
COOTBETCTBHE (continuous
compliance) cuctem
TpeOOBaHUSIM CTAaHIAPTOB
0e30MacHOCTH U

3amanue 42

HuTerpupyeT NpakTUKH
0€30MacHOCTH Ha BCEX
JTamnax XU3HEHHOTO
[IUKJIa, BKITIOYast
CTaTUYECKHUH U
JNUHAMWYECKUN aHan3
KOJIa, aHAJIN3 YSI3BUMOCTEHN
3aBUCUMOCTEH,
0€30MacHOCTh
KOHTEHHEPOB 1 00JIaYHOM
nH}pacTpyKTypHI,
obecrieunBas
HETPEPHIBHOC
COOTBETCTBUE
TpeOOBaHUAM
0e301MacHOCTH




PETyIATOPHBIM HOpMaM
yepes
aBTOMAaTHU3MPOBAHHBIHN
cOOp T0Ka3aTeIbCTB U
TEHEPaNHIO OTYETOB.

Hﬂ'l MK-11-

Moaenupyer cueHapuu
aTak Ha aBTOHOMHBIE
CHCTEMBI, BKJIIOYast
MOZMEHY CHUTHaJIa
(crrycunr), raymenne
(JvKaMMHUHT), TIepexBaT
YIpaBJICHUS U BHEAPECHUE
BPEIOHOCHOTO KOJIa.

3amanue 43

-2 e

BrenpsieT MeXxaHU3MBI
MmUppPOBaHUI U
ayTeHTH(UKAIINH B
paaroKaHaiax u CeTsax
nepenayy JaHHbIX JJIs
obecrieueHns
KOH(QUICHIINATLHOCTH U
MOJTMHHOCTH KOMaH][
YIpaBJICHUS.

3ananue 44

WZ-3 e

[IpumensieT MeTo b1
6e3omacHoii pa3paboTKu
(SAST, DAST) n
KOHTPOJISL BEpCHit st
3amuThl 6opTosoro I10 ot
MoauduKae 1
9KCILTyaTalllH
YS3BUMOCTEH.

3anmanue 45

I/Iﬂ'4 MK-11

. Peammzyet mepsl ceTeBoi
3aIIUTHI (CETMEHTAINS,
MEXCETEeBOE
SKpaHUPOBAaHME, CHCTEMBI
00OHapyKCHHS BTOPIKCHUI)
JUTSL HA3€MHBIX IICHTPOB
yIpaBJICHUSL
MOJICTAM U/ IBFIKCHHUEM.

3amanue 46

L5 e

PazpabatsiBaet
HpOLEAYPHI TIPOBEPKU
MPOUCXOXKACHUS 1
IeJIOCTHOCTH
KOMIUIEKTYIOIUX Ha dTale
NPOU3BOJICTBA U IIOCTaBKU
JUISL NCKITFOYCHUS
KOMIIPOMETALlH Ha
annapaTHOM ypOBHE.

3anmanue 47

WZ-6 i1

O1eHuBaeT

3¢ (HeKTHBHOCTB
PCATN30BaHHBIX MEpP
3aIUTH Yepe3 MPOBEICHUC
[IEHTECTOB U aHaIu3a
3aAIUIIEHHOCTH
aBTOHOMHOM CHCTEMBI KaK
€IMHOT0 KOMILIEKCA.

3anmanue 48

MIPOBOIUT aHAH3 YIPO3
krbepOe30MacHOCTH AJIs
aBTOHOMHBIX CHCTEM,
MPOSKTHPYET U BHEAPSICT
MEpBHI 3aIUTHl Ha YPOBHAX
KaHaJa CBsi3u, OOPTOBOTO
110, nazeMHoi
nH}ppacTpyKTypHI
YIOPaBJICHUS U [ETOYCK
MOCTAaBOK, 00ecreynBast
LIEJIOCTHOCTb,
KOH(UIEHITHALHOCTD U
JIOCTYITHOCTH CUCTEMBI

3.

Mertonuyeckue MaTepualibl, OIpenesiionme

XapaKTepHu3yIOIIUX 3TaNbl (POPMHPOBAHUA KOMIIETCHLMI

[Iporieypa TPOXOXKACHUS YUEOHOM HKCIUTyaTallMOHHOM TIPAKTHKH BKIIOYaeT B ceOs
CIICAYIOIIMEC STallbl: OpraHu3anusa IMPaKTUKU, HOI[FOTOBI/ITG.HBHBII\/'I oTaIl, I/ICCJIGI[OBaTGJIBCKI/II\/'I oTaIl,
oTanm 00pabOTKM W aHamM3a WHQPOPMAIMH, TOJArOTOBKA oTdeTa. Ha KakaoM JTare NpakTHKH

npoueaypsl  OlleHHBAHUSA

Hu



OCYIIIECTBIIETCS TEKYIIMIA KOHTPOJIIb 32 IMPOIeCCOM (hOPMUPOBAHHST KOMITETSHITHIA.

Ha kaxngom orane mNpakTHKU OCYIIECTBISIETCS TEKYIIM KOHTPOJb 3a MPOLIECCOM
(hopMUpOBaHHST KOMITCTCHITHH.

[Ipennaraemple CTyIEHTY 3aAaHusi MO3BOJLSIIOT TpoBeputh kommereHimu OIIK-1, OIIK-5,
OIIK-6, OIIK-7, TIK-2, [TK-4, TIK-5, ITK-6, ITK-8, TTK-11.

[Tpu npox ok aAeHNUH PAKTUKU HEOOXO0IUMO:

[Ipu opranu3anuy NpaKTUKK:

- NPUCYTCTBOBATh HAa BCEX OpPraHU3AlMOHHBIX COOpaHMAX M KOHCYJbTALMAX TIO
MPaKTHUKE;

- MO3HAKOMUTBCS C IIPOrPaMMOi IPOXOXKICHUSI IPAKTUKHY,

- MOJIYYUTh TIOKYMEHTAIHIO IO MPAKTHKE (IIPOrpaMMy MPaKTUKU U JTHEBHUK MPAKTUKH C
HaIlpaBJIeHHEM Ha MPaKTUKY) B CPOKH, OIpe/IeNICHHbIE IPOTrpaMMON;

— MOYYUTh WHIUBHIYAJIbHOE 33[]aHUE y HAyYHOTO PYKOBOAUTENS IO TPAKTUKE U
COTIJIacoBaTh C HUM KaJeHIApHbIH T1aH pabOThI HA TEPUO TIPAKTHUKH.

B nepuo noAroToBUTENHHOTO 3Tara MpaKTUKU:

— AKTUBHO OBJIa/IeBATh MIPAKTUUYECKUMHU HaBBIKAMHU paboThI B cepe rnpodeccnoHaibHOM
JEeATETTBHOCTH;

- MOATOTOBKA U MPOBEAECHUE CEMUHAPCKUX U JIEKIMOHHBIX 3aHSITH.

- pa3paboTKa OILEHOYHBIX CPEACTB ISl peam3aii (opM KOHTPOJII B ydeOHOM
HPOLIECCE;

- MpOBE/IEHUE MEPONPUATHS B paMKaxX BOCIUTATENbHON M HayYHO-HCCIIEOBATEIBCKON
paboThI CTYIEHTOB MO COOTBETCTBYIOIMM Kadeapam.

Ha srane moarorosku oryera:

- oopMHUTh JHEBHUK 10 YCTAaHOBJICHHOH (popMe U cliaTh Ha Kadepy B CPOK HE MO3IHEE
5 AHeW mocie OKOHYaHUS TIPAKTUKH;

- MOATOTOBUTh OTYET MO TMPAKTUKE B COOTBETCTBUU C TPEOOBAHUSIMHU IPOTPAMMEI
NPaKTUKA W CBOCBPEMEHHO CHaTh PYKOBOAWUTENIO MPAKTHKOM WM Ha Kadeapy NpUKIaIHOM
UH(POPMATHKH;

— 3alIUTUTH B YCTAHOBIICHHBIE CPOKH OTUET 10 TIPAKTUKE.

[Tpu nmpoBepke 3a1aHus, OLICHUBAIOTCSI JOKYMEHTBI 00y9aroIIerocs:

OneHnBaroTCs CIeIyIOIIMEe KOMIIOHEHThI THEBHHKA:

- pa3OMBKa 10 JHSIM,

- MOHSITHOCTb, TIOJTHOTA, MTOJJPOOHOCTH OIUCAHHIA,

— HAIJISTHOCTh MJUTFOCTPATHBHBIX MaTEPHAIIOB,

- co0IroIeHrE TTPaBrIT 0(hOPMITCHUSI TEKCTa,

- 000CHOBAHHOCTb U 1L1EJIECO00PA3HOCTh BBHIIOJIHEHHUS UCCIIEIOBAHUIM,

- HaJIgre HeOOXOANMBIX CBEJICHUI ISl YCTAaHOBJICHHS KOHTAKTa C MPEACTABHTEIISIMH
npoMITHbHON OpTaHN3aINH.

[1pu mpoBepKe OTYETOB OLICHUBAIOTCS:

- KaJICHIaPHO-TEMATUYCCKHUIA TUIAH POX0XKICHUS TPAKTUKH;

- pa3BEepHYTHIC TIAHBI-KOHCIIEKThI MPAKTHYECKUX (CEMHUHAPCKUX) UIIN JICKIIMOHHBIX
3aHATUH;

- CaMOaHaJIu3 OJHOTO M3 MPOBEICHHBIX 3aHATHI.

[1o pe3ynbraTaM MPOXOKACHHUS PAKTHKH, PYKOBOJUTEIH [TOCIIE TIPOBEICHHOM
3aKIIFOYUTETBHON KOH(EPEHINH, IPEICTABISIET Ha Kadeapy MPHUKIaTHONH HHPOPMATHKH:

- HPOBEPEHHBIC U MOIMHCAHHBIC THCBHUKU O0YUYAIONIMXCSI O MPOX0XK/ICHUU HAYIHO-
MICCIIEZIOBATEIIbCKOM TIPAKTHKY;

- OTYET O NMPOBEJICHUH MPAKTUKH (BHITIOITHEHHE TIPOTPAMMBI IIPAKTUKH, CPOKH
HPOBEJICHUSI, KOJIMUYECTBO, MECTA TIPOXOKICHHUS);

- XapaKTePUCTUKH 00yJarOIUXCsl, TIOANMCAHHBIE PYKOBOIUTEIIEM;

- HUTOI'OBBIC BEAOMOCTH.



OTYETa;

HpI/I 3alIUTC O0TUYCTA OLICHUBAIOTCA:

II0JIHOTa, MaTCpHral, HOJ'Iy‘-IGHHBIﬁ B ITPOIECCE MPOXOKACHUA IMTPAKTHKH U BbIBOABI

KOPPEKTHOCTD U NMPAaBUJIbBHOCTD 3aIlIOJIHCHUS
HCIIOJIB30BAHUEC HOBBIX I/IH(i)OpMaI_[I/IOHH]':xIX N MHTCJUICKTYaJIbHBIX TEXHOJIOTHIA.
HaJIN4YUC KOHKPETHBIX I[OCTI/I)KCHI/Iﬁ o6yqa}0mer oCsl.



