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BBEJAEHUE

enpto m3yuenus aucuuruinHbl «llepcoHanbHas kuOEpOE30MacHOCTHY SBIIAETCS
nojiyueHre  0a30BBIX 3HAHMW M HABBIKOB, OXBAaThIBAIOIIMX Bce  00JacTH
kubepbe3onacHOCTH W MHGOPMAIMOHHON 0€30MaCHOCTH, CHCTEMbl 0O€30MacHOCTH,
ceTeByl0  0e30MacHOCTb, 0O€30MaCHOCTh  MOOWJBHBIX  YCTPOMCTB,  (PU3UYECKYIO
0e30MacHOCTb, dTUYECKHE U IMPABOBbIE TPEOOBAHMS, TEXHOJIOTUU U METOJIbI 3AIIUTHI U
MUHUMU3AIUHU TOCIIEACTBUI B X0Jie 0OecleueHusl NepcoHaIbHOM KrOepOe30nacHOCTH U
nH(OpMaIIMOHHOM 0€30MacHOCTH OM3HEeca.

3amavyaMu JUCITUTUTHHBI SBIISTFOTCS:

1. Os3HakomiieHHE C MHPOM KknOepOe30macHOCTH U MOTHBalUEN
KHOEPIPECTYITHUKOB ¥ CIICIIHAIUCTOB TI0 KHOEPOE30ITacCHOCTH.

2. V3yuenue sTHMYECKHX TpeOOBAaHUI U 3aKOHOB B 00JacTH HMH(DOPMAILMOHHON
0€30MacHOCTH U METO/I0B Pa3pabOTKH MOJUTHK 0€301TaCHOCTH;

3. Hzydyenme (QyHKIUI CHenuaaucToB MO KHOEpOE30MacHOCTH W KapbhepHBIX
BO3MOXHOCTEM.

4. Tlonmyyenue ¢hyHIaMEHTAIBHBIX 3HAHUN B PA3TUYHBIX 00JIaCTsIX 0€30MaCHOCTH.

5. Pa3BuTue yMeHMi, HaBBIKOB U CIHOCOOHOCTEHW ompenensiTh KubepaTaku U X
MIPU3HAKH, MPOIIECCHI U KOHTPMEPHI HHDOPMAITMOHHON O€30MTaCHOCTH.

6. IlpuoOpeTeHME HABBHIKOB IO YIPaBIEHUIO O€30MaCHOCTHIO, HCIOJIb30BAHUIO
CPEIICTB KOHTPOJISL, 3aIUTHl M TEXHOJIOTUH MUHUMU3AINH TOCTIEACTBUM;

Ofmas XapaKTepUCTHKA CAMOCTOSATEIbHON padoThI CTy/IeHTa

OCHOBHBIMH BUJAaMU y4eOHOH pPabOTHI MO JOCTHIKCHHIO PE3yJIbTaTOB OCBOCHUS
JTUCITUTUTMHBI  SBJITFOTCSL JICKITUW, TIPAKTHYECKUE 3aJaHus W CaMOCTOSITeNIbHas padora
ctyaenToB (CPC).

Ha J5ekmusx pacKpbIBalOTCSI OCHOBHBIC TIOJIOKEHWUS W TOHATHS — Kypca,
dhopMUPYIOTCS 3HAHUS B 00JIACTH JIOKYMEHTOBEICHHUSI.

[Ipuctynass Kk u3y4yeHUIO Y4eOHOW MUCIMIUIMHBI, HEOOXOIUMO O3HAKOMHUTBCS C
y4eOHON TTPOrpaMMOi, MTOJIYYUTh B OMOTMOTEKE PEKOMEHI0BAHHbBIE yUueOHbIE MOCOOUs, a
TaKkKe TMOJYYUTh Yy TMpenojaBaTelss B JJICKTPOHHOM BHJIE KOHCIEKTHI JICKIIHH,
METOJMYECKUE PEKOMEHJAIMU K MPAKTUYECKUM 3aJaHUsIM, 3aBECTU HOBYIO TETPaab JUIS
KOHCIIEKTUPOBAHMUSI JIEKIIMI U BBHITTOJTHEHHS MPAKTUYECKUX U PadoT.

JInst u3ydeHus TUCIUTIIMHBI TIPEIaracTcsl CIMCOK OCHOBHOW M JTOTIOJHUTEIHLHOM
mutepatypel. OCHOBHas JUTEpaTypa NpeIHAa3HA4YeHA IS OO0sS3aTEIBHOTO HM3YYCHHS,
JIOTIOJTHUTENIbHAS — TIOMOXET 00Jiee TIIyOOKO OCBOHMTH OTJAEIBHBIE BOMPOCHI, MOJTOTOBUTH
MCCJICIOBATENIbCKUE 3aJJaHUs U BBITIOJHUTD 33JIaHUS JIJIS1 CAMOCTOSATEIILHON pabOTHI.

B xome NEeKIMOHHBIX 3aHATHN CTYISHT OOs3aH OCYIIECTBIIATh KOHCIICKTUPOBAHHE
y4eOHOro Marepuana, ocoboe BHHMMaHHe, O0palias Ha KaTeropuu, (OpMyIHpPOBKH,
PacCKpBIBAIOIINE COJICPKAHUE TE€X WJIM WHBIX TMOHATHH, (PU3NYSCKUX SBJICHUH, IMPOIIECCOB,
s dexToB. B pabounx KOHCHEKTax >KeJIaTeIbHO OCTaBIATH IMOJS, HA KOTOPBIX CIEAYyeT
Jenath TMOMETKHM W3  PEKOMEHJIOBAaHHOW  JIMTEpaTyphbl, JOMOJHITH  MaTepual
MPOCIYIIAaHHOW  JIEKIMH, (POPMYJIMPOBATH HAYYHBIC BBIBOJIBI W  MPAKTUUYECKUE
pexoMenanuu. CTyICHT UMEET MPaBO 33]1aBaTh MPEMOIABATEII0 YTOUHSIIONTUE BOTIPOCHI C
IIEJIBIO YSICHEHUS TEOPETUUECKHX TTOJIOKEHUH, pa3pelleHusl CIIOPHBIX CUTYaIUN.

CamocrosiTenpbHas paboTa CTYJIEHTOB HaJ MaTepUaoM YYeOHOW HCIUTLTAHBI
SBJISICTCS. HEOThEMJIEMOM 4YacThi0 y4eOHOro Tmpolecca H JO/DKHA IPEArnojararh



yrayOneHne 3HaHus y4eOHOro Marepuala, M37araéMoro Ha ayJIWTOPHBIX 3aJaHUsX, U
npuoOpeTeHNE TOTOTHUTENbHBIX 3HAHUH MO OTJEIBHBIM BOIPOCAM CAMOCTOSTENIBHO.
OCHOBHBIMH ~ BUJAMU  CaMOCTOSATENBbHON pabOThl CTYIAEHTOB IO y4eOHOIl
JIUCLUUIUIMHE SIBISIOTCS:
— CaMOCTOSITENIbHOE BBIMOJIHEHHUE 33JaHHii TI0 3aJJaHHBIM TeMaM;
—  CaMOCTOSITENIbHOE H3yYeHUE Y4eOHOTO MaTepuaa Mo 3aJaHHbIM TeMaM;
OCHOBHBIMU METO/IaMHU CAMOCTOSITENILHON paOOThI CTYACHTOB SIBIISIOTCS:
1) nns oBnaneHUS 3HAHUSMU:
— uTeHHe TeKcTa (KOHCIEKTa JIeKIHMH, Y4eOHHKa, IOMOJHUTENBHON JHUTEpaTyphl) H
KOHCIIEKTUPOBAaHUE TEKCTa,
— paboTa c HOpMATUBHBIMH JOKYMEHTAMU;
— mnouck naopmanuu B UuTepHeT;
2) JUIS 3aKpEIUICHUS ¥ CUCTeMAaTU3aIH 3HAHUI:
— paboTa ¢ KOHCIIEKTOM JieKInu (00paboTKa TeKCTa);
— TmoBTOopHas pabora Hag Yy4yeOHBIM MarepuajoM (yueOHMKA, JOTOJHUTEIBHOM
JUTEpaTyphl, ClIaliaMu);
— COCTaBJICHUE IUUIaHA M TE3UCOB OTBETA WIM IpapuuecKkoe H300paK€HUE CTPYKTYpPbI
OTBETA;
— cocTaBJieHUE Ta0IUIl Ul CUCTEMAaTH3aluu Y4eOHOTO MaTepuana;
— UW3yYEHHE HOPMATHUBHBIX TOKYMEHTOB;
— OTBETHI HAa KOHTPOJIbHBIE BOIPOCHL;
3) st opMUpOBaHUS YMEHHIA:
— TOJTOTOBKA K MPAKTUYECKUM 3a/IaHUSM;
— pelieHue 3a7a4 U MPaKTUYECKUX 3a/1aHuH;
— TOJrOTOBKA OTYETOB I10 MPAKTUYECKUM 3aJaHUIM;
— pedaekcuBHBIA aHaTU3 NPOPECCUOHAIBHBIX YMEHH.
B caywae mnpomycka ydeOHOro 3aJaHus CTYJIEHT MOXKET BOCIOJIb30BAThCS
COJIEp)KaHUEM pPa3IMYHBIX OJIOKOB y4eOHO-METOJAMYECKOTO KOMIUIeKca  (JIeKLHUH,
NPaKTUYECKHUE 3a]aHMsl, KOHTPOJIbHbIE BOIPOCH! U T.J.) JUIsl CAMOTIOATOTOBKH U OCBOCHMSI

TCMBI. I[J'DI CaAMOKOHTPOJIA H€O6XOI[I/IMO HCIIOJIBb30BaTh  BOIIPOCBI HW  3aJaHUA,
npeararaCMbIC K IMPakKTUICCKUM 3aJaHUAM, a TaKKE BApUaHThI TCCTOBLIX 38,)13,HHI>1.

IHopsinok BBINOJIHEHUS CAMOCTOATEILHON PadoThI

MeToanyecKkue peKOMeHIaluM 110 padore ¢ y4eOHOH JIuTepaTypoit

[Ipu pabote ¢ KHUTOM HEOOXOAUMO MOAO0pATh JUTEPATYPy, HAYUUTHCS TTPABUILHO
€e uuTaTh, BeCTU 3amucu. [nsg mombopa nutepatypbl B OUOIMOTEKE MCIOJIB3YIOTCS
an(aBUTHBIN U CHCTEMATHYECKHUI KaTaJIoTH.

BaxxHO MOMHUTBH, YTO pallMOHAIbHBIC HAaBBIKM PAOOTHI C KHUTOM — 3TO BCEraa
00JIbIIast P)KOHOMUSI BPEMEHH U CHUII.

[TpaBuiibHBIN 1MOAOOP YYECOHMKOB PEKOMEHAYETCSl IMPENoJaBaTesieM, UYHUTAIOLUM
JeKIMOHHBIN Kypc. HeoOxomumass nuteparypa MOXET OBITh TakKe yKazaHa B
METOJIMYECKUX pa3paboTKax Mo JTaHHOMY KypcCy.

N3yyass marepuan mo y4eOHHKY, CIEAyeT MEPEXOAUTh K CIEAYIOLIEMY BOMPOCY
TOJIBKO TIOCIIE TPABUIILHOTO YSCHEHUS MPEAbIAYIIEro, ONUChIBasi Ha OyMare BCe BBIKJIAJIKU
Y BBIYMCIICHUS (B TOM YHUCIIE T€, KOTOPbIE B yU€OHUKE OIYIICHBI UM HA JEKUUU JaHbI 15
CaMOCTOSITEJILHOTO BBIBOJIA).



[Ipy wn3yyeHun rO0OOM JNHUCUMIUIMHBI OOJIBIIYI0O M BaXHYIO pOJb HWIPaeT
camMoCTOsITeNIbHAsI MHAUBHIyallbHAs paldoTa.

Oco0oe BHMMaHHE ClelyeT OOpaTUTh Ha OMNpEJIeJICHUE OCHOBHBIX MOHSATHI Kypca.
CtyaeHT [OKeH mNoApoOHO pa30upaTh MpPUMEpHI, KOTOpbIE TMOSCHSAIOT TaKue
ONpPENENICHUsl, U YMETh CTPOUTHh AHAIOTMYHBIE IPUMEPBI CAMOCTOATENBHO. HyXHO
N00UBAThCS TOYHOTO TMpPEACTaBICHUS O TOM, YTO HU3ydyaellb. [lole3HO COCTaBIATH
OMOpHbIE KOHCMEKTHI. [Ipu m3ydueHun martepuana mo y4eOHHKY IOJE3HO B TeTpaau (Ha
CHEIUAIbHO OTBEJACHHBIX IMOJISIX) JIOMOJHATH KOHCIEKT Jekuuid. Tam xe cremyer
OTMEYaTh BOIIPOCHI, BBIJIEJICHHBIEC CTYAEHTOM JJIsI KOHCYJIBTAI[UU C ITPENOAABATEIIEM.

BbIBOIBI, TOJlyYEHHBIE B pE3yJbTaTe HM3YyYEHHs, PEKOMEHAYETCS B KOHCIIEKTE
BBIJIEJISITh, YTOOBI OHU MPU NEPEUYNTHIBAHUY 3aIMUCEN JTy4lIe 3aI0MUHAIIHUCH.

OnpIT NOKa3bIBA€T, YTO MHOTUM CTYJI€HTAM MOMOTAET COCTABJICHHUE JINCTA ONIOPHBIX
CUTHAJIOB, COJEPKAILLEro BaKHEWIIME M HauOoJIee 4acTo YNoTpedssseMble (GOpMYJbl U
noHsTHs. Takoil IMCT OMOTaeT 3alOMHUTH (POPMYJIbI, OCHOBHBIEC MOJOXKEHHS JIEKIIUHU, a
TaK)K€ MOXET CIIY)KUTh [OCTOSIHHBIM CIIPABOYHUKOM JJIsI CTYJEHTA.

UreHne HAy4yHOro TEKCTa SIBJISIETCS YaCThIO IMO3HABATEIIBHOW JAesTenbHOCTU. Ee
1enb — W3BJIEUEHHE M3 TeKcTa HeoOxoaumon wuHpopmanuu. OT TOro Ha CKOJBKO
OCO3HaHHA YHUTAIONIMM COOCTBEHHAsi BHYTPEHHSII YCTAHOBKA TMpU OOpalleHuH K
MeYaTHOMY CJIOBY (HAMTH HYKHBIE CBEJICHUS, YCBOUTh MH(POPMAIUIO MOJHOCTHIO HIIU
YaCTUYHO, KPUTHUYECKH IPOAHAIM3UPOBATh MATEpUAl W T.II.) BO MHOIOM 3aBUCHUT
3¢ (HEKTUBHOCTD OCYIIECTBISEMOTrO JICHCTBUSI.

BbIIenstoT 4eTblpe OCHOBHBIE YCTAHOBKHM B UTE€HUH HAyYHOT'O TEKCTA!

MH()OPMAIIMOHHO-TIOUCKOBBIH (3a/1aua — HAalTH, BBIJEIUTH HCKOMYIO HH(OpMAIIHIO)

ycBauBaromias (yCUiaus 4YuTaTelsl HalpaBJICHbl HA TO, YTOOBI KaK MOXHO IIOJHEE
OCO3HaTh U 3alIOMHUTH KaK CaMU CBEACHUS, U3JIaraéMble aBTOPOM, TaK M BCIO JIOTUKY €ro
paccyxaeHui)

aHAIMTUKO-KPUTHYECKas (UUTATENb CTPEMHUTCS KPUTUYECKHA OCMBICIUTH MaTepua,
MPOAHAIIM3UPOBAB €T0, ONPEIEIUB CBOE OTHOILIEHHE K HEMY)

TBOpUEcKasi (CO3[aeT y 4YHUTaTelis TOTOBHOCTh B TOM WJIM HMHOM BHAE — Kak
OTMPABHOW MYHKT JJIsl CBOUX PACCYKJICHUI, KaKk 00pa3 Jyisi NEHCTBUS TI0 aHAJIOTUU U T.II.
— HCHOJB30BaTh CYXKICHHUS aBTOpa, XOJA €ro MbICiIel, pe3yiabTaT HaOII0ACHUS,
pa3paboTaHHYIO METOJIMKY, TOTOJHUTH UX, TOABEPTHYTh HOBOW MIPOBEPKE).

OCHOBHBIE BU/IbI CUCTEMATU3UPOBAHHOM 3aIIMCH ITPOYUTAHHOTO:

AHHOTUPOBAaHUE — IPENEIBHO KPAaTKOE CBA3HOE ONMCAHWE NPOCMOTPEHHOW WU
MPOYUTAHHON KHUTH (CTAThbH), €€ COJIEPKaHUsl, HCTOUHUKOB, XapaKTepa U Ha3HAUYCHHUS,

[InanHupoBaHre — KpaTkas JIOTUYECKas OpraHu3alus TEeKCTa, pPacKpbIBAIOIIAs
COJIEp’KaHME U CTPYKTYPY U3y4aeMOro MaTepuana;

Te3upoBaHue — JTAKOHUYHOE BOCIIPOU3BEICHUE OCHOBHBIX YTBEPKIEHUMN aBTOpa 0€3
MpPUBJICUYCHHS (PAKTUUECKOIO MaTepuaa;

[{uTupoBaHME — [OCIOBHOE BBINHUCHIBAHUE M3 TEKCTAa BBIJCPKEK, H3BIICUEHUH,
HanOoJiee CYIIECTBEHHO OTPAXKAIOIIUX Ty UM MHYIO MBICIb aBTOPA;

KoHcIeKTMpOBaHHE — KpAaTKOE€ M IOCJIEN0BATEIBHOE U3JIOKEHHE COIAEPIKaHUS
MIPOYUTAHHOTO.

KoHCIIeKT — CIOXHBIA CMOCO0 H3JIOKEHUS COJACpPXKAHWUS KHUTH WIW CTaTbU B
JIOTHYECKOU MOCiIe10BaTeIbHOCTH. KOHCIIEKT akKyMyJIUpyeT B cebe Mpelblayliue BUAbI
3aMKCH, TO3BOJISIET BCECTOPOHHE OXBATHTh COJIEPKAHUE KHUTH, cTaThH. [loaTOMY yMeHue
COCTaBJIAThH ILJIaH, TE3UCHI, J€1aTh BBIMUCKU U JIPYTU€ 3alUCU ONPEACIISIET U TEXHOJIOTHIO
COCTABJICHUS KOHCITIEKTA.



Mertoanyeckue peKOMEHALNH 110 COCTABICHUIO KOHCIIEKTA:

1. BHHMaTenbHO MNPOYHATANTE TEKCT. YTOYHUTE B CHOPABOYHOW JIUTEPATYpE
HENOHATHBIE ciioBa. Ilpu 3anucu He 3a0ynbTe BBIHECTH CIPABOYHBIE JAHHBIE HA IOJI
KOHCIIEKTa,

2. Belienute riaaBHOE, COCTAaBbTE ILJIAH;

3. KpaTtko copmynupyiiTe OCHOBHBIE IIOJIOKEHUS TEKCTA, OTMETHTE aPTyMEHTALIUIO
aBTOPA;

4. 3aKOHCIEKTUpYHTE MaTepuall, YEeTKO cleqys IyHKTaMm IuiaHa. Ilpwu
KOHCIIEKTUPOBAaHUN CTapalTeCh BBIPA3UTh MBICIb CBOMMM CIOBAaMHU. 3alMCH CIEAYET
BECTH YETKO, SICHO.

5. I'pamoTHO 3anuceiBaite 1UTatbl. LluTHpys, y4YUTHIBaliTE JaKOHUYHOCTb,
3HAYMMOCTB MBICJIH.

B TekcTe KOHCIEKTa KeNaTesIbHO PUBOJINUTH HE TOJIBKO TE3UCHBIE IOJI0KEHUSA, HO U
uX JokazarenbcTBa. [Ipu odopMieHnH KOHCIEKTa HEOOXOAMMO CTPEMHUTHCS K €MKOCTH
KOKJIOTO MNpeJIoKeHns. MpICIi aBTOpa KHUTH CJEAYyeT HM3Jararb KpaTko, 3a00TACh O
CTWJIE Y BBIPA3UTEIBHOCTH HAIMCAHHOTO. YMCIIO TONOJHUTEIBHBIX 3JIEMEHTOB KOHCIIEKTa
JOJDKHO OBITh JIOTMUECKH OOOCHOBAHHBIM, 3allUCH JIOJDKHBI  paclpelessiTbesl B
OIIPEIECIICHHON IIOCJIEI0BATEIILHOCTH, OTBEYAIOIIEW  JIOTMYECKON CTPYKTYypE
npousBesneHus. [ yTouHeHus U TONOJHEHUS] HEOOXO0AMMO OCTaBIISATh MOJIS.

OBnaneHue HaBBbIKAMHU KOHCIIEKTUPOBAHUS TpeOyer OT CTyJEeHTa
LEJIeYCTPEMIICHHOCTH, IOBCEAHEBHON CaMOCTOSITENIbHOM pabOTHI.

CamocTosiTeIbHOE H3YUEHHUE TeM JIeKIM

Nen/m | Temsl U1t CAaMOCTOSITENILHOTO U3YIEHUS Pexomenayembie ncrounnku nHGopmauu (Ne
HMCTOYHHKA)
OcHosHnas | [Jononuuren | Metoguu | WuTepHer-
bHasl eckast pecypchl

1. Tema: Kubep6e30macHOCTh: MU 1 1 1-2 1-4
HKCIEPTOB U NMPECTYIHUKOB.

2. Tewma: Ky0 kubep6e3onacHOCTH. 1 1 1-2 1-4

3. Tema: CoiicTBa IPOTUBOAEHCTBUSA 1 1 1-2 1-4
yrpo3am KuoepOe30MmacHOCTH.

4, Tema: Yrpo3sl knbepOe30macHOCTH, 1 1 1-2 1-4
YSI3BUMOCTH M aTaKH.

5. Tema: Crioco0sl 31Tl HTHOPMALIUU 1 1 1-2 1-4
OTPaHUYEHHOTO JOCTYNA.

6. Tema: Crioco6sl o0ecrieueHus 1 1 1-2 1-4
IIEJIOCTHOCTH JIAHHBIX.

7. Tema: KoHIenmus «Isith IeBSITOKY. 1 1 1-2 1-4

8. Tema: 3amura ypoBHeil obecrieueHus 1 1 1-2 1-4
k10ep0e30MacHOCTH.

9. Tema: CnienianucTsl B 001acTH 1 1 1-2 1-4
k10ep0e30MacHOCTH.




3ananme 1. Unentudguxanus yrpos
eau 3aganus
B pesynbraTe HacTosero 3aJaHUs U IMOCIEAYIONIIEH CaMOCTOSATENBHOM pPabOTHI CTYIEHTHI
JOJDKHBI:
1.  3axpenuth MaTepual, MOJYYECHHBII HA JEKIUOHHBIX 33/JaHUSAX.

2. Ymern HaCTpanBaTb 0a30BbIe KOMIIOHEHTHI CCpBECpa.

3.  IlpuobOpectn HaBbiku pasBepTbiBanus cinyx0 FTP, amextponnoi moutsi, DNS,
NTP, AAA u BeO-cimy)0bl Ha HECKOJIBKHUX CepBepax.

4.  TlpuoOpecTr HaBBIKM aHAIM3a U 000OIIECHUS TIOTYyYECHHBIX PE3YyJIbTAaTOB.

Y4yeOHbIe BONIPOCHI 3a1aHUS

1. Hacrpoiika FTP-cepsepa

2. Hacrpoiika Be6-cepBepa

3. Hacrpoiika cepBepa 371€KTPOHHOM MOYTHI

4. Hactpoiika DNS-cepBepa

5. Hactpoiika NTP-cepsepa

6. Hactpoiika cepsepa AAA

OO6opynoBaHue U MaTepHaJbl

1K ¢ ycranoBnennbsim Packet Tracer

OO0mme cBeeHust/cleHAPUIA

Bremonusiss 5T0 3amaHuie, Bbl HacTpouTe 0a30Bble KOMIIOHEHTHI cepBepa. Hacrtpoiika [P-B
COOTBETCTBUHM C TaOuuiei ampecaruu. I[lonb3ysich Biiaakoit Services (CmyxObl), BbI BBITOJTHHUTE
pasBepThiBanue cnyxx6 FTP, snextponnoit moutsl, DNS, NTP, AAA u BeOG-cayx0bl Ha HECKOJIbKUX
cepBepax.

Tabauna agpecanuu

Macka Caiir
YcrpoiicTBo IP-agpec MOJCeTH
Cepsep FTP/Web 10.44.1.254 255.255.255.0 Metropolis Bank HQ
Cepsep Email/DNS 10.44.1.253 255.255.255.0 Metropolis Bank HQ
Cepep NTP/AAA 10.44.1.252 255.255.255.0 |Metropolis Bank HQ
Cepsep  PE3CPBHOTO | 41 44 9 954 | 255.255.255.0 [Gotham Healthcare Branch
KOMMPOBaHUs (aiinos

Hactpoiika FTP-cepBepa
AxTuBauus cayxono1 FTP.
a.  Orkpoiite oobexT Metropolis Bank HQ u BeiGepute cepsep FTP/\Web.

b.  Tlepeiinure Ha Bknaaky Services (Ciyx0sbl) u BeiOepute pazaen FTP.

Cc. Bxmouute cinyx0y FTP ¢ moMoripio ceJeKTUBHOM KHOMKHU, KOTOpasi HAXOAUTCS B
BEPXHEHN YACTH OKHA.

IIpenocraBbTe mosb3oBaresam gocryn k FTP-cepsepy.
a. CospmaiiTe ydeTHBIC 3amUCH MOJb30BaTeneil ¢ mMmeHamu bob, mary u mike,
Ha3HAYMB KaXIOW M3 HUX Maposb CiSC0123.

b. Kaxknas yuerHas 3ammch JODKHA WMeTh moiHble paspemenuss (RWDNL) Ha
noctyt k cepepy FTP/Web.

Hacrpoiika Bed-cepBepa
AxkTuBanus cayxoer HTTP.
a.  Orkpoiite oobexT Metropolis Bank HQ u BeiGepure cepsep FTP/\Web.

b.  Tlepeitnute Ha Bkanky Services (Ciyx0bi) u Beioepute HTTP.

c.  Bxumounre ciyx661 HTTP u HTTPS ¢ noMoripio ceneKTUBHBIX KHOMOK, KOTOpBIE
HaxOoJATCs B BEPXHEU 4aCTU OKHA.



IIpoBepka padorocnocodnoctu cay:x061 HTTP.
a.  BoiOepure xommbiotep ¢ mmenem "Sally" m mepeiiaute Ha Briagky Desktop
(Pabouwntii cro).

b. Ilenkuure 3mauoxk Web Browser (bpaysep). Ilepeiinure Ha BeO-caift
WWW.CISCO.corp.

c.  Ilomp3ysce BeO-Opaysepom, nepeiaute 1o IP-anpecy 10.44.1.254.

IIpeanonoxum, nepexoxn no IP-axpecy mpoucxoauT KOPPEKTHO, HO IIPU 3TOM HEBO3MOXKHO
BBINOJIHUTH [1€PEXO0/]] C UCIOIb30BAHNUEM ITOJHOTO JOMEHHOI'0 UMEHHU. B uem MoxeT ObITh IpuynHa?

Hacrpoiika DNS-cepsepa
AxTuBanus ciay:x061 DNS.
a.  Orkpoiite oobexT Metropolis Bank HQ u BeiGepute cepsep Email/DNS.

b.  Tlepeitnute Ha Briaanky Services (CiayxObi) u Beioepute DNS.
C.  Bxmouute ciyx06y DNS ¢ moMoIbI0 CeJICKTUBHOM KHOIKK B BEpXHEH YacTH OKHA.

Co3nanme 3anuceit DNS A.
a.  Cospnaiite 3amuce A email.cisco.corp ¢ IP-ampecom 10.44.1.253. Haxxmure Add
([Io6aBUTB), YTOOBI COXPAHHUTH 3aAITUCH.

b.  Coznpaiite 3ammce A WWW.Cisco.corp ¢ IP-agpecom 10.44.1.254. Haxwmure Add
([o6aBuTB), 4TOOBI COXPAHUTH 3AIUCh.

IIpoBepka padorocnocodHocTH cay:k0b1 DNS.
a.  Boibepute xommbiotep ¢ ummenem "Sally" u mepeiiaute Ha Biiaaky Desktop
(Pabouuii cro).

b. Ienxkuute 3uadoxk Web Browser (Bpaysep). Ilepeiimure Ha BebO-caiit
WWW.CISCO.corp.

[ToueMy MoOIB30BATENb YCHENIHO MEPEXOIUT MO YKa3aHHOMY MOJHOCTHIO KBATH(PUIIMPOBAHHOMY
UMEHU JToMeHa?

Hacrpoiika cepBepa 31€eKTPOHHOH NMOYTHI
AKTHBaIHUsI CEPBHCOB 3JIEKTPOHHOI MOYTHI.
a.  Ortkpoiite 00bexkT Metropolis Bank HQ u Beibepute cepsep Email/DNS.

b. Tlepeiimure Ha Briagky Services (CmyxObl) u BbiOepure pasgen EMAIL
(OnexTpoHHas MoYTa).

Cc.  Bxmounte cinyx0b1 SMTP u POP3 ¢ momolpio CeleKTUBHBIX KHOIOK, KOTOpBIE
HaXOJATCS B BEPXHEHN YaCTH OKHA.

Co3znaiiTe 1Ji1s1 moJib30BaTeJieil yueTHbIe 3alIUCH 3JIEKTPOHHOM MOYTHI.
a.  Cospnaiite moMeHHOE UMs CISCO.COrP.

b. Co3naiite yueTHble 3ammcu Tonb3oBarened ¢ mmenamu phil, sally, bob, dave,
mary, tim u mike, Ha3Ha4YMB Ka)X10W Y4ETHOH 3amucu naposb Cisc0123.

Hacrpoiika no/ib30BaTe1bCKUX KJIMEHTOB 3J1eKTPOHHOM NMOYTHI.
a.  BoiOepure xommbiotep ¢ umenem Sally u mepeiimure nHa Bkiaamky Desktop
(Pabouwii cromn).

b. Ilenkuute 3Hauok Email (DnexTpoHHas mo4ra) W BBEOUTE CIETYIOUIYIO
nH(pOpPMALIHIO.



Name (MUwms): Sally
Email Address (Anpec anekrponnoii moutsl): sally@cisco.corp
Incoming & Outgoing Email Server(s) (cepsep (-bI) BXOASIICH W HCXOIAIICH TMOYTHI):
email.cisco.corp
Username (umst monb3oBateds): sally
Password (mapoJs): €isc0123
c.  IloBropure mar 3b Ha kommbroTepe ¢ uMeHeM Bob, 3amenus ums sally na bob.

[Touemy amnst pabOTHI cepBUCA AIEKTPOHHON MOYTHl HEOOXOANMO OJHOBPEMEHHO aKTHBHPOBATH
ciryx661 SMTP u POP3?

Hacrpoiika NTP-cepBepa
AxTtuBanus cay:xk0s1 NTP.
a. Otkpoiite 00bexT Metropolis Bank HQ u Beibepute cepsep NTP/AAA.

b. Ilepeiinute Ha Briaaky Services (CimyxObi) u BiOepute NTP.

C. Bximounte cimyx0y NTP ¢ momomipto CEleKTUBHOW KHOTKH B BEpXHEH
4acTU OKHA.

3amura cayxob1 NTP.
a. Bxumrounte ¢ynknuio ayreHtudukamuu NTP ¢ moMomipbio COOTBETCTBYHOLIEH
CEJIEKTUBHOM KHOIIKH.

b.  Hasuauste ximouy Key 1 maposb Cisco123.

Hacrpoiika AAA-cepBepa
AKTHBanMA Cayx0b1 AAA.
a.  Orkpoiite oobext Metropolis Bank HQ u BeiGepute cepsep NTP/AAA.

b.  Ilepeiimute Ha BkIaaky Services (Ciyx0b1) u Beioepute AAA.
Cc.  Bxiouwnre ciry:x0y AAA ¢ IOMOIIBIO CEJICKTUBHON KHOITKY B BEPXHEW YaCTH OKHA.

CereBasi koHpurypauus AAA.
a.  Bmemurte ums Client Name (ums xkimenta) HQ _Router, agpec Client IP (IP-aapec
kiaurenTa) 10.44.1.1 u maposns Cisco123. Haxxmute Add ([Jo6aBuTh), 4T00BI COXPAHUTH MapaMETPhI
KIIMEHTA.

b.  Hacrpoiite yuerHyro 3amuch monb3oBarenss AAA admin ¢ maponem Cisco123.
Haxxmute Add (J100aBUTE), 4TOOBI COXpaHUTH HH(POPMAIIHMIO O MOJIb30BaTEIIE.

Ilpeasaraemslii cnocod noacyera 6aJJioB

MaxkcumajibHoe
laru 3apaGoTanHble
Bonpocs! 3aganus KOJIN4Y€eCTBO
BOIIPOCa 0aJLIbI
0aJ10B
Bomnpoc 2. Hactpoiika Be6-cepBepa | Illar 2 2
Bompoc 3. Hacrpoiika DNS-
cepsepa [ar 3 2
Bompoc 4. Hacrpoiika cepsepa
AJIEKTPOHHOM MOYTHI [ar 3 2
Bonpocsl 6
Bbana Packet Tracer 94
O01mee yncao 6a/110B 100

KoHnTpoJbHBIE BOPOCHI
1. ITpennonoxum, nepexoxn mo IP-agpecy mpoucxoauT KOPPEKTHO, HO IIPU 3TOM HEBO3MOKHO
BBINOJIHUTH NEPEXO/] C CIOIb30BAHNUEM ITOJIHOTO JJOMEHHOTO MMEHU. B ueM MoskeT ObITh mpuunHa?



2. Tlouemy monb30BaTelb  YCHEUIHO  MEPEXOAUT MO  YKa3aHHOMY  IOJHOCTHIO
KBIN(ULIHPOBAHHOMY UMEHU JIOMeHa?

3. Tlouemy gmmst paboThl cepBUCA DSIEKTPOHHOH TMOYTHI HEOOXOAMMO OJHOBPEMEHHO
akTUBUpPOBaTh cIy’k061 SMTP u POP3?



3ananmne Ne 2. O0meHue B Kudbepmupe
eau 3aganus

B pesynbraTe HacTosero 3agaHus U IMOCIEAYIONIIEH CaMOCTOSATENBHOM pPabOTHI CTYIEHTHI
JOJDKHBI:

1.  3akpenuth MaTepHai, NOJyYEHHbIM Ha JIEKLIMOHHBIX 33aHUSX.

2. YMeTb nepeaaBarh IEKTPOHHbBIE COOOLIEHUS OT M0JIb30BaTEIs K MOJIb30BATEIIIO.
3. IlpmobpecTtn HaBBIKK BHITPY3KH (haidiioB Ha cepBep / ¢ cepBepa 1o npotokoixy FTP.
4.

YMeTh OCYLIECTBISTh YIAJIEHHBIM JTOCTYIl K MapUIpyTH3aTOPy KOPIIOPATUBHOW CETU
o porokoiy Telnet.

5. YMerb OCYIIECTBIATh YAAIEHHBIM JOCTYN K MapLIpyTU3aTOpy KOPIOPAaTHUBHOM CETH
1o nporokoiny SSH.

6. IIpuoOpecTr HABBIKK aHAIM3A U OOOOIICHHUS ITOTYYCHHBIX PE3YIIBTATOB.

Y4eOHbIe BONIPOCHI 3a1aHUS
1. [lepenaua >1eKTPOHHBIX COOOIIECHHI OT MOJIH30BATEINS K MOJIH30BATEINIO.

2 Beirpyska ¢aiinos Ha cepBep / ¢ cepBepa o nporokory FTP.
3. YnaneHHBIH JOCTYI K MapIIPyTU3aTOPy KOPIIOPATHBHOM CETH 10 ipoTokoiy Telnet.
4

VY paneHHbIi JOCTYN K MapUIpyTHU3aTOpy KOPIOPATUBHOM ceTu 1o npoTokony SSH.

OOopynoBanne U MaTepuasbl

1K c ycranosnennsim Packet Tracer

OO01mue cBeIeHNA

BeimonHsist 3T0 3aaHue, BBl 00ECIIEUUTe OOIICHUE Yepe3 YAAJIICHHBIC CeTH C TIOMOIIBIO OOIIHX
ceTeBbIX cepBHcoB. Hactpoiika [P-anpecannu, cetu 1 CepBUCOB B COOTBETCTBUU C TAONHIICH aJpecaiii.
Bbl  Oynere monb30BaThcsd  KIMEHTCKUMHM — yCTPOWCTBAMH, KOTOpPbIE HAXOJSATCS B Pa3IMYHbIX

reorpaduyeckux pervoHax. C STUX YCTPOMCTB BBl OyneTe MOAKIIOYATHCA K JIPYTHMM KIMEHTCKUM
YCTPOMCTBAM U CEPBEpPAM.

Tabdauua agpecanuu

Yactubiii | O0menoctynublii | Macka
YcrpoiictBo IP-aapec IP-aapec NOACeTH Caiit

Cepsep FTP/Web 10.44.1.254 | 209.165.201.3 255.255.255.0 | Metropolis Bank HQ
Cepsep Email/DNS | 10.44.1.253 | 209.165.201.4 255.255.255.0 | Metropolis Bank HQ

Cepsep NTP/AAA | 10.44.1.252 | 209.165.201.5 255.255.255.0 | Metropolis Bank HQ
CepBep pe3epBHOIO

KOTIUPOBAHUS 10.44.2.254 | — 255.955.255.0 Gotham Healthcare
. Branch
daitnos
Yuebuwrii Bonpoc 1: Ilepexaya  3J1€KTPOHHOIO  COOOLIEHHsT  OT

moJIb30BaTeJid K IM0Jb30BaTEII0

Ilar 1: OTKpolTE KIHEHT 3J1eKTPOHHOM MOYThI HA KOMIIBIOTEPE M0JIb30BaTE/IsA
Mike.

d.  Orkpoiite oobexT Gotham Healthcare Branch u BeiGepure koMnbroTep ¢ IMEHEM
Mike.

e. Ilepeiinure ma Bikiaaky Desktop (PabGouwnii cron) u menkaure 3Hadok Email
(OnexTpoHHas MoyYTa).

Mlar 2: OrTnpasBka 3JIEKTPOHHOIO CO001IeHH MMOJIb30BaTe a0 Sally.

a.  Haxwmure kHonky Compose (Co3mats), 9T00bI O31aTh dJIEKTPOHHOE COOOIIEHHE.



b. B mnone To: (Komy:) BBenute anpec sally@cisco.corp.

B nosne Subject: (Tema:) BBeaute Tekct "Urgent- Call me".
B nosie Message (Coo6rienue) Beenute ciaenyromuii Texct. "Call me when you are free today
to discuss the new sale.”
Cc.  Haxwmute knonky Send (OTtmnpaButh), 4ToOBI OTIPABHUTH 3JICKTPOHHOE COOOIICHHE.

[To xakOMy IPOTOKOJTY MUCHEMO OBLIIO OTIPABIIEHO HA CEPBEP DIEKTPOHHOM MOYTHI?

Hlar 3: IIpoBepka mouThl MoJib3oBaTesem Sally.
a.  Ortkpoiite 00bexT Metropolis Bank HQ u BeiGepuTe koMmbroTep ¢ numeHem Sally.

b. TIlepeiimute Ha Bkiaaky Desktop (PaGoumit cronm) u menkaure 3Hadok Email
(OnexkTpoHHas MOYTa).

c.  Haxmure xHonky Receive (ITomyuuts), 4TOOBI MOJYYUTh HCHMO, OTIIPABICHHOE
nojas3oBareneM Mike.

ITo kakoMy IPOTOKOJY MUCHMO OBIIO MOJYYEHO C CepBEpa NEKTPOHHOM OUTHI?

Yu4eOHbl1ii Bonpoc 2: 3arpy3ka ¢aiijioB Ha cepBep no nporokoay FTP

Ilar 1: Hacrpoiika aHaau3aTOpa NaKeTOB Ha  mepexBaTrT  Tpaduka
COOTBETCTBYIOLIEr0 NMOPTA.

d.  TIlepeiiaute k reorpaduyeckoMy (KOPHEBOMY) BUIY, YTOOBI MPOCMOTPETh BCE TPHU
YAQJICHHBIX 00BEKTA.

e.  BriOepure ananmuzarop tpaduxa Cyber Criminals Sniffer.
f. Bri6epute mopt Portl, utoOs1 nepexBaThiBaTh MaKEThl HA 3TOM TOPTE.

g.  OcraBbre ananu3atop tpaduka Cyber Criminals Sniffer otkpbIThiM U BHIUMBIM
710 KOHIIA 3TOM 4acTH pabOThI.

Ilar 2: Yapanennoe noakiaodenue k FTP-cepsepy.
a.  Orkpoiite oobekT Healthcare at Home u BeiGepuTe kommbroTep ¢ nMeHeM Mary.

b. [Mepeiinute Ha Brimaaky Desktop (Pabouwii cron) u menkaute 3Hadok Command
Prompt (Komangnas ctpoka).

c. Tlomkmrountech k cepepy FTP/Web oowexta Metropolis Bank HQ. [Iis storo
BBeauTe komanay ftp 209.165.201.3 B kOMaHIHOM CTPOKE.

d.  Bseaurte ums mosib3oBaTenss Mary u maposn Cisco123.
Ilar 3:  3arpysure ¢aiia na FTP-cepsep.

d. B komanmHyro CTpoKy c¢ mojnckaskoii ftp> Beemure komanmy dir, 4YTOOBI
MIPOCMOTPETH CIHUCOK (paiiioB, xpanaumxcs Ha ynanenHom FTP-cepsepe.

e. Y mnonp3oBarenss Mary umeercs ¢aitn ¢ koH(uIeHIMANbHOM HHpOpMaruei o
HOBBIX KJIMEHTAX MEIUIIMHCKOTO YUPEKICHUS.

3arpysute Qaiin  newclients.txt na FTP-cepBep. /[lms »storo BBemuTe KomaHmy put
newclients.txt.
f. B xoMaHaHy CTPOKY ¢ mojcka3koit ftp> BBeaute komanay dir, 4ToObI YOSIUTHCS
B TOM, uTo (aitn newclients.txt Teneps Haxoaurcst Ha FTP-cepBepe.

[Touemy 3arpyska no nporokony FTP cuntaercs HebezonacHbM ciocobom nepenauu ¢aiinos?



mailto:sally@cisco.corp

Ilar 4: Anaumu3 FTP-tpaduka.

a.  Ilepeiinure x reorpaduueckoMy (KOPHEBOMY) BHJY, YTOOBI IPOCMOTPETH BCE TPU
YAQICHHBIX 00BEKTA.

b.  Bsibepute ananuzarop tpaduka Cyber Criminals Sniffer.

c.  Ha Bkmanke GUI (I'paduueckuii unTepdeiic) ciepa BeIOEpHUTE MEPBBIN JOCTYTHBINA
FTP-naker. Ilocme 3TOro MOJHOCTHIO MPOKPYTUTE BHHU3 COJACPKUMOE OKHA, OTOOPaKaeMoro
crpasa.

Kakas ungpopmanus n3 FTP-3aronoBka orodpaskaeTcst B BUe OTKPHITOTO TeKcTa?

d. CneBa BwIOcpuTe BTOpOM moctymublii FTP-maker. Ilocie 3TOro moiIHOCTHIO
MIPOKPYTUTE BHU3 COIEPKUMOE OKHa, oToOpakaemoro crpaBa. [loBTopute Te e OEHCTBUS C
tpetbuM FTP-nakeTom.

e. Kakas xondpunennmanbuas wuHpopmanus u3 FTP-3aronmoBka (moMumMo HMEHH
I10JIb30BATENs) 0TOOpaKaeTcs B BUAE OTPBITOIO TEKCTa?

Y4eOnbl1ii Bonpoc 3: Ynanenublit AOCTYI K MapIIPYTU3aTOPy
KOpPIOPaTHUBHOM ceTH 1o nporoko.Jy Telnet

Illar 1: YaajgeHHoe MOAK/JIWYeHHE K MAPIIPYTH3aTOPY KOPNOPATHBHOI CETH.
d.  Orkpoiite oobekT Healthcare at Home u BriGepute kommbroTep ¢ umenem Dave.

e.  Ilepeiinute Ha Bkianky Desktop (PaGouwii cron) u menknure 3Hasok Command
Prompt (Komannnas ctpoka).

f.  OrtmpaBbTe ping-3ampoc Ha MapIIPYTH3aTOP KOPIOPATHBHOW CETH, YTOOBI

yOeIuThCS B HAIMYMM CBSI3M C MapiupyrusaropoMm. [lns 3toro BBeauTe KOMaHiy ping
209.165.201.2.

g. C mnomompio komaumsl telnet 209.165.201.2 ycraHoBHTE COEAMHEHHE I10
nporokoiry Telnet ¢ MapIIpyTH3aTOPOM KOPIIOPATHBHOW CETH, KOTOPOMY HA3HA4YeH YKa3aHHBIN
IP-anpec.

h. BpimomHure ayreHTH(UKAIMIO HAa MapIIPyTH3aTOPe KOPHOPATUBHOM CeTH,
UCIIOJIB3Ys UMs TIOJIb30BaTes st admin u mapouis Cisc0123.

I. Beenure xomanay ShOw USErs, 4ro0Obl 0ToOpa3uTh MH(MOPMAIHIO 00 aKTHBHOM
Telnet-coenuuennu ¢ MapIIpyTU3aTOPOM KOPIIOPATUBHOM CETH.

[Touemy mportokon Telnet cumraercs HeGE30MaCHBIM CPEICTBOM YAAJIECHHOIO YIpaBJIECHUS
ycTpoiictBamu?

Y4eOnblii Bonpoc 4: YnaneHubI AOCTYI K MapLIPyTU3ATOPY
KOPINOPAaTHUBHOM ceTH 110 nporokoay SSH

Ilar 1: VYaaneHHoe NOAK/IIYEHHE K MAPLIPYTH3aTOPY KOPIOPATHBHOI CeTH.

a.  Orkpoiite o0bpexT Gotham Healthcare Branch u BeiGepure koMnbroTep ¢ IMEHEM
Tim.

b.  TIlepeiinute Ha Bkanky Desktop (PabGouwmii cron) u menkaute 3Hadok Command
Prompt (KomangHas ctpoka).



C. OrmpaBeTe ping-3ampoc Ha MapUIPYTU3aTOP KOPIOPATHBHONH CETH, YTOOBI

yOenuThCcs B HAJIMYMHM CBS3M C MapuipytusaropoM. Jlins 3Toro BBemuTe KOMaHdy ping
209.165.201.2.

d. C momompsio komangsl Ssh -l admin 209.165.201.2 ycraHOBUTE COEIMHEHHUE IO
npotokoiy SSH ¢ MapuipyTu3aropoM KOpHOpaTUBHOW CETH, KOTOPOMY Ha3HayeH yka3aHHbIN [P-
azapec.

e.  Bemonnure ayreHTHQUKAIMIO Ha MapIIpyTH3aTOpPe KOPIOPAaTHBHOM CETH,
MCIIOJIB3Ys aposib CiSC0123.

f.  Bsemute xomanay Show users, uroObl oToOpa3uth HHGOPMAIUI 00 AKTHUBHOM
SSH-coennHeHnH ¢ MapIIpyTH3aTOPOM KOPIIOPATUBHOM CETH.

[Touemy mporokon SSH cumrtaercst 0€30mMaCHBIM CpPEACTBOM [UIS YAAJICHHOTO YIPaBJICHUS

ycTpoiicTBamu?

g. Ilepeiinure B pexuM T700abHON HACTpOiKH. /[ 3TOro BBenuTe KOMAaHIY
configure terminal.

h.  C nomomsio komanasl €nable secret cospaiite mapoins CiSCO. It 3TOro BBEAKUTE
komany enable secret cisco.

Ipennaraemplii cnocod nmojacyera 6a/10B
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npotokony FTP Ilar 3e 2

Bomnpoc 3. Ypanennsiii noctyn

K MapHIpyTH3aToOpy

KOpPIOpaTUBHOW  CeTH 1O

npotokoiy Telnet [ar 1 2

Bonpoc 4. Yaanenuslii noctyn

K MapuIpyTU3aTopy

KOpPIIOPAaTHUBHOU CeTH o

nporokony SSH [ar 1 2

Bonpocsl 14

Baun Packet Tracer 86

OO6mmee yucI0 HaLIIOB 100

KonTposbHbie BOpocsbl

1. ITo kakoMy MIPOTOKOJY MUCHMO OTIIPABJISETCS HA CEPBEP PIEKTPOHHOU MOUTHI??

2. ITo kakoMy IPOTOKOJIY TUCHbMO TPUHUMAETCS C CEPBEPA PIEKTPOHHOM MOYTHI?

3. Tlouemy 3arpy3ka mo mporokony FTP cuutaercs HebGe3omacHbIM crocoOOM mepenadyu

(aiinos?

4. Kakas undopmarus u3 FTP-3aronoBka oroOpakaercs: B BUAE OTKPBITOTO TeKCTa?
5. Kakas xondunennmansuas napopmanus u3 FTP-3aromoBka (moMuMo MMEHH MOJIB30BATENs)

OTOGp&)KElCTCﬂ B BUIC OTPBITOTO TekcTa?

6. Ilouemy mporokxon SSH cuurtaercss 6e30MacHBIM CPEICTBOM MJIs YAAJIEHHOTO YIPaBJICHUS

ycTpoiicTBamMu?



3aganue Ne 3. llIn¢pposanue ¢aiinoB U JTaHHBIX
eau 3aganus
B pesynbraTe HacTosero 3agaHus U IMOCIEAYIONIIEH CaMOCTOSATENBHOM pPabOTHI CTYIEHTHI
JOJDKHBI:
1.  3akpenuth MaTepHai, NOJyYEHHbIM Ha JIEKLIMOHHBIX 33aHUSX.

2. YMeTb OCYIIECTBIIATh MOUCK JaHHBIX yueTHO# 3anmucu FTP.

3. YMeTb OCYHIECTBIATh BBIIPY3KY KOH(MUICHLUUAIBHBIX JaHHBIX Ha CepBep IO
nporokoiay FTP.

4.  YMeTh OCYIIECTBIATh 3arpy3Ky KOH(MUICHIMAIBHBIX JJAaHHBIX Ha CEpBEp IO
npotokony FTP.

5.  IIpuobpectu HaBBIKK pacIIM(PPOBKU COAECPKUMOTO (aia.
6. IIpuoOpecTr HaBBIKK aHAIM3a U OOOOIICHHS TOTyYSCHHBIX PE3yIbTATOB.

Y4eOHbIe BONIPOCHI 3a1aHUS
1.  Ilouck nanHbix yuetHoi 3anucu FTP g HoyTOyka nmosib3oBarens Mary.

Brirpyska koHbUACHIIMATBHBIX JaHHBIX Ha cepBep 1o npoTokoiy FTP.
[Touck nannbix yuetHoi 3anucu FTP ans komnerorepa nonb3osarens Bob.

3arpyska KoH(pHISHIMATBHBIX JaHHBIX ¢ cepBepa 1o npotokory FTP.

a > w N

Pacmudposka conepkumoro daiina clientinfo.txt.

OO6opynoBaHue U MaTepHaJbl

1K ¢ ycranoBnennbsim Packet Tracer.

O0mme cBegeHUs

BrimomnHsis 370 3a7aHue, BbI MOIYYUTE AOCTYI K 3alIM(QPOBAHHOMY COAEPKHUMOMY HECKOIBKUX
¢aitnos u nepenanute Qaiin yepes Untepuer Ha nenrpansubiii FTP-cepBep. 3aTem apyroii mois30BaTenb
3arpy3ut ¢aitn ¢ FTP-cepBepa u pacmudpyer coaepxkumoe ¢aiina. Hactpoiika IP-agpecanuu, cetu u
CEpBHUCOB B COOTBETCTBUM C Tabmuued aapecanuu. [lonb3ysach KIMEHTCKUMHU yCTPOWCTBaMH, KOTOPbIE
HaxXoAATCS B PAa3IMYHBIX reorpadMueckux peruoHax, Bbl mepefanuTe ¢ailn ¢ 3amudpoBaHHBIMU
JTAHHBIMH C OJTHOTO YCTPOMCTBA Ha APYTOE.

Tabdauua agpecanuu

Yactubiii  IP- |O6menocrynnbiiif Macka
YcrpoiictBo aapec IP-aapec NOACeTH Cair
Cepaep Metropolis  Bank
ETP/Web 10.44.1.254 209.165.201.3 255.255.255.0 HO
Mary 10.44.3.101 — 255.255.255.0 | Healthcare at Home
Bo6 10.44.1.3 - 255.255.255.0 Mgtmpo“s Bank
Yuebnbiii Bonpoc 1: Houck pannbix y4verHod 3amucu FTP s

HOYTOyKa nmoJb3oBarensst Mary

Iar 1: IloayyeHme [OCcTYyna K TEKCTOBOMY [OKYMEHTY Ha HOYTOyke
noJjb3oBaresst Mary.

a.  Orkpoiite oobexT Healthcare at Home u BriGepure HoyTOyk Mary.

b.  TIlepeiinute Ha Briaaky Desktop (PaGounii cron) u menkuute 3Ha4ok Text Editor
(TexcToBbIil pegakTop).

c. B okne nmpunoxenust Text Editor (TekcToBslif peakTop) BIOEpUTE MYHKTH MEHIO
File (daiin) > Open (OTKpHITH).

d.  Bribepure nokyment ftplogin.txt u Haxxmure kHonky OK.



IMar 2: PacmmdpoBka ganHbIX yueTHoi 3anucu FTP noas3oBartens Mary.
a.  Beimenure Bech TekCT, coaeprxkanuiics B ¢aiire ftplogin.txt, u ckomupyiire ero.

b.  Ortkpoiite BeO-Opay3ep Ha BalleM IEPCOHATHLHOM KOMIIBIOTEPE M IMEPEHIUTE Ha
BeO-caiit https://encipher.it.

Cc. Ilomectute kKypcop B Oes0e moJjie, KOTOPOe HAXOAUTCS B NMPAaBOW YacTH Bed-
caiiTa, 1 BCTaBbTe 3alIM(PPOBAHHBIN TEKCT.

Yrobsl pacumdpoBath TEKCT, HakMuTe KHONIKY Decipher It (PacuiudpoBaTs) U BBEIUTE MapOIIb
pacumdpoku maryftpl23. Haxmure Decrypt (Pacumdposars).

Kakue uneHtudukanmoHHbie naHHBIE (MM MOJIB30BATENSI U MAPOJib) COOTBETCTBYIOT YUETHOMH
3anucu FTP nonb3oBarens Mary?

YueOHblii Bopoc 2: 3arpy3ka KoOH(pUIEHIIHAJIbHBIX JAHHBIX HA cepBep
no nporokoay FTP

IMar 1: IIpocmotp KOH(UIEHIHATLHOI0 AOKYMEHTAa Ha HOYTOYKe
noJib3oBaresisa Mary.

a.  Orkpoiite oobexT Healthcare at Home u BeiGepure HoyTOyk Mary.

b.  Ilepeiinute Ha Brinaaky Desktop (PaGounii cron) u menkuute 3Ha4ok Text Editor
(TexcroBsIit penakTop).

c. B okne npunoxenus Text Editor (TekcToBslif penakTop) BeIOEpUTE MYHKTHI MEHIO
File (daiin) > Open (OTKpBITH).

d.  Bsibepure noxyment clientinfo.txt u naxxmure kHonky OK.

B kakoii opme mpencraBieHbl JaHHbBIE?

Hlar 2: VYnaanennoe noakiaw4denue k FTP-cepsepy.
a.  Orkpoiite oobexT Healthcare at Home u BeiGepure HoyTOyk Mary.

b.  TIlepeiinute Ha Bknanky Desktop (PaGouwii cron) u menkaute 3Hadok Command
Prompt (Komangnas ctpoka).

c. IMoakmrounrech k cepBepy FTP/Web o6wexra Metropolis Bank HQ. dnst atoro
BBeuTe komanay ftp 209.165.201.3 B komaHIHO# CTPOKE.

d. BBeaute ums nmoJsib30BaTeNs U Mapoiib, HailieHHble Ha [1lare 2 B Yactu 1.
Ilar 3: 3arpysure ¢aiia na FTP-cepsep.

a. B komanmHyro cTpoky c¢ monckaskoit ftp> Beemure komanmy dir, 4YTOOBI
IIPOCMOTPETH CIHUCOK (paiiioB, xpaHaumxcs Ha ynainenHom FTP-cepsepe.

b. V¥V none3oBatenss Mary wumeercs ¢aitn ¢ 3ammdpoBaHHONW uWHPopManueir o
KJIMEHTaX MEIUIMHCKOro yupexaeHus. 3arpysute ¢aiin clientinfo.txt ua FTP-ceprep. s storo
BBeaMTe KomMaHay put clientinfo.txt.

Cc. B xomanmHy cTpoky ¢ nojckaskoit ftp> Beenute komanay dir, 94ToObl YOSTUTHCS
B TOM, uTO (aiin clientinfo.txt vaxomurcs na FTP-cepsepe.

Ecnu kubepnpecTynHuku mnepexBataT (aiin mpu ero mepenade depe3 MHTEpHET, TO KaKyro
MH(OPMALIHMIO OHU CMOTYT MOJYYHUTh B BHJI€ OTKPBITOIO TEKCTA?
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Y4eOHblii Bonpoc 3: Houck panubix y4verHo 3amucu FTP s
KOMIILIOTEpa nosab3oBarens Bob

IMar 1: IloayyeHue [QOCTYyma K TEKCTOBOMY [OKYMEHTY Ha KOMIIbIOTepe
nojb3oBaress Bob.

a.  Orkpoiite oobexT Metropolis Bank HQ u BeiGepute kommbrorep Bob.

b.  Ilepeiinure Ha Brinaaky Desktop (PaGounii cron) u menkuute 3Havok Text Editor
(TexcroBsIil penakTop).

c. B oxne mpunoxenus Text Editor (TexcToBbIil penakTop) BEIOCPUTE MYHKTHI MEHIO
File (Paitn) > Open (OTKpHITH).

d.  Bnibepure nokyment ftplogin.txt u naxxmure kHonky OK.
Hlar 2: PacmudppoBka nanHbix yyeTHoii 3anucu FTP nosab3oBartesns Bob.
a.  Beimenure Bech TeKkcT, coneprxkanuiics B (paiite ftplogin.txt, u ckonupyiite ero.

b.  Ortkpoiite BeO-Opay3ep Ha BalieM MEPCOHATHLHOM KOMIIBIOTEPE M IMEPEUUTE Ha
BeO-caiT https://encipher.it.

c. Ilomectute Kypcop B Oes0e mojie, KOTOpoe HAXOAUTCH B NPABOH YacTH Bed-
caiiTa, 1 BcTaBbTe 3allIU()POBAHHBIN TEKCT.

d.  UYroOsl pacmudpoBath TeKCT, Haxxmute kHOmky Decipher It (Pacmmdposats) u
BBeuTE Napois pacmudposku bobftpl23. Haxmure Decrypt (PacmmdpoBats).

Kakue upeHTH(UKAIIMOHHBIC TaHHBbIC (MM TOJIb30BATENS M MAPOJib) COOTBETCTBYIOT YUETHOM
s3anucu FTP nonw3oBarens Bob?

Y4eOublii Bonpoc 4: 3arpy3ka KoHQUIEHUMAJIbHBIX JaHHBIX € cepBepa
no nporokoay FTP

IMar 1: Yapanennoe noakiaodenue k FTP-cepsepy.
a.  Orkpoiite oobexT Metropolis Bank HQ u BeiGepute kommbroTep Bob.

b.  TIlepeiinute Ha Bknanky Desktop (PaGouwii cron) u menkaute 3Hadok Command
Prompt (KomangHas ctpoka).

c. Tlomkmrountech k cepepy FTP/Web oowexta Metropolis Bank HQ. [Iis storo
BBE/IUTE B KOMaH/IHOU cTpoke komany ftp 10.44.1.254.

d. BreauTe nms mosib3oBaTeNs U maposib, Haiinennsie Ha [1lare 2 B Yactu 3.
Ilar 2: 3arpysure (aiij Ha KOMIBIOTEP MOJab30BaTens Bob.

a. B komanmHyro cTpoky c¢ monckaskoit ftp> Beemure komanmy dir, 4YTOOBI
IIPOCMOTPETH CIHUCOK (paiioB, XxpaHaumxcs Ha ynanenHom FTP-cepsepe.

b. Tloaw3oBarens Mary 3arpy3uia Ha cepBep (aiin clientinfo.txt ¢ 3amudpoBaHHOI
nH(popMalren o KIMEHTaX MEAUIIMHCKOTO YUPEKICHUS.

3arpysure ¢aiin clientinfo.txt na kommbroTep mons3oBatens Bob. [{ist aToro BBeauTe KOMaHIy
get clientinfo.txt.
Cc. B xomanmayro cTpoky ¢ mojckaskoit ftp> BBeaute komany quit.

d. B xomanmgHylo cTpoky ¢ nojckaskoit PC> BBeaute komanay dir, 4ToObl yOeanThCs
B TOM, uto ¢aiin clientinfo.txt HaxoxuTcs Ha KOoMITBIOTEpE MOJB30BaTENs Bob.
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Ecnu kubepnpecTynHUKK mepexBaTAT (aill mpu ero mepenaue uepe3 MHTEpHET, TO Kakylo
MH(POPMALIMIO OHU CMOT'YT MOJIYYUTh B BUJIE OTKPBITOTO TeKCTa?

Y4eOHblii Bopoc 5: Pacmmmgposka conep:kumoro ¢aiiia clientinfo.txt
Ilar 1: Iloay4eHue kiaw04a pacnppoBKH OT NoJb3oBaTesi Mary.
a.  Ortkpoiite 00bexT Metropolis Bank HQ u BeiGepute koMmbroTep Bob.

b. TIlepeiimute Ha Briaaky Desktop (PaGoumit cronm) u menkaure 3Hadok Email
(OnexkTpoHHas MOYTA).

Cc. B oknme npunoxenus Email (DnekrpoHHas moura) Ha)KMHUTE KHONKY Receive
(ITomyuuts).

d. Boibepure osnexTpoHHOe coobmenne ¢ Temod "Decryption Key" («Kirou
paciu(poBKU») U 3aMHUIIATE KITI0Y PACIIH()POBKH HIKE.

Kakoii ximrou pacum@poBKH HEOOXOOUM sl TOCTyNa K KOH(UICHIMAIBHOW HHGOpMAIH,
conepxkareiics B ¢aie clientinfo.txt?

Hlar 2: PacmudppoBka coaep:xxumoro ¢aiiaa clientinfo.txt.
a.  Orkpoiite oobexT Metropolis Bank HQ u BeiGepute kommbroTep Bob.

b.  Ilepeiinute Ha Briaaky Desktop (PaGounii cron) u menkuurte 3Ha4ok Text Editor
(TexcroBsIit penakTop).

c. B okne npunoxenus Text Editor (TekcToBbIii pegakTop) BEIOEPHUTE ITYHKTHI MEHIO
File (daiin) > Open (OTKpHITH).

d.  Beidepure nokyment clientinfo.txt u naxmure kHonky OK.
e.  Boigenute Bech TeKCT, copeprkanuiics B daiiie clientinfo.txt, u ckonmpyiite ero.

f. Ortxkpoiite BeO-Opay3ep Ha BallleM MEPCOHATHLHOM KOMIIBIOTEpE W MeperanTe Ha
BeO-caut https://encipher.it.

g. Ilomecture kypcop B OeJioe moJie, KOTOpOe HAXOAUTCH B NPABOH 4acTH Bed-
caiiTa, U BCTaBbTe 3alIU()POBAHHBIN TEKCT.

YroOsl pacmrdpoBaTh TEKCT, HAXxXMuUTEe KHOTIKY Decipher It (PacuidpoBath) u BBequTE Mapoiib
pacpoBKY, MOITYYEHHBIH B 3JIEKTPOHHOM COOOIIeHHH OT moib3oBarenss Mary. Haxmure Decrypt
(Pacumdposats).

KakoBo ums nepBoii yueTHol 3anucu B ¢aitie clientinfo.txt?

Ilpenaaraemplii cnocod nojacyera 6aJj10B

MaxkcumajibHoe
laru 3apa0oTanHbie
Bonpocsl 3aganus KOJIM4€eCTBO
BOIpoca 0aJLIbI
0aJ1J10B
Bonpoc 1. Ilouck maHHBIX yueTHOM
3anmucu FTP JUTSE HOYTOYKa
nosb3oBarens Mary [ar 2 2
Bonpoc 2. Boirpyska | ar 1 2
KOHQHUIEHIIMAIbHBIX  JAaHHBIX  Ha
cepep 1o npotokoay FTP [ar 3 2
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Bonpoc 3. Ilouck maHHBIX y4uyeTHOU

3anucu  FTP  gns kommbrotepa

nojan3oBareis Bob Iar 2 2
Bomnpoc 4. 3arpyska
KOH(UICHITHATEHBIX JTAHHBIX c

cepBepa 1o npotokony FTP [IIar 2 2
Bonpoc 5. Pacmmdposka | Hlar 1 2
conepxxumoro daiina clientinfo.txt Ilar 2 2
Bonpocsl 14
Bbaana Packet Tracer 86
O0uree yncJ10 0217108 100

KonTposbHbIe BONPOCHI

1. Kakue naeHtuuKanoHHble JaHHbIe (MM ITOJIb30BaTeNs U MapoJib) COOTBETCTBYIOT YYETHOM
3anucu FTP nons3oBatens Mary?

2. Ecnu xubeprnpecTymHUKH nepexBatsAT (ailn mpu ero nepegade yepes MHTEpHET, TO Kakyro
MHGOPMALIHMIO OHU CMOT'YT IOJIYYUTh B BUJIE OTKPBITOTO TeKCTa?

3. Kakue naeHtudukanioHHble JTaHHbIE (MMs [10JIb30BATENS U MAp0Jib) COOTBETCTBYIOT YUE€THOM
3anucu FTP nons3oBarens Bob?

4. Kakoil ko4 pacmmpoBKH HEOOXOIUM Uil TOCTYyINa K KOH(QUACHINATFHOW HH(MOpMAIHH,
conepxkareiics B ¢aiie clientinfo.txt?

5. KakoBo ums epBoii yueTHo# 3amucu B ¢aiine clientinfo.txt?



3aganue Ne 4. [IpoBepka nenoctHocTH (aiijioB U JaHHBIX
eau 3aganus
B pesynbraTe HacTosero 3agaHus U IMOCIEAYIONIIEH CaMOCTOSATENBHOM pPabOTHI CTYIEHTHI
JOJDKHBI:
1.  3akpenuth MaTepHai, NOJyYEHHbIM Ha JIEKLIMOHHBIX 33aHUSX.

2. YMeTb NpoBepsTH LEIOCTHOCTH (DAaJIOB € MOMOIIIBIO XEIIUPOBAHHUS.

3. [TprobpecT HaBBIKM TIPOBEPKU IIEJIOCTHOCTH KPUTHUYECKH BaXKHBIX (aillloB ¢
noMoreio Mexaunima HMAC.

Y4yeOHbIe BONIPOCHI 3a1aHUS
1.  3arpy3ka ¢aiinoB ¢ nHpopManmen 0 KIMEeHTaX Ha KOMIbIoTep nojb3oBarens Mike.

2.  3arpy3ka ¢aitioB ¢ nHboOpMaIMeld 0 KIMEHTaXx Ha KOMIBbIOTEep Mojb3oBarens Mike ¢
pesepBHOro (haitmoBoro cepsepa Backup File.

3. IlpoBepka menoctHoctd (aiioB ¢ wuHpOpPMALMEH O KIUEHTaX C TOMOIIBIO
XEIIUPOBAHHSL.

4, HpOBepKa HCJIOCTHOCTU KPUTHYCCKH Ba’XHbIX (I)aﬁHOB C INOMOIIBKO MECXaHH3Ma
HMAC.

O0opynoBanne U MaTepuasbl

1K c ycranosnennsim Packet Tracer.

OO01ue cBeIeHNA

BeimonHsist 310 3ajaHue, BBl Oy/eTe MPOBEPSATH IEIIOCTHOCTH (PAMIOB ¢ MOMOIIBIO XEII-CyMM,
9TOOBI YOEAUTHCSI B TOM, UTO coaepkumoe ¢ailioB He ObUI0 McKakeHo. Dailibl, EeTOCTHOCTh KOTOPHIX
BBI30BET COMHEHHUE, CICIYeT Mepeaarh Ha KOMIBIOTEp Moib3oBatens Sally st manmpHeiIero anammsa.
Hactpoiika [P-agpecanuu, cetu W CepBUCOB B COOTBETCTBUM C TaOnuiei aapecanuu. Bol Oyxpere
MIPOBEPSATh M IEPEChUIaTh IMOJAO3PUTEIBbHBIC (Dailyibl ¢ TOMOMNIBI0 KIMCHTCKHX YCTPOWCTB, KOTOPBIC
HaxOJATCS B Pa3IMYHBIX reorpaduuecKuX peruoHax.

Tadauna aapecanuu
Yactrapiii |O0menocTynHblii IP-| Macka

YcrpoiictBo IP-agpec aapec nojaceTn Caiit
Cepsep 209.165.201.3 Metropolis  Bank
FTP/Web 10.44.1.254 http://www.cisco.corp 255.255.255.0 HQ
Pe3epBHbIii
(bainoBsIii o 209.165.201.10
cepep Backup https://www.cisco2.corp 255.255.255.248 | Nurepuer
File
Mike 10.44.2.101 | — 255.255.255.0 | Hiealtheare - at
Home
Sally 104412 |— 255.255.255.0 L/'gtmpo"s Bank
Bo6 104413 | — 255.255.255.0 L/'gtmpo"s Bank
YueOHnblii Bonpoc 1: 3arpy3ka ¢aiisioB ¢ uHgopmManmreil 0 KJIMEHTaX Ha
KOMIIbIOTep noJsb3oBareas Mike
Iar 1: Tloayuyenue aocryna k FTP-cepBepy ¢ komMmbioTepa mnoJib3oBaTeis
Mike.
a.  Ortkpoiite 00bekT Gotham Healthcare Branch u Beibepute KoMImbrOTEp ¢ UMEHEM
Mike.

b. [Mepeiinure Ha Bkuaaky Desktop (PaGouwmit cron) u menkaure 3Haduok Web
Browser (bpaysep).



c.  Beemure URL-ampec http://www.cisco.corp u naxxmute kanonky Go (Ilepeiitn).
d.  Ilepeiiaure MO CChUIKE, YTOOBI 3arPy3UTh HOBEHIIIME BEPCUH (aiiIoB.

[To xakoMy MpPOTOKOIY OBUT MPEAOCTABICH JOCTYH K JTOH BeO-CTpaHUIlE HA pPE3ECPBHOM
daiimoBom cepsepe Backup File?

Ilar 2: ®@aiinoBblil cepBep B3jJoMaH. O0 3ToM He00XO0AUMO YBEAOMHUTH
noJsb3oBaresis Sally.

a.  Orkpoiite o0bekT Gotham Healthcare Branch u Beibepute kommbsrorep Mike.

b. TIlepeiimute Ha Bkiaaky Desktop (PaGoumii cronm) u menkaure 3Hadok Email
(OnexkTpoHHas MoYTa).

c.  Cozpaiite 3MEKTPOHHOE COOOIIEHHE ¢ COOOIIEHUEM O B3IoMe (pailiioBoro cepsepa u
OTIIpPaBbTE 3TO MUCHMO Ha azpec Sally@cisco.corp.

Y4eOHblii Bopoc 2: 3arpy3ka ¢aiisioB ¢ uHgopmManmeil 0 KJIMEHTaX Ha
KoMIbHTEP MoJib3oBatesisi Mike ¢ pesepBHoro ¢aiiioBoro cepsepa Backup File

Ilar 1: Iloayyenme pocryna k BHemHemy FTP-cepBepy ¢ komnbloTepa
noJb3oBares Mike.

a.  Orkpoiite o0bexT Gotham Healthcare Branch u BeiGepute komnsrorep Mike.

b. Ilepeiinute Ha Bkuanky Desktop (PabGouwii cronm) u menkaure 3Hadok Web
Browser (bpay3ep).

c.  Beemure URL-ampec https://www.cisco2.corp u naxxmurte kHonky GO (ITepeiitn).

d. TIlepeiiaute MO CCBUIKE, YTOOBI MPOCMOTPETh CIHUCOK HOBEWIIMX (ailioB u
COOTBETCTBYIOIIHNX XEII-CYMM.

[lo xakoMy MpOTOKONY OBUI NPEZOCTABIEH JOCTYN K 3TOH BeO-CTpaHHWIIE HAa PE3EPBHOM
¢aiinoBom cepsepe Backup File?

KaxoBbl nMeHa u xem-cymmbl (paityioB Ha pe3epBHOM (aiiioBoM cepBepe?

IMar 2: 3arpy3ka ¢aiiioB ¢ uHpopManmueil 0 KIHEHTAX HAa KOMIBIOTEp
nojab3oBaress Mike.

a.  Ortkpoiite 00bexT Gotham Healthcare Branch u Beibepure komnerotep Mike.

b. [Mepeiinute Ha Brimaaky Desktop (Pabouwnii cromn) u menkaute 3Hadsok Command
Prompt (Komangnas ctpoka).

C.  YcraHOBHUTE COeIMHEHHE C pe3epBHBIM (aiioBbiM cepBepom Backup File. [lns
9TOTO BBEAMTE B KOMaH/IHYIO CTPOKY KoMaHy ftp www.cisco2.corp.

d.  Bsemurte ums mosib3oBatens Mike u nmaposs Cisc0123.

e. B kxomanaHyro ctpoky c monckaskoir ftp> Beemure komanmy dir, 4TOOBI
MIPOCMOTPETH CIHUCOK (paiiioB, xpanaumxcs Ha ynanenHom FTP-cepsepe.

f.  Barpysute mects ¢aitmoB ¢ wuHpopmanmeir o kiameHtax (NEclients.txt,
NWclients.txt, Nclients.txt, SEclients.txt, SWclients.txt, Sclients.txt) Ha KOMIBIOTEp
nonb3oBarenss Mike ¢ momompio komanasl get FILENAME.txt, rne "FILENAME" — ums
3arpyxaemoro (aiina.
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ftp> get NEclients.txt

Yrenue daiina NEclients.txt c www.cisco2.corp:
File transfer in progress...

[[Tepemaua 3aBepirena — 584 Gaiira]

584 bytes copied in 0.05 secs (11680 bytes/sec)
g. 3arpys3uB Bce (haiiibl, BBeaUTEe KOMaHIy (Uit B KOMaHIHYIO CTPOKY C IOACKAa3KOM

ftp>.

h. B komanaHy cTpoky ¢ mojckaszkoit PC> Beenute komanay dir, uroObl yoemuTbes
B TOM, 4TO (aiinsl ¢ mHpopManueld O KIMEHTAaX CHCTBUTEIBHO HAXOMIATCS HAa KOMIIBIOTEPE
noJas3oBareis Mike.

YueOHblii Bonpoc 3: IIpoBepka nesocTHocTH (PpaiijioB ¢ nHPopMan e o
KJIMEHTAaX ¢ MOMOIIbIO XeIIUPOBAHUS

Hlar 1: IIpoBepka xem-cymMM Ha KOMIIbIOTepe noJib3oBartesisi Mike.
a.  Orkpoiite o0bexT Gotham Healthcare Branch u BeiGepute komnsrorep Mike.

b.  TIlepeiimure Ha Briaaky Desktop (Pabouwuit cton) u menkuute 3Ha4ok Text Editor
(TexcToBbIil penakTop).

c. B okne npunoxenus Text Editor (TekcToBbIii pegakTop) BEIOEPHUTE ITYHKTHI MEHIO
File (®aiin) > Open (OTKpPHITH).

d.  Bnidepure nokyment NEclients.txt u Haxxmure kaonky OK.
e.  IlonHOCTBIO CKOMUPYHTE COACPKHUMOE TEKCTOBOTO JTIOKYMEHTA.

f. Otkpoiite BeO-Opay3ep Ha BallleM MEPCOHATHLHOM KOMIIBIOTEpE W MEepeuauTe Ha
BeO-caut https://www.tools4noobs.com/online tools/hash/.

g. Ilomecture Kypcop B Oenoe moje BBOjJa M BCTaBbTE COICPKUMOE TEKCTOBOTO
JIOKyMeHTa. YOenuTech B TOM, 4TO BbIOpan amroputM md2. Haxmute knomky Hash this!
(Beraucnuth xenr-cymmy).

h.  YrtoObl yaOCTOBEpUTHCS B TOM, 4YTO coiepkumoe (aitia He ObUIO HMCKaXKEHO,
CpaBHUTE TIIOJIYUEHHYIO XEII-CYMMY C COOTBETCTBYIOIIEH XEm-CyMMOH W3 CHHCKa (aiiios,
KOTOPBIH BBl OTYYMIJIN Ha 11are 1 B yactu 2.

i [ToBTopuTe maru d—h ans kaxaoro aiina ¢ uHGopMalrei o KIMEeHTax U CPAaBHUTE
MOJIy4YE€HHBIE XEII-CYMMBI C MEPBOHAYAILHBIMH XEII-CyMMaMH M3 CMUCKa (ailioB, KOTOPHIA BBI
MOJYYWJIH Ha mare 1 B yactu 2.

Kakoii u3 (paiiioB uMeeT HEKOPPEKTHYIO XELI-CyMMY (TO €CTh OBbIIT UCKaXKeH)?

Ilar 2: 3arpy3ka moao3puTeJBLHOIO (paiijia Ha KOMIIBIOTEp NmoJib3oBaTes Sally.
a.  Orkpoiite o0bexT Metropolis Bank HQ u BeiGepute kommbrotep Sally.

b.  TIlepeiinute Ha Bkiuanky Desktop (PaGouwmii cron) u menkaute 3Hadok Command
Prompt (KomangHas ctpoka).

C.  YcraHOBHTE COCOMHEHHE C pe3epBHBIM (QaiioBeiM cepBepoM Backup File. [lns
ITOTO BBEAMTE B KOMaH/HYIO CTPOKY KoMaHy ftp www.cisco2.corp.

d.  Bsemurte ums nosbzoatens sally u mapons €iscol23.
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e. B xomammgHyio cTtpoky ¢ moackaskoi ftp> BBeaure komammy dir, d9TOOBI
MIPOCMOTPETh CIIUCOK (paiiiioB, XpaHaumxcs Ha ynaneHHoM FTP-cepsepe.

f. 3arpy3uTe ¢ cepBepa UCKaKEHHBIN (aiiy, BHIABICHHBIN Ha 11are 1 B yactu 3.
g. B xomananyro ctpoky c moackaskoi ftp> BBenute komanay quit.

h. B xkomanmHyto cTpoky c¢ monckaskoii PC> Beeaure komanmy dir, dYToOBI
yJIOCTOBEPUTHCS B TOM, YTO UCKAKEHHBIN (hailyl yCIICIIHO 3arpy»eH Ha KOMITBIOTEP MOJIb30BaTelIs
Sally ais mocnenyromero ananusa.

YueOHblii Bonpoc 4: IIpoBepka 1EJOCTHOCTH KPUTHYECKH BaKHBIX
¢paiinos ¢ nomombro mexannzma HMAC

IMar 1: Pacyer HMAC-cymMMBbI KpUTHYECKH BasKHOIO (aiia.
a.  Ortkpoiite 00bexT Metropolis Bank HQ u BeiGepute kommbrotep Bob.

b. Ilepeiimure Ha Brimagky Desktop (Pabouuii cron) u menkaure 3Hagok Command
Prompt (Komannanas crpoka).

Cc. B xomanmnyto ctpoky ¢ nojackaskoir PC> BBeaute komany dir, 4To0bI yOSIUTHCS
B TOM, YTO KPUTHYECKH BaXKHBIH (haita incCome.txt HaxoquTcs Ha KOMIBIOTEpE MoJib30Batesis Bob.

d.  Tlepeiinute Ha Bkiaaaky Desktop (PabGouwmii cTon) u menkuute 3Hadok Text Editor
(TexcToBbIil penakTop).

e. B okne npunoxenus Text Editor (TekcToBbIii pegakTop) BEIOEPHUTE ITYHKTHI MEHIO
File (®aiin) > Open (OTKpPHITH).

f. BriOepute mokymeHT income.txt u naxxmure kHonky OK.
0. IloaHOCTBIO CKONUPYHUTE COACPKMMOE TEKCTOBOIO JOKYMEHTA.

h.  Otkpoiite BeO-Opay3ep Ha BallleM MEPCOHATBHOM KOMIIBIOTEpE M IMEpeiinTe Ha
BeO-caiit http://www.freeformatter.com/hmac-generator.html.

I.  Tlomecture Kypcop B Oenoe moiie BBOJA M BCTAaBHTE COJCPKUMOE TEKCTOBOTO
JIOKYyMEHTa. BBeaurte cekpeTHbIN Kimrou CiSC0123. YOeauTech B TOM, YTO BBIOpaH alrOpUTM
SHA1L. Haxxmute kHOnIKy Compute HMAC (Paccuntate HMAC).

KakoBa HMAC-cymma coaepxkumoro ¢aitia?

[Touemy mexanu3sm HMAC Ge3onacHee 0ObIYHOTO XEIUPOBAHUS?

Ilar 2: IIpoBepbre nonyyennyro HMAC-cymmy.
a.  Ortkpoiite o0bexkT Metropolis Bank HQ u BeiGepute kommbrotep Bob.

b. [Mepeiinure Ha Brimaaky Desktop (Pabouwmii cron) u mienkaute 3Hauok \Web
Browser (bpaysep).

c.  Bsemure URL-anmpec https://www.cisco2.corp u naxxmure kHonky Go (Ilepeiith).

d. TIlepeiimzute mo ccpuIKe, YTOOBI MPOCMOTPETh CIMCOK HOBEWIMX (ailioB u
COOTBETCTBYIOIINX XEII-CYMM.

CoBnanaer nu nonyyenHas xeu-cymma HMAC ¢aiina income.txt ¢ xem-cyMmoil B ciucke?



http://www.freeformatter.com/hmac-generator.html

IIpennaraemslii cnocod nmoacyera 6a1J10B

MaxkcumaJ
Hlaru bHOE 3apaboTranHbie
Bomnpocsl 3axanus
BOIIPOCA | KOJIMYECTB | 0aJJIbI
0 das10B
Bomnpoc 1. 3arpy3ka ¢aiinoB ¢ uapopmanuei o
KJIMEHTaX Ha KOMITbIOTEp mojb3oBarens Mike | Ilar 1 2
Bompoc 2. 3arpy3ka ¢aiinos ¢ uadopmarueii o | lar 1 2
KIIMEHTaX Ha KOMITbIOTEp ToJib3oBareis Mike ¢
pesepBHoro (aitnmoBoro cepsepa Backup File lar 1 6
Bompoc 3. TlpoBepka menoctHOCTH (alIoB ¢
uHpopManMeli O KIMEHTaX C I[OMOIIBIO
XEIIUPOBAHMS [ar 1 5
Bormpoc 4. [IpoBepka nenoctHocty | Hlar 1 S)
KPUTHYECKH BaXXHBIX (haiioB ¢ momombio | [Ilar | 5
mexannzma HMAC IIar 2 5
Bomnpocsl 30
Bbaau Packet Tracer 70
OO01ee ynciao 621108 100

KoHTpobHbIE BONPOCHI

1. ITo kakoMy MpPOTOKOJY OBLI MPEIOCTABIEH JIOCTYI K BeO-CTpaHULIE Ha pe3epBHOM (aillioBoM
cepBepe Backup File?

2. KakoBbl UMeHa U XelI-CyMMbI (aililoB Ha pe3epBHOM (ailioBoM cepepe?

3. Kaxkoii u3 (aitioB mMeeT HEKOPPEKTHYIO XEII-CyMMY (TO €CTh OBbLIT HCKaXeH)?

4. KakoBa HMAC-cymma conepskumoro daiina?

5. INouemy mexanuzm HMAC 6e3omnacHee 0ObIYHOTO XEMIMPOBAHUS?

6. CoBniagaet i1 nonydeHHas xem-cymma HMAC ¢aiina income.txt ¢ xem-cymMMoii B ciicke?



3aganue Ne 5. WEP/WPA2 PSK/WPA2 RADIUS

eau 3aganus
B pesynpraTe HacTosILEro 3ajaHus M IHOCIEAYIOUIEH CaMOCTOSTENbHOM padOThl CTYIEHTHI

JOJKHBI:
3akpenuTh MaTepuall, MOJIy4eHHBIA Ha JEKIIMOHHBIX 3a/IJaHUSIX.

Ywmertp HactpanBath WEP Ha oObekTe.
Ymets HacTpauBath WPA2 PSK Ha oObexTe.
VYmers HactpauBath WPA2 RADIUS.

o &~ W b oE

[TpuoGpecTy HABBIKKM aHaIM3a U 000OIIEHUS MOTYYEHHBIX PE3YJILTATOB.

YueOHbIe BONPOCHI 32 1aHUS
1.  Hacrpoiika WEP Ha o6nekTe Healthcare at Home.

2. Hacrpoiika WPA2 PSK na o0bexte Gotham Healthcare Branch.
3. Hacrpoiika WPA2 RADIUS Ha o6bekte Metropolis Bank HQ.

OO6opynoBaHue U MaTepuaJbl

1K ¢ ycranoBnennbsim Packet Tracer.

OO0mme cBegeHus

Beimonnsis 3710 3ananue, Bbl Hactpoute ceti Wi-Fi Ha Bcex Tpex oObekTax. B aToM ynpaxHeHun
Bbl Oyznere paborate c 3amuroir WEP, WPA2 PSK u WPA2 RADIUS. Takum o0pa3zom, Bbl
MO3HAKOMUTECh C pa3iHyHbIMU KoHpurypauusmu cereii Wi-Fi 1 0cOOCHHOCTSAMHU oOOecrieueHus: Mx
6e3onacuoctu. Ha oObekre Healthcare at Home Bbl Hactpoute 3ammty WEP. Ha o0bekrax Gotham
Healthcare Branch u Metropolis Bank HQ nyxHo Oynet nactpouts 3amuty WPA2 PSK u WPA?2 Radius
cootBeTcTBeHHO. Hactpoiika IP-agpecaruu, cetd u cepBUCOB B COOTBETCTBUM C TaOJIHUIEH aJpecaluu.
Bbl  HacTpouTe HECKONbKO 0€30MacHbIX OECHpOBOJHBIX CETEeH, MOJb3ysich OeCHpOBOJHBIMHU
MapUIpyTU3aTOpaMH M KJIMEHTCKUMH yCTPOHCTBAMHU, KOTOPBIE HAXOMATCS B PA3IMYHBIX reorpaduaeckux
peruoHax.

Tabdauua agpecanuu

Yacruplii IP- (O6menoctynubiii| Macka
YcrpoiictBo aapec IP-aapec MOACeTH Caiit
Cepaep Metropolis Bank
NTP/AAA 10.44.1.252 209.165.201.5 255.255.255.0 HQ
Yu4eOHbl1ii Bonpoc 1: Hacrpoiika WEP Ha o0bexTe Healthcare at Home

IHar 1: Hacrpoiika napenTuduxaropa SSID 6ecnpoBoaHoii ceTH.
a.  Orkpoiite oobext Healthcare at Home u Bei6epure PCO.

b. Bsibepure Brimaaky Desktop. Illenkuute Komananas crpoka. Beeaute B
KOMaH/HYIO CpOKY KomaHny ipconfig.

PC> ipconfig

FastEthernetO Connection:(default port)

Link-local IPv6 Address.......... FE80::20B:BEFF:FEB4:1262
IP Address......................: 10.44.3.100

Subnet MasK.........cc.c...... : 255.255.255.0

Default Gateway.................: 10.44.3.1

Kaxkoii [P-anpec Ha3HayeH MUTI03y MO0 YMOJTYaHUIO?




c. Ilepeiinure B mpunoxxkenre Web Browser (bpaysep) u BBemute IP-aapec mnumo3a
o ymoyanuto. Beeaure admin B kauecTBe uMeHH MmoJib3oBaress u napoiis. [llenkaute OK.

d. B oroli cereBodl MH(DpacTpyKType IUIIO30M [0 YMONYAHUIO SBIISETCS
OecipoBomHoi  Mapmipytuzarop Wireless Router. Ilepeiimure nHa Brimanky Wireless
(bectipoBoiHAsI CETh).

e.  M3wmenure unenrtuduxarop SSID ¢ DefaultWIFI na Home.

f. Brutounte mnepenauy uaentudukaropa SSID. Jlns sToro BeiOepuTe BapUaHT
Broadcast (IlepenaBarts).

g. Haxwmute kHonky Save Settings (Coxpanuts napamerpsi). Lllenkaure Continue.
Ilar 2: Hacrpoiika 3a1UTHI 0€CIIPOBOIHOM CETH.

a.  BriOepure 6ecipoBoanoil Mapmpytuzatop Wireless Router u nepeiiaure B pazaen
Wireless (bectipoBoanas cets) > Wireless Security (3amurta 6ecripoBOAHOM CETH).

b. B packpsiBaromniemcs menro Security Mode (Pexxum 3amnutei) Beioepute WEP.

c.  Ilapamerp Encryption (IlludppoBanue) umeer 3HaueHue no ymondanuio 40/64-bits
(40/64 6ura). He mensiite 310 3HaueHue. B kauectse kimroua Key 1 BBeaure 0123456789.

d.  Haxmute kHonky Save Settings (Coxpanuts napametpsi). Llenkaute Continue.

3amurta WEP u xmou 0123456789 nenanexusl. I[louemy anroputm WEP cunraercs
HEJIOCTaTOYHO 0e30MacHbIM?

Ilar 3: TloakioYeHHe KIMEHTCKHUX YCTPOICTB.
a.  Ortkpoiite o0bekT Healthcare at Home u BeiGepute HOyTOyK Dave,

b.  Ilepeiimure Ha Briaaaky Desktop (PaGouwii ctoi) u Haxkmute 3Hauok PC Wireless
(becnipoBonHas cBA3b).

c. Ilepeiinute Ha Briaaky Connect (I[TogkmrounTthes) U HaxkmuTe KHOMKY Refresh
(OGHOBUTSH).

d. Bsibepute Ha3Banue OecrmpoBoaHOW cetn HOmMe u Haxmwure kHomky Connect
(ITogxmrounThes).

e. B xauectBe kmoua WEP Key 1 BBenure xmou 0123456789 u HaxXMuTe KHONKY
Connect (ITogkmtouuThes).

f.  IloBTropute miaru a—e Ha HOyTOykKe Mary.

Y4eOHb1ii Bonpoc 2: Hactpoitka WPA2 PSK Ha o0bexkre Gotham
Healthcare Branch

IMar 1: Hacrpoiika napentuduxaropa SSID 6ecnpoBoaHoii ceTn.
a.  Orkpoiite 0o0bexT Gotham Healthcare Branch u Beibepute PCL.

b. Beibepure Brimaaky Desktop. Illenknure Komamanasi crpoka. Bsenute B
KOMaH/IHYI0 CpOKy KoMaHny ipconfig.

3anumure IP-a;[pec T34 110 YMOJIYaHUTO.

c. Ilepeiinure B mpunoxxenre Web Browser (bpaysep) u BBenute IP-aapec mnumo3a
o ymoyanuto. Beeaure admin B kauecTBe uMeHH mosib3oBaress u napoiis. [llenkaute OK.



d.  Ilepeiinure Ha Briaaky Wireless (becipoBonHas cets).
e.  Usmenure unentudukarop SSID ¢ DefaultWIFI na BranchSite.

f. N3menute 3nauenne mapamerpa Standard Channel (CtangapThplii kaHat) HA 6 —
2.437GHz.

0. Bxmounte mnepenauy uaentupukaropa SSID. s sToro BeiOepuTe BapHaHT
Broadcast (IlepenaBarts).

h.  Haxwmure xnonky Save Settings (Coxpanuts mapametpsi). [llenkaure Continue.
Ilar 2: Hacrpoiika 3a1UTHI 0€CNIPOBOIHOM CEeTH.

a.  BriOepure 6ecripoBoanoil Mappytuzatop Wireless Router u nepeiiaure B pazaen
Wireless (bectipoBoanas cets) > Wireless Security (3amurta 6eCcripoBOAHOM CETH).

b. B packpsiBaromemcs MeHi0 Security Mode (Peskum 3amutei) Beibepute WPA2
Personal.

c. Ilapamerp Encryption mo ymomuanuro umeer 3Hadenne AES. He mensiite 3T0
3HaueHue. B kayecTBe (hpasbi-maposis BBeaUTE CISCOSECUre.

d.  Haxmute kHonky Save Settings (Coxpanuts napamerpsi). Llenkaute Continue.
Ilar 3: Tloak/0YeHHe KIMEHTCKHUX YCTPOICTB.
a.  Orkpoiite 00bexT Gotham Healthcare Branch u BeiGepute kommbrorep Tim.

b.  TIlepeiimure Ha Briaaaky Desktop (PaGouwii ctoi) u Haxkmute 3Hauok PC Wireless
(becnipoBonHas cBA3b).

c. Ilepeiinure Ha Briaaky Connect (I[TogkmrounTthes) U HaxkmuTe KHOmKy Refresh
(OOHOBUTSH).

d.  Bribepute HazBanue OecripoBoaHOM cetr BranchSite u naxxmure kHonky Connect
(ITogxmrounThes).

e.  Bsemure PSK-kirou ciscosecure u Haxxmute kHonky Connect (IToaxmrounThes).
f.  TloBropuTte maru a—e Ha koMmnbroTepe Mike.

Y4eOHb1ii Bonpoc 3: Hactpoiitka WPA2 RADIUS Ha oObekrTe
Metropolis Bank HQ

IHar 1: Hacrpoiika naenTuduxaropa SSID 6ecnpoBoaHoii ceTn.
a.  Orkpoiite o0bexT Metropolis Bank HQ u BeiGepute kommbrotep Sally.

b. Tlepeiimure B mnpunoxkenue Web Browser (bpaysep) u BBeaute IP-ampec
OecnipoBosHoro  Mapmipytuzaropa (10.44.1.251). Bseaute admin B KadyecTBe HMMEHH
nosp3oBarens u napois. [llenkaute OK.

c. Ilepeiinute wa Brmagky Wireless. HWsmenute wunentupukarop SSID ¢
DefaultWIFI na HQ.

d.  M3wmenwure 3nauenue napamerpa Standard Channel (Ctannaprablii kanan) Ha 11 —
2.462GHz.

e.  Brxmouwnte mnepemauy unentuduraropa SSID. Jlns sToro BeIOepuTe BapHaHT
Broadcast (IlepenaBats).

f.  Haxwmure kHOTKyY Save Settings (Coxpanuth napametpsi). ll{enkaute Continue.



IMar 2: Hacrpoiika 3aUTHI 0€CIPOBOIHOM CETH.

a.  Bribepure GecripoBoanoit Mapupytuzarop Wireless Router u nepeiinure B pasuen
Wireless (bectipoBoanas cets) > Wireless Security (3amurta 6eCripoBOAHOM CETH).

b. B packpsiBaromiemcss MmeHio Security Mode (Pexxum 3ammmtel) Beioepute WPA2-
Enterprise.

c. Ilapamerp Encryption mo ymomuanuro umeer 3Hadenne AES. He mensiite 3To
3HaueHue. Beenure cienyromue napamerpsl cepsepa RADIUS:

RADIUS SERVER IP (IP-anpec cepsepa RADIUS): 10.44.1.252
Shared Secret (O6muii cekpeTHBII KiIto4): Ciscosecure
d.  Haxmute kHonky Save Settings (Coxpanuts napamerpsi). Llenkuute Continue.

Hlar 3: Hacrpoiika cepsepa RADIUS.
a.  Ortkpoiite 00bexT Metropolis Bank HQ u Beibepute cepsep NTP/AAA.
b.  Tlepeitnute Ha Bkaanky Services (CinyxObi) u BeIOepuTe pazaein AAA.

Cc. Bsemure cneayromyio wunpopmanuio B obmactu  Network Configuration
(Konduryparnus cetn):

Client IP (IP-agpec knuenTa):....10.44.1.251
Secret (KImrog): ..ocvevveveieecieennns ciscosecure
ServerType (Tum cepsepa): ....... Radius

d. Haxwmure JI06aBUTE.

€. Bmeagutre ykazaHHble HmKe naHHele B oOmactu User Setup (Ilapametpsr
nojb3oBateneil) u Haxmure kHomky Add (o6aBuTh), YTOOBI [100aBUTH HOBOE HMS
MIOJIb30BATEJIS.

Username (Mms monb3oBaTens): bob Password (ITapoas):
secretninjabob

Username (Mms moss30Batess): phil Password (ITaposnb):
philwashere

Ilar 4: Iloak/a04YeHHe KINEHTCKUX YCTPOMCTB.
a.  Orkpoiite o0bexT Metropolis Bank HQ u BeiGepute kommbroTep Bob.

b.  TIlepeitnute Ha Bknanky Desktop (PaGouwnii cron) u Haxmute 3Ha4ok PC Wireless
(becipoBonHas CBA3B).

c. Ilepeiinute Ha Brnaaky Profiles (Ilpodunn) u Haxmure kHonky New (Co3nats).
d.  Beemure ums npoduins RADIUS u naxxmurte kHonky OK.
e.  Haxwmure Advanced Setup (Pacuripennas HacTpoika).

f. B mone Wireless Network Name (Ha3Banue 6ecripoBogHoii cetn) BBequte HQ u
Haxxmute Next (anee).

0. He menss cereBsie HacTpoiiku, BHOBL HaxkMuTe Next ([Janee).

h. B packpsiBatomemcs mento Wireless Security (Pesxxum 3amunts) Beioepute WPA2-
Enterprise u naxxmure Next ([lanee).

i Beenute ums monb3oBatenis bob u maposne secretninjabob. Haxmure Next

(Hamnee).



J. Haxwmure Save (Coxpanmth), 3atem Haxkmute Connect to Network
(IToaxmIOYUTHCS K CETH).

k.  TloakmoueHue KommboTepa BOb OymeT BBITOJHEHO aBTOMATHYCCKH.

I.  TloBropure miarm a—j Ha HOyrOyke Phil, ucmons3ys ayreHTH()HUKAIHOHHYIO
nH(pOpMaIINIO, YKa3aHHYIO B OMIMCAHUM miara 3e.

[ToueMy B KpyIHO# opraHu3anuu pazymHee npuMeHuTh pexxum WPA2 RADIUS Bmecto WPA2
PSK?

IIpensnaraemplii cnocod nmojacyera 6a/10B

MakcumajabHO
Hlarn 3apabdoTaHHbI
Bonpocel 3axanus € KOJUYeCTBO
BOIIpoca e 0aJ1JIBI
0aJ1J10B

Bonpoc 1. Hactpoitka WEP Ha
oowekTe Healthcare at Home [ar 2 5

Bompoc 3.  Hacrpoitka WPA2
RADIUS nHa o0Obekte Metropolis

Bank HQ [ar 4 5
Bonpocst 10
Bana Packet Tracer 90
OO61ee yucj0 6a/L10B 100

KonTposbHbie BONPOCHI

1. Kakoit [P-anpec Ha3HaueH MUTIO3Y TTO YMOTYAHHIO?

2. 3ammra WEP u xmou 0123456789 nenagexssl. [louemy amroputM WEP cuutaercs
HEJI0OCTaTOYHO 0e30MmacHbIM?

3. 3anumute [P-aapec miro3a mo yMoa4aHuio.

4. Ilouemy B KpynHOW opraHu3zauuu pasymHee npumeHutb pexxum WPA2 RADIUS Bmecro
WPAZ2 PSK?



3aganue Ne 6. Hactpoiika TpancnoptHoro peskuma VPN
eau 3aganus
B pesynbraTe HacTosIero 3aJaHs U IOCIEAYIOIIEH CaMOCTOATENbHON pabOThl CTYAEHTHI

JOJKHBI:
3akpenuTh MaTepuall, MOJIy4eHHBIA Ha JEKIIMOHHBIX 3a/IJaHUSIX.

Ymertb nepenaBarh HezammdpoBanubid FTP-Tpaduk.
Ymets nepenasath 3amndpoBannbii FTP-Tpaduk.

[Tpnobpectu criocobHOCTh HacTpanBaTh VPN-KHeHTa Ha 00BEKTE.

o c W poE

[TpuoGpecTy HABBIKKM aHaM3a U 0O0OIIEHUS MOTYYEHHBIX PE3YJILTATOB.

YueOHbIe BONPOCHI 32 1aHUS
1.  TIlepenaua nezanmdposannoro FTP-tpaduxa.

2. Hacrpoiika VPN-kimmenTa Ha oobexre Metropolis.
3.  Ilepenaua 3ammdpoBannoro FTP-tpaduka.

O0opynoBanne U MaTepuasbl
1K c ycranosnennsim Packet Tracer.

OO0mme cBegeHus

BeimounHsist 910 3aaHue, Bbl OyJeTe OTCICKUBaTh nepenady Hezammdpoannoro FTP-tpaduka
MEXIy KIMEHTOM M YyJAJICHHBIM 00BEKTOM. 3areM BbI HacTpouTe VPN-KIMEHT s MOAKIIIOYEHUS K
o0bekTy Gotham Healthcare Branch u naunere nepenauy 3ammudposannoro FTP-tpaduka. Hactpoiika
IP-anpecanyu, ceT ¥ CepBUCOB B COOTBETCTBUU C Tabmnwiel anpecanuu. [lepenady 3ammdpoBaHHBIX U
He3ammdpoBanHbIX FTP-1aHHBIX BBl Oy/ieTe BBITOJIHATH C TIOMOIIBIO KIIMEHTCKOTO YCTPOMCTBA, KOTOPOE
HaxoauTCs B mpeaennax oonsekta Metropolis Bank HQ.

Tabauna agpecanuu

Venpolienso Yactubiii  |O0menoctynublifl Macka Caiir
IP-angpec [IP-aapec MOJACETH

Private FTP 10.44.2254 | 955 255 955 () Gotham Healthcare

server Branch

Public_FTP 10.44.2.253 | 209.165.201.20 | 255.255.2550 | Cotham  Healthcare

server Branch

Branch_Router | — 209.165.201.19 | 255.255.255.24g | S0tham  Healthcare
Branch

gﬁ;}‘.‘;“‘”ep 104402 |— 255.255.255.0 | Metropolis Bank HQ

Yu4eOHbl1ii Bonpoc 1: Ilepenaya nezammdpoannoro FTP-tpadpuka
Ilar 1: Tloay4yeHue gocTyna Kk anaauzatopy Tpaduka Cyber Criminals Sniffer.

a. Beibepure anammszatop Ttpaduka Cyber Criminals Sniffer u nepeiiaute Ha
Bkiaaky GUI (I'paduueckuii naTepdeiic).

b. Haxwmure xHonky Clear (OuuctuTh), YTOOBI yHAIUTh BCE COOpaHHBIC paHee
3anucH ¢ uHpopmanuei o Tpapuke.

c.  Caepuure okHO aHanu3atopa Tpaduka Cyber Criminals Sniffer.
Ilar 2: ¥YcranoBure HeOe3onacHoe FTP-coeqnnenue ¢ cepsepom Public FTP.
a.  Orkpoiite oobexT Metropolis Bank HQ u BeiGepute HOyTOyK Phil.

b. Tlepeiimute Ha Briagky Desktop (PaGouwmii cron) m Haxxmute 3Hauok Command
Prompt (Komannnas ctpoka).



c.  Bsemure xomanay ipconfig, utoOsr orobpasute Tekymmii [P-agpec KommproTepa
Phil.

d.  VYcranoBure coenunenue c¢ cepsepom Public_FTP oobekra Gotham Healthcare
Branch. [{ns storo BBeauTe B KOMaHaHY0 cTpoKy kKomanay ftp 209.165.201.20.

e.  Bsemure mms mosb3oBarens CiSCO u maposis publickey, uro6s1 BoiiTh Ha cepsep
Public_FTP.

f.  C nomompio komanael put Beirpysure ¢aitn  Publicinfo.txt na cepsep
Public FTP.

Hlar 3: IIpocmorp wuHdpopmanuu o0 Tpaduke ¢ NOMOIILI0 AaHAJIU3ATOPA
Tpaduka Cyber Criminals Sniffer.

a. PasBepuure cBepHyTOe paHee OKHO aHaim3aropa Tpaduka Cyber Criminals
Sniffer.

b. B anamuzatope Tpaduka BeiOepuTe cooOmieHHss FTP U momHOCTBIO HPOKpYTHUTE
COJIEP’)KUMOE KaXKJIOTO U3 COOOIIECHUI.

Kakas unpopmanus orodpaxaercsi B BUIE OTKPBHITOIO TEKCTa?

c.  Bsemurte quit, uToObI 3aBepiUTh ceanc Ha cepepe Public FTP.

Y4eOHbl1ii Bonpoc 2: Hacrpoiika VPN-kimeHTa Ha  KOMIbIOTEpe
nojab3oBaress Phil

a. Ha xommbiorepe Phil's Bemmomnure komangy ping, ykazaB IP-aapec
mapmpytuzaropa Branch_Router. IlepBble HeCKOIBKO Pping-3alpoCOB MOTYT OCTaThes 0Oe3
OTBETa W3-3a MPEBBIICHHs BPEMEHH OKUIaHus. BBenure KoManay Ping. Bel J0KHBI MOTYYUTH
OTBETHI Ha YETHIPE ping-3ampoca.

b. TIlepeiimgute Ha Briaaky Desktop (Pabounii cron) u Haxxmute 3Ha40k VPN

c. B oxue VPN Configuration (Hacrpoiika VPN) BBenuTe clieayromye napamMmeTpsi:

GroupName (MIMSI TPYIIIIBL): «.vvvveereeieeireenieesreesee e VPNGROUP
Group Key (KU TPYIITBI):...coviiiiiiciiccceer e 123

Host IP (Server IP) (IP-agpec xocta (IP-axpec cepsepa)): . 209.165.201.19
Username (MMSI TTOITB3OBATEIIN): ...vvervveveerresieesieseesieesiesnens phil

Password (TTapOImb): ......eeveiveiieiieie e ciscol23

d. Haxwmure xnonky Connect (IToxkmounthes) u 3ateM kaonky OK B cieayromem
OKHE.

Kakoii [P-anpec kinenTa npuMeHnsiercs s ycraHoBKU VPN-coeTnHeHus «KIMeHT-00bEeKT»?

Yu4eOHbl1ii Bonpoc 3: Ilepenaua sammdposannoro FTP-tpadpuka

Ilar 1: IIpocmorp Tekymmux mnapamerpos IP-agpecanmu Ha KoMIblOTepe
nosab3oBarens Phil.

a.  Orkpoiite o0bexT Metropolis Bank HQ u Bei6epure kommbrorep Phil.

b.  TIlepeiinute Ha Bkiuanky Desktop (PaGouwmii cron) u Haxkmute 3Hawok Command
Prompt (KomangHas ctpoka).

c.  C momomrsto komansl ipconfig orodpasure Texymmii [P-anpec komnbrorepa Phil.



Bunute nu BbI nononHuTensHbIN [P-agpec, KoTopelii HE 0TOOpaXacs paHee Ha Iare 2¢ B 4aCTU
1? Kaxoii 3To agpec?

IMar 2: Ilepemaua  3ammpposanHoro FTP-tpapuxka ¢  kommnbloTepa
noJub3oBaresis Phil na cepsep Private FTP.

a.  Ycranosute coeauHenue ¢ cepsepom Private FTP o6nsexra Gotham Healthcare
Branch. [{ns storo Beenute komanay ftp 10.44.2.254 B koMaHIHYIO CTPOKY.

b. Bseaure mms mosb3oBarens CISCO u maposb Secretkey, uyroObl BoiTH Ha cepBep
Private FTP.

C.  Brirpysute ¢aiin Privatelnfo.txt na cepsep Private FTP.

Ilar 3: IIpocmorp wuHpopManuu o0 TpaduKe ¢ NOMOIIBI0 AHAJIM3ATOPA
Tpaduka Cyber Criminals Sniffer

a. PasBepuure cBepHyTOe paHee OKHO aHaim3aropa Tpaduka Cyber Criminals
Sniffer.

b.  Bsibepute coobmenust FTP B okHe ananuzaTopa Tpaduka.

Ecte mu cpenn Hux FTP-cooOmenus, B KOTOpPBIX OTOOpa)kaeTcsi BHYTPEHHHUH Mapoiib WIIH
uHpopmanus o BeIrpy3ke ¢aitna PrivateInfo.txt Ha cepBep? [laiite nosicHeHue.

Ilpenaraemplii cnocod nojacyera 6aJJjoB

MakcumainbHoOe 3apa
Hlarn
Bonpocsl 3a1anus KOJIMY€CTBO O0OTaHHBIE
BOIpoOCa
0aJL10B 0aJL1bI
Bonpoc 1. Ilepenaya Hezamm@poBaHHOTO
[ar 3 20
FTP-tpaduka
Bompoc 2. Hactpoiika VPN-.KJII/ICHTa Ha | [irar 1 10
KoMITbIoTepe mojib3oBatens Phil
Bompoc 3. Tlepemaua 3amm¢pposannoro | IHar 1 10
FTP-tpaduka Illar 3 20
Bomnpocsl 60
bana Packet Tracer 40
O0mee yncao 6a/10B 100

KoHTpoJbHbIE BONIPOCHI

1. Kakas uaopmanus orodpaxaercss B BUJIe OTKPBITOIO TeKcTa?

2. Kakoii [P-anpec kinenTa npuMeHsieTcst As ycraHoBKU VPN-coenHeHus! «KINEeHT-00BeKT»?

3. Bugute nu Bbl pononHuTeNnbHBIA [P-anpec, koTopslit He oToOpaXkaics paHee Ha miare 2c¢ B
gactu 1? Kakoit »To ampec?

4. Ecte 1u cpean FTP-coobmienuit FTP-cooOmienus, B KOTOPBIX O0TOOpakaeTcss BHYTPEHHUH
napoJjib Wiu HHpopMaIus o BeIrpyske ¢aiina Privatelnfo.txt Ha cepsep? Jlaiite nosicHeHue.



3aganue Ne 7. Hactpoiika TyHHeabHOro pexunma VPN

eau 3aganus

B pesynbraTe HacTosero 3agaHus U IMOCIEAYIONIIEH CaMOCTOSATENBHOM pPabOTHI CTYIEHTHI
JOJDKHBI:
3aKkpenuTh MaTepual, OJIy4YeHHbIH Ha JIEKIMOHHBIX 33/1aHHSIX.

Ymertb nepenaBarh HezammdpoBanubid FTP-Tpaduk.
YMets nepenasath 3amudpoBannbiil FTP-Tpaduk.

[Tpnobpectu criocobHOCTh HacTpanBaTh VPN-KHeHTa Ha 00BEKTE.

o &~ W b oE

[TpuoGpecTr HABBIKKM aHaIK3a U 0000IIEHUS MOTYYEHHBIX PE3YJILTATOB.

YueOHbIe BONPOCHI 32 1aHUS
1.  TIlepenaua nezammdpoannoro FTP-tpaduka

2.  Hactpoiika VPN-tynnens mexxay oobexktamu Metropolis 1 Gotham

3.  Ilepenaua 3ammdppoBannoro FTP-tpaduka

OO6opynoBaHue U MaTepuaJbl

[1K ¢ ycranoBnennbsim Packet Tracer.

OO0mme cBegeHus

Bremonusiss 310 ynmpakHeHue, Bbl Oyaere OTCleKuBaTh mepenady HeszamudposanHoro FTP-
Tpaduka Mexay ABYMS Pa3IMYHBIMH OOBEKTaMH. 3aTeM Bbl HacTpouTe VPN-TyHHENb MEXAy IBYMS
o0OBEKTaMu U Opranusyete nepenauy 3amudpoansoro FTP-tpaduka. Hactpoiika [P-anpecanuu, cetu u
CEpBHUCOB B COOTBETCTBUM C Tabmuued aapecanuu. [lonb3ysach KIMEHTCKUMU yCTPOWCTBAMHU, KOTOPbIE
HAXOJSTCS B PA3NIUYHBIX reorpaduueckix peruoHax, Bbl Oy/ere rnepeaaBarh AJaHHbIe 0 npoTokoay FTP
0e30macHbIM U He0e30aCHBIM CIIOCOOAMH.

Tabauua agpecanuu

YacTHbIH IP- | Macka
YcrpoiicTBo aapec MOACeTH Caiit
Cepsep
PE3epBHOTO 10.44.2 954 955 955 2550 Gotham Healthcare
KOTIMPOBAHHUS T TUTTTTT [ Branch
daiinoB
Y4eOHns1ii Bonpoc 1: Ilepenauya Hesammpposannoro FTP-Tpapuka

Ilar 1: I[loayuenue goctyna k anajausatopy Tpaguxa Cyber Criminals Sniffer.

a. BoiOepure amammszatop Tpaduka Cyber Criminals Sniffer u mnepeliaure Ha
Bkiaaky GUI (I'paduueckuii untepdeiic).

b. Haxwmure xHomky Clear (OuuctuTh), YTOOBI yHAIWTh BCE COOpaHHBIE paHee
3amucu ¢ HHpopMaIuen o Tpaguke.

c.  Csepuure okHO aHanu3atopa Tpaduka Cyber Criminals Sniffer.

Ilar 2: VYcranoBka HeOe3onacHoro FTP-coenunenuss ¢ pesepBubim  FTP-
cepBepoM.

a.  Orkpoiite oobexT Metropolis Bank HQ u BeiGepute HOyTOYK Phil.

b.  TIlepeiinute Ha Bkiuanky Desktop (PaGouwii cron) u Haxkmute 3Hawok Command
Prompt (KomangHas ctpoka).

c.  C momorsio koman sl ipconfig orodpasute Texymmii [P-anpec kommberorepa Phil.



d.  YcranoBure coeauHeHHE ¢ pe3epBHBIM (aiioBeiM cepBepom File Backup o6bekra
Gotham Healthcare Branch. [us storo Beemute komanny ftp 10.44.2.254 B koMaHAHYIO
CTPOKY.

e.  Bemure ums momap3oBaTens CiSCO M mapoib CISCO, 4TOOBI BOWTH Ha PE3CPBHBIM
daitnossrii cepsep File Backup.

Hlar 3: IIpocmorp wuHdpopmanuu o0 Tpaduke ¢ NOMOIILI0 AaHAJIU3ATOPA
Tpaduka Cyber Criminals Sniffer.

a. PasBepHure cBepHyTOE paHee OKHO aHaim3aropa Tpaduka Cyber Criminals
Sniffer.

b. B anmamusatope Tpaduka BeiOepuTe coobmicHus FTP U mOJHOCTBIO HMPOKPYTHUTE
COZEPKUMOE KaXKI0TO U3 COOOIIECHHH.

Kakas undopmariius oroOpakaercs B BUAe OTKPHITOTO TeKCTa?

Y4eOHbl1ii Bonpoc 2: Hacrtpoiika VPN-TyHHenss Mmexay oO0bekTaMu
Metropolis 1 Gotham

a.  Ortkporite o0vexkt Metropolis Bank HQ wu BbiOepuTe MapiipyTH3aTOp
HQ Router.

b. Cxonupyiite mapamerpbl [PSec VPN s koHdurypanuu coeiuHEHUS MEXIY
00BbeKTaMu (HMXKE) ¥ BCTaBbTE CKOMMPOBAHHBIC apamMeTpsl B Mapiipytuszatop HQ_Router.

enable

configure terminal
crypto isakmp policy 10
encr aes 256
authentication pre-share
group 5

I

crypto isakmp key vpnpass address 209.165.201.19

!

crypto ipsec transform-set VPN-SET esp-aes esp-sha-hmac
|

crypto map VPN-MAP 10 ipsec-isakmp
description VPN connection to Branch_Router
set peer 209.165.201.19

set transform-set VPN-SET

match address 110

I

interface GigabitEthernet0/1

crypto map VPN-MAP

I

access-list 110 permit ip 10.44.1.0 0.0.0.255 10.44.2.0 0.0.0.255
!
end
copy run start
c.  Ha mapmpyrusatope Branch_Router o6nsekra Gotham Healthcare Branch yxe
co3JlaHa COOTBETCTBYIOIAs 3epKaibHas KoHpurypamus cetu [PSec VPN.



Y4eOHb1ii Bonpoc 3: Ilepenaya samu¢pposannoro FTP-Tpaguka

IMar 1: OrnpaBka FTP-tpaduka ¢ kxomnbrorepa mnoabs3oBatens Sally Ha

pe3epBHbIii daiinoBbiii cepep File Backup.

a.  Otkpoiite 00bexT Metropolis Bank HQ u BeiGepute kommbiotep Sally's.

b.  Ilepeiinute Ha Bkianky Desktop (PabGouwmii cron) u menkaute 3Hasok Command

Prompt (Komannnas ctpoka).

c. C mnomompo koMauabl ipconfig ortoOpasute Ttekymuii IP-agpec kommbroTepa

noJsis3oBaresst Sally.

d.  YcranoBure coequHeHHE ¢ pe3epBHBIM (aiioBeiM cepBepom File Backup oobekra
Gotham Healthcare Branch. [us storo Beemute komanny ftp 10.44.2.254 B koMaHAHYIO

CTPOKY. (MOKET MOTpeOoBaThCs 2—5 MOMBITOK)

e.  Bemure ums mosab3oBaTens CISCO M mapoib CISCO, 4TOOBI BOWTH Ha PE3CpPBHBIM

daitnossrii cepsep File Backup.

f. C mnomormpio Komauabl Put Beirpysute daiin FTPupload.txt Ha pe3sepBHbIit

daiinossiii cepsep File Backup.

Ilar 2: IIpocmorp wuHpopManuu o0 TpaduKe ¢ NOMOIIBI0 AHAJIM3ATOPA

Tpapuka Cyber Criminals Sniffer

a. PasBepuure cBepHyTOEe paHee OKHO aHanu3atopa Tpaduka Cyber Criminals

Sniffer.
b.  Bsibepure coobmenus FTP B okHe aHanu3aropa Tpaduka.

Nmerorcs mu FTP-coobmenus ¢ [P-anpeca komnwiotepa Sally’s? JlaiiTe noscHenue.

IIpensnaraemplii cnocod nmojacyera 6a/u10B

MakcumajibHO
3apaGoTaHHbI
Bonpocs! 3aganus Ilaru Bonmpoca | e KOJHYeCTBO
e 0aJuIbI
0aJls10B
Bomnpoc l. [Tepenaua
HezamuppoBanHoro FTP-tpaduka | Ilar 3 20
Bormpoc 3. [Tepenaua
3ammdpoanHoro FTP-tpadpuka [ar 2 30
Bonpocst 50
Baau Packet Tracer 50
OO01ee ynciao 621108 100

KonTpoJsbHBIE BOIPOCHI
1. Kakas uadopmaimsi orodpa)kaeTcsi B aHamu3aTope Tpaduka B BUI€ OTKPHITOrO TEKCTa?

2. Umetorcs mu FTP-cooOmenust ¢ IP-agpeca xommbiotepa Sally’s B okHe aHanmu3zaTtopa

Tpaduka? JlaiiTe nosicCHeHuUE.



3aganue Ne 8. PesepBupoBanne MapmipyTu3aTopoB 1 KOMMYTaTOpOB
eau 3aganus

B pesynbraTe HacTosero 3agaHus U IMOCIEAYIONIIEH CaMOCTOSATENBHOM pPabOTHI CTYIEHTHI
JOJDKHBI:

1.  3akpenuth MaTepHai, NOJyYEHHbIM Ha JIEKLIMOHHBIX 33aHUSX.

2.  llpuoOpectu crocoOHOCTh HAOMIOAEHHS 33 MEPEKIIOUEHUEM IPU OTKa3e CeTEeBOU
UHPPACTPYKTYPHI C UCIIOIB30BAHUEM PE3EPBHBIX MapIIPYTH3ATOPOB.

3.  IIpuobpectu crocoOHOCTh HAOMIOACHUS 3a TEPEKIFOYEHHUEM IPU OTKa3e CETeBOM
UHPPACTPYKTYPHI C UCIIOIB30BAHIEM PE3EPBHBIX KOMMYTATOPOB.

4.  Ilpuobpecty HaBBIKM aHAJIM3a U 00OOIICHHUS TIOTYYCHHBIX Pe3yJIbTaTOB.

Y4eOHbIe BONIPOCHI 3a1aHUS

1. HaOmoneHue 3a mNepeKIOYEHHEM TMPH OTKa3e CeTeBOd HHQPACTPYKTYphl C
UCIIOJIb30BAHUEM PE3EPBHBIX MAPILIPYTU3aTOPOB.

2. HabGmomenwe 3a TEPEKIIIOYCHHUEM TIPU OTKa3e CETEBOM HMHMPACTPYKTYPHI C
UCIIOJIb30BAHUEM PE3CPBHBIX KOMMYTATOPOB.

OO6opynoBaHue U MaTepuaJbl

[1K ¢ ycranoBnennbsim Packet Tracer.

OO0mue cBeneHust

B sTtom 3amanuu Bl Oyere HaOMIOAaTh 3a YCIEHIHBIM MEPEKIOYEHUEM IMPH OTKa3e CeTeBOM
uHpacTpykTypsl Metropolis. [[ns pesepBUpoBaHMs ILTI032 MO YMOJIYAHUIO HCIIOJIB3YIOTCS HECKOJBKO
MapuipyTu3aTopoB. 3aTeM OyneT MpPOBEAECHO YCIEIIHOE IEepeKIoueHre IpUd OTKa3e CeTeBOM
uHppacTpykTypsl Gotham. Pe3epBupoBaHue ceTeBbIX MapUIpyTOB OyaeT 00eCreuyuBaThCS C MOMOIIBIO
HECKOJIbKUX KomMMmyTaTtopoB. Hactpoiika [P-agpecanuu, cetn ¥ CepBUCOB B COOTBETCTBUHU C TaOiMLeil
aznpecaruu. J{s TeCTHPOBAaHUS MapUIPYTOB JI0 M MOCJE YCIEIIHOTO NEPEKII0YECHHUS MIPH OTKa3e CETEBOM

UHQPACTPYKTYphl BBl OyIETE€ MCIONb30BaTh KIMEHTCKHE YCTPOMCTBA B PA3IUYHBIX TeorpaduyecKux
peruoHax.

Tabauna agpecanuu

N Macka 11103 no| . .

YcrpoiicTBo IP-anpec Caiir
moaceTu YMOJIYAaHUIO

Bremmuit 8O- | 509 165 701 10 | 255.255.255.0 | — Vnreper
cepsep
R1 10.44.1.2 255.255.255.0 | — Metropolis Bank HQ
R2 10.44.1.3 255.255.255.0 | — Metropolis Bank HQ
Kowmmerorep Phil's | 10.44.1.12 255.255.255.0 |10.44.1.1 Metropolis Bank HQ
Kommsiorep Tim's | 10.44.2.11 2552552550 | 10.44.2.1 gf;;‘gg‘ Healthcare

Y4eOHs1ii Bonpoc 1: ITonaOmnrogaiiTte 3a nepexk/JIOYeHHEM IPH OTKa3e
ceTeBOii HH(PPACTPYKTYPHI € HCIOJb30BAHMEM Pe3epBHbIX MAapIIPYTH3aTOPOB.

IHar 1: OTKpoiiTe KOMaHIHYIO CTPOKY Ha KOMIIbIOTepe noJsb3oBartenas Phil.

a.  Bribepure y3en Metropolis Bank HQ u Beibepute HOyTOYK Phil.

b.  TIlepeiinute Ha Bkuagky Desktop (PaGouwmii cron) u menkaute 3Hadok Command
Prompt (KomangHas ctpoka).

Hlar 2: IIpocaeaure MapumIpyT K BHellIHEMY BeO-cepBepy.

a.  OrnpaBbTe ping-3ampoc k cepBepy External Web B Uurepuere. [lns sToro B
KOMaHJIHOU cTpoke BBeauTe Ping 209.165.201.10.



b. TIpocnemute mapmipyt k cepBepy External Web B Hutepnere. s storo B
KoMaHJIHOM cTpoke BBeauTe tracert 209.165.201.10.

C. IP-agpeca B BbIBOje KOMaHbI tracert mpeacTaBisitoT CETEBbIE YCTPOMCTBA, Yepe3
KOTOpBIE MPOXOJIUT CETEBOM TpaduK.

VYxaxure [P-agpeca ycTpoilcTB, dyepe3 KOTOpbIE MPOXOIUT TpapuK OT HOYTOYKa MOJIH30BATEINS
Phil no BHenHero BeG-ceprepa.

[lepBblit anpec, KOTOPBINA BBHIBOJUT KOMaHa tracert, — 3To ceTeBoii IUII03 (TOYKA BBIXO/A) 1O
YMOJTYaHHUIO.
d.  CpaBnute BbIBOJ KOMaH bl tracert ¢ Tabmuiieit aapecamnyu, IPUBEACHHON B HAYajIe
naboparopHoit padotel. Kakoit MapmpyTu3aTop B JaHHBIH MOMEHT SIBIISIETCSI TEKYIIUM IILTIO30M
10 YMOJITYaHUIO?

Hlar 3: 3amycTuTe nepexkjaOYeHUe NMPU 0TKA3E CeTEBO HH(PPACTPYKTYPHI.
a. B ysne Metropolis Bank HQ naxxmute kommyrarop HQ_S1.
b.  Ilenkuute Bknanky «HTepdeiic komananoi crpokm» (CLI).
C.  Bsegure crenyromyie KOMaH/bl, YTOOBI OTKJIFOUUTH TOPT KackagupoBanus Gig0/2:

enable
configure terminal
interface GigabitEthernet0/2
shutdown
Ilar 4: CHoBa npocjeauTe MApUIPYT K BHEIIHEMY BeO-cepBepy.

a. B ysne Metropolis Bank HQ naxmure Hoytoyk Phil.

b.  Ilepeiinute Ha Bkiuanky Desktop (PaGouwii cron) u menkaute 3Hadok Command
Prompt (Komannnas ctpoka).

c.  Ortmpassre ping-3anpoc k cepBepy External Web B HurtepHere. /[ sToro B
KOMaH/IHO# cTpoke BBeaute ping 209.165.201.10.

d. IIpocmeaute mapuipyt k cepBepy External Web B HUurepuere. [[is sToro B
KoMaHJIHO# cTpoke BBeauTe tracert 209.165.201.10.

IP-anpeca B BhIBOJIe KOMaHbI tracert mpencTaBisSIIOT CETEBBIE YCTPOMCTBA, Yepe3 KOTOPHIE
IIPOXO/IUT CETEBOM TpauK.

Vkaxute [P-anpeca ycTpoHCTB, 4epe3 KOTOpble MPOXOAUT TpaduK OT HOYTOYKa IOJIb30BaTENs
Phil o BHemHero Be6-cepBepa.

e.  IlepBblil agpec, KOTOpHI BRIBOOUT KoMaHAa tracert, — 3To cereBoi LUTIO3 (TOYKa
BBIX0/12) [0 YMOIYaHHUIO.

Kakoii Mapuipytuzarop tenepb paboTaeT Kak LT3 [0 YMOTYaHHUIO?

f. B mosBuBIIelicSs KOMaHAHOI cTpoke BBeauTe KoMaumy ipconfig. s numro3a mo
yMmousrganuio nokasan [P-agpec 10.44.1.1, koTtopslil He coBnagaeT HU ¢ nepBbM (10.44.1.2), Hu co
BTOpeIM (10.44.1.3) BBIBOJOM KOMaH[bI tracert. DTO yKa3bIBaeT Ha TO, YTO MapLIpyTHU3aLUs
Tpadpuka mnmo3a mo ymomdanuio 10.44.1.1 ¢QakTuyecku BBIMONHSAETCS 4Yepe3 pe3epBHbIC
MapupyTusaropsl ¢ pasnuuHbiMu [P-anpecamu: R1 ¢ ampecom 10.44.1.2 nmm R2 c¢ appecom
10.44.1.3, ecnu mapuipytusatop R1 HegoctyneH.



Y4eOHblii Bopoc 2: IHonaOuronaiiTe 3a mepekJYeHHMEM IPH OTKAa3e
ceTeBOi HH(PPACTPYKTYPHI € HCNOJIH30BAHHEM Pe3ePBHBIX KOMMYTATOPOB.

Hlar 1: OTkpoiiTe KOMAHIHYIO CTPOKY Ha KoMmnbloTepe Tim's.
a.  Beibepure y3en Gotham Healthcare Branch u Beibepute kommbrotep Tim.

b.  Ilepeiinute Ha Bkianky Desktop (PabGouwmii cron) u menkaute 3Hasok Command
Prompt (Komannnas ctpoka).

Hlar 2: IIpociaeaure MapumIpyT K BHellIHEMY BeO-cepBepy.

a.  OrmpaseTe ping-3ampoc K cepBepy External Web B HUurepuere. [lns sToro B
KOMaH/IHO# cTpoke BBeaute ping 209.165.201.10.

b. [Jnsa wHaOmojeHus 3a TMEPEKIIOUCHHEM IIPH OTKa3e CETeBOM HMHQPPACTPYKTYpPhI
MO’KHO UCIIOJIb30BaTh KOMaHay constant ping.

Beimonaure komangy constant ping s cepBepa External Web. [ns storo B komaHaHOH
crpoke BBeauTe pPing -t 209.165.201.10.
CBepHHTE OKHO JUIsl KOMIIbIOTEpa Mmosb3oBaTesns Tim.
Hlar 3: 3anycTuTe nepexkJO4YeHUue NPU 0TKA3e ceTeBOil HHPPACTPYKTYpPHI.

a. B ysne Gotham Healthcare Branch naxmure kommyrarop S3.
b.  Ilepeiinure Ha Bkuanky CLI.
C. BBenute crnegyronne KoMaHabl, 4TOObI OTKIIOYUTH MOPT Kackaauposanus Gig0/2:

enable
configure terminal
interface GigabitEthernet0/2
shutdown
Hlar 4: CHoBa npocjeauTe MApUIPYT K BHENIHEMY BeO-cepBepy.

a. B y3me Gotham Healthcare Branch passepaute O0KHO, OTOOpaxkaromiee
KOMITBIOTEp MmoJib30Batess Tim.

b. Tlomoxmure 30-60 cexynn. Takke MOXHO HaAOMOJATh 3a HHIAUKATOPAMHU
COEIMHEHNI KOMMYTAIIMIOHHOTO MOpTa B ceTeBoil nHPpacTpykType Gotham Healthcare Branch.

C. BriBog PE3YJIbTATOB BBITIOJIHCHUS KOMAHABI Ha KOMIIBKOTCPEC I10JIB30BATCIIA Tim
JAOJIDKCH OBITh AaHAJIOTHYCH CJICAYIOLUIEMY:

PC> ping -t 209.165.201.10
Pinging 209.165.201.10 with 32 bytes of data:

Reply from 209.165.201.10: bytes=32 time=47ms TTL=126
Reply from 209.165.201.10: bytes=32 time=42ms TTL=126
Reply from 209.165.201.10: bytes=32 time=42ms TTL=126
Reply from 209.165.201.10: bytes=32 time=43ms TTL=126
Request timed out.
Request timed out.
Request timed out.
Request timed out.
Request timed out.
Request timed out.
Request timed out.
Request timed out.
Reply from 209.165.201.10: bytes=32 time=41ms TTL=126
Reply from 209.165.201.10: bytes=32 time=42ms TTL=126



Reply from 209.165.201.10: bytes=32 time=42ms TTL=126
d.  3akpoiite OKHO.

[To xakoMy KaOenro TepenaBalich MaHHBIE MPH MOIYYEHWH OTBETOB HAa pPIng-3ampochl /10
nosiBnieHus coobmenus "Request timed out" (Bpems oxxumanus 3ampoca UCTEKII0)?

[To xakomy kaOenro NepenaBaliuCh JaHHBIC MPH TOJIYYCHUU OTBETOB Ha ping-3ampochl Mocjie
nosiBiieHus coodmienus "Request timed out" (Bpemst oxxuanus 3ampoca UCTEKIIO)?

e. O xakoil 0OCOOCHHOCTH PE3epBUPOBAHMSI KOMMYTATOPOB Ul MEPEKIIOYCHUS TPU
oTka3ze rurabutHoro Ethernet-nopra cBumeTenbCTByeT 3TOT CIICHAPUIA?

IIpennaraemplii cnocod nmojacyera 6a/10B

MakcuMaJabHO

Hlarn 3apabdoTraHHbIe

Bonpocel 3axanust € KOJHYECTBO
BOIIPOCa 0aJ11bI

0aJL10B

Bompoc 1. Habmonenwue | Illar 2 10

3a NCPEKIIOYCHHUEM MpH | [Ilar 2 10

OTKa3e CETEBOM | [[[ar 4 10

UH(QPaCTPYKTYpbI c

HCIIOJIb30BaHUEM

pe3epPBHBIX

MapIIpyTH3aTOPOB [Iar 4 10

Bonpoc 2. Habmonenue | Hlar 4 )

3a mepekiaouYeHueM npu | [Ilar 4 5

OTKa3e CETeBOM

UHPPACTPYKTYPHI c

HCIIOJIb30BaHHEM

PE3EePBHBIX

KOMMYTaTOpOB [ar 4 10

Bomnpocsl 60

baaa Packet Tracer 40

Oo01ee Yuca0 02J10B 100

KonTpoJbHBIE BOPOCHI

1. Ykaxwute [P-anpeca ycTpoiicTB, 4yepe3 KOTOpbIE MPOXOIUT TpaduK OT HOYTOYKa MOJIb30BATENS
Phil o BHemHero Beb6-cepsepa.

2. Ykaxurte [P-anpeca ycTpoiicTB, yepe3 KOTOpbIE MPOXOAUT TpaUK OT HOYTOYKa MOJIb30BATENSA
Phil no BHemHero Be6-cepBepa.

3. Kaxkoit mapmpytuzatop paboTaer Kax U3 10 YMOTYAHHUIO?

4. Tlo xakoMy ka0enr0 mMepelaBaluCh JAaHHBIE MPH IMOJYYEHUH OTBETOB Ha Ping-3ampochl J10
nosiBnieHus coodmenus "Request timed out" (Bpems oxxuganus 3anpoca UCTEKIO0)?

5. TTo kakoMy Kabemnto mepenaBaluch JaHHbIE MTPH MOJYYEHUH OTBETOB Ha ping-3ampochl 1mocie
nosiBnieHus coobmenus "Request timed out" (Bpems oxxumanus 3anpoca UCTEKIIO0)?

6. O Kakoil 0COOEHHOCTH pE3epPBHPOBAHUS KOMMYTATOPOB Uil MEPEKIIOYECHUs IMPU OTKa3e
rurabutHoro Ethernet-nmopra cBuAeTEIHCTBYET ATOT CLIEHApUA?



3aganue Ne 9. PesepBupoBanne MapmipyTu3aTopoB 1 KOMMYTaTOpPOB
eau 3aganus
B pesynbraTe HacTosero 3agaHus U IMOCIEAYIONIIEH CaMOCTOSATENBHOM pPabOTHI CTYIEHTHI
JOJDKHBI:
1.  3akpenuth MaTepHai, NOJyYEHHbIM Ha JIEKLIMOHHBIX 33aHUSX.

2.  Ywmerb ocymmectBisTh aktuBanuio Gyakuuu Cisco 10S Resilient Configuration.

3. Ilpuobpectn  cnocoOHOCT,  (GOPMHUpPOBaTh  MPOLEAYPHl  JUISI  YIPaBJICHUS
MH(OPMATMOHHON 0€30IaCHOCTEHIO.

Y4yeOHbIe BONIPOCHI 3a1aHUS
1.  TloBbumenue Hane:xxHOCTH KOHDUTYparmu [0S

2. Axruanus ¢pyuakuuu Cisco 10S Resilient Configuration

OO6opynoBaHne U MaTepHaJbI

I1K ¢ ycranoBinenusiM Packet Tracer.

O0mme cBegeHus

B xoxe BbIMOIHEHHsS] ATOrO 3aJaHMsl Bbl TOBBICUTE HAAEKHOCTh KoHpurypamuu [0S
MapuipyTuzaropa B CeTeBOW HHQpacTpykrype Merpononuca. 3aTeM BBl BKIIOYUTE (YHKIIHIO
otkazoyctoituuBoctu IOS Ha mapupyruzarope Cisco. Hactpoiika [P-anpecanuu, cetn u cepBUCOB B
COOTBETCTBUM C Tabmuiei anpecanuu. s pasBepThIBaHHS OTKa30ycTOW4YMBON KoH(purypaumu [0S
OyAyT HCIOIb30BaTHCS KIMEHTCKHE YCTPOMCTBA B ceTeBOM nHPpacTpykType MeTpomnosuca.

Tabauna agpecanuu

. Macka 03 no| . .
YcrpoiicTBo IP-agpec Caiit
NOJCEeTH YMOJTYAHHIO
HQ_Router 10.44.1.1 255 255.255.0 | '\H"gtmpo"s Bank
Yu4eOHbl1ii Bonpoc 1: IToBbieHne HagesxkHOCTH KOHurypanuu 10S

IIar 1: OTKpoiiTe KOMaHIHYI0 CTPOKY Ha KomnbIoTepe Sally's.

a. Bsibepute y3zen Metropolis Bank HQ u BbiOepuTe KOMIBIOTEpP MOIB30BATEIS
Sally.

b.  TIlepeiinute Ha Bknanky Desktop (PaGouwii cron) u menkaute 3Hadok Command
Prompt (Komangnas ctpoka).

Ilar 2: BpinogaHute yaajgeHHoe noak/jaouenue k mapmpyruzatopy HQ Router.

a.  Ycranosute ¢ Mapmpyruzaropom HQ_Router coeamnenue mo mportokony SSH.
Jlnst aToro B KoMauaHO# cTpoke BBeauTe SSh — admin 10.44.1.1. B oTKpsIBIIEMCS OKHE BBEIUTE
naposib Cisc012345.

b. B xomangHo#i cTpoke BBemuTe enable, a 3arem, mocne mpuriamieHus, TapoOJb
MIPUBHUJICTUPOBAHHOTO peXknMa Class.

B xomaHHOM CTpOKE JOHKHO OTOOpaKaThCs CeayIolee:
HQ_Router#
C. bwuo nm mokaszaHo Mpeaympexaaroliee COOOIIeHHe, MPEMSATCTBYIONIEE TOCTYITY
HEAaBTOPHU30BAHHBIX MOJIb30BaTenen Kk mapmpyruzaropy HQ Router?

Ilar 3: Co3naiiTe npaBoBoe yBeaoMiaenne Ha mapumpyruzarope HQ Router.

a. B xomanmgnoii crpoke HQ Router# BBemute xomanmy configure terminal mis
nepexojia B PeXKUM II00aTbHOM HACTPOUKH.



b. B xomangnoi crpoke HQ Router(config)# BcTaBbTe ciieayromiye KOMaHIbl:

banner motd #
UNAUTHORIZED ACCESS TO THIS DEVICE IS PROHIBITED
st moctyna K 3TOMY YCTPOHCTBY WIIH €r0 HACTpOHKaM HEOOXOIMMO SIBHOE pa3pelicHHeE.
HecankunoHupoBaHHbBIE MONBITKM U JEMCTBUS, NPEANPUHATHIE C ILEJIbIO JOCTYNIa K 3TOH
CUCTEME WJIH €€ UCIIOJIB30BaHusl, MOTYT BECTH K I'pak/IaHCKO-TIPaBOBOM H/1in
YTOJIOBHOUW OTBETCTBEHHOCTH.
Bce neiicTBusl, BEIOTHSIEMbIE HA 3TOM YCTPONCTBE, PErUCTPUPYIOTCS M OTCIEKUBAIOTCS.
#
c. B xomanpgnoii crpoke HQ Router(config)# BBenute xomannel end u logout mis
3aBEPIICHUsI cCoeMHEHus ¢ MapmpyTuzaropom HQ Router.

d. CuoBa ycraHoBuTEe coeauHeHHe 10 mpoTokony SSH ¢ mapripyruzatopom
HQ_Router ¢ komnbrotepa nons3osarens Sally. [Tapoas SSH — cisco12345.

Bbut 1 mokazaH KakoH-TMOO JOMOJTHUTENBHBIA TEKCT WIM WHPOPMAIIMOHHOE COOOIICHUE TIPU
yenemHoM noaktroueHnr k HQ_Router? Yro Obu1o mokazano?

Ilar 4: Bxurounte 3ammTy napoJiem Ha mapupyruzarope HQ_Router.

a. B xomanmHoii ctpoke BBemutTe enable, a 3arem, mocie HpUIIAIICHUS, MapOJIb
[IPUBHJICTUPOBAHHOIO pesknMa class.

b.  Boiimure B pexxuM riodanbHON KOH(GUrypaluu ¢ MOMOIIBI KoMaHasl configure
terminal. B komananoit ctpoke HQ Router(config)# BcraBbTe Clienyronne KOMaH/Ibl:

lmudpyeT HeszammuppoBaHHbIE Mapod B running-config
service password-encryption

IBCe HOBBIE CKOH(UTYpHUPOBAHHBIE TAPOJIH JOIKHBI CoJepkKaTh He MeHee 10 cHMBOJIOB
security passwords min-length 10
Yu4eoHblii Bonpoc 2: AxtuBanus  Qyukumun  Cisco 10S  Resilient

Configuration
IHar 1: IIpocmorpure Tekymmii oopa3 10S.

a. Ilocne momkirouenus mo mpotokoiay SSH ¢ kommeiotepa Sally BBequre KoMaHy
exit st Bo3Bpara k komanHou cTtpoke HQ_Router#.

b.  Beeaure komauny dir flash: mis npocmotpa Tekymero daitna 10S.bin.

Kak HaszpiBaercs Texymuii ¢aiin .bin B komanze flash?

Iar 2: O6ecneybTe 3aIMTY TEKYLIEro 00pa3a U KOH(UIypaumnu.

a. B xomangnoit ctpoke HQ Router# BBemmte komanmy configure terminal mis
nepexo/ia B pekKuM riao0anbHON HACTPOUKH.

b. C nmomompro KoMaHmel Secure boot-image B KOMaHAHOH  CTpOKe
HQ Router(config)# axTuBupyiite pesepBHoe KomupoBaHue oOpa3a IOS u 3amperute mnokas
¢aiina IOS B BeIBO/IE KaTaslora, a TaKkKe yJajleHue 3aluieHHoro gaiina [0S.

Cc. HUcnonesyiite komanmy Secure boot-config B  komaHmHOW  CTpoke
HQ Router(config)#, 9TOOBI COXpaHUTH 3ANIUIICHHYIO KOMHUIO TEKYIIeH KOH(PHUTypaluu u
MPEeIOTBPATUTH yJAJICHNE 3alUIIEHHOTO (ailia KOH(UTypaluH.

d. Bepuurech B mpuBmierupoBaHHblii pexxum EXEC ¢ momomipio KoMaHibl EXit.
Beenute komannay dir flash: ns mpocmotpa texymiero gaiina 10S.bin.



[Tokazan nu B BeiBoAE (haitn 10S.bin?
e. B xomanmnoii ctpoke HQ Router# BBemaute xomanay Show secure bootset mis
npocmoTpa craryca oopasza Cisco IOS u pe3epBHOT0 KOMMPOBAHUS KOH(PHUTYpAITUH.

IIpenyiaraeMelii crioco0 mojacuera 0aJ1JI0B

MaxkcumasbHoe
Hlarn 3apaboTaHHble
Bonpochl 3a1aHus KOJIMY€CTBO
BOIIPOCa 0aJIbI
0aJ10B
Bomnpoc 1. IloBermenne | Hlar 2 10
HAJIC)KHOCTH
koHpurypauuu [0S Hlar 3 10
Bompoc 2. AxrtuBamms | Iar 1 10
¢yuxkuuun  Cisco  10S
Resilient Configuration | Illar 2 10
Bomnpocsl 40
Baaa Packet Tracer 60
O01mee yncia0 62,7108 100

KoHTpoJibHbIE BOMPOCHI

1. beuto nM TOKa3aHO WPEAYNPEKIAKoNIee COOOLICHHE, MPEISITCTBYIONMEE JOCTYITY
HEaBTOPU30BAHHBIX MOJIb30BarTelel k mapupyruzatopy HQ Router?

2. bbu1 111 IOKa3aH KaKoW-JIMOO JOMOJHUTEIBHBIA TEKCT MM HH()OPMAIIHOHHOE COOOIICHUE TIPU
yenemHoM noaktroueHnd kK HQ_Router? Yro 6bu10 mokazano?

3. Kak naspiBaercs Tekymuii daiin .bin B komanze flash?

4. ITokazan nu B BeIBoe (aiin 10S.bin?



3aganue Ne 10. MeskcereBble IKpaHbl HAa cepBepe M CIHHMCKH KOHTPOJS J0CTyHna Ha
MapupyTuszatope

eau 3ananus

B pesynpTate HacToAIEro 3amaHus U TOCIEIYIONIEH CaMOCTOSATEIBLHONH paOOThI CTYIECHTHI
JOJIKHBIL:
3akpenuTh MaTepual, MOJy4YeHHbIA Ha JIGKITUOHHBIX 33/IaHHSIX.

YMeTh 0CYIIECTBIIATH MOJKIIIOYEHHE K BeO-cepBepy.

YMETh OCYIIEeCTBIATh MpeAoTBpalicHre HesamubpoBanHbix ceaHncoB HTTP.

A w0 o

[IpuoOpecT HaBBIKM JOCTYNAa K MEXKCETEBOMY 3KpaHy Ha CepBepe 3JIEKTPOHHOM
IIOYTHI.

5. Ilpuobpectu  cnocoOHOCT,  (GOPMHUpPOBaTh  MPOLEAYPHl  JUISI  YIPaBJICHUS
MH(OPMATMOHHON 0€30IaCHOCTEHIO.

Y4yeOHbIe BONIPOCHI 3a1aHUS
1. TlomxmoueHue K BeO-cepBepy.

2.  llpenorBpamenue He3ammdpoBanHbix ceanco HTTP.

3. JlocTym K MeXCeTeBOMY 3KpaHy Ha CepBepe 3JIEKTPOHHON MOYTHI.

OO0opynoBanne U MaTepuasbl

1K c ycranosnennsim Packet Tracer.

OO01mue cBeIeHNA

B sTOM 3amanuu BBl MOMyduTE JOCTYH K MOJB30BATENIO B y31e Metropolis 1 moaKimrounTech 1o
nporokonamM HTTP u HTTPS k ynanennomy Be6-cepBepy. Hactpoiika IP-agpecarum, cetu u cepBUCOB B
COOTBETCTBHH C Tabimueil anpecarmun. C MOMOIIBI0 KIMEHTCKOTO YCTpoiicTBa B y3ie Metropolis Bbl
npoTrectupyere [ MOJIKIOYEHHE K YyAaleHHOMY BeO-cepBepy. UToObl oOecmeuuTh 3alury y3ia
Metropolis, BbI 3anpeTuTe He3amMU(ppOBaHHOE COSTMHEHNE C BHEIITHUMHU BeO-CeaHCaMu.

Tabauua agpecanuu

Yacruplii | O0menocrynnblii | Macka
YcerpoiicTBo IP-agpec | IP-aapec nmoJceTH Caiir
Beb6-cepep — 209.165.201.10 255.255.255.0 | MuaTepHeT
Y4eOHb1ii Bonpoc 1: IToakoueHne Kk Bed-cepBepy.

Ilar 1: ¥YcranoBurte aoctyn k Bed-cepBepy HQ Internet ¢ IIK moab3oBaTens
Sally nmo nporoxosy HTTP.

a.  Bridepure y3en Metropolis Bank HQ u BeioepuTte I1K Sally.

b. TIlepeiinute Ha Bkimamky Desktop (PabGouwii cronm) u mienkaure 3Ha4dok Web
Browser (bpayzep).

c.  Bsemure URL-ampec http://www.cisco.corp u naxxmute GO (Hauats).
d. lenxuwure ccpuiky Login Page (Ctpanuiia Bxozaa).

[Touemy mosb30BaTeNh NODKEH OBITH 00ECIIOKOCH MPH OTHpaBKe WH(OpPMALIUU Yepe3 ITOT BeO-
caut?

Ilar 2: VYcranoBure npocryn k BeO-cepBepy HQ Internet ¢ kommbloTepa
noJib3oBareis Sally mo nporoxkoay HTTPS.
a.  OtkpoiiTe BeG-0003peBaTesib Ha KoMmbioTepe Sally's.

b.  Bseaure URL-aapec https://www.cisco.corp u naxkmute Go (Hauats).



c.  Ulenkuwure ccpuiky Login Page (Ctpanuiia Bxoza).

VY monp30Batessi MEHBIIE TMOBOJIOB JIJIsi OECITOKOWCTBA TPU OTIPaBKe MH(OpMAIUKM Yepe3 3TOT
BeO-caiit. [Touemy?

d.  3Baxpoiite komnbroTep nonb3oBarens Sally.
YueOHblii Bonpoc 2: 3anper HezammdpoBanubix ceancop HTTP.
Ilar 1: Hacrpoiite mapmpytusarop HQ_ Router.

a.  Otkpoiite o0wexkt Metropolis Bank HQ wu BbiOcpuTe MapIipyTH3aTOpP
HQ_ Router.

b. Haxxmure Brmanky CLI u nHaxxmute Enter.
C. Jlnst BXOJ1a B CHCTEMY MapIIpyTH3aTopa UCIIONIb3YHTE Mapoiib CiSCO.

d. Bsemure xomanmy enable, a 3arem configure terminal mnst noctyma x pexumy
I00aTbHOM HACTPOMKH.

UroObl mpenorBpatuTh TNepemady HesamuppoBanHoro HTTP-tpaduka uepe3 rojoBHOM
MapuUIpyTHU3aTOp, CETEBBIE AJIMHHUCTPATOPBI MOTYT CO3/aTh M PAa3BEPHYTh CIUCKH KOHTPOJIS AOCTYyNa
(ACL).

Crnenyrolue KOMaHAbl BBIXOJAT 32 paMKU 3TOTo Kypca. OHU UCIIONB3YIOTCS ISl IEMOHCTpALUU
BO3MOKHOCTH IIpEIOTBpAllleHHUs] IepeJauyd He3alu(ppoBaHHOTO Tpaduka dYepe3 MapIIpyTH3aTOP
HQ_Router.

e. B xomanmnoii ctpoke HQ_Router(config)# B pexume rio0anbHON HACTPOWKH

CKOHI/Ipyf/'ITe N BCTABbBTC IIOKA3AHHYKO HUHIKC KOH(l)I/IpraI_II/IIO CIIMCKa KOHTpOJII OO0CTylla B
HQ Router.

!
access-list 101 deny tcp any any eq 80

access-list 101 permit ip any any
|

int gig0/0
ip access-group 101 in
!
end
f.  3akpoiite mapmpyruzatop HQ_Router.

Ilar 2: ¥YcranoBurte aoctyn k Bed-cepBepy HQ Internet ¢ IIK moab3oBaTens
Sally no nporoxony HTTP.

a. B ysme Metropolis Bank HQ naxxmute I1K mons3osarens Sally.

b. TIlepeiinute Ha Bkimamky Desktop (PabGouwii cronm) u menkaure 3Ha4dok Web
Browser (bpayzep).

c.  Bsemure URL-aapec http://www.cisco.corp u naxxmute GO (Hauats).

Mosxer u KoMmbioTep mosb3oBatens Sally momyunts moctym x BeO-cepBepy HQ Internet mo
nporokosry HTTP?

Hlar 3: VYcranoBure moctynm kK Bed-cepepy HQ Internet ¢ kommbroTepa
nojb3oBaresst Sally mo nporoxoay HTTPS.

a.  OrtkpoiiTe Be6-0003peBaTesib Ha KoMIbioTepe Sally's.

b.  Bsemurte URL-anpec https://www.cisco.corp u maxmure Go (Hauats).



Mosxet a1 kKomnbioTep nosib3oBatens "Sally" momyunts noctyn k Be6-cepBepy HQ Internet mo
npotokony HTTP?

C.  3akpoiite KommproTep moas3oBarens Sally.

YueOHnblii Bonpoc 3: JocTtym K MexkceTeBOMY JKpPaHy Ha cepBepe
3JIEKTPOHHOM MOYTHI.

a. B ysme Metropolis Bank HQ naxmute cepsep Email.

b.  Haxwmure Biaaky Desktop (Pa6ouwnii cron) u Beioepute Firewall (MexcereBoii
skpaH). [IpaBuiia MEKCETEBOr0O SKpaHa He 3a1aHblL.

UtoObl MpeoTBpaTUTh OTIPABKY WIIM MOJYYECHUE Yepe3 CepBep AIIEKTPOHHON MOYTHI Tpaduka,
HE CBS3aHHOTO C HEH, CeTeBble aJMUHUCTPATOPbl MOTYT CO3[1aBaTh IMpaBUIa MEXKCETEBOrO0 HKpaHa
HENOCPEACTBEHHO Ha cepsepe. JInbo, Kak MOKa3aHO paHee, MOXKHO MCIIONIb30BaTh CIUCKH KOHTPOJIS
noctyna (ACL) Ha ceTeBOM yCTpOICTBE, HAIPUMED, MAPIIPYTU3ATOPE.

IIpennaraemslii cnocod nojacyera 6aj110B

MaxkcumajibHO€e
Hlarn 3apaboTaHHble
Bonpocekl 3aganus KOJIMYECTBO
BOIIpoca 0asIBI
0aJ1710B
Bompoc 1. Tlogkmrouenne x | Llar 1 15
BeO-cepBepy [ar 2 15
Bormpoc 2. | Iar 2 15
[IpenoTrBpaienune
He3amuppPOBaHHBIX
ceancoB HTTP Iar 3 15
Bomnpocsl 60
Bbaaa Packet Tracer 40
O0mree yncJ10 02/1J10B 100

KonTpoJbHBIE BOIPOCHI

1. IToyuemy monb30BaTENh JOJKEH OBITH OOECTIOKOEH INMpHU OTMIpaBKe MH(MOpPMAIUU Yepe3 ITOT
BeO-caii?

2.V nonb30BaTeNsi MEHBIIE TOBOOB /I O€CIIOKOMCTBA MPH OTIIpaBKe WH(MOpMAIUU yepe3 BeO-
calft https://www.cisco.corp. [Touemy?

3. Moxert nu koMnbroTep mosib3oBarens Sally momy4auts noctyn k Be6-cepepy HQ Internet mo
nporokosry HTTP?

4. MoseT i KoMIibtoTep moss3oBarens "Sally" monyunts moctym k BeO-cepBepy HQ Internet
o nporokoiy HTTP?



3aganue Ne 11. OTpadoTka KOMILIEKCHBIX NPAKTHYECKHX HABBIKOB
eau 3aganus

B pesynbraTe HacTosIero 3aJaHus U IOCIEAYIOIIEH CaMOCTOATENbHOM pPabOThI CTYAEHTHI
JOJDKHBI:

1.  3akpenuts HaBBIKH, [TOJIyYEHHBIE B IPOLIECCE OCBOSHUS YU€OHOTr0 Marepuaia.

2.  IIpuobOpectrt KOMIUIEKCHBIC MPAKTUYCCKUE HABBIKM HACTPOHKH MapIIpyTH3aTOpa
OeCrpoOBOHON CBSI3M, 3arpy3Kd M BBITPY3KH (ailyioB ¢ HCoib30BaHHEeM mpoTokona FTP,
0€301MacHOTO MOIKIIOYCHHSI K YIAIGHHOMY Y311y ¢ UcToib30BaHueM VPN 1 oOecrieueHne 3auThl
mapmipytusaropa Cisco 10S.

OO6opynoBaHne U MaTepHaJbI
I1K ¢ ycranoBinenusiM Packet Tracer.
Tabauua agpecanuu

HNuTepdeii Hlnro3 o

YcrpoiicTBo c IP-agpec Macka nmoaceru YMOJTYAHUIO
HQ_Router G0/0 10.441.1 255.255.255.0 —

- G0/1 209.165.201.2 255.255.255.248 —
VPN-cepsep NIC 209.165.201.19 255.255.255.248 —
HQ_Wireless LAN 10.44.1.254 255.255.255.0 10.44.1.1
Ceprep FTP/Web | NIC 10.44.1.252 255.255.255.0 10.44.1.1
Cepge
Baé’kugF“es NIC 10.44.2.10 255.255.255.0 10.44.2.1

Cuenapuii

JlaHHOE 3aKIIIOYUTENHbHOE 3aJaHue TOMOXET OTpaboTaTh MHOTHE HaBBIKH, IOJTYYCHHBIE B
IPOLIECCEe OCBOCHUS Y4eOHOT0o MaTepHana. Bbl BBINOIHHUTE HACTPOHKY MapIIpyTH3aTopa OecrpoBOIHON
CBSI3H, 3aTrPy3Ky M BBITPY3KY (ailyioB ¢ ucroip3oBanueM nportokosia FTP, Ge3omacHoe MOIKITIOYCHHE K
yIaJIeHHOMY Y3I1y ¢ ucnojib3oBanreM VPN u obecrieunte 3ammty mapupyruzaropa Cisco 10S.

Peanusauus

[Tpumeuanue. Y Bac ecThb AOCTYI TOJNbKO K y31my Metropolis HQ. Brl MoxeTe monyduTs 10CTymn
KO BCEM CepBepaM U KOMITBIOTEPaM Ha 3TOM Y3JI€ JUIS BBITIOJTHEHUS IIPOBEPKH.

Peanuzyiite cneayromue TpeOOBaHUS:

KomnsroTep nons3oBarens Sally — Metropolis Bank HQ

Beirpysure daitn secure.txt na cepsep FTP/Web, ucnosns3ys nporoxon FTP:

[MTonw3oBarens sally, maposns ftpaccess

®aiin 1 BRITPY3KU: Secure.txt

Hcnone3yiite IP-agpec cepsepa FTP/\Web u3 tabmwuib agpecarvy.

[Moxkrounte KommbroTep monb3oBarens Sally k y3my Gotham Healthcare Branch no cetu
VPN «xnmeHT-y3em»:

OtnpasseTe ping-3anpoc Ha cepep VPN, ucnonb3ys [P-aapec n3 tabauip! agpecaym.

[Moaxmounte cetb VPN «KITMEHT-y3em», UCTIONb3ys UM nosb3oBatesst sally u mapons vpnsally

Hcnons3yitte rpynny VPNGROUP u ximrou 123

Hcnone3yss VPN-coenunenue, 3arpysute ¢aiin transactions.txt ¢ cepsepa BackupFiles mo
nporokoiy FTP:

Hcnone3yiite IP-ampec cepsepa BackupFiles u3 tabmutist agpecarum.

[MTonw3oBarens sally, mapons securesally

daiin s 3arpy3ku: transactions.txt

HoyT0yk moas3oBatens Phil — Metropolis Bank HQ

Hacrpoiite mapripytusarop HQ_Wireless.

Hcnonw3yiite [P-anpec mapmpyruzaropa HQ_Wireless u3 Tabmumpsl agpecanum.

Hcnonp3yiite Be6-0003peBaTensb Jjas HAacTpoiiku mapmpyrusatopa HQ_ Wireless ¢ HoyrOyka
nosb3oBatesst Phil.

[Tonw3oBarens admin, mapois p@ssword

3amenute s SSID 3nayenne DefaultWIFI aa HQwifi

Hactpoiite SSID kak BuAMMBIHN (IIMPOKOBEUIATENbHBIN) AJ11 OECTIPOBOIHBIX KJIHMEHTOB.



Hacrpoiite 6e3onmacHocts OecnpoBomnoit cetn WPA2 Personal, ucnons3ys ¢dpasy-napois
cisco321.

ObecneusTe 3amuTy Mapupytuzaropa HQ_Router.

Ucnons3yiite [P-anpec mapmpyruzaropa HQ Router u3 Tabmuibl aapecanuu.

Hcnone3yiiTe KOMaHIHYIO CTpOKY aisi moakimoueHuss k HQ_Router mo nporokonry SSH. Mwmst
noas3oBaress phil, mapons securessh

Hcnonp3yiiTe komanay enable u maposis CisCo.

AKTUBHpYHTE QPYHKIINIO 0TKa30ycToYnBOM KoHpuryparuu Cisco 10S.

Hactpoiite myist 6annepa coobmieHue aust (motd), Bkimouaroree gppazy Authorized Access Only

HoyTtoyk mosb3oBarens Gina — Metropolis Bank HQ

[MoaxiounTe HOYTOYK Nosib3oBaTesst Gina kK 0ecrpoBOTHOM CETH.

Cospaiite coequaenne ¢ SSID HQwifi

Hcnonp3yiite PSK-kimou cisco321

Yo6enutech, uTo Ha HOYTOYKE Hcnonb3yercs DHCP

IIpennaraemslii ciocod nojacyera 0an10B

bann Packet Tracer: 90 Gamnos.
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https://e.lanbook.com/book/427130.

2. Banuna, A. I'. IlepcoHanbHas kuOepOe30macHOCTh: Kypc JEKIud : ydeOHoe
nocobue / A. I'. Banuna, JI. B. Opén, C. B. AaukyeB. — Crtasponoins : CKOY, 2022. —
137 ¢. — Texkct : snekTpoHHbIH // JlaHb : 37eKkTpoHHO-OMOMMoTeuHas cucrema. — URL:
https://e.lanbook.com/book/386636.

[lepeueHb TONOIHUTENBHOM JINTEPATYPHI:

1. bamanoB, A. H. KommiekcHas wunHpopManmoHHass 0€30MaCHOCTh : Y4eOHOE
nocobue st By30B / A. H. bamanoB. — 2-e u3g., crep. — Cankr-IletepOypr : Jlans,
2025. — 400 c¢. — ISBN 978-5-507-52839-4. — Texkcr : anexkTtpoHHsblit // Jlanb :
3JIeKTPOHHO-O0MOmoTeuHast cuctema. — URL: https://e.lanbook.com/book/460715

2. Kopabnesa, E. B. CoumanbHo-3THYECKHE MPOOJIeMbl HHPOPMAIUMOHHOM
6e3onacHocTH : ydeOHO-meronuueckoe mocooue / E. B. Kopabnesa. — Mocksa :
MTVYCH, 2022. — 31 c. — Tekcr : 25eKTpoHHBIN // JlaHb : 371eKTpOHHO-OMOIMOTEUHAS
cuctema. — URL.: https://e.lanbook.com/book/333719.

3. 3wipsiHoBa, T. KO. YnpaBnenue umHpopManimoHHOW 0€30MacHOCTBHIO : y4eOHOE
nocodbue / T. lO. 3vipsnoBa. — EkarepunOypr : , 2023. — 96 c.— Tekcr:
ANEKTpOHHBIN //  Jlanb  :  BJeKkTpoHHO-OMOMMoTeuHas  cucrema. —  URL:
https://e.lanbook.com/book/369482.

[lepeueHb y4eOHO-METOAMYECKOTO OOECIEUEHUS] CaMOCTOSITEILHONH  PabOThI
00yyYaroImuXcsl M0 JUCHUILUIUHE (MOIYJIIO)

1. Meroauyeckue yKa3zaHus Ui BBINOJHEHUA J1a0OpaTOpHBIX padoT 1o
muciuiuindHe  «llepconanpHas kuOepOEe30macHOCThY I CTYJACHTOB  HAINpaBlICHUS
IMOJArOTOBKH 15.03.05 KoHCTpYyKTOPCKO-TEXHOIOTUYECKOE obecrieueHue
MaIIMHOCTPOUTEIBHBIX MPOU3BOACTB, 2025 T (3JEKTPOHHBIN pecypc).

2. Koucnekt nexknuii no aucturuimae «llepconanbHasi KuOepOe30MmacHOCTY IS
CTYAEHTOB HampaByieHuss noArotoBku 15.03.05 KoOHCTpYKTOPCKO-TEXHOJIOTUYECKOE
obecrieueHrne MalTMHOCTPOUTENIBHBIX MPOU3BOJCTB, 2025 T (3JIEKTPOHHBIN pecypc).

3. Meroauueckue ykazaHus MO OpPraHU3allid U TMPOBEACHUIO CAMOCTOSTEIBHOM
pabotel mno auciurimHe «llepcoHanbHas kubepOe30mMacHOCTb» JJIsi  CTYJICHTOB
HanpapyieHus: noAaroroBku 15.03.05 KoHCTpYyKTOPCKO-TEXHOJOTHUECKOE OOecredeHne
MaIIMHOCTPOUTEIBHBIX MPOU3BOACTB, 2025 T (3JEKTPOHHBIN pecypc).

[lepedyenb pecypcoB HHPOPMALMOHHO-TEIEKOMMYHUKAIMOHHOU ceTtu «HTepHeT,
HEOOXOIMMBIX ISl OCBOCHUS JUCHIUTUIUHBI (MOTYJIS):

1 AsrtomaTtuzupoBaHHas HWHGMOPMAIMOHHO-OMOMMOTEeYHass cuctema «DonaranT»
http://catalog.ncfu.ru/catalog/ncfu

2 Ceresas akagemus Cisco Networking Academy - https://www.netacad.com/ru/

3  DHIeKTpoHHO-OMOIMOTEeUHAS cucrema IPR BOOKS -
http://www.iprbookshop.ru/
4  DJEKTPOHHBIE o0Opa3oBarebHbIe pecypcebl -

http://www.ncfu.ru/index.php?do=static&page=elektronnye-obrazovatelnye-resursy



