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Pexomengamua MCI-T X.1601
OcHOBBI 0€30MACHOCTH 00JIAYHBIX BHIYMCJICHU A

1 Cdepa npumenenus

B nactosimelt Pexomenganuu mpoBOIUTCS aHANW3 Yrpo3 M MpoOsieM O€30MacHOCTH B cpele 00JadHBIX
BBIUMCIIEHU M TPUBOJUTCS ONMCAHUE BO3MOXKHOCTEH oOecrmeueHus Oe30MacHOCTH, IO3BOJISIONINX
CMSITYaTh MOCIEICTBUS ATUX YIpo3 U pemaTh mpodneMsl O0ezonacHocTu. [Ipeacrapnena 6azoBasi MeTOAMKA
OIIpeJIeJIEHUs TEX BO3MOXKHOCTEH o0ecrnieueHns 0e30MacHOCTH, AJIsi KOTOPBIX MOTpedyeTcs cnenuduranms
B IIEJIIX CMSTYEHHUs IMOCJIEACTBUN yrpo3 O€30MacHOCTH M pelieHHsl MpodiieM 0e30mMacHOCTH 00JauHbIX
BBIYMCIICHHM.

2 CrnpaBo4Hble JOKYMEHTBI

OTCyTCTBYIOT.

3 Omnpenenenus

31 TepMuHbI, onpee/ieHHbIE B APYrUX JOKYMEHTAX

B mHacrosmeit PexoMmeHmanuu HUCIIOJIB3YIOTCA  CICAYHOIIHUEC TCPMUHBI, OIPCACICHHBIC B IPYIrUux
AOKYMCHTax:

3.1.1 ayrentudpuxauuss  (authentication) [b-NIST-SP-800-53]: [IpoBepka  HJIEHTUYHOCTH
MIOJIb30BATEJ, IIPOIecca WM YCTPOMCTBA, HEPEAKO SBISIONIAACS HEOOXOAMMBIM YCIOBHEM OOECTICUCHUs
BO3MOXXHOCTH JIOCTYIIA K pecypcaM HH(OPMallMOHHON CUCTEMBI.

3.1.2 Bo3moxkHocTh (capability) [b-ISO/IEC 19440]: CaoiicTBo, 3akiioyaroiieecs B CIIOCOOHOCTH
BBITIIOJIHATH )laHHBIfI BUIO ACATCIBHOCTH.

3.1.3 o0aaunble BblumuciaeHusi (cloud computing) [b-ITU-T Y.3500]: ITapagurma oOecneueHus
CETEBOTO OCTYIA K MacCIITA0UPyeMOMY M THOKOMY HaOOpY COBMECTHO HCTOJB3YEeMbBIX (DU3UUYCCKUX HITH
BUPTYaJIbHBIX PECYpCOB C TMPEAOCTABICHHMEM U aJIMHUHHCTPUPOBAHUEM pECYpCOB Ha OCHOBE
caMOOOCTy>KUBaHUS T10 3aIPOCy.

[NPUMEYAHHME. — K npumepam pecypcoB OTHOCSTCS CEpPBEphI, ONEPALMOHHBIE CHUCTEMBI, CETH,
IIPOrpaMMHOE OOecreueHue, MPUIoKEHNUs U 000pyA0BaHUE ISl XPaHEHMUSL.

3.1.4 obaaunas ycayra (cloud service) [b-ITU-T Y.3500]: Omna unum HECKOJBKO BO3MOXKHOCTEH,
NPEJOCTaBIAEMBIX C  HCIOJIb30BaHMEM  O0JauyHbIX  BblUMCIeHHH  (myHKT — 3.1.3),  KOTOpHBIE
aKTUBHPYIOTCAC IOMOILBIO 3asBJICHHOTO HHTep(elica.

3.1.5 norpeduTenb ob6aaunoii ycayru (cloud service customer) [b-ITU-T Y.3500]: Cropona
(myHkT 3.1.17), KOTOpasi COCTOUT B JIENOBBIX OTHOIICHUSX MPUMEHHUTEIHHO K MCIIOJIb30BAaHUIO OOJAUHBIX
ycayr (myHKT 3.1.4).

I[MPUMEYAHMUE. — JlenoBbie OTHOILIEHUS HEOOSI3aTENBHO MPEANONaraT (UHAHCOBBIX JOTOBOPOB.

3.1.6 maprHep o0aauHoii ycayru (cloud service partner) [b-ITU-T Y.3500]: CropoHna,
y4acTBYIOIIAsi B TOJJEP)KKE ACSITEIBHOCTH JHOO TMOCTaBIIMKA 0O0sayHOW ycimyru (myHKT 3.1.7), nubo
norpedutens oOmayHoi ycimyrd (myHKT 3.1.5), nmubo 000MX WIM XK€ OKas3bIBaeT IIOMOILIb B 3TOU
JeSITeTbHOCTH.

3.1.7 nocraBmukK o06aauyHoii ycayru (cloud service provider) [b-ITU-T Y.3500]: Cropona
(mynkT 3.1.17), koTopas npenocTaBisieT o0JayHbie yCIyTH (myHKT 3.1.4).

3.1.8 mnoab3oBatenb o0aauHoii ycayru (cloud service user) [b-ITU-T Y.3500]: Jlumo wim
NEHUCTBYIOIMUNAOT €r0 MMEHH O0BEKT, KOTOPBIC CBSI3aHbI C TOTpeOuTeneM o0aauHon ycuyrH (myHKT 3.1.5) u
MOJIB3YIOTCA 00aYHBIMU yeiryraMu (IyHKT 3.1.6).



[TPUMEYAHMUE. — K npumepam Takux 00bEKTOB OTHOCSITCSl YCTPONCTBA M MIPUITOKCHHS.

3.1.9 cBsa3p kak ycayra (communications as a service (CaaS)) [b-ITU-T Y.3500]: Kareropus
00J1a4uHOM yCcIIyTH, B KOTOPOI BO3MOXHOCTBIO, ITPEIOCTABIIAEMOI MOTPEOUTENI0 00JaYHON YCIYTH (ITyHKT
3.1.5), sBisieTcs CBSI3b M B3aMMO/ICHCTBHE B PEaIbHOM BPEMEHH.

[TPUMEYAHUE. — B CaaS wMoryT mpeaocTaBiATbCA JBa THUIA BO3MOXKHOCTEH: BO3MOXKHOCTU
1aTGOPMBI U BO3MOKHOCTH TIPHIIOKEHUS.

3.1.10 kosexkTuBHOE 00Jako (community cloud) [b-ITU-T Y.3500]: Moaenb pa3BepThiBaHus 00IaKa,
KOTOpoe oOecreuynBaeT HCKIIOYHUTEIbHYIO MOAAEPKKY KOHKPETHOW TpYMIbl MOTpeOuTened oOmadyHon
ycayru (myHKT 3.1.5) ¥ COBMECTHO HCHOJB3YETCS OSTOM TPYNIOW, WICHBI KOTOPOH HUMEIT 00Iue
TpeOOBaHUSI U B3aMMOOTHOIICHUS OAHWH C APYTHM, U TIPU 3TOM KOHTPOJb PECYpPCOB OCYIIECTBISETCS Kak
MUHUMYM OJTHUIMYJICHOM 3TOH TPYIIITHI.

3.1.11 pucnerdep nanubix (data controller) [b-key definition]: JIumo, koTopoe (JInGO caMOCTOATEIHHO,
a1M00 COBMECTHO WJIM Hapsily C JPYTHMMH JIMIIAMH) OIPEICNISACT, C KAaKOH IeTbl0 U KaKHUM 00pa3oMm
00pabaThIBAIOTCS HITH JIOJDKHBI 00pa0aThIBATLCS JIFOOBIC IEPCOHATILHBIC JaHHEIC.

3.1.12 oOpaGoTrunk naHHbIX (data processor) [b-key definition]: IlpuMeHHUTENBHO K MEPCOHATBHBIM
JaHHBIM TIOZ ATUM IOHHMAeTCs JII000€e JIMIO (HE SBISAIOUICECS COTPYIHHUKOM OIEpaTopa MepCOHAIbHBIX
JAHHBIX ), KOTOPOE OCYIIECTBIISIET 00padOTKY JaHHBIX 10 TIOPYYCHHUIO JUCTIETUEPA IaHHBIX.

3.1.13 rumnepBusop (hypervisor) [b-NIST-SP-800-125]: KoMnoHeHT BUpTyaIH3aIiu, OCYIIECTBISIOMINAN
yIpaBJIeHUE TOCTEBBIMU omepannoHHbiMU cucteMamu (OC) Ha XOCT-KOMITBIOTEPE M KOHTPOJIb TTOTOKOB
MHCTPYKIMH Mexay rocteBbiMU OC U pU3HUeCKUM annapaTHBIM 00eCIIeYeHUEM.

3.1.14 wundpacrpykrypa kak yciayra (infrastructure as a service (IaaS)) [b-ITU-T Y.3500]:
Kareropust o6maunoif ycinyrd, B KOTOPOH THIIOM OOJAQUHBIX BO3MOXKHOCTEH, IPEI0CTABIISEMbIX
noTpeduremnto 06avyHoi yeayru (myHKT 3.1.5), SABISAIOTCS BO3MOXHOCTH HHPPACTPYKTYPHI.

[TPUMEYAHMUE. — Ilorpeburens obiaynoil yciayru (myHKT 3.1.5) He ocCylIecTBIseT KOHTPOJb WU
YIpPaBJIEHUE B OTHOIIEHUU BHYTPEHHUX (U3NYECKUX WIH BUPTYaJIbHBIX PECYpPCOB, HO OCYILIECTBIISET
KOHTPOJIb HaJ OIEpPallMOHHBIMM CHCTEMaMH, 3allOMUHAIOIIMMM YCTPONCTBAMU M  Pa3BEPHYTHIMU
MPWIOKEHUSMHU, KOTOpbIE HCHOJIB3YIOT (HM3MUYECKUEe M BUPTyalbHble pecypchl. [loTpedurens obnayHon
ycayr (myHKT 3.1.5) MOKeT Takke MMEeTh OrpaHHMYEHHYIO0 BO3MOXHOCTh KOHTPOJIS HaJl ONpeIeICHHBIMU
KOMITOHEHTaMU CEeTH (Hampumep, OpaHaMayIpaMu XOCT-KOMITbIOTEPOB).

3.1.15 pexum c¢ MHOxKecTBOM apengatopoB (multi-tenancy) [b-ITU-T Y.3500]: Pacnpenenenue
(GU3NYECKUX M BUPTYAIbHBIX PECYpPCOB, NMPU KOTOPOM HECKOJIBKO apeHAaTopoB (IMyHKT 3.1.26) u ux
BBIYMCIICHUS U JAaHHBIE M30JIMPOBAHBI OJUH OT JIPYroro U HEAOCTYIIHBI IPYT IPYTY.

3.1.16 cerb kak ycayra (network as a service (NaaS)) [b-ITU-T Y.3500]: Kareropus oOGmauHOMU
YCIIYTH, B KOTOPOH BO3MOXKHOCTB, TpeJOCTaBiisieMas MoTpeOuTento obnayHoi yciayru (myHKT 3.1.5),
OTHOCHUTCSIK BO3MOYXHOCTSIM TPAHCIIOPTHOTO COSIMHEHUS U CBSI3aHHBIM C HUM CETEBBIM BO3MOKHOCTSIM.

[TPUMEYAHMUE. — B NaaS moryT npeoctaBisiThCs JI0ObIE U3 TPEX TUIIOB 00JIaYHBIX BO3MOXKHOCTEH.

3.1.17 cropona (party) [b-ISO/IEC 27729]: ®wusuyeckoe U0 WIA IOPUIUYECKOE JUIIO,
WHKOPIIOPUPOBAHHOE WJIM HEMHKOPIIOPUPOBAHHOE, JIMOO TpyNa TeX WU APYTHX.

3.1.18 wuHpopmanusi, NO3BOJISAIONIAS] YCTAHOBUTH JUYHOCTH (personally identifiable information) [b-
ISO/IEC 29100]: JIrobGast mHpOpMAaIus, KOTOpas: a) MOXKET OBITh WCIOJB30BaHA ISl HICHTU(UKANN
cyobekta PII, k koTOpoMy Takas MHpOpPMAaLUs OTHOCUTCS; WK b) MpsIMO MM KOCBEHHO CBs3aHa JINOO
MOKETOBITh CBsA3aHa ¢ cyOnrexToM PII.

3.2.19 maargopma kak yciayra (platform as a service (PaaS)) [b-ITU-T Y.3500]: Kareropus
00JaYHON YCIyTH, B KOTOPOI TUIIOM OOJAYHBIX BO3MOKHOCTEH, IPEIOCTABIISIEMBIX MMOTPEOUTEIIO0 YCIIyTH
(myHKT 3.1.5),9BASIOTCS BO3MOXKHOCTH TIAT(QOPMBL.

3.2.20 4actHoe obOaako (private cloud) [b-ITU-T Y.3500]: Mogenp pa3BepThiBaHUSI OOJiaka, TIe
obnaunbie ycmyrd (myHKT 3.1.4) UCHONB3YIOTCS HA HUCKIIOYUTENBHOM OCHOBE €IMHCTBEHHBIM



notpeduteneM oOiayHON yciyrd (myHKT 3.1.5), Ipu 3TOM KOHTPOJIb PECYPCOB OCYIIECTBIISIETCS ITUM
notpedutenem o0mayHoi ycryru(myHkT 3.1.5).

3.1.21 oOmecTBeHHoe 00Jako (public cloud) [b-ITU-T Y.3500]: Mozgens pa3BepTbiBaHus 00Olaka, Tnie
obmaynpie yciayrd (MyHKT 3.1.4) MOTEHIIMAIBHO JIOCTYIHBI JIIOOOMY TOTpEOUTEN0 O0NIaYyHON YCIyTH
(mynkt 3.1.5), mpu 3TOM KOHTPOJb PECYPCOB OCYLIECTBIISETCS MOCTABIIUKOM OO0JIAYHOW ychmyru (ITyHKT
3.1.7).

3.1.22 nomen Oe3onacHoctH (security domain) [b-ITU-T X.810]: CoBOKYITHOCTb 3JIEMEHTOB, OJUTHKA
0e3omacHOCTH, OpraH obecreueHus] 0€30MacHOCTH W HAaOOp CBSI3aHHBIX C 0€30MAaCHOCTBHIO NEHCTBUH, B
paMKax KOTOPBIX K HA0OpY AJIIEMEHTOB MPUMEHSETCS IMOJIUTHKA OE30MaCHOCTH JIJIsl YKa3aHHBIX JICHCTBUH, a
MOJIUTUKON O€30MacHOCTH YIpaBIsieT OpraH oOecrnedeHuss O€30MacHOCTH Ui JTaHHOTO JIOMEHa
0€301MacHOCTH.

3.1.23 unuugeHt Oe3omacHocTu (security incident) [b-ITU-T E.409]: MuuumpneHt Oe3omacHOCTH —
3TO JIF000€ HEOIarompusiTHOE COOBITHE, B PE3yibTaTe KOTOPOTO HEKWUH acCIeKT Oe30MacHOCTH MOKET
MOJIBEPTHYThCS YTPO3e.

3.1.24 coruamenue 00 ypoBHe oocay:xkuBanus (service level agreement (SLA)) [b-ISO/IEC 20000-1]:
JlokymMeHTanbHO O(OPMIIEHHOE COTJIAIIEHWE MEXKIY MOCTABIIUKOM W TIOTPEOUTENIEM YCIYTH, B KOTOPOM
OTIPEICTISIOTCS YCIYTH U IeJIeBbIe MOKa3aTeu 00CITy )KHUBAHHUS.

[TIPUMEYAHHUE 1. — Cornamenue o0 ypoBHE OOCIY)XHBAaHUS MOXKET 3aKIIOYATHCS TAKXKE MEXIY
MOCTaBIIMKOM YCIyTM U TOCTAaBIIMKOM, BHYTPEHHEH TIpynmoil umiaM norpedureneM, AECHCTBYIOLIUM B
KaueCTBE MOCTABIIUKA.

[MPUMEYAHUE 2. — Cornamenue 06 ypoBHE 00OCITY>KUBAaHHS MOXKET OBITh BKJIIOUYEHO B JIOTOBOP WIIM B
JTOKyMEHTaIbHOO0()OPMIIEHHOE COTJIAIICHHE IPYTOTO THIIA.

3.2.25 nporpammHoe olecrnedeHHe Kak yciayra (software as a service (SaaS)) [b-ITU-T Y.3500]:
Kareropuss oOnauyHOol yCiIyrd, B KOTOpPOH THIIOM OOJAYHBIX BO3MOXHOCTEH, MPEIOCTABISIEMBIX
noTpeduTento00IaqyHoN yenyru (MyHKT 3.1.5), SBISIOTCS BO3MOXHOCTH MPUITIOKEHUS.

3.2.26 apenaarop (tenant) [b-ITU-T Y.3500]: Onun uinM HECKOJBKO IMOJIb30BaTeNeH 00JaYHOW YCIyTH
(mynkt 3.1.8), uMeromux 001K JOCTYT K HA00pY (PU3HUECKUX U BUPTYAJIbHBIX PECYpPCOB.

3.1.27 yrpo3a (threat) [b-ISO/IEC 27000]: I[loTeHuuanpHas TpUYMHA HEXEIATSIHHOTO WHIIUJICHTA,
KOTOPBII MOXKET HAHECTH yIIepO CUCTEME WIIM OpraHU3alHH.

3.1.28 BuprtyaabHas wMamuHa (virtual machine (VM)) [b-NIST-SP-800-145]: JeiicTBytomas
HU30JIMpOBaHHAs JIOTHYCCKAs KO peaHLHOﬁ MalluHBbI.

3.1.29 yszBumocthb (vulnerability) [b-NIST-SP-800-30]: Cnaboe MecTto B MH()OpPMAIIMOHHOW cHCTEME,
npoueaypax odecrneueHus: 6€30MacHOCTH CUCTEMBI, BHYTPSHHHUX CPEICTBAX YIPABICHUS MU PCATU3AIINH,
KOTOpPO€ MOXKET OBITh UCTIOJIH30BAHO UCTOUHUKOM YTPO3HI.

3.2 TepMuHbl, onpeaejieHHbIe B HacTosIIeH Pexomenaanuu
B nacTosimelt PexkoMeHanmm onpenesnsitoTes CeIyoIe TEPMUHBI:

3.2.1 npobaema Oe3zomacHocTH (security challenge): OtnuuHas oOT HENOCPENCTBEHHON yrpo3bl
0e3omacHOCTH "TpyQHOCTH", BKIIIOYArOIIasi "KOCBEHHbIE" yrpo3bl, KOTOpas OO0yCIOBJIEHA XapaKTepoM U
paboueii cpeoit 06mauHbIX yciryr. CM. MyHKTBI 7 U 8.

4 CoxkpauieHusi 1 aKpOHNMBI

B Hacrosmein PekoMennanmum eromnb3yoTes CIeAYyOIMe COKPAIEHNs U aKPOHUMBI:

API Application Programming HHTepdelic MpUKIagHOTO IPOrpaMMHPOBAHUS
Interface
BCP  Business Continuity Plan [Tnan oOecrieueHust HEPEPHIBHOCTU



CaaS
CPU
CSC
CSN
CSP

CSuU
DNS
laaS

IAM

ICT

IpP

Communications as a Service

Central Processing Unit LIIT
Cloud Service Customer

Cloud Service Partner

Cloud Service Provider

Cloud Service User

Domain Name System

Infrastructure as a Service

Identity and Access Management

Information and Communication  UKT
Technology
Internet Protocol

JACATCIIBHOCTH

CBs13b Kak yciyra

enTpasibHBIN poLIECCOP
[Torpebutens 00IaYHON yCITyTH
[TapTHEp 00IaUHOM yCIyTH
[TocraBmuk 001a4HON yCIIyTH
[Tonwp3oBarens 00Ia4YHON yCITyTH
CucreMa HaMMEHOBAaHUH JOMEHOB
HudpactpykTypa Kak yciayra

YnpasneHue onpeaencHueM HICHTUYHOCTH U
JIOCTYIIOM
NudopmarimoHHO-KOMMYHHUKAITMOHHBIC
TEXHOJIOTUU

[Tporokon NuTepHeT



IT Information Technology UT HHubopmalimoHHBIE TEXHOJIOTUH

NaaS Network as a Service Cetb Kak yciyra

oS Operating System OC OnmnepanonHas cuctema

PaaS  Platform as a Service [Tnardopma kak ycmyra

PII Personally Identifiable Nudopmanus, mo3Bosstomnas
Information YCTAaHOBUTHJIMYHOCTh

PKI  Public Key Infrastructure NHppacTpyKkTypa OTKPBITHIX KITFOUEH

SaaS  Software as a Service [Iporpammuoe oOecrieueHne Kak ycayra

SIM  Subscriber Identity Module Monynb uaeHtudukanuy aboHeHTa

SLA  Service Level Agreement Cornamenne 00 ypoBHE 00CITYKHBaHHS

VM  Virtual Machine BupryanpHas MalimHa

5 CornameHusi Mo TEPMUHOJIOTHH

OTCyTCTBYIOT.

6 0O030p

OO6nayHble BBIYUCICHUS — 3TO MapagurMa oOOECHeYeHHs BO3MOXKHOCTH YIAOOHOTO CETEBOT0 JIOCTyMa
M0 3ampocy K COBMECTHO HCHOJB3yeMOMY HaOOpy KOH(PUTYpUPYEMBIX pPEcypcoB (HampuMep, CeTsIM,
cepBepaM, 3allOMUHAIOIIAM yCTPOHCTBAM, MPUIIOKEHUSAM U YCIIyraM), KOTOPbIE MOTYT OBITh ONEPATHBHO
MPEIOCTABJICHBI W BBICBOOOXKICHBI NP MHHHMAJILHOM YIPABICHYCCKOM YCHUIMH WIH MHUHUMATBHOM
B3aMMOJICHCTBHU TIOCTABIIUKOB yciyr. [loTpeduTenu yciryr 00JIaqHbIX BBIYHCICHUNA MOTYT HCIOJIb30BaTh
3TH pecypchl Ui pa3padOTKH, pa3MemieHuss W (YHKIMOHHPOBAHUS YCIYr MW TPWIOKEHUH 10
TpeOOBaHUIO U THOKMM 00pa30oM Ha JIFOOOM YCTPOWCTBE, B JH00OE€ BpeMs W B JIFOOOM MeCTE€ B Cpeje
00JauHBIX BBIYHUCICHWHA. YCIyrH OOJAYHBIX BBIYWCICHUH, KaK TPABWIO, TIPEJOCTABISIOTCS B
OTIPEJICJICHHBIX KaTerOPHUsIX YCIyT, HApUMep HHPpacTpykTypa kak ycayra (laaS), mrardopma kak yciyra
(PaaS), mporpammHoe obecnieueHne kak yciyra (SaaS), cetb kak yciyra (NaaS) u mHOrue npyrue. OTH
KaTeroOpuu yCIyT TO3BOJISIFOT MOTPEOUTENSIM YCIYT OOJIAYHBIX BBIYUCICHHH OBICTPO M JIETKO HA4YaTh WA
WU3MEHHUTDH CBOIO JCSITEIBHOCTb, HECO3/IaBasi HOBYIO HH(PPACTPYKTYPY U HOBBIE CUCTEMBI HH(POPMALIMOHHO-
KoMMyHUKaMoHHbIX TexHonorudt (MKT), um obecrneunBarOT BO3MOXKHOCTh THOKOTO IPEIOCTABICHUS
pecypcoB B HEOOXOAMMOM KoiwuecTBe. Hampumep, HEKOTOpble MOCTaBIIMKK 00nadHbiXx yciuyr (CSP)
MOTYT TPEAOCTABIISATh YAAJCHHBIC PECYpPChl allllapaTHOTO U MPOrPAaMMHOTO 00ECTICUeHHS, KOTOPBIE MOTYT
npemarateCs Kak yciyra (sHampumep, laaS wmu NaaS). J[pyrue MmMocTaBIIMKU OOJIAYHBIX YCIYT MOTYT
MPEAOCTaBIIATh pacCUYMTaHHbIE Ha oOmauHyro cpeny tuiatrgopmer (PaaS) wnm mpwnoxenus (SaaS),
MO3BOJISIOIINE TTOTPEOUTENSIM U TapTHEpaM OBICTPO pa3pabaThiBaTh M BHEAPSTH HOBBIC MPHIIOKEHHUS,
KOTOPBIE MOTYT HACTPAUBAThCS U MCIIOJIb30BATHCS TUCTAHITHOHHO.

Buenpenne 007auHbIX BBIYMCICHUH CONPSDKEHO € yrpo3amMu M IpoOiemMaMu Oe30MacHOCTH, U
TpeOoBaHUs K oOOecredeHHnto Oe30lacHOCTH CYIIECTBEHHO pa3jIM4aloTcs JUIsl Pa3HbIX MOAeJe
pa3BepThIBAHUA YCIYT 00JAUHBIX BBIYMCICHUN U KaTeropuil yciayr. PacnpeneneHnsplil xapakrep o01auHbIX
BBIUMCIICHUH M HAaJIMYMe MHOXKECTBA apeH/1aTOPOB, MpeodialaHne TUCTAaHIIMOHHOIO JIOCTyNa K YCIyram
00JauHBIX BBIYMCIECHUN U OOJbIIOE KOJMYECTBO OpraHM3alliid, Y4YacTBYIOIIMX B KaKJOM IIpolecce,
NPUBOJAAT K TOMY, YTO OOJIayHbIC BHIYMCIICHUS M3HAYaIbHO OoJjiee YysA3BMMbI Kak K BHYTPEHHUM, TaK U
BHEIIHUM yrpo3aM O€30MacHOCTH, HEXEIW Apyrue mapaaurMel. MHoOrue yrpos3sl 0€30macHOCTH MOTYT
OBITh YMEHBILIEHBI C IPUMEHEHUEM TPAIUIIMOHHBIX TPOLIECCOB U MEXaHU3MOB OOecIeueHus1 6e30MacCHOCTH.
be3onacHoCTh 3aTparuBaeT MHOTHE COCTABIISAIONINE YCIYT O0JIaYHbIX BBIYMCIIEHUH U BO3/IEHCTBYET HA HUX.
B cBi3u ¢ 9TUM OJHMM M3 BaXKHEMIIMX aCMEKTOB OOJAuHBIX BBIYMCICHUN SBISETCS YIpPaBICHHUE
obecrieyeHreM 0€30IaCHOCTH YCIyT 00JauHBIX BRIYHUCICHUH, a TAK)KE CBI3aHHBIX C HUIMU PECYpCOB.

[Ipexne yem nepeBoauth cuctemy KT B cpemy 00mauHbIX BEIYMCICHHH MTOTEHIIMATBHOMY TOTPEOUTEITIO
obmaunoit ycnyru (CSC) crienyer BBISBHTH €€ yrpo3bl 0€30MacHOCTH (CM. MYHKT 7, HMXKE) U MPOOIIeMbI
0e30macHOCTH (CM. TTYHKT 8).



Ha ocnoBe »sTux yrpo3 u mpoOieMm ompenensercs HaO00p BBHICOKOYPOBHEBBIX BO3MOXKHOCTEH
obecnieuenus Oe3omacHocTH (cM. yHKT 9). KoHKpeTHBIE TpeOOBaHUS K 3TUM BO3MOXKHOCTSIM HE BXOIST B
chepy mpuMeHeHHs HacTosmedl PexkomeHmanuu, OJAHAKO HMX MOTPEOYeTCS OMPENEeNUTh ISl KOHKPETHBIX
pean3anuii yciryr 001ayHbIX BHIYUCICHUM HAa OCHOBE OILIEHKM PUCKAa B 3aBUCHMOCTH OT BBISIBIICHHBIX yTPO3 U
npooeMm.

Ha ocnoBe onenku pucka CSC MOXXET onpenennTh, CTOUT JIU BHEAPSTH O0TavHbIEe BHIYUCICHUS, a TAaK)Ke
NPUHATH 00OCHOBAHHBIE PEIICHUS! OTHOCHTEIBHO MOCTABIIUKOB YCIYT U apXUTEKTYPHl. YKa3aHHYIO BBIIIE
OLIEHKY PHUCKa CJIEZyeT OCYLIECTBIATh C MOMOIIbIO MPUHIMIIOB YIIPABIEHHUsS pUCKaMH MH()OpMAIMOHHON
0e30macHOCTH (HampuMmep, MPUHIUIIOB YIpaBiIeHUs puckamu, ompeaeneHHbIX B [b-ISO/IEC 27005]).
B otHomennu npeznonaraeMoii 6a30BOi METOIMKY CM. TaKke MyHKT 10, Huxe.

B nactosimeit Pexomenpanuu MpoOBOAUTCS pa3iMuve MEXKIY Yrpo3amMu O€30MacHOCTH U IpolriemMamu
0e30MmacHOCTH. YTpo3bl 0€30MacHOCTH — JTO YIpoO3bl, CBsI3aHHBIE C AaTakaMu (aKTUBHBIMH U
MaCCUBHBIMM), @ TAKXK€ OTKa3aMU TOJI BIUSHHEM cpeabl uiau OeactBusMu. [IpoGiiembl OGe3ormacHOCTH
BKIJIFOYAIOT TPYIHOCTH, OOYCIIOBJICHHBIE XapakTepoM U paboueidt cpenoir obOmaunbIx yciyr. Ecmm
HaJJIexKaIuM 00pa3oM He PeluTh IPoOIeMbl 0€30MaCHOCTH, TO MOTYT BO3HUKHYTH YTPO3BI.

C yueToM A3THX BBISBJICHHBIX yrpo3 U MpoOiieM Oe30MacHOCTH MPHUBOIUTCS OMUCAHHE BO3MOKHOCTEH
obOecrieueHrss 0€30MaCHOCTH, IPHU3BAHHBIX YMEHBIIUTh YIPO3bl O€30MACHOCTH W PEIIUTh MPOOIEMBI
0€30MMacHOCTH OOJIAYHBIX BHIYHCICHUH.

7 Yrpo3bl 6e301acHOCTH 00 1aYHBIX BHIYHCIEHH I

VYTpo3bl CBsi3aHBl C TMOTEHLIMAIBHBIM YIIEpOOM pecypcaMm, Hampumep HWHOpManuu, IMpoueccaMm u
CUCTEMaM, a 3HA4UT, OpraHu3alusAM. YIpo3bl MOIYT HMEThb CTUXMWHOE€ WM aHTPOIIOIE€HHOE
MIPOUCXOXKACHUE U OBITh CIIy4alHBIMH WJIM HAMEPEHHBIMU. YTpO3a MOXKET BO3HUKHYTh BHYTPU WUJIM BHE
OpraHu3alyy. YTPO3bl MOXHO Pa3AC/IUTh Ha CIly4ailHble WM HAMEPEHHBIE, 4 TAK)KE AKTUBHBIC WU
[IaCCUBHBIE.

KonkperHbsie 0OHAapYXEHHbIE yrpo3bl CHJIBHO 3aBHCAT OT BBIOPAaHHOW KOHKPETHOH OOJNA4HOM YCIYTH.
Hanpumep, npuMeHUTENbHO K OOIIECTBEHHOMY 00J1aKy, Yrpo3bl MOTYT BO3HMKHYTb H3-3a pa3/eieHus
orBercTBeHHOCTH Mexay CSC u CSP: crnoxHOCTHM omnpeneneHus OPUCIUKIMM HaJl JaHHBIMH U
IpoIleccaMy, COTJIACOBAaHHOCTD U aJIEKBaTHOCTD 3aLIUThI JaHHBIX, oOecriedeHrne KOH(PUICHIIUATbHOCTH U T.
1. BMecte ¢ TeMB 4acTHOM o0Jlake yCTpaHUTh yrpo3bl mpoiie, moromy uto CSC ocymiecTBiseT KOHTPOIb
HaJ BCEMM apeHaaTtopamu, pazMeniaembiMu CSP. HecMOTpst Ha TO, 4TO HEKOTOpPHIE U3 BBISBICHHBIX B
Hacrosuien PekoMeHlanuy yrpo3 paccMaTpuBalOTCs B CYIIECTBYIOIIMX OTPACiCBBIX JTOKYMEHTax
(manpumep, B Pekomengaru MCO-T X.800), Bce 3TH yrpo3bl XapakTepHbI JJi1 00JaYHBIX BBIYUCICHUH.
AKTyalbHOCTb OT/AETBHBIX YTPO3 3aBUCHT OT KOHKPETHON 00JIAYHOM yCITyTH.

B mHacrosimieM MyHKT€ NOPUBOAUTCS ONMCAHUE pPA3JIMYHBIX YIrpo3 O€30MacHOCTH, KOTOPHIE MOTYT
BO3HHUKAaTbB Cpejie 00IauHbIX BEIUUCIICHUH.

7.1 Yrpo3sl 6e3onacHocTH 11 moTpeduTeieii o0aaunoi ycayru (CSC)

[IpuBenennble HUXE Yrpo3bl HenocpeacTBeHHO 3aTparuBatoT CSC. OHM MOTYT 3aTparuBaTh JUYHBIE WU
nenoBele  uHTepechl CSC, KOH(PUACHIMAIBHOCTb, 3aKOHHOCTh Wi Oe3zonmacHocTh. He Bce CSC
MIOJIBEPKEHBl PUCKY CO CTOPOHBI BCceX yrpo3. Puck He oauHakoB u 3aBUCHUT OT Xapakrepa CSC u
UCIIONIb3YEeMOM yCcIyrd OOJauHBIX BBIYUCICHUN. Hampumep, k o0mauHO ycimyre, CBSI3aHHOW C
TPAHCKOJUPOBAHUEM KOMMEpPUECKHX BUIACO(DaANIOB, HE TMPEABABIAIOTCS TPeOOBAHHS TI0 3aIIHUTE
uH(pOpMaIMK, TMO3BOJSIONICH ycTaHOBUTh JWYHOCTH (PII), HO kK Hell mNpeabsaBIsAIOTCS CEphEe3HBIC
TpeOOBaHUs, CBI3aHHBIE C 3aIUTON ITU(POBBIX PECYPCOB.

7.1.1 Iloreps U yTe4yKa JaHHBIX

B cBs3u ¢ Tem, 4TO B cpene 00JiayHOW YCIyrM, Kak IPaBHIIO, CYLIECTBYET MHOXECTBO ApEHAATOPOB,
IOTEepsl WM yTE€UYKa JAHHBIX MpeacTaBiseT cepbe3Hyro yrposy g CSC. OTcyTcTBHE HaAIeKallEro
yopasiieHus Kpunrorpaduyeckoil wuHopmanmei, HanmpuMmep KIIOYaMHU —MIHUQpPOBaHUS, KOJaMHU
ayTeHTU(UKALMU U MpaBaMU JOCTYIAa MOXET HAHECTH CEephe3HBINH yIepO, HampuMep BbI3BaTh MOTEPIO
JAHHBIX WM HEOXKHMJAHHYIO YTEUKy 3a mpeaesbl obgaka. OCHOBHBIMM MCTOYHMKAMM 3TOM YIpo3bl MOTYT
CUMTATBCS, HANPUMEp, HEIOCTaTOYHBIE CPEJCTBA YIpPABICHHS ayTCHTU(UKAIMEW, aBTOpH3alMed W
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ayMTOM, HECOTJIaCOBAaHHOE MHCIOJNb30BaHHE KIOUed MmHUpoBaHUS W/WIM  ayTeHTH(UKAIUH,
AKCIUTyaTaIlMOHHBIE OTKAa3bl, MPOOJIEMBbl YTUIN3AIMHA, BOIPOCH IOPUCIUKIIUU U TOJIUTUYECKHE BOIPOCHI,
HAJEKHOCTh IIEHTPOB 0OpaOOTKH JAHHBIX M BOCCTAHOBJICHHE B clydae O€JCTBHIA, KOTOPbIE MOTYT OBITh
CBsI3aHBI ¢ MpobsieMamu, onmrcaHHbIMK B TyHKTaX 8.1.2 "Iloreps nosepus", 8.1.3 "Iloteps ynpasnenus" u
8.1.4 "TloTepst kKoH(MUACHIHMATEHOCTH" .

7.1.2 He3amuueHHbIH J0CTYI K yCJayre

Perucrpanuonnsie naHHbIE AJI ONPENCICHUS UICHTUYHOCTH, B TOM YMCJI€ PETUCTPALMOHHBIC aHHbBIC
agmuHuctpatopoB CSC, 0cCoOEHHO YS3BUMBI TEpE]l HEABTOPH30BAHHBIMHU TOJB30BATEIISIMH B CHJIBHO
pacmpenesieHHO cpefe o0JiayHbIX BbhIYUCIECHUN. [lpuumHa cocTOMT B TOT, YTO B OTJIMYHE OT
TPaJMLIMOHHON AJIEKTPOCBSI3U HEPEJIKO OBIBAET CII0KHO HCIOJIb30BaTh MECTOIOJIOKEHUE (Hampumep,
TeneoH (PUKCUPOBAHHOM CBS3M) WIM HaJU4Me KaKOro-TMOO KOHKPETHOTO 3JEMEHTa ammapaTypbl
(mampumep, Moy uaeHTudukanuu adoHeHta (SIM) MOABMKHON CBSI3M) JJISL  TIOJTBEPKICHUS
ayTeHTU(UKALUNA HUICHTUYHOCTU. B CBA3M C TeMm, 4TO OOJIBIIMHCTBO MPEAJAraeMbIX YCIYT SIBISIFOTCS
JUCTAHIIMOHHBIMH, HE3AIIUIIEHHBIE COCUHEHHUs OKA3bIBAIOTCS MOTEHIUAIBHO YS3BUMBIMU. Jlaxke B TOM
clly4ae, KOTJla COEIMHEHHUS 3alllUMIICHbl WIH SBISIOTCS MECTHBIMH, JPYTHE METOIbl aTak (Harpumep,
(UIIWHT, MOIIEHHWYECTBO, COIMANIbHAS WHXXEHEPUS M UCIOJIb30BAaHUE YSI3BHUMOCTEH MPOrpaMMHOTO
o0ecrieyeHrs) MOTYT TaKXKe OKa3aThbCsid YCHEMIHbIMU. Eciy 370yMBINIUIEHHHK TMONydYaeT IOCTYI K
PEruCTPAlIMOHHBIM JIAHHBIM TOJIH30BaTENsl WM aIMUHUCTPATOPA, OH MOXKET MEepPEeXBaThIBATh JCUCTBUS U
TpaH3aKLWW, U3MEHATh JaHHbBIE, BO3BPAILIATh UCKAXKEHHYIO WH(GOPMAIIMIO U MIEPEHAIPABISTh KINEHTCKUE
nporpaMMbl CSC Ha He3aKOHHBIE cailTbl. OJHU U T€ ke MapoIu HEPEIKO HCIIONb3YIOTCS I HECKOJIBKHUX
Be0-CaliTOB U YCIYT, YTO yCHJIMBAET BO3JIEHCTBUE TAKUX aTak, MOCKOJIbKY B pe3ylibTaTe OJHOTO B3JIOMa
HE3aIIUIICHHBIMUA OKa3bIBAIOTCSI HECKOJBKO YCIyr. PemeHust st 0OJauHBIX BBIUYMCICHUH COIPSDKEHBI C
JOTIOJTHUTEIBHOW yrpo30#, ycyryOsstomend o0y cutyarus. YdetHas 3anuch CSC wiam dK3eMIUISPbI
YCIIyT MOTYT CTaTh IS 3JI0YMBIIUICHHUKA HOBOM TOYKOW ONOpbl. B manbHENIeM OH MOKET MaKCUMAJIbHO
HCIIOJIb30BaTh MOTEHIMAN penyTauuu U pecypcbl CSC s 0CyIecTBIEHUS TOCIEAYIOIUX aTaK.

7.1.3 BHyTpeHHHe yrpo3bl

B cnyuae yuacTus 4deiioBeka BCerja CyLIECTBYET PUCK TOTO, YTO JEWUCTBUS OTHAEJBHBIX JIAL OKaXKyTCA
HECOBMECTUMBIMU ¢ obecnieueHreM 6e3omacHocT yeayru. Cotpyaauku CSC, COBMECTHO HCIIONB3YIONINE
MapOJIHM aIMUHUCTPATOPA UM MHBIM 00pa30M OCTaBISIONINE PETUCTPAIMOHHEIC TAHHBIC HE3AIUICHHBIMU
(Hampumep, HaNHMCAHHBIMH Ha JIMCTKE, MPUKIECEHHOM K JKpaHy), HEOCTOPOKHBIE MU HEIOCTaTOYHO
MOJITOTOBJICHHBIE TIOJIL30BATENH (MM YWICHBI CEMBH, BXOJSIINE B ONMDKaIee OKPYKCHHE MOTPEOUTEIIS)
WIN3JIOHaMEpEeHHbIE IeWCTBUS HEJOBOJIBHBIX COTPYIHUKOB BCET/Ia MPEJICTABISIOT COO0H yrpo3y.

7.2 Yrpo3sbl 6€30nacHOCTH I MOCTABIIUKOB 001a4uH0i yeayru (CSP)

B HacrosimeMm NIyHKTE OIpENessitoTCs yrpo3bl, KOTOpble HemocpencTBeHHO 3arparuBator CSP. Takue
yrpo3sl MOTYT 3aTparuBaTh crnocoOHocTh CSP mpemnaraTe yciyru, OCYyIIECTBISATH JESTENbHOCTD,
yAEpKUBATh KIMEHTOB M M30€raTh MPABOBBIX WM PETYJIATOPHBIX TPYAHOCTEH. YTPO3bl TOMY WIH WHOMY
CSP 3aBuCAT ¥ 0TEro KOHKPETHOr0 Habopa MpeagaraéMbIX yCIyT U CPebl.

7.2.1 HecaHKIIHOHMPOBAHHBIN AAMUHUCTPATHBHBIN J0CTYII

VYcnyra o0nauHbIX BBIUMCICHHMHM BKIIIOYAET MHTEPQEchl U KOMIIOHEHTHI NMPOTrPaMMHOI0 OOECHedeHus,
no3BoJsitomue cobctBeHHOMY TmepcoHany CSC  ocymIecTBIATh aJIMHUHUCTPAaTUBHBbIE (DYHKIUH B
OTHOIIIEHWU TE€X AaCMEKTOB YCIyr OOJAuHBIX BBIYMCICHUH, KOTOpble HaxoasaTcss moa koHtposem CSC,
TaKMX Kak J00aBleHHE WIM YyJAaJeHHe YYeTHbIX 3amucel corpyauukoB CSC, mnoaxmoueHue K
cobctBeHHbiM cepBepam CSC, W3MeHEeHHE MPOMYCKHON CIOCOOHOCTH, OOHOBJICHHE 3alMCEH CHUCTEMBI
HaumeHoBaHui JoMeHOB (DNS)u BeO-caiitoB u T. 1. [logoOHBIE aqMUHUCTPATUBHBIC HHTEP(]EHCH MOTYT
CTaTb MUIICHbIO JUISI 3JIOYMBILUIEHHUKOB, KOTOpbIE BBIIAIOT ceOst 3a aaMuHucTpatopoB CSC, 4ToObI
ataxoBaTh CSP. B cBsi3u ¢ Tem, 4TO Takue yCIyrd OOJAYHBIX BBIYUCICHUN JOJDKHBI OBITH JOCTYITHBIMU
cobctBeHHOMY mnepcoHary CSC, 3ammTa 3THX YCIyr CTAHOBUTCS OJHOM M3 TJIABHBIX 33/1a4 0OCCTICUCHHS
0€30MacHOCTH 0OJAYHBIX BHIYUCICHUH.



7.2.2 BHyTpeHHHeE yIpo3bl

B ciyyae yyactus 4enoBeka BCerja CyLIECTBYET PUCK TOrO, YTO BPEAOHOCHBIE WM HEOCTOPOKHBIE
NEeHCTBUSAOTAEIBHBIX JIUL] IOJBEPTHYT PUCKY 0€30IaCHOCTh YCIYTH.

Corpynuukun CSC, COBMECTHO HCIOJB3YIOIIME NApOId aJMUHHUCTPATOpa, WJIM HWHBIM 00pa3oM
OCTaBJIAIOIIUE PErMCTPALMOHHBIE JIaHHBIC HE3ALUIICHHBIMU (HalpuMep, HANHUCaHHBIMM Ha JIMCTKE,
IIPUKJIIEEHHOM K 3KpaHy), HEOCTOPOXHbBIE WM HEJOCTaTOYHO IIOJArOTOBJIEHHBIE IIOJb30BATENIN WU
3JIOHAaMEpPEHHbIE JEHCTBUS HEJOBOJIBHBIX COTPYJHHKOB BCErJa NPEACTABISIOT COOON CEPbE3HYIO Yrpo3y
0001 eI TETbHOCTH.

CSP HeoOxoamMo 0cOOEHHO CEephEe3HO YUMTHIBATH OJArOHAIEKHOCTH CBOMX COOCTBEHHBIX COTPYIHHKOB.
Haxxe nipy Hanuyuu 3()pPEeKTUBHOrO MpeABaAPUTEIHLHOIO OTOOpAa COTPYAHHMKOB BCErJa CYLIECTBYET PHCK
TOT0, UTO OMBITHBIE HAPYLIUTEIN CMOTYT MOJYYUTh JOKHOCTH COTPYJIHUKA IIEHTpa 0OpaOOTKM JTaHHBIX
CSP. Takue HapylIMTEIW MOTYT IIBITATHCA TallHO HaBpeIUTh caMoMy CSP, uiu ke B ©X HaMEpEeHUST MOKET
BXOJIUTh IPOHUKHOBEHNE B KOHKpETHbIE nopjepxuBaemble cucreMbl CSC, ocobenno ecnu CSC saBnsercs
KpYMHOM KOpIiopanyen Wik NpaBUTEIbCTBEHHBIM YUPEKICHUEM.

8 IIpo06Jiembl 6e30aCHOCTH 00JIAYHBIX BHIYMCIEHUI

[Ipobnembl ©e30macCHOCTH  BKIIIOYAIOT OTIMYHBIE OT HENOCPEACTBEHHOM yrpo3bl 0e30macHOCTH
TPYJAHOCTH, B TOM 4HUCJE "KOCBEHHBIE" yIrpo3bl, KOTOPHIE OOYCIOBJIEHBI XapaKTepoM M paboueil cpemoi
obmaynbIX ycnyr. KocBeHHast yrpo3a MMeeT MecTO B TOM CiIydae, €ClIM Kakas-Iu0o yrpoza OJHOMY
10JIb30BATENI0 O0JIAYHOM YCIIYyTH MOXKET UMETh OTPULIATEIbHbIE TIOCTIEACTBUS VI JPYTUX MOJIb30BaTENICH.

Omnpenenennble B HacTosmield PekomeHmanmu mpoOiemMbl SBISIFOTCA MpoOJieMaMH, KOTOpble, HE Oyaydn
pELICHHBIMM HaJUIeXaluM o0pa3oM, MOTYT HPHUBECTH K BO3HUKHOBEHHIO YIrpo3. OTH NpoOsIeMsl
HEOOXOIMMOYYHTHIBATh IPU PACCMOTPEHUH YCIIYT O0JIaYHBIX BEIYMCIICHUH.

8.1 IIpodaemsbl 6e3onacHocTH AJ1s1 noTpeduTenei odaaynoi ycayru (CSC)

B HACTOAIICM IIYHKTC IIPUBOJHUTCA OIIMCAHUEC np06neM 6C3OHaCHOCTI/I, CBs3aHHBIX CO CIOKHOCTAMMA CPCIbL

WJIA KOCBEHHBIMH YTPO3aMH, KOTOPBIE MOTYT ObITh MPHYUHON O0Jiee HEMOCPEICTBEHHBIX YIPO3 HHTEpecaM
CSC.

8.1.1 HeonpeaejeHHOCTH B OTHOIIEHUH OTBETCTBEHHOCTH

[Torpebnenue npenocTaBisieMblx pecypcoB ocyuiectBiasercs CSC B paMmkax pasIM4YHbIX KaTeropui
yCIIyru Moziesiel pa3BepThiBaHus. TakuM o0pa3oM, coznaBaemas norpedurenem cuctema UKT 3aBucur ot
TuX ycayr. Jlroboe oTcyTcTBHE 4eTKO ompenesneHHoN orBercTBeHHOCTH Mexay CSC u CSP moxer
BBI3BATh MPUHINITHAIEHBIC WM SKCIUTyaTallMOHHbIe KOH(IUKTHL. JIF00as HecoraacoBaHHOCTH MOJIOKEHHUN
JIOTOBOPAO  NPEAOCTABIEHHMM YCIYI MOXET CHPOBOLMPOBATH HApyIIEHUs WIM  WHIMUJCHTBHI.
Hanpumep, Ha MeXIyHapOoJHOM YpPOBHE MOKET BO3HUKATh MpPOOJEeMa OTCYTCTBHUS YETKOI'O pa3fesieHus
TOro, Kakasi CTPYKTypa SsBIS€TCS IUCIETYEpOM IE€PCOHATBHBIX MaHHBIX, a Kakasg — 0OpaboTUYMKOM
MIEPCOHANBHBIX JITAHHBIX, Ja’K€ €CJIM MEKIYHapOoJHasi COCTaBIISIOIIAs CBOJAMUTCA JIMIIb K HEOOJBbIION
CTOPOHHEH OpraHu3aliy 3a IpejelaMu Kakoro-1n0o KOHKPETHOro permoHa, Hampumep EBponeiickoro
COI03a.

Jlro6ast HEACHOCTh, CBsI3aHHAS C MPABOBBIMHU M PETYJISATOPHBIMU TPEOOBAaHUAMU (HAIpUMeEp, SBISETCS JIH
toT win uHoit CSC nnu CSP "nucnetuepoM nepcoHaabHbIX JaHHBIX' WK "00paOOTYMKOM MepCOHATBHBIX
JaHHBIX"), MOXKET MPUBECTH K HEONPEIEICHHOCTU B IUIAHE TOr'O, KAKOW KOMIUIEKC HOPMAaTHUBHBIX aKTOB
eMy TpeOyeTcs cobntoaTe. Eciu n1aHHOe TONKOBaHME Pa3iMyHO B Pa3HBIX IOPUCAUKIUAX, HA JaHHBIH CSC
nmn CSP Moryt pacnpocTpaHsATbCs NPOTHBOpEYAIUE APYT APYry HOPMAaTHBHBIE AaKThI, KAacaroOIIHECs
OJIHOM M TOM>KE YCIYTH WJIM YaCTU JaHHBIX.

8.1.2 Iloreps noBepus

B HekoTopsix cinyyasx CSC TpyaHO pacno3HaTh YpOBEHb J1oBepusi cBoero CSP B CBSI3M ¢ TEM, UTO yCayTa
O0JIaYHBIX BBIUMCIIEHUH HOCHT XapakTep '"depHoro smmka'. B oTCyTcTBHE CpEeACTB NOJIYYECHHUs
nH(popmanroO ypoBHE JOBEpHUs MOCTABIIUKA U 0OMEHa 3TOoM HHpOpMaInHer GopMalIn30BaHHBIM 00pa3oM
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y CSC OTCYTCTBYIOT CpEICTBA OLIEHKH JOCTUTHYTOr'O MOCTABIIMKOM YPOBHSI peaiu3aluy 0e30MacHOCTH.
Takoe otcyrcTBHME OOMeHa wH(pOpMamueld Ha ypoBHe Oe3omacHOCTH KacareinbHOo CSP Moxker craTh
CephEe3HON yrpo3oil Oe3zomacHOCTH it HEKOTOpbIX CSC mpHW HWCMONB30BaHUM WUMHU YCIYT OOJaYHBIX
BBIYMCIICHUH.

8.1.3 Iloreps ynpaBieHus

Pemenue CSC o mepeBoge wactu ux cobctBeHHOM cuctembl MKT Ha uHOpacTpykTypy OO0JIaqHBIX
BBIUMCIICHUI MOJpa3syMeBaeT nepenayy yacTUUHOro KoHTposist CSP. Takoil mar MoKeT cTaTh Cepbe3HOU
yrpozoit ans  npaHHbIX CSC, OCOOEHHO MPUMEHUTENBHO K MPUCBOEHHOM IOCTABUIMKY pOJIU U
NpUBWIETHSAM. B codeTaHun ¢ OTCYTCTBHEM IMPO3PAavyHOCTU B OTHOLIEHMH METOJOB pabOThl MOCTaBLIMKA
yCcIyr OOJauHBbIX BBIYMCICHMA 3TO MOXET HPUBECTH K HENpPaBUIbHON KOH(QUIYypalluu WM Jaxe
MIPEIOCTABUTH BO3MOXHOCTb 3JI0HAMEPEHHON BHYTPEHHEH aTaku.

[Ipu BHeapeHunm yciayr oOJa4YHBIX BbBIUMCIHCHHUH y  HekoTopeix CSC  MOXET BO3HUKHYTH
00ECIIOKOCHHOCTh B CBSI3U C HEJOCTATOYHBIM KOHTPOJEM HaJ COOCTBEHHOW MH(pOpmammel u pecypcamu,
pa3MenieHHbIMU Y CSP,B OTHOIIEHNU XpaHEHUs JaHHbIX, HAJIE)KHOCTH PEe3epBUPOBAHMSI TaHHBIX (BOIPOCHI
COXPAaHHOCTH JaHHBIX), MEp MPOTHUBOJCHCTBUS B IUIaHAX O0OECMEYCHHS HEMPEPHIBHOCTHU JIEATEIHHOCTH
(BCP), BocCcTaHOBUTEIIBHBIX paOOT Mpu OSACTBUAX U T. .

Hanpuwmep:

. CSC xouer ynmanuth (ailm MO TpUYUHAM MPABOBOro xapakrepa, oxHako CSP coxpanser
Komnuto,0 kotopoit CSC He 3HaeT.

. CSP npenocraBnser mnpusBwiernd agmunucrpatopa CSC, KOTOpble BBIXOIAT 3a paMKU
nonutuku CSC.

. V¥ nexoropbix CSC MOXET BO3HUKHYTh OOECIOKOEHHOCTh B CBSI3M ¢ packpbeitieM CSP maHHBIX
MHOCTPAaHHBIM IPAaBUTENILCTBAM, YTO MOXET MOBIMATH Ha cobmoaenne CSC 3akoHOB 00 oxpaHe
KOH(UACHIIMAIBLHOCTH, HApUMeEp TUPEeKTHB EBpomneiickoro coro3a o 3amuTe JaHHBIX.

8.1.4 Ilorepsi KOHPUAEHINATIBLHOCTH

IIpu o6pabotke CSP xoHduAeHIMANBHOW WHPOPMALMK CYIIECTBYET BEPOATHOCTh HAPYLICHUS
KOH(QHIEHIIMATBHOCTH, KOTOPOE MOXET TakXKe BKJIIYaTh HApyLIEHHE HPUMEHHMbBIX HOPMAaTHBHBIX
MOJIOKEHUH, CEepTH(PHKAIMKA WJIA 3aKOHOB 0O 3amure JgaHHbIX. Crola OTHOCHUTCS — yTeuka
KOH(pHIEHIIMAIbHONH HMHpOpMaMU UM 00paboTka MH(pOpPMAIMK, MO3BOJSIOIIEH YCTaHOBUTH JIMYHOCTh
(PII), B nensax, koropbie HecaHKIMOHHPoBaHbl CSC u/uinu cyOBEKTOM JTaHHBIX.

8.1.5 HeroroBHOCTBb yCJIyIH

['oTOBHOCT, HE CBs3aHAa MCKIIOYUTEIBLHO CO Cpeaod OoOJayHbIX BbIUKMCICHUU. OTHAKO B CBSI3U C
MPUHIUIIOM CEPBUCHO-OPUEHTHUPOBAHHOIO JW3aiiHA JOCTABKa YCIYI MOXET OKa3aTbCA 3aTPOHYTOM B
Clydae OTCYTCTBHUS IIOJIHOW TOTOBHOCTH BBIMIECTOSIIIMX YCIYr OOJIauHBIX BhIUMCIeHUN. Kpome Toro,
JTMHAMHYECKAsk 3aBUCUMOCTD O0JIAYHBIX BBIYHCICHUI 00ecreyrBaeT 30YMBIIUICHHUKAM 0oJiee MIMPOKHE
BO3MOKHOCTH. Hampumep, B TOW M TOH ke cuUCTeMe OOJIauHBIX BBIYMCIICHHM araka TUHa "OTKa3 B
o0cTyKMBaHUU" HA OJTHY U3 BBIIIECTOSIINX YCIYT MOXKET 3aTPOHYTh HECKOJIBKO HUKECTOSIINX yCIYT.

8.1.6 IlpuBsA3Ka K OJHOMY NOCTABIIUKY 00JJAYHOM yCIyTH

Bricokas 3aBucumocTh 0T ogHOro CSP moxeT 3aTpyaHuTh 3ameHy ogHoro CSP apyrum. Takas cutyanus
MOKET BO3HHKHYTh B ciydae, korna CSP ucnosnp3yer HecTaHIapTHble (QYHKUMH Wik (opMmaTbl U HE
obecrieunBaeT GyHKIIMOHATIBHYIO coBMecTUMOCTh. Ecmu CSP, xk koTOopomy ocymiecTBieHa 'mpuBszka',
HE YCTpaHSeT U3BECTHOM YSI3BUMOCTH O€30IaCHOCTH, TO MOXKET BO3HHUKHYTh yrpo3a 0e30MacHOCTH, H,
takuMmoOpa3om, CSC oka3pIBaeTcs ysI3BUMbIM, HO HE UMEET BO3MOKHOCTHU Tepexojia kK aApyromy CSP.

8.1.7 HenpaBoMepHoOe NpUCBOEHHE HHTEJIEKTYAJIbHOI COOCTBEHHOCTH

B cnyuae ecnu 3amyckaercs nporpammuoe obecnieuenne CSP unmu CSP obecrieunBaeT XpaHeHHE OPYTHX
pecypcoB CSC, cymiecTByeT mpobiieMa YTeYKH ITHX MaTEpPHaOB, KOTOPBIE MOTYT IMONACTh K TPETHUM
CTOpPOHAM, WJIM UX HEMPABOMEPHOTO IPUCBOCHUS C IIEJIbI0 HECAHKIIHOHUPOBAHHOTO MCTOIb30Banus. Crona
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BXOJIUT HAapyIlIEHHUE aBTOPCKOTO MpaBa WM PACKPHITHE KOMMEPUYECKOU TailHbI.

8.1.8 IloTepst HeT0CTHOCTH NPOrPAMMHOIO O0ecreYeHust

ITockoapky mporpammuoe obecrieuenne CSC 3amyckaercs B CSP, cymiecTByeT BepOsSITHOCTh MU3MEHEHUS
NPOTPAMMHOTO  OOECIIEYeHHsI WM €ro 3apaKeHHs BHUPYCOM, KOTJa OHO BBIXOAWT  H3-TIOJ
HenocpeacTBeHHoro koHtponss CSC. Takum  o0pa3oM, 3TO MNPUBOAUT K  HENPABUILHOMY
(GYHKIMOHMPOBAaHUIO TporpaMMHOro obecrieuenusi CSC, MpOSBISAIOMEMYCS TEM HIHM HHBIM 0Opa3oM.
Hecmotps Ha 1O, uTo CSC HE B COCTOSIHUM MPOKOHTPOJIUPOBATh JaHHYIO BO3MOXKHOCTb, OHa MOKET
CEpbE3HO 3aTPOHYTh €ro pEmyTaluIo U, CIEA0BATEIbHO, €T0 IEATEIbHOCTD.

8.2 IIpo61eMbI 6€30MACHOCTH /1151 MOCTABIIMKOB 00/1a4Hoii ycayru (CSP)

B HacTosi1ieM myHKTe MIPUBOAUTCS OMMCAHKUE IPOoOIeM 0€301TacHOCTH, CBSI3aHHBIX CO CIOKHOCTSIMU CPEJIBI
WIA KOCBEHHBIMH YIpO3aMM, KOTOpbIE MOTYT OBbITh NpPUYMHON Oojee HEeNmOCPeACTBEHHBIX YIpo3
untepecam CSP.

8.2.1 HeonpenejneHHOCTh B OTHOIIEHUN OTBETCTBEHHOCTH

B cucreme o006mauHBIX BBIYHCICHHA MOTYT ObITh ompeneneHsl pasubie poiau (CSP, CSC u CSN).
HeomnpeneneHHOCTh B OTHOLICHUH OMPEIEICHHUS OTBETCTBEHHOCTH, CBSI3aHHOM C TAaKUMHU BOMPOCAMH, KaK
BJIQ/ICHUE JAHHBIMH, KOHTPOJb JOCTyla WM TEXHUYECKOe OO0CIyXMBaHHE WHQPACTPYKTYphl, MOKET
OTpPa3uUThCS HA JIENOBBIX MU MPABOBBIX crHopax (OCOOEHHO MPHU B3aUMOJCHCTBHM CO CTOPOHHUMH
opranuzanusvu, win eciu CSP sasnsercs takke CSC unmm CSN). JlaHHBIH PHUCK HEONpPENEIEHHOCTH
yBenmuuuBaetcs, eciau CSP skcmimyatupyer W/Wid mpejuiaraeT yCIIyTd B HECKOJIbKUX FOPUCIUKIIUAX, TIIe
AOTOBOPBI M COIJIAIOCHHA MOTYT CYHIECCTBOBATH HaA Pa3HbIX A3bIKAX HWIJIIM OCHOBBLIBATHCA HaA PAa3HBIX

all

HOPMAaTHUBHO-IIPAaBOBBIX 0azax. CM. Taxxke 1. 8.2.4 "KoH}aukT ropucaukuuit, Huxe.

8.2.2 CoBmecTHO MCHIOJIb3yeMasi cpeaa

OO6naynple BEIYHUCICHUS 00€CIIEYNBAIOT MOTCHIIMATHHYIO SKOHOMUIO 32 CYET COBMECTHOTO MCIIOIh30BAHUS
007b1I0T0 00BEMa PECYpPCOB, KOTOPOE MPOUCXOAMT B 4Ype3BbIYaiHO OonblioM Macmtabe. B manHOI
CUTYalliy HE3aIIUIICHHBIMI OKAa3bIBAIOTCS MHOTHE TMOTCHIMATBHO Ys3BUMBIC WHTep(deiickl. Hampumep,
paznmuunbie CSC 0AHOBPEMEHHO TOJIB3YIOTCS YCIyTaMH M3 OJJHOTO M TOTO ke oOsaka. B pesynbrare CSC
MOXET TEOPETUYECKH MOJYYUTh HECAHKIIMOHWPOBAHHBIM JTOCTYN K BUPTYaJbHBIM MalllMHAM, CETEBOMY
TpaduKy, pealbHbIM/OCTATOUYHBIM JAHHBIM U IPOYHMM pecypcam Apyrux apengatopon. JIoOoil Takoi
HECAaHKIIMOHUPOBAHHBIA WM 3JIOYMBIILIEHHBIN J0cTyn K pecypcam apyroro CSC MOXeT HapyHIUTh HX
L[EJI0CTHOCTh, TOTOBHOCTh U KOH(UCHIINATBHOCTD.

Hanpumep, HECKOJbKO BHUPTyalbHBIX MAIlMH, OJHOBPEMEHHO DPAa3MELICHHBIX Ha OJHOM (hU3HUECKOM
CEpBEpE, COBMECTHO MCIMONB3YIOT ILeHTpanbHbi mpoueccop (LIII) u pecypcbl mnamsaTH, KOTOpbIE
BUPTYyaJIU3yOTCs TMIEpBU30poM. B nanHOM npumMepe npoOieMbl BKIIOYAIOT 0TKa3 MEXaHU3MOB M30JISILIUU
TUIIEPBHU30pa, IPU KOTOPOM 00ECHeunBaeTCs BO3MOXKHOCTh HECAHKIIMOHUPOBAHHOTO JIOCTYNa K HaMsTH
WIHM yCTPOMCTBAM XPaHEHHs JPYTUX BUPTYaJIbHBIX MAlIVH.

8.2.3 HecoriacoBaHHOCTb M KOH(IMKT MEXaHU3MOB 31U ThI

B cBs3u ¢ AeneHTpanu30BaHHON apXUTEKTYpPOH MH(PACTPYKTYphl OOJIAYHBIX BBIYMCICHUN €€ MEXaHU3Mbl
3alUThl MOTYT OBITh HECOIJIACOBAaHHBIMU B Pa3HbIX pACIpeNeNeHHBbIX MOIyNax 3awmuThl. Hampumep,
JOCTYII, 3alpeIleHHbI OTHUM MOJyJieM O€30MacHOCTH, MOXKET OBITh MPEJOCTAaBIIEH IPYTUM MOJYJIEM.
Takass HecoriacoBaHHOCTh MOXET CO37aBaTh MPOOJIEMBI JUIS aBTOPU30BAHHOTO MOJIb30BATENsl, U OHA
MOXET OBITh HCHOJb30BAHA 3JOYMBIIIJICHHUKOM, M TE€M CaMbIM IIPUBECTHM K HapyLICHUIO
KOH(HUIECHIINATLHOCTH, [IEJIOCTHOCTH M TOTOBHOCTH.

8.2.4 KoHQIMKT puCANKIUH

JlanHble B oOjake MOTYT IepeaaBaThCsl MEXIY LIEHTpaMu oOpaOOTKU AaHHBIX WM Ja)Ke yepe3 TPaHUIlbl
cTpaH. B 3aBUCMMOCTM OT CTpaHbl pa3MelleHHs [aHHble OyIyT pEeryJupoBaThCs pPa3TUUYHBIMU
MPUMEHUMBIMU IOpUCAUKIMSIMHU. Hampumep, B HEKOTOpBIX IOPUCAMKIMAX, Hampumep B EBpomelickom
coro3e, TpedyeTcst 00ecrevnTh BCECTOPOHHIOI 3alllUTy HWH(POpPMALUHU, TO3BOJISIOUIEH YCTaHOBHUTH
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muyHocTh (PII), koTopas, kak mpaBmiio, HE MOXKET ObITh OOpaboTaHa B MecTaxX, HEe 00eCIEeUHBAIOIINX
JIOCTaTOYHBI YpOBEHb TapaHTUPOBAHHOW 3amuThl. Enie OJXHUM NpUMEpOM SBISETCS BO3MOYKHOE
paccmoTrpenue cBs3u kak yciayru (CaaS) B HEKOTOpBIX HOPHCIUKIHAX B KaueCTBE HEperyiInpyemMon
MH(POPMALIMOHHOM YCIIyTH, B TO BpeMs KaKB JAPYTHX IOPUCAUKIMIX OHA CUUTACTCS PErYIMPYEMON yCIyron
tenedoHHoi cBs3H. JlaHHBIM KOH(DJIMUKT FOPUCAMKIIMNA MOXKET MPHBECTH K TPABOBBIM OCIIOXHEHUSM,
MMEIOIINM TIOCIIEACTBUS 7151 0€30MaCHOCTH, HApUMep JUTs IPAaBUJI, PETYIMPYIOIINX 3aKOHHBIM IepexBar
CBSI3M MIPaBONPUMEHUTENbHBIMH OpraHaMH, YTOMOXET 3aTPOHYTh PELIEHUS 110 KpUNTorpaduu.

8.2.5 Pwucku, cBsi3aHHbIE C U3MEHEHUSIMH

OpHO W3 TpeuMyIecTB OOJAYHBIX BBIYUCICHUN 3aKIIOYAaeTCS B BO3MOXKHOCTH TEPEHOCAa HEKOTOPBIX
pelIeHui ¢ 3Tana pa3pabOTKU CUCTEMbI Ha 3Tall peaiu3alui. JTO 3HAYHUT, YTO HEKOTOPhIE 3aBHUCSIIUE OT
MPOrPaMMHOTO 00eCTIeYeHHUSI KOMITOHEHTBI CUCTEMBI MOTYT OBITh OTOOpaHBI U peaTn30BaHbl TOJBKO TOT/IA,
KOT/la BBIMOJHEHA QYHKIUS, U1l KOTOpPOH TpeOyroTcsl 3TH KOMIOHEHTHl. OJHAKo OObIYHAas METOAMKA
OILICHKH TPAIUIIMOHHBIX PHUCKOB 0oJiee HE MOIXOIMT ISl TAKOW TUHAMHYHO M3MEHSIONICHCS cucTeMbl. B
mo00i cucTteMe, MpoLIeAei OlleHKY Oe30MacHOCTH Ha 3Tane pa3paboTKH, MOTYT BO3HUKHYTH HOBBIE
ySI3BUMOCTH, TOSIBUBIIMECS B TNEPHOJ €€ OHKCIUTyaTalldd B CBSI3M C M3MEHEHUSIMU NPOrPAMMHBIX
KOMITOHEHTOB.

8.2.6 HeynauHblii mepexoa U HHTErPaALMSA

[lepexoxa B 0011ako HEPEAKO MOJIPA3yMEBAET MEPEHOC OONBIINX 0O0BEMOB JaHHBIX M CEPhE3HbIE U3MEHEHUS
KOH(Urypauu (Hampumep, ceTeByro ajapecanuto). s mepeBona oaHoil u3 wacreir cuctembl WUKT
Ha oOcnyxwuBaHue BHemHUM CSP MoxkeT mnoTpeOoBaThCS CYHIECTBEHHOE H3MEPEHHE KOHCTPYKLHU
CUCTeMbl (Hampumep, CeTH U TOJUTUKU Oe3zomacHocTH). Heymaunas wuHTerpamusi, BbI3BaHHAs
HECOBMECTUMBIMHU MHTEp(eiicaMy WM HECOTTIACOBAHHBIM BBIIIOJHEHUEM MOJUTUKH, MOXKET NPUBECTH KaK
K (YHKUMOHAIBHBIM, TaK U HE(YHKIMOHAIBHBIM IOCIEACTBUSAM. Hampumep, BHUPTyallbHbl€ MAIIHHBI,
KOTOpbIE B YaCTHOM IIEHTpe O0OpabOTKM JaHHBIX paboTaroT MOA 3aluToil Opanamayspa, B obmake CSP
MOJIBEPKEHbI MHIIMIEHTAM OTKPBITOIO HHTEPHETA.

8.2.7 [IlepebGou B 1eATEILHOCTH

IIpy 006nauHBIX BBIYUCIEHUSX IPOUCXOIUT pPACHpPEIENIEHNE PEeCypcoB M MX HPEJOCTaBlIEHUE Kak
yciyru. Bes skocucrema 007auHBIX BBIYMCIEHUH COCTOMT M3 MHOXKECTBA B3aMMO3aBUCHUMBIX 4YacTel.
[lepebou B pabore 000N yacTu (HampuMmep, OTKIIOYEHHWE NHUTaHUS, OTKa3 B OOCTYXKMBaHUU WU
3aJiepKKa) MOTYT 3aTPOHYTh TOTOBHOCTH YCIYT'M OOJAayHBIX BBIYMCICHUH, pacCMaTpUBAEMYyIO0 B IyHKTE
8.1.5 "HeroTtoBHOCTb yciyru", u Jjajiee NpUBECTHU K epe0osiM B AEATEIbHOCTH.

8.2.8 IlpuBs3ka k napTHepy 00JIa4YHOH YCJIYTH

[Tnardpopma CSP co3maercss ¢ MOMOUIbIO MPOTPAMMHBIX M aNlapaTHBIX KOMIIOHEHTOB pPa3JIMYHBIX
MOCTaBIIMKOB. HEeKOTOpble KOMIIOHEHTHI MOTYT COJEpKaTh MPONpPHETApHbIE (QYHKLIUU WIA PaCIIMpPEHUS,
koTopbie HeoOxonuMbl 11 CSP. OqHako HCMONb30BaHUE 3TUX MPONPUETAPHBIX (YHKIUNA OrpaHUYUBACT
BO3MOXHOCTH nepexoaa CSP k npyromy noctaBiuigKy KOMIOHEHTOB.

[TpuBsska siBasiercss paboueil mpoOaeMoil, MpU ATOM OHA, MO CYTH, HE SBISETCA YIpo30i Oe30MacHOCTH.
BMmecTe ¢ TeM MHOrJja OHa MOKET BBI3bIBATh 00ECIIOKOEHHOCTh B OTHOIIEHMH OezomacHocTu. Hampumep,
ecsit CSN, KOTOpBI MOCTABIIAECT OJUH W3 BAKHEHIIMX KOMIIOHEHTOB, IPEKPALIACT CBOK NEATEIbHOCTD,
MOAYJH KOPPEKTHUPOBKH O€30MacHOCTH MOTYT OKa3aThCsl HENOCTYMHBIMH. B cioydae mosIBICHUS
YA3BUMOCTHU B 3TOM KOMIIOHCHTC CHHIKCHUEC PHUCKA MOKET OKa3aTbCA BECbMaA CJIIOKHBIM U JOPOTOCTOSAIINUM.

8.2.9 VYa3BUMOCTH LHENH MOCTABOK

CSP mopaBepraeTcsi pucCKy, €Clid amnmapaTHOE WM MPOrpaMMHOE oOecredeHHe, MPeaoCTaBIseMOe IS
miatGopMbl yepe3 ero Ienb MOoCTaBOK, mojapeiBaer Oe3omacHocth CSC wmu CSP, nampumep npu
CIIy4aifHOM WJIM HaMEpPEHHOM BHEAPEHUU BPEIOHOCHOTO MPOTrPaMMHOI0 0OecredeHHs WU YSA3BUMOCTEH,
KOTOPBIE MOTYTIKCILTYaTUPOBATHCS.

B kauectBe nmpumepa MOXKHO IpuBecTH JeekTHoe mporpamMmMHoe obecrieueHue CSN. [lanHas npobiema

Oe3omacHOCTH Kacaercsi mporpammuoro obOecmeuenus CSN, 3amyckaemoro Ha obopynoBanum CSP,

HampuMep KJIMEHTCKOTO0 MpPOrpaMMHOro obecmedeHusi, BUpTyaibHOW MamuHbl (VM), rocreBoit
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onepannoHHoi cuctembl (OC), MpUII0KEHUH, KOMIIOHEHTOB MIAT(GOPMBI HIIM IPOTPAMMHOT0 00ecTIedeHus
11 ayJUTa/MOHUTOPHUHTa (Hapumep, JUlsl apTHepa, 00eCeYnBaOLIEro ayIuT YCIIyTH).

E1me ogauM npuMepom siBIisieTcst 3aiyck nporpaMMmHoro odecrnieuenust CSP, mpeacTaBinsieMoro napTHEpOM;
€ClIM TapTHEpP CBOEBPEMEHHO HE IMpeaocTaBiseT HeoOxoaumble oOHOBIeHMs Oe3onmacHocTH, CSP
[IOABEPraeTCs PUCKY.

8.2.10 B3amMo03aBHCHMOCTH IPOTPAMMHOIO0 00ecreYeHust

[Ipu oOHapyXeHHH YS3BUMOCTH HE3aMEIJIUTEIbHOC TPUMCHEHHE OOHOBJICHHS MOXKET OKa3aThCs
HEBO3MOKHBIM B CBSI3M C TEM, YTO O3TO TMPHUBEAECT K HAPYIICHUIO pabOThl APYTHX MPOrPaMMHBIX
KOMITOHEHTOB (HECMOTpPsI Ha TO YTO 3TH KOMIIOHEHTBHI HE TPEOYIOT CHEIUAIbHOTO OOHOBIEHHUS). DTO
OCOOCHHO  CHpaBeUIMBO B  Cllydae CYIIECTBOBAHUS  3aBUCUMOCTH  MEXKIy  KOMIIOHEHTaMH,
MPEAOCTAaBICHHBIMU OAHUM WK HeckoibkuMu CSN, a He camumu CSP.

83 IIpo0OJiembl Oe30macHOCTH 1J1s1 TAPTHEPOB 001auHOoi yeayru (CSN)

B Hacrosmem mnyHKTe paccMaTpUBAIOTCS MPOOJEMbl, KOTOpble HemocpeAcTBeHHO 3arparuBaroT CSN.
Takue nmpobiemsl MOryT 3aTparuBaTh criocoOHOCTs CSN OCyIIEeCTBIATh AeSTENbHOCTh, OMyUYaTh OIUIaTy,
3alIMIIATh CBOIO HMHTEUIEKTYaJbHYI0 COOCTBEHHOCTh W M30erath MpaBOBBIX MM PETYISTOPHBIX
TpyaHoctel. [Ipobraembl 6e30macHOCTH, ¢ KOTOPBIMU CTalKUBaeTcss TOT uiau uHOW CSN, 3aBUCAT OT ero
KOHKPETHOM! AEATeNbHOCTU U CpeJibl, HapuMep pa3paboTKa, HHTErpalys, ay JuT Wi APYyroe.

8.3.1 HeonpenejeHHOCTh B OTHOUIEHUH OTBETCTBEHHOCTH

B cnyuae ecnmm B yciyre BoinosiHseTcss Habop nporpammuoro obecrieuenuss CSP u CSN, mst CSC moxker
ObITh HEOYEBHIHO, HAa KOM JICKHT OTBETCTBEHHOCTh 3a JIMKBHIAIMIO TIOCIEACTBUA U 00paboTKy
UHIUACHTOB 0e30macHOCTH. MOKeT oOKa3aThCsi JOBOJBHO TPYAHO OMNPEAEIUTh OTBETCTBEHHYIO
OpTaHU3aIMIO C TOMOIIBIO TEXHUYECKOro ananus3a. B pesynabrare CSP u CSN OyayT nepekiiaabBaTh BUHY
JpyT Ha JIpyra, 4TO MOXET MPUBECTHU K IOTIOJHUTEIbHBIM HApYIIEHUSIM, €CIIM He OyJIeT Hali/leHa OCHOBHAs
MPUYHHA.

8.3.2 HenpaBomepHoe NPUCBOEHUE HHTEIEKTYAIbHOMH COOCTBEHHOCTH

B cnyuae ecnm maptHeps! npenoctaBistoT CSP mporpaMMHoe oOecrnieueHure WM JAPYTHE PEeCypChl s
BBITIOJTHEHUSI, CYIIECTBYET MpoOiieMa Oe30MacHOCTH, CBSI3aHHAs C YTEUKOW ATHUX MaTepHalioB, KOTOpHIE
MOTYT TIONAacTh K TPEThUM CTOPOHAM, WM MX HENPAaBOMEPHBIM TPHUCBOCHHEM C  IIEJBIO
HECaHKIIMOHUPOBAHHOTO HMCMNOJb30BaHMsA. Cro/1a BXOAUT HapyUIEHUE aBTOPCKOTO IpaBa WM PACKPHITUE
KOMMEPYECKOM TAHBI.

8.3.3 IlorTepsi HeJTOCTHOCTH MPOTPAMMHOIO0 O0ecreYeHust

ITockonbky mnporpamMMmHoe oOecrieyeHue mapTHepa 3amyckaercs Ha CSP, cymiecTByeT BepOSTHOCTb
M3MEHEHHUS NMPOTrPaMMHOI0 OOECHeUeHUs WM €ro 3apakeHHs BHUPYCOM, KOIJa OHO BBIXOAMT H3-IIOJ
HerniocpenacTBeHHoro KoHTpoist CSN.  Takum  oOpa3oM, 53TO MNPUBOJUT K  HENPAaBUIBHOMY
(GyHKIIMOHUPOBaHHIO TporpamMmHoro obecrneueHusi CSN, NposBISIOMIEMYCS TeM HJIM HHBIM 00pa3oM.
Hecmotps Ha 1o uro CSN HE B COCTOSHHUM NPOKOHTPOJIMPOBATH JAaHHYIO BO3MOXHOCTb, OHA MOJKET
CEPBE3HO 3aTPOHYT €T0 PEMYTALUIO U, CIIEJOBATEIBHO, €T0 IEATEIbHOCTD.

9 Bo3Mo:xxHOCTH 00ecieueHus 0€30MACHOCTH 001aYHBIX BHIYHCICHU

B nacrosieit Pexkomenanun onpeaesnstoTcs CleAyIoe BO3MOXKHOCTH oOecrieueHus: 6e30MacHOCTH OT
BBISIBJIEHHBIX YIpo3 U MpoOieM Oe30macHOCTH OOJauyHbIX BbIYMCIEHUH. B corjamenun o0 ypoBHE
obciyxuBanust (SLA) MoryT ObITh yKa3aHbl IapaMeTpbl, CBSI3aHHbIE C 3TUMH BO3MOXXHOCTSIMHU
obecrieyeHnst 6€30MaCHOCTH, HAIIPHUMEP BpEMsI pearnpoBaHus HA HHIUICHTHI.

9.1 Moaeans noBepust
Jnst mr000W  cUCTeMBbl, B KOTOPOM HECKOJIBKO TOCTaBIIMKOB COTPYAHUYAIOT C IENbI0 OKa3aHUs
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3aCITyKUBAIOIIEH TOBEPHUE YCIYrH, HeoOXoauma o0I1ast MoJIeb JOBEpHUS.

B cBs3u ¢ upe3BhUAHO paclpeleeHHbIM XapaKTepoM OOJIAYHBIX BBIYMCICHUH, COIPSDKEHHBIM C
HAJTMYUEM HECKOJIBKUX YYaCTHHKOB, HEOOXOJMMO, 4YTOOBI cpela OOJIaYHBIX BBIYMCIICHUN BKIFOYAla
OOIIyI0 MOJETbh JOBEepUs. DTa MOJENb JOBEpUs MO3BOJMT CO3/1aBaTh OCTpoBa uW/win (eaepanuu
JIOBEPEHHBIX OOBEKTOB, TaK YTOOBI Pa3pO3HCHHBIC AJIEMEHTHI CHCTEMbI MOTJIH ayTEHTU(HUIIUPOBATH
WJCHTUYHOCTh M CAHKIIMOHHUPOBAHHBIC MpaBa JAPYTHX OOBEKTOB M KOMIIOHEHTOB. Kakaplii ocTpoB
denepanuu  noBepus OyJeT OCHOBAaH HAa OJIHOM WM HECKOJBKUX JOBEPEHHBIX OpraHax BbIIa4u
cepTuduKkaToB HHPPACTPYKTYpbI OTKPHITHIX Kitoueid (PKI).

Ceroansi CcyImecTByeT MHOTO MojeNiel TOBEpHs, NMPEeIHAa3HAYCHHBIX ISl UCIIOJIb30BAaHUSA B OOJAYHOU M
HeoOnauHo# cpene. Bompoc 0 MpUHATUU KOHKPETHON MOJENH JOBEpUs HE BXOIUT B cepy MpUMEHEHUs
HacTosmieit Pexomenmarmm.

9.2 Ynpasienue omnpenejieHueM HAeHTHYHOcTH M aocrynom (IAM), ayrenTudpuxanms,
aBTOPHM3ALMA M AYIUT TPAH3AKIMI

K yciyram O6H3‘IHLIX BBIYMCJICHUN UMEIOT OTHOIIEHHE MHOI'O AIMUHUCTPATOPOB U HOHL3OB3.T€JICIZ, npu
3TOM JIOCTYII K 3TUM YCIyraM W WX HCIOJb30BaHWE OCYyIIecTBIsitoTcs BHyTpeHHUM (CSP) m BHemrHMM
(CSC) o6pazom. VYmpaBieHHE ONpeAeTeHHEM HWIACHTUYHOCTH HEOOXOAMMO HE TOJNBKO MJIsS 3aIIUThI
UJCHTUYHOCTEN, HO U JUIsl YIIPOLIEHHsI POIIECCOB YIPABIEHUS AOCTYIOM, ayTeHTU(UKALIMK, aBTOPU3ALIUN
W ayJuTa TpaH3aKIHii B TAKON TUHAMUYHON B OTKPBITOM HHAPACTPYKType O0TAYHBIX BRIYHUCICHUN.

OpHa wWiIM HECKOJbKO 00mux wmojened Oe3omacHocTH (MyHKT 9.1) HeoOxomumbl [AM s
ayTeHTU()UKAMU WACHTUYHOCTEH, a TakXke pa3paboTuumKaMm, TMIIEPBH30paM U JPYTUM KOMIIOHEHTaM
CUCTEMBI JJIs1 ayTeHTU(UKAIIMY KOMIIOHEHTOB CUCTEMbI, HAlIpUMeEp 3arpy’KEHHBIX IPOrPaMMHBIX MOJTyJIEH,
NPUIIOKEHUH NHAOOPOB JTaHHBIX.

[Ipouecc IAM cnocobcTByeT obecriedeHno KOH(GUICHIIMATLHOCTH, EJIOCTHOCTH U TOTOBHOCTH YCIYT U
peCypcoB, U TOITOMY UMEET BaXKHEHIIIee 3HaUYCHUE B 00JaYHBIX BHIYUCICHUSX.

Kpowme toro, IAM obecnieunBaeT BO3MOKHOCTb OCYILECTBICHUS OAHOKPATHOW PETUCTPALMU U peau3alnn
denepauuu MACHTUYHOCTH B OOJaKax € MOMOILBIO Pa3IMYHBIX MEXaHW3MOB ayTEHTH(UKALUU WIH
MEXaHHU3MOB, paclpeesIeHHbIX M0 Pa3IMYHbIM JJOMEHaM O€30MaCHOCTH.

Aynut TpaH3akuuii oOecrneunMBaeT 3alllUTy OT HENpPU3HAHUS YYacTHs, T[O3BOJSET OCYIIECTBIAThH
9KCHEPTHO- TEXHUYECKUX aHaIu3 I[ocje MHUUAECHTOB O€30MacHOCTH M SBISIETCS  CPEJICTBOM
MpEeNOTBpallleHNs] aTak (KaKk BHEIIHUX, TaK M BHYTPEHHUX BTOpXKEHUI). AyIUT TpaH3aKUUN
[IOAPa3yMEBAeT HE IMPOCTO BEACHUE JKypHaJIa, a BKIIOYACT M AaKTUBHBIH MOHMTOPUHI C ILCJIBIO
IIPUBJICYCHUS] BHUMAHHUS K TIOI03PUTEIBHBIM IEUCTBUAM.

9.3 duznyeckas 0€30MaACHOCTEL

Heobxomumo, 4roObl obOecreunBanach (¢usmueckas 3ammra. JlOCTynm B IOMEIICHHUsS, COACpXKAIue
obopymnoBanue CSP, pasperraercs TOJbKO aBTOPH30BAHHBIM JIMIIAM M TOJBKO B Te 00JIACTH, KOTOPHIE
HCIMOCPCACTBCHHO HCO6XOIII/IMBI JJIs1  BBITIOJTHEHUA UX (I)yHKI_[I/IOHaJILHbIX O6ﬂ3aHHOCTCﬁ; 9Ta 3aJa4a
sSIBJsIeTCS 4acThio Tiporiecca IAM. OmHako cremeHb (pu3nveckoi 0e30MacHOCTH 3aBHCHUT OT IIEHHOCTH
JTAHHBIX KUMAcIITabOB JOCTYIIA, Pa3pPELUICHHOTO MHOKECTBY TOJIb30BaTEIICH.

9.4 be3onacHocTb nnTepdeiica

JlaHHas BO3MOKHOCTh oOecreunBaeT 0e30macHOCTb MHTepdeicoB, oTKphITEIX Wit CSC u/mam apyrux
MIpUBJIEKAEMbIX Ha OCHOBaHMU noroBopa CSP, ¢ moMomipi0 KOTOPBIX JOCTABIISIFOTCS pa3iMyYHbIE BUIbI
ycIyr oOJjauHbIX BBIYMCICHHUH, U oOecrednBaeT 0e30MacHOCTh B3aWMOJECHCTBHSA, OCYILECTBISEMOro Ha
ocHoOBe dTHXHHTEpPericoB. JlocTymmHbIe MEXaHU3MBI 00ECTIeYeHHsT OE30ITaCHOCTH BKIIIOYAIOT, B TOM YHUCIIE:
OJTHOCTOPOHHIOIO/B3aUMHYI0 ayTEHTH(PUKALMIO, KOHTPOJIBHYIO CYMMY JJIi TIPOBEPKU LEIOCTHOCTH,
CKBO3HOEUIN(pOBaHUE, IUPPOBYIO NOJIUCH U T. [I.
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9.5 be3onacHocTh BUPTYAJIM3AIMU BHIYUCTCHUI

besonacHocTh BUpTyanu3ali BBIUMCICHWH OTHOCHTCA K O€30MacHOCTH BCeW cpelbl BUPTYyalu3alluu
BBIUMCIICHUI. DTa BO3MOKHOCTh O0ECIIEUMBAET 3allUTy TUIIEPBU30pa OT aTak, 3alIUTY XOCT-IIaT(HOPMBI
OT yIpo3, BO3HUKAIOIIMX B Cpele BUPTYaJU3aLMH BBIYMCICHUW, W 3alIUTy BUPTYaJbHbIX MAallWH Ha
MPOTSKEHUH UX CpoKa JeicTBus. B uyacTHOCTH, NaHHAs BO3MOXHOCTBH IO3BOJISET M30iMpoBaTh VM u
3amumaThk 06pa3sl VM mpHocTaHaBIMBATh SK3eMILIApsl VM mpu XpaHEeHHUH U B TIPOIECCE MepeXoa.

Hns CSP runepBuzop Hepeako oOecredyMBaeT 3allUTy pa3MELIEeHHBIX VM ImyTeM MpenocTaBieHUs
AHTUBUPYCHOW M aHTUCIAMOBON 00pabOTKH, OCYIIECTBISIEMO BHYTPHU TUIIEPBU30POB, C T€M 4TOObI VM
HE TpeOoBaJIOCh OTAEIBHO pPEaTM30BbIBaTh 3T (QyHKUMH. Kak NpHUBHUIO, TUNEPBU30p OCHAIAETCS
MUHUMalbHBIM  Habopom  yciayr. HenyxHble  uHTepdeiickl U uHTEpdEHChl  MPUKIAJTHOTO
nporpammupoBanus (API), xak mpaBuio, 3aKpbIBalOTCs, a HEHCIIOJIb3yeMble KOMIIOHEHTBI YCIYT, Kak
IIPaBUJIO, BBIKJIFOYAFOTCSI.

BuptyasbHbple MalIMHbI, HA KOTOpbIE PAacCIpOCTPAHSAETCS JaHHAs BO3MOXKHOCTb, BKJIIOYAIOT T€ MAIIHMHBI,
kotopele coznatorcss CSC B laaS, a Taxxke mHorme VM, cosznaBaemble SaaS u PaaS. BuprtyanbHble
MAaIllMHbl, KaK [paBWIO, HAJEKHO M30JIMPYIOTCA B CIydae COBMECTHOI'O MCIIOJIb30BaHUS IaMSTH,
neHtpanbpHoro mporeccopa (LII) m eMKoCTH 3amOMHMHAIONIMX YCTPONCTB. BUpTyanbHbIE MAaIlIWHBI, Kak
NPaBUJIO, UMEIOT COOCTBEHHbIE BO3MOXHOCTH oOecneueHus Oe30macHOcTH U HMH(OPMUPOBaHBI O
MOJINTUKE (HaIpUMeEp,B FOCTEBOI ONEPALIMOHHON CUCTEME).

9.6 Be3omacHOCTL ceTH

B cpene oOnavHBIX BBIYHCICHUN O€30MACHOCTH CETH TIO3BOJISIET HM30JMPOBATh (DU3MUECKYI0 U
BUPTYaJbHYIO CETH U 00ecleyuTh OE30MacHYIO0 CBSI3b MEXJy BCEMU YYacTHHKaMH. JTa BO3MOXHOCTH
JeNaeT JOCTYNHBIM pa3OueHHne JoMeHa 0e30IacHOCTH, CPEeACTBA YIPABJICHUS OCTYNa Ha TPAaHUIE CETH
(mampumep, OpanaMaysp), OOHApYKEHHE U MPEIOTBPAICHINE BTOPKEHUS, pa3ieliecHue CeTeBOro Tpaduka
Ha OCHOBE MOJUTHKHU Oe3zomacHocTH. Kpome Toro, oHa oOecnedMBaeT 3alMTy CETH OT aTak B cpeaax
(hbU3UYECKON ¥ BUPTYaJIbHOM CETEH.

9.7 HN3o0mpoBaHMe M 321U TA JAHHBIX U 321HUTA KOH(PUIEHINATBLHOCTH

C IIOMOILIBI0O JaHHON BO3MOXKHOCTHU pemaroTCA 06H_II/I€ HpO6JIeMBI 3allUTBl JAHHBIX, KOTOPLIC HCPECIAKO
HMCIOTIIPAaBOBBIC IMMOCJICACTBUS.

. N3onrpoBanue qaHHBIX

B KoHTekcTe OOJIaYHBIX BBIYUCICHHUH, apeHAaTop JIMIIAETCS BO3MOXKHOCTU JOCTyHa K JaHHBIM,
MPUHAUISKALIUM JPYroMy apeHIaTopy, AaKe€ €clIU O3TU JIaHHbIe 3allM(pOBaHbl, 3a HCKJIIOUYEHHEM
cllydyaeM, KOrja JOCTyNl CaHKIMOHUpPOBaH B sBHOM ¢Qopme. M3o0imMpoBaHue HaHHBIX MOXET OBITh
pearn30BaHO JIOTHYECKN W (PU3NIECKH, B 3aBUCUMOCTH OT TpeOyeMoro oobemMa H30IMPOBAHHBIX TaHHBIX
Y KOHKPETHOTOpa3BEePTHIBAHMUS MPOTPAMMHOI0 U aIMapaTHOr0 00ecredeHns: 00JIaYHbIX BEIYUCICHHH.

[TPUMEYAHHUE 1. — B cpene oOna4HBIX BBIYMCICHUN HM30JUPOBAHUE TIPOUCXOJUT HA YpPOBHE
apeniaropoB. B kakoM-mm60 CSC MOXeT CyIiecTBOBaTh MHOKECTBO apeHIAaTOPOB B 0OJaKe, HampuMmep
11 pa3HbIX (PMIIMAJIOB, OT/IEJIOB WM CTPYKTYPHBIX ITOJIPA3/Ie€TICHUH.

. 3armmra JaHHBIX

3ammra JaHHBIX oO0OecreuMBaeT Haaiexamlyro 3amuTy JaHHbIX CSC M NpoM3BOIHBIX JIaHHBIX,
COJIepKalIiXcs B cpefie OOJIayHBbIX BBIUMCICHUH, TaK YTOOBI JOCTYH K HUM U MX W3MEHEHHE MOTJIHU
OCYILECTBIATHCS TOJBKO ¢ caHKUuU CSC (MM B COOTBETCTBMM C NPHUMEHHMBIM 3aKOHOJATEILCTBOM).
Takas 3ammMra MOXET BKJIIOYaTh HEKOTOPYIO KOMOMHAIIMIO CIIMCKOB KOHTPOJS JOCTyIa, IHPOBEPKY
LIEJIOCTHOCTH, MCIIPABJICHHE OLIMOOK/BOCCTAHOBJICHHME JaHHBIX, MM(pPOBaHUME M ApPYrHe HaAJIeKallue
MEXaHU3MBI.

B tom ciyuae, korna CSP o6ecnieunBaer g CSC mmdpoBaHue JaHHBIX Ha 3alIOMUHAIOIIEM YCTPONCTBE,
naHHas QyHKIUS MOKET OBITh MIM(POBAHNEM HA CTOPOHE KJIMEHTA (Hampumep, B npuioxerann CSP) wm
mudpoBaHUEM Ha CTOPOHE CepBeEpA.
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. 3amura KOH()UICHIIMATEHOCTH

YactHas unopmainus Moxer Bkao4yath PII m koHdunennmanbHble koprnopatuBHble HaHHBIE. COOD,
UCTOJIb30BaHuUE, Mepenada, o0padoTKa, XpaHEeHHE U YHUYTO)KEHUE YaCTHOM MH(POPMALUU PETYIHPYIOTCS
HOPMAaTHUBHBIMU WJIM 3aKOHOJATENbHBIMU aKTaMH B OTHOLIEHUMM KOoHGuAeHUMadbHOCTU. [laHHOE
orpannuenue npuMensercs U k CSP, n x ux CSC. Tak, Hanpumep, CSC n0mKHBI UIMETH BO3MO>KHOCTh
MMOCTOSTHHOTO YJAJCHHsl TaONWIBI JAHHBIX, COJAepXkalled dvacTHyro wuHpopmMmamnuio, naxe eciau CSP
HE OCBEIOMJICHO cojepxkaHuu Tabiuubl. Kpome Toro, moxer norpedoBarscs, yToosl CSP obGecnieunsan
00paboTKy, HanpumMep nouck JaHHbIX CSC B mpeoOpa30BaHHOM WM 3alIM(PPOBAHHOM BH/IE.

3ammra KOH()UICHIMATBHOCTH PACHpPOCTPAHAETCS HAa YacTHYI HH(POpMAIMIO, KOTOpas MOXET OBbITh
MPOCMOTpEHa WM TojlyueHa B pesyibpTate nestenbHocTH CSC, Hampumep TEHIEHUIUHU JEJI0BOU
aKTUBHOCTH, OTHOIIECHHS WIH B3aUMOJACHCTBHE C IPYTUMHU CTOPOHAMH, YPOBHHU U MOPSJOK IEHUCTBUH U T.
1.

3amuTa KOH(UIESHIIMAILHOCTH OTBEUaeT M 3a OOECleueHUe TOro, 4YTOOBl BCS YacTHAs WHGOpMaIus
(BKJTIOYAst HAOJTI0JaeMbIe WIIH ITPOU3BOJIHBIC IAHHBIC) UCITOJIE30BAIaCh TOJIBKO B TEX IEJISIX, KOTOPBIC OBLITH
corstacoBausICSC u CSP.

Onenka pucka B  OTHOIIGHMHM  4YacTHOW  wuH(poOpMalyMM, HaszbiBaeMas  "OLIEHKOM  pucKa
KoH(puaeHHanpHocTH", MokeT mnomoub CSP B ompeneneHMM KOHKPETHBIX PHCKOB HapyIlIEHUs
KOH(UICHIIMAILHOCTH, CBS3aHHBIX C  TpeanoiiaraeMbiM  ¢yHKIMoHupoBanuem. CSP  crmemyer
OTIpeAeUTh U peanu3oBaTh BO3MOXKHOCTH JJIsi YCTPaHEHUS PHUCKOB KOH(MUICHIIMATBLHOCTH,
BBISIBJICHHBIX C TIOMOIIIBIO OIIEHKH PUCKA U 00paOOTKHM YacTHOW WH(MOPMAIIUH.

[TIPUMEYAHUE 2. — B HEKOTOPBIX HOPHUCAMKIUAX OTIACIbHbIC (u3nueckue muna (Hampumep,
10JIb30BATEIN-TIIOJJM) PACCMATPUBAIOTCS OTAEIBHO OT HUX paborojartenei Juig Leneil obecneueHus
KOH(pUIEHIMATbHOCTU. B Takux ciydasx obecrieyuBaeTcsl HaJUlekanas 3aliura KOHQUACHIIMATbHOCTU
nonp3oBarenst oOmayHoi ycimyru (CSU), Hapsay ¢ KOHOUACHIMATBFHOCTBIO MOTpeOuTeNs 0o0JauHON
yenyru (CSC) unu apenaaropa o0Ja4HOM yCIyTH.

9.8 Koopaunanus odecrnieuyeHusi 6€30MacHOCTH

B cBsi3u ¢ Tem, 4TO B pa3HBIX yciayrax oOJauHBIX BBIYMCICHHM IMOApPAa3yMEBAIOTCS pa3HbIE CIOCOOBI
peanu3ali CpeACTB YIpaBleHUs 0e30MacHOCThIO, C TOMOIIBIO JTaHHOM BO3MOXHOCTH OOeCTeueHHS
0€30MacCHOCTH KOOPAWHUPYIOTCS JIEHCTBUSL Pa3HOPOJHBIX MEXaHM3MOB oOecreueHus Oe30MacHOCTH,
9TOOBI HE JIOMYCTUTh KOH(QIMKTOB MEXaHH3MOB 3aIIUTHI.

CTopoHBI, BBIOJIHAIOIIME pa3HbIEe POJIU B AKOCHCTEME OONayHbIX BbluMcieHui, Hanpumep CSP, CSC u
CSN umeroT pa3Hble CTENEHU KOHTPOJS Hal (PU3NYECKMMM WM BUPTYaIbHBIMH PECYpCaMu U yCIyTaMH,
BKJTFOUASTKOHTPOJTh 0€301TaCHOCTH.

Jlnist KaKIOH CTOPOHBI CYHIECTBYIOT Pa3lIMYHBIE MEXaHHM3MBI OOecreueHus] Oe30MaCHOCTH, BKIIIOUYAIOIINE
W30JIMpOBaHKe runepsusopa, IAM, 3ammry cetu u T. 1.

Onna u3 meneil 00JavYHBIX BBIYUCIICHUN 3aKITIOYAeTCS B 00CCIICUYCHUHN BO3MOXKHOCTH OOBEAMHEHUS ITUX
pasHBIX CTOPOH B IIENISIX COBMECTHOTO TNPOCKTUPOBAHUS, CO3JaHHs, PAa3BEPTHIBAHUS W DKCIUTyaTaI[HUH
Pa3IMYHBIX PU3NIECKUX ¥ BUPTYATH30BAHHBIX pecypcoB. B cBsi3u ¢ aTiM HeoOxoaumo, yToosl CSP umen
BO3MOYKHOCTh KOOPJIMHUPOBAThH Pa3HbIC MEXaHU3MbI 00ECIICUCHHsT OE30MTaCHOCTH, UCTIOJIb3YEMbIE Pa3HBIMU
croponamu.  Koopauuaiuss ~ oOecriedeHust ~ 0€30MAaCHOCTH  3aBUCUT  OT  (PyHKIMOHAJIBHOMN
COBMECTHMOCTHH COTJIACOBAHUS pa3HOOOPA3HBIX MEXaHH3MOB 00eCIIeYeHUsT O€30MaCHOCTH.

9.9 JKCIIIyaTallHOHHAS 0€30MaCHOCTh

JlaHHast BO3MOXHOCTH 00ecreunBaeT 0€30MacHOCTh MOBCEAHEBHOM AKCIITyaTalld M TEXHUIECKOTO
00CITy’)KUBaHUS YCIYT U HUHPPACTPYKTYPHI 00TaYHBIX BEIYUCICHHH.

HaHHaﬂ BO3MOKHOCTb 00€CIIeUEHUS BKCHHyaTaHI/IOHHOﬁ 0€3011aCHOCTH BKJIFOYAET:

. orpesieNieHue Habopa MPUHIUIIOB TOJUTHUKU O€30MaCHOCTH U JAEATENBHOCTU MO 00ECIeUeHUI0
0€30MMacHOCTH, HampuMep yMpaBieHHE KOH(UTypaluei, COBEpIICHCTBOBAHUE KOPPEKTHPOBKH,
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OIlcHKa O€30TacCHOCTH, pearupoBaHUE Ha WHIUACHTHI (CM. Takke MyHKT 9.10 "Ympapienue
UHIUACHTaMU"), U o0ecreyeHrne MPaBHJIBHOTO MPUMEHEHHUs 3TUX Mep 0e30IacHOCTH B LEJSIX
BBITIOJIHEHHSI TPEOOBAaHUN MPUMEHUMOTO 3aKOHOJIATEILCTBA U JOTOBOPOB, BKIIOYas Jr00Obie SLA,
CBSI3aHHBIE C 0€30TACHOCTBIO.

. KOHTpoJib BbIIOIHEHUS CSP mep Oe3omacHocTH W uX A()PEKTUBHOCTH M TPEAOCTABIICHHE
HaJJIeXKalux oT4eToB 3aTpoHyThIM CSC, a TakKe COOTBETCTBYIOIIMM CTOPOHHHMM ayJWTOpaM
(metictBytomumM kak CSN), mosBosstomuM CSC onenutb, obecnieunBaer jau CSP BeimonHeHue
00513aTeNLCTB B 00J1acTH 0€301IaCHOCTH, TIPETyCMOTPEeHHBIX SLA.

B ciyuae m3menenust mep OezomacHoctu CSP u ux sddexkruBnoctu Bce Hikectosmme CSP u CSC
OTTOBEIIAIOTCS O TAKUX M3MEHEHUSIX.

OTH OTYeTHl W ONOBEIICHHUS MO3BOJSAIOT aBropm3oBaHHbIM CSC mpocmarpuBarth HHPOpPMAIHIO O
COOTBETCTBYIOIIUX MHIUJACHTAX, MHPOPMAIIMIO ayJHTa, a TaKKe JaHHbIE KOH(PUTypaluu, OTHOCAIIUECS K
UXyCIyraM 00JTauHBIX BBIYMCIICHHA.

9.10 YunpasieHue nHIAIEHTAMHA

VrpaBieHue UHIOUACHTAMH TPEIyCMAaTPHBAET MOHHMTOPHHI ¥  TMPOTHO3MPOBAHHE HHIIMICHTOB,
OTOBCIICHHEe 00 HWHIMICHTAX W pearupoBaHWe Ha HUX. [IJis TOro uyToObl 3HATh, paboTaeT JK yciyra
00JIaYHBIX BBIYHUCIICHHIB [ITATHOM PEXHUME B TIpeieNiax Beeil HHPACTPpyKTyphl, HEOOXOIUM HEMPEPBIBHBIN
MOHUTOPHUHT (HampuMep, MOHUTOPHHI TIOKa3arejei paboThl BUPTYyaTU3UPOBAHHON IUIATGOPMBI U
BUPTYaIU3UPOBAHHOW MAIIMHBI B PEaJbHOM BpEMEHH). DTO JaeT BO3MOXKHOCTh CHCTEME COOMpPATh
I/IH(I)OpMaL[I/IIO O COCTOSAHUU 6e3OHaCHOCTI/I YCIIYT'd, BBIABJIATH HCUITATHLIC YCIIOBUSA U O6eCHe‘-II/IBaTB paHHEC
OpeAynpekKACHUE O Teperpy3kax CHCTeMbl O€30MacHOCTH, HapyIICHUSAX paboThl, Tmepebosx B
oOcimyxuBaHu W T. 1. llocne HacTyruieHHs COOBITHI WMHIMIEHTa O€30MacCHOCTH O00eCIIeYnBACTCS
BBISIBJICHHE TPOOJIEMbI U OBICTPOE pearnpoBaHHE HA MHIIUICHT, OCYIIECTBISIEMOE JHOO aBTOMATHUYCCKH,
1100 ¢ BMEIIATEIbCTBOM aIMUHHCTpaToOpa-uesnoBeka. OO6paboTaHHbIe HHIIUACHTHI 3aHOCITCA B XKYypHAJ, U
MPOBOUTCS MX aHAJK3 C [EJbI0 CO3aHUs HA UX OCHOBE IIA0JIOHOB, C TIOMOIIBIO KOTOPBIX B JabHEUIIIEM
obecrnieunBaeTcs ynpexaarimas oopadboTka.

9.11 BoccranoBuresbHbIE padoThI IPH 0€ICTBUIIX

BoccranoBurenbHble paOOThl IpU OEACTBUSIX MHPEJICTABISIIOT COOOM BO3MOXHOCTh PEAarupoBaHUsl Ha
KpUTHYECKHE O€ICTBUS B LEISIX BO3MOXKHO CKOpEWIIero BO3BpallleHHs B 0e30MacHOE COCTOSHHUE U
BO300HOBJICHHS LITAaTHON paboThl. JlaHHAs BO3MOXHOCTh OOECIIEUNBAET HEMPEPHIBHOCTH MPEIOCTABICHUS
YCIIyT'Yl [IPY MUHUMAJIBHOM IIPEPBIBAHUH.

OneHka 1 ayiuT 06€30MacHOCTH YCIyTH

JlaHHast BO3MOKHOCTb MO3BOJISIET OCYIIECTBIISATH OLEHKY O€30MacCHOCTH YCIyr OOJAayHBIX BBIYUCICHUU.
OHa TO3BOJIIET aBTOPH30BAHHON CTOPOHE TMPOM3BOAMTH TMPOBEPKY COOTBETCTBHSI OOJAYHOW YCIYTH
MIPUMEHUMBIM TpeboBaHMsIM obecrieueHus 0e3omacHocTr. OreHka 6€30MacHOCTH UK ayIUT 0€301MacCHOCTH
MoryT ocymectBisaTecst CSC, CSP wumm Ttpetheit crtoponoit (CSN), a cepruduramus CHUCTEMBI
0€301aCHOCTH MOYKET BBHITIOJIHATHCS aBTOPU30BAaHHOU TpeThel ctopoHoit (CSN).

st obecrieyeHHs B3aMMHOTO TOHMMAHUS B OTHOIIEHMH YpoBHS Oe3omacHoctu Mexay CSC u CSP
BBOJIITCAHAJIC)KAINE KPUTEPUU OE30MTaCHOCTH.

Kaxnpiit CSP u xaxnaast u3 ero yciayr MOXKET UMETh YPOBEHb O€30MMaCHOCTH MPUMEHUTENBHO K CPEICTBAM
ynpasneHus 6e3onacHoctbio CSP u ux addexruBHocTH. OO0bsIBICHHBIE YpoBHU Oe3omacHocTH CSP u nx
yciryr o0jerdaroT cpaBHeHHWE W BbIOOp Hamnexkammux CSP wm ycayr oOmadyHblX BerMuciaeHWi. s
MPEJOCTABJICHUS HAJIC)KHBIX, HE3aBUCHMBIX W HEUTPaIbHBIX OIEHOK YpPOBHS O€30IMaCHOCTH MOTYT
MCIIOJIb30BATHCS HE3aBUCHUMBIC IOBEPEHHBIC TPEThH CTOPOHBHI.

Bo uszbexanmne nposenenust CSP oraensHoro ayaura 6e3omacHoctu anst kaxaoro CSC Haanmexamum
00pa30oM UCTIOIB3YIOTCS O0IIHe pe3yabTaThl ayauTa yeiuyrd. s CSP, oXBaThIBAIOMIETO MUPOKHIA BBIOOD
yCIIyT O0JIaYyHBIX BBIUYUCICHHM, ayAUT 0€30MaCHOCTA MOXKET MPOBOAUTHCS MO KAKIOW yCIayre oOJauHbIX
Berunciennit. CSP  moryt mnpenocrtaBisate aptopuzoBaHHoMy CSC (Hampumep, NOTCHIIMAIBHOMY
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notpedutento), a Takke HekotopeiM napyrum CSP u CSN (Hampumep, CTOpPOHHEMY ayIUTOPY)
HaAJIC)KAIUEC PE3YJIbTAThI ayAUTa BCCX YCIIyT 06J'Ia‘~IHBIX BBIYUCJIIEHUN MJINA YAaCTH DTHUX YCIyT.

I[J'ISI aoenu yciayr 00JIaYHBIX BBIUHMCIICHHMI PE3YJIbTAThI ayUuTa 0e30macHOCTH HMKECTOAIICTO IMOCTAaBIIMKA
YCIyr' BKIIHOYAIOT COOTBCTCTBYIOHIUC PE3YJIbTATBI ayauUTa 0€30IMacHOCTH BBIICCTOAIICTO ITOCTAaBIIHMKA

YCIIyT.

9.12 (I)yHKIII/IOHaJ'[I)HaH COBMECTUMOCTD, IIEPECHOCUMOCTDb U OﬁpaTl/lMOCTb

JlaHHasT BO3MOXKHOCTH pa3peliaeT COCYIIECTBOBAaHME W B3aMMOJCHCTBHE PAa3HOPOJHBIX KOMITOHEHTOB
(pynkumoHanbHas coBMecTUMOCTh), paspemtaer CSC, mpu HeoOXoIuMocTH, 3amMeHATh oaHoro CSP
npyrum (nepeHocumoctb) u paspemaer CSC nepeBon cBoeit cuctembl MKT u3 cpenbl oOnauHbIX
BbIuucieHuil obpatHo B uHppacTpykrypy MKT Ha ocHOBe HeoOiayHBIX BBIUMCIEHUH (0OpPaTUMOCTB).
OObpatumocTh Takke oOecneunBaeT '"mpaBo ObITh 3a0bITHIMH", €clii 3TO TpeOyeTrcs MECTHBIMU
HOPMATHUBHBIMU WJIM 3aKOHOJATEIbHBIMHU aKTaMH.

[NTPUMEYAHUME 1. — JlanHash BO3MOKHOCTh OTBEYAET TOJIBKO 3a (PYHKIIMOHAIBHYIO COBMECTUMOCThH U
MEPEHOCUMOCTh  (PYHKIMIA 0e30macHOCTH OOJAYHBIX BBIYUCICHWH, a HE (AKTHUYECKUX JaHHBIX,
METaJIaHHbIX WM (OpMATOB COOOIICHHI, OTBETCTBEHHOCTh 32 KOTOpBIE JIEKUT Ha APYTUX (PYHKIMSIX
mwiatrGopmMbl  OOJIaYHBIX  BBIYMCICHWH. Hanpumep, maHHas BO3MOXHOCTHP MOXKET O0ECIeunBaTh
mudpoBaHue Ipu Nepexoie, yrpanieHue KitoyaMu 1 HHQopMaluio 00 HISHTUYHOCTH, TaK YTOOBI TaHHbIE
U JPYyroil KOHTEHT MOXHO OBLJIO TEPEHEeCTH MEXIy IBYMsS Pa3HBIMH cHCTeMaMu Imu(poBaHUs, HE
OTKpbIBasi cucTeMy(bl) WU JaHHBIE MIPH IEPEXOJE.

[NTPUMEYAHUE 2. — "lIpaBo ObITH 3a0BITBIMH" €IlI€ YETKO HE OMNPEJCICHO M B HEKOTOPBIX CIydasx
MOKCT OrpaHUYUBATLCA PCTYJIATOPHBIMHA TpCGOBaHI/IﬂMI/I 0 COXpaHCHUU B TCUCHUC MUHHUMAJIIBHOTO
nepuoja BPEMEHU ONPEJENICHHbIX JaHHBIX, HalpUMep 3amnucei BbI30BOB WIM HMH(OpMAMH O
COCAUHCHHUAX. B c¢Bs3u ¢ 5THM MOXKeET HOTpCGOBaTBCSI COXPAaHCHHUEC B TCYCHHUC TOI'0 KC IIEproaa BpCMCHU
COOTBETCTBYIOIINX KIHOUEH UK IPYTOi MH(OpMAIH, Kacarolencsi 0e301MacHOCTH.

9.13 Be3onmacHoOCTL ey MOCTABOK

CSP wucnons3yer psj NOCTAaBIIMKOB JUIsl CO3JaHUs CBOMX Yyciayr. HekoTropble M3 3THUX NOCTaBUIMKOB
SBJIAIOTCS. YYaCTHUKaMHM OTpacid oOJayHbIX BbluMciaeHuil, Hanpumep CSN, B To BpeMs Kak Apyrue
MOCTAaBIIMKH SIBIIIOTCS TPAJUIMOHHBIMU IOCTABIIMKAMU OOOPYJOBAaHUS WM YCIYr HWH(GOPMalMOHHBIX
texHojoruil (UT), Hampumep MPOU3BOIUTENSAMM alapaTHOro OOEClEeYeHMs, HE HMEIOLIIUMHU MPSIMOTrO
OTHOIIEHMS K 00JJAYHBIM BBIYMCICHUAM. JlaHHAsI BO3MOXKHOCTD ITO3BOJISIET CO3/]aBaTh OTHOIIECHUS J0BEpHUs
Mexay CSP u BcemH ydacTHUKaMHU LE€NU MOCTAaBOK C MOMOIUIbIO AESITEIbHOCTH B 00JaCTH 0€30I1aCHOCTH.
Takast nesTenbHOCTH B 00JaCTH O€30MAaCHOCTH LIEMHU MOCTABOK IMpPeIyCMaTpUBAeT ompezaeseHue u cOop
uHpopmaunu o npuodpereHHbix CSP komMmoHeHTax M yciayrax, KOTOpbIE MCIONb3YIOTCS IS
NIPEJOCTABIECHUS YCIyr OOJauHBIX BBIYMCICHUH, M oOecrieueHre COOMIOEHUs MOJIMTHUKU 0e30IacHOCTH
LIENU TTOCTaBOK.

HaanMep, THUIIOBAsA ACATCIBHOCTL B obOnacty 0€30I1aCHOCTH OCIIN IIOCTAaBOK B CSP MoOkeT BKIIIOYATh:

. HOJTBEPKICHUE CIIPAaBOYHON MH(POPMaLUK 00 yYaCTHUKAX LEMH MOCTaBOK;
. BAIMJIAIIMIO ANIIaPaTHOTO U MPOTPaMMHOT0 00ECTIeYeHus U yCiyT, mpuMeHsieMbix CSP;
. IOPOBEPKY ammapaTHOro M MPOrpaMMHOr0 obecrieueHusi, npuodperaemoro CSP ¢ 1menbio

YAOCTOBEPUTHLCS B TOM, UTO OHO HE OBLIO MOAIeTIaHO MPU TPAHCIIOPTUPOBKE (TIepeaaue).

. IPEOCTABIEHUE MEXAHU3MOB IPOBEPKH IPOUCXOXKJIECHUS IPOTrPAMMHOIO OOecredeHus s
obnayHOM yciyru, Hampumep kopaa, npenoctaBieHHoro CSN. Ilpu HeoOxomumoctu, CSN nu
obecnieunBaromue ux XocTHHr CSP o0ecrieynBaroT mporecc MpoBEpKU LETOCTHOCTH KOMIIOHEHTA
nporpaMmmHoro obecrneuenuss CSN, yToOb1 yOeTUTHCS, UTO OHO TOCTABJICHO B HAJJIEKAIEM BUIE U
He ObUIO M3MeHeHO wiu B3nomaHo. Hekxoropeie CSN MoryTr moTpeGoBaTh INperoCcTaBICHUS
CPEJCTB [l HEMOCPEICTBEHHON CaMOCTOATEIbHOM MPOBEPKH.

Z[aHHaﬂ BO3MOXXHOCTb SABJISICTCA HerepBIBHOﬁ U OXBATbIBACT IIOCTOSAHHOC Pa3BUTUC U OOHOBJICHHUE
CHUCTCMBI.
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10 BbazoBass MeTOIHKA

ITon pa3paboTkoii OCHOB 6€30HacHOCTH 00IaYHBIX BHIYMCICHUH TOHUMAETCS MOTY4YEeHUE TPEACTABICHUS O
CYIIECTBYIOIIMX YIpo3ax W MpoliemMax, pacCCMOTPEHHBIX B MyHKTax 7 WU 8, JJIsl BHIOPAaHHOW KOHKPETHOM
obmaynoit yciayru. Hapsany ¢ sTuMm cienyer oObeAMHUTH JIEIOBBIC, TEXHOJOTHUECKUE M PEryJsATOpHBIC
TpeOoBaHus, ISl TOTO YTOOBI ONPEAETUTh CPEICTBA YIIPABICHUS, OJUTUKY U MPOLEIyphl OE30MaCHOCTH,
KOTOpbIEe MOTPEOYIOTCsA Ui TOM WIM MHOM oOnayHoi ycimyru. OnucaHHbE B NMyHKTE 9 BO3MOXXHOCTHU
CMSITYEHUS] TOCIEACTBUM yTpo3 M pelleHus MpolsieM B JajbHEeHIeM HCHOJIb3YIOTCS A pa3paboTKu
CPEACTB YIIpaBICHHs, MOJUTHKH M Mpoueayp O€30MacHOCTH JUIs BBHIOPAaHHON KOHKPETHOH YyCiIyru
o0JauHbIX BhIYUCIIEHUN. B Hacrosimelt PexomeHnannn OCHOBHOE BHUMAaHHUE YAENSETCS BOIPOCY O TOM,
KaKoBa HEOOXOIMMOCTh 0OecrieueHHs: O€30MacHOCTH B cpejie 00IaYyHbIX BBIYMCICHUN, U KAaKOBBI YTPO3bI U
Mpo0JIeMbl, XapaKTepHbIE [UIsl Cpelbl TPaJAWLMOHHBIX BBIYMCICHUI, KOTOpBHIE CYIIECTBYIOT B Cpele
o0nayHbIX BbIYMCIeHUH. COOTBETCTBEHHO, MOMUMO HacTosAlled PekoMeHnmanuu, TOHKHBI COOMIOAThCS
CTaHJIapThl U PUMEPHI IIEPEOBOTO OIbITA, ONPEIEICHHbBIE OTPACIEBBIMHU OpraHU3aUSIMU.

Metonuka, omucaHHas B Hacrosmield PexomeHnmanuu, OMKHA COONIONATHCS TPU CO3JAHHUH OCHOB,
OTIPEIEIISIONINX CPEJICTBA YIPABJICHHS, TOJUTUKY M TPOILETYypbl 0€30MacHOCTH, KOTOPHIE HEOOXOIUMBI
JUIS  KaKOH-TMOO KOHKPETHOW YyCIyrd oOJadHbIX BbIYMCIEHUH. HeBO3MOXXHO 00ecredynTh enuHyIo
HOPMATHBHYIO OCHOBY JJISI BCEX YCIYT OOJaYHBIX BBHIYMCICHUN, TaK KaK OHU CYIIECTBEHHO Pa3IMYalOTCs C
TOYKH 3pEeHUs OM3HEC-MOJIeNIeH, Ipe/iaraeMbIX YCIyT U BAPHAHTOB peaiu3alliu:

. Oran 1: Wcnonb3oBaTh MyHKTHl 7 U 8 IS BBISBICHUS Yrpo3 O€30IacCHOCTH U TOCIEICTBHUA
npoOsemM Iyt 6€30TaCHOCTH B pACCMAaTPUBAEMOMN yCITyTe OOJaYHBIX BBIUHUCICHUH.

. Oran 2: MWcmonws3oBath MyHKT 9 st onpefesneHuss HEOOXOIUMBIX BBICOKOYPOBHEBBIX
BO3MOXKHOCTEH oOecreueHus: 0€30MacHOCTH Ha OCHOBE BBISIBIICHHBIX Yrpo3 U mpobiem, KOTOpbIe
MOTYT YMEHBIIIUTHYTPO3bl 0€30MaCHOCTH U PEIIUTH MPOOJIEMBbl O€30TTaCHOCTH.

. Oran 3: [lonyyuTh cpeacTBa ynpaBieHHs, TOJIUTUKY U IPOLEAYPhl 0€30MaCHOCTH, KOTOPHIE MOTYT
MPEIOCTABUTHh HEOOXOIUMBIE CITOCOOHOCTH obecrieueHust 0€30MacHOCTA UCXO/IsI U3 ONPEIeTIEHHBIX
BO3MOXKHOCTEN oOecIieueHuss 0e30MacHOCTH.

IMPUMEYAHMUE. — CSC u CSP HeoOxoauMo orpeIenuTh Habop HaAeKauX TpeOOBaHUN B OTHOIICHUN
BO3MOXXHOCTEH obOecreueHus: 0€30MacHOCTH, MCIONb3Ysl HaAJexalue craHiapTel. J[aHHOe ompeneneHue
OCHOBBIBACTCSIHA OIEHKE PUCKa.

Jlis ompeneneHusl TOTO, Kakue Yrpo3bl U MpoOiIeMbl 0€30MacHOCTH COOTBETCTBYIOT paccMaTpUBaeMOMn
00JauHO¥ yCiyre, CIEeIyeT pacCMOTPETh KXY yrpo3y wik mnpobnemy. OIMH U3 TPOCTEHIIMX
BO3MOXKHBIX METOJIOB 3aKJIFOUAETCSl B COCTABIICHUH TaOMUIBI C yKa3aHWeM cuMBoja "Y" HampoTUB yrpo3bl
WK IPOOJIEMBI.

B kavecTBe mpuMmepa HCHOJIB30BAHUS MAHHOTO METOAAa paccMOTpuM ciydaid, korma CSP mpemaraer
WH/IMBUYaIbHBIM IOJIb30BaTENsIM XpaHeHue (aiioB kak yciayry. CSP xoren Obl 3HaTh, KaKHe yrpo3bl U
npoOjaeMbl  0€30MacHOCTH  BBI3BIBAIOT ~ HAMOOJBINYI0  OOECIIOKOCHHOCTh  IOJb30BaTeNed, U
MIPOAHAIU3UPOBATh BOIPOC O TOM, KaKh€ YIpo3bl U NMPOOJIEMBI €My HEOOXOIUMO YCTPAHUTh B IEPBYIO
ouepenb. JJaHHBIN METOI HArJISAHO WILUTFOCTPUPYETCs B Tabmmie 1.
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Ta6anna 1 — Ilpumep nposeaeHust 3tana 1 ananu3a, NpegyCMOTPEHHOI0 OCHOBAMM

0€30MACHOCTH, JIJIA cJIy4yasi XpaHeHus1 (paljioB KaK yCJayru

Obs1acTh mpoBeaeHNs KonkperHasi yrpo3a ujan npoojaema Hgl:cn;c:l:ongo
a”HaJmn3a
yeayre?
[Tynkr 7.1 Yrpo3ssl [Tynkt 7.1.1 IloTeps U yTeuka JaHHBIX Y
0€30IacHOCTH ISt [IynakTt 7.1.2 HesammuuieHHBINH JOCTYII K YCIyTe Y
notpebuTeneit 00naunok [TynkT 7.1.3 BHyTpeHHHE yTrpo3bl
yeayru (CSC)
[TynkT 7.2 Yrpo3sl ITynxt 7.2.1 HecaHKunOHMpOBaHHBIN Y
0€30MMacHOCTH IS aJIMUHHUCTPATUBHBINA JOCTYTI
MOCTABIIUKOB 00JIAYHOM [TynxT 7.2.2 BHyTpeHHHUE yrpo3bl Y
ycayru (CSP)
[Tynkr 8.1 IIpoGiiemsr [Tynxt 8.1.1 HeomnpeneneHHOCTh B OTHOLIEHUH Y
0€30MacHOCTH IS OTBETCTBEHHOCTH
notpeduteneit 06nauHoN [TyukT 8.1.2 IloTepst noBepus Y
yeayrn (CSC) Iynkr 8.1.3 TloTeps ynpasieHus Y
[Tynkr 8.1.4 Tloteps KOHPHICHIMAIBHOCTH Y
IIyskT 8.1.5 HeroroBHOCTH yCIayTH Y
ITynkr 8.1.6 IlpuBs3ka Kk 0THOMY IIOCTAaBLIUKY Y
00J1aYHOM YCIYTH
ITynxr 8.1.7 HenpaBomepHO€E IPUCBOEHKE
MHTEJJICKTYaJIbHOM COOCTBEHHOCTH
[Tynkr 8.1.8 IToTeps nenocTHOCTH
IPOrpaMMHOTr0 obecreueHus!
[Tynxkr 8.2 [IpoGaemsl [Tynxt 8.2.1 HeomnpeneneHHOCTh B OTHOLIEHUH Y
0€30MacHOCTH IS OTBETCTBEHHOCTHU
IIOCTABIUKOB 00JIaYHON [Iysakt 8.2.2 CoBMeCTHO MCIIOJIb3yeMas cpejia Y
yeayru (CSP) [TynxT 8.2.3 HecornacoBaHHOCTh U KOHQIIMKT Y
MEXaHU3MOB 3allUThI
ITyHkT 8.2.4 KOHOGIUKT FOPUCIUKITUI Y
IIynkr 8.2.5 Puckwu, cBsi3aHHBIE C N3MEHEHUSIMU
[TynxT 8.2.6 Heynaunblil nepexoa MMHTErpaLus Y
ITyukT 8.2.7 Ilepebou B 1eATEIBHOCTH Y
[TynkT 8.2.8 IIpuBs3ka k mapTHepy 00Ja4HOMN
YCIIYTH
[IyakTt 8.2.9 Vsa3BUMOCTP IENH HOCTABOK Y

[TynkT 8.2.10 B3anmo3aBUCUMOCTD
IPOrPaMMHOTO 00ecTIeueHUs

[Tynkr 8.3 IIpobGmembr
0€30MaCHOCTH I TIAPTHEPOB
obmaynoit yciayru (CSN)

[TynkTt 8.3.1 HeomnpeneneHHOCTh B OTHOLLIEHUH
OTBETCTBEHHOCTHU

ITynkT 8.3.2 HenpaBomepHOE IPUCBOECHKE
WHTEJUICKTYaJIbHONW COOCTBEHHOCTH

[lynkr 8.3.3 IToteps nenocTHOCTH
MIPOTPAMMHOTO 00CCIICUCHHMS
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[locne BBIABICHHS YIpo3 W TPoOIEeM Oe30MacHOCTH MOXKHO OIPENEITUTh BO3MOXKHOCTH OOECTIeYeHHUs
0€30MacHOCTH, KOTOPhIE MOTTU OBl CMSTYUTH MOCIEACTBUS ITHUX YIPO3 M PEIIUTh 3THU MPOOJIEMBI.
B Tabmure 1.1 mpuBeneH npumMep npeoOpa3oBaHus yrpo3 v mpodieM 0e301MacHOCTHA 00TaYHBIX BEIYUCICHUN
B BO3MOXKHOCTH obecrieueHust Oe3omacHoctd. CumBon "Y" B suelike, 00pa3oBaHHOM MepeceueHrneM
CTOJIOIIOBU CTPOK TaONUIBI, 0003HAYAET, YTO Ta MM MHAs KOHKPETHAs yrpo3a U mpobiema 6e30nacHOCTH
yCTpaHSETCs ¢ TOMOIIBIO COOTBETCTBYIOIIEH BO3MOXKHOCTH oOecreueHus: 6e3omacHocTi. B aToif Tabnuie
MOKa3aHbI BCE YTPO3bI ¥ POOIEMBI U COOTBETCTBYIOIINE UM BO3MOKHOCTH 0O€CTIedeHHsT O€30MTaCHOCTH.

[Tocne onpeneneHus: TpedyeMbIX BOZMOKHOCTEH MOKHO ONPEAETUTh HEOOXOAUMBIE CPEACTBA YIPABICHUS,
MOJIMTUKY U Tpoueaypsl Oe3omacHocT. I[lpumepbl cpeAcTB ympaBieHHs, KOTOpbIE MOTYT OBITh
UCIONIb30BaHbl, BKIOYaroT "bezonacHocts onepanuit” (myHkT 12 B [b-ISO/IEC 27002]) u "Ymnpasnenue
uHIHIeHTaMu uH(opMamonHoi Oe3zomacHoctu” (myHKT 16 B [b-ISO/IEC 27002]). OHH MOryT OBITH
MIOJIyYEHBI U3 BO3MOXKHOCTEH, ONPeIeICHHbIX B MyHKTaX 9.9 un 9.10, cOOTBETCTBEHHO.

OOnaunast ycimyra MOXET HMMETh IIElb IIOCTaBOK, cocTosmyto u3 Heckonbkux CSP. Kommnanww,
y4acTBYIOIIMEB TaKOH IeMH MOCTaBOK, MOTYT oOpaiarbes k crangapraM MCD u oTpacieBbIM CTaHIapTaM
Ha Temy Oe3omacHocTH enu nocraBok (Hampumep, [b-ISO/IEC 28000]). Heo6xoaumo, 9TOOBI KaXKIbIi
CSP yeTko pa3rpaHuUYul CBOK OTBETCTBEHHOCTh B ILIETIM YCIYTH OOJIaYHBIX BBIYHCICHUN U pa3paboTan
CBOM CpEICTBA YINPABICHUs, TOJUTHKY ¥ TPOLUEAYPHl OE30MacHOCTH, KOTOpbIE OCHOBaHBI Ha
BO3MOXKHOCTSIX oOecrieueHus 0e30MacHOCTH, MOJIYYeHHBIX B Pe3yJibTaTe ATOro TpexdTanHoro metona. Jis
obecrieuenust coryiacoBanHoil Oe3omacHoctT CSC  Beimecrosmiemy CSP, Bo3moxkHO, moTpedyercs
JIOTOBOPUTHCSI CO CBOMMH HUkecTosmMuMU CSP  OTHOCHUTENBHO STHX BO3MOXKHOCTEH oOecreueHus
0€301MacHOCTH, UCXOJS U3 CBOMX c(hep OTBETCTBEHHOCTH B 00JacTH Oe3omacHOCTH. [Ipu HEOOXOAMMOCTH
CSC takske OIHKHBI ClIEIOBaTh ATOM TPEXAITAMHOM MpoIeaype.

Kpome TOro, ykasaHHyIO BBIIIE TPEXITAIHYIO HPOLEAYPY CIEAYET OCYIIECTBISATH Yepe3 OIpeeTICHHBIC
MPOMEXYTKH BPEMEHM WIM MpPH HEOOXOAMMOCTH (HAampHMep, NMPH HACTYIUICHUH CIIy4yaeB CEphE3HOTO
HapyuieHus 6ezonacHocTy uinu npu uamMeneHuu CSP cBoero Beimectosero CSP).
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Jlonmoanenne I

CooTtBercTBHE YIPO3 M IP0OIeM 0€30I1aCHOCTH 00/1aYHBIX BHIYHCICHHH BO3MOKHOCTAM o0ecrieyeHus1 0e30I1aCHOCTH

(Iarnoe JlomorHEHUE HE SIBIISICTCS HEOTHhEMJIEMOH YacThiO HacTosIIeH Pexomenaanumu.)

B ta6nure 1.1 moka3aHo COOTBETCTBHE YIPo3 U MpobsieM 6e30MacHOCTH 00JIauHBIX BBIYUCICHHH HEKOTOPBIM IOy CTUMBIM BO3MOYKHOCTH 00€CTICYEeHUSI
0€E30I1aCHOCTH.

CumBon "Y" B siueiike, 0Opa30BaHHON MepeceueHueM CTOJOOB U CTPOK TabMuUIbl, 0003HAYAET, UTO Ta WM WHAS KOHKPETHas yrposa u mpodiema
0€30MacHOCTHYCTPAHSIETCS C IIOMOIIBIO COOTBETCTBYIOIIEH BO3MOXHOCTH OOecTieueHust 0€301MacHOCTH.

Tab6auna I.1 — CooTBeTcTBHE YIPo3 H IP0o0/IeM 0€30NMACHOCTH 00JIAYHBIX BHIYMCICHUI BO3MOKHOCTSM oOecnedeHns 0e301acHOCTH

IyukT 9 Bo3moxkHOCTH 00ecnieueHusi 6€30MacCHOCTH 00J1aYHbIX BbIYHCICHUH

IMynkTr 9.2
v y ynkT 9.7
HpaBIICHHe Myskr H3oaupos IMyukr | Iyuxr |[Mydkr 9.13
onpesesieHue
Mynk pea Hynkr | IIyHkT 9.5 I[lynkx| aHUeH [ynkr 9.8 Mynkr IMyHkT 9.11 9.12 DyHKUHO- IMynkr
9.1 M 93 9.4 |Besomacu|y 9| zammra |[Koopamna 9.9 9.10 |Boccran|Ouenka u| HaabHas 9.14
HIEHTHYHOC
Mone . ®usnuec |Besomacu| OCTh | Beso|mammpixm| WM | JKenaya VYupagje| OBH- aynut |copmectum |besomacn
b e Kast ocrs  [BUPTYAIH| ya- | zamura |O0Oecmeue| Ta- Hue |TeIbHbIE|0e3omacH| ocCTh, |0CThUeENH
JAOCTYIOM .
posep| A)IIVI 6esonacu unTepdeii - cHoct|Konuaen| MW [IHOHHAS |,y qeyy| pa0oThI | ocTH  |mepeHOCHM TTOCTABOK
st )s 0CTh ca 3auu b _ 0e3onmacHo| 0e3omacH amu npu yeayru 0CTh 1
AyTeHTHPUK BBIYHCIIE | ceTH | HMATBHOC CTH ocTh 0eacTBUS odpaTumoc
anus, N
HUH ™ X b
aBTOpHU3ANMU
Sl M ayIuT
TPaH3aKIUH
[Mynxt 7.1.1
[oteps u Y Y Y| Y Y
Mymir yTeuKa
71 ITaHHBIX
ero?)BI HyHKT 7. 1 .2
IHezamure
Oe3omacH . v v vl v Y
ocTn g1 [HHBIM
IMynkr 7 [1OTpeOH- OCTYIL
[k yenyre
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Yrposer frene#  |[Typkr 7.1.3
Oe3omacH [p0IaYHoi BHYTpeHHH
ocTH YCIYTH  leyrpo3bl
o0maunbr ((CSC)
X [Mynxr 7.2.1
BbrunciieH[[ [yHKT HecaHKIuo
Vi 7.2 -
YTposbl [POBAHHBIH
0Oe30macH ATMUHHCTD
OCTHIUBL ) rypupit
MOCTABIIH o pry
[KoB
. [Tyt 7.2.2)
00J1auHOI B
- HYTPEHHU
(CSP) € yrpO3bI
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Tab6uamna 1.1 — CoorBercTBHE YIrpo3 H pod/aeM 0e30macHOCTH 00JIAYHBIX BHIYHCICHHI BO3MOKHOCTAM o0ecnedeHHus1 0€30IacHOCTH

IynkT 9 Bo3MokHOCTH 00ecnieueHHs1 §€30MACHOCTH 00JJAYHbIX BbIYHCIAEHHIT
IMynkT 9.2
Yniasneﬂm Mynxr 9.7
Mynkr 9.4 H3041upoB Hynkr| Myskr [Ilynkr 9.13
Iynk onpeneaeni Hynkr MyHKT 9.4 Be3onacH IMyuy aHuen Myukr Iynkr IyHKT 9.11 9.12 | ®dynxumo-| IlyHKT
T9.1 M 9.3 |besomacH OCTE | 196 3amuTa 98 9.9 9.10 Boccran Ouenka ¥ HajabHas 9.14
Mope HACHTIFIHOC Oumnued ocrn  |BMPTYANH Besol nanHbix nf KOOPIMH IKcniy3 Yupasne| OBH- ayauT |coBmecrnm besonacy
Jb ocTT“ ::OM Kasi |uHTepdeil - ma-| 3amura anust Ta- Hue | TeJIbHBI¢ OGe3omacH  OCTb, OCTBHCH]']
0Be H(IA)I’VD’ GezomacH ca 3AMA | cgoc] KoHpue odecmneue| 6111«101{1{351 unmugeny PaboThI  ocTH |mepenocuy MOCTABO
pHst ayTeHTH(HK ocre Bbmnucﬂe b H- 6 s ez(:;icn amu npun YCIAYra | OCTh H
HUH | cerp| mmManbHo( 0€30MACH 0eacTBH oGpaTumod
AL, ™ ocTH X TH
aBTOPHU3ALH
sl M ayUT
TpaH3aKI Ui
ITynxr 8.1.1
Heonpeneng
H- HOCTb B Y Y
OTHOIICHHUHU
OTBETCTBEH
HOCTH
Ilynkr 8.1.2) 'Y
IToTeps Y
JIOBEpUSI
ITynxr 8.1.3
[Moteps Y Y Y Y Y Y Y
yIpaBJIeHus]
ITynkr 8.1.4
IloTeps
Y Y Y
Iynxkr 8.] KOHOUICH-
Tynxr 8 TIpo6em| LMAIBHOCTH
Tpo6iem Bl Ilynkr 8.1.5
6e30macH| HerotoBHOG Y Y Y Y Y
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Bl
Oe3omacH
OoCTH
00JIaYHBI
X
BBIYHCJICH
Hit

OCTH JIIS
moTpedu-

Tb yCIYTH

Tenein
00J1aYHO]
YCIYTH
(CSO)

[Iyskr 8.1.6
IIpuBszka k
OJTHOMY
MOCTaBLIUK
y

o00ayHoi
YCIYTH

ITynkr 8.1.7
Henpasome
pHOE
MIPUCBOCHNE
WHTEJJICeK-
TyaJIbHOMN
COOCTBEHHO
CTH

ITynkr 8.1.8
Ioteps
LEJIOCTHOCT
u
IIPOrpaMMH
oro
obecreueHy
o
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Tab6uamna 1.1 — CoorBercTBHE YIrpo3 H pod/aeM 0e30macHOCTH 00JIAYHBIX BHIYHCICHHI BO3MOKHOCTAM o0ecnedeHHus1 0€30IacHOCTH

IyskT 9 Bo3moxkHOCTH 0fecniedeHNs1 6€30MACHOCTH 00JIaYHbIX BbIYHCIEHH
Iynkr 9.2
Ynzan.ﬂenne Mynxr 9.7
IMynkr 9.5 H3044poB Oynkr | Ilyskr |[Iynkr 9.13

MyHKT ;;E;:;i:::ﬁt: Mynkr |[Tynkr 9.4 Bezonacu [iyyy  anmen Hgl;KT Hgﬂ;ﬂ MyHKT 9.11 9.12 | ®dynxumo-| IlyHKT

9.1 9.3 |Besomacy OCTk | 196 3ammTa . . 9.10 | Boccran Ouenka ¥ nanapmas | 9.14

Mopgean HAOCTYTIOM ®muued  ocrh  |BUPTYATH Beso nanmpix i KOOPIMH DKCmwiy3 VYupasine OBH- ayauT |coBmectnm besonacH

xoBepus ayTe(::Hl\(’l[))l;Kan xan  |unTepdei - na-| samura| aums Ta- Hpme | TEJILHBIC Ge30macH  ocTh, OCTblleH:j

6esomacH  ca 3AIMH | ey Komduue 00€CTede WHOHHAS o 0moyy PAGOTHI  OCTH | nmepeHocum NOCTABO
i 0CTh BBIYHCIE H- Hust | OesomacH npu yCJIyra |  OcThb M
aBTopHIalutl Y HUA | cery| nmanpno¢ Oe3omacw  OCTH GencTBH o0paTuMoc
AYAIT . ™ 0CTH X ™
TPaH3AKIMiA
ITynxr 8.2.1
Heomnpeneney
-HOCTb B Y Y
OTHOIIICHUY
OTBETCTBEHH
oCTH
ITynkr 8.2.2
CoBMecTHO
HCTIONB3yeMa) Y Y Y
st
cpena
[Tynkr 8.2.3
Hecornacosa
H- HOCTh U Y Y
KOH(DIHUKT
MEXaHH3MOB
3AlIUTHIL
ITynxr 8.2.4
Ty Kondmukr 3 Y Y

FOPUCIUKITHH
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ITyHkT 8
[IpoGnem
BI
Oe3omacH
OCTH
00J1aYHBI
X
BBIYNCIIE
3478

HK

8.2
Ip
00
JIe

[Tynkr 8.2.5
Pucku,
CBsI3aHHBIC

C
HU3MCHCHUAM
u

Mb
oej
on

[ynkr 8.2.4
Heynaunsrii

nepexoj u
HHTErpanus

ac
HO
CT

[TynkT 8.2.7
[epebou B

ACATCIBbHOCT
n

b1t

J3(¢]
CT

o

ITyskr 8.2.§
IIpussska i

HnapTHEpY

0o01ayHON
YCIYTU

UK
0B
00

ITynkr 8.2.9
Ya3BuMoCTh
Lenu
IMOCTaBOK

a
yH
on
yc
Iy
™
(C
SP

ITynxr 8.2.10
BzaumMozaBu-
CHMOCTD
MIPOTpaMMHO
ro
obecneueHus|
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Ta6auna I.1 — CooTBeTcTBHE YIpo3 M IP0o06jaeM 0e30MaCHOCTH 00/1a4YHBIX BHIYMCIEHH BO3MOKHOCTAM o0ecrevyeHuns 0e30MacHOCTH

IIyukT 9 Bo3MO:KHOCTH 00ecneyeHusi 0€30MACHOCTH 00JIAUHbIX BbIYMCJIEHUI

IIynkT 9.2 A
YupasJjienn aymier 9.
TynkT W301upok Oymxr | Ilymer| Hyskr
- Onpe;eﬂenn Myner | Myner| 95 | Mymer| anuen Iynkr | IIyHKT Mynkr| 911 9.12 9.13 | HyHkr
01 93 94 |Besonmac 96 | sammra 9.8 9.9 9.10 | Boccran Onenxa ®ynxkung 9-14
Moned eM ®usnued Bezonad HOCTh | Besonal nanmeix if Koopaun Jxernuya Ynpasa¢ OBH- | M ayIUT|- HAIbHAS Be3sonac
. HICHTHYHO( cam HocTs | BEPTYAN chocrs| 3ammTa anus Ta- aue | TeJbHBI¢ Oe3omacH copMecTy HOCTH
jlosep HOCTTP;EOM OesomacH unrepdpe  H- cern | Kompuaq odecreue 611 MOHHAS ey P20OTBI|  ocTH | MocTh, | HEMH
o o iea 3anun H- HHUSA esomace .. npu | ycayru |mepeHocu MOCTaBoO
(TAM), BBLIYHCT umaabpg Oesomacw  0CTH Gencrey MOCTh U K
ayTeHTH(HU eHuii oTH OCTH X odpaTum(
Kauus,
aBTOpHM3aNY o
Al M AYAUT
TpaH3aKIUK
ITynkr 8.3.1
Heonpenenen-
HOCTb B v Y
OTHOILIICHUHN
OTBETCTBCHHOCT
IMynkr 8.1
Hyuxt 8 | [IpoGuem | ITynkr 8.3.2
[Tpobmem g1 Henpagsomepnoe
Bl 0€30MacH | mpucBoeHNEe
Oes3omacH octu ans nfnennel(— ¥ v ) '
0CTH MIApTHEPO| TyanbHOM
001a4HbI| B COOCTBEHHOCTH
X 001aYHOM, IMynxr 8.3.3
BBIYHCIIC yCIIyT! HOTepH
HUi (CSN) | genocraoctu Y Y Y
MIPOrPaMMHOTO
obecrieyeHus
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[b-ITU-T E.409]

[b-ITU-T X.810]

[b-ITU-T Y.3500]

[b-ITU-T Y.3502]

[b-ISO/IEC 19440]

[b-ISO/IEC 20000-1]
yenye.

[b-ISO/IEC 27000]
[b-ISO/IEC 27002]

[b-ISO/IEC 27005]

[b- ISO/IEC 27729]
[b-ISO/IEC 28000]
nocmaeok.

[b-ISO/IEC 29100]

[b-NIST-SP-800-30]

bubauorpagus

Pexomenparuss MCO-T E.409 (2004 t.), Opeanuzayus no peacuposanuro Ha
UHYuOeHmovl u obpabomka unyuoenmos bOeszonacrocmu: Pyxkosodcmeo ons
OpeaHu3ayul INeKmpoces3u.

Recommendation ITU-T X.810 (1995) | ISO/IEC 10181-1:1996, Information
technology — Open Systems Interconnection — Security frameworks for open
systems. Overview.

Recommendation ITU-T Y.3500 (2014) | ISO/IEC 17788:2014, Information
technology — Cloud Computing — Overview and Vocabulary.

Recommendation ITU-T Y.3502 (2014) | ISO/IEC 17789:2014, Information
technology — Cloud Computing — Reference Architecture.

ISO/IEC 19440:2007, Humeepuposanue npeonpusmuii. Koncmpyxyuu ons
MOOeNUPOBaHUSL.

ISO/IEC 20000-1:2011, HAughopmayuonnvie mexnonoeuu. Meneosxcmenm

Yacms 1. Tpebosanus k cucmeme MeneoNcCMeHma yCiuyea.

ISO/IEC 27000:2012, Information technology —Security techniques —
Informationsecurity management systems — Overview and vocabulary.

ISO/IEC 27002:2005, Information technology — Security techniques — Code
ofpractice for information security management.

ISO/IEC 27005:2011, Hugpopmayuonnas mexuonoeus. Memoowt u cpedcmasa
obecneuenusn bezonacnocmu. Menedsicmenm pucka uHGOPMayuoHHOU
beszonacnocmu.

ISO/IEC 27729:2012, Hnugpopmayus u 0okymenmayus. MedsxicoynapooHuvlil
uoenmugpuxamop cmanoapmuwix Haumernosanuil (ISNI) [b-ISO/IEC 28000]

ISO/IEC 28000:2007, Cucmemut menedsrcmenma be30nacHoCmu yenu

ISO/IEC 29100:2011, Hnugpopmayuonnsvie mexronozuu. Memoowi
obecneuenusibezonacnocmu. Cxema KOHPUOEHYUATLHOCTIU.

NIST Special Publication 800-30 (2012), Guide for Conducting Risk

Assessments.[b-NIST-SP-800-53] NIST Special Publication 800-53 (Rev.3) (2009), Recommended

Security Controls

for Federal Information Systems and Organizations.

[b-NIST-SP-800-125] NIST Special Publication 800-125 (2011), Guide to Security for Full

Virtualization Technologies.

[b-NIST-SP-800-145] NIST Special Publication 800-145 (2011), The NIST Definition of Cloud

[b-CSA Matrix]

[b-key definition]
Office

Computing.
CSA (2013), Cloud Controls Matrix, Cloud Security Alliance.

Key definitions of the Data Protection Act, Information Commissioners

<http://www.ico.gov.uk/for_organisations/data_protection/the_guide/ke
y_definitions.aspx>



http://www.ico.gov.uk/for_organisations/data_protection/the_guide/key_definitions.aspx
http://www.ico.gov.uk/for_organisations/data_protection/the_guide/key_definitions.aspx
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Cepus A
Cepus D
Cepus E

Cepus F
Cepus G
Cepus H
Cepus 1
Cepusi J

Cepus K
Cepus L

Cepus M
Cepus N

Cepus O
Cepus P
Cepus Q
Cepus R
Cepus S
Cepus T
Cepus U
Cepus V
Cepus X
Cepus Y

Cepus Z

CEPUM PEKOMEHJIALIMIA MCD-T

Opranuzanus pabotst MCO-T
OO01re npUHIUIBL TapUPUKAITIT

OOm1ast SKcIUTyaTanus cety, TenedoHHas ciyxoa, QyHKIIMOHUPOBAHUE CITYKO U
YeJI0BEUECKHUE (haKTOPHI

HetenedoHHbIe CITyKOBI 3JI€KTPOCBS3H

CucTeMsl U cpejia nepeaadn, HUPPOBbIC CUCTEMBI U CETH
AyIMOBH3yabHBIC U MYJIbTUMEIUHHBIE CHCTEMBI
[{udpoBast ceTh ¢ UHTETPAITUEH CITYKO

KabGenpHble ceTu 1 niepeiaya CUTHAIOB TEJIEBU3MOHHBIX U 3BYKOBBIX IPOTPaMM U
OPYTUX MYJbTUMEIUNHBIX CUTHAJIOB

3amura oT MoMex

Koncrpykuus, mpokiazaka u 3amura kadeneil 1 Ipyrux 3J1eMeHTOB JIMHEHHO-
Ka0eNbHBIX COOPYKEHHUH

VYrpaBneHue 351eKTpocBs3bt0, BKIo4Yas CYD u TeXHUYeCKOoe 00CTy)KUBaHUE CETeH]

TexHuueckoe O6CJ'Iy>I(I/IBaHI/ICZ MCKAYHAPOAHBIC KaHaJIbl IICPEAavIn 3BYKOBBIX U
TCJIICBU3MOHHBIX IIPOrpaMm

TpeboBanms K N3MEPUTEIHLHON armapaType

OxoHedHOE 000pYI0BaHKE, CYOBCKTUBHBIC U O0BEKTUBHBIC METOIBI OTICHKH
KoMMmyTanus u curaanu3amnus

Tenerpaduas nepemgaya

OxoHeuHoe 000pyI0BaHKE I TelerpagHbIX CIyKO

OxoHedHOe 000pYI0BaHHE I TEIEMATUYECKUX CITYKO

Tenerpadnast koMmmyTaIms

[Tepenava nanHbIX 10 TeNe)OHHOMN CETH

CeTu nepenayu JaHHBIX, B3AUMOCBSI3b OTKPBITHIX CHCTEM U 0€30MaCHOCTH

I'mobGanpHas undopmalronHas HHGPACTPYKTypa, aclieKThl mpoTokona MHTepHer
U CETUITOCIEAYOIUX TOKOJIEHUM

S3pIKU B 06H_II/IG ACIICKTEI ITPOrpaMMHOI0 obecreueHust AJIsL CUCTCM JJICKTPOCBA3U
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