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BBenenue

B ycrmoBusSX CTpEeMUTENBHOTO pPa3BUTHS WHGOPMAIIMOHHBIX TEXHOJOTHUN
oOecrieuenre O€30MMACHOCTH MAHHBIX CTAHOBUTCS OJHOM W3 KIIFOYEBBIX 3a7ad.
TpaauimoHHbBIE METOBI 3aIIUTHI BCE YaIle CTAIKUBAIOTCS C OTPAHUYCHUSAMU TIPH
MIPOTUBOCTOSTHUM COBPEMEHHBIM W CIIOKHBIM YIpO3aM, YTO TPeOyeT H3ydCHHUS
HOBBIX, HECTaHJAPTHBIX IMOAXOAOB K 3amuTe WHpopManuu. B paMkax gaHHOM
JUCHMIUIMHBI  PACCMATPUBAIOTCS HHHOBAIMOHHBIE METOJIBI M TEXHOJIOTHH,
JIOTIOJIHSIIOIIME  KJIACCMYECKHE Cpe/icTBa 0O€30MacHOCTH UM PACIIMPSIIONINC
BO3MOKHOCTH MPOTHUBOJICHCTBUS PUCKaAM.

JlaGopatopHble  pabOThl OPUEHTUPOBAHBI Ha TJIYyOOKOE€  OCBOCHHUE
TEOPETHYECKHX OCHOB M TPAKTUYCCKUX AaCIIEKTOB NMPHUMEHEHHSI HECTaHIAPTHBIX
METOJIOB 3aIllUTHl. TeMbl, BKIIOYarOIIHe creraHorpaduro, nudpoBoit kaMyhisxk,
COBpEMEHHBIC OMOMETPHYECKHE TEXHOJOTHHM W allapaTHhIE CPECTBAa 3allWTHI,
CTIIOCOOCTBYIOT (DOPMHPOBAHHIO IIETOCTHOTO TIOHUMAHUSI COBPEMEHHBIX BHI30BOB B
o0yacTi HHGOPMAIIMOHHOMN 0€30MaCHOCTH.

[lomy4yeHHble 3HAaHWA M HABBIKA CO34anyT 0a3zy i 3(P(HEKTUBHOTO
BHEJIPEHUS MEPEOBBIX PELICHUM, HAIIPABIEHHBIX Ha 3aIIUTY KOH(PUACHIIMAIbHBIX
JAHHBIX U 00€ecreyeHne yCTOMYUBOCTH MH(OPMAIIMOHHBIX CUCTEM.

JlabopaTopHnasi padora 1

Ycranoska u HacTpoiika C39/] B kopnoparuBHou cpeje. Ilousitue
3AIMIIEHHOT0 3JICKTPOHHOI'0 IOKYMEHT0000pPOTa H ero CTPYKTYpa

Heasb:

N3yuyeHue npUHIMIIOB YCTAaHOBKH, KOHPUTYPUPOBAHUS U IEPBUYHON HACTPOIKHU
CUCTEMBI 3aIUIIEHHOTO MIEKTPOHHOTO JoKyMeHToobopoTta (C32]]) B ycinoBusx
KOPIIOPaTUBHOM CPEJIbI, a TAKKE 03HAKOMJIEHUE C OCHOBHBIMU MOHATHSIMU,
KOMIOHEHTaMu U apxutektypoit C39/1.

Teopernyeckast yacTb

CoBpeMeHHbIE KOPIIOpPaTUBHBIE HHPOPMAIIMOHHBIE CHCTEMbI BCE Yallle
WCIIOJIB3YIOT DJIEKTPOHHBIN IOKYMEHTOOOOPOT JAJIS aBTOMATH3AIIH TPOIECCOB
XpaHeHus, epegayu 1 o0paboTKu JOKyMeHTOB. O1HAKO pocT o0beMa
uH(OPMAITUU ¥ aKTUBU3AIUS KHOSPYTPO3 IETAl0T HEOOXOAMMBIM MPUMEHEHUE
CHEIUATBHBIX CPEIICTB 3AIUTHI JIEKTPOHHOTO JOKYMEHTO000pOTA.

CucreMa 3alIMIIEHHOT0 YJIEKTPOHHOI0 J0KyMeHToo0opoTa (C39/1) — »To
MIPOrpaMMHO-aIIAPATHIN KOMIUIEKC, 00eCTIeUNBAIOUN KOH(DUIEHIIUATLHOCTD,



OCJIOCTHOCTDL, JOCTYIIHOCTh U IOPHUANYCCKYIO 3HAUYMMOCTD JJICKTPOHHBIX
JOKYMCHTOB Ha BCCX 3TallaX UX JKU3HCHHOI'O IHUKIJIA.

OcHoBubie pynkunu C3I/1:

mu(poBaHUE U MOANKCAHUE IOKYMEHTOB;

o0ecriedyeHune 1eIOCTHOCTH U OTCIIeKUBAaHUE U3MEHEHUIA;
pasrpaHUYEHHUE NPaB JOCTYIIA;

KOHTPOJIb MapIIPyTOB JBHKECHUSA JOKYMEHTA;

ayJIUT U BEJEHUE )KYPHAJIOB COOBITHI.

Crpykrypa C39/1 BKiIOYAET:

CepBEp TOKyMEHTOO0O0POTA;

KITMEHTCKUE TPUITOKCHHUS;

CUCTEMY XpaHEHUS U PE3EPBHOIO KOMUPOBAHMS;

Moaysiu kpunrtorpaduueckoit 3amutsl (Hanpumep, CK3U: «Kpunrollpo
CSP», ViPNet CSP);

CUCTEMY ayTeHTU(UKAIMU NOJb30BaTeNell (Hanpumep, 4Yepe3 TOKEHBDI,
CMapT-KapThl, CEPTUDUKATHI).

Buenpenne C33]] TpeOyeT KOMIJIEKCHOTO MOIX0/1a, BKJIIOYasi OIEHKY
KOPIOPaTUBHON WHOPACTPYKTYPHI, yI€T HOPMATHUBHBIX TPEOOBaHMIA (HATIpUMED,
152-®3 «O nepconanbubix gaHHbx», [OCT P 57580), Be100p noaxoadiiei
m1aTGOPMBI ¥ TIPOBEJICHNE TIPOLICTYP WHCTAJUISIIINK, HACTPONKN U TECTUPOBAHMS.

Bonpocskl 1 3a1aHNsl, BBIHOCUMbIE HA 00CYyK/IeHHE

8.

9.

. Uto Takoe 3aluIEHHBIA STIEKTPOHHBIA JOKYMEHTOOOOPOT U 3a4€M OH

HY>KEH B KOPIIOPAaTHUBHOM cpene?

Kakue ocHoBHbIe (hyHKIMH BbIONHIET C33/1?

Kakue cymecTBytoT KOMIIOHEHTHI apXUTEKTypbl C32/1?

B ueM paznuune Mexy OOBIYHBIM U 3aLIUIIEHHBIM JIEKTPOHHBIM
JTIOKYMEHTO000pOTOM?

Kakue HopMaTuBHBIE JOKYMEHTBI PerynupyioT GyHkiuronupoBanue C32/] B
Poccun?

Kakue kpunrorpaduueckue cpeactsa npumensitorcs B C33/1?

Kakue cy1iecTByIOT THUIIOBBIE YIPO3bl 0€30IaCHOCTH 3JIEKTPOHHOTO
JTIOKyMEHTO00opoTa?

Kak obecnieunBaeTcs opuaudeckas 3HaUUMOCTh 3JIEKTPOHHOTO TOKyMeHTa?
Kaxkue xputepun Baxxas! ipu BeiOope miatdopmbl C32]] mist opranmuzanum’?

10.Kakue Mepbl aAMUHUCTPUPOBAHHUS IO3BOJISAIOT MOAIECPKUBATD

oe3omacHOCTh B C3D]1?

IIpakTnyeckue 3a1aHus



3ananme 1. YcraHoBUTe 1eMO-BepCHIo 0JIHON U3 nony spHbix C33/] (Hanpumep,
«AEJIO», «CO]1 Directum RX», «1C:Jlokymentoobopor», «kEOS for SharePoint»
WIM AaHAJIOTUYHYI0). 3apUKCUPYITE 3Tallbl YCTAHOBKH U HACTPOMKY KOMIIOHEHTOB
CUCTEMBI.

3aganme 2. BolnonHUTe HACTPOUKY MO ayTeHTU(UKAIIMK MOJIb30BaTeNeH
yepe3 cepTudukaTel (BO3MOXKHO Hcoib30Banue TectoBoro YII). Iloarorosere
OIMKMCAHKE CXEMbI ayTeHTU(DHUKAIIMY U YPOBHEH JOCTYIIA.

3aganme 3. CpopMupyiiTe TECTOBBIN 3JIEKTPOHHBIN TOKYMEHT, OIMUIIUTE €TI0
ANIEKTPOHHOM oANUCKI0 (Hanmpumep, ¢ noMouipio CryptoARM wiu KpunrolIpo).
[IpoBepbTe HETOCTHOCTD M NMOAJIMHHOCTD JOKYMEHTA ITOCIE MEPECHUIKH.

3ananme 4. [loctpoiite cxemy apxutekTyphl BeiOpanHoit C33]1, 0603HaunB
B3aMMOJICHCTBHE MEXKTy KOMIIOHEHTAMH: KJIMEHT, CEpBEP, KPUITOMOTYIb,
xpanuiuie, Y11

3aganme S. B Tabnuie npeacraBeTe cpaBHEeHUE TPEX nmonysipHeix C39/] o
CIEAYIOIIMM NapaMeTpaMm: noaaepxka Jl1, ypoBeHb MHTErpauuu, NoAAepKKa
MOOMJIBHBIX KJIMEHTOB, BO3MOXKHOCTH mudpoBanus, coorsercteue ['OCT.

3aganme 6. [logroToBsTe KpaTKuii OTYET 00 yrpo3ax, C KOTOPHIMH MOMKET
ctosikHyThcsa C33/] mpu pa3BepThIBAHUU B OTKPBITON (MHTEPHET-AOCTYITHOM )
cpene, U MPEITI0KUTE MEPHI 3aIUTHI.

dopMma oT4yeTa MO JJadopaTtopHoi padore:

TUTynbHBIN JIUCT

Iens paboTHI

Kparkoe Teopernueckoe onucanue

XOJ1 BBIITOJIHEHUS ITPAKTUYECKHUX 3aJaHUM C ITOSICHEHUSIMHA
CKpHHIIOTHI ATAIOB YCTAHOBKU U HACTPOMKH

BBIBOZIBI M pEKOMEH AT
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JlabopaTopHasi padora 2

Co3paHue M NpoBepKa JIEKTPOHHOM MOANMCH B JoKyMeHTaX. IOpuanueckas
3HauuMocTh DIl u e€é pasHOBUAHOCTH

Heasb:

OcBouTh IIpolIecc CO3/aHusl, TPOBEPKH U aHan3a dekTpoHHoN noamnucu (JO11) B
AJIEKTPOHHBIX TOKyMeHTaX. M3yunTh HOpMATHBHYIO 06a3y, ONPeAeIsIONIyI0
IOpUINYECKYI0 3HAaUMMOCTh D11, a Takxke 03HAKOMUTHCS ¢ pazHOBUIHOCTAMU D11
UX IPUMEHEHHEM B 3allUIIEHHOM 3JIEKTPOHHOM JIOKYMEHTOOOOPOTE.

Teopernyeckast yacTb



DneKTpOoHHAas MOAMNKCH SABIISETCS KIOYEBBIM 2JIEMEHTOM B 00€CTIeUeHUH
IOPUIMYECKOM 3HAUUMOCTH 3JIEKTPOHHBIX T0KyMeHTOB. CornacHo ®PenepaibHOMY
3akoHy Ne 63-D3 «O0 anexTpoHHOM oanucny, 11 obecrneunBaer
UACHTU(DUKAIHMIO TTOAMICAHTA U TIOATBEPKIAET EIOCTHOCTh MH(OPMALIUHU B
nokymente. [loanucs npumeHsieTcst sl IETUTUMHOTO B3aUMOJICHCTBUS B
cucremax CO/I, MHTEpHET-TTOPTAIaX rOCYIAPCTBEHHBIX YCIYT,
BHYTPUKOPIIOPATUBHBIX HH(POPMAIIMOHHBIX CHCTEMAX.

Cy1iecTByeT TpU OCHOBHBIX BHUJIA DJICKTPOHHOM MOMMUCH:

1. IIpocras snekrponnas noanuck (I1911) — unentudukamus noanucaHTa
OCYILECTBIISIETCS 3a CUET JIOTMHA, aposist, SMS-ko1a 1 Apyrux npoCThIX
Mexanu3MoB. He TpeOyet cepruduimporannsix CK3U. Ucnons3yercs ans
BHYTPEHHHUX MPOIEAYP C HU3KUMHU PUCKAMH.

2. YcunenHas HeKBaIM(UIIUPOBaHHAS AJIeKTpoHHas noanuch (YHIIT) —
co3Aa€TCsl C MOMOIIBIO KPUMITOTPaQUUECKUX CPEICTB, 00ECIICUNBAET
KOHTPOJIb IIEJIOCTHOCTH U uaeHTuukanuo. OHaKo He 00J1aaeT MOTHOM
FOPUANYECKON CUIION BHE KOPIIOPATUBHOMW CPEJIBL.

3. Ycunennas kBamupuImpoBanHas 3nekTpoHHas noanuch (YKIII) —
cO3/1aéTCsl HAa OCHOBE CEPTU(PHUIIMPOBAHHBIX CPEACTB KPUIITOTpapuiIecKon
samuThl nHGopManuu (CK3U) u ceptudukara, BRIIaHHOTO
AKKPEAUTOBAHHBIM Y OCTOBEPSIOIINM LIEHTPOM. MImeeT nmonnyro
IOPUINYECKYI0 3HAUMMOCTDh U MOXKET UCIIOJIB30BATHCS B CYAE U
rOCYJJapCTBEHHBIX CTPYKTypax.

OcHoBHBIME TiporpamMmmami Jisist paboTel ¢ D11 saustores: «Kpurnrollpo CSPy,
CryptoARM, ViPNet CSP, a Tak»e BCTpOCHHbBIE MOJIYJIH B CUCTEMAaX

JTIOKyMEHTO000pOoTa 1 0(hUCHBIX pUiIoKeHusax (Hanpumep, MS Word, Adobe
Acrobat).

Pa6ora ¢ DIl BkIt09aeT HECKOJIBKO ITAIOB: MIOJIy4eHHUE cepTU(UKaTa, HACTPOIKa
MPOrpaMMHOro o0ecreyeHus1, NoAMMCcaHrue JOKyMeHTa, MPOBEPKa MOANKCH,
XpaHEHUE U ayJIUT.

BOl'[pOCI)I H 3a1aHUdA, BBIHOCUMbIC Ha oﬁcymeﬂne

. Uto Takoe 3JIeKTpOHHAs MOANKCH M 3a4eM OHA UCITOJIb3yeTCS?

. KakoBa posnp OII B crcTeMe 3alUIIeHHOT0 3JICKTPOHHOTO
JTIOKyMEHTO000poTa?

3. B uém 3akmouaeTcs I0puauIecKas 3HAUMMOCTh YCHIICHHOMN

KkBapuimpoBanHoi I11?

4. Yem otnumuaercs [13I1 ot YKIII?

Kakune TpeboBaHms IpeabsIBIAIOTCA K Y jocToBepsroniuM mearpam (Y1I)?

6. Kakue mporpaMMHbBIC Cpe/ICTBa MOKHO HCIIOJIB30BAaTh JUISl CO3JaHUS H

nposepku JI1?
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7. Kak ocymiecTBisieTcs: MpOBEpPKa MOJJIMHHOCTH U LEJIOCTHOCTH
MOANUCAHHOIO IOKYMeHTa?

8. B kakux ciyyasx Ol umeer 1opuandecKyro cuiry?

9. Kakue pucku cBsizanbl ¢ komrpomeranueu 117

10.KakoBbI 0COOEHHOCTH XpaHEHUs U 0T3bIBa cepTuduxaToB I11?

IIpakTnyeckue 3a1aHus

3ananue 1. [lomyuute TectoBbiii cepTudukar D11 ¢ momMonp0 MyOIMYHOTO UITH
y4€0HOTr0 yAOCTOBEPSIOLIErO LEHTPA. Y CTAHOBUTE NIPOrPAMMHOE 00ECIIeueHne
quist pabotsl ¢ OI1 (manpumep, CryptoARM, Kpuntollpo CSP).

3ananue 2. Hactpoiite kpuntorpadudeckoe 110 Ha cBoém I1K. [IpoBepbte
HaJIM4YKUe YCTAaHOBJIICHHBIX CEPTU(PHUKATOB, 03HAKOMBTECH C UX CTPYKTYpOH U
CPOKOM JICUCTBUS.

3ananue 3. Co3naiiTe TEKCTOBBIN 10KyMeHT (B ¢popmare .docx wnu .pdf) u
MOJIMTUIIATE €ro JIEKTPOHHOHN MOAMHUCHIO0. 3adUKCUpYyHTe CIIOCO0 U TapaMeTphl
MOJITUCAHUSL.

3aganue 4. BeinosHUTE NPOBEPKY MOJAMKUCH B APYTOM IPOTPAMMHOM CPEJICTBE WIIH
Ha JPYTOM yCTpoucTBe. 3apuKCUpyiTe pe3yabTaT IPOBEPKH (JEHCTBUTEIHHA JIH
MOAMUCH, COBIA/IAIOT JIM IAHHBIE MOJIIMUCAHTA).

3ananue 5. B Tabnuue cpaBHUTE XapaKTepucTuku Tpéx tunos DII: mpocras,
YCUJICHHAs] HeKBaNM(DUIIMPOBAHHAsS, yCUIICHHAs KBanuuuupoBanHas. OTpa3ute
IOpUANYECKYIO crily, HeooxonumocTb CK3U, npumenenue, Tun
YAOCTOBEPSIOLIErO LIEHTPA.

3amanue 6. M3yunrte cTpykTypy cepTudukarta 3IeKTpOHHOHN MO IITHCH.
Onpenenure: UMs BIaeIbla, U3AATENSA, CPOK AEUCTBUSA, XdmI-anroputM, ON/IbL.
[IpencraBbTe pe3ynbTaThl B BUE TAOTHUIIBI.

3ananue 7. [lonroroBbTe KpaTKoe onmucaHue mopsjka or3biea ceptudukara Il u
MOCJICJICTBUS UCTIONIB30BaHUS HEJIEHCTBUTEIHLHOM MOJIUCH B JOKYMEHTOOOOPOTE.

JlabopaTopHnas padora 3

Pab6ora ¢ ceprudpurkaramu kiarouei n Hactpoiika CK3U. UudpacTpykrypa
oTKpBITHIX KJI04Yel (PKI) B C33/]

Heas:

N3yunTh NpUHIMIBI QYHKIIMOHUPOBAHUS HH(PPACTPYKTYPhI OTKPBITHIX KIOUYEH
(PKI), oBnaners 0a30BbIMU HaBBIKAMH pa0OTHI C KIHOUYEBBIMU CEpTUPHUKATAMU U
cpeacTBamu kpunrtorpadudeckoi 3amutsl uHpopmaiuu (CK3N) B cucremax
3aIMIIEHHOT0 3JIEKTPOHHOTO TOKYMEHTO000pOTA.



TeopeTnveckasi yacTb

HNudpactpykrypa otkpbIThiX Kitouen (PKI) npencrasnsier co0oii COBOKYMHOCTh
amnmapaTHBIX, MPOrPAMMHBIX M OPraHU3AIMOHHBIX CPEJICTB, 00ECIICUYNBAIOITUX
yIpaBjieHue KpunTorpapuyecKkuMu KirouyaMu U cepTrudruKaTaMu Mob30BaTeNei.
OcnoBnoti 3agaueii PKI siBisieTcst co3ianne JOBEpEeHHOM Cpefibl, B KOTOPOH
YYaCTHUKH JICKTPOHHOTO B3aUMOJICHCTBHS MOTYT 0€30IMacHO OOMEHHUBATHCS
JTAHHBIMH, TIOJTBEPKAATh MOJJIMHHOCTH OTIIPABUTENEH U 1IEJIOCTHOCTD
uHdopMaIuu.

OcHoBHBIMH dyieMeHTaMu PKI aBngrorcs:

— Y nocropepstomuii ieHTp (Y1I), KOTOpHIi BBITTyCKAET, aHHYJIUPYET U XPAHUT
cepTU(PUKATHI OTKPBITHIX KITIOUYEH

— CepTudukaTsl OTKPBITHIX KIIIOUEH, 00eCTICUnBAIOIINE MPUBSI3KY OTKPHITOTO
KJII04a K JUYHOCTH BJIaJeNblia

— Peructpanus 3asBuTenei, reHepanus nap Kiro4eH, Bpiada cepTuukaTon

— Cnncku oro3BaHHbIX ceprudukaroB (CRL), moarsepkaaromume
HEJIEUCTBUTEILHOCTh PaHEee BBIJJAHHBIX CEPTU(HUKATOB

— CpenctBa kpunrorpaduyeckoit 3anmutsl uHbopmanuu (CK3UN), peanusyromiue
MeXaHU3MbI MUGPOBAHUSI, TIOJMUCH U TIPOBEPKHU

CK3U moryT ObITh MpeICTaBICHBI B BUJIE IPOTPAMMHOTO 00ecrieueHus
(manpumep, Kpuntollpo CSP, ViPNet CSP) wiu anmapatubix pemennii (USB-
TOKEHbI, cMapT-KapThl). Hactpoiika u ynpasinenne CK3U BkioyaeT ycTaHOBKY
MIPOTPAMMHBIX MOJYJIEH, UMIIOPT U XPAaHEHHUE KITFOUEN, HACTPOUKY ITOJIUTHUK
0e30MMacHOCTH U B3auMoiecTBHe ¢ cuctemamu CO/I.

B pamkax gaHHO# 1abopaTOpHON pabOThI CTYJEHTHI OCBOSIT OCHOBHBIE OMEPAIINH C
ceprudukaramu, Haydarcsa noaxaoyate CK3U k 3amumieHHoi cucreme
JIOKyMEHTO000pOTa, a Takke aHanu3upoBaTh padboty PKI Ha npaktuke.

BOHpOC])I H 3alaHUsl, BbIHOCUMbIC Ha Oﬁcymeﬂne

1. Yro nmpexacrasisier coboil uHPpacTpykTypa OoTKpbIThIX Kimtouer (PKI) u
kakoBa €€ posib B C32]1?

2. Kakwue komnoHeHThl BXosT B cocTaB PKI u xakoBbl ux GpyHKImum?

3. Uro Takoe ceprudukar oTkpseiToro kioua? Kakve cBenenus B Hem
coaepkarcs?

4. Yem pa3nuuaroTcsi OTKPBITHINA U 3aKphITHIN Kit04? Kak obecnieunBaeTcst ux

0€e301acHOCTh?

KakoBbI 3Taribl )KW3HEHHOTO 1UKJIA cepTudukara?

B uém 3aknrovaercs pyHKIUS yA0CTOBEPSIOLIETrO HEHTpa?

Kakwue cymectByrot popmaTsl cepTU(UKATOB U MPOTOKOJBI UX OOMEHa?

Uro takoe CRL u 17151 wero oH ucnonab3yercs?

Kakune nporpammHble u anmapatHble cpeacTBa peanuszyrot CK31?

A e



10.KakoBbI TpeOOBaHUS K OpraHU3aIiui 0€30MacHOT0 XpaHeHUS U
UCIIOJIb30BaHUs KIIIOYEH?

IIpakTnyeckue 3agaHus

3aganue 1. Ycranosute nporpammuoe CK3U (manpumep, Kpunrollpo CSP) nHa
pabouyro ctaniuio. O3HAKOMBTECH C HHTEp(PeicoM U QYHKIUIMU TaHEIH
YIPABJICHHUS.

3ananue 2. BeIMogHUTE TeHepalrio mapbl KI4Yel (OTKPBITOTO U 3aKPHITOr0) U
co3naiite 3anpoc Ha ceptudukar (CSR). Coxpanute 3anpoc B popmare .req.

3aganue 3. C moMOIIbI0 YIEOHOTO yI0CTOBEPSIONIETO EHTPa (MM TeCTOBOM
CpeIlbl) BBITIOJTHUTE BBITYCK cepTudurkaTta Ha ocHoBe CSR. YcTtanoBute
NOJTyYeHHBIN cepTudukaT Ha pabouel CTaHIIHH.

3ananue 4. Umnoprupyiite roroBbiii ceprudukar B xpanuiuiie CK3U.
Y6enurecs, 4TO OH KOPPEKTHO OTOOpaxaeTcs, IpOBEPhTE CPOK AECUCTBUS U
KpunTorpaguueckue napaMmerpsbl.

3ananue 5. HacTpoiiTe npoBepKy HENOYKH 10Bepus cepTudukara. M3yuure
napameTpbl HEHTpa cepTU(UKAIIH, IPOBEPHTE €0 CTATYC.

3amanue 6. O3HAKOMBTECH C BOBMOKHOCTBIO TTPOCMOTpPA U 3arpy3KH CIIHCKOB
oto3BaHHBIX cepTrudukaroB (CRL). BeimonHnTe MMUTAIIMIO IPOBEPKH OT3hIBA
BBIOpAaHHOTO cepTUdUKaTa.

3aganue 7. Chopmupyiite TaONHILy, B KOTOPOU OTpa3UTE CPABHEHUE PA3TIUYHBIX
nporpammubix CK3U (manpumep, Kpunrtollpo CSP, ViPNet CSP, Signal-COM)
M0 XapaKTEePUCTUKAM: MOACPKUBAEMbIE aITOPUTMBbI, CEPTUPUKALINS
OCTIK/DCB, obnacTs npuMeHeHUsl, UHTEephEriC.

3ananue 8. Coznaiite UGPOBYIO MOAMUCH HA BHIOPAHHOM JOKYMEHTE, UCTIONb3YS
YCTaHOBJICHHBIN cepTuduKat. Boimonmaute npoBepky moanucu B croponHem [10.
3adukcupyiiTe pe3yabTaT U mapaMeTphbl MPOBEPKHU.

JlaGoparTopHas padora 4

Hacrpoiika pa3rpanudeHusi NpaB J0CTYNA K 3JeKTPOHHBIM JOKYMEHTAM.
Mexanusmbl apTopu3anum u ayrentupukanuu B C39/]

Hean:

W3y4nTh 1 OCBOUTH MEXaHU3MBI ayTEHTU(PHUKAIIMN U aBTOPHU3AIUHN B CHCTEMaX
3aIMIIEHHOT0 3JIEKTPOHHOT0 ToKyMeHToobopota (C33/]), a Takke MoiayyuTh
NpaKTUYEeCKHE HaBBIKM M0 HACTPOWKE pasTpaHUyYCHUS MPaB JOCTYIIA K
AIIEKTPOHHBIM JIOKyMEHTaM B KOPIIOPATUBHOM Cpejie.



TeopeTnveckasi yacTb

OnnHuM u3 6a30BBIX TPEOOBAHMI K CHCTEMAM 3aIIMIEHHOTO 3IEKTPOHHOTO
JIOKYMEHTO000pOTa sIBIsIeTCS 0OecrneueHne KOHPUISHINATbHOCTH U LIEJIOCTHOCTH
uH(pOpMaIMK, a TAKKEe KOHTPOJIb JOCTYIA K JOKyMeHTaM. JlocTuraercs 3To
MOCPEJICTBOM peaIn3allii MEXaHU3MOB ayTeHTU(PUKALIUK, aBTOPU3ALUU U
pa3rpaHUyYEHUs MPaB MOJIb30BATENECH.

AyTeHTH(UKaIMI — MPOLIECC MPOBEPKHU MOMIMHHOCTH CyOBeKTa JOCTYIIA, T.C.
MOATBEPKACHUE, YTO IMOJIB30BATENb SBIIETCS TeM, 3a KOro cebs Beimaér. B C39]]
MOT'YT HCIIOJIb30BaThCS Pa3IMIHBIC METOJIBI ayTEHTU(DHUKAIIMK: TI0 TapoJIio, ¢
MCIIOJIb30BAaHUEM DJICKTPOHHOM MOJIUCH, TIO CePTU(HHUKATY, C TTOMOIIHIO
OJTHOPA30BBIX TOKEHOB U OMOMETPUICCKUX TAHHBIX.

ABTOpH3aIHs — MPOLIECC MPEIOCTABICHUS MOIH30BATEIIO JOCTYTA K
orpeenEHHBIM pecypcaM Ha OCHOBAHHUM €ro mpaB. B cucremax
JIOKYMEHTO000pOTa aBTOPHU3AIUs OCYIIECTBISETCS Ha OCHOBE posieit (role-based
access control, RBAC) unu atpulyTtoB (attribute-based access control, ABAC).

Pa3srpannyenue npas 10CTyIa MO3BOJISIET CTPOrO ONPEAETUTh, KTO UMEET MPABO
YUTaTh, U3MEHSATh, IEPECHIIATh, YTBEPKAATh WIH YAAIATh JOKyMeHT. Takue
IpaBa, KaK MpPaBUIIO, 3aJal0TCs IS TPYIII MI0JIb30BaTENeH, JOHKHOCTEN UITN
KOHKPETHBIX COTPYJHUKOB U HacTpauBaroTcs B uHTepdeiice cucrembl C3D/1.

Oco0oe BHUMaHUE yACNAETCS KypPHATMPOBAHUIO OTIEPAIIUiA TTOJIH30BATENCH,
BEJICHUIO UCTOPUH U3MEHECHUN JOKYMEHTOB U PEAIN3aIlMU KOHTPOJISI JOCTYTa Ha
YPOBHE METAJIaHHBIX, MANIOK, MAPIIPYTOB COTJIACOBAHHUS U T.J.

BOHPOCBI H 3alaHUsl, BBIHOCUMbIC Ha 06cym11elme

Yro Takoe ayTeHTUPUKALUA U Kak oHa peanuzyetcs B C32]/1?

Kakwue cymecTBytoT MeTOIbI ayTeHTU(UKAIINK TOJIb30BaTeNeH ?

Yem oTimgaeTcs aBTOPU3ANMS OT ayTCHTH(UKAITNN?

Kakue moaxopl CylmiecTBYIOT K peayin3alliy pa3rpaHUueHUs IpaB JOCTyna

B CHCTEMax JIOKyMeHTooOopoTa?

Uro Takoe posneBas MOJIENb IOCTYIIA U KaK OHa ucnosb3yercs B C32 /17

6. Kakue Tumbl mpaB MOXHO 3aJ1aBaTh MOJIb30BATEIISIM B paMKaX paboThI ¢
AIIEKTPOHHBIMU JOKYMEHTaMM?

7. Kak peayin3yeTcs 3aliuTa OT HECAaHKIIMOHUPOBAHHOTO JJOCTYTA K

JIOKyMEHTam?

Yrto Takoe ayIUT JOCTyTMa U 3a4eM OH HeoOXxoauM B cucteMax C32]1?

9. Kak cBsi3aHbl MEXaHU3MBI pa3TPaAaHUYCHHUS IOCTYTIA C UCIIOIH30BAHUEM
CK3U u 2117

10.B uém 0coOEHHOCTH HACTPOWKH MPaB HA dTATe MAPIIPYTU3AIUU U

COIJIacOBaHMs JOKYMEHTa?

el S
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IIpakTnyeckue 3a1aHus



3aganue 1. O3HakombTech ¢ HHTEpdericoM BeiOpanHoi C33 ] (Hanpumep, COJI
«AEJIO», Directum, C3/] «TE3UC», 1C:JoxkymenToobopoT). [lepeiiaute B
paszzien yrpaBJieHUs TOJIb30BATEIISIMU M TPYIIITAMH.

3ananue 2. Co3naiiTe TpU MOJb30BATEINLCKUX poiin: «Oneparopy,
«PykoBonuTenby, « AqMuHucTparop». HazHaubte kaxk1oi poiu Habop mnpas
noctyna (IpocMOTp, PeAAKTUPOBAHKE, YTBEPKICHHE, yAAJICHUE).

3ananue 3. JlobaBbTE HE MEHEE TPEX TECTOBBIX MOJIB30BATENIEH U PACHPEIETUTE X
10 CO3JaHHBIM POJIAM. 3aIOKYMEHTUPYWUTE HA3HAYCHHBIE IIPABA.

3ananue 4. Co3aiiTe HOBBIM IOKYMEHT M HACTPOUTE MHAUBUyaTbHBIC MPaBa
JIOCTyTa: OJTHOMY IOJIb30BaTENI0 Pa3pelIuTh TOJIbKO YTEHUE, TIPYTOMYy —
pelaKTHPOBaHUE, TPEThEMY — MOJIHBIC MPaBa.

3aganue 5. BeImosHUTE BXOJ MO/ KaKIBIM TECTOBBIM IOJb30BaTenemM. IIposepsre,
KaK 0TOOpakaeTcs JOKYMEHT U Kakue JEHUCTBUA pa3pelieHbl. 3apuKkcupyiTe
pasnuyus.

3aganue 6. HacTpoiite MapuipyT cOrjiacoBaHus JOKyMEHTA ¢ Ilepeadyeii mpaB Ha
PEIAKTUPOBAHKUE M YTBEPKICHHUE B 3aBUCUMOCTHU OT CTaJIuK 00pabOTKH.
IIporecTupyiite MapupyT.

3aganue 7. BKirounTe U HACTPOWTE )KYPHAIMPOBAHUE ICMCTBUH MOJIB30BATEIICH.
[IpocMoTpUTE KypHAI AOCTYIA K CO3JaHHOMY JOKYMEHTY, OIIPENEIIUTE, KAKUE
cOOBITHS ObUTH 3a()UKCUPOBAHBI.

3anganue 8. B Bujie TaOaUIIbI OTpa3uTe CPaBHEHUE METOAOB ayTCHTU()UKAIIUH B
C33/] mo mapameTrpam: ypoBEeHb 0€30MaCHOCTH, YA0OCTBO JJIS MTOJIH30BATENS,
3aTpaThl HA BHEIPEHUE.

3ananue 9. CocraBbTe CXeMy MOJENMU poJieit JocTyna B Baiei tectoBod C32/1;
YKOKHUTE CBSA3U MEXKIY POJISIMU, TUITAMU TI0JIb30BaTeNIed U PyHKIUSIMU pabOTHI C
JIOKYMEHTaMH.

JlabopaTtopHnas padora 5

HNurerpauus C33/1 ¢ apyrumu nHGOPMALMOHHBIMHM CHCTEMAMU
OPraHu3aNuu. APXUTEKTYPa U KOMIIOHEHTHI cOBpeMeHHbIX C33 ]

Heas:

N3y4nTh apXUTEKTYypy U OCHOBHBIE KOMIIOHEHTBI CUCTEM 3AIIUILEHHOTO
AIEKTPOHHOTO JOKYMEHTO0O0POTA, a TAK)KE OCBOUTH MPUHIIMIIBI U METOJIbI
unterpaunn C39/1 ¢ npyrumu uH(HOpMaAIMOHHBIMUA CUCTEMAaMH B KOPIIOPATUBHOM

cperne.



TeopeTnveckasi yacTb

CoBpeMeHHBIE CHCTEMBI 3aMIUIIEHHOTO 3JIEKTPOHHOTO TOKYMEHTO000pOTa
(C33/1) HE cyIIeCTBYIOT N30JIMPOBAHHO: OHHM CTAHOBSTCS YaCThIO OOIIICH
MH(OPMATMOHHOW MH(PPACTPYKTYpPhl OPraHU3aluu. ITO TpeOyeT UX UHTErPaLluU C
paznuuHbiMU cuctemamu, TakuMu kak ERP, CRM, HRM, Gyxrantepckue u
(bMHAHCOBBIE CUCTEMBI, a TAK)KE C KOPIOPATUBHBIMU MOPTAJIaMU U CEPBUCAMU
AJIEKTPOHHOM TOYTHI.

Nurerpanus C33/] mo3BosisieT 00ecneunTh eIMHBIA MTOTOK JIAHHBIX,
aBTOMATHU3aIUI0 OU3HEC-TIPOIECCOB, MUHUMU3AIINIO Ay OIMpOBaHUsS HHPOPMAIIUU
Y TIOBBIIIICHUE TTPO3PAYHOCTH TOKYMEHTO000poTa. KitoueByto poiib B 3TOM
npoiiecce urpaet apxurektypa C33/], B KOTOPYIO MOTYT BXOJIUTh CJICIYIOIIHE
KOMITOHEHTBI: CEpBEp MPIIIOKEHHUH, 0a3bl JaHHBIX, KITUEHTCKAE MOIYJIH, MOTYJIH
oezonacHoctu (CK3U, OI1), unrepdeiicel API a1 nHTErpaiiv, CUCTEMbI
MapHIpyTH3alUN JOKYMEHTOB, HHTep(helc aIMUHUCTPATOPa U TIOJIb30BaTEIbLCKHM
UHTEpPENC.

CymiecTByeT HECKOJIbKO YPOBHEM UHTETpaluu: (aitioBas, Ha ypoBHE 0a3 TaHHBIX,
¢ nmomotisio API nnm Be6-cepBucoB (REST, SOAP). Beibop moaxoaa 3aBUCHT OT
TpebOBaHMI K O€30MACHOCTH, CIIOKHOCTH OU3HEC-IOTUKH, COBMECTHMOCTH
m1aTGopM U TIOAJICPKKU CTAaHAAPTOB.

Oco0oe BuuManue nipu unTerpanuu C32/1 yaensercs Borpocam 0€30MaCHOCTH:
nepesava JaHHbIX MEXKAY CUCTEMAMHM JOJDKHA OCYLIECTBIIATHCA MO 3aIUIIEHHBIM
KaHajaM, ¢ BO3MOKHOCTbIO ayTeHTU(UKALUU U MU(POBAHUS, IPU COOITIOICHUU
IOJINTHUKH YIIPABJIEHUS JOCTYIIOM U KyPHAJINPOBAHUS ONEPALIAN.

BOl'lpOC])I H 3alaHUsl, BbIHOCUMbIC Ha Oﬁcymeﬂue

[E—

UYro npencrasisieT codoit apxutekrypa C32/1?

Kakne ocHOBHbIE KOMIIOHEHTHI BXOJST B COCTaB TUIOBOU cuctemMbl C32/1?

C KakuMu cUCTEMaMU U CepBUCaMU MOXKeET uHTerpuposatbes C33/] B

KOpIIOpaTUBHOM cpene?

4. Kakwue cymiecTBYIOT ClIOCOOBI MHTErpAIMA HHPOPMAITMOHHBIX CUCTEM ?

Yro takoe API u kakoBa ero pojb B UHTETpaluu?

6. Kakue ctanmapThl nepeiaun JaHHBIX UCIIONB3YIOTCS Ipu uHTerpanuu C35]]
C IpyTUMU CHCTEMaMu?

7. Kak obecnieunBaercs 6e3onacHOCTh npu unterpanuu C33]17?

YTo Takoe OTHOCTOPOHHSSA U JBYCTOPOHHSS MHTETpanus?

9. Kak Biusier unrerpanust C33/] Ha 3pheKTUBHOCTH IOKYMEHTOO00OPOTA B
opranuzaiuu’?

10.Kakue cymecTByOT pUCKU IIPU peAIM3alUA HHTETPALIMHU U KaK UX

MUHUMU3UPOBATH?

el N
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HpaKaneCKne 3aJaHusdA



3ananue 1. U3yunrte apxutektypy BbiOpanHoii cuctemsr C39/1. Onpenenure,
KaKWe KOMIIOHEHTHI BXOJST B €€ COCTaB U KaK OHU B3aUMO/JICUCTBYIOT.

3ananue 2. [Toctpolite nornueckyto cxeMy apxutektypsl C33/1, ykas3as
KOMITOHEHTBI: cepBep, 0a3a JaHHbBIX, KIUEHT, UHTep(delic MHTErpaliH,
KpunTorpaguyeckue MoIyJv U T. 1.

3ananue 3. O3HaKOMbTECh C BO3MOXKHOCTIMU UHTEerparuu Bameid C32]] ¢
BHEIIHUMHU cucTtemMamu (Hampumep, 1C, Microsoft Exchange, SAP, Active
Directory). IlonroroBbte KpaTkoe onucaHue AOCTYIHBIX HHTEPPENHCOB U
NOJJIEP>KUBAEMBIX ITPOTOKOJIOB.

3ananue 4. Hactpoiite unrterpanuto C33/] ¢ nouroBsiM cepBepom. [IpoBepbTe
BO3MO>KHOCTh aBTOMaTUYECKON pErnCTpalluy BXOIAIIUX MTUCEM KaK JJOKYMEHTOB B
CUCTEME.

3aganue 5. Cmoaenupyiite unterpanuto C33]] ¢ Oyxraiarepckoil CUCTEMOM:
HACTPOUNTE IKCIOPT/UMIOPT JOKYMEHTA (HapUMED, CueTa Ui aKTa) MEXKIY
cuctemamu B popmate XML unu JSON.

3aganue 6. PazpaboTaiiTe TaGIHUITy, OTPAKAIOIIYIO PA3TUIHSI MEKIY THIIAMU
uHTerpanuu (Ha yposHe ¢aiinos, BJI, API, BeG-cepBHCOB) ¢ TOUKH 3pCHUS
CKOPOCTH, 6€30MaCHOCTH, CIIOKHOCTH BHEAPECHUS U MAaCIITAOUPYyEMOCTH.

3ananue 7. M3yunTe peann3anuio MEXaHU3MOB O0€30IIaCHOCTH MPU UHTETPALUU
C39/1. HacTpolite aBTOpH3aLNI0 BHEIIHETO PpUiIokeHus yepe3 APl ¢
UCIIOJIb30BaHUEM TOKEHA WM CepTU(UKATA.

3ananue 8. [loaroroBbTe NepevyeHb pUCKOB, KOTOPbIE MOT'YT BOZHUKHYThH IPU
uaTerpanuu C32/] ¢ BHEIIHUMU CUCTEMaMHU, U MPEJIOKUTE CIIOCOOBI X
MUHHAMH3ALUH.

3aganue 9. Coznaiite TabIUIly, COAEPIKAIILYIO CITMCOK MOTEHIIUANBbHBIX IC
OpraHu3alliy U LieJied UHTerpanun ¢ HuMu (Hanpumep, ERP — monyuenue
pPEKBU3UTOB A0roBopoB, HRM — cornacoBanue npuka3oB, 2JIEKTPOHHAS [10YTa —
perucTpaus CooOIeHUN).

JlaGoparopHasi padora 6

Co31aHue 3alIUIIIEHHOT0 KAHAJIA Nepedavyd 3JIeKTPOHHBIX IOKYMEHTOB.
Kpunrorpaguuyeckas 3aliuTa KaHAJIOB CBSI3H B CHCTEMAaX JOKYMEHT0000poOTa

Hean:
OcBoOUTHh METO/Ibl OPTaHU3ALUH 3ATUIIIEHHON TIepeauu JIEKTPOHHBIX
JIOKYMEHTOB B KOPIIOPATUBHOM Cpejie, U3yUUTh CIIOCOObI KpunTorpaduueckoit



3aIUTHI KAHAJIOB CBS3W U PEAIM30BaTh HACTPOMKY O€30IIaCHOTO B3aMMOICHCTBHUS
kommoHeHToB C30/1.

Teopernyeckast yacTb

OmHUM U3 KITIOYEBBIX TPEOOBAHUM K CUCTEMAaM 3alUIIEHHOTO 3JIEKTPOHHOTO
JIOKyMEHTO000pOTa SIBIsIETCS o0ecrieyeHne KOH(OUIEHIIMAaTbHOCTH U IETIOCTHOCTH
uH(dopMaIuy, nepeaBaeMon MEXIy MOJIb30BATEISIMU M KOMIIOHEHTAMH CHCTEMBI.
J1J1s 5TOTO UCTIONIB3YIOTCS PA3IMYHbIE METOIbI KPUNITOrpadUuECKOM 3alUThI
KaHaJIOB CBS3U.

Kinaccuueckum pelieHreM siBIseTCs UCnosib3oBanue nporokosia TLS (Transport
Layer Security), KOTopblii 00ecreunBaeT ayTeHTU(UKALIMIO CTOPOH, MK(poBaHue
JAHHBIX U 3aIUTY OT NOJAMEHbI. B KOprnopaTuBHON HHMPACTPYKTYpE TaKkKe
npuMeHstoTcs BupTyaibHbie yactHbie cetu (VPN), [Psec, a Takike MexaHU3MBbI

TYHHEJIMPOBAHUSI M TIEpeIaun COOOIICHUH 10 3aluIEHHBIM KaHanaM SSH nu
HTTPS.

B pamkax C32/] 3auuiméHHbIi KaHal CBA3M MOXKET OBITh peaIn30BaH MEXKIY
KJIMEHTCKUM NPUIIOKEHHEM U CEPBEPOM IOKYMEHTO000POTa, MEXIY CEPBEPAMH U
BHEIIHMMU CUCTEMAaMHU, a TAKKE MEXKY pa3IMuHbIMU noacucremamu camon C35]]
(HanmpuMep, MOJIyJIEM XpaHEHUs, MOJIyJIEM MapLIpyTU3alUH,
KPHUIITOIIPOBANUIEPOM).

Kpome TpaHcnopTHOTO ypOBHS 3alIUThI, BO3MOXKHA TaK)Ke KpUITorpaduyeckas
3alliTa CaMUX JOKYMEHTOB Iepe]l OTIPABKOW — C MOMOIIBIO AIEKTPOHHOMN
MOAMUCH, TTUGPOBAHUS U XAIITUPOBAHMS, YTO JIOTOJHSACT 3aMUIIEHHOCTH KaHaIa
nepeIady 1 M03BOJSIET 00ECIICYNTh HEBO3MOXKHOCTD TTOJIMEHBI COIEPKUMOTO.

BOHpOCbI H 3a1aHUA, BBIHOCUMbIC HA 06cy>1<11e1me

1. Kakne nmpoTOKOJIbI HCIONB3YIOTCS JUISl 3aUThl KAHAJIOB NIEPEIaYu JaHHBIX B
C35/17?

2. B uém cocrout orinnune Mexay TLS u VPN ¢ Touku 3peHus mpuMeHeHus B

JIOKYMEHTO000poTe?

Yro Takoe kpunrorpapuyeckas CTOMKOCTh KaHasia?

Kakue Tumnel atak MOryT OBITh peajin30BaHbl Ha He3aIM(POBAHHbIE KaHAJIbI

cBs3n?

[Touemy Ba>KHO MCIOJIB30BaTh CEPTUDUKATHI MPHU 3aLIUTE COCTUHEHUA?

Yro Takoe oJlHOHAIIPaBJICHHAS U B3aUMHasl ayTeHTUdUKaIus?

Kak ocymiecTBisieTcst mpoBepKa 1eJI0CTHOCTHU MepeaaBaeMbIX JaHHBIX ?

Yem 3amuim€HHbIN KaHa OTIWYAETCS OT MPOCTO 3amudpoBaHHOTO (aiina?

Kakue kpunrorpaguueckue aaropuTMbl IPUMEHSIOTCS IS 3aUThI

KaHaJoB B cOBpeMeHHbIX C32/1?

10.Kaxue TpebGoBaHus IPEIBIBISIOTCS K KJIIOYEBOMY YIIPABJICHHUIO MIPH padboTe
3aIMIIEHHOrO KaHasua?

W

WX



IIpakTnyeckue 3ag1aHus

3ananue 1. YCTaHOBHUTE U HACTPOUTE MPOrpaMMHBII MOJTyJb, 00€CTIeUnBatOITNI
nepenavy AaHHbIX 1o nporokony TLS (manpumep, nactporika HTTPS-
COCJIMHEHUS MEeX Ty KIMEHTOM U cepBepoM C3D]).

3amanue 2. CreHepupyiite camonoanucanubii SSL-cepruduxar mms
WCITIOJIb30BAHUS B CHUCTEME JJOKyMeHTooOopoTa. Hactpoiite BeO-cepsep,
obcmyxuBaroruii C33/]1, va padoty uepe3 HTTPS ¢ ucnons3oBannem nanHOTO
cepTudukara.

3ananue 3. BeimonHuTe HACTPOIKY 3aUIEHHOTO VPN-CoeAMHEHUST MEXKTY
nBymsi cermenTamu C33 /], cMoiennpoBaB nepeaady J0KyMEHTa 10 TyHHEIO.
[TpoBepbTe BO3MOKHOCTh YTEUKH JAHHBIX MPU OTKIIFOYCHUH U (POBAHHUS.

3ananue 4. Mcnonb3ys HHCTPYMEHTBI aHaJIU3a CETEBOro Tpaduka (Harpumep,
Wireshark), uccnenyiite paznuuus mexay nepenayeil JOKyMEHTa 10
HE3AIMIIEHHOMY U 3alMIIEHHOMY KaHaly. 3aQUKCUpPYITe MPU3HAKY HATHYUS
TLS mnu apyrux MeToA0B 3allUTHI.

3ananue 5. Cmoaenupyiite araky tumna "Man-in-the-Middle" Ha He3amumEHHBIHN
KaHaJl CBS3M (B TECTOBOM Cpejie) U MPOJEMOHCTpUpyiiTe, Kak mudpoanue TLS
MpeoTBpaIIaeT NEPEXBAT COACPIKUMOTO.

3aganue 6. PazpaboTtaiiTe cxeMy B3auMoeHCTBUS MexX Ty AByms y3namu C33/1,
BKJIIOYAIONIYIO Ay TEHTU(DUKAIMIO, YCTAHOBKY 3alIUIIEHHOIO KaHaIa U Nepeaavy
MOJNMKUCAHHOTO U 3alIU(PPOBAHHOTO JOKYMEHTA.

3amanue 7. I3yunte MexaHW3Mbl B3aUMHOM ayTeHTU(HUKAIINY TT0 cepTudUKaTam
X.509. Hactpoiite cepsep C33/1 Ha 0053aT€IbHYI0 TPOBEPKY KIIMEHTCKOTO
cepTuduKara npu COETUHEHUU.

3ananue 8. [Ipoananusupyiite, Kakue pUCKMA BOZHUKAIOT MIPU UCTIOJIb30BAHUU
yCTapeBIIMX KpUnTorpadguyeckux anropurmon (Hampumep, TLS 1.0) u
MPEIOKNATE MEPHI N0 MOBBIIICHUIO 3aIIUIIEHHOCTH.

3ananue 9. HacTtpoliTe aBTOMaTH4YeCKOE OOHOBIIEHHE CEPTU(UKATOB U KITFOUEH
JUIS 3aIUIIEHHOTO KaHaJIa CBA3H C UCIOJIb30BAHUEM CEPBHCA YIPABICHMUS
KJIFOYaMHU WJIU BPYUYHYIO.

3ananue 10. CoctaBbTe TaOIUILy, CPABHUBAIONIYIO PA3JIMYHBIE TEXHOJIOTHH
3amuThl kaHana cBsizu (TLS, [Psec, VPN, SSH), ykazaB ypoBeHb 3allIUTHI,
MPUMEHHUMOCTb, CJIO)KHOCTH BHEAPEHUS U TPOU3BOIUTEIBHOCTD.

JlaGoparopHuasi padora 7



Pa3padorka ma0/10Ha 321U IEHHOT0 JOKYMEHTA U HACTPOHKA MeTaIaHHbIX.
dopMaThl JJTEKTPOHHBIX JOKYMEHTOB U TPeOOBaHNS K 0€30MaCHOCTH

Hean:

N3yunuth 0oco6eHHOCTH (POPMUPOBAHUS 3AMUIIEHHBIX AIEKTPOHHBIX JIOKYMEHTOB,
OCBOMTH CO3J/IaHKE 111a0JI0HA JOKYMEHTA C BKIOUEHUEM HEOOXOIUMBIX
rapaMeTpoB 0€30MMaCHOCTH M HACTPOUTh METaJaHHbIE C YUETOM TpeOOBaHMIA
C35/.

Teoperuueckasi yacThb

dopmupoBaHUEe 3AIMUIIEHHOTO AIEKTPOHHOTO JOKYMEHTA MPEAOIaraeT
cobmoieHue psaga TpeboBaHuM, 00eCTICUNBAIOIINX €T0 IOPUIUYECKYIO CUITY,
HEU3MEHHOCTb, HACHTU(DUIIUPYEMOCTh aBTOPa M BO3MOYKHOCTH TTOCIICTYIOIIETO
KOHTPOJISA. 3aUIIEHHBIN 3JICKTPOHHBIA JOKYMEHT JIOJDKEH OBITh O(DOPMIICH B
COOTBETCTBHH C YTBEPXKAEHHBIM (JOPMATOM, BKITIOUYAIOIINM KaK COJEPKATEIbHYIO
9acTh, TAK U METaaHHBIC.

Haubonee pacnpoctpanéHubie (opMaThl IEKTPOHHBIX TOKyMEHTOB B C33]] —
PDF, XML nu DOCX. Kaxap1il u3 HUX MOAAEPKUBAET BHEAPEHUE SIIEKTPOHHBIX
nojAnuceu, mmppoBaHUE COIEP>KUMOT0, BIOKEHUE METAJAHHBIX U BU3YyaIbHOE
o opMIIeHHE.

[[Ta60H 3amUIEHHOTO JOKYMEHTA MPECTaBIsET CO0O0M 3arOTOBKY C
(UKCUPOBAHHOMN CTPYKTYPOU, TTOJISIMH, 3aIIIUTHHIMA MEXaHU3MaMH (HarpuMmep,
KOHTPOJIb JOCTYIIa, aBTOMATHYECKOE HAJIOKEHUE MTOAMICH ) U HEOOXOAUMBIMH
MeTaJaHHBIMHU. MeTalaHHbIe COJIEPIKAT CBEICHUS O BJIAICIbIIC TOKYMEHTA,
BPEMEHU CO3J]aHUsl, BEPCUSIX, MAPIIPYTaX COTIACOBAHMUSI, YPOBHE
KOH()HICHIINATTLHOCTH, CBI3aHHBIX MOJITUCAX U CTaTyCax.

B cucremax 3amumiéHHOro 10KyMeHToo00poTa 6€30nacHOCTh A0JIOHOB U
dbopmaroB obecrieunBaeTcs CIEIYIONMMHU CPEeICTBAMU: I POBasi MOMUCH
mabyioHa, KOHTPOJIb TOCTYIIAa HA PEIaKTUPOBAHKE, 3aIlIUTA OT YJAJICHUS WU
MOJIMEHBI KITFOUEBBIX MOJIEH, BCTpaBaHUE TTOJUTUKHN 0€30MMaCHOCTH U
KypHaJTUPOBAaHKUE OOpAIIEHUN K IOKYMEHTY.

BOHIJOCLI H 3alaHUsl, BbIHOCUMbIC Ha oﬁcymem/le

1. Kakue popmaTsl TOKyMEHTOB MPUMEHSIOTCS B CUCTEMAaX 3alIUIIEHHOTO
JTIOKyMEHTO00opoTa?

2. Yewm otnuyaeTcs 3aUUIIEHHBIA JOKYMEHT OT OOBIYHOTO?

3. Uro Takoe mabaoH 3JEKTPOHHOTO TIOKYMEHTA U 3a4€M OH HCIIOIb3YEeTCs?

4. Kakue TpeOOBaHUs MPEIBABISIOTCS K METAIaHHBIM B 3aIUIIIEHHBIX
JIOKYMEHTaXx?

5. Kakwue noJist METaJaHHBIX CUUTAIOTCA 00s3aTEILHBIMU MIPU IOPUTAYECKU
3HAYMMOM JOKYMEHTO000poTe?

6. Kak peanu3syercst KOHTPOJIb JOCTYIIA K MOJSIM TOKyMeHTa?



7. Kakue crnocoObl 3a1IUThl HCIIOIB3YIOTCS AJIs IPETOTBPALICHHS IOAMEHbI
1ra0aoHa JOKyMeHTa?

8. Uro Takoe ctpykrypa XML-cxembl TOKyMEHTa U KaK OHA BIUSET Ha
3aIIUIIEHHOCTD ?

9. Ilouemy Ba)XKHO XpPaHUTH KypPHAJI U3MEHEHUN TOKYMEHTA U €TO
METaJaHHbIX ?

10.Kak peanu3zyercs 3ammTa METaJAaHHbIX OT HECAHKIIMOHUPOBAHHOTO
penakTUpOBaHus?

IIpakTnyeckue 3a1aHus

3ananue 1. Coznaiite mabaoH qokymeHTa (Hanpumep, B popmare PDF unu
DOCX) ¢ ucnonab30BaHUEM BCTPOEHHBIX (DOPM, MOJIEH MOANUCH U METAJaHHBIX.
JloOaBbTe B 1m1a0i0H nosst « ABTOp», «Jlarta coznanus», «Homep nokymenray,
«I'pud nmocrynay, «[loamucey.

3aganue 2. HacTpoiite maba0H TakuM oOpa3oM, 4TOOBI 4acTh IOJICH (Hampumep,
«/laTay, « ABTOp») 3aMOTHSINCH ABTOMATHYECKH, 2 U3MEHEHUE UX MOJIh30BaTEIEM
OBLJIO HEBO3MOKHO 0€3 COOTBETCTBYIOILIUX IPAB.

3aganue 3. ChopMupyiTe JOKyMEHT Ha OCHOBE CO3/JIaHHOTO I1a0JIOHA,
MOJIUIIIMTE €ro JIEKTPOHHOU MOAMMUCHIO U COXPAHUTE METAIAHHBIE B OT/ICIBHOM
XML-daiine. Yoeautech, 4To MOAIMUCH OXBAaTHIBAET KAK OCHOBHOE COJICPKUMOE,
TaK U MeTaJaHHBbIC.

3ananue 4. [IpoBenure aHanu3 MeTagaHHbIX CHOPMHUPOBAHHOTO JOKYMEHTA C
MCIOJIb30BAaHUEM CIEUATU3UPOBAHHOTO MPOrPaMMHOI0 oOecrieueHust (Harpumep,
Adobe Acrobat Pro, LibreOffice, croponnue yrunmutsl XML/JSON ananu3za).

3aganue 5. HacTpoiite npaBa AOCTyMa K JOKYMEHTY O POJISIM: TOJIbKO YTEHHUE,
pEIaKTUPOBAHUE, HAIOKEHUE TTOAUCH. [ [poBepbTe, KaK N3MEHSETCS TOBEICHUE
CHUCTEMBI IIPU CMEHE POJIEN MTOJIB30BATEIIA.

3aganue 6. Pazpabotaiite XML-cxemy MeTalaHHBIX ISl JOKYMEHTA,
BKJIFOYAKOLIYIO Teru: <DocumentID>, <SecurityLevel>,
<SignatureStatus>, <AuditTrail>. [Ipumenure e€ npu GopMHUpPOBAHUHU
HOBOT'O JJOKYMEHTA.

3ananue 7. CBIMUTUPYHTE NONBITKY U3MEHEHUSI METAJaHHBIX 0€3 TOBTOPHOTO
NOANHUCAaHMS ToKyMeHTa. [IpoBepbTe, 00HAPYKUBAET JIU CUCTEMA MOMBITKY
HOJIEIIKH.

3ananue 8. HacTpoiite mabaoH ¢ BI0KEHHON MOJUTUKON 0€30ITaCHOCTH,
yKa3bIBaOIIeH TpeOOBaHUS K CpOKaM XpaHEHUs, CITIoco0aM nepeaadn u
OTPAaHUYCHUSIM Ha KOMTUPOBAHUE.



3amanue 9. [loaroroBere 0TUET 0 pazmuuusax B popmarax PDF u XML ¢ Touku
3peHUs MOACPKKNA KPUNITOTPa)UIECKIX CPEACTB 3aITUTHI U XPAHCHHUS
METaJaHHBIX.

3aganue 10. Co3naiiTe BU3yaabHbIN OTUET B BUJIE TAOIHIIBI, COJEpKaIIeit
corocTaBjeHue: popmar 1okymeHTa — nojaepxkka I — mudpoBanne —
BCTPOEHHBIE METa/IaHHbIC — TOJIJIEPKKA KOHTPOJbHBIX METOK BPEMEHHU.

JlabopaTtopHnas paGora 8

IIpoBepka NOAJIUHHOCTH M EJOCTHOCTH JOKYMEHTOB NPH MOJY4YEHHH.
MeToabl KOHTPOJISI HEeJTOCTHOCTH U AyIUTA U3MEHECHU

Hean:

OBH&KOMI/ITECH C OCHOBaMH ITPOBCPKU HOJIMHHOCTHU U HCIIOCTHOCTH 3JICKTPOHHBIX
JAOKYMCHTOB, U3YUYUTb MCXAHU3MbI ay/IUTa W3MEHEHUN U OTpa6OTaTB Ha ITPAaKTHUKCE
UCI0JIb30BaHUE U(POBBIX NOANUCEN U KOHTPOJBHBIX XEII-CYMM.

Teopernveckast yacTb

B cucremax 3amumniéHHOro 3JeKTpOHHOTO IOKYMEHT0000poTa oOecreueHne
MOJJIMHHOCTH U LEIIOCTHOCTH JOKYMEHTOB UI'PAET KIOUEBYIO poJib. [1oIMHHOCTH
rapaHTUPYET, YTO JOKYMEHT JACUCTBUTEIIHHO OBLII CO3IaH YKa3aHHBIM
OTIPABUTENEM, a LIEJIOCTHOCTD MOJITBEPKAAET, YTO COAEPKUMOE HE TTOABEPrajoCh
VW3MEHEHUSAM B IPOLIECCE XPAHECHUS WJIU MEPEaAUH.

[ToaTBepskaeHNEe MOATUHHOCTH Yale BCEro OCYIECTBISETCS ¢ TOMOIIBIO
AIIEKTPOHHOM MOJMUCH. DIEKTPOHHAS MOJAMUCH (POPMUPYETCS Ha OCHOBE
3aKpBITOTO KJIFOUa OTIIPABUTEIIS U IPUKPEIUISETCA K JOKyMeHTY. [lomyyaTens,
WCIIOJIb3YsI OTKPBITHIN KIIIOY, TPOBEPSET MOAMKUCH U, TAKUM 00pa3oM,
YAOCTOBEPSIETCS B ABTOPCTBE U HEU3MEHHOCTU COIAEPKUMOTO.

[{enoCTHOCTh KOHTPOIUPYETCS C UCIIOJIb30BAHUEM XEII-(PYHKIIUM, TAKUX KaK
SHA-256. IIpu co3nannm JOKyMEHTa PaCCUYUTHIBAETCS €T0 XEII-CyMMa, KOTOPast
3ateM b0 coxpansercs B cocrase DI, mubo oraensHo. [Ipu nonyuenuun
JIOKyMEHTA X€Ill IEPECUNTHIBAETCS U CPAaBHUBAETCS ¢ opuruHaioM. HecoBnanenue
YKa3bIBAa€T Ha BO3MOXKHYIO [TOJIMEHY WJIM UCKa)XKeHHE NH(OpMaLUu.

AyJUT U3MEHEHHUN peali3yeTcsl OCPEACTBOM KYPHAIUPOBAHUS BCEX JEHCTBUI C
JOKYMEHTOM: CO3J[aHue, Ilepeaada, NoANUCcaHue, IpoCMOTp, PEAAKTUPOBAHUE.
JKypHanel MOTyT BKJIFOYATh CBEICHUS O MOJIb30BATEISAX, BPEMEHHU orepanuii, [P-
aapecax, IPUMEHEHHBIX CPEICTBAX 3aLIUThl U MPUYNHAX U3MEHEHUN. JTH JaHHbIE
MOTYT XPaHUTBHCA B OTACJIbHBIX 3aLIUIIEHHBIX 0a3aX WU ObITh YaCThIO
METaIaHHBIX JOKYMEHTA.

BOl'[pOCbI H 3a1aHUdA, BBIHOCUMbIC HA oﬁcymeﬂne



[—

UTO noHUMAaeTCs Mo MPOBEPKOIM MOMIUHHOCTH IOKYMEHTa?

Kakue anroputmsl XeIMPOBaHUS IPUMEHSIOTCS JJIsI KOHTPOJIS
LEJIOCTHOCTH?

B uém 3akimrouaercst mpouecc NpoBEPKH JIEKTPOHHOW MOAUCH?

UTo Takoe KOHTPOJIbHAS CyMMa M KaK OHA UCIIOIb3YETCs?

Kak peanuzyercs ayaut onepanuil ¢ JOKYMEHTOM?

UeM oTanyaercs xKypHaIUPOBAHUE OT JIOTUPOBAHUA?

B kakux ciy4asx TOKYMEHT CUUTAETCS MOICIbHBIM?

Kakune nprusHaku MOTYT CBUAETENBCTBOBATH O HAPYIIEHUHU LIETOCTHOCTH
JIOKYMEHTA?

9. Kakue naHHbIe JOJIKHBI COJIEPKATHCS B KypHAIIE ayJUTa U3MEHECHUIT?
10.Kak peannszyercst HenpepbIBHOCTh ayauTta B C33/1?

N

XN B W

HpaKaneCKne 3aJaHudA

3aganue 1. 3arpys3ute 31€KTpOHHBIN JOKyMEHT ¢ D11 u ¢ momonibio
nporpammHoro cpeactsa (Hanpumep, Kpunrollpo CSP, ViPNet, unu BcTpoeHHBIX
Bo3MOxkHOCcTel PDF-penakTopa) BBIOIHUTE TPOBEPKY AECHCTBUTEIBHOCTH
noanucu. 3adhUKCUPyUTE pe3yIbTar.

3aganue 2. OTKpOUTE TOT K€ TOKYMEHT B TEKCTOBOM PEIAKTOPE, BHECUTE
MUHUMAaJIbHbIE U3MEHEHUS (HallpuMep, yAaIuTe Mpo0es) U MOBTOPUTE MPOBEPKY
noanucu. OTMEThTE, KAK CUCTEMA PEarupyeT Ha HapyIlIEeHUE LEI0CTHOCTH.

3aganue 3. Co3naiite 3I€KTPOHHBIA JOKYMEHT U CTEHEPUPYHUTE ISl HEro Xell-
CyMMY C UcHoyib30BaHueM ainroputma SHA-256. CoxpaHuTte Moay4eHHOE
3HAYEHUE.

3ananue 4. [lepenaiite JOKYMEHT Ipyromy IMOJIb30BATENIO U NPEJIOKUTE EMY
nepecunTarh xen-cyMmmy. CpaBHUTE Pe3yJIbTAThI.

3amanue 5. HacTtpoiiTe hyHKIINIO ayuTa B CUCTEME JOKYMEHTO000poTa (MiH
UCTONB3YiTe mabdnoH xkypHana). ChopMupyiite J0r IeHCTBUH MO CIETYIOMINUM
JTaIlaM: CO3JaHue, MOANUCAHNE, N3MEHEHHE, IOBTOPHOE MTOJAIIMCAHHUE.
[Ipoananu3upyiire xKypHal.

3aganue 6. Coznaiite 1mada0H 0TUéTa O IPOBEPKE MOTMHHOCTH JOKYMEHTA,
BKJTFOUAIOIIHK ToJis: uMs (aitna, Hanuuue D11, ctaTyc moamnucu, Xem-cyMma, ara
CO3J1aHHs, aBTOP, PE3YJILTAT IPOBEPKH.

3ananue 7. [loaroToBpTE HECKOJIBKO BAPUAHTOB OJHOTO U TOTO XK€ JOKYMEHTA,
OTIMYAIOUIUXCSI HE3HAYUTENBHO (Tpo0et, MopsIoK cIoB). Beruucnure mis
KQXKJIOTO UX XEII-CYMMBbI U CPaBHUTE.

3aganue 8. Mcnonb3ys Bo3moxxkHocTH CK3U, peann3yiite mpoBepKy 3JIEKTPOHHOM
MOJINMKICH B KOMaHJHON CTPOKE (HarmpuMep, ¢ MOMOIIIBIO certmgr, cprocsp, openssl).



3aganue 9. HacTpoiite aBTOMaTUYECKYIO TeHEpaluio )xypHaia ayaura B C39]1
MIPU KAXKJIOM OTKPBITUU JOKYMEHTA U 03HAKOMBTECH C €r0 CTPYKTYPOIL.

3aganue 10. [IpoaHanu3upyiTe OOUH U3 )KYpPHAJIOB ayAUTa HA IPEAMET IPU3HAKOB
MOMBITKY MOJMEHBI IOKYMEHTA, 3a(pUKCUPYNHTE MPU3HAKHU TOI03PUTEIbHBIX
olepanuii ¥ IpeyiokKUTE MEPbl PEarupoOBaHusl.

JlabopaTopHnasi padora 9

Hactpoiika s;kypHaioB peructpauuu u coobiTuii B C39/1. ’Kypnanuposanue
U ayauT onepanuii B cucremax /10

Heasb:

N3yuuTh TPUHINIIBI BEICHUS KYPHAJIOB PETUCTPAIINHN M COOBITHI B CHCTEMAax
3aIUIIEHHOTO YJIEKTPOHHOTO ToKyMeHToo0opoTa (C33/]), 0CBOMTH HACTPOUKY
MEXaHU3MOB XyPHAJTMPOBAHUS U ayIUTa ACHUCTBUHN MOJIb30BaTENICH, a TAKKE
HAyYUTHCS AaHATM3UPOBATH KYPHAJIBI COOBITUN HA TIPEIMET HAPYIICHUN MTOJTUTHKU
0€30IMacCHOCTH.

Teopernveckast yacTb

KypnanupoBanue — 3To npoiecc PUKcaluu 3HAYUMbIX COOBITHM, MTPOUCXOASIIINX
B nH(opmarmonHoii cucreme. B xorrekcte C33/] )xypHanupoBaHue MO3BOJSET
OTCJIC)KUBATh JEUCTBUS MOJIH30BATENIEH U CUCTEMHBIX KOMIIOHEHTOB: BXO/I B
CUCTEMY, CO3/laHhE U U3MEHEHUE JOKYMEHTOB, MOIIMCaHNe, Iepeiady, yaJeHue,
M3MEHEHHUE MPaB JA0CTYIA U APYTHUE KPUTUUYECKUA BaXKHBIC OMEPALIUH.

XKypHansl peructpaiuu u coObITHI (OPMUPYIOT OCHOBY ayiuTa 0€30MacHOCTH U
MTO3BOJISTFOT BBISBIISITH HECAHKIIMOHUPOBAHHBIC JIEUCTBUS, OTKJIOHEHHUS OT
HOPMATHUBHBIX MPOLEYP, @ TAKKE BOCCTAHABIMBATH KAPTUHY MHIIMACHTA B CIIy4dae
YTEUKH WK KOMIIpoMeTaruu JaHHbix. B C33 /1 3TH sxypHaibl 10KHBI OBITH
3aIMINCHBI OT HECAHKITMOHUPOBAHHOT'O H3MEHEHUS U UMETh (DYHKITUH PE3EPBHOTO
KOITUPOBAHMS.

3anucu B )KypHaiax, Kak MpaBUIIO, COJAEPKAT JaTy U BpeMsl COOBITHS,
UACHTU(HUKATOP MOJIB30BATENS, OMIMCAHKUE ONlEpalliu, UICHTU(PUKATOPbI
3aTPOHYTHIX OOBEKTOB (JIOKYMEHTOB, MOJIyJiel cuctembl), [IP-anpec, uMs xocTa u
pE3yIbTaThl BHIIIOJIHEHUS JeUCTBUSA. HEKOTOphIE CUCTEMBI TTO3BOJISIOT
HacTpauBaTh YPOBHHU JIOTUPOBAHUS, BKJIIOUYAs PEKUMBI OTJIA/IKH, HOPMAJIBHOTO
KOHTPOJISI M YCUIIEHHOTO ay/IUTa.

Hactpoiika ;xypHanupoBaHUs BKJIIOYAET ONPEJICTICHUE MEPEUHs COOBITHH,
MOJICKAIIUX PETUCTPAIlU, YCTAaHOBKY (POPMATOB XpaHEHHUs JIOTOB, BEIOOp MecTa
XpaHeHus (JTOKaJbHO WM Ha BBIACIEHHOM CEPBEPE), a TAKXKE MapaMeTphbl POTaIHH,
apXUBHUPOBAHUS ¥ OTIOBEILICHUS MMPU HACTYIJICHUHU ONPEACIEHHBIX YCIOBUM
(HampuMep, IpU HEYAauHbIX MOMBITKAX BXO/A).



BOl'[pOCbI H 3a1aHUA, BBIHOCUMbIC HA 06cy)Kz1eHne

1. Yro Takoe xypHau peructpauuu B C33/] 1 115 4ero oH UCnoyb3yercs?
2. Kakue coObITHS TOAJIeKAT 0053aTeIbHOM perucTpanun?

3. Uem orimyaercs JIOT COOBITUI OT KypHaJla ayaura?

4. Kakue GopMmaTsl )KypHAJIOB COOBITUN HAanbOJIEe pacpOCTPAHEHBI?

5. Kak obGecrieunBaercst 11eI0CTHOCTD KYpHAJIOB?

6. YUto Takoe poTauus KypHAJIOB U KOTJla OHA TPUMEHSIETCS ?

7. Kak MoxHO 00HapyxuTh HHIIMACHT 1B 10 )KypHamy peructpamnuu?

8. Kaxkue kputepun nenarot cucteMy KypHanupoBanus 3hPexTuBHON?

9. B uém 3akmrouaercs pa3HUIla MEXTY aKTUBHBIM U TACCUBHBIM ayJJUTOM?
1

0.Kakwue cymiecTByIOT CrtocoObl aBTOMATHYECKOM 00pabOTKH COOBITHH B
C32/17?

IIpakTnyeckue 3a1aHus

3aganue 1. OTkporite HacTpoiku cuctembl C33 /], onpeaenure, KaKue TUITBI
COOBITUI TOCTYIHBI JIs perucTpanuu. Bkiatounte Bce BOBMOKHbBIE KAaTErOpUU
JIOTUPOBAHMUS.

3ananue 2. Co3maiiTe TECTOBYIO YUETHYIO 3alIMCh U BBITIOJHUTE Pl ACHCTBUMA:
BXOJI B CUCTEMY, CO3JJaHUE IOKYMEHTa, €ro MOAMMUCAHUE, U3BMEHEHUE U YJaJICHHUE.
OTKpoiiTe KypHaa PErucTpalri U HAMJAUTE COOTBETCTBYIOIIME 3AIIUCH.

3ananue 3. HacTtpoiiTe ¢popmar )KypHaja: onpeeianuTe CTPYKTypy 3aIllHCH,
BKJIIOUAIOIIIYIO JIaTy, MOJIb30BaTelsl, IeUCTBUE, pe3yibTart, [P-aapec. Yoenurecs,
YTO JaHHBIE 0TOOPAXKAKOTCA KOPPEKTHO.

3ananue 4. HacTtpoiiTe poTaiuio )KypHalioB: yCTAaHOBHUTE Mpezies 00bEéMa (aita
(manpumep, 10 MB) u KonruecTBO XpaHUMBIX pe3epBHBIX Komuil. [I[poBeprTe
paboTy MexaHu3Ma IPH MPEBHIIICHUH JINMUTA.

3aganue 5. PeanusyiiTe 3a1uTy KypHAJIOB OT yAAJIEHUS U PEAAKTUPOBAHMUS.
[IpoBepbTe, BOBMOXKHO JIM U3MEHEHHE 3aucei xKypHasa 0e3 COOTBETCTBYIOLIUX
Tpas.

3aganue 6. HacTpoiite onoBenieHne aAMUHUCTPATOPA MO 3JIEKTPOHHOU 1MOYTE MIPU
MSTH HEYTAaYHBIX MOMBITKaX BXoja noapsia. [Iporectupyiite paboTy Tpurrepa.

3ananue 7. Beimonnute sxcnopt xkypHana B ¢popmat CSV unu XML. Otkpoiite
(ails B pelakTope U NpOaHAIU3UPYITE COAECPKUMOE Ha HATTUUHE
MIOJIO3PUTEIIBHBIX 3aIIUCEH.

3amanue §. Co3maiiTe BU3yaabHBIN OTYET HA OCHOBE )KypHasa: rpad)vK akTHBHOCTH
MI0JIB30BATENIEH 3a I€Hb, KOJUYECTBO MOAMUCAHHBIX JOKYMEHTOB, YUCIIO
HEyJa4YHbIX ONIEpPaLUN.



3aganue 9. HacTpoiiTe aBTOMaTHYECKOE apXUBUPOBAHUE KYPHAIOB KaXKIYIO
HeeN0. Y 0eIuTeCh B JOCTYITHOCTH apXUBa U BOZMOKHOCTH BOCCTAHOBIICHUS.

3ananue 10. [Ipoananu3upyiTe KypHaa perucTpaluy 3a NPeablIyIIue CyTKA U
COCTaBbTE KPATKUU OTYET C OMMCAHUEM JECUCTBUM TPEX CAMbIX AKTUBHBIX
MOJIb30BaTEIICH, OTMETHTE HEOOBIYHBIE WIIH MOJI03PUTEIIbHBIC ISHCTBUS.

JlaGopaTopHnasi padora 10

Opranuszauus MHOrogaxkTopHoil ayreHTH(pUKannu noan3osareseid B C33/1.
AKTyaJIbHbIE MOAXO0AbI K HACHTU(QUKALUH T10JIb30BaTEIeH

Heasb:

O3HaKOMUTHCS ¢ MeXxaHu3MaMu MHOTO(akTopHO# ayrenTudukanuu (MFA) B
CUCTEMAX 3aIIMILEHHOIO AIEKTPOHHOTO JoKyMeHTooOopoTa (C33/1), u3yuuTsb
aKTyaJbHBIC MTOAXO/IbI K HICHTU(UKALIMY TIOJIB30BaTENICH U HAa PAKTUKE
peann30BaTh HACTPOUKY JOMOTHUTEIBHBIX YPOBHEH 3aIlIUTHI IPHU BXOJIE B
CUCTEMY.

Teoperuyeckast 4acThb

MHorodaxTopHas ayTeHTU(PHUKALUSA — 3TO MPOIECC MOATBEPKACHUS TUUHOCTU
MOJIb30BATEIsI C MPUMEHEHUEM JBYX WM O0Jiee He3aBUCUMBIX (DAKTOPOB U3
CJIEIyIOIIUX KaTErOpuil: 3HaHUE (UTO-TO, YTO MOJIB30BATEb 3HAET), BIA/ICHHUE
(4T0-TO, UM MOIH30BaTEh 00J1a/1a€T), U OMOMETpHs (4TO-TO, YEM MOJIH30BATEIH
aBisgercs). Mcrnonb3oBaHue OTHOTO JIUILb Maposist O0Jiblie He 00eCIIeYnBaET
HaJEXKHOW 3alUThI, 0COOCHHO B YCIOBHSIX YAAIEHHON paOOThl U pacIIMpEHUs
nepuMeTpa NH(POPMAMOHHBIX CUCTEM.

B konrtekcte C33/], rae ocymiecTBisieTcs 00paboTKa IOPUAMYECKH 3HAYMMBIX U
KOH(UICHIIMAIBHBIX TOKYMEHTOB, BHeApeHne MFA no3BosseT cyIecTBeHHO
CHU3WUTh PUCK HECAHKIIMOHMPOBAHHOT'O A0CTyna. PacnpocTpaHEHHBIE METOBI
MHOTO()AaKTOPHOU ayTeHTU(HUKAIIMY BKIIFOYAIOT 0THOpa3oBkie maponu (OTP) mo
SMS unu guepe3 npunoxxenus (Hanpumep, Google Authenticator), anmapaTHbie
tTokeHbl, USB-kitoun (Hanpumep, YubiKey), a Takxe OMOMETPUUECKUE METO/IbI
— OTIIEYaTOK MaJiblia, paCIO3HABAHUE JIMIA WM MTOBEJIEHYECKass OMOMETPHSL.

Buenpenue MFA nomkHO y4uThIBaTh OaaHC MEXIY YPOBHEM O€30MaCHOCTH U
yA00CTBOM /111 KOHEUHOTO ToJib30Bartesisa. Kpome Toro, BaxkHa UHTETpaIys C
CyIlIeCTBYIOIIEH HHOPACTPYKTYPOI: KOHTPOJUIEpaAMU JIOMEHa, CITyKOaMu
KaTtanoros, cpeacrtsamu PKI u cucremamu yripaBieHus 10CTynom.

Bomnpocs! u 3a1aHKsi, BLIHOCHMbIE HA 00CY:K/IeHUE
1. B uém cyTh MHOTO(DAKTOPHOMN ayTeHTU(DHUKAIIMY U YEM OHA OTJIMYAETCS OT

IBYX(paKTOpHON?
2. Kakwue kateropuu pakTOpoB ayTeHTU(UKAIIUU CYIIECTBYIOT?



Kaxue metonst MFA nanGosniee mpruMEeHUMBI B KOPIIOPATHBHOM cpefie?
Kaxkue pucku octarorcs naxe npu ucnoib3oBanud MFA?

Yrto Takoe 0JIHOPa30BbIN MAPOJb U KaK OH TeHepUpyeTcs?

Kakue ycTpoiicTBa MOryT NPUMEHSTHCS KaK anmnapaTHbIid pakTop?

Kak obOecnieunBaerca 6e3onacHocTs npu nepegade OTP no HezamumEHHbIM
KaHanam?

8. Kakue ocobennoctu BHeapeHuss MFA B C33]] HeoO6X01uMO yUUTHIBATh?

9. Uro Takoe noBefieHUECKass OMOMETpUS U T'/Ie OHA IPUMEHSIETCS?

10.Kak nomxkHa pearupoBaTh cucTemMa npu c6oe ogHoro u3 GakTopos
ayTeHTudukanum’?

N e W

HpaKaneCKne 3aJaHudA

3ananue 1. O3HaKOMbTECH C HaCTpOKaMu ayTeHTHUpuKauu B Bameit C33/1-
cucreme. Onpenennure, NOJAEPKUBAET JIU OHA MHOTO(AKTOPHYIO
ayreHTHU(uKauuto. Eciu 1a — BKIIIOUNTE COOTBETCTBYIOLUI PEHKHUM.

3ananue 2. Hactpoiite AByX(hakTOpHYIO ayTeHTU(UKALIMIO JIJIs TTOIh30BaTEs,
N00aBUB K CTaHAAPTHOMY IapOJIIO OAHOPA3OBBIN KO/, IIOJIy4aeMblil 4yepes
MOOMJIBHOE IPUIIOKEHHE. BBIMOIHUTE BXO B CUCTEMY U 3a(DUKCUPYHTE ITAIbI
MIPOBEPKHU.

3aganue 3. YCTaHOBUTE U HacCTpOUTE Mpuioxkenue aig reaepaunn OTP
(manpumep, Google Authenticator miu Authy). Cspkute ero ¢ y4€THOM 3aMUChIO B
C33/1 u npoTeCTUPYUTE T€HEPALIMIO U BBOJI OJTHOPA30BBIX KOJOB.

3ananue 4. HactpoiiTe pe3epBHBIE clIOCOOBI ayTEeHTU(PHUKALMU HA CIIy4yaill yTepu
BTOpOro (pakTopa (Hampumep, pe3epBHbIE KOJbI, JOMOJIHUTENbHbIN e-mail uinu
aJIMUHUCTPATUBHBINA cOPOC).

3ananue 5. Jlo6aBpTe anmapatHbid TOKeH (Hanpumep, U2F-kito4) B KadecTBe
BTOpOro (paktopa. Hactpotite ero padbory ¢ C33]1 u mpoBephTe YCIEUTHOCTh
BXO0Ja c ucnosb3zoBanrem USB-ycTpoiicTBa.

3ananue 6. OTKIIOYUTE BTOPOH (DAKTOP U MOMBITANTECH BBIMOIHUTH BXOJ —
3apukcupyiiTe, Kakue yBeJJOMJICHHUS U OIIMOKH BBIBOAATCA. Y O€IUTECH, YTO BXO[
HEBO3MOKEH 0e3 BToporo (akropa.

3aganue 7. M3yunte *KypHall COOBITHIL: KaKKE 3alTUCH OCTABIIIET CUCTEMA MPHU
yaauHol u HeynauHoii MFA-aytentudukanuu. 3agukcupyiite neicTaus,
oToOpaxkaroluecs B Jorax.

3ananue 8. Hactpoiite TpedoBannss MFA TOIbKO J71s1 OT/ACIBHBIX POJICH UITH
rpyMni mojib30BaTeliel (HampuMep, aiIMUHUCTpaTopoB). [IpoBephTe, Kak cucTtemMa
MIPUMEHSIET TIOJINTHKY U30UpaTEIIbHO.



3anmanue 9. [IpoBenuTe TecT Ha y00cTBO HcTonb3oBaHust MFA: usmepbTe Bpems,
HE0OX0MMOE TS BXOJ[a B CUCTEMY C aKTHBUPOBAHHOW JBYX(aKTOPHOU
ayTeHTH(UKAIUEH, U OIICHUTE BO3MOKHBIE 3aJICPIKKH.

3ananue 10. [Ipoananuzupyiirte 1enecoo0pa3HOCTb MPUMEHEHUSI pa3InYHbIX
Meto0B MFA B ycnoBusix Baiieit opranuzaiuu. [lonroroBbTe kparkoe
MIPEIOKEHUE 110 UX BHEIPEHUIO C YUETOM PUCKOB U HHDPACTPYKTYPHI.
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Pa3paboTka MapumipyToB COrJIACOBAHMS M MOANMMUCH TOKYMEHTOB. JKU3HEHHbIH
HHMKJ JOKYMEHTA B 3aAIIUIIEHHBIX CHCTEMAX

Hean:

N3yuuTh TPUHIMIIBI TOCTPOSHUS MAPIIPYTOB COTJIACOBAHMSI M TTOITUCAHUS
JOKyMEHTOB B CHCTEMaX 3alUIIEHHOTO MIEKTPOHHOTO JOKYMEHTO000pOoTa
(C32]1), ocBOMTH METO/IbI MOJICIUPOBAHMS )KU3HEHHOTO IIUKJIA IOKYMEHTA B
COOTBETCTBHH C MOJUTHKAMU O€30MTaCHOCTH M BHYTPEHHUMH peTiaMeHTaMU
OpraHU3aIlnH.

Teopernveckast yacTb

’Kuznennsiii nuki fokymeHnTa B C33/] oxBaThIBaeT BECh IyTh OT €r0 CO3JaHUS U
pEerucTpanum 10 apxXuBUPOBaHUs WM yaaneHusd. Ha kaxxaom stare ;kM3HEHHOT O
[MKJIA K JOKYMEHTY PEAbSABISIOTCS pa3InuHbIe TPEOOBaHUS 10 OE30MACHOCTH,
JIOCTYITy, KOHTPOJIFO U3MEHEHUHN U IOPUINYECKON 3HAYMMOCTH. OJTHUM U3
KJIFOUEBBIX MPOLECCOB SBJSETCS COTJIACOBAHUE U MOJIMCAHUE, KOTOPbIE TPEOYIOT
CTPOTOM perilaMEeHTallMU U TEXHUYECKOU peaIn3aiiu.

MapuipyTbl COTJIACOBaHUS OIUCHIBAIOT NIOCIEA0BATEIBHOCTD IEUCTBUM, KOTOPYIO
JIOKYMEHT JIOJKEH MPOWTH, BKIIFOYAs 3TAllbl PACCMOTPEHUS, YTBEPKICHUS U
MOAMUCAHMS. DTH MapIIPYThl MOTYT OBITh JIMHEWHBIMU (TIO OYEepPEe/N) HIIN
napauiesibHbIMU (OJJTHOBPEMEHHO HECKOJIBKUMHU JIMIaMH). B 3a1uniéHHbIx
CHUCTEMAaXx JAaHHBIN MPOLIECC COMPOBOKIACTCA MEXaHU3MAMU PETUCTPALINH,
HaJI0XKEHUS AJIEKTPOHHOM MOAMUCH, KOHTPOJIEM CPOKOB U COOJIFOJICHUEM TPaB
JOCTyTa.

[Toanucanue TOKyMEHTa OCYIIECTBISETCS C MPUMEHEHUEM KBATM(DUIIMPOBAHHOMN
anextpoHHo# noanucu (KOII), npocroii I11 nnm ycuiieHHo
HEKBATH(PUITUPOBAHHOMN, B 3aBUCUMOCTH OT TPeOOBaHUMN K FOPUINUECKON
3HAYMMOCTH. BakHO, 4TOOBI Ka)KIBIM 3Tan ObLT 3aIIUIIEH OT
HECAaHKIIMOHUPOBAHHBIX U3MEHEHUH, a HHPOPMAITUS O POXOKICHUHU TOKYMEHTA
HAaJIE)KHO COXPAHIACh B CUCTEME.

['paMOTHO HacTpOEHHBIE MAPIIPYTHI COTJIACOBAHUS TTO3BOJISIIOT COKPATUTh BPEMS
000pOTa JOKYMEHTOB, IMTOBBICUTH MPO3PAYHOCTh MPOIIECCOB U 0OECIICUUTD
HEO0OXOIMMBIN YPOBEHb 0€30MaCHOCTH U KOHTPOJISL.



BOl'[pOCbI H 3a1aHUA, BBIHOCUMbIC HA 06cy)Kz1eHne

Urto npeacTaBiisieT cOO0M AKU3HEHHBIN ITUKII 3JIEKTPOHHOTO IOKYMEHTA?

Kakue stansl BXOIST B »KU3HEHHBIN 1TUKII B C33/1?

Yewm oTiiMyaeTcs JIMHENHBIN MapIIPyT COTJIACOBAHUS OT NapaJUIEIbHOIO?

Kakune prcku BOZHMKAIOT ITPU HEMTPABWIIBHOW HACTPOWKE MapUIPYTOB

COrJIacOBaHMS?

5. Kakue BuJibl 371€KTPOHHOM noAanucu npuMenstoTca B C33/] 1 B kakux

ciyvasx?

Kak ocymiecTBisieTcst KOHTPOJIb BBINIOJHEHHS 3TAllOB Mapuipyrta?

Kak xpansiTcs MeTagaHHble O coryiacoBanuu u noganucu B C32/1?

8. Kakum 06pazom oOecrieunBaeTcs IOpUANYECKas 3HAYMMOCTD MOMTUCAHHOTO
JIOKYMEHTA?

9. YTo nponucxXoauT C JOKYMEHTOM IIOCJIE 3aBEPILICHUS BCEX ITANIOB
Mapuipyrta?

10.Kak M0>kHO ajanTUpoBaTh MapUIPYThl K Pa3HbIM TUIIAM JOKYMEHTOB U

possim?

i

= o

IIpakTHyeckue 3a1aHus

3ananue 1. Co3naiiTe HOBBINM A0JIOH JOKYMeHTa B Bamie C33/] u ykaxxure ero
KaTeroputo (Hampumep, 10roBop, MpUKa3, CIIy>KeOHast 3aM1ucKa).

3ananue 2. CMoAenUpyiTe MapuIpyT COTIacOBaHUs: J00OABbTE HECKOJIBKUX
YYaCTHUKOB, YKAXKUTE MOCIEA0BATEIbHOCTh TPOXOKIAEHUS TOKYMEHTA,
BO3MOKHOCTh MapaJIEIbHOIO PACCMOTPEHHUSI U YCIIOBUS MIEPEXO0a MEXKITY
JTanamu.

3aganue 3. HacTpoiiTe TOUKM HAJIOKEHHS SJIEKTPOHHOM MOJNKUCH Ha PA3IUYHBIX
sTanax Mapupyra. Onpenenure, KTO TOJDKEH MOANKMCHIBATH JOKYMEHT U B KAKOM
HOPsAKE.

3ananue 4. [IpoBenuTe TECTOBOE COTNIACOBAHUE: CO3JANTE IK3EMIULSIP JOKYMEHTA,
3aIyCTUTE IPOLECC MapIIPyTU3aLUU, TPOBEPHTE OTOOPAKEHUE CTATYCOB U
JIEUCTBUM MOJIL30BaTEIICH.

3aganue 5. HacTpoiite yBeJOMIICHHS U KOHTPOJIb CPOKOB UCIIOJIHEHUS: 3aaiTe
MpeAEIbHBIE CPOKH Ha KAXKJIOM ATalle, HACTPONUTE HAIIOMUHAHUS U
ABTOMATHYECKYIO ACKaNaIUIO MPU MPOCPOUKE.

3ananue 6. M3yunre xypHaJI COTJIaCOBaHUs U MOANMCH: HAWJIUTE U
[IPOAHAIU3UPYUTE BCE IAECUCTBUS, IPOU3BEAEHHBIE HAZl JOKYMEHTOM B XOJI€
MapuIpyTa.



3aganue 7. BkirounTe npoBepKy NOAJIMHHOCTH HOJAMKUCEN U LIETOCTHOCTH
COJIEP>KMMOT0 Ha 3aKITIOYUTEIHFHOM dTare MapupyTa. Y 0eIUTeCh, 4TO MOCTe
MOAMUCAHUS TOKYMEHT HEIb3sl UBMEHUTH 0€3 MOTepPHU IOPUINUECKON 3HAUUMOCTH.

3ananue 8. HacTpoiiTe abTepHaTUBHBIN MaplIpyT (BApUATUBHYIO JIOTUKY) Ha
cllydail BO3BpaTa JOKyMEHTa WM 0TKa3a B coriacoBaHuu. [Iporectupyiite
BO3BpaT Ha MPEbIAYIINE ITAlbL.

3ananue 9. Peanusyiite pasrpaHu4eHHe MPaB JOCTYIA K TOKYMEHTY Ha KaXI0M
JTare Mapupyra. Y 0equTech, 4TO TOJIbKO HaA3HAYEHHBIE [10JIB30BATEIN MOTYT
MPOCMATPUBATH U U3MEHSATH JOKYMEHT.

3ananue 10. [IpoBeaute ananus 3pPeKTUBHOCTUA CO3JaHHOTO MapIIPyTa:
OTIPEJICIIUTE KOJMYECTBO ITAIOB, O0IIEe BPEMSs COTIIaCOBaHUS, KOJIMYECTBO
y4acTHUKOB. [10AroTOBBTE NMpEII0KEHUE IO ONTUMHU3ALMY ITpoLiecca.
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Co3nanme pe3epBHOM KONUM 3AMIUIIEHHOTO APXUBA JOKYMEHTOB.
Opranmn3zanus apXuBHOI0 XpPAHEHUS U BOCCTAHOBJICHHUS

Hean

N3yuuTh METOIBI CO3IaHMS PE3EPBHBIX KOMUH 3alTUIIIEHHBIX apXHUBOB
AJIEKTPOHHBIX IOKYMEHTOB, OCBOUTH MTPUHITUITBEI OPTaHU3AIIUN apXHUBHOTO
XpaHEHUS U MPOIICTYPhI BOCCTAHOBJICHHS MHGOPMAIIMH B CHCTEMaX 3aIUIIEHHOTO
AIIEKTPOHHOTO JOoKyMeHToobopoTa (C32/1).

TeopeTnveckast yacTb

Pe3epBHOE KONMMPOBAaHUE U APXUBHOE XPAHEHUE SABJISIFOTCS KIIFOUEBBIMU
AJIIEMEHTAMH 00ECIIEYeHHS LIEJIOCTHOCTH U JOCTYITHOCTH 3JIEKTPOHHBIX
JIOKYMEHTOB B KopniopatuBHoU cpeze. B C33/] pe3epBHbIE KOIIMU CO3JAIOTCS C
y4€TOM TpeOOBaHU O€30MaCHOCTH, BKJIIOYask U(PPOBAHUE TAHHBIX, KOHTPOJIb
LEJIOCTHOCTH M pa3rpaHUYEHHUE OCTYyNa K apXUBAM.

Opranuzanust apXUBHOT'O XpaHEHUs MPEyCMATPUBAET CTPYKTYPUPOBAHUE
JIOKYMEHTOB 110 KaTeTOPUSM U CPOKaM XPaHEHUS, UCIIOJIb30BAHUE
CHEIUATN3UPOBAHHBIX ()OPMATOB U CUCTEM JUISI ITTUTEIIHHOTO XPAHEHUS C
BO3MOKHOCTBIO OBICTPOU M HaJIEKHOW BHIOOPKHU. BaXKHBIM aCTIEKTOM SIBISICTCS
BO3MOKHOCTh BOCCTAHOBJICHHUS MH(OpPMAITUHU TIOCTIe COOEB, MOBPEKACHUHN HITH
CIIy4ailHOr0 yJaJeHHUsl, 4TO 00ECeYMBAET HENPEPHIBHOCTh OU3HEC-TIPOLIECCOB U
IOPUANYECKYIO 3HAYUMOCTD JJOKYMEHTOB.

Metoabl pe3epBHOI0 KOIIMPOBAHUS BKJIIOYAKOT IIOJIHOE, UHKPEMEHTHOE U
muddepeHnnanbHoe KOMUPOBAHKUE, KX IbII U3 KOTOPBIX MPUMEHSETCS B
3aBUCUMOCTH OT 00BEMOB JJAHHBIX U TPeOOBAaHUN K BPEMEHH BOCCTAHOBIICHUS.



Oco06o0e BHUMaHHE yIeIsIeTcsl 00eCIIeUeHUI0 0€30IMacCHOCTH KOIUMA, YTOOBI
NPEIOTBPATUTH HECAHKITMOHUPOBAHHBIHN JIOCTYI M YTEUKY WH(OPMAIIUH.

BOHPOCBI H 3a1laHUsd, BbBIHOCUMbIC Ha 06cym11elme

1. Yro Takoe pe3epBHOE KOMMPOBAHNUE U APXUBHOE XPAHEHHUE B KOHTEKCTE
C351?

2. KaxoBbl OCHOBHBIE TUIIBI PE3EPBHOTO KOIMMPOBAHUSA U UX OCOOCHHOCTH?

3. Kakue TpeboBanus 6€30macHOCTH HEOOXOIUMO YUUTHIBATh MPU CO3/IaHUHU
pEe3epBHBIX KON ?

4. Kak cTpyKTypuUpOBaTh apXuB ISl y100CTBa MOMCKA U yIIPaBICHUS
JOKyMeHTamu?

5. Kaxue meronabl oOecrieueHus: HEI0CTHOCTU U MOJJIMHHOCTH apXUBHBIX

JTAHHBIX CYLIECTBYIOT?

Kak oprann3oBats Ipolecc BOCCTAaHOBIIEHUS JOKYMEHTOB U3 apXuBa?

Kaxkue pucku CBA3aHbI ¢ HENIPAaBUIBHOM OPraHU3aluel apXUBHOIO

XpaHeHus?

8. Kak obecrieunTh COOTBETCTBHE apXMBa 3aKOHOIATEIbHBIM U HOPMATUBHBIM
TpeOOBaHUSIM?

9. B ueM pa3zHHIIa MEXKTY PE3EPBHBIM KOITMPOBAHUEM U apXUBHBIM
XpaHeHueM?

10.Kak KOHTpOJIMPOBATH TOCTYIl K PE3EPBHBIM KOIHIM U apXUBaM?

~ o

IIpakTnyeckue 3ag1aHus

3ananue 1. O3nakoMbTech ¢ pyHkimonanom C33/] mo co3nanuio pe3epBHBIX
KOIIMI U HACTPOMTE MapameTp MOJHOIO PE3EPBHOTO KOMMMPOBAHUS apX1Ba
JIOKyMEHTOB.

3ananue 2. HacTpoiiTe MTHKPEMEHTHOE PE3EPBHOE KOMMUPOBAHUE JJIS €KETHEBHOTO
OOHOBJICHUS apXUBA.

3ananue 3. OpraHusyiTe CTPYKTYpY apXUBHOT'O XPaHEHUS C Pa3JeIeHHEM
JIOKYMEHTOB MO KaTEropusiM U CpOKaM XpaHEHUS.

3ananue 4. Hactpoiite mmdpoBaHue pe3epBHBIX KOMH J1JIs 3alUThI TaHHBIX OT
HECAaHKIIMOHUPOBAHHOTO AOCTYyIA.

3aganue 5. BBIOTHUTE TECTOBOE BOCCTAHOBJIEHNE HECKOJIBKUX JOKYMEHTOB U3
PE3EepPBHOM KOIUH, OLIEHUTE CKOPOCTh U KOPPEKTHOCTh BOCCTAHOBJICHHUS.

3aganue 6. HacTpoiite cucteMy yBEJOMIIEHUH O COCTOSSHUM PE3EPBHOTO
KOIHUPOBAHUS U JOCTYIIHOCTH apXUBA.

3aganue 7. Mccnenyiite )KxypHaibl CO31aHUSI U BOCCTAHOBJICHUSI PE3EPBHBIX KOIIHIA,
MIPOAHATTU3UPYITE 3aMUCH U BBISIBUTE BO3MOYKHBIE OIITHOKH.

3aganue 8. [IpoBepbTe pean3aluio pa3rpaHUYeHUs JOCTyNa K apXUBHBIM KOMUSIM
CpellN pa3JIMYHBIX POJIEH MOJIb30BATEIIEH.

3amanue 9. Onpenenute U 3aJ0KyMEHTHPYUTE NPOLENYPY PETYJISPHON MPOBEPKU
LIETTIOCTHOCTH PE3EPBHBIX KOIHM.

3ananue 10. [ToaroroBeTe KpaTKUM OTUET C PEKOMEHAALMSAMM 10 YIyUYILIEHHUIO
MOJIMTUKU PE3EPBHOTO KOMMMPOBAHUS U apXUBHOT'O XPAHEHHS B OpTraHU3allUH.
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Ounenka ysI3BUMOCTei B CCTeMe 3alIUIIEHHOT0 JOKYMEHT0000poTa. YTpo3bl
0e3onacHocTu B C33/] 1 MeToAbI UX HeliTpaJIu3auum

Hean

M3y4uTh OCHOBHBIE YA3BUMOCTH B CUCTEMAaX 3aIIUIIEHHOIO JIEKTPOHHOTO
nokyMeHToobopota (C33/1), BHISIBUTH MOTEHIIMAIBHBIE YTPO3bl 0€30MaCHOCTH U
OCBOUTH METOJIbl UX OOHAPY>KEHUS U HEUTpaIU3aluu.

TeopeTnveckast yacTb

CucreMsl 3alIMIIEHHOTO 3JIEKTPOHHOTO JIOKYMEHTO000pOTa IPEIHAZHAYEHBI JUIS
0e301acHOro XpaHeHus, 00pabOTKHU U Mepeaayu EKTPOHHBIX JOKYMEHTOB B
KopriopaTuBHOU cpene. OqHako, Kak U Jt00ble MHPOPMAITMOHHBIE CUCTEMBI, OHU
MOJIBEPKEHBI PANly YA3BUMOCTEH, KOTOPhIE MOT'YT OBITh UCIIOJIb30BaHbI
3JI0YMBIIIUICHHUKAMU U1 HAPYIIEHUsI KOHPUACHIIUAIbHOCTH, IETOCTHOCTH U
JOCTYITHOCTH MH(GOPMALIIH.

OCHOBHBIE THIIBI YSI3BUMOCTEN BKIIFOUAOT HEJJOCTATKH B HACTPOMKAX MpaB
JIOCTYTIA, CIa0ble METO/IbI Ay TEHTU(UKAIINY, YI3BUMOCTH B TPOrPAMMHOM
o0ecCIieueHn , a TaK)Ke HEIOCTATKU B 3aIIMTE KAaHAJIOB Mepeaadn JaHHBIX.
BaxHBIM acTIEeKTOM SIBIIIETCS aHATIN3 APXUTEKTYPhl CUCTEMBI, UIACHTU(DUKAITIS
TOYEK MOTEHIIMATbHOTO MTPOHUKHOBEHUS U OLICHKA PUCKOB.

Jyis HeHTpanu3aluu yrpo3 MPUMEHSIOTCSI KOMITJIEKCHBIE MEPhI: BHEJIPESHUE
MHOTO(aKTOPHOW ayTeHTH(DHUKAINH, NCIIOJIF30BaHNE COBPEMEHHBIX CPEJICTB
Kpunrorpaduyueckoi 3aiuThl, peryasipHoe 0OHOBIICHHUE TPOTPAMMHOTO
oOecrieueHus1, HACTPOMKa CUCTEM MOHUTOPHHTA U ay/IUTa, a TaKKe 00y4YeHHE
MOJIb30BaTENIeH 0€30MaCHBIM MPAKTUKAM PA0OTHI C TOKYMEHTAMHU.

Oco0oe BHUMaHHE YAENIETCs OLUEHKE YA3BUMOCTEN C MOMOUIBIO
aBTOMATU3UPOBAHHBIX U PYYHBIX HHCTPYMEHTOB TECTUPOBAHUS O€30MaCHOCTH,
TaKMX KaK CKaHEphl YSA3BUMOCTEN U METO/Ibl STUYHOTO B3JIoMa (penetration
testing). Ha ocHoBanuu ananu3a GopMHUpPYIOTCS pEKOMEH 1AM IO YCUIICHUTO
3aIIHUTHI U CHUKEHUIO PUCKOB.

BOHpOC])I H 3alaHUsl, BbIHOCUMbIC Ha Oﬁcymeﬂne

1. Kakue oCHOBHBIE YSI3BUMOCTH XapaKTEPHBI JJIsI CUCTEM 3alUIIEHHOTO
AIIEKTPOHHOTO JOKYMEHTO0O0poTa?

2. Kakue Buabl yrpo3 6e3omacHoctu cymectBytoT 1ist C33/1?

B dem 3akiirouaeTcsi mpouece OleHKH ysI3BUMOCTEN?

4. Kakue MeTOoJibl 1 THCTPYMEHTBI HCTIOJIb3YIOTCS 1151 BHISIBJICHUS
yS3BUMOCTE?

W



hd

KakoBBI OCHOBHBIE MEpHI 3alIUTHI OT yrpo3 6e3onacHoctu B C32]1?

[Touemy Ba>KHO pETyJIIPHO MPOBOAUTH aAyTUT O€30MACHOCTH CUCTEMBI?

7. Kakyto poiib urpaet o0yueHue nojap30BaTeseii B 00ecneyeHuu
oe3onmacaoctu C33/1?

8. Kaxue yrpo3sl cBsI3aHBI C HEJIOCTATOYHOH 3alTUTON KaHAIOB MepeIavn
JAHHBIX?

9. B deMm oTiimure MpOoPMIAKTUIECKUX M PEAKTHUBHBIX MEP 3aIUTHI?

10.Kaxk oneruBath 3(h(peKTUBHOCTH BHEJIPEHHBIX MEP 1O HEHTpaIU3aIluN

yrpo3?

a

IIpakTnyeckue 3a1aHus

3ananue 1. [IpoBeaute ananus ys3BUMocTel cyuiectByromei cuctembl C33/] ¢
MCIIOJIb30BAaHUEM BCTPOCHHBIX CPEJICTB ay/AUTA U BHEIIHUX CKAaHEPOB
0€30MacHOCTH.

3ananue 2. Unentuguuupyite nOTEHIIMAIbHBIE YTPO3bl, UCXOI U3 PE3YJIbTAaTOB
aHanu3a, U KI1acCUPUUUPYNUTE UX MO YPOBHIO PUCKA.

3ananue 3. Hactpoiite MHOrodakropHyto ayrentudukanuto B C33]] s
MOBBIIICHUS YPOBHs 0€30MMaCHOCTH MOJIb30BATEIIEH.

3ananue 4. [IpousBeanTe ayuT HACTPOEK pa3rpaHUYCHUs IOCTYIA U YCTPAHUTE
BBISIBJICHHBIE HEJIOCTATKH.

3ananue 5. HactpoiiTe u mpoBepsTe pabOTy CUCTEM MOHUTOPUHTA U
YKYpHAJUPOBAHUS COOBITHI 0€30MacHOCTH.

3ananue 6. Mcnonb3ys METObI TECTUPOBAHUS HA IPOHUKHOBEHHE, OLIEHUTE
3alMIIEHHOCTh KaHalla nepeaayu ganueix BHyTpu C33/1.

3ananue 7. PazpaboraiiTe peKOMEHJauu M0 YIYUIICHUIO 3aIUThl CHCTEMbI Ha
OCHOBE IIPOBEAEHHOTO AHAJIN3A YSI3BUMOCTEN.

3aganue 8. Opranu3zyiiTe 00y4arollyto CECCUIO JIJis MOJIb30BaTeNeil 0 OCHOBaM
UH(OPMAIMOHHON 6€30MaCHOCTH U 0€301acHOM padoTe C TOKYMEHTaMHU.
3ananue 9. [loaroroBbTe OTYET O MPOBEAEHHBIX MEPONPUATUSIX MO OLIEHKE U
HEUTpaJIU3alii Yrpo3 C OMMCAHUEM BBISIBIIEHHBIX MTPOOJIEM U CIIOCOOOB MX
pEIlICHHUS.

3ananue 10. PazpaboTtaiiTe man peryiasipHoro ayauTa 0€30MacHOCTH U
OOHOBJICHUS 3alIUTHBIX MEP JJIs TTOIJIEP KaHus BEICOKOTO YpoBHS 3amuThl C33 /1.
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TecTtupoBanme cueHapueB 0TKa3a U BoccranoBjieHust C39/1. Obecneyenune
O0TKa30yCTOMYHMBOCTH U Oecniepe0oHON padoThl

Hean
N3yunth METOIBI U TEXHOJIOTUY TECTUPOBAHHMS CIIEHAPHEB OTKa3a U
BOCCTAHOBJICHHS B CHCTEMax 3allUIIEHHOTO 3JIEKTPOHHOT'O JIOKYMEHTO000pOTa



(C32]1), a Takke OCBOMTH MPHUHITUIIEI 00ECTICUCHHUS 0TKa30yCTOMYHNBOCTH H
6ecriepe0oiHOTO (PYHKITMOHUPOBAHUS TAKMX CUCTEM.

Teopernyeckast yacTb

CoBpeMeHHbIE CUCTEMBI 3AIUIIEHHOTO 3JIEKTPOHHOTO JIOKYMEHTO000POTa UTPAIOT
KPUTUYECKYIO POJIb B 00€CTICUeHUH JIEATEIbHOCTH OpraHu3alui, IO3TOMY
HEMPEPHIBHOCTH UX PA0OTHI SBJSETCS MPUOPUTETHOM 3aaueii. OTKa3bl, cCOOM WK
MOTEePU JAHHBIX MOTYT IIPUBECTH K 3HAYUTEIHHBIM (PUHAHCOBBIM U
pEeNyTaIMOHHBIM YObITKaM. JJiT MUHUMHU3alIUU TTOJ00HBIX PUCKOB IPUMEHSIOTCS
KOMIIJIEKCHBIE MEPHI TT0 00ECTIEYCHUIO OTKA30yCTOMYHNBOCTH U Oecriepe0oitHOCTH
paboTHI.

OTKa30yCTOMYHUBOCTb — 3TO CIIOCOOHOCTh CUCTEMBI COXPAHSITh
paboTOCIOCOOHOCTH MPY BOBHUKHOBEHUH OIIHUOOK, COOEB 000pYy10BaHMS,
IPOrPaMMHBIX OLIMOOK UM BHEIIHUX BO3/AeHCTBUM. KiltoueBbIMU 351eMEeHTaMU
OTKa30yCTOWYMBOCTH SIBJISIFOTCS PE3EPBUPOBAHUE PECYPCOB, 1yOIMpoBaHHUE
KPUTHUUYECKUX KOMIIOHEHTOB U aBTOMAaTHUYECKOE MEPEKII0YEHNE HA PE3EPBHBIE
y3Jbl IPU OTKa3€ OCHOBHBIX.

BoccranoBieHune nocie oTkasa mojapasyMeBaeT ObICTPOE BO3BPAILLIEHUE CUCTEMBI B
pabouee COCTOSIHME C MUHUMAJIbHBIMU MOTEPSMU JTAHHBIX U BPEMEHU MTPOCTOS.
Jl71s1 TOTO UCTIONB3YIOT MPOLIETYPhl PE3EPBHOTO KOMMMPOBAHUS U BOCCTAHOBJICHMUS,
BOCCTAHOBJICHHUE JJAHHBIX U3 aPXUBOB, a TAK)KE TECTUPOBAHHUE CIIEHAPUEB OTKA3a,
YTOOBI MPOBEPUTH KOPPEKTHOCTH U 3P(HEKTUBHOCTH TIIAHOB BOCCTAHOBJICHUSI.

TecTupoBaHue cLieHapUEB OTKa3a BKIOYAET MOJICTUPOBAHUE PA3INYHBIX
cuTyanuii cOoeB: 0TKa3 000pyI0BaHNUs, TIOTEPSI COEAUHEHUS, HapyIlIEHUE
LEJIOCTHOCTH JIAHHBIX, OLIMOKM TPOrPAMMHOTr0 00ECIIEYeHHs U IeUCTBUS
37I0YMBIIUIEHHUKOB. [Ipu 3TOM ouieHnBaetcs cnocooHocth C33 /1 pearupoBath Ha
WHIUJEHTBI, KOPPEKTHO MEPEKIII0YaThCS Ha PE3EPBHBIE MEXAHU3MBI U
o0ecreynBaTh JOCTYIHOCTh TaHHBIX.

PerynspHoe nmpoBeeHre TaKUX TECTOB MO3BOJISIET BBISIBUTH C1abble MecTa B
CHUCTEME, ITOJTOTOBUTH IIEPCOHAN K ACHCTBHAM B KPU3UCHBIX CUTYAIUIX U
paspaboTath 3D PEKTUBHBIC TJIaHbI ABAPUIHOT'O0 BOCCTAHOBJICHUS. BaxkHbIM
ACTIEKTOM SIBIISIETCS IOKYMEHTUPOBAHHE BCEX MPOIIEAYP U PE3YIHTATOB
TECTUPOBAHUS, YTO 0OECIIEYNBACT IPO3PAYHOCTH M TOTOBHOCTH OPTaHU3AINH K
MOTCHIINAIbHBIM HHITUACHTAM.

s obecnieuenus 6ecriepe0oitHoi pabOTh TPUMEHSIOTCS TEXHOJIOTUH
KJIaCTepHU3aliy, OAIaHCUPOBKH HATPY3KHU, TOPSYETO PE3CPBUPOBAHUS U
HEMPEPHIBHOIO MOHUTOPUHTA COCTOSHUS CUCTEMBI. DT PEIIEHUS MTO3BOJISIOT
MUHHAMH3UPOBATH BPEMsI IPOCTOSI © MAKCUMAJILHO OBICTPO pearupoBaTh Ha
BO3HHKAIOIIHE TTPOOIEMBI.

BOHPOCBI H 3alaHUsl, BBIHOCUMbIC Ha 06cym11elme



1. Yto noHMMaeTcs Mol 0TKa30yCTOMYHUBOCTHIO B CUCTEMAX 3AIIUILIEHHOTO
3JIEKTPOHHOTO TIOKYMEHTO000poTa?

2. Kakue ocHOBHBIE TPUUYMHBI 0TKa30B U cOoeB B C33]] cyiecTByrOT?

3. B 4em coCcTOUT mpouecc TECTUPOBAHUS CLIIEHAPUEB OTKa3a?

4. Kakue MeTOJIbl BOCCTAHOBJICHHUS CUCTEMBI TI0CJI€ OTKa3a MPUMEHSIIOTCS B
C35/17?

5. Kakyto posib urpatoT pe3epBupoBaHue U 1yOJIUpOBaHUE B 00€CTICUCHU N
OTKa30yCTOMYUBOCTH?

6. Iloyemy BaskHO IPOBOJUTH PETYIISIPHOE TECTUPOBAHUE AaBAPUMHBIX
CLICHapHueB?

7. Kakue TeXHOJIOTHUH MO3BOJIAIOT 00eCTIeYnTh OecriepeOoiHy 0 paboTy cucTeM
JTIOKyMEHTO00opoTa?

8. Kaxk nokymeHTHpOBaHUE U aHATN3 PE3YJIbTATOB TECTUPOBAHUS BIUSIOT Ha
MOBBIIIICHUE 0€30TTaCHOCTH?

9. Kak opranmnsosats B3anmojencteue U T-nepconana npu MHIMAEHTAX
cboeB?

10.Kakue pekoMeH1anum MOKHO J1aTh MO YIYUYIIEHUIO YCTOMYUBOCTH U
BocctaHoBieHuss C33/1?

IIpakTnyeckue 3ag1aHus

3aganue 1. O3HaKOMbTECH C APXUTEKTYpol ucnoaszyemont C33/] u onpeaenure
KITFOUEBBIE KOMITOHEHTBI, TPEOYIOIINEe Pe3epBUPOBAHUS I 00ECTICUCHUS
OTKa30yCTOMYUBOCTH.

3ananue 2. CocTaBbTE CIUCOK MOTEHIIMAIBHBIX CLIEHAPUEB OTKA3a, KOTOPHIE MOTYT
MOBJHUATHh Ha pa0OTy CUCTEMBI B Balllel OpraHu3aiuu.

3ananue 3. [IpoBeauTe MoaeIMPOBAHUE OJTHOTO U3 CIIEHAPUEB OTKa3a (Hapumep,
OTKJIFOUEHHE CepBepa WM MOTEPsI CETEBOTO COCIUHEHHUS ) U 3aPUKCUPYITE
PEaKIHIO CUCTEMBI.

3ananue 4. BeimosiHuTe BoccTaHoBlIeHHE paboTocniocooHoctu C33/]] mocie
0TKa3a, UCIOJIb3YsI UMEIOUIUECS PE3EPBHBIC KOMMH U CPEACTBA BOCCTAHOBIICHHUS.
3ananue 5. HacTpoiiTe aBTOMaTH4YECKOE MEPEKIIIOUEHNE Ha PE3EPBHBIE PECYPCHI B
paMKax TECTOBOT'O CLIEHApHUsI OTKa3a.

3ananue 6. [IpoBenure ananu3 3 HEKTUBHOCTH TEKYIIHUX TUIAHOB PE3EPBHOTO
KOIMMPOBAHUS U BOCCTAHOBIICHHUS, IPEIJIOKUTE YITYUIIEHUS.

3aganue 7. Oprann3yiTe MOHUTOPUHT COCTOSIHUSI CUCTEMBI C UCTIOJIb30BaHUEM
JIOCTYIHBIX UHCTPYMEHTOB JIJI1 CBOEBPEMEHHOIO BBISIBIICHUS COOEB.

3ananue 8. IloaroroBbTe NOAPOOHBINA OTUET O MPOBEAEHHOM TECTUPOBAHUH,
BKJTIOUAIOIIHK ONMKMCaHUE CLIEHAPUs], BBISIBICHHbBIE TPOOJIEMbl U PEKOMEHIAINY 110
UX YCTPAHECHHUIO.

3ananue 9. Pazpaboraiite miaH o0y4yeHUs COTPYIHUKOB JEUCTBUSIM B Cllydae
BO3HUKHOBEHHS OTKa3a CUCTEMBI.

3ananue 10. Co3paiite TOKyMEHT, perIaMeHTUPYIOLIUN MTPOLIETypbl TECTUPOBAHUS
u BoccTaHoByienust C33 ] 1iist uCroJib30BaHUSI B OPraHU3AIIMOHHON MIPAKTHKE.
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Pa3padoTka moib30BaTebCKUX MOJUTHK 0€30IIACHOCTH JOKYMEHT0000poTA.
Poab mostuTHK 0€3011aCHOCTH M UX CTPYKTYpa

Heanb

HSY‘II/ITB HAa3HAYCHUC, CTPYKTYPY U COACPIKAHNEC IT0JIb30BATCIbCKUX ITOJIMTHK
0€30MacHOCTH B CUCTEMAX AJIEKTPOHHOTO JOKYMEHTOO00pOTa, a TAK’KE€ OCBOUTH
MPAaKTHYECKHUE HABBIKUA UX Pa3pabOTKU ¢ YUETOM crieliuPuKK OpraHu3aiuu.

Teoperuueckas yacThb

[TormuTrky 6€30MaCHOCTH SIBIISTFOTCST BRKHEHIITM 3JIEMEHTOM YTIPABIICHUS
nHGOPMAIIMOHHON 0€30MaCHOCTHIO B CHCTEMaX 3JIEKTPOHHOTO TOKYMEHTO000pOTa
(COM1). Onu popmanu3zyroT npasuia, TpeOOBaHUS U OTPAHUYCHUSI, HATIPABICHHBIE
Ha 3alUTy KOHPUACHITUATBHOCTH, IIETOCTHOCTH M IOCTYITHOCTH AJIEKTPOHHBIX
JIOKYMEHTOB | MpoI1ieccoB ux o0paboTku. [lomutuku cozmarorcs as o0ecrneyeHus
€IMHOTO TIOHUMAaHUS COTPYTHUKAMHU OPTaHU3AIMH HOPM TTOBEICHUS 1
TEXHHUUYECKUX Mep O€30MacHOCTH.

Ponb noauTuk 6€30MacHOCTH 3aKJIF0YAETCs B PErJIAMEHTAlUU [IPaB JOCTYIIa,
npoLeayp padoThl C TOKYMEHTaMHU, MEpP MO MPEA0TBPALIEHUIO
HECAaHKIIMOHUPOBAHHOTO JIOCTYyINa U yTe4eK MH(OpMAIH, a TAKXKE B ONPEACIICHUN
OTBETCTBEHHOCTH U CaHKIMH 3a HapyleHus. OHU 00ecreuynBalOT OCHOBY IS
ITOCTPOEHUS JOBEPEHHOM CPeIbl, MUHUMU3HUPYS PUCKH, CBA3aHHBIE C
YeJIOBEYECKUM (PAKTOPOM U TEXHUUECKUMU YSI3BUMOCTSIMHU.

CTpyKTypa MOJUTUKUA O€30MACHOCTH OOBIYHO BKIIIOUAET BBEACHUE, 1I€JIU U
00J1acTh MPUMEHEHHUS, OTIMCAHUE TIOHATUN U TEPMUHOB, OCHOBHBIE PUHITUIIBI U
TpeOOBaHMs, MPOLIETYPHI U IPaBHIIa pabOThI, paclpe/esieHue posel u
00s13aHHOCTEM, a TaK)KE MOPSIOK KOHTPOJIA U ayAUTA COOJIIOICHHS OJTUTHKH.
Kpome Toro, moinutTrka MOXeT COAEepKaTh pa3aeibl, HOCBSAIEHHbIE
UCIIOJIb30BAHUIO MapoJieil, paboTe ¢ 3MEKTPOHHBIMU MOAMUCIMU, IUPPOBAHHUIO,
apXMBHPOBAHUIO U YAAICHUIO TOKYMEHTOB.

[Tpu pa3zpaboTke NOIB30BATEIBCKUX MOJUTHK BaXKHO YUUTHIBATh CIIEHU(DUKY
NeSITeIbHOCTH OpraHU3aliuy, IPUMEHSIEMbIE TEXHOJIOTUYECKUE PELICHHUS,
HOpMaTHUBHBIE TPeOOBaHUS U CTaHAAPTHI Oe30nmacHOCTH. [loMUTHKY TOMTAKHBI OBITH
MOHATHBIMH JIJIS1 TIOJIb30BaTelNiel U 00ecreunBaTh 0ajgaHC MEXTy YI00CTBOM
paboOThl 1 HEOOXOUMBIM YPOBHEM 3aILUTHI.

[Tonutuku 6€30MaCHOCTU JOJIKHBI PErYJISIPHO MePEeCMaTPUBATHCA U OOHOBIISATHCS C
y4€TOM U3MEHEHUS! BHEITHUX U BHYTPEHHUX (PAKTOPOB, BKIIIOYAs MOSIBICHHE
HOBBIX YI'PO3, BHEJAPEHUE HOBBIX TEXHOJIOTUHA U U3MEHEHUE OPraHU3allMOHHOU

CTPYKTYPBI.

BOHpOC])I H 3a1aHUsl, BbIHOCUMbIC Ha oﬁcymeﬂne



1. KakoBa poJib 10JIb30BaTEIHCKUX TOJUTUK O€30MTaCHOCTH B CUCTEME
3JIEKTPOHHOTO TIOKYMEHTO000poTa?

2. Kakwue Ki1r04eBble KOMIIOHEHThI OOBIYHO BXOST B CTPYKTYPY MOJTUTUKHU
Oe3onacHocTH?

3. Tlouemy BakHO yUUTBIBATh CieIU(UKY OpraHU3aIMuU MIPU pa3paboTKe
MOJIUTUK 0€30MacHOCTH?

4. Kakue OCHOBHBIE LI€JIM MTPECIIeYIOT MOJUTUKHN 0€301MacHOCTH?

Kak nmoauTuku moMoraroT MUHUMHU3UPOBATh PUCKH, CBSI3aHHBIE C

YeJioBeYeCKUM (pakTopom?

6. Kaxkue paznensl MOTYT coliepKaTh MOJUTHKUA O€30MaCHOCTH, CBSI3aHHBIE C
paboToil C BNEKTPOHHBIMHU MOAMUCAMU U UG POBAHUEM?

7. B 4dem 3akiro4aeTcs OTBETCTBEHHOCTh ITOJIb30BaTENIEN U aIMUHUCTPATOPOB
10 COOJIIOJICHUIO TOJIUTHK Oe30MacHOCTH?

8. Kaxk obecrieunBaeTcst KOHTPOJIb U ayAUT BBITOJTHEHUS TIOJb30BATEIIbCKUX
MTOJUTUK?

9. Ilouemy HEOOXOIUMO PETYJIPHO OOHOBIISTH MOJUTUKHA O€30MTACHOCTH?

10.Kakue pekoMeHJauu MOKHO AaTh JJisl NOBBILIEHUS (P PEKTUBHOCTH
M0JIb30BAaTEILCKUX MOJUTUK B COJ[?

hd

IIpakTnyeckue 3ag1aHus

3ananue 1. M3yunrte npumMepsl Moib30BaTEIHCKUX MOTUTUK 0€30MaCHOCTH,
MIPUMEHSIEMBIX B PA3JIMYHBIX OPraHU3ALUSIX, U BBIJICTUTE UX OCHOBHBIE Pa3/IEIbl.
3amanue 2. Ha ocHOBe aHanm3a crienu(uKy Barieil opraHu3aly COCTaBbTE TUTaH
MOJIb30BATENILCKOM MOTUTUKHN 0€30MaCHOCTH ISl CUCTEMBI DJIEKTPOHHOTO
JIOKYMEHTO000pOTa.

3ananue 3. OnpenenuTe KIYEBbIe MpaBuiia U TpeOOBaHUs, KOTOPHIE JOJKHBI
OBITh BKJIFOUEHBI B MOJUTUKY JJIs 3aIIUTHI IOCTyNa K TOKYMEHTaM.

3ananue 4. PazpaboTtaiiTe pasien MOJIUTUKH, TOCBIIIEHHBIN UCIIOIH30BAHUIO
AIIEKTPOHHBIX MOJIUCEN U CPEJICTB KPUTITOTPAPUUIECKOM 3aIUTHI.

3ananue 5. OnuIMTe NOPSA0K MPOBEACHUS KOHTPOJIS U ayIuTa COOII0IeHUS
MOJINTUKHU OE€30MaCHOCTH.

3ananue 6. ChopmynupyiiTe peKOMEHIAIUH JJI1 COTPYIHUKOB MO COOIIOJICHUIO
MOJINTUKHU O€30MMACHOCTH U TIPEIOTBPAIICHUIO HAPYIIICHUH.

3aganue 7. Co3nmaiite oOpasel T0KyMEeHTa OJIMTHKHA 0€30IMaCHOCTH C YUYETOM BCeX
00s13aTEIIBHBIX DJIEMEHTOB CTPYKTYPBHI.

3ananue 8. [IpoBeauTe npe3eHTANIO Pa3paO0TaHHON MOTUTUKY I YCIOBHOMN
IPYIIIbI TOJIH30BATENIEH, ApTyMEHTUPYS BEIOPAHHBIC MOJOKEHUS.

3ananue 9. [lpennoxure npoieaypy peryiasipHOro nepecMoTpa U OOHOBIICHHS
MOJIb30BATEJIbCKUX MOJIMTUK B Balllel OpraHu3aliui.

3aganue 10. OpopmuTe UTOTOBBIN JOKYMEHT U MOJTOTOBHTE METOAUYECKUE
PEKOMEHJAIMU TI0 BHEAPEHUIO MOAUTUKU Oe3onacHocTH B CO/I.
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Hactpoiika 3JIeKTPOHHOI0 apXMBAa ¢ OTPAHUYEHHBIM J0CTYNIOM. XpPaHEeHHE U
3allMTA 3JIEKTPOHHBIX JOKYMEHTOB B J10JITOCPOYHOI NEpPCIeKTHBE

Heanb

OCBOHTH METO/IbI OPraHU3allM1 JICKTPOHHOI'O apXHBa C OrPaHUYCHHUEM JOCTYIIa,
U3yYUTh OCHOBHBIC TPEOOBAHUS K JIOJITOBPEMEHHOMY XPAHEHUIO M 3aIIUTES
SJIEKTPOHHBIX JOKYMEHTOB B CHCTEME 3aIUIIEHHOTO JICKTPOHHOTO
nokymeHToobopoTta (C33/1).

Teoperuveckast 4acThb

DJIEKTPOHHBINA APXHUB SBJISIETCS HEOTHEMIIEMOM YaCThIO COBPEMEHHBIX CUCTEM
AIEKTPOHHOTO JOKYMEHTO000pOTa, o0ecreunBas EHTPATIU30BAHHOE XpaHEHUE U
yIpaBieHue ToKyMeHTamMu B g poBom dopmate. OHON U3 KITFOYEBBIX 3a71a4
SABJISICTCS. OPTaHU3alMs OTPAHUYEHHOTO I0CTYMa K ApXUBHBIM JIAHHBIM, YTO
MO3BOJISCT 3alTUTUTh UHPOPMAITHIO OT HECAHKIIMOHUPOBAHHOTO TIPOCMOTPA,
W3MEHEHUS WIHN yIICHUS.

JIns HACTPOMKH 3JIEKTPOHHOTO apXUBA C OTPAHUYEHHBIM JIOCTYIIOM HPUMEHSIOTCS
MEXAaHU3MbI pa3rpaHUYCHUS MPAB MOJIb30BATENICH, OCHOBAHHBIE HA MPUHIUIIAX
MUHHUMAaJIbHBIX MPaB U HEOOXOAMMOCTH 3HATh. ITO MO3BOJISIET MPEOCTABIATh
JIOCTYT TOJILKO T€M COTPYAHUKAM WM MOAPa3ACICHUSIM, KOTOPhIM HH(GOpMAaIIUs
JEeWCTBUTEIBLHO HE0OX0uMa JIJIsl BHITIOTHEHHUS MPO(ECCUOHATBHBIX
obsi3anHOcTel. HacTpotika posneit u rpynn nojs3oBatesneit B C33]] mo3Bosiser
riuOKO yIpaBiIsITh MpaBaMH JOCTYyNa HA YPOBHE OTACIbHBIX JOKYMEHTOB, AMOK
WJIA KaTETOPHUU.

XpaHeHue IEKTPOHHBIX JOKYMEHTOB B JI0JITOCPOYHOI MEPCIEKTUBE TPEOyeT
COOII0IEHUS psiia TEXHUYECKUX U OPraHU3alMOHHBIX Mep. BaxkHbIM acrieKToM
ABJIAETCSI 0OECIIEYEHHE LIEIOCTHOCTH U MOJIMHHOCTH IOKYMEHTOB, YTO
JIOCTUTaeTCs ¢ TOMOILBIO HU(PPOBBIX MOANUCEN, KpUNTOTrpapUUECKUX CPEJCTB U
MEXaHU3MOB KOHTPOJIS Bepcuil. Kpome Toro, uCnonb3yroTcs criennaibHbIe
dbopmMaThbl XpaHeHHUs, MOJIEPKUBAIOIIME CTAHAAPTHl ApXUBUPOBAHUS U
COBMECTUMOCTH C BHEIIHUMHU CUCTEMAMH.

ObecrieueHre JOITOBPEMEHHOTO XPaHEHUS CBA3aHO TAKXKE C 3aJa4aMi MUTPALlUU
JAaHHBIX 1 OOHOBJIEHUS (POPMATOB, UTO MO3BOJSAET U30€KATh YTPAThl HHPOPMAIIH
M3-3a yCTapeBLIMX TEXHOJIOTHM. PeryispHoe co3ianne pe3epBHbIX KONUU U
OpraHu3anus HaJE€XHbIX CUCTEM BOCCTAHOBJICHHSI IaHHBIX 00ECIIEUHBAET
COXPaHHOCTh apXHBa JAKE B CIIydyae TEXHUUYECKUX COOEB MM aBapUIHBIX
CUTYyaLUi.

Hapsny ¢ TexHuueckuMu MepaMu, BaKHa U perjiaMeHTalus Opoueayp 10CTyIa,
COXpPaHEHHS U YHUUTOKEHHUS JIEKTPOHHBIX JOKYMEHTOB. 3aKOHOIaTENIbHbIE U
HOPMAaTHUBHBIC TPEOOBAHMSI K APXUBUPOBAHUIO IOKYMEHTOB PA3IMYAIOTCS B
3aBUCHUMOCTH OT C(pepbl AEATETbHOCTU U CTPAHBI, TO3TOMY MIPU OpTraHU3aALUN



AJIEKTPOHHOTO apXHBa HEOOXOIUMO YUUTHIBATH COOTBETCTBYIOIINE CTAHAAPTHI U
IpaBuia.

Takum oOpa3zom, ycrielHasi HaCTPOMKa 3JIEKTPOHHOTO apXuBa TpeOyeT
KOMILUIEKCHOT'O 10JIX0/1a, 00BbEAMHSIONIETO TEXHUIECKHUE CPEJICTBA 3aIUTHI,
OpraHu3allMOHHBIE MPOIIEAYPHI U TPABOBOE PEryJIUPOBAHUE.

BOl'[pOCI)I H 3a1aHUdA, BBIHOCUMbIC Ha oﬁcymeﬂne

1. Kakue OCHOBHBIE 3a/1a4l PELIAET MIEKTPOHHBIN ApXUB B CUCTEME
AJIEKTPOHHOTO JJOKYMEHTO000poTa?

2. Kakue MexaHU3MBbl UCIIOIb3YIOTCS JUIsl OTPAHUYEHHUS IOCTYIa K ApXUBHBIM
JIOKyMEHTam?

3. Tloyemy Ba)keH NPUHLUII MUHUMAJIBHBIX IIPAB IIPU pa3srpaHUYEHUN
JocTymna?

4. Kak obGecnieunBaercsi HEIOCTHOCTh U MOJIMHHOCTD 3JEKTPOHHBIX
JIOKYMEHTOB B apXuBe?

5. Kakwue popmatsl XpaHeHHs U CTAaHAAPTHI ApXUBUPOBAHUS TPUMEHSIOTCS B
JIONTOCPOYHOM XPaHEHUU IOKYMEHTOB?

6. B yem 3akmrouaercs 3aj1aya MATPALMN JAHHBIX IIPU JOJITOBPEMEHHOM
XpaHeHuu?

7. Kakue Mepsbl MO3BOJISIIOT 00ECIIEYUTh COXPAHHOCTh apXKBa B cllydae cO0eB U

aBapui?

Kak 3akoHOaTENBCTBO BIUAET HA OPraHU3AIUIO SJIEKTPOHHBIX apXUBOB?

9. Kakue npoueaypsl perjiaMeHTHPYIOT IOCTYIl M1 YHUUYTOKEHHE TOKYMEHTOB B
AIEKTPOHHOM apXuBe?

10.KaxoBa poJib pe3epBHOI0 KOMMPOBaHUS B 00ECIieueHnH 0€30MacCHOCTH
AIEKTPOHHOTO apXuBa?

*®

IMpakTnyeckue 3a1aHus

3aganue 1. [Ipoananu3upyiite CynecTBYIOMME METOIBI Pa3TPaHUYEHHUS 1O0CTYyNA K
AJIEKTPOHHOMY apXUBY B BbIOpaHHOi cucteme C33/1.

3aganue 2. HacTpoiite B cUCTEME POJIM U TPYNIIbI OJIb30BATENEH C Pa3INYHBIMU
YPOBHSIMH JIOCTYIIA K ADXUBHBIM IOKYMEHTAM.

3ananue 3. M3yunTe popmaThl XpaHEHUS 3JIEKTPOHHBIX JOKYMEHTOB,
HOJIZIepKUBAaEMbI€ B Ballleil cucTeMe, U OIUILINUTE UX OCOOCHHOCTH.

3ananue 4. Peanuzyiite nporeaypy uudpoBoit oAMUCH apXUBAITAOHHOTO
JIOKYMEHTA J1J1s1 00€CIICUEHHUs €ro MOTMHHOCTH.

3ananue 5. [IpoBenuTe TECTUPOBAHHE BOCCTAHOBJIEHUS JOKYMEHTOB U3 PE3EPBHOM
KOITMU apXHUBa.

3ananue 6. PazpaboraiitTe riiaH MUTpalMy JaHHBIX 3JIEKTPOHHOTO apXMBa Ha
HOBBIN (hopMat uiu miathopmy.

3ananue 7. [loAroTroBbT€ MHCTPYKIMIO M0 TOPSAJKY AOCTYIA K apXUBY IS
Pa3IUYHBIX KaTeropuil MoJIb30BaTENECH.

3ananue 8. Mccnenyiite HOpMaTUBHBIE TPeOOBAHUS K ApXUBUPOBAHUIO



JIOKyMEHTOB B BaIll€il OTPAC/IM U MOATOTOBLTE KPaTKUid 0030p.

3aganue 9. Opranu3zyiiTe Ipolecc peryasipHOro CO3/1aHusl pe3E€PBHBIX KOMUN
apXvBa U HACTPOWTE YBEJOMIICHHS O CTaTyCE PE3EPBUPOBAHUS.

3aganue 10. Onummre npouenypy yAaaeHus yCTapeBIINX JOKYMEHTOB U3
AJIIEKTPOHHOT'O apXKBa C Y4€TOM TpeOOBaHMI 0€30MMacCHOCTH U 3aKOHOAATENIbCTBA.

JlaGopaTopHnas padora 17

Hoakawvenne C3I3/1 k BHeNIHEMY yI0CTOBEPAONIEMY LEHTPY.
B3aumopeiicreue ¢ YII u ceprupukanus Kiro4eu

Hean

OcBoutb npouecc NOJKIIYEHUS CUCTEMBI 3aIUIIEHHOTO 3JIEKTPOHHOTO
nokyMeHToobopota (C33/1) k BHemHeMY yaocToBepstomemy 1neHTpy (YILI),
U3Y4YUTh 0COOEHHOCTH B3auMozeicTBus ¢ Y1 u nporeaypsl cepruduxaum
KIJIFOYEH.

Teopernyeckast yacTb

VY noctosepstomuii ieHTp (Y1) — 3TO cnenmanuznpoBaHHas OpraHu3aius,
KOTOpast 00CCIICUMBACT BBIITYCK, YIIPABJICHUE M MPOBEPKY HUPPOBBIX
cepTU(UKATOB KIIFOUEH JIEKTPOHHOM MOANMKUCH. B COBpEMEHHOM 3JIEKTPOHHOM
JIOKYMEHTO000pOTEe B3aUMO/IeHCTBUE C BHEIIHUM Y 1 siBIIsIeTCSE HEOOXO0IMMBIM
ATAIIOM JUIsl TAPAHTUPOBAHUS TTOJIMHHOCTH M FOPUINICCKON 3HAUMMOCTH
AJIEKTPOHHBIX TOKYMEHTOB.

[Tonkntouenne C33/] k BHemHEMY Y 1] mo3BOJIsIET HCIOJIB30BaTh BHETHUE
uHpacTpyKTyphl OTKpBITHIX Kitouert (PKI), uro obecnieunBaet 6osiee BHICOKUM
YPOBEHB JOBEPHS K CUCTEME U YIIPOIIAET MPOLIECChl YIIPaBICHUS KIOUaMU U
cepruduxkatamu. Bzaumoneiicteue ¢ Y1 npoucxoauT no ycTaHOBJICHHBIM
npotokoiiaMm, TakuM kak OCSP (Online Certificate Status Protocol) wnu CRL
(Certificate Revocation List), koTopble TTO3BOJISIOT IIPOBEPATH CTATYC
cepTU(PUKATOB B PEKUME PEaTLHOTO BPEMEHU WM C UCIIOIH30BAHUEM CITMCKOB
OTO3BaHHBIX CEPTUPUKATOB.

[Tporecc cepTudukanuu Kiarouel BKIOYAET CO3/aHUE 3asiBKU HA CEPTU(HUKAT
(CSR — Certificate Signing Request), nepenauy e€ B Y1I, npoBepky TaHHBIX
3asBUTENA U BbIIauy cepTudukarta. CepTudukalius moaTBEPKIAET COOTBETCTBHUE
KJItoua TpeOoBaHUSM 0€30MaCHOCTH U MOJJIMHHOCTD €T0 BJIAJIENbIa, YTO OCOOCHHO
BAYKHO MPU IOPUIUIECKU 3HAYUMBIX SJIEKTPOHHBIX MOJUCSX.

Kpome toro, mis s pexruBHOTO B3auMoelicTeus ¢ Y1 HeoOxoauma HacTpoiKa
JIOBEPEHHBIX KOPHEBBIX U TIPOMEKYTOUHBIX CEPTH(PUKATOB, KOTOPHIE (POPMUPYIOT
LEMOYKY JOBEPUS U MO3BOJISIIOT KIMEHTCKUM MPUIIOKEHUSIM BaTUIUPOBAThH
nosnyuyaembie ceptudukarsl. B C33]] Takke HaCTpauBarOTCs MOJTUTUKU
0€30MaCHOCTHU, PETYJIUPYIOILIME UCTIOIB30BaHNE U XpaHEHUE KITFOUEH, a TaKkKe
poreAypbl OOHOBJICHHS U OT3bIBa CEPTU(PUKATOB.



Baxxnoit yacteio padotsl ¢ Y1 sBisercs obecrieueHrne 6€301acHOCTH Iepeaadn
JIAHHBIX M KIIOYCBOW MH(GOPMAIIUH, BKIIOYAs UCIIOJIB30BAHHUE 3alTUIIIEHHBIX
KaHAJIOB CBS3U M KPUNTOTPAPUISCKUAX MPOTOKOJIOB. DTO MPEIOTBPAIIAET ITePEXBAT
WM TIOJMEHY KITF0YEH U cepTU(DHUKATOB 3710YMBIIICHHUKAMHU.

Takum obpazom, noaxinrodeHrne C33/] Kk BHEITHEMY YIOCTOBEPAIOIIEMY LIEHTPY U
npaBuiIbHAs CEPTUPUKALIUS KITIOUEH 00ecieunBalOT HAJEKHOCTh, FOPUIUIECKYIO
3HAYMMOCTH U 0€30MaCHOCTb JEKTPOHHOTO JJOKYyMEHTO00O0pOTA.

BOl'lpOC])I H 3a1aHUsl, BbIHOCUMbIC Ha Oﬁcymeﬂue

1. KakoBa poJib yOCTOBEPSIOLIETO LIEHTPA B CUCTEME 3aILUILIEHHOTO
AJIIEKTPOHHOTO JOKYMEHTO0O0opoTa?

2. Kakwue npeumymiectsa aaet noakiouenne C33]] k BHemHemy Y1I?

Kakue mpoToKOIIbI UCIIOB3YOTCS 11 B3aUMOAEUCTBUA ¢ Y1 1 nmpoBepku

cratyca cepTuduKaToB?

OnummTe mporecc co3aanus u mojgaqn 3asBku Ha ceprudukat (CSR).

Kakue sTansl BKIO4YaeT cepTuukanus Kirouen?

Kak obOecnieunBaercs noBepue K ceprudukaraM, BbIIaHHbIM Y L]?

Kakue mepsl 6€301aCHOCTH MPUMEHSAIOTCS IPU 0OMEHE TAHHBIMU MEXKITY

C325u Y1I?

8. B ueM 3axnroyaeTcs pojib KOPHEBBIX U MPOMEKYTOUHBIX CEPTUPUKATOB?

9. Kakwue nporie1ypsl CBA3aHbl C OOHOBJICHHEM U OT3bIBOM CepTU(]PUKATOB?

10.ITouemy BaxkHA FOpUIMYECKASI 3HAUMMOCTD CEPTU(UKATOB JIJIs
AJIIEKTPOHHOTO JOKYMEHTO0O0poTa?

W

NS s

IIpakTHyeckue 3a1aHuA

3ananue 1. M3yunrte apXUTeKTypy U (PyHKIMU BHIOPAaHHOTO BHEILIHETO
YAOCTOBEPSIOLIETO LIEHTPA.

3ananue 2. Hactpoiite nonkmtouenne C33/] k BHemHeMy Y] ¢ ucnonb3zoBanuem
npotokosioB OCSP unu CRL.

3ananue 3. Coznaiite 3asBKy Ha ceptudukar (CSR) B C32]] u otnpaBbTte €€ B Y1I.
3ananue 4. [lomyyute u ycraHoBUTE cepTUdUKaAT, BbIIaHHBINA BHEITHUM Y1, B
CUCTEMY.

3aganue 5. HacTpoiite ienouky 10BepUsi, UMIIOPTHPOBAB KOPHEBBIE U
poMekyTouHble cepTudukarsl Y1,

3ananue 6. [IpoBepbTe cTaTyc cepTu(UKaTOB € UCTOIH30BAHUEM MEXAHU3MOB
onuaitd nposepku (OCSP).

3amanne 7. OdopMuTe UHCTPYKITHIO 1O paboTe ¢ cepTu(dUKaTaMu, BbITAHHBIMU
BHemHUM YL, B pamkax C39/1.

3ananue 8. [IpoBenure TeCTUpOBaHHE OOMEHA 3JIEKTPOHHBIMU IOKYMEHTaMU C
ucIoiab30BaHueM ceprudukaron YI1I.

3ananue 9. [Ipoananuzupyiite nporueaypsl OT3bIBa CEPTU(PUKATOB U HACTPOUTE
OTOBEILECHHUS O TAKUX COOBITHSIX.



3amanue 10. Uccnenyiite 3aKkoHOIaTeIbHBIE TPEOOBAHUS K UCIIOJIH30BAHUIO
BHEIIIHUX YJOCTOBEPSIOIINX LIECHTPOB B BalIEH OTPACIIH.
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IIpoBenenune ananausa aeiicteui nosab3osareneit B C33/1. Kourpoanb
AKTHUBHOCTH U BbISIBJIEHHE AHOMAJINI B JOKYMEHTO000pOTE

Heans

OCBOUTHL METOJIBI aHAJIN3A JICUCTBUM MOJIL30BaTEIEH B CUCTEME 3aIlHUIIEHHOTO
AIIEKTPOHHOTO AO0KyMeHTooOopoTa (C33/]), HayunuThCs KOHTPOJIUPOBATh
AKTUBHOCTH Y BBIABJISITH aHOMAJIbHBIE CUTYaIlUU, CTIOCOOHBIE CBUIETEILCTBOBATH O
HapyIICHUSAX 0€30IaCHOCTH.

Teoperuueckast 4acThb

Amnanu3 neictBui nons3oBarenei B C3D /] sABis€TCA Ba)KHBIM DJIEMEHTOM
obOecrnieueHus1 O€30MACHOCTH U KOHTPOJIS 3a MPOIeCCaMu 3JIEKTPOHHOTO
JTOKyMeHTO000poTa. KOHTpOJIh aKTUBHOCTH BKJIFOYAET COOp, XpaHEHHUE U
00paboTKy JaHHBIX O JEHCTBUAX MOJb30BaTENIEH, TAKMX KaK BXO/IbI B CUCTEMY,
MPOCMOTP, PEAAKTUPOBAHUE, TTOANUCAHUE U OTIPABKA JOKYMEHTOB. DTH JAHHbBIC
(UKCUPYIOTCS B )KypHaJIaX PEerUCTPAIMK COOBITUH (JIOTH), KOTOPBIC CITyKaT
HMCTOYHUKOM MH(POPMAIH JIS ayAUTa U pacClieIOBaHKS UHIIUICHTOB.

BrlsiBiIeHHE aHOMANMI OCHOBBIBAETCS HA aHAJIM3€E TTOBEJCHUYECKUX MMaTTEPHOB U
CTaTUCTUYECKUX XapaKTEPUCTUK aKTUBHOCTH I0JIb30BaTENECl. AHOMAJIbHBIE
JIEHUCTBUSA MOT'YT BKJIFOYAaTh HECAHKLIIMOHUPOBAHHBIN JOCTYII, MOMBITKA 00X0Aa
pas3rpaHUyYeHuUs MpaB, YacTble OIHUOKH MpU paboTe C JTOKYMEHTaMU, HEOObIYHbIE
BpPEMEHHBIE MapaMeTphl ONlepaluil U Ipyrue noA03pUTeIbHbIE MPU3HAKU.
Hcnonb3oBaHue METO/IOB aHAJIN3a KYPHAJIOB U CICIIMAIU3UPOBAHHBIX CUCTEM
MOHMTOPHHTA IT03BOJISIET ONIEPATUBHO OOHAPY>KUBATH TOTEHLIUATIbHBIE YTPO3bI U
IpeIoTBpallaTh YTEUKHU UM UHBIE HAPYILICHUS.

Jliia noBeieHUs 3P PEKTUBHOCTU KOHTPOJISI IPUMEHSIOTCS aJITOPUTMBI
KOppeJsiLUU COOBITUM, MAIIMHHOE 00YYEHUE U CUCTEMbI onoBelleHnii. Hactpoiika
MOPOTOBbIX 3HAYEHUH U MpaBUJl 0OHAPYKEHHSI aHOMAJIMI TpeOyeT yueTa
cnenupUKH 1eITeIbHOCTH OPraHU3allMy U XapaKTePUCTUK MOJIb30BaTENEH.

BaxxHoli cocTapstomei siBisieTcs coO0ItoIeHre 0aanca Mex 1y ooecredyeHueM
0e30macHOCTH U yA00CTBOM pabOThI TOJIb30BaTeNeH, YTOOBI 30eKaTh
Ype3MEPHON HArpy3KHU Ha MEPCOHAT M YMEHBIIUTh KOJIHUYECTBO JIOKHBIX
cpabaThIBaHUH.

Taxxe 0co60€e BHUMaHHE YIeseTCsl 00ECTIEUCHHIO 1IETOCTHOCTH U
KOH(DHICHIINATLHOCTH JTAHHBIX KYPHAJIOB PETUCTPAIIUH, YTOOBI HCKITFOUYHUTD
BO3MOYKHOCTh MIX TTOJICTIKH WU YIaJICHUS 37I0YMBIIIICHHUKAMHU.



Taxum oOpazom, aHAIM3 ACHCTBHI MOJIb30BaTe/IEH 1 BBISBICHUE aHOMAJIUI B
C33/] mo3BOISAIOT MOBBICUTH YPOBEHH MH(GOPMAIIMOHHON 0€30TIaCHOCTH U
00ecrneunTh HaIeKHBIM KOHTPOJb 32 JIOKyMEHTOOO0POTOM.

BOHpOCbI H 3a1aHUdA, BBIHOCUMbIC HA 06cy>1<11e1me

1. KakoBa poiib aHa/m3a ASHCTBHI MOJIb30BaTelel B 00eCIICUeHUH
oe3omacuoctu C32]1?

2. Kakue BUIbI T0IB30BATENBCKOM aKTUBHOCTH (PUKCUPYIOTCSI B cUCTEME?

3. UTo Takoe aHOMaJIMyU B MOBECHUU MTOJIb30BATEIICN U KAKUE IPUMEPBI TAKUX
aHOMAaJIMH MOXHO IPUBECTH?

4. Kakue MeTOJIbl U THCTPYMEHTBI IPUMEHSIOTCS JJIsl OOHAPYKEHUsI aHOMATUI
B DJIEKTPOHHOM JOKYMEHTO000pOoTE?

5. Kak oGecrneunBaeTcs 11€JIOCTHOCTD Y 3alllUTa JaHHBIX KYyPHAJIOB
perucrpamuu’?

6. B dem 3akmiouaercst 6aiaHc MEXKy 0€30MaCHOCTBIO U y100CTBOM
MOJIb30BATENECH?

7. Kakue 0cOOCHHOCTH HY>KHO YUUTBHIBATh IIPH HACTPOITKE MOPOTOBBIX
3HAYEHUH ISl OOHAPYKEHUST aHOMAJTHIA?

8. Kakue npeumy1iecTBa Jal0T aBTOMAaTU3UPOBAHHBIE CUCTEMbI aHAIM3a U
OIOBEILECHUA?

9. KakoBbI OCHOBHBIE YIPO3Bbl, CBA3aHHBIE C HEKOHTPOJIUPYEMOU
II0JIb30BATENILCKOM AKTUBHOCTBIO?

10.Kakue mpoiie1ypbl pearupoBaHusl JOJIKHBI ObITh peaaTnu30BaHbl MPU
OOHapy>KEHUHU MOAO3PUTETBHBIX JEHCTBUN?

IIpakTyeckue 3a1aHus

3ananue 1. M3yuure noru aeficTBuii moyib3oBareie B BeIOpanHou cucteme C33]]
3a ONpeACNEHHBINA IEPUOI.

3ananue 2. BeinmonaHuTe KiIacCU(pUKALUIO TUTIOB 3a(UKCUPOBAHHBIX JEHCTBHIA
(BXO/1bl, UBMEHEHUS, TOJMMUCH U TIP.).

3ananue 3. Onpenenute U 3aUKCUPYUTE Clydyau aHOMAJIbHOM aKTUBHOCTH Ha
OCHOBE YCTaHOBJICHHBIX KPUTEPUEB (HAIPUMEP, MHOTOKpPATHbIE HEYAauHbIE
TIOIBITKH BXO/1A).

3ananue 4. HacTpoiite cucteMy OMOBENIEHUN O TTOI03PUTEIIHbHBIX COOBITHSIX.
3ananue 5. [IpoBenuTe KOPPEISALUIO MEXKTY PA3IMYHBIMU COOBITHSIMU IS
BBISIBJICHUS TOTEHIIMAIBHBIX UHIIUJICHTOB 0€30MaCHOCTH.

3ananue 6. Onenunte 3QGHEeKTUBHOCTh MPUMEHIEMBIX METOJIOB OOHAPYKEHHUS
aHOMAJIUH U MPEJIOKUTE MMyTHU UX COBEPIICHCTBOBAHUSI.

3amanue 7. PazpaboraiiTe KpaTKyr0 HHCTPYKIIUIO JJIi OTBETCTBEHHBIX JIUI] TIO
paboTe ¢ )KypHaIaMH PETUCTPAIMH U BBISBICHUEM IMOJ03PUTEILHON aKTUBHOCTH.
3aganue 8. [Ipoananu3upyiite pucKku, CBsI3aHHBIE C HEIOCTATOYHBIM KOHTPOJIEM
AKTUBHOCTH IOJIb30BATENEH, M TOATOTOBbTE PEKOMEHIALUU IO UX MUHUMH3ALUU.
3ananue 9. Uccnenyiite Bo3moxHocTy naTerpauun C33/] ¢ cuctemamu SIEM s
pPaCHIMPEHHOI0 MOHUTOPUHIa O€30MaCHOCTH.



3aganue 10. [IpoBenurte rpynnoBoil aHaIU3 KEHCOB U3 MPAKTUKU HAPYIICHUS
0€30IaCHOCTH, CBSA3aHHBIX C JCHCTBUAMH IOJb30BaTeneii B C39/]1.



