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Introduction

The aim of the course "Intelligent Terminal Operating System /
HuTtemiekTyanpHas TepMUHANbHAsS orepanuonHas cuctema’ IS to develop students'
theoretical knowledge and practical skills in the application of modern operating
systems in information systems in various fields of professional activity (industrial
production, economics, business, etc.).

The main objective of studying the discipline is to familiarize students with the
main trends in the development of operating systems and to acquire practical skills in
using certain operating systems in various areas of industrial and commercial activity.

As a result of studying the discipline, students
They will recognize:

1. Mechanisms for managing processes, memory, and input/output.
2. Definition, purpose, composition and functions of operating systems.
3. Classification of operating systems.
They will be able to:
1. Expand user capabilities by installing applications.
2. Perform basic settings, change the operating system configuration.
3. Use the user interface tools of operating systems.
Learn to master:
1. Skills in installing, configuring and working with human-machine interface
software.
2. Skills in installing and configuring operating systems.
3. Skills for obtaining information about operating system parameters.
This tutorial is intended for students studying operating systems.
Equipment and materials

The laboratory practical training is carried out in a regular computer lab

equipped with personal computers running the AstraLinux operating system .

Safety instructions
Safety guidelines for the standard computer lab have been developed and
approved by the administration and are communicated to each student upon signature.
There are no additional requirements.



1 Obtaining the Astra Linux operating system distribution
1.1 Objectives of the work

1. Learn about the recommended system requirements for installing Astra
Linux OS .

2. Read a brief description of the Astra Linux operating system

3. Download the Astra Linux operating system distribution.

1.2 Theoretical justification

1.2.1 Computer requirements for installing Astra Linux OS

Minimum system requirements are the conditions under which your computer
can operate reliably without the Fly desktop graphical interface, without applications
that require Fly (web browser, office suite, etc.), and without additional services that
are included in the distribution but not enabled by default.

The minimum system requirements for installing Astra Linux SE 1.7.4 OS are as
follows:

Hardware platform — processor with x86-64 architecture (AMD, Intel);
RAM capacity — not less than 1.5 GB;
Free disk space — at least 4 GB,;
DVD Readers;
= Standard SVGA monitor;
» Compatibility with equipment (standard, as provided in the
documentation).

The recommended system requirements ensure stable operation of the operating
system with the Fly desktop graphical interface and all programs included in the
distribution. This does not apply to cases where special requirements are specified in
the documentation.

The recommended system requirements for installing Astra Linux SE 1.7.4 OS
are as follows:

» Hardware platform — processor with x86-64 architecture (AMD, Intel);
» RAM capacity — not less than 4 GB;

» Free disk space — at least 16 GB,;

» DVD Readers;

» Standard SVGA monitor;

=  Compatibility with equipment (standard, provided by documentation);

The OS functions only on compatible hardware recommended by the OS
manufacturer, the list of which, as well as the compatibility certification regulations,
are published on the website: http://astralinux.ru/ .

1.2.2 Brief description of the Astra Linux operating system

Astra Group PJSC is a leader in the Russian IT market, developing software and
information security solutions. The company's portfolio includes two dozen products,


https://www.aldpro.ru/professional/ALSE_Module_02/os_al_installation.html%23id35
https://www.aldpro.ru/professional/ALSE_Module_02/os_al_installation.html%23id35
https://www.aldpro.ru/professional/ALSE_Module_02/os_al_installation.html%23id35
https://www.aldpro.ru/professional/ALSE_Module_02/os_al_installation.html%23id35
http://astralinux.ru/

the core of which is the certified, special-purpose Astra Linux operating system with
integrated information security tools (ISS) for the secure operation of infrastructures of
any scale and data of any sensitivity level, certified by the Federal Service for
Technical and Export Control (FSTEC), the Federal Security Service (FSB), and the
Russian Ministry of Defense.

The Astra Linux operating system allows for secure use of the Debian codebase,
including a large number of applications, and provides timely access to necessary
security patches. The system is equipped with its own information security tools,
including a mandatory access control module and a closed software environment
integrity module. This is in addition to the original Fly graphical user interface, which
will be familiar to most users and will simplify the import substitution process.

The Astra Linux operating system supports a wide range of modern hardware,
and the company's employees are actively working to expand this list. More than 3,000
companies already use Astra Linux, saving time on selecting and testing software and
components. You can find the current list of compatible hardware on the company's
website: https://astralinux.ru/ready-for-astra/

1.2.3 Astra Linux versions

Astra Linux versioning differs from Windows. The version number consists of
several numbers separated by periods (Figure 1.1).
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Figure 1.1 - Versioning Astra Linux OS

The first number (1) in the version number denotes the architecture or purpose.

Possible values are:
= 1 - Astra Linux Special Edition (ALSE) x86-64 subarchitecture ;
= 2 - Astra Linux Common Edition (ALCE) x86-64 subarchitecture;
» 4 - ALSE ARM subarchitecture;
= 8- ALSE subarchitecture Elbrus.

The second number (7) corresponds to the next update (OS version) number.
The release of new updates is necessary for:

= implementation and improvement of functional capabilities;

= support of modern equipment;

= ensuring compliance with current information security requirements;

= improving usability, component management, and more.

Thus, versions 1.7 and 4.7 are the same version of the operating system, with the
update number 7, but they target different architectures. Version 1.7 is designed for
x86-64 processors, while version 4.7 will run on ARM processors.

The third number (3) corresponds to the numbers of operational updates, the
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release of which allows for the elimination of critical and high-severity vulnerabilities.
Such updates may be published not only as modified software component files, but
also as instructions and guidelines for operating system configuration and operating
features, containing information on compensating measures or limitations for
operating the operating system.

In addition to regular and operational updates, the company releases so-called
urgent operational updates, designated by the UU prefix (from "urgentupdate"). For
example, two urgent updates, UU1 and UU2, were released for ALSE 1.7.3.

Licensees using the Astra Linux Special Edition operating system, certified
according to the information security requirements of the Federal Service for
Technical and Export Control of Russia (Certificate No. 2557), must apply the
methods published in security bulletins and install software updates to neutralize the
threats of vulnerabilities in information systems.

1.2.4 Astra Linux Repositories

The  official operating  system  repositories are available at
https://download.astralinux.ru , but since indexing directories within the repository is
prohibited, manually browsing these directories is impractical; they must be accessed
through the apt package manager (Figure 1.2 ). Additionally, the Astra Linux OS
distribution can be downloaded from the university file server \\ storage 2 in the OS
section .

File Name | File Size | Date |

Parent directory/ - -
alce-2.12.46.6-17.04.2023_15.09.iso 5625704448 2023-Apr-1712:13
alce-2.12.46.6-17.04.2023_15.09.is0.gost 102 2023-Apr-18 12:46
alce-2.12.46.6-17.04.2023_15.09.is0.md5 70 2023-Apr-18 12:45
alce-current.iso 5625704448 2023-Apr-1712:13
alce-current.iso.gost 102 2023-Apr-18 12:46
alce-current.iso.md5 70 2023-Apr-18 12:45
orel-current.iso 5625704448 2023-Apr-17 12:13
orel-stable.iso 5625704448 2023-Apr-1712:13

Figure 1.2 - Astra Linux OS Repository

There are 4 repositories available for ALSE x.7:

= main is the operating system's primary repository. The program code from
this repository implements all the product's functionality and security
features.

= update - a repository with live updates of the main repository.

= base - the base repository, which combines main and update, and also
contains packages with development tools.

= Extended - contains additional software that can run in the Astra Linux
environment. This software is not updated to implement security features and
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may be incompatible with the latest live updates of the main/base repository.
This is documented in the live update bulletin and resolved as the extended
repository is updated. Extended repository software is not subject to
certification.

1.2.5 ALSE Security Levels

Starting with the latest ALSE 1.7 update, the operating system is supplied as a
single distribution capable of functioning in one of three security modes (security
levels) implemented by patented information security tools (ISM):

Basic security level "OREL"™ . Recommended for processing publicly
available information that does not require special protection.

Enhanced security level "Voronezh"™ . Recommended for processing
confidential information that does not contain state secrets.

Maximum security level "SMOLENSK" . Recommended for processing
information of any access category in government information systems.

A comparative table of Astra Linux Special Edition editions is given in Table

1.1.
Table 1.1. Comparison table of Astra Linux Special Edition editions
Characteristic Eagle |Voronezh| Smolensk

FSTEC certificate _ v v
FSB certificate _ _ %
MO certificate _ _ v
Mandatory integrity control _ % %
Role-based access control _ v v
Discretionary access control _ Y %
Mandatory access control _ _ v
DBMS and virtualization protection mechanisms % % %

Kiosk mode - a "white" list of applications allowed to

% Y %
run
Correct work with electronic signature % % %
Additional isolation of virtualization components and

) : : Y %
Docker containers (separate integrity level) -
Dynamic integrity  control  (closed  software v v
environment) -
Security event logging % v %
Control of connection of removable storage media % Y %

1.3 Assignment for independent completion

1. Download the required distribution and operating system for installing Astra

Linux.
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2. Take the test based on the lab materials
https://onlinetestpad.com/cozyheysdfauy .
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2 Installing the Astra Linux operating system on a virtual
machine

2.1 Objectives of the work

1. Learn how to install the Astra Linux operating system on a virtual
machine.

2.2 Theoretical justification

Installing Astra Linux involves several steps, some of which are performed
automatically, meaning without your direct intervention. Let's look at each of these
steps in turn.

2.2.1 Step 1: Setting up the VirtualBox virtual machine

Launch the virtual machine. Specify a name for the virtual machine, specify the
location of the Astra Linux operating system distribution file downloaded in the
previous step (Figure 2.1), and start the machine.

V5 Cosaare eupTyanshyo MawmHy - m] X

Umsa n onepauvoHHaA cUCTeMbl BVIPTyaJ“:HOﬁ MaLUMHbI

TMoxanyiicTa yKaxXuTe UM 1 MECTOMONOKEHE HOBOW BUPTYaNbHON MalLWHBI. 33JaHHOE BaMK UMA BY/IET UCNONb30BATLCA ANA MACHTUGOUKALIM
AaHHOW MalWHbL Kpome Toro, Bbl MoXeTe Bbl6paTh ISO 06pa3 ANA YCTaHOBKW ONePaLMOHHOR CUCTEMbI.

WNmg: ‘Asr‘ta ‘7|

Nanka: ‘ C\Users\Anekceid\VirtualBox VMs e |

O6pas 1SO: ‘ C\Users\Anekcei\Downloads\orel-current.iso & v |

L) Onpeaenérnbii Tun OC: Ubuntu (64-bit). 3ot Tun OC He MoXeT BbiTh YCTaHOBAEH aBTOMAaTMUeckM. YCTaHoBKa A0nkHa
6BhbITb 3anyLieHa BPYYHYO.

Figure 2.1 - Astra Linux OS Repository
2.2.2 Step 2: Selecting the language and installation type

When booting from the Astra Linux installation disk, the GRUB bootloader first
launches, prompting you to select installation options. Changing the language will
switch the interface to English. The following installation modes are available:

» Graphical installation
= |nstallation using the text interface (Installation)
= Recovery mode (Rescuemode)

The graphical installation in Russian starts automatically after 5 seconds (Figure
2.2).

Let's install Astra Linux using the graphical interface, by selecting the
appropriate option or waiting for it to launch automatically.

If the virtual machine has taken control of the mouse, you can regain control


https://www.aldpro.ru/professional/ALSE_Module_02/os_al_installation.html%23id36
https://www.aldpro.ru/professional/ALSE_Module_02/os_al_installation.html%23id36

using the hotkey combination: Left ctrl + Right ctrl.

pady

English

Figure 2.2 - Selecting the language and installation type of Astra Linux OS
2.2.3 Step 3. Reading and accepting the license agreement

Starting from this window (Figure 2.3), we're already working in Linux. If
you're interested in checking this out, enable the virtual keyboard and switch to the
second screen using the hotkey: ctr1 + Alt + F2

JIMUeHsHA
JILEH3WOHHOE COMNMANEHVE C KOHEYH:IM MNONB30BATENEM I:'
OnepauunoHHan CUCTEMa CMELWanLHOro HasHadeHudA «Astra Linux Special Editions

BHWMaHKWe! BHUMaTeNbHO I'IpU‘-lMTaI:lTe HUKeCnenynuWe ycrnoBWA, Npexkne YeM YyCTaEHaBNMWBATh, KONWPOBATE WNK WHBEIM
cnocoBoM WCNONL30BaTE ONEPALMOHHYK CHCTEMY CMEUMansHOro Ha3HadeHwa «AstraLinux Special Edition= (panee - N0).
YcTaHoBKa, KONMPOBaHWE MMM Wcnonk3oBanue MO WHEM cnocofoM o3HauaeT Bawe cornacue C NPUBEAEHHEMA HUKE
ycnoeuaMu Ges kakux-nubo WLATHA

HacToAwee NUUEHIWOHHOE COTMAWEHWE C© KOHEYHEIM NOMb30BaTeneM (fanee - COrMaleHWe) 3akNKUYaeTCR MeXpy
06WeCTBOM C OrpPaHWYEHHOR OTBETCTBEHHOCTEK «PycBlTex-AcTpa= (panee — KoMNaHuA) W BaMu - KPUAWYECKHUM MULOM, W
onpefenseT NOPAROK W YCNOBWA WCNONb30BaHMA Bamu MO,

CornaweHve BCTynaeT B cUny, korfa Bel Havyanu ucnonb2oeaTk M0 nubo, ecnu 3To NpefycMoTpeHo §yHKLMOHANEHEMIA
BOZMOKHOCTAMYM M0, C MOMeHTa, Korfa Bel NpuHMMaeTe ycnoeWwAa CornaweHus, B npouecce ycTaHoBkW MO Ha cBoeM
YCTPOACTBE WNU WHBIM, NPENOKEHHEIM 0BpazoM BhpakaeTe CBOE COrMacWe Ha 3kpaHe Bawero ycTpofcTBa € NOMOUbH
uHTepfeiica ycTanoekn MO Jboe W3 BhleykasaHHblX [edCTBWA 03HauvaeT, uTo Bbl 03HakoManuck © CornaueHwem
MOHANM Bro W NPUHANKW COREPKALMECA B HEM YCMOBWA

Ecnu Bekl He corfacHel ¢ ycnoBWAMM CornaweHudA, To Bel He WMeeTe nMpaBa ycTaHaBNWBaTk, 3aMycKaTk, KONWPOBATE MMM
WHEM crocoBoM Mcnone3oeaTe 0

MpuHUMaR ycnoeuA CornaweHwa Monb3oBaTens NoRTEEPKAEET, YT AedcTByeT Ha RoBPOBOMEHEIX Hadyanax, coO3HATENnbHO
Ges kakoro-nubo NPUHYKAEHWA CO CTOPOHE KOMNAHWW WWNM TPeTeWX NUL, oH npasocnocobeH, M BNpaBe 3aknuuaTte
CornaweHue

MpepocTaBneHue npaea MCnonb30BaHWA M0 CONPOBOKAAETCA OTHeNbHLIM [OTOBOPOM, 2aKMNKWYEHHBIM MeXfy KoMnaHueid wunu
MNapTHepoM KoMnaHuw W BaMW. MpW 3aknuueHun Mexpy Bamu u KomnaHwed unW MapTHepoM KoMnaHuu poroeopa, [~]

| CHmok 3KpaHa [ | Cnpaeka [ MpoponKuTL

Figure 2.3 - Astra Linux OS License Agreement

To go back, use: ctrl + Alt + F5
If you don't have time to be distracted by trivial matters, read the license
agreement and click Continue . Incidentally, residents of the former Soviet Union are
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said to have a black belt in software license agreement reading speed.
2.2.4 Step 4: Keyboard Setup

Choose the method that is convenient for you to switch the keyboard layout (by default it is
Alt + Shift ).

ik P
ASTRA LINUX'| ~ fePaumonan

HacTpoiika KnasuaTypbl

BaM Hy®HO ykasaTk cnocof nepeknwyeHnA KNAaBWATYPEl MEXAY HAUMOHaneHOA packnafkod W cTaHRapTHOA naTWHCKo
packnapkoii

Haubonee 3proHoMMYHEIM cnocofoM cuUMTalTCA NpaBad knaeuwa Altunu CapsLock (B nocnepHeM cnydae [NA nepeknwyeHnn
MEKLY 3arnaeHsMA M CTPOYHbMA BykBamu mcnonesyeTcA koMbuHauwa Shift+CapsLock). Eug ofgHa nonynApHas KoMBUHAELMA:
Alt+Shift; 2aMeTUM, UTo B 3TOM cnyuae KoMGMHALWA Alt+Shift noTepReT cBo& NpuBLMHOE feficTEME B EMACS U OpYrux,
UCMONb3YUKX e&, NporpaMMax

He Ha BCex kNaBWATypax ecTk MEpeYUCNEHHbIE KNaBULN.

Cnocol nepexnuyeHHA MEXLY HAUWOHANLHOH M NATHHCKOH PacKknagkou.

npaeeid Alt (AltGr)

[>]

npaeeiii Control

npaeeid Shift

npaBan KNaeWla c NoroTWNoM
KNABUWE © MEHW

Alt+Shift

Control+Shift

Control+Alt

Alt+Caps Lock

neewid Control+neewii Shift

neseiil Alt

-

[ CHUMOK 3KkpaHa I [ Cnpaeka I [ BepHyTeCA l [ MpoponKuTL ]

Figure 2.4 - Method for switching keyboard layouts

2.2.5 Step 5. Find and mount the CD-ROM (automatically)

S ADHHA
ASTRALINIDG] | s et

MoWCcK W MOHTMpOBaHWe CD-ROM

Figure 2.5 - Finding and mounting a CD-ROM

2.2.6 Step 6. Loading the installation components from the CD
(automatically)

OMNEPALWMOHHAR

CUCTEMA

3arpyska KOMMNOHEHTOB NPOrpamMMbl YCTAHOBKM C KOMNaKT-AUCKa

_ 3arpyska [ONOMHUTENLHLX KOMMNOHEHTOB

Monyuerue finish-install

Figure 2.5 - Loading the installation program components
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2.2.7 Step 7. Detecting the network card (automatically)

A e
ASTRALINU]  2fcecoris

OnpepeneHue ceTesod KapThl

Figure 2.6 - Network card definition

2.2.8 Step 8. Network setup. Entering the computer name

i S
ASTRA LINUX'| ~ 2fEPadonmas

HacTpoiika cetu

BeeguTe uMA 3TOro KOMNEKTERE.

WMA KOMNBKTEpPa - 3T0 OQHO CMOBO, KOTOPOE MOEHTWHULMPYET Baly cCUCTeMy B ceTW. ECRIW Bbl HE 3H3ETE KaKMM [LOMKHO
6uTE UMA Bawel CHUCTEMEI, TO I'IOCOBeTfIiTer € afMUHUCTpaTopoM Baued ceTW. Ecnu Bbl YcTaHaBnueaeTe Bally
CUﬁCTEIEHHrW AOMEWHKK CETh, MOKETE Elblf]pETb nwboe MMA.

MR KOMIBRTEPE:

Figure 2.7 - Network setup

Enter the desired computer name (the default is "astra™). The computer name identifies the
operating system on the network.

2.2.9 Step 9. Setting up user accounts and passwords

i ) ALWMOHHAS
ASTRA LINUX') ~ OnEpaunorinias

HacTpoiika y4éTHuX sanuceld nonbsosaTened M naponed

BeifepMTe WMA YYETHOA 3anuCH afMMHWCTpPaTOpa. YYETHAR 3anuck [ONMHA HAYMHATLCA CO CTPOYHOA naTuHckoid Gykesl, 3a
KOTOPOA MOKeT cnefoBaTk NwBOE KOMMYECTBO CTPOYHBIX NaTWUHCKUX BYKB wnu ungp.

MR yUETHOH 3anmucH afMHHUCTPAaTOpPa:

IIocaIadmin|

Figure 2.8 - Setting up user accounts and passwords

Enter the name of the local administrator for this computer (e.g. "localadmin™)

A
OMEPALMOHHARA
ASTRA LINUX'| ) crema

HacTpoiika yu&THLX sanucei nonbsoBaTeneid M naponei

XOpOIIMﬁ Napone NpefAcTaBnAeT W3 cebA cMeck ﬁyKB, LLM¢p W 3HAKOB NMpPenuWHaHWA, W OONKEeH NepMogWyecKW MeHATBCA.
BeeuTe napone AR HOBOTO afMHHUCTPaTOopa:

[As1raL|nux_1 73

MokazeBaTk EBOOMMEIR Napont

MpoBepka NPaBMNEHOCTH BBOAA OCYWECTBMABTCA NyTEM NOBTOPHOTO BEOAA NAponA W CPABHEHWA Pe3yNkTaTOB.
BeeuTe Napons ewé pas:

|As1raL|nux_1 73

MokaseBaTe BBOJWMLIA Mapons
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Figure 2.9 - Entering the local administrator name of this computer
Enter the account password and click "Continue.” Just as a local administrator account with
RID=500 is created during Windows installation, a local user account with POSIX UID=1000 is
created in Astra Linux at this step. This account will automatically be included in the astra-admin
group, which has the ability to elevate privileges to root using the sudo utility.
2.2.10Step 10. Setting the time. Selecting a time zone

Select your time zone (Moscow by default) and click the "Continue™ button.

A _
ASTRA LINUX'| ~ 2pEraonias

HacTpoiika BpeMeHH

ECni HY®HOro YacoBOro NOACA HET B CMWCKE, TO BEPHUTECk k wary "Beifop Aswika"W BubepuTe cTpaHy,B koTopoi
ucnonbayeTca Tpebyemsii uacoBoil NoAc (cTpaHy,B KoTopodl Bl KMBETE WNW ceifuac HaXoOWTecs)

BuifiepuTe uacoBOK MoAc:

Mockea-01- KanuHuHrpag,

Mockea+00 -

Mockea+01 - Camapa
Mockea+02 - ExaTepuHBypr
Mockea+03 - OMck
Mockea+04 - KpacHoapck
Mockea+05 - MpkyTck
Mockea+06 - AkyTCK
Mockea+07 - BnagueocTok
Mockea+08 - Marapax

Mockea+09 - Kamuatka

CHMMOK 3KpaHa l [ Cnpaeka I I BepHyTbCA l [ MpofonknTL

Figure 2.10 - Time setting
2.2.11Step 1 1. Identifying disks

- _
ASTRA LINUX'| oo orias

OnpefeneHue JQUCKOB

OnpefeneHue QUCKOB W Npouero O[’JOp“\"ﬂ,OEEHHH

BunonHAeTCA NoMcK 060pyLO0BaHURA, TOJOKIHTE. ..

Figure 2.11 - Defining disks

2.2.12Step 1 2. Partitioning disks

The installation wizard offers us several partitioning options to choose from:
» Auto — use entire disk
= Auto — use the entire disk and configure LVM
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= Auto — use entire disk with protective conversion to LVM
= Manually

Disk partitioning is an important step in installing a Linux system. Due to the
specifics of the file systems used in Linux, poor disk partitioning can cause
performance issues on your computer, or even prevent it from creating new files on the
disk even if there's free space (called inode exhaustion).

When partitioning a disk, it's important to consider the computer's intended
purpose, the roles it will perform, and the planned workload and file system hierarchy.
All these issues will be covered in detail in the modules on files and directories, file
systems, and performance optimization.

e _
ASTRA LINUX'| ~ gneraumonias

PasMeTka AWCKOB

MporpaMMa ycTaHOBKM MOMET MPOBECTW BAc UEpe3 NPOLecc PasMeTKKM JMcka (MPefnaras pasHble CTAHNAPTHLIE CXEMb]) Ha
pazfentl, NBo 3To MOKHO ChenaTe BpyuYHyW. ECnu BhBpaTe MCMNONB30BaHME WHCTPYMEHTa YNpaBNeHWA pasMeTkoid,y Bac BCE
paeHo 6yNeT BO3MOKHOCTE NO3KE NMOCMOTPETE M NOAMPABWTE Pes3yneTaT.

Ecnu Bhi6paTk WCMONb30BaHWE MHCTPYMEHTa YNpaBneHWA pasMeTKoi BCero QWcka, To fanee Bac NONPOCAT yKaz3aTk HYKHBbIA
OMCEK.

MeTog pasMeTku:

ABTO -MCMONB30BATE BECE [MCK

ABTO -MCNONbL30BaTE BECE JMCK W HAacTpouTe LVM
ABTO -MCMONB30BaTe BECk QMCK € 3aWMTHEM npeobpazoBaHueM Ha LVM
EpyuHyw

Figure 2.12 - Disk markings

For now, let's select the first partitioning option, "Auto — Use entire disk ." This
automatic partitioning procedure consists of just five steps:
1. Choosing a drive. If you have multiple drives, it's important to choose
the right one!

e _
ASTRA LINUX'|  SpEFaumoHAr

PasMeTka [WCKOB

3aMeTMM, UTO BCE fAaHHuie Ha BeifpaHHOM gucke ByAyT CTEPTH, HO He paHee YeM Bkl MOATEEPAMTE, UTO AeficTBMTENLHO
XOTMTE CAENaTk WIMEHEHHA.

BuiffiepuTe QHCK ONA Pa3METKH:

SCSI1 (0,0,0) (sda) - 17.2 GB ATA VBOX HARDDISK

Figure 2.13 - Disk markings

2. Select a disk partitioning scheme. All files in one partition or a dedicated
partition for shome . Select the AIll files in one partition option
(recommended for beginners) .
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ASTRA LINUX'| ~ Sneraumonas

PasMeTka [QWCKOB
BeifpaHo ANA pasMeTku:
SC31 (0,0,0) (sda) - ATAVBOX HARDDISK: 17.2 GB

Auck mokeT ObTh pasMedeH no ofHOA M3 cnefywuux cxem Ecnu Bel He 3HaeTe, uTo BeifipaTe —BifMpaiiTe nepByw cxemy.
CxeMa pasMeTkH:

CA HOBUYKEM)

Figure 2.14 - Disk markings

3. Getting familiar with section settings

l ] OMEPALMOHHAR
TRA LIN CUCTEMA

PasMeTka [AMCKOB

Mepef BaMy CIMCOK HACTPOEHHBIX PA3NEN0B W MX TOUEK MOHTHPOBaHWA. BubepuTe pasgen, uTobsl WIMEHHTL €ro HACTPOHKH
(THR $aiinosol cHCTEMs, TOUKY MOHTHDOBSHMA M Tak panee), ceobofHOe MecTo, UTobb CO3[aTL HOBLM pazfen, unu
YCTpoHCTBO, UTOBs CO34aTe Ha HEM HOBYW Tabnuuy pa3genos.

ABTOMaTHYECKAR pazMeTka

HacTpolika nporpamqioro RAID

HacTpoiika MeHepkepa norudeckux ToMoe (LVM)
HacTpouTe 3awuTHoe npecBpascBaHWe [NA TOMOB
HacTpoute ToMa iSCSI

w SC31(0,0,0) (sda)-17.2 GBEATA VBOX HARDDISK
> #1 nepeuuH. 16.2GB f extd

> #5  norudec. 1.0 GB f  nopk nopg

OTMEHWTEL W3MEHEHWA pasfence

EHWA Ha OWCK

Figure 2.15 - Getting to know the section settings

4. Confirm the settings. After confirming, irreversible disk partitioning
operations will be performed, and all existing data on the disk will be
destroyed!

A - A
ASTRA LINUX'| 27 Eraumonmas

PasMeTKa QMCKOB

ECnu Bbl NPOJONAMTE, TO W3MEHEHWUA, NEPEUYMCNIEHHRIE HUKE, BYOYT 3anWcaHbl Ha OWCKW. MW Ke Bl MOXETE clenaTb Bee
U3MEHEHUA BRYUHYR,

Ha aTtux TCTpUﬁCTEEX W3MEHEHBI Taﬁl'IMLLhI pasfenoe
SCSI1 (0,0,0) (sda)

Cnepywume pasfensl GynyT oTHOPMaTUPOBEH.L

pasfen #1Ha ycTpodctee SCSM(0,0,0) (sda) kak extd
pazgen #5Ha ycTpoicTee SCSI1 (0,0.0) (sda) kak nopk

33NUCaTL WIMEHEHHA Ha OQUCK?
) Het
©®:fe

Figure 2.16 - Confirming the application of settings

5. Applying changes and writing them to disk.


https://www.aldpro.ru/professional/_images/alse_mod2_image14.png
https://www.aldpro.ru/professional/_images/alse_mod2_image15.png
https://www.aldpro.ru/professional/_images/alse_mod2_image16.png

2.2.13Step 1 3. Installing the base system

1. Installing the base system: Starting the installation (automatically)

A -
ASTRALINUX'|  2MEPAUMOHHAR

YcTanopka 6asoBo cucTeM

FE Yeranonca asomun cucrem

fposepka bash.

Figure 2.17 - Installing the base system

2. Installing the base system: choosing the OS kernel

- _
ASTRA LINUX|  2pEPhunonnas

YcTaHoBka 6asoBoil cUCTeMsl

CNWCoK COREPMMT ROCTYMHule ARpa. BeifepuTe OfHO M3 HWMX, YToBEl CHCTEMa MOTNa SarpysMTLCA € WECTKOrO AMcKa
ABpe ANA yCTaHOBKH:

linux-5.10-generic
linux-5.10-hardened

linux-5.15-generic
linux-5.15-hardened

linux-5.15-lowlatency
linux-5.4-generic
linux-5.4-hardened

Figure 2.18 - Installing the base system

On this page you can select the Linux kernel version and build option:
= generic - general-purpose assembly;
= hardened - the assembly provides enhanced self-defense capabilities due
to additional capabilities for cleaning residual information;
= Lowlatency — a build with a task switching frequency increased to 1000
Hz, which ensures faster system response but increases task switching
overhead. Subjective improvement in computer performance comes at the
cost of reduced useful performance and increased power consumption.
Please note that some products have limitations on the Linux kernel versions
they can use, for example, ALD Pro cannot be installed on the hardened version.
3. Installing the base system: completing the installation (automatically)
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ASTRﬁﬂJNUX OMEPALMOHHASA

CUCTEMA

YcTaHoeka 6as0BOH CHCTEMB

¥cTaHoeka Gaz30BOH CHCTEMLI

HacTpawpaeTchA linux-asira-modules-515.0-33-generic (amd64)

Figure 2.19 - Installing the base system

2.2.14Step 14. Configure the package manager (automatically)

- ADHHA:
ASTRA LINUX'|  2iEraumonras

HacTpoiika MeHeOxepa nakeToB

_ BunonHAeTcA HacTpoika apt

BoNlonHAETCA npocMeTR KoMIaKT-BHCKE...

Figure 2.20 - Configuring the package manager
2.2.15Step 15. Selecting and installing additional software

1. Selecting and installing additional software

A
| ONEPALMOHHAA
ASTRA LINUX CUCTEMA

Bufop W ycTaHoBKa nporpaMMHoro ofiecneyeHus

_ Beibop W yCTaHOBKA NMpOTpaMMHora obecneuyeHns

Monyuenne $aiina 1 uz 1

Figure 2.21 - Installing additional software

2. First, the master is prepared automatically.
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ASTRA LINUX'|  2petinonmas

Bubop nporpaMMHoro obecneuyeHnsa

B [aHHbIA MOMEHT YCTAHOBMEHAa TOMbKO OCHOBa CMCTemsl McxopA M3 Bawwx noTpefHocTed, MokeTe BolfipaTe ofWH W Gonee uz
roTOBLIX Haﬁnpna nporpaMMHoro ofecneveHus

BuifiepuTe ycTanasn nporp ofieciiedenne:;

Tpafuyecknid uHTeppedc Fly

CpepcTea paboTel © VHTepHeT

OfMCHBIE MpUNOKEHUA

CpepcTea paboTel © rpafuioi

CpefcTea MynbTUMe[Ma

[[] CpencTea BupTyanuaauuu

] wrpsl

KOHCOMEHER Y THINTE

CpencTea QUNETPaLMW CETEBbIX NakeToB ufw

[[] PacumpedHele cpepcTea ONA paboThl © CEHCOPHBIM 3KPaHoM

O CpefcTea ypaneHHoro nofknouedna SSH

Figure 2.22 - Selecting software

Below is a short list of software included with the OS distribution (i.e., "out of
the box"). For convenience, they are grouped into sections, allowing you to select a set
of related programs at once. We'll leave the default software selection. In the Linux
world, unlike Windows, software distributions are commonly referred to as packages.

3. Selecting and installing additional software: software installation
(automatic)

(ASTRA LINUX'] ~ SnEPaumonsad

Beilbop W ycTaHoBka nporpaMMHoro obecnedyeHus

_ Bebop W ycTaHoBka nporpamvHoro ofecnedenus

Monyvennwe gaina 664 mz 1515 jocranoce 21c)

Figure 2.23 - Installing additional software
Depending on the software you choose, this step may take a long time, so please be patient.

2.2.16Step 1 6. Additional OS settings

1. Additional OS settings: choosing the security level

ASTRA LINUX'| ~ 2Ereumonmas

QononHMTeNbHble HAacTpoiiku OC

BeifiepUTe ypoBeHL 3aUMBEHHOCTH B 33BHCHMOCTH OT MPUOGPETeHHOW MHUeHIWH:

MakcHMankeHeI ypoBeHb 3alMeHHOCTH "CMoneHck"

YCUNeHHLIi ypoBeHE 3aWMWEHHOCTH "BopoHex"

BEaz0BLIil YpoBEHE 3aWMWEHHOCTKH "Open”
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Figure 2.24 - Selecting the security level

The security level should be selected based on your information security needs
and the type of license purchased. Let's choose the basic "Orel" level,
2. Additional OS settings: choosing security options

ONEPALWMOHHAR

CUCTEMA

[ononHMTEeNLHLE HacTpoiikn OC

Bbl MOMETE HacTpOWTL MapaMeTphl GesonacHocTW OC B 3aBMCUMOCTH OT ElblﬁpaHHOFO pexuMa pat’mel, OTKNHYUTE
SBTOMAaTUYECKYH HaCTpOﬁK}f CETW W HACTPOWTE CUCTEMHLEIE Yackl

AononHuTensHele HacTpolky OC

NpeT BLBOA3 MEHW 3arpy3uuka

3anpeT Tpaccupoekn ptrace

3anpoc naponA ONA KoMaugsl sudo

[[] 3anpet ycTaHoBkW BUTa MCMOMHEHUA

[] 3anpeT MCMONHEHWA CKPWUNTOB NOMb30BATENA
[] 3anper WcnonHeHWs MakpocoB Monb3oBaTens
[] 3anpet koHconw

[J CucTemHbie orpaHuueHun ulimits

[] 3anpet aBToHAaCTpoMKW ceTu

D MecTHoe BpeMA [QNA CUCTEMHBLIX YacoB

Figure 2.25 - Selecting security parameters
Let's leave the OS security settings at their default values.
2.2.17Step 17. Installing the GRUB bootloader

GRUB (GNU Unified Bootloader) is an operating system boot loader from the
GNU Project. GRUB allows a user to have multiple operating systems installed on a
single computer and select one to boot from when turning on the computer.
1. Installing the GRUB bootloader: Preparing for installation (automatic)

ASTRA LINUX'| ~ OnEPAUmOHHAS

YcTaHoBKa CHCTEMHOTO 3arpysuMka GRUB Ha WECTKMA OMCK

¥cTaHoeKa cUMCTEMHOro sarpysuwmka GRUB

¥cTaHoBka nakeTa grub2'.

Figure 2.25 - Selecting security parameters

2. Installing the GRUB bootloader: Confirming the installation
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ASTRALINUX|  Cnepauvosias

CHCTEMA

YCcTaHOBKA CHCTEMHOrO sarpysuuka GRUB Ha KECTKMA AHCK

Moxome, UTOo AaHHaA cucTeMa ByfeT efMHCTBEHHOM Ha 3TOM KoMnbkTepe. ECNU 3To [efCTBUTENEHO Tak, TO MOKHO
CNOKOWHO YCTaHABNWBaTb CUCTEMHWIA 3arpy3unk GRUBB OCHOBHYK 3arpy204Hyl 3anWcb NepBoro KECTKOro OMCKa
BHUMaHWe! ECnM NporpaMMe YCTAHOBKM He yAanock oBHAapyRWTe APYTYW CNEpauMoHHYK CUCTEMY, UMERWYKCA Ha

KOMNERTEpe, TO W3MEHEHWE OCHOBHOM 3arpys0dHOA 3anMcK NPUBERET K TOMY, YTO 3Ty OMNepauMOHHYR CUCTEMy HekoTopoe
EpeMA Henk3A OygeT 3arpysuTe. [osgHee momHo GypeT HacTpouTe GRUB gnAa eé sarpyskw

YcTaHoBuUTL cHCTemHsNi 2arpy3umk GRUBB rnaBHyw 3arpy204Hym 3aidch?
) Her
® fa

Figure 2.26 - Installing the GRUB bootloader

2.2.18Step 17. Completing the installation

ASTRA LINUX)  Cneeaunonas

CHUCTEMA

3aBepueHHe YCTaHOBKH

3apepWeHHe ycTaHOBKH

WzenekuTe YCTBHOBUHHHH HOCHTENE W HakMUTe MﬂPOﬂDﬂHHTbh,HTDﬁH 3aKOHYUTE YycTaHoeky. Mocne
ZdBepleHWA npouecca CUCTEMa Nepe2anyCcTUTCA aBTOMaTUYECKHW.

BHWMAHME! Ha 3ToM 3Tane He OTKNWYAATE MUTAHWE W NPWHYOWTENBHO HE Mepe3arpyXadTe KOMNBEKTER, TAK
KaK 3T0 NpUBefeT Kk HepaboTocnocoBHOCTH CHCTEMBL

Figure 2.27 - Completing the installation

The system prompts us to remove the installation media and warns us that a
forced reboot or power-off of the computer is not allowed. Please wait for the
automatic reboot! Congratulations, you have installed Astra Linux OS on your
computer!

After rebooting, you will be taken to the graphical interface and will see a
prompt to enter your credentials.
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ASTRA LINUX

Figure 2.28 - Prompt to enter credentials
2.3 Assignment for independent completion

1. Install the Astra Linux operating system.
2. Take the test based on the lab
https://onlinetestpad.com/dam4c2nvptoui .

materials


https://onlinetestpad.com/dam4c2nvptoui

3 Initial setup of Astra Linux

3.1 Objectives of the work

1. Perform initial setup of Astra Linux OS.
3.2 Theoretical justification

In this lab, we won't focus on the "why" and "why" of it, but rather on the "how"

of configuring a number of settings to ensure the system works properly on the
network and is easy to use. To log in, enter your account name and password in the
appropriate fields and click the "Login™ button.

N

)

Beb-6payzep
Firefox

()

KopauHa

Q)

Mot
KOMMboTED

o} 4 AN\

Momollb

/ o
= // ( ASTR}\*UN ux

RV LAV
Figure 3.1 — Astra Linux OS desktop
3.2.1 Setting screen resolution

Right-click on an empty area of the desktop and select Monitor Settings... from
the context menu . The Monitor Settings window ( fly-admin-screen utility )
will open.

Select the desired screen resolution.

Accept the settings by clicking the "Yes" button, which is marked with an arrow
(the button text may be hidden if the program window does not fit on the
screen).

3.2.2 Network settings

Right-click on the network icon (Network Manager applet) in the taskbar and
select "Change connection...".
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[v] BxnrounTs Nogaepxxy ceTn

[¥] BrniounTs yBegomnerms

CBEEHHA O COBAMHEHAM

V3ME HIATE COB AWHEHMA...

Onporpawmie

@ D ke 2500

Figure 3.2 — Network settings

L CeTeBble coeUHEHNA

Wma

v Ethernet
I | MNpoBogHoe coeAvHEHKUE 1

-8

MocnegHee MCNoNbL30BaHWe ¥

2 MUHYTHI Ha3ag

In the window that opens, select your connection and click on the gear button.

- 0O x

Figure 3.3 — Network connection

In the window that opens, go to the "IPv4 Settings" tab.

™ WameHenne MNpoeogHoe coequHeHne 1 - 0O =
I Rael i LTS | BT 1 DOBOAHOE COEAMHEHWE 1
OcHoBHoe Ethernet BesonacHocTe 802.1x DCB [Mpokcu MapameTpsi IPv4 TMapameTpsl IPVE
MeTog l ABTOMaTHUYecKuid (DHCP) v l
AononHWTeNkbHbIE cCTAaTUYECKWE agpeca
Ap,pe C Macka ceTH Winko3 ﬂ,OEaB HTE
YaanuTe

[JlononHuTeNbHele cepeepbl DNS
JonoNHATENbHBIE MOMCKOBEIE AOMEHbI

1D knueHTa DHCP

Tpe60oBaTb agpecaLio IPV4 418 3TOr0 COeUHEHNRA

MapLupyTBl...

OTMEHWTE CoXpaHuTb

Figure 3.4 — IPv4 Parameters
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4. The main settings here include:
= Method for obtaining an IP address

MeTog = Astomatmdeckuii (DHCP)
ABTOMaTHuecknii (DHCP, ToNbKo agpec
AononH { aApeq)
BpyuHYH0
Aape py4Hy

ToNnbKO ANA NOKANBHOR CBA3K
OB6LLMH C 4PYTMMWA KOMMBIOTEPaMK

BrlknwoyeHo

Figure 3.5 — Method for obtaining an IP address

= Static addresses
= DNS servers
= Search domains

3.2.3 Setting up a static address for a network connection

= Select the "Manual” IP address acquisition method.

= Click on the "Add" button.

= |n the line that appears, in the “Addresses” section, enter:
1. The IP address of this connection
2. network mask
3. Gateway IP address

= Specify the DNS server.

= Click the Save button.

™ WameHexue NpoBoaHOE cOeanHEHME 1 - O x

MMA CoeAIMHEHUA | TIPOBOAHOE COefMHEHWE 1

OcHoBHoe Ethernet Be3onacHocTk 802.1x DCB Mpokcu MapameTpel IPv4 MapameTpei IPV6

MeTog | Bpy4Hyio v
Appeca
Agpec Macka cetm LWnio3 [o6aBuTb

10.0.2.15 255.255.255.0 10.0.2.1
Yaanute

Cepsepsl DNS | 77.88.8.8| |

TMoNCKOBBIA foMeH

Tpe6oBaTh agpecaLuio IPv4 4ns 3TOro Coe JUHEHMA

MappyThbl...

OTMEHWTB CoxpaH1Tb

Figure 3.6 — Setting up a static address for a network connection
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To restart the network connection and apply the settings, right-click the network
icon (Network Manager applet) in the taskbar, select "Enable network support” and

repeat this action.
If everything is ok, you will see a notification that the connection has been

established successfully.

i.i‘ |  CoeaMHeHWe YyCTaHOBNEHO

Bbl NOAKNIOYEHB! K CETU «[1POBOAHOE COEAMHEHME 13,

—

[ Bonblle He NoOKas3kIBaTh 3TO cooblleHne ]

Figure 3.7 — Notification of a successfully established connection

To check the availability of resources from the internet, open the terminal using
the Alt + T keyboard shortcut and enter the command pingyandex.ru . A successful
ping will indicate the server is available and the name-to-IP address translation

mechanism is working.
Press ctr1 + c to complete the ping command .

= ~: bash — TepmuHan Fly

®ain MNpaeka HacTpoika Cnpaeka

- i 8 Q Is v

localadmi g

PING yand abi8d) tes of dat
B4 bute yandex .r icmp

B4

L

localadmi

Figure 3.7 — Ping in the terminal

3.2.4 System update

Perform a system update, and to do this you need to go to the control panel
(Figure 3.8):
NaHens ynpasneHWa

5] Mewxenwep Gainos

Mowcox..

Jasepuiesre patoTel_.

Figure 3.8 — Going to the control panel
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In the control panel, go to System - > Check for updates (Figure 3.9).

,@ O6opyaosanue

\J
[ ]
a Mpouee *
‘ CeTe rNpoeepka
obHOBNEH KA

B BezonacHoCTe

I
deb

Figure 3.9 — Going to check for updates

We check for updates (Figure 3.10) and, if available, we update.

- = =
g3 Mposepka ofHOBNEHWA - HAacTpoW KA
MpoeepnTe obHoBNEHWA Yucno naketos c obHosneHuamMi: 0

Ofuwme HacTPORKK ‘ YeegomneHune | AsromaTnueckoe obHosnene  Penozntopunm

[M] CkprieaTs MKOHKY B NaHenw 33aau NPV OTCYTCTBAN O6HOBNEHNI

<>

3anep¥Ka aBTOCKPLITHA MKOHKW: | 5C

Figure 3.10 — Checking for updates
3.3 Assignment for independent completion

1. Configure the screen resolution, network connection and update the system in
the Astra Linux operating system.

2. Take the test based on the lab materials
https://onlinetestpad.com/ijlmuw2awazhm .



https://onlinetestpad.com/ijlmuw2awazhm

4 Working with the Fly graphical interface
4.1 Objectives of the work

Study:
1. Functioning of the graphics mode.
2. What is a desktop?
3. How to run Control Panel utilities from the command line and why they
are needed.

4.2 Theoretical justification

4.2.1 Login

After turning on your computer and loading the OS, you'll see the login window.
While winlogon.exe is responsible for logging in Windows, its equivalent in Astra
Linux is fly-dm_greet, which is part of the fly-gdm package.

The Fly desktop environment is implemented on the basis of the X Window
System (X11, X or simply “X”, see Fig. 4.1), the terminology of which contradicts the
generally accepted concept of client-server applications:

Oucnnen Knaewatypa Mbilwe YOaneHHas CTaHuuA A

N X Client
/ (npunoxeHune 1)

X Server

@ PaGoyan cTaHUuA @ N

YoaneHHas cTaHuuR B

X Client

X Client X Client (npunoxeHue 2)
(MeHexep (MaHens
chainoe) YNpaeneHuA)

Figure 4.1 - X Window System Architecture

= The "X Server™ (also known as the display server) is the first application
launched when the graphics system starts. Its primary function is to interact with
the graphics card, monitor, and various input devices. The server provides
applications with a canvas of a specific size and transmits information about
mouse movements, keyboard presses, and other events from input devices. In
Astra Linux, the server functions are performed by the fly-dm (Fly Display
Manager) application.

= An "X Client" is any program that uses a display server to display its interface
on the screen. The program can be run locally (for example, fly-dm_greet) or
remotely, such as when administering a remote server from a graphics
perspective.
The appearance of graphical elements and effects are determined not by the X
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Server, but by the window manager, which in Astra Linux is called fly-wm (Window
Manager for Fly Desktop). This application implements the desktop, the classic Start
menu, the taskbar, the desktop switcher, and the screen locker.

The Astra Linux operating system allows you to change the appearance of the
login window. This can be done using the fly-admin-dm utility ("Login"), which
must be run as an administrator. A description of the utility is provided in the online
help.

The online help can be accessed using the “Help” shortcut located on the
desktop, or by pressing the hotkeys a1t + rF1 or r1 in the active window of the
graphical program.

Let's list the interface elements of the login window and their purpose, see Fig.
4.2:

Bxog, B astra

Figure 4.2 - Astra Linux login window

. Username and password entry fields with a Login button .

. On-screen keyboard call button.

. Restart button — restarts the computer without asking for additional confirmation.

. The Sleep button pauses the system after receiving confirmation. Data is stored in

RAM, meaning the computer requires power in this mode.

. Power button — turns off the computer without asking for additional confirmation.

. Button for changing the language layout and the system time display area.

7. The actions menu contains the following commands:

= Switch session — if you have multiple sessions running, you can use this
action to switch to one of them.

» User Selection — changes the login interface. Instead of a username entry
field, a list of users who can log in is available (this list is configured using
the fly-admin-dm utility — "login"). After performing the specified action,
the name of this menu item changes to "Enter Username.” Selecting this
action switches the interface back to username and password entry mode
(Figure 4.3).
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Figure 4.2 - User selection

Restarting the graphical environment — restarts the Astra Linux graphical
environment without a full system reboot (similar to rebooting Windows while
holding down the shift key ).

Reboot - reboots the computer without asking for additional confirmation.
Shutdown — turns off the computer without asking for additional confirmation.
Sleep — the system pauses after receiving confirmation. Data is stored in RAM,
meaning the computer requires power in this mode.

Hibernation is the process of suspending the system after receiving
confirmation. All data from RAM is saved to disk, so the computer does not
require power in this state.

. Session Type menu. By default, the system launches the most recently used

session type. The following are available:
Recovery mode — to restore the system via the terminal.
Tablet — adapted for devices equipped with a touch screen.
Desktop — for computers equipped with a keyboard and mouse.
Display area of the current OS security level.
Let's log in to the system using the account we created during the OS

installation. Enter your username and password and click Login . If authentication is
successful, you will be logged into the user's session.
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Figure 4.3 - Session Type

4.2.2 Desktop

While the Windows desktop is the explorer.exe application, in Astra Linux the
Fly desktop functions are implemented in the fly-wm (Windows Manager) application,
and the graphical management utilities are shells of the corresponding command-line
utilities. The Astra Linux desktop interface is in many ways similar to Windows (Fig.
4.4): it has a start menu, a familiar taskbar format, and familiar context menus—all of
which significantly simplifies user training when solving import substitution problems.

s
= A ( ASTHA‘UNUX

D e R
Figure 4.4 - Astra Linux desktop

First, let's set a comfortable desktop screen resolution. To do this:
1. Right-click an empty area of the desktop and select Monitor Settings... from
the context menu . The Monitor Settings window (fly-admin-screen utility) will
open, see Figure 4.5.

2. Select the desired screen resolution.
Apply the settings by clicking the Yes button , marked with an arrow in the
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figure (the button text may be hidden if the program window does not fit on the
screen), see Fig. 4.5.
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Figure 4.5 - Monitor settings
Now let's look at the purpose of the taskbar elements, see Fig. 4.5:
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Figure 4.6 - Taskbar

1. Start menu button .
2. The Quick Launch bar. By default, it includes the window switcher and file
manager.
Desktop switch button.
Task switching panel.
The notification area. By default, the KMix audio mixer, Network Manager
applet, Keyboard layout, and Date and time are available here. When an
external storage device is connected, a corresponding icon will appear.

6. The button that allows you to minimize all windows is located on the right

side of the taskbar (marked with an arrow).
Start menu resembles the classic menu of the Windows operating system, see

Figure 4.7 .
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Figure 4.7 - Start Menu

Here we have access to thematic sections of applications and utilities, a section
with recently launched programs, the ability to open the control panel, launch the file
manager, search, and the shutdown menu. You can open the online help for the
desktop by pressing Art+F1 , then select Documentation

Desktop .
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4.2.3 File Manager

The File Manager ( fiy-fm ) program is designed for managing file system
objects. It allows you to mount and unmount file systems of storage devices, such as
local hard drives and their partitions, CD/DVD drives, and USB drives. It also allows
you to access network SMB shares, work with archives, and manage disk encryption
(protective encryption).

The Fly file manager allows you to work not only with the basic "User-Group-
Other" permissions but also with extended POSIX ACLs, which is a significant
advantage. The file manager window is similar to Windows Explorer, but note that the
appearance settings are saved when you close the application, which can be confusing
at first. To customize the appearance, follow these steps:

1. open only one window of the File Manager application;

2. Make any desired changes to the appearance settings, for example, enable
the display of hidden files (menu View };Show hidden

3. Close the application window to save the changes you made.

After completing these steps, you can continue working with the file manager,
and in all subsequent windows, the display of hidden files will be enabled by default.
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Figure 4.9 - File Manager program window

If a file or directory name begins with a period (."), it will be considered hidden
in Linux. For example, a user's working directory contains files such as .bashrc,
.profile, and others. To view hidden files from the command line, use the Is command
with the "-a" switch: Is -a .

4.2.4 Desktop and Start Menu

Each user in the system has the ability to customize the display of the Start
menu, its appearance, the arrangement of elements, and the features of working with
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the keyboard and mouse.

The Start menu supports two display modes: the classic menu and the menu bar.
By default, the classic menu is configured after OS installation. A full description of
the Start menu display modes and how to switch between them is provided in the
online help.

Some desktop settings are configured by the administrator and are not accessible
to the average user. Some customization options can be implemented using the
configuration utilities from the Start » TonitDle$idiog" metegory
in Control Panel includes graphical utilities that can be used to customize the desktop.
A full description of the Fly desktop, its operating modes and capabilities, as well as a
description of the graphical programs, is provided in the online help.

4.2.5 System Monitor

Using the hotkey ctr1 + AlIt + Del, you can open the System Monitor (
ksysguard ) application, which provides operational information about processes and
the overall system load: CPU, memory, swap partition and network.
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Figure 4.10 - Process Table tab

The application's interface is very similar to the Windows Task Manager. By
default, two tabs open with preset names and update intervals: "Process Table" (
Figure 4.10 ) and "Overall System Load" ( Figure 4.11 ). However, you can create
your own tabs with graphs using any available process and system load data. See File
> New Tab
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Figure 4.11 - The "General System Load" tab

4.2.6 Control Panel

The Control Panel ( fly-admin-center ) is accessible via the Start

and is a graphical tool for navigating through utilities for managing users, devices, and other system

settings, including security aspects, see Figure 4.12 .
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Figure 4.12 - Control Panel window

Control Panel utility shortcuts are =*.desktop

/usr/share/applications/ folder.
= Desktop
o Fonts ( fly-admin-fonts )
0 Hotkeys ( fly-admin-hotkeys )

files

located

in the

» Contrc
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Mouse ( f1y-admin-mouse )

Monitor settings ( fly-admin-screen )

Sessions ( fly-admin-session )

design ( fly-admin-theme )

Touchpad ( f1y-admin-touchpad )

Window options ( fly-admin-winprops )

Start Menu ( fi1y-menuedit~/.fly/ startmenu )

Quick Launch Toolbar ( f1y-menuedit~/.fly/toolbar )
Screen orientation ( fly-orientation )

Keyboard layout ( f1y-xkbmap )

uipment

Device Manager (fly-admin-device-manager)
Formatting external media (fly-admin-format)
Power supply (fly-admin-power)

Printers (fly-admin-printer)

Hot Plug Handling (fly-admin-reflex)
Remote USB Drive Service (fly-admin-usbip)
Adjusting Fly Brightness

Other

Repository editor (fly-admin-repo)
TeXdoctk (texdoctk)

Network Settings (fly-admin-network)
Configuring a firewall (gufw)
Network Connections (nm-connection-editor)

Safety

Setting up system event logging (fly-admin-events)

System Integrity Check (fly-admin-int-check)

System kiosk (fly-admin-kiosk)

PolicyKit-1 Sanctions (fly-admin-policykit-1)

Security Policy (fly-admin-smc)

System Event Viewer (fly-event-viewer)

Audit log (ksystemlog)

Audit Configuration (system-config-audit)

Change Password (fly-passwd) is a very useful graphical password
change utility that works for both local users and FreelPA/Samba AD
domain users. If you install the system with default settings, you may
need to additionally install the fly-passwd package.

= System

0]

OO0OO0OO0O0

Manage Drivers (fly-kcmshell5 --desktopfile driver driver)
System Alternatives (fly-admin-alternatives)

Autostart (fly-admin-autostart)

Task Scheduler (fly-admin-cron)

Date and time (fly-admin-date)

Login (fly-admin-dm)



Environment variables (fly-admin-env)
bootloader (fly-admin-grub2)

Multi-terminal mode (fly-admin-multiseat)
Time synchronization (fly-admin-time)
Installing updates (fly-astra-update)

File Type Apps (fly-mimeapps)

System Reporting Center (fly-sosreport)
System initialization (systemdgenie)
Synaptic Package Manager (synaptic-pkexec)

OO0OO0O0O0O0OO0OO0O0O0

4.2.7 Other utilities

Below is a complete list of packages starting with f1y-*= . Please note that not all
of the listed utilities are installed by default during OS installation.

A description of the utilities is available in the online help. You can access the
online help by pressing F1 in the active graphical utility window.
fly-admin-autostart - «Autostart»

Managing autostart of programs, automatic opening of files and directories

when entering a session
fly-admin-dm — ""Login"

Setting up a graphical login session
fly-admin-date — «Date and time»

View time and calendar, customize date and time display format
fly-admin-time — "Time Synchronization"

Setting up time synchronization
fly-admin-grub2 — "GRUB2 Bootloader™

Graphical utility for configuring the GRUB2 OS bootloader
systemdgenie — System Initialization

Managing the Systemd system init service
synaptic — "'Synaptic Package Manager'

Synaptic graphical package management utility
gufw — “Configure Firewall”

Configuring the UFW (Uncomplicated Firewall) firewall
fly-admin-reflex — "Hot Plug Handling"

Configuring actions performed when devices are connected
fly-admin-env — "Environment Variables"

Adding, changing, and removing environment variables
fly-admin-cron — Task Scheduler

Setting up a task schedule to run in the background, setting up the task execution

environment (environment variables), allowing or disabling the execution of an

already set task
fly-admin-smc — "Security Policy”

Managing local security policies. To import and export local non-personalized

security policy settings (not related to user or group settings), use the astra-

adminctl command-line tool (for more information, see the astra-adminctl -h

help file).



fly-mimeapps — "File Type Apps"
View available apps and set the default app for file types
fly-admin-printer — «Printers»
Managing printers, setting up printing, and managing print jobs
fly-admin-policykit-1 — « PolicyKit-1 Sanctions »
View, grant, and revoke permissions to perform privileged actions managed
using PolicyKit-1
PolicyKit is a tool for defining and enforcing rules for how unprivileged
processes can access privileged ones, which is opposed to using utilities like
sudo, but instead of granting administrative rights to a user's process, it allows
precise control over what is and is not allowed.
fly-admin-session — « Fly Sessions »
Configuring login and logout settings for user sessions
nm - connection - editor — "Network connections"
Setting up network connections
fly-admin-network — « Parameters networks »
Managing network service startup
Tly-admin-alternatives — "System Alternatives"
Managing the alternatives system allows several programs performing similar
functions to register as alternative applications, one of which will be used by
default. For example, when running the visudo utility to securely edit the
sudoers file, the program specified in the editor alternative is used. By default,
this is nano, but you can install vim.basic if you prefer that editor.
fly-admin-kiosk — "System kiosk™
Managing user environment restrictions. Using the Fly kiosk, you can configure
the operating system to launch a single application (such as Firefox) without a
desktop at boot, allowing you to create self-service kiosks.
hp-setup — “Installing HP Printers, Faxes, and Scanners”
Installing new Hewlett-Packard devices
hp-plugin "Installing an additional HP plugin”
Installing Hewlett-Packard drivers
fly-admin-power — "Power Supply"
Setting up and managing power and energy saving settings
fly-admin-service — «Services»
Status and configuration of services, their start and stop, automated
configuration of services for operation with authentication in EPP and PAM
mode
ksystemlog — “View Ksystemlog system logs”
Viewing the Extended Logging System log
system-config-audit — "Audit Configuration"
System audit settings
Tly-sosreport — System Reporting Center
Collection of data on the system configuration and operation of subsystems for
subsequent diagnostics
fly-run — "Run an application”



Launching a program or accessing a resource from the command line, including
on behalf of a different user and/or with different capability attributes
sudoafick-tk — File Integrity Checker
A graphical utility for monitoring changes in the integrity of file system objects,
afick
fly-admin-device-manager — « Device Manager »
View available devices, configure their drivers and parameters
fly-admin-usbip — "Remote USB Storage Service"
Providing remote access to USB drives and tokens using USB-over-IP
fly-admin-format — “Formatting external storage”
Deleting data and formatting external storage and its partitions
fly-admin-iso — “Burn ISO image to USB drive”
Program for burning 1SO image to USB drive
fly-admin-int-check — “System Integrity Check”
System Integrity Check for Fly Desktop
fly - admin - marker — "Marker Editor"
View and change print marking settings, edit marker templates
fly-print-station — Document Printing Management
Marking and printing of restricted documents with the ability to move jobs to
another printer
sudogparted "Gparted Partition Editor™
Creating, redistributing, or deleting OS system partitions
ksysguard — System Monitor
View information about processes and overall system load: CPU, memory, swap
space, and network
fly-term — “Fly Terminal”
A terminal emulator that allows you to interact with the console.
mc — “ Midnight File Manager” commander »
Viewing folders and FS elements, performing basic file management functions,
accessing network resources, and working with archives
kgpg "KGpg Key Management"
GPG (GNU Privacy Guard) key management. GnuPG is a free program for
encrypting information and creating digital signatures.
fly-admin-ald-server "Domain Security Policy"
Setting up the ALD domain controller service (the company is currently
developing the ALD Pro product based on the FreelPA directory service, and
the ALD application is not recommended for deployment)
fly-admin-ald-client — « Configuring the Fly ALD client »
Adding a client computer to the ALD domain (the company is currently
developing the ALD Pro product based on the FreelPA directory service, and
the ALD application is not recommended for deployment)
fly-admin-ad-client - « Fly Active Directory Client
Configuration »
Joining a Client Computer to a Windows AD Domain
fly-admin-ad-server « Configuring the Fly Active Directory



Server »
AD Domain Controller service
fly-admin-ad-sssd-client - « Configuring the SSSD Fly
Client »
Adding a client computer to an existing Windows AD domain, which will
involve the SSSD (System Security Services Daemon) authentication and
authorization management service.
fly-admin-freeipa-server — « Fly FreelPA server setup »
Installing and configuring the FreelPA server
fly-admin-freeipa-client - « Configuring the FreelPA
client Fly»
Adding a client computer to an existing FreelPA domain
fly-admin-multiseat — "Multi-terminal mode"
Preparing your computer for simultaneous use by multiple users
fly-admin-dhcp — “Configure a DHCP server”
Setting up a DHCP server
fly-admin-openvpn-server — “Setting up the Fly OpenVPN
server”
Setting up a VPN server
fly-admin-ftp — “FTP server”
Setting up an FTP server
fly-admin-ntp — "Time synchronization (NTP)"
Setting up an NTP time server
fly-admin-samba — "Shared Folders (Samba)™
Managing Samba Shares
fly-passwd — Change Password
Allows you to change the password, and this can be either a local user or a
domain user (ALD Pro, ALD, FreelPA, SambaAD)
fly-su — "User substitution'

Executing a command on behalf of another user is a graphical wrapper over the
su utility.

fly-astra-update — “Installing updates”
Update installer

fly-admin-repo — “Repository Editor”
Creating and managing repositories

fly-admin-driver — “Driver Management”
Installing and selecting graphics drivers

4.3 Assignment for independent completion

Enable display of hidden objects in File Manager.

Change the system administrator password through the control panel.

Using help, find information about the ksysguard package, run this application.
Explore the contents of the taskbar yourself.

Take the test based on the lab materials at
https://onlinetestpad.com/bake2ungj4hyu .

ARl A
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5 Working with the terminal and the Bash shell

5.1 Objectives of the work

Learn the order of entering commands for Astra Linux OS in terminal mode .
5.2 Theoretical justification

5.2.1 System and virtual consoles

The user interface in Linux is called the console. Immediately after turning on
the computer, the console displays the boot progress, and after the kernel initializes,
the console begins providing access to several virtual consoles.

To switch between them, use the hotkey ctri + A1t + F<N> , wWhere <N> is an
integer from 1 to 8, for example: ctr1 + A1t + F1 . Virtual consoles allow you to run
multiple tasks in parallel and monitor system operation, which was one of Linux's
Killer features.

In Astra Linux, seven virtual consoles are initialized by default: ttyl ... tty7.
Consoles one through six are text-based, while console seven runs graphics (Figure
5.1).

| [
E BupTtyanbHas BupTtyanbHas BuptyansHas BupTtyansHas I
L KOHCONb 1 KOHCOAb 2 KOHCOJb 7 KOHconb N :
% /dev/tty1l /dev/tty2 /dev/tty7 /dev/ttyN I

- |
l [
! [

MNonb30BaTe b CKOE NPOCTPAHCTBO

|

- |

B 1N : Pabouwni cton |

) # i fly-wm |
‘B TeKylLen B TEKyLLen |
ceccum |

(nporpammbi) :

Obonouka Bash O6onouka Dash |
|

Bxop, B cuctemy login Bxog B cuctemy login I'padmueckmn Bxog B cucremy fly-dm |
|

|

|

Figure 5.1 — Connecting virtual consoles to the kernel

Each virtual console in the system corresponds to a symbol file of the same
name for that device in the /dev directory . For example, the tty1l console corresponds
to the file 7dev/tty1r . The sdev/console device IS automatically bound to the active
virtual console. The number of virtual consoles in the system can be controlled (up to a
maximum of 63) using the NAutoVTs parameter in the setc/systemd/logind.conf
configuration Ffile .

There's another way to quickly switch between virtual consoles. The keyboard



shortcut A1t + <left arrow> OF Alt + <right arrow> allows you to cycle through
consoles in order. However, once you switch to the graphics console, this shortcut
stops working, and to switch back to the text console, you must use ctrl + Alt + <Fi-
F6> again .

To operate virtual consoles on a Linux system, multiple instances of the agetty
application are launched, each connecting to its own tty and providing a login prompt.
After the user enters an account name, agetty launches the login program and passes it
the entered value. The login application prompts the user for a password, verifies the
credentials through the PAM stack, and, if authentication is successful, launches a
Bash command shell for that user (Figure 5.2).

 astra ttyl
min

2:08:32 MEK 2023 an 0

Figure 5.2 - Virtual Console

A shell, or command line interpreter, is a system application whose main
purpose is to allow the user to run other applications.

There are a large number of different shells, the most popular of which is Bash
(the default on Astra Linux). Other examples include Dash (a lightweight shell,
accessible by running the binary at /binssh ) and Zsh. All shells are quite similar in
syntax, so it's not always clear at first glance which shell is running.

Don't confuse the concepts of a virtual console (or simply console) and a shell.
The console is implemented by kernel functions, while the shell is a regular user-space
program. The following diagram shows the logic of interaction between virtual
consoles, login utilities, shells, and application software (some simplifications are
allowed).

Let's go to the virtual console ttyl using the hotkey combination ctr1 + Alt +
F1 and enter the credentials of the user that was created during the installation of the
system (hereinafter, by "admin™ we will mean this account).

nanoscript command , which will open the nano text editor (Figure 5.3). Enter

the following text into the editor:
#1/bin/bash
pwd
whoami

Save the file by pressing ctr1 + o0 and Enter .
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GHNU nang 3.2 script
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Figure 5.3 - Nano text editor

Let's go to the virtual console tty2 by pressing cer1 + A1t + F2 and log in as
administrator.

Let's see what files and directories we have in the current directory using the 1s
command (Figure 5.4).

YBoxL inuxAdditions.run

SustemHal lpapers

Figure 5.4 — Result of executing the Is command

As we can see, we now have a script file. Let's try running it by running the
./script command , but... it won't work. The system will tell us we don't have
permission. To run the script, we'll run sudochmodu+xscript , which will grant
permission to execute the file, and then ./script , which will actually run the script.

The script has run successfully, and two messages will be displayed on the
screen (Figure 5.5):

1. current directory (in which it was launched)
2. and the account name (from which the script was run).

Figure 5.5 — Result of script execution
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Let's switch to the first console ttyl using the combination A1t + <left arrow> ,

and change our script a little (Figure 5.6):
#1/bin/bash
echo - n “ Current directory:”
pwd
echo — n“ Current user:”
whoami

Save the file by pressing ctr1 + 0 and enter .

GMU nano 3.2 script

kaTanor:

W Momowes ™ aTh CK BupogHATE [ 1 OTMEHE
1) 3amMeHa CAoEaps "~ e |iks TOETOP

Figure 5.6 — Script in the first terminal

Let's switch to the second console tty2 using the combination A1t + <right
arrow> , and run the script again by executing the command . /script (Figure 5.7):

localadmin@astra: ™ . script
Tekywwy kaTanor: shomeslocaladmin

TEKUWLMIA NOABSOEATEAR: localadmin

Figure 5.7 — Script in the second terminal

As you can see, the script output has changed as expected. This means that
switching between consoles allows you to work effectively on Linux computers even
without a graphical shell.

A user process can modify the behavior of any TTY device by manipulating the
corresponding file in the /dev directory . Essentially, the tty[1-7] symbol files are not
data files stored on disk; they are special device files that point to their drivers.

Therefore, when a process accesses the tty[1-7] file, it is essentially accessing
the device driver. Naturally, this requires write access to the file. When a user logs in
and connects to a specific TTY, that user must become the owner of the file
corresponding to that TTY.
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The login program changes the access rights to the terminal file, which in turn
has the necessary privileges, since it runs as the superuser.
Let's go to the virtual console ttyl as administrator (Figure 5.8).

L login: HWed 2d P0:d5:35 MK 2023 on tiy?
localadmin@astra: ™F

Figure 5.8 — Virtual console ttyl as administrator

Let's open the nano text editor (just type nano and press Enter). Go to the tty2
virtual console and log in as administrator (Figure 5.9).

"3 Linux 1.7.3 astra ttyz
i ngin: localadmin

24 21:11:24 MSE 3 on ttyl

Figure 5.9 — Virtual console tty2 as administrator

Let's run the command 1s -1/dev/tty[1-7] , which will display detailed
information about the files 7dev/tty1 , 7dev/tty2../dev/tty7 . We'll cover the meaning
of this output in detail in separate modules of this course, but for now, we're interested
in the highlighted column. It contains information about the owner of this file.

As you can see, the first two virtual consoles are owned by localadmin, the third
through sixth are owned by the superuser root, and the owner of the seventh console,
which runs the graphical interface, is the service user fly-dm (Figure 5.10).

—

—
- e
.l_|
0

1 localadmin ftty 4,

1froot tty 4,

1froot Tty 4,
root Tty 4,
oot Tty 4,
f1u-dm Tty ¢

O 00 PO s —F

o

-l

Figure 5.10 — Information about files /dev/tty1 , /dev/tty2./dev/tty7

Now let's do the magic trick. Staying in the tty2 console, enter the command

(Figures 5.11-5.12):
echo “Hello from console tty2”>/dev/ttyl

localadmin@astra: ™ echo "MpweeT w3 koHcoaw ttuz2' > sdevs/tiyl

localadmin@astra: ™t

Figure 5.11 — Entering a command in the ttyl console as administrator

Let's go to the virtual console ttyl and...
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GNU nano 3.2 HoBbW Gydep

MIWEET W3 KOHCOAW TTy2

Figure 5.12 — Result of executing the command in the tty2 console

We will see the text we transmitted.

The command we entered redirected the text "Hello from console tty2" to
console ttyl via the console file sdev/tty1 . However, if we switch back to console
tty2 and try to send text to console tty3, we'll get a message saying we don't have
permission to do so (Figure 5.13) because we're not the owner of the file /dev/tty3 .

localadmin@astra: ™% echo "MpweeT Wz KoHcoaw tty2' » Adew/ttyd

ash: sdewsttyd: OTkazaHo B AoCTYyne
Figure 5.13 — Message in the tty3 console
5.2.2 Terminal emulator

As the years passed, the first graphical shells for Linux began to appear in the
late 1990s. To ensure backward compatibility and the ability to run console
applications from a graphical shell, specialized applications— terminal emulators
(fly-term, xterm, ssh, telnet)—were developed.

Their purpose is exactly the same as that of virtual consoles: to deliver user
input to a running program and display the program's output on the screen. However,
the operating mechanism is fundamentally different, as the terminal emulator itself
operates in user space, while backward compatibility of applications required kernel-
level mechanisms. For this purpose, a software device called a pseudo-terminal (
PTY, acronym for Pseudo-TTY ) was invented. Now that hardware terminals no longer
exist, the term "terminal™ refers specifically to a pseudo-terminal.

Linux doesn't limit the number of pseudo-terminals in the system and creates
them upon request from terminal emulators. A pseudo-terminal can be launched within
another pseudo-terminal (for example, by the screen utility or the ssh client). Each
pseudo-terminal in the system is assigned a dynamic number, and a file with the same
name is created in the /dev/pts directory . For example, the file sdev/pts/s2 is the file
for pseudo-terminal number 2.

The terminal emulator can be launched from the graphical interface using the
Alt + T keyboard shortcut Of from the Start » Bpstem > |
can create multiple tabs in a single Fly terminal window, each with its own separate
pseudo-terminal (Figure 5.14). You can create a tab using the corresponding button in
the application window or by pressing the ctrli + T keyboard shortcut . YOU can
increase or decrease the font size using the ctrl + plus/minus keys Or by scrolling the
mouse wheel while holding down the ctri key .
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> =~ bash — Tepmunan Fly

®arin TlpaBka Hactpoiika CnpaBka

B8 Q@ 5~

localadmin@astra:~$ |

=

L1 I

-:b-.h—Tap... @ Eng 12:10

BT, 24 CEH

Figure 5.14 — Pseudo-terminal number 2

You can view and change the terminal display settings through the Settings
menu . For example, to view and change hotkeys, select Settings
Shortcuts...

From now on, the term " terminal " will refer to the fi1y-term terminal emulator
window .

The diagram (Figure 5.15) below shows the logic of interaction between
programs and shells when working in a terminal emulator (via a pseudo-terminal).

To find out the number of the pseudo-terminal that your terminal is working

with, simply enter the tty command .
tty
/ dev / pts / O

There are several special commands that the terminal handles in a unique way.
Anyone who has worked in Windows is familiar with the ctr1 + ¢ shortcut , which
terminates a program. In Linux, it works exactly the same way.

Commands that are called by holding down the ctri1 key are usually denoted by
the ~ symbol , followed by the name of the key, that is, the hotkey combination ctr1 +
c isthe same as ~c .

> Keyl
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Figure 5.15 — Supplemented diagram showing the operation of terminal emulators and
pseudo-terminals

Example: Let's enter the command dus , which displays the size of all
directories in the file system. This is a slow process, so if we don't want to wait for it to

complete, simply press ctr1 + c , and the SIGINT signal will terminate the command.
du/

0 /proc/391/task/391/fd

0 /proc/391/task/391/fdinfo

du: unable to read directory "/proc/391/task/391/ns":

0 /proc/391/task/391/ns

0 /proc/391/task/391/net/stat

~C

It's also useful to know what the ctri + z keyboard shortcut does , as it's often
used out of habit to undo the last action in Windows. If you use this keyboard shortcut

while editing text in the nano editor, the application will disappear from the screen,

Permission denied
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and you'll see the message "Use 'fg’ to return to nano . "

In fact, the ctr1 + z shortcut Sends the process to the background, and to bring
it back to the foreground, you just need to enter the fg command . If there are multiple
background applications, fg will bring the last one back to life, but you can also call fg
with an argument and explicitly specify the number of the desired application.

Example: Enter the command nanotest.txt and write something like "Hello
world!" in the editor (Figure 5.16).

» ~:nano — TepmuHan Fly

@arvin [paBka Hactpoiika CnpaBka

w8 Q | v

GNU nano 3.2 Ttest.txt N3meHéHn

Mpuser mup!|j

&¢ Momowb WY 3anucaTb WY Momck @ BoipezaTb W8 BoiposHATe @& Teklloswmu ¥ OTmeHa

& Bbixon WY Hwr®ainn W 3ameHa &l Ormen. soipegldl Cnosapb M K cTpoke & MosTop

- 1 B
P . oo e :

{*\f ‘ "'“"‘“_"""" @Pyc B1T,224‘-|(25EH

Figure 5.16 — “Hello world!”” in nano editor

Now we press the key combination ctr1 + z and we will get a message that the

nano process has been stopped.
nanotest.txt
Use "fg" to return to nano
[1]+ Stopped nano test.txt

Using the fg command , we'll bring the nano process, previously sent to the
background, back into interactive mode. As we can see, the text we entered is still
there, meaning it's the same process.

5.2.3 Bash shell

When you open a terminal, the command shell specified in the setc/passwd file
is launched . In modern distributions, the default shell is /bin/bash . A list of all

shells installed on the system can be found in the /etc/shells file .
cat/etc/shells
/etc/shells:validloginshells
/bin/sh
/bin/bash
/usr/bin/bash
/bin/rbash
/usr/bin/rbash
/bin/dash
/usr/bin/dash

The values given correspond to the following command shells:

» /bin/sh — Bourne Shell, the oldest UNIX shell, created by Steve Bourne in 1979,
which is now rarely used. The file /bin/sh is a symbolic link to /bin/bash or
/binsdash , depending on the distribution (on Astra Linux , /bin/sh is a
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symbolic link to /bin/bash ). Invoking sbin/sh starts bash in POSIX-compatible
mode (with the --posix option ).

/usr/bin/bash — BourneAgain Shell, an enhanced version of the GNU sh
command interpreter, which is currently one of the most widely used shells on
Linux. This interpreter is used by default on Astra Linux.

/bin/rbash is bash, but with some limitations. It is run as rbash or bash with the
-r parameter . In this shell, changing directories is not allowed, for example,
and changing the SHELL, PATH, ENV, or BASH_ENV environment variables
IS not possible. This mode is described in more detail in the bash man page
(section "Restricted Command Interpreter").

/bin/dash is a POSIX-compliant implementation of the Bourne Shell. It takes up
only 112 KB of disk space, compared to bash's 1.1 MB. Compared to bash, it
has fewer features for interactive work on the command line and is more often
used in scripts due to its smaller size and faster execution speed.

When we open the terminal, we see a command line with an input prompt.
Here's what the invitation line can tell us:

Part Meaning

localadmin [the current user under which the command shell is running

@ separator, as in email

astra computer name

; name and working directory separator

~ current directory (the ~ symbol denotes the user's home directory)
operating mode:

$ $ - with simple user rights

# - with root superuser rights

The command line prompt text can be customized. It is generated based on the

settings in the user profile.

In command shells, we can execute commands, most of which are called as

external utilities, but some commands are still built into the shell itself.

For example, the echo command is a built-in command by default, so when we

execute typeecho We will see "echo is a bash built-in command".

But if you disable this built-in command enable-necho , then the type command

will output "echo is /usr/bin/echo”, i.e. an external utility will be called to execute echo
, see example:
typeecho

echo - is a built-in bash command
enable - n echo
typeecho

echo

is / usr / bin / echo
A list of all built-in commands available in the shell can be viewed using the

help command .
Let's look at the syntax of Bash commands:




Is -l /home/localadmin

K/IKO4EBOE C/I0BO [Habop napameTtpoe (Kntoyeit)] [Habop aprymeHTOB]

Figure 5.17 — Bash command syntax

= The keyword may contain the path to the utility's binary file. For example, 1s
and susrsbin/1s are the same. If the full path is not specified, the shell will search
the system directories specified in the PATH variable.

= Parameters and arguments are optional and may be omitted altogether. Three
different syntaxes are used to specify keys in Linux:

o POSIX syntax : a single hyphen precedes each switch, and the switch itself
iIs a lowercase or uppercase Latin letter. Switches can be grouped by
specifying multiple switches without spaces after a single hyphen. For
example, ps -aux.

o BSD syntax — no hyphen before the key. For example, psaux.

o GNU syntax uses long switches preceded by a double hyphen. For
example, ps--sortecmd . Long switches may duplicate short switches, but
there are often no equivalents between them.

0 But there are exceptions to these rules, for example, the find command
uses the following keys: -name , -type , -size , etc.

= Switches and arguments are case-sensitive, meaning "-a" and "-A" are two
completely different switches. This is where Linux differs significantly from
Windows, which can be quite confusing for many at first.
» Extra spaces in commands are ignored.
The $PATH environment variable contains a list of directories in which the
system will search for an executable file. This mechanism works similarly in

Windows.
echo "™ $PATH ™
/usr/local/bin:/usr/bin:/bin:/usr/local/games:/usr/games

Let's take a look at some of the most commonly used commands:
» whoami (Who am I?) - the command displays the current user under which

the terminal is running:
whoami
localadmin

» echo (echo) - a command to display a line of text:
echo "Hello"
Hello

» pwd (Print Working Directory) is a command to display the current

directory:
pwd
/home/localadmin

» cd (Change Directory) is a command for navigating through a directory
tree. We'll use cds to navigate to the root of the file system, and cd- to

return to the directory we were in:
cd /

pwd
/
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cd -
/home/ localadmin

When launched, the shell initializes the user's environment - a memory area that

stores a set of variables used to control programs.

To initialize the environment, the bash shell looks for and runs commands from

certain files located in the user's home directory and in the system directory /etc.

» Interactive login shell mode . When a user connects to a remote machine via
SSH, logs in to the machine through a local console, or runs the su- command ,
after entering the login and password, the bash shell is launched, which
examines instructions from files in the following order: setc/profile
~/ .bash_profile , ~/.bash_login , ~/.profile .

~/.bash_profile and ~/.bash_login files are missing immediately after

installation .

» Interactive non -login shell. If the user is already in the graphical shell or text
console, opening a new terminal window starts the bash shell, which reads and
executes instructions from the ~/.bashrc file .

= Non-interactive login shell mode . When running a bash script, the shell looks
at the BASH_ENV environment variable and executes the instructions found in
the specified file.

= Non-interactive mode without login (non-interactivenon-loginshell). If you
run the bash-ccommand command , in this mode, instructions from the file
specified by the BASH_ENYV environment variable are also executed.

Variables in Bash can be divided into three groups:

1. environment variables (environment variables, global variables)

2. user variables

3. special variables (positional)

Environment variables are set in the files setc/_profile , ~/_.profile , ~/.bashrc

, ~/_bash_profile and are initialized when the shell starts.

Environment variables are typically written in capital letters. To view all

environment variables available in the current shell, you can use the env Or printenv
commands .

Here are some of these variables:

$BASH is the full path to the Bash shell executable.

$BASH_VERSION - Bash version.

SCDPATH - stores directory search paths (used when entering the command
cddirectory_name Without a slash).

$CLASSPATH - Contains a list of directories to search for Java class files and
Java archives.

$HOME - the current user's home directory.

$HOSTNAME - stores the computer name.

SHISTSIZE - the number of events stored in history for 1 session.

SHISTFILE - location of the event history file.

SHISTFILESIZE - The number of events stored in history between sessions.
SIFS - stores characters that are separators between commands and parameters
(by default - space, tab, and newline).



e SLANG - The current localization setting, which allows you to configure the
shell for use in different countries and languages.

e $OSTYPE - contains a description of the operating system.

e $PATH is a list of directories to search for commands and applications when
the full path to the file is not specified. When the user enters a command, the
system will check the directories in the order specified here when searching for
the executable file.

e $PS1 - PS1 is wused as the main prompt string (in our case
[localadmin@astra~]$ ).

e $PS2 - PS2 is used as a secondary prompt string.

e SPROMPT_COMMAND - This command must be executed before the Bash
prompt is displayed.

e $PWD is the full path to the current working directory.

e SOLDPWOD is the previous working directory. This information is saved by the
shell to enable cd- to change to the previous directory .

e $SHELL - the full path to the current command shell.

e SUSER - the name of the current user.

When the shell starts, there are no user variables. A user variable appears only if
the user declares it and assigns a value to it.

A user variable will only be available within the shell process in which it was
declared, but it can be turned into an environment variable with the export command |,
making it available to child processes started by the shell.

When calling a command or script with arguments, the command name and its
arguments are positional variables. They are called positional variables because they
are referenced within the script by their position on the command line. We'll cover
positional variables in the module on Bash scripting.

Let's look at some basic operations with variables.

The syntax for declaring a variable or assigning a value to it is:
varl="Variablel"

If the variable value does not contain spaces, then the quotation marks can be
omitted, otherwise they are required:

varl = Variablel
var2 = "Variable 2"
var3 = Variable 3

bash: 3: command not found
Spaces between the variable name, the equal sign, and its value are not allowed:

var3 = "Variable 3"
bash: var3: command not found
var3 = "Variable 3"

bash: Variable 3: command not found
The value of one variable can be assigned to another

var3=%$varl .
varl "

When displaying a variable, you must use not the name of the variable, but a

reference to its value echosvar1 (the $ symbol before it):
echo " $ var 1 "
Variablel
echo var 1
var 1



If the value of a variable contains more than one space between words, its value

must be wrapped in quotation marks, otherwise the spaces will be lost in the output:
echo "™ $var2
Variable 2
var2
Variable 2

Within single quotes, as well as when escaping the $ symbol, variable values are

not substituted:
echo "$varl-
varl
echo \$ varil
varl

To reset the value of a variable, simply assign it an empty value:
varl =

However, this will not delete the variable itself. To delete a variable, use the

unset<variablename> command .
unset varl

To turn a user variable, which is only accessible within the current shell process,
Into an environment variable that is also accessible in child processes, use the export

command
env | grepvar2
export var?2
env | grepvar?2
var2= Variable 2

If we now open a child bash process and try to print the values of the variables,

we will see that the variable var2 is available to us, but the variable var3 is not:
echo " $var2 "
Variable 2
echo " $var3 "

Variable 3
bash

echo " $var2 "
Variable 2
echo " $var3 "
exit

Bash aliases are nothing more than keyboard shortcuts, a means of avoiding
long command line typing. For example, if you add aliasIm="l1s-1|more” to your
~/.bashrc file , you can save time and effort by simply typing im . Setting
aliasrm="rm-i"" (interactive file deletion mode) can save you a lot of trouble, as it
reduces the likelihood of accidentally deleting important files.

To create an alias, use the command:
aliasalias_name="value"

alias Il =" Is - 1a ™

11

total 6632

drwx------ 34 localadminlocaladmin 4096 May 24 12:19 .

drwxr-xr- x 8 root root 4096 Jul 26 10:38 ..

- W ——————= 1 localadminlocaladmin 26916 May 24 12:18 .bash_history

- rw- r—-r-- 1 localadminlocaladmin 220 May 16 12:06 .bash_logout
- rw- r—-r-- 1 localadminlocaladmin 3526 May 16 12:06 .bashrc

An alias created this way will only work in the current console. To make it
permanent, add this command to your ~/.bash_profile Of ~/_.bashrc file .

To view all aliases, you need to use the -p switch :
alias-p

alias -p

alias 11="1Is -11"



aliasls="Is --color=auto*

To remove an alias, there is a special command unalias<aliasname> :
unalias 11

alias -p

alias Is="Is --color=auto”

In the Fly graphical shell, this key combination is assigned to open a new
terminal window.

e Alt + Backspace - deletes the word in front of the cursor (to the left), or
part of the word if the cursor is in the middle of it.

e Alt + D - deletes the word after the cursor (to the right), or part of the
word if the cursor is in the middle of it.

For quick and easy navigation through command line text (and commands and
their sequences can be quite long), arrow keys may not be enough. There are several
useful shortcuts for this:

e ctrl + A - moves to the beginning of the line. Similar to the Home key .

e ctrl + E - moves to the end of the line. Similar to the End key .

e ctrl + B - moves the cursor back (to the left) one character, but it’s easier
to use arrow keys.

e ctrl + F - moves the cursor forward (to the right) one character, but it’s
easier to use arrow keys.

e Alt + B - move the cursor back (to the left) one word.

e Alt + F - move the cursor forward (to the right) one word.

e ctrl + xx — perhaps for the most dedicated Linux fans. It moves the
cursor between two points, cyclically. Typically, these are the beginning
and end of a line. However, if after moving to the beginning of a line,
some text of length m is typed, the cursor will move between the character
on the line numbered m and nm, where m is the current line length.

All commands you type in the terminal window are saved in the command
history. If you type a command and press the up arrow, the last executed command
will appear in the input line, allowing you to re-execute it immediately or after editing
it. This works the same way in Windows command shells.

The command history is stored both in RAM and in the .bash_history file ,
which is located in the user's home directory. In Astra Linux, by default, the command
history includes commands from all sessions and terminals, which is convenient.

The number of lines stored in the history is determined by the HISTSIZE and
HISTFILESIZE variables. The former determines the number of lines stored in
memory, while the latter determines the number of lines stored in a file. The default
values of these variables are set in the user profile ~/.bashrc and are 1000 and 2000,
respectively.

The profile also specifies shell options that can be controlled using the shopt
command . For example, to enable saving history from all sessions and terminals for a
user, the profile specifies the shopt-shistappend command . Shell options can also be
controlled using the set command ; a list of these options is available in the
SHELLOPTS variable.

If you've ever worked with cmd or .bat files in Windows, you've probably
encountered the "2>" construct. And everyone's certainly familiar with the ">" and



">>" constructs. In Linux, everything works the same way.

In Linux, there are 3 standard streams, which are denoted by a positive integer:

e 0 — standard input (stdin) is used to transfer data from the user (usually
keyboard input or input from a file) to the program.

e 1 — Standard output (stdout) is used to transmit data generated during
program execution. By default, data is output to the screen, but can be
redirected.

e 2 — Error output (stderr) for any errors that may occur during program
execution. Errors are output to the screen by a separate stream by default,
but can be redirected.

A program can only read data from the standard input stream, while the other
two streams are used only for writing. Data is displayed on the screen and read from
the keyboard, as the standard streams are associated with the user's terminal. Streams
can be connected to files, programs, and even devices. In Bash, this operation is called
redirection.

There are several ways to redirect:

e <file — USe a file as a data source for the standard input stream.

e file — directs standard output to a file. If the file doesn't exist, it will be
created; if it does, it will be overwritten.

e >>file — directs standard output to a file. If the file doesn't exist, it will be
created; if it does, the data will be appended to the end of the file.

e 2>file —direct the standard error stream to a file.

e 2>>file — directs standard error to a file. If the file doesn't exist, it will be
created,; if it does, the data will be appended to it.

e &>File Or >&File — direct standard output and standard error to a file.

Another form of writing: >file2>&1 .

Splitting streams allows, for example, to write program output to one file and
errors to another.

Examples:
e redirecting the command output to a file.
echo " Hello !'" >hello.txt
cathello.txt
Hello!

The example uses the cat command , Which copies standard input to standard
output. It is often used to view the contents of files, merge multiple files into one, and
write short text to a file.

e redirecting the command output to the end of the file.
echo " How are you ?" >>hello.txt
cathello.txt
Hello!
How are you?

e passing content to a command as arguments.
cat<hello.txt
Hello!
How are you?

A pipeline is a very powerful tool that allows you to pass the output of one
command as arguments to another. This is accomplished using the | (vertical bar)



operator. Anyone who has worked with PowerShell should be familiar with this tool.

When used, the standard output of the command on the left is redirected to the
standard input of the command on the right. The number of commands and
redirections is unlimited, allowing for long chains of commands, such as
cmd1]cmd2]....lcmdN . The pipeline also enables asynchronous command execution
using 1/O buffering. This means we don't have to wait for the first command to
complete before the second one can begin execution—the first command will pass its
results to the second command as they are ready.

Example:

Is is a command that displays the contents of the current directory. Let's run this

command:
Is
Desktop Script Video Images Templates
Desktops, System, Wallpapers, Documents, Music
hello.txt VBoxLinuxAdditions.run Downloads Public

If we want to display only files (or directories) that contain "hello™ in their
name, we can use the grep command , Which filters lines based on a given pattern, by
piping the output of the Is command to it .

Let's run the command 1s|grep”hello” :
Is | grep "hello”
hello.txt

In the terminal and, more importantly, in the console, we can work with the
clipboard. Here are the shortcuts for working with the clipboard:

e ctrl + w - cuts the word in front of the cursor (on the left) and copies it to
the clipboard.

e ctrl + U - cuts text from the beginning of the line to the cursor position
and places it on the clipboard.

e ctrl + K - cuts and copies to the clipboard all characters in the line after
the cursor (on the right).

e ctrl + v - pastes text from the clipboard before the cursor.

In Linux, unlike Windows, case is very important — file and folder names,
commands, and switches are case-sensitive. To simplify working with case, you can
use combinations:

e Alt + U - Changes the case of all characters after the cursor (to the right)
to uppercase until the end of the current word.

e Alt + L - Changes the case of all characters after the cursor (to the right)
to lower case until the end of the current word.

e Alt + C - changes the case of the character under the cursor to uppercase
and moves the cursor to the end of the word.

e ctrl + L - clears the terminal of text, an alternative to the clear command ,
similar to cls in Windows.

e ctrl + S - pauses programs outputting data to the terminal window. The
program continues to run.

This feature is disabled by default. To enable it, you can run the sttyixon
command , but doing so will disable the reverse command history search assigned to the
same key combination.
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e ctrl + Q - cancel pausing the output of data to the terminal window
(cancel ctr1 + s ).

5.3 Assignment for independent completion

5.3.1 Task 1.

Determine the tty file of the current pseudo-terminal session.

Send an echo to the pseudo-terminal file. To do this, open a new terminal and
send a greeting.

Display the SCOLUMNS and $LINES variables.

Run s1eepoooo and after a while press ctr1 + ¢ to interrupt the command.

Open the mc utility , look at the file hierarchy in mc and try to close it by
pressing ctrl + C .

Why doesn't mc close with ctr1 + ¢ ?

5.3.2 Task 2.

Before you start working, find out what working directory you are in.
Change the current directory to etc.

What has changed in the command line?

Please check your working directory again.

List all objects using the Is command.

Look at the hostname, print hostname to the screen using the cat command.
Answer the question: did the file change after executing cat?

Where did the cat command output the contents of the file?

Is the cat command safe?

Make a copy of the hostname before changing the STDOUT redirection.

cathostname>~/hostname.old
Where is the hostname.old file saved?

Check how the backup was saved:
cat<~/hostname.old

Change the hostname using the nano editor:
nano/etc/hostname

Answer the question: why is it highlighted in red?
[ File ,,/etc/hostname* is unwritable ]?
Close the editor with ctr1 + x . If the editor prompts you to save changes when

exiting nano, press N and then Enter .

9.

10.
11.

12,
13.

Repeat the command with elevated rights.

sudo!!

Change the text to dc-1 (future host name).

We wrote something incorrectly and automatically pressed Ctrl + Z. Windows
has a habit of undoing entered text with this combination.

Pressctrl + z .

With this action we paused the process using the control sequence ctri + z .
Bring the process back from the background with the fg command.

Save the text we need dc-1 by pressing Ctrl + O and Enter.



14. Close the nano editor with Ctrl + X.

15. To change the hostname, please reboot.

16. After changing the hostname, problems with displaying sudo will occur, and for
this you need to change the host in /etc/hosts.

5.3.3 Task 3.

1. Display a greeting to the current user. Where can the greeting and the $USER
variable be used?
See what common global environment variables there are.
Print all variables of the current session.
Use the grep filter to find only LINES or COLUMNS in the pipelined text data.
Try restarting your PC as the current non-root user.
Please answer why it didn't work by looking at the $PATH environment
variable:

1. See what binaries a standard user can run.

2. See which files the root user can run. To do this, log in as the root user.

aswn

5.3.4 Task 4.

1. Take a short test https://onlinetestpad.com/6v4rkwagqg76fcg .



https://onlinetestpad.com/6v4rkwqq76fcg

6 Working with help systems

6.1 Objectives of the work

Learn how to effectively use help systems in Linux.
6.2 Theoretical justification

6.2.1 Linux help systems

In Linux, anyone who asks for help always gets it, and you don't even need to
have Internet access to do so—just use the built-in help to get all the information you
need about any system command: its description, syntax, input and output data,
settings, and usage examples.

There are two main help systems in Linux:

e manpages - appeared at the dawn of Unix and still remains the de facto
standard for all *nix-like systems;
e info - a hyperlinked help system from the GNU Project.

In addition, there's also hetp —a reference to built-in Bash shell commands—
and Astra Linux's own help for working with the graphical interface, but more on that
later. It's worth noting that many of Astra Linux's man pages have been translated into
Russian and significantly improved, clarifying important points and adding useful
examples. Below, we'll look at each of these help systems and several commands that
are very helpful when working with them.

6.2.2 Bash Shell Built-in Command Reference

Let's begin our introduction with help for the Bash shell's built-in commands. If
we enter help in the terminal, we'll see a list of Bash's built-in commands (Figure 6.1).
Windows cmd has a similar help system, but Linux's is much more comprehensive.

Dain  MNpaoka  HacTpodxa  Copaka

| @ s hud

astragastra:-$ help

|GNU bash, sepcus 5.0.3(1)-release (x86_64-pe-linux-gmu)

MoxasaHHee Hiwe KOMaHAR ONpPeAeneHkl BHYTPW KOMaHAHOTO Npoleccopa. Yrobel BRBECTH NONHBIA CNUCOK, BBEAW
Te whelp»,

Yrobw esmeecTn cnpasky no dyHkumm “name», ssegwre “help name».

Yrobel BHEECTH CNPAaBKY NO KOMAaHAHOMY npoueccopy, BeeauTe «info bash».

Yrobul BHBECTH CMPaBKy MO KOMaHAaM, KOTOPLIE OTCYTCTBYNT B DTOM CNMCKe, BBeaWTe “man -k» wau «info».

Jeéanouka [3) PAAOM C Ha3SBaHWEM KOMaHfkl 03HaAYaeT, YTO 3Ta KOMaHOa OTKAKYEeHAa.

sanamve [&) history [-¢] [-d cmewerme] [n] wan history -an>
(( espamenue )) if KOMAHOb; then KOMAHIOb; [ elif KOMAH[b; then>
. gain [aprymenTs] jobs [-Lnprs] [3apanme ...] wmm jobs -x komawp>
: kill [-s waas_curvana | -n_Homep_curHana | -wa>
[ aprymenr... ] let apryment [apryment ...]

[[ sopamenue 1] Llocal [napamerp] wmal=snauenne] ...

alias [-p] [wmal=anasenne] ... ] logout [n]

bg [2apanme ...] mapfile [-d paspenurens] [-n umeno] [-0 wavano>
bind [-lpvsPSvX] [-m packnagkal [-f ga@n] [-q w> popd [-n] [+N | -N]

break [n] printf [-v nepemenHan] dopmat [aprymentsi]

- 1 'Y

Figure 6.1 - List of Bash internal commands

You may notice that the very first paragraph contains a reference to other help
systems that can be accessed using the man and info utilities . Enter the helphelp
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command t0 get help about itself using the help utility, see Figure 6.2:

> ~:bash — TepmuHan Fly

@ain [lpaeka HacTpoika Cnpaeka

L8 |« O

astra@astra:-$ help help
help: help [-dms] [wa6non ...]
Display information about builtin commands.

Displays brief summaries of builtin commands. If PATTERN is
specified, gives detailed help on all commands matching PATTERN,
otherwise the list of help topics is printed.

Options:
-d output short description for each topic
-m display usage in pseudo-manpage format
-s output only a short usage synopsis for each topic matching
PATTERN
Arguments:

PATTERN  Pattern specifying a help topic

Exit Status:

Returns success unless PATTERN is not found or an invalid option is given.
astra@astra:-$ |
& B

Figure 6.2 - Help for the help command

As you can see, the help command has only three keys, see Figure 6.3:
e _d - displays a short description of the command;
e _m - outputs help in pseudo-manpage format;
e s -displays a list of keys in a short format without their description.

-~ bash — TepmuHan Fly

@ain MNpaeka HacTpodka Crnpaeka

- & B8 e = O

astra@astra:~$ help -d help
help - Display information about builtin commands.
astra@astra:~$ help -s help
help: help [-dms] [wa6non ...]
astra@astra:~$ help -m help
NAME
help - Display information about builtin commands.

SYNOPSTIS
help [-dms] [wa6noH ...]

DESCRIPTION
Display information about builtin commands.

Displays brief summaries of builtin commands. If PATTERN is
specified, gives detailed help on all commands matching PATTERN,
otherwise the list of help topics is printed.

Options:
-d output short description for each topic

< B

Figure 6.3 . Outputting information on help command keys

We can look at the help for the helpenable command , Which we used to disable
the built-in command enable-necho . As you may recall, this switches the shell to the
utility of the same name, which works similarly. To re- enable echo , you need to call
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the enable command without the enableecho switch , and calling the command without
any parameters will display a full list of all active shell commands.

6.2.3 Manpages

Just a couple of years after Unix's release, the first manual pages appeared,
although their format was fundamentally different from modern help. A help system
that could dynamically update its contents and allow centralized search was urgently
needed. Manpages, a portmanteau of "manualpages,"” became such a system. The
manpages system contains help on individual commands, special device files,
configuration files, system and library calls, and other aspects of the system, typically
presented in eight standard sections.

In the modern version of manpages, manual pages are written in the nroff
markup language and are gzip-compressed files. English manual pages are stored in
the /usr/share/man/man<N> directories , Where <N> is the manual section number.
Localized pages are located in the susr/share/man/<locale>/man<N> directories |,
where <locale> is the language code. For example, the full path to the compressed file
containing the manual page for the man utility itself can be found using the man-
wman command

man-wman

/usr/share/man/ru/manl/man.l.gz

We can view manpages using the man application (part of the man-db package),
which uses several auxiliary utilities. First, the man utility searches for the requested
page, then it unpacks the corresponding file using gzip , formats the text in roff or
groff markup using the troff processor , and finally, outputs the result to the terminal
window using the tess utility . The troff processor allows text to be adapted to any
screen width and performs syntax highlighting using terminal escape sequences. The
less utility allows you to scroll through long manual pages and search the text.

less Utility's capabilities for page navigation. Enter the manman command in the

terminal to display help for the man command itself , see Figure 6.4:
manman

¢ =i man = TepMuKan Fly -0 X
mafn Mpaeea Hactpofxa Cnpaesa

- i O Q - bt

MAN(1) YTUNUTH NPOCMOTPA CAPABOYHLIX CTPAaHML MAN(1)

HA3BAHHE
man - AOCTYN K CNPaBOMHbIM CTPaHWLAM

CHHTAKCHC
man [-C daitn] [-d] [-D] [--warnings[=npepynpesgenmua]] [-R kogwposka] [-L nokane] [-m
cueremal,...]] [-M  nyrs] [-8 cnucok paspgenos] [-e  pon.pacumpenue] [-i]-I]
[--regex|--wildcard] [--names-only]l [-al [-u] [--no-subpages] [-P neagwep] [-r
npurnawenne] [-7] [-E kogmposka] [--no-hyphenation] [--no-justification] [-p ctpokal [-t]
[-TlyerpoitcTeo]] [-Hl6payzep]] [- J(L_L'JJ [-Z] [[paspen] crpaumual .pasgen] ...] ...
man -k [apropos napamerpe] perswp ..
man -K [-w|-W] [-S enucok] [-il-I] [- -regex] [pazpen] Tepmun ...
man -f [whatis napameTpe] cTpanuua ...
man -1 [-C daiin] [-d] [-D] [--warnings[=npeaynpewaenual] [-R koaguposka] [-L nokans] [-P
pefgrep] [-x npucnawenwe] [-7] [-E xogwposkal [-p erpokal [-t]  [-T[ycrpoiicrso]]
[-H[6paysep]] [-X[dpil] [-Z] dain .
man -w|-W [-C dain] | dI[Dl_‘FML---

Manual page man(1) line 1 (press h for h-'lp or g to guit)

- 1 b

Figure 6.4 - Open less view of the man command's manual page
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This is the help page for the man utility from the first section of the

documentation, as indicated by the MAN(21) label in the upper left corner of the page.
As mentioned earlier, the page is viewed using the 1ess utility , which allows you to
scroll up and down the text and perform searches.

Let's look at some techniques for working with the less program :
Line-by-line movement:
O <down arrow> Keys, Enter .
0 Up - mouse wheel up, <up arrow> key .
Page-by-page navigation:
0 Down - keys <space> , Pgbown .
0 Up -Pgup key .
Go to the top of the page - Home key.
Go to the end of the page - End key.
Detailed help on commands - key h.
Exit - g key.
A detailed study of the man(1) manual page would take too much time, so we'll

only cover the most important points and basic techniques. In many manuals, you'll
encounter references to manual pages in the format login(1) or login(5), where the
numbers in parentheses indicate the section of the documentation where you should
look for the information you need. The 1ogin utility , Of course, remains the same,
but the information about it in these sections can vary significantly in both depth and
topical focus.

Manpages uses eight main and one non-standard manual page section:
Basic commands (General commands).

System calls.

Library functions.

Special files, such as devices from sdev .

File formats and conventions, such as passwd , cron table .
Games.

Miscellaneous.

System administration commands.

Kernel Routines [non-standard section].

Each help section has an intro page that describes its purpose.

To view this page, enter the command man<N>intro , Where <N> indicates the

OCoNoalkwNnE

desired help section (see above /usr/share/man/man<n> ).

For example, to display the header page for the first section, you would enter the

command, see Figure 6.5:manintro



> ~:man — TepmuHan Fly — 0O X

@ain Mpaeka HacTpoiika Cnpaeka

Sl e~
INTROC1) PykoBoacTBo nonbsosaTens Linux INTRO(1)

umMa
intro - BBEAEHWE B MONb30BATE/NbCKME KOMaH/bl

ONMUCAHUE
B paszagene 1 cnpaBo4HOTO PYKOBOACTBA OMMCHIBAKTCA MOMb30BATENBCKME KOMAHOB W MHCTPYMEHTSI,
HampuMep, nporpamMsl ynpasneHus dafinamn, KoMaHOHble ©OOONOYKM, KOMNUAATOpbl, BeG-Gpaysepsl,
NporpamMMsl MPOCMOTPa W PeAakTUpoBaHWA (GainoB U U300paweHuin v T.m.

3AMEYAHUA
Linux saBnAerca oaHoit w3 pasHosupHocTel UNIX, w B nepsBoM npubnuxeHnn, Bce MNoNb30BaTeNbCKUE
koMaHabl ans UNIX TouHo Takwe paborawT B Linux (a Takwe Bo FreeBSD v B GOnbWoOM KonMYecTBe
apyrux UNIX-nomo6Hbix cucTeMm) .

Manual page intro(1) line 1 (press h for help or g to quit)

Figure 6.6 - Intro page of the man command help section

To display help for the fourth section, use the command: man 4 intro

> ~1man — TepMuHan Fly — 0O X

@aiin  Mpaeka HacTpo#ka CnpaBka

& 8 Q |- e
INTRO(4) PykoBoacTBo nporpaMvucTa Linux INTRO(4)

A
intro - BBedeHWe B creuvalbHble Qaisl

OMUCAHWE

B paspene 4 onuceiBawoTcA crneuvanbHbie dainbl (yCTpoﬁCTB).
QAR

/dev/* — Gainel yCTPOWCTB
3AMEYAHUA

ABTOpbl M YC/IOBUA pacnpocTpaHeHWs
ABTOpbl M YCNOBWS pACMpOCTPaHEHWs yKa3aHbl B  3ar0/IOBKE WCXOAHOM CMPaBOYHOM CTPAHWLBI.

Manual page intro(4) line 1/21 60% (press h for help or g to quit)

Figure 6.7 - Introduction to Special Files Section 4

The help for the man utility specifies the order in which to search for

information by section (1 nl 8 3 2 3posix 3pm 3perl 3am 5 4 9 6 7), which should be
taken into account when calling the utility without specifying a specific section.

When compiling manual pages, we try to adhere to general rules, so most pages

contain the following sections:

Name - The name of the command that this help page describes.
Synopsis - a brief description of the command and its syntax.
Configuration - This section is present on the special files pages (4), as it
describes the configuration of the devices.
Description - description of the main purpose of the program.
Options (Keys) - options that the command accepts.
Examples - one or more examples of how to use the command.
Authors - information about the developers who participated in the creation of
the utility and are engaged in its further development.
To get help information for a specific command, call man<command> , for

example, manwhereis :
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®afin  Mpaeka HacTpoiika Cnpaska

il 8 |Q v

WHEREIS(1) User Commands WHEREIS(1)
NAME
whereis - locate the binary, source, and manual page files for a command
SYNOPSIS
whereis [options] [-BMS directory... -f] pame. ..
DESCRIPTION

whereis locates the binary, source and manual files for the specified command names. The
supplied names are first stripped of leading pathname components and any (single) trailing
extension of the form .ext (for example: .c) Prefixes of s. resulting from use of source
code control are also dealt with. whereis then attempts to locate the desired program in
the standard Linux places, and in the places specified by $PATH and $MANPATH.

Manual page whereis(1) line 1 (press h for help or g to guit)

Figure 6.8 - Man pages for the whereis command

There are also manual pages for most utilities and system configuration files, so
you can substitute a relative or full path to a configuration file for the command name,
for example, manhosts :

> ~:man— TepmuHan Fly

®ain MMpaeBka HacTpo#ka CnpaBka

- i 8 @ s e

HOSTS(5) PykoBopcTBo nporpaMmucTa Linux HOSTS(5)
uMa
hosts - cTaTWuyeckas Tabnuua Ana Noucka WUMEH Y3N0B
0B30P
/etc/hosts
ONUCAHWUE

[laHHana cnpaBo4yHaA cTpaHWua onuceieaeT dopmaT daina /fetc/hosts. 3To NpocToi TekCToBbiA dain,
KOTOphIA CBA3biBaeT [P-anpeca ¢ wMeHamu y3noe (no ogHomy TP-afpecy Ha cTpoky). [lna  Kawaoro
y3na B OTAENbHOW CTPOKEe AoMmxHa ObITb MpefcTasfieHa 3anMcb €O Cneaywueid uHpopmaumein:

TIP-anpec KaHOHWMYMECKOE uMA y3na [nceBaoHuM . . . ]

Manual page hosts(5) line 1 (press h for help or g to quit)

[ ] 1

Figure 6.9 - Hosts configuration file manual pages

By scrolling to the end using the End key , you can see the "SEE ALSO" section,
which describes additional links to similar topics and help sections.

SEE ALSO

hostname( 1), resolver(3), host.conf(5), resolv.conf(b),

resolver( 5), hostname(7), named(8)

Internet RFC 952

Let's open section 5 of resolv.conf with the command:
man 5 resolv.conf

Similarly, you can get help on services (traditionally called daemons in Linux),
such aS mansysklogd
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@aiin  Mpaeka HacTpoika Cnpaeka

a i B Q s N
SYSKLOGD(8) System Manager's Manual SYSKLOGD(8)

HA3BAHUE
sysklogd - cucTemHble cnyxbbl wypHanuposaHua Linux

CHUHTAKCHC

syslogd [ -a coker ] [ -d ] [ -f oaiin kondurypaum J [ -h 1 [ -1 agpec TP 1 [ -1
cnucok_ceTesbix_y3108 ] [ -m unrepean ] [ n ] [ -p coker ] [ -r ] [ -s cnomcok_nomeros 1 [
-u uma_nonssosatens | [ -j karanor chroot ] [ -v ]

ONMUCAHUE
Sysklogd npepocTaBnseT [ABE CWCTEMHble YTWAWTH, oOOecrneyuBawUWMX XKyPHaIUpOBaHWe CoObITUIA

NPOUCXOAAWMX B CUCTeMe WM coobueHwid agpa. MoaaepiuBas WU [OMEHBl MHTEPHET M UNiX-AOMEHbl, STOT
nakeT yTUAMT oOecrneyMBaeT Kak NOKalbHOE, Tak W yAanéHHOE KypHanupoBaHWe.

Manual page syslogd(8) line 1 (press h for help or g to quit)

- 1 &

Figure 6.10 - Manual pages for the sysklogd service
6.2.4 Search for manual pages

Without specifying a section, the man utility searches in the default order. To
get information about a specific section, you can specify it explicitly. But how do you
know which sections might contain the information you need without having to search
through them one by one? For this purpose, there are the man-f<searchstring> and
whatis<searchstring> commands —they will display a list of manual pages from all

sections whose names match the entered string, for example, man-fpasswd :
man-fpasswd
passwd(1l) - changes the user®s password
passwd (5) - password File
passwd (1 ssl ) - computepasswordhashes

But you can search not only by page titles, but also by page descriptions. To do
this, use the man-k<regular expression> Ol apropos<regular expression> command , for

example, man-kpasswd :
man-kpasswd
chpasswd (8) - updates passwords in batch mode
gpasswd (1) - manage /etc/group and /etc/gshadow
passwd(1l) - changes the user®"s password
passwd (5) - password file
passwd2des (3) - RFS password encryption
update-passwd (8) - securely update files /etc/passwd, /etc/shadow ...
chgpasswd (8) - update group passwords in batch mode
exim4_passwd (5) - Files in use by the Debian exim4 packages
exim4_passwd_client (6) - Files in use by the Debian exim4 packages
expect_mkpasswd (1 ) - generate new password, optionally apply it to a user
fgetpwent_r (3) - get passwd File entry reentrantly
getpwent_r (3) - get passwd file entry reentrantly
grub-mkpasswd-pbkdf2 (1) - generate hashed password for GRUB
openssl-passwd (1ssl) - compute password hashes
pam_localuser (8) - require users to be listed in /etc/passwd
passwd (1ssl) - compute password hashes
smbpasswd (5) - The Samba encrypted password Ffile
smbpasswd (8) - change a user"s SMB password

To ensure the fastest possible help search, utilities access the built-in index
database, located in the /var/cache/man folder, rather than the /usr/share/man files
directly. This database must be updated using the mandb command each time applications

are installed or updated.
mandb
Processing manual pages in /home/astra/.local/share/man. ..
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Updating index cache for path "/home/astra /.local /share/man/manl®. Please

wait...completed.
Checking sideloads of cat in /home/astra/.local/share/man...

Processing man pages in /home/astra/.local/share/man/catl. ..
The 1 man subdirectory contains newer manual pages.

Added 1 help page.

Added O side cat pages.

Cleaned O old database records.

less utility interface allows you to search through the text of a manual page,
offering two methods: a regular search and a search that displays matching lines.
manman help again , then enter the forward slash symbol </> and type the word

we want to find, for example, /section :

~:man — TepmuHan Fly

@aiin Mpaeka HacTpoiika Cnpaeka

a8 " |Q s ~
MAN(1) YTUAWTHI NPOCMOTPa CMPABOYHBIX CTPaHULL MAN(1)

HA3BAHWE
man - AOCTYMN K CMpaBo4HbM CTPaHuuaMm

CUHTAKCHC
man [-C gdaitn] [-d] [-D] [--warnings[=npeaynpemxnenmal] [-R koauposkal [-L nokans] [-m
ceucremal,...]1 [-M  nyre] [-S cnoucok paspenos] [-e  pon.pacumpenue] [-i]-1]
[--regex| - wll.dca]:d] [--names-only] [-a] [-u] [ - -no-subpages ] [-P neimkep] [-r
npurnawerre] [-7] [-E kogupoBka] [--no-hyphenation] [--no-justification] [-p CIQOKEI] [-t]
[-T[ycrpoiicreo]] [-H[Gpaysep]] [-X[dpil] [-2Z] [[paspen] crpanuual.pazgen] ...7J .
man -k [apropos napameTpsl] persep . .
man -K [-w|-W] [-S comcok] [-i|-I] [- -regex] [pasnen] TepmuH ...
man -f [whatis papamerpsi] cTpaHuua . ..
man -l [-C gdann] [-d] [-D] [--warnings[=npeaynpemaermal] [-R koaupoekal [-L nokanb] [-P
/paznenll

- 1

Figure 6.11 - Manual pages for the sysklogd service

Next, press the enter key t0 go to the line containing the first occurrence of this
word:

~:man — Tepmusan Fly =

Dain Mpaeka HacTpoidsa Cnpaexa

h&. Q Is -

cucremal,...]]  [-M  poyre] [-8  coucox [EEMEMos] [-e  gon.pacuwwmpenme] [-il-I]
[ --regex|- mldca:l:d] [--names-only] [-a] L-u] [ - -no-subpages | [-P nesawep] [-r
npurnawewe] [-7] [-E xommpoeka] [--no-hyphenation] [--no-justification] [- p c'rp_oxa'l [-t]
[-Tlycrpoicrea]] [-Hlbpayaepl] [-X[dpill [-2] [[EENER] crpaqmual . BEeneel ---J -

man -k [apropos napamerpel] pereep ...

man -K [-w|-W] [-8 coucor] [-i|-I] [--regex] [[EEINEM
man -f [whatis papamerps] crpanwua . .

man -1 [-C gaitn] [-d) [-D] [--warnings[-npeavnpexgenmal] [-R xoguposxal [-L noxane] [-P
nedprep] L-r npurnawenwve] [-7] [-E kopuporkal [-p crpokal L-t] [-TLycrpoicrea] ]
[-HlEpayzep]] [-X[dpill [-Z] daén ...

man -w|-W [-C dain] [-d] [-D] crpanua ...

man -¢ [-C gaiin] [-d] [-D] crpanuua ...

man [-?V]

] TepMMb ...

OHHGAHHE

Figure 6.12 - Manual pages for the sysklogd service

n and N keys allow you to move forward/backward through the entries,
respectively.

All occurrences of this word will be highlighted in color, and to enable/disable
highlighting of found occurrences, you can use the keyboard shortcut Esc + u .

To search backwards (if you are at the end of a page), use the question mark
character <?> instead of the forward slash character , for example ? page .

To quickly review search results, you can display all occurrences on a single
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page. When using this method, it is recommended to enable line numbers.
To do this, enter -N and the command will change to
Constantlydisplaylinenumbers " (pressRETURN) » and then Press Enter .

- ~:man — Tepmutan Fly

®aiin  Mpaska HacTpoiika Cripaeka

i 8 Q@ | N
MAN(1) YTUAWTH NPOCMOTPA CMPaBOYHbIX CTPaHMLL MANC1)

HA3BAHUE
man - AOCTYN K CNpaBoYHbM CTpaHuLaMm

CHUHTAKCUC
man [-C oain] [-d] [-D] [--warnings[=npeaynpexaennal] [-R koamposka] [-L nokans] [-m
cueremal ,...1] [-M  nyTb] [-S cnucok pasgenos] [-e pon.pacuupenve] [-i]-1]
[--regex|--wildcard] [--names-only] [-a]l [-ul [--no-subpages] [-P neimkep] [-r
npurnawenve] [-7] [-E koampoeka] [--no-hyphenation] [--no-justification] [-p EQOKa] [-t]
[-TLycTpoircreo]] [-H[6payzep]] [-X[dpill [-Z] [[pazgen] crpanmual .pazpen] .
man -k [apropos napameTpsl] persep ..
man -K [-w|-W] [-8 cnwmcok] [-i]|-I] [--regex] [paznen] TepMun ...
man -f [whatis napameTpsi] cTpanuua ...
man -l [-C dain] [-d] [-D] [--warnings[=npeaynpexnenunl] [-R koampoeka] [-L pokans] [-P

y display line numbers (press RETURN)

Figure 6.13 - Manual pages for the sysklogd service

Line numbers will appear in the less interface.

> ~:man — TepMuxan Fly

®aiin  MpaBka HacTpoika Cnpaeka
- B 8 Q s e
1 ANC1)
2
3 HA3BAHWE
4 man - AOCTYN K CMPaBOYHbBIM CTPaHWLaM
5
6 CUHTAKGHUC
7 man [-C odain] [-d] [-D] [--warnings[=npepvnpewnenns]] [-R kogupoeka] [-L nokanb
71[0m
8 cvcremal,...]1 [-M  nyre]l [-8 coucok pasmence] [-e  pon.pacuupenwe ] [-
8 il-I]
9 [--regex|--wildcard] [--names-only] [-a] [-u] [--no-subpages | [-P nenmrep]
9 [-r
10 npurnawenue] [-7] [-E koawposka] [--no-hyphenation] [--no-justification] [-p cTpoka]
10 [-t]
I11 [-Tlycrponcreol] [-HlGpayzsep]] [-X[dpill [-Z] [[pasgpen] crpanwual.pazgen] ...]1 ..
ES(]
- 1 =

Figure 6.14 - Manual pages for the sysklogd service

Now we enter <¢> (the *“/” symbol will appear automatically), type the search
word whatis and press the Enter key :

~ ~:man — Tepmunan Fly

®aiin  Mpaeka HacTpolika Cnpaeka

- i 8 Q s i
1 MAN(C1) YTUAMTBI MPOCMOTPa CMPaBOYHbIX CTPaHMLL M
1 ANCD)
2
3 HA3BAHME
4 man - A0CTYN K CMpPAaBO4YHbIM CTPAaHWLUAM
5
6 CHMHTAKCKC
7 man [-C gain] [-d] [-D] [--warnings[=npenvnpempennal] [-R koamposka] [-L nokans
71 [m
8 cucremal , ... 1] [-M  nyrs] [-8 coucok  pasnenos] [-e  pon.pacumpenue] [-
8 il-I]
9 [--regex|--wildcard] [--names-only] [-a] [-u] [ - -no-subpages]] [-P nengxep]
9 [-r
10 npurnawenve] [-7] [-E koamposka] [--no-hyphenation] [--no-justification] [-p cTpoka]
10 [-t]

&/whatis]

- 1 E

Figure 6.15 - Manual pages for the sysklogd service
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Only those lines in which this word is found will be displayed on the screen.

== man — TepMuHan Fly

Dain  lMpaeka HacTpodka Cnpasea

“ i A e | &

14 man - [T napameTpw] cTpabMua ..

161 HAWAEHHOA . JKBUBANEHTHD BRI30BY smail.

119 W KdKWe [dHHbEe S (K(}[}II'I'K(]H DIHOCTPOYHOE ONWCaHuEe (]I'I'[}iiH[)HH(]l"Il [:'E'[JHHMILMJ OHA COJEDH
119 wuT, a

123 E NOTpeBoBaATLCA PYYHOR 3anyck NporpaMMsl No OOHOBNEHMK OOLMHBIX TEKCTOBLX 033 NaHHLIX

123 .

128 BHYTPW Mepapxuu. Ecnm WKW apropos He YOAacTcA HaiWTw index, TO onW nonpobyiT W3
128 enevs

129 MHPOPMALIMK W3 TPAIMLMOHHDR TekeToRoR Dass pannnx TR -

226 E TR hatis)

227 JkBueanenTHo patore IEASES. OrofpasaeT KpaTKoe OMNWCAHME W3 CMpaBouHOR  cTpa
227 HMUm,

228 ecnu oHO ecTh. MoapoGHeid cMOTPUTE (‘I).

345 CTpaHMU, & He B ONWCAHMW CTPaHuubl, kak B JNEAFE(1). MHaue, 3TOro He NPOMCXOAMT

q to quit)

Figure 6.16 - Manual pages for the sysklogd service

If you are interested in a specific line, you can jump to it by its number, for
example 226.
To do this, first return the display of all lines with the command & then enter

- ~:man — Tepmutan Fly -

®@aiin  Mpaeka HacTpodika Crpaska
AT BT WP

14 man -f [whatis napaMeTpu] cTpanmua . ..
101 HalileHHOW. 3KBMBANEHTHO BbiI30BY whatis smail.
119 W Kakue AaHHble whatis (KOpOTKOe OAHOCTPOYHOE OfUCaHWe CMPaBOYHOM CTPaHUUb) OHA COLepH
119 ur, a
123 noTpeboBaTLCA PYYHOW 3aMycK NPOrpaMMsl MO OOHOBNEHWID OObIYHBIX TEKCTOBbIX 0a3 naHHbIX what
123 is.
128 BHYTPWU vepapxuv. Ecnu whatis wnu apropos He ypacTcs HaWTh index, To oHM nonpobyioT W3
128 Bneusb
129 WHPOPMaUMI U3 TPaAMUMOHHOW TEeKCTOBOW Ga3bl AaHHbIX whatis.
226 -f, --whatis
227 SkBMBaneHTHo paboTe whatis. OToGpawaeT kpaTkoe OMUMCaHWe U3 CAPaBOYHOM CTpa
227 Hwupl,
228 ecn oHo ecTb. [logpobHel cmoTpuTe whatis(1)
345 CTpaHuU, a He B ONUCaHWMM CTpaHWubl, Kak B whatis(1). MHauye, >Toro He NpoMCXoaMT
345 .
634 apropos(1), groff(1), less(1), manpath(1), nroff(1), troff(1), whatis(1), zsoeli
634 m(1),

&/l

&l &

Figure 6.17 - Manual pages for the sysklogd service

Then enter line number 226 and press g to jump.

. = man — Tepmsan Fly

maiin  Mpaeka HacTpofsa Cnpaeka

i A ® = O
226 =-f, --whatis
227 JkevBaneHTHo pafoTe whatis. OrofpaxaeT kpaTkoe onuicadve W3 CrpaBodyHod  CTpa
227 Huup,
228 ecnu oMo ecTb. [loapoBHei cmorpure whatis(1).
229
230 -k, --apropos
231 JkeuBanedTHo  pabore  apropes. Muer B KPaTKWUX ONMCAHWAX CHPEABOYHBIX CTPAHWLL Ko
231 ueouie
232 CAoBa W NokassiBaerT nwbsie cosnanedus. Moapobxed cmorpure apropos(1).
233
234 -K, --global-apropos
235 Mowck TekeTa o BCEX COPABOMHBIX CTpadduax. WenonkayerTea npocToild  nouck  neped
235 opoM,
236 YO BAHMMAET ONPEASNEHHOE BIEMA; BCAM MOMHO, YKA3pBaWTE pasien jUIH COKpPaleHus
236 uucna
237 CTPEHMLL, B KOTOPBIX HYRHO MCKETb. TEpMUHB NOWCKa MOryT Gsifh  NPOCTHMW  CTPOKEMA
237 (no

Manual page man(1) lp or g to quit)

- 1 -
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Figure 6.18 - Manual pages for the sysklogd service

To disable line numbering, enter the -N command and press Enter . The whereis
utility allows you to find the location of files on disk. The application searches in the
same way as the command line shell, i.e., all directories listed in the PATH variable
are searched. To see a complete list of these directories, you can use the whereis -I

(lowercase L) command:
whereis-I
bin: /usr/bin
bin: Zusr/sbin
bin: Zusr/1ib/x86_64-1inux-gnu
bin: Zusr/lib

whereis<commandname> command searches for all files related to the requested

command:
whereisls
Is: /usr/bin/ls /usr/share/man/manl/ls.1.gz

The command with the whereis-b<commandname> switch Searches only for binary

files:
whereis-bls
Is: Zusr/bin/ls

The command with the whereis-m<commandname> key Searches only in the

documentation:
whereis-mls
Is: /usr/share/man/manl/l1s.1.gz

which utility displays the full path to the specified commands:
whichman
/usr/bin/man

By default, the command only displays the first value found, but using the

which-aman switch YOU can get the entire list:
which-aman
/usr/bin/man
/bin/man

Another documentation system is Texinfo, which, unlike man , allows you to
create large, detailed manuals.

The texinfo markup language allows you to format text, create links, tables, etc.
Based on these source files, you can generate reference documents in various formats,
so the markup commands have conditional text inclusion instructions for each of the
output formats.

info uUtility operates on a set of pre-generated hypertext pages from the
/usr/share/info directory . Each page has a hierarchical structure consisting of so-
called "nodes," which can be compared to sections, subsections, chapters, or sections
in books.

info command launches the help system, and info<command> , such as infocat ,
displays the man page for that command. texinfo has built-in help for commands; you
can display it by pressing the <H> key . You can learn more about the system in the
maninfo help file .



> ~:info — TepMuHan Fly

@ain [lpaeka HacTpoiika Cnpaeka

i 8 Q@ & e
Eile: dir, Node: Top, This is the top of the INFO tree.

This is the Info main menu (aka directory node).
A few useful Info commands:
'q' guits;
'H'" lists all Info commands;
'h' starts the Info tutorial;
'mTexinfo RET' visits the Texinfo manual, etc.

* Menu:

Basics

* Common options: (coreutils)Common options.

* Coreutils: (coreutils). Core GNU (file, text, shell) utilities.
* Date input formats: (coreutils)Date input formats.

Welcome to Info version 6.5. Type H for help, h for tutorial.

- 1 ==

Figure 6.19 - Manual pages for the sysklogd service
6.2.5 Astra Linux Help

Astra Linux's graphical interface also offers another help system, accessible by
pressing A1t + F1 . This launches the assistant application, which is passed the path to

the flyhelp.ghc file as input :
assistant-collectionFile/usr/share/doc/fly/qgthelp/ru/flyhelp.ghc

This help provides a detailed description of the graphical interface, utilities,
settings, and programs included with the distribution. If you have questions about
using the desktop, control panel, device manager, and other features, you can refer to
this help system.

The help has an intuitive interface:

¢ In the left column there are four tabs: “contents”, “index”, “bookmarks”
and “search”;

CopgepxaHwe VYka3aTeno 3aknagku Mowmck

CopepxaHne @ K

~ [oKyMeHTauna
~ [paduiecknit tHTepdeic
Mpadu4ecknii BXOL B CUCTEMY
Pabouwit cton
MeHenxep dainos
LleHTp yBenoMneHu
Mowck daitnos — Mogynb HACTPOi...
>~ CeoicTea $ainoe 1 nanok
MevaTb JOKYMEHTOR
3aBepleHre paboTbl
>~ Pexmm «MoBuibHbIA»
7~ Otuc
2 Mpadmka
7~ MynbTUMe ma

2~ HayuHble

Figure 6.20 - Help Contents
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CopepxaHne VYkazaTteno 3aknajkw Maowck

YkazaTtens o X

WMckathb:

fly-wm
fly-xkbmap
FTP-cepeep
gwenview
k3b

'
kcalc

kgpg
kinfocenter
kemix
kolourpaint
ksysguard

ksvstamlnn

Figure 6.21 - Help Topics Index Tab
CofepxaHuve VYKazaTenb 3aknagku Mownck

3aknagkn ¢ X

DuneTp:

M MaHenb zaknanok

- MeHI 3aKnafok

_ | PepakTtop Kate (kate)

| NoGaenTb | | YOoanuTh |

Figure 6.22 - Bookmarks panel for saving pages to bookmarks

CopgepxaHve VYkazatens 3aknagku Mownck

Momck o X

Pabouui cTon 6| ‘ Mowck ‘

<1 <11 - 20 uz 28 coenagexuii > B

PaBounii cTon
PaBouwnia cTon
PaBouni cTon (fly-wm)
PaBouni cton (fly-wm)
PaBounit cTon (fly-wm)
PaBouni cton (fly-wm)
LeHTp yee gomnenui (fly-notifications)

.Myck BpiBpaTte MNaHene ynpaeneHma —
PaGounit cTon — YEEOOMNEHWRA; B
OTKPbIBLUIEMCA OKHE...

UeHTp yeBegomneHwuii (fly-notifications)

...MNyck BoibpaTtb MNMaHenb ynpaeneHns —
PaGoumii cTon — YEEOOMIEHWS; B
ATKNRIBIIAMECG AKHBS

Figure 6.23 - Help Topic Search Tab
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e Just below is a list of open pages;

@ain MpaBka Bug MNepeitn  3aknagkn  Cnpaeka

OHasan v v @ﬂou s(wmpoumnponarh E -tl ‘I‘Ioucx Q Q Q

CopepxaHwe YkazaTenb 3aknagkq MNowck
3anycK cepBepHOR YacTK CUCTEMbI BXO'D' B CMCTeMy
CogepxaHue o X
MNopnepxka rpadudeckoro - ‘ ‘
" [okymMeHTaLma vHTEpdeica BazoBkIn YPOBEHb 3allULLEHHOCTH
~ Fpadmyeckril uHTepdeic Bxod B cUCTEMY
TpadMyeckiii BXOM, B CUCTEMY Ba30Bblil ypoBeHb Bxoj B cMCTEMY OCYWecTBASeTCH NyTeM BBOAA NOrMHa W Napons nonsk3cBatens. o
PaGouuii cron 3AWMWEHHOCTH YMONUYaHWK OTOBpaXaeTcs NOTMH NONb30BaTENA, KOTOPbIA MNOCNEAHMM BXOOMA B

cucTemy. [NA BXOAa B CHCTEMY Ha BasoBOM YPOBHE 3alUMWEHHOCTH («Open»)
HeoBxogMMo B none Maponb BEECTM MapoNb NONb30BAaTeNs M HaXaTb KHonky [»] wam
knasuwy <Enter>.

MeHegxep dainos YCUNEeHHBIA M MaKCMManbHbIA

LleHTp yeeaoMneHuit YPOBHM 3alMILIEHHOCTH

Pa3bnokMpoBKa ceccuu
HacTpofika rpadmyeckoro Bxoga

MNowck paitnos — Mofynb HacTpo#...
. . JInf cMeHbl NoNb3oBaTens HeoBXoaMMo:
?- CeoitcTea haiinos 1 nanok

MeqaTh AOKyMEHTOR Buibop atpubyToB Ge3onacHocTH * HaxaTb Ha [CMeHWTL Nonb3oBsaTens];
3aeepueHme paboTbl MNepesarpyska, CoH, rmbepHaLma u
> PexuM «MoBUnbHbIA» BEIKNIOUEHME
> Oguc Ceccumn
>~ rpadwmka BbiGop TMNa ceccum
>~ MynoTuMenna CMeHa ceccum -
> Hay4Hble KOHCORNBHBIA BXOM,
V BUpTyanbHadA KnaBuaTypa AN BBOAa test12?
OTKpPBITbIE CTPAHMULbI o X

Fpadwieckuid Bxon B cucTeMy (fly-dm)

* poifpaTe feiicTBua — BBoA MMEHW NONb3OBaTens. B pesynstate M3MeHWUTCS
0ToADAKEHWE Noneil: NOARMTCS MONe NNA RROMA NOTWMHA NONk3INRATENA. MNOruH

Figure 6.24 - Login Help

e On the right side of the window is the text of the page you are currently
viewing.

It Cnpaeka

@ain MNpaeka Bug Mepeitn 3axknagkk  Cnpaeka

@Ha}an ~ ~ @ﬂonoﬁ GCHHXPDHMJMPDBBTI: E ‘ﬂ Qﬂoncx q q Q

Copepxanve  YkazaTens 3aknagka — Mouck ¢ yepes rpadMuHecKui MHTEphERC — OAHMM W3 CRe Ay ClocoBoB: 0
O nporpamMme Anos;
EEmerEE o x porp: * Ha MaHenW 33y HaXaTb Ha 3Ha4oK MeHeawep dainos;
3anyck * B KOHTEKCTHOM MEHIO NaHenu 3aaay seibpaTs MeHemkep Gainos...;
* Myck — MeHegxep ¢aiinos;
" Dokymentaumns OKHO NporpaMMbl v AXep b .
- Tpaduyecknit nHTepdeic = * Mycik—Cuc - -
. HacTpoiika rnagHoro okHa * yepes TepMWHaN — BbINOAHWUTL KOMaHy:
rpaduyeckunil BXog B CUCTEMY HacTpoiika maren S
Pabouyuit cTon WHCTPYMEHTOB v
Mereaxep dainos HacTporka nasenu
LleHTp yBeaomMnermi HaBuraLmn OKHO rlpO rpaMM bl
Mouck dainos — Mogynb HacTpod... OTobpaxeHune/
» CeofcTea $ainoe v nanok CKpbITUE NaHenn OB Wi BMA OKHa MeHemkepa dafnos NpMBeieH Ha PUCYHKe.
HaBurauwm
MeyaTe AOKYMEHTOB
saBepuene paGoTs Orofpaxerne nanox Sitn T T rmma mm
Ha NaHenu Hasuraumm - B
> Pexum «MoBUnbHbIH» [~ Kok~] asen 7 [[Jew o,
> odwme OroBpaxeHne nanok F R —————————r)
no yMon4aHWio ERLT— 4" use
> Tpaduka Pasmep 3HaUKOB Ha ~ I Komnuorep Rokymerut
+ 3aroyson
> MyneTumegua MaHeny Hasuraumm - " wiohpausR
2~ HayuHoie OTOBpaXeHUe apX1BOB ] = Myama
5 Aepese nanok * Sarpy i OfuEAseryrse
R — [ ——
OTKPLITBIE CTPaHALbI w R OTO6PaXEHUE CKPLITBIX B My 8 paconn cron )
nanok » Obuenceryn-sie 0 Watnon
fEbenEpkhav et : [P —
| HacTporka naHenu [ aep—
| npocMoTpa Sp—
| - B Paicru cran 1
OTKPLITMEHOBOM B Ko
BKMafKW > &b Hawsmrers
OToBpakeHUeBTOpoAnar );: Painezs cnctena
e
npocMoTpa '
Bribop cnocofa .
oToBpaxeHus AT aQ Q 53,48 75 {20005
3NEMEHTOB
OKHO COCTOWT M3 Cneayiowmnx obnacTei:
OToOpaxeHne Aytow

Figure 6.25 - Help for the fly-fm file manager
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=

&

I Cnpaeka - 0 X
@ain Mpaeka Bug Mepedid  3aknagku  Cnpaeka

Hazan v Domoin 43 cwuporaupoeate | B @Qnomee @ @ @
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Figure 6.26 - Help for the System Information utility
6.3 Assignment for independent completion

6.3.1 Task 1.

Enter the pwd command and then the 11 command . Verify that calling 11 results in the
pwd command being executed again .
By default, the 1147 and 11 commands repeat the execution of the 147th and
previous commands, respectively, but you can make the command text simply
appear in the input line for further editing without running the command.
e You will need to change the value of one of the bash shell parameters,
which is done by a built-in command.
e You can start searching for information with the phrase "history list
substitution™.
Change the settings and check that calling the ' command does not repeat the
execution of the previous command, but places the text of this command in the
input line.

6.3.2 Task 2.

Open the texinfo help system and study the command help.

From the main help menu, go to the "Coreutils" section, and from there to "Special
filetypes™ using the search and following links.

Explore the list of available commands and reference information for the link
command.

Close the application and call texinfo help for the In command.

Explain how the link and In commands are similar and how they are different.

6.3.3 Task 3.

Explore the graphical help and its control interface.
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2. Find the "Find Files" page using the Index and explore it.
3. Find the fly-admin-time help page and familiarize yourself with it.

6.3.4 Task 4.

1. Take a short test https://onlinetestpad.com/rbte3ilummonk .



https://onlinetestpad.com/rbte3ilummonk

7 Working with files and directories
7.1 Objectives of the work

1. Explore the Linux file system.

7.2 Theoretical justification

7.2.1 Key differences in working with files

Let's recap the differences between Windows and Linux we discussed in the first
module.

The first significant difference is that in Linux, files aren't what they seem. Files
aren't just used to store information on disk. They're also used to implement things like
directories and links. The file access interface is also used to interact with devices,
pipes, and sockets.

This approach to providing access to all operating system capabilities through a
unified file system interface is known as the "everything is a file" approach. This
interface, of course, may not always be optimal for a given task, but it is always
consistent. For example, consider the /proc directory . We've already mentioned that
a virtual file system is mounted at this location, providing access to information about
the system and its processes. Therefore, using the command cat /proc/meminfo, Yyou
can see memory usage parameters.

While Linux adheres to the concept of "everything is a file,"” Windows follows
the concept of "everything is an object,” meaning that all system resources—files,
directories, hardware devices—have properties and methods, as in object-oriented
programming.

The second difference from Windows is the unified file system namespace.
While in Windows each block device is assigned its own letter and the absolute path to
a local file is c:\pagefile.sys , in *nix-like systems all drives are integrated into a
single namespace, which begins with a slash 7 (the root).

For example, in the Astra Linux operating system, when an external USB drive
is connected, its file system is mounted to /run/user/<U1D>/media/<device 1D> USINQ
the FUSE module ( from filesysteminuserspace ). Furthermore, any directories, such as
/home OF svar , can be physically located on other devices, including network devices,
and mounted using the operating system.

The third difference is the approach to file storage. In Windows, operating
system service files are located in the c:\windows directory , While application files
are located in the c:\programFiles directory . Each application has its own separate
folder, which stores all its files, organized in any way desired by the application
developers.

Linux adheres to the Filesystem Hierarchy Standard (FHS) for file organization,
which standardizes file placement based on their purpose. For example, application
executables should be located in the sbin and /sbin directories ( binary ),
configuration files are located in the setc folder ( etc ), and mutable files, such as
logs, should be located in the /var directory ( variable).



The fourth difference is that Linux file systems are traditionally case-sensitive,
meaning that the same directory can contain files test.txt , Test.txt , and TEST.txt ,
which will be considered completely different files.

If you mount a drive formatted with NTFS or exFAT in Linux, you'll only be
able to create one of these files and access it using any of the suggested naming
options, just like in Windows. This is a feature of the file system, not the operating
system.

Let's look at the fifth difference, which is the use of links.

Although the mkiink command for creating links has been available in Windows
since the NT era, most Windows users limit themselves to using shortcuts, which are
regular *_.Ink Ffiles that contain settings for quick access to files and folders.
*_desktop files are the complete equivalent of * Ink files in Linux .

In Linux, hardlinks and softlinks are widely used, so changes to one file can be
reflected in multiple places at once, which can be very confusing at first.

For example, using the commands stat/run/cups/cups.sock  and
stat/var/run/cups/cups.sock , You can verify that these files point to the same inode
number. This is because the /var/run folder is a soft link to the /run folder , which
can be verified with the command 1s -1/var/run . We'll see later that this was done for
backward compatibility.

It's even more interesting when multiple hard links point to the same file. For
example, using the commands stat/usr/bin/gunzip and stat/usr/bin/uncompress
you can easily verify that these are indeed two different hard links pointing to the same
inode. Therefore, until we remove both links, the file will physically remain on the
disk.

Finally, let's remember that in Linux, the forward slash /" (slash) is used as a
separator between file system object names, for example, setc/hosts . In Windows,
you can use a slash, but the backslash "\" (slash) is more traditional, for example,
C:\Windows\System32\drivers\etc\hosts .

7.2.2 Linux file system structure

In Linux, the system drive is mounted directly to the operating system, and the
mount point is the forward slash, also known as the root. The system drive's file
system is therefore called the root file system. It is to the folders of the root file system
that the file systems of other devices are subsequently mounted.

To ensure we always know which directories to look for the files we need
among the countless "net analogs" created on top of Linux, developers needed to
streamline the root system structure and created a unified file system standard
(FilesystemHierarchy Standard, FHS). It's a very strange standard, one that almost
everyone adheres to, but no one fully follows.

The reason for this state of affairs is that some of the FHS's ideas are already
outdated, but the community is wary of making drastic changes and continues to move
forward by inertia. Incidentally, the GoboLinux developers made a bold attempt to
change this status quo, but their laudable efforts were met with ridicule and
condemnation.



Therefore, when studying the FHS, some aspects are best accepted "as is," while
others will only become clear in a strictly historical context. And if you think the
Windows directory structure is free of such atavisms, you simply haven't looked at it
through the eyes of the developers yet!

[/ ]
bin -= fusr/bin
| bin bin
boot
]
lib -> fusr/lib
e ]
mnt
src

opt
' |
: BupTyaneHble $aioBbie CUCTEMBI: |
[t |
- = |
. I parsecfs '
' |
shin -> fusr/sbin | |
run | | CraHngapt FHS — nepeu4yHan nepapxmsa | |
srv | :
I | Crangapt FHS — BTOpUYHa A Mepapxma | |
sys : |
_ tmp | | Crangapt FHS — TpeTuyHas nepapxma | |
_tmp I '
| | CneuudmyHbie KaTanom Astra Linux | :
| |
: | CHMBOIMHECKME CCBINKM | |
I |

var

Figure 7.1 - Root file system in Astra Linux

Let's look at the main directories of the system, not in alphabetical order, so that
our story is more complete:

e / isthe root directory of the system, the system disk is mounted at this point.

e /boot — contains GRUB bootloader configuration files, system kernel images,
and initrd temporary file system files used by the Linux kernel during initial
boot.

e /dev IS a directory in the devtmpfs pseudo-filesystem that contains device files .
This directory exemplifies the "everything is a file" concept, so no such
directory exists in Windows.

All devices can be divided into two groups:
o Character devices provide a sequential input/output stream. For
example, a mouse is a character device, and each button press results in a
character being sent to the file /dev/input/mouseo , which can be verified
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by cat ing this file.
0 Block devices provide random access to data. For example, a hard drive is
a block device because it allows reading and writing data in random order.

e /media — a point for automatically mounting removable media such as FDDs,
CD-ROMs, and DVD-ROMs. Flash drives do not fall into this category —
remember that external USB drives are mounted to /run/user/<UID>/media/
using the FUSE module (from filesysteminuserspace).

e /mnt — a point for manually mounting external media (from the English word
“mount” — to mount).

e /proc — the procfs virtual file system is mounted here. It can be used to obtain
information about the operating system kernel state and running processes (from
the English "process"). For example, the ps command obtains its data through
procfs files.

Note that some procfs files can be manipulated to change the kernel
configuration. For example, by writing a new value to the /proc/sys/kernel/hostname
file , you can change the hostname on the fly.

e /sys - the virtual file system sysfs is mounted at this point, which is a new
implementation of procfs and gradually replaces its functions ( from the English
"system™ ).

e /run — This directory contains process PID files, temporary socket files, and
other data describing the system since boot. This directory is located in TMPFS,
so it is automatically cleared upon system reboot.

Previously, the /var/run directory was used for the same purposes, which is still
in the system for backward compatibility, but is now a symbolic link to the /run
directory.

¢ /bin — contains binary files of standard Linux utilities that should be available to
all users of the system ( from the English word "binaries"” ). In Windows, such
files have the *.exe extension and are located in the C:\Windows\System32
directory. This directory is a soft link to the /usr/bin directory, as will be
discussed later.

e /sbin — This directory contains a set of system utilities necessary for booting the
system and restoring it in the event of a failure, such as init, iptables, and
ifconfig ( from systembinaries ). Only root has permission to run these utilities.
This directory is a soft link to /usr/sbin, as discussed below.

e /lib — This directory contains dynamic libraries needed to run applications in the
/bin/ and /sbin directories ( from the English "library ). This directory is a soft
link to the /usr/lib directory, as will be discussed later in the text.

e /usr/bin, /usr/sbin, and /usr/lib are directories referenced by /bin, /sbin, and /lib.
The reason for the existence of two copies of these directories can only be
understood in the context of the development of computing technology.

Long ago, when hard drives were only a couple of megabytes in size, the
developers of the Unix operating system quickly reached this limit and had to move
some files from the bin, sbin, and lib directories to the user drive (hence the name /usr
, from "user"). The criterion for separating files into directories was simple: those files
that weren't needed by the system before the user drive was mounted were moved to



the /usr directory .

Subsequently, disk sizes increased exponentially, making this solution obsolete.
However, to ensure backward compatibility, the catalogs were retained and soft-
linked. So, this atavism is now over 35 years old. And it's unlikely to change anytime

soon.

e /etc — contains configuration files for the operating system and all its services

(from the Latin "etcetera” — "and others,

and so on"). This directory can be

compared to the Windows registry , which was developed to overcome the
limitations of FATL16, such as the lack of access rights and slow access to a large
number of small INI files containing application settings.

e /var— contains files that are subject to the most frequent changes ( from the
English variable ):

0]

0]

0]

/var/cache - This directory is used to store cache files whose generation
requires significant computing resources and/or 1/O operations. Deleting
these files should not result in data loss.

/var/lib — contains files used to pass application state information between
its invocations or to exchange information between multiple instances of
the application running simultaneously. For example, this directory
contains the SSSD service files after installation.

Ivar/lock — lock files indicating the use of devices and other resources.
These files are necessary to allow multiple applications to use the same
resource.

Ivar/log — directory contains log files.

/var/mail — This directory contains local users' mailboxes in the legacy
mbox format, which is a plain text file. To send messages to local users,
the sendmail utility must be installed on the system. If the pam_mail
module is configured, users will receive "youhavenewmail™ notifications
when logging into the terminal. Local mail is, to some extent, analogous
to the Windows msg.exe utility.

/var/run is a legacy directory that is left for backward compatibility and is
now a symbolic link to the /run directory.

Ivar/spool — tasks waiting to be processed (for example, a print queue or
an incoming/outgoing mail queue).

Ivar/tmp — temporary files that should be saved between system reboots.

e /opt — the directory is intended for placing additional applications that deviate
from the FHS standard and store all their files in one place ( from the English
"optional" - additional ).

Each application is allocated a separate /opt/<package> directory , Which may
contain bin, lib, man, and other directories for storing executable files, libraries, and
manual pages, respectively. Installation of such applications is as simple as copying a
single folder and can be accomplished even without using a package manager. Thus,
the /opt directory IS the closest equivalent to the c:\Programfiles directory In

Windows.

e /srv — the directory used to store network service files ( from the English word
"service" ). For example, if the host is a web server, this directory might contain



a www folder containing files for the websites it serves.

e /tmp is the directory where temporary files are stored. Linux, unlike Windows,
monitors temporary files and regularly cleans this directory.

e /home — contains the home directories of standard users, where personal files,
program settings, and other items are stored. In Windows, the C:\Users directory
serves the same purpose.

e /root is the superuser's home directory. At this point, an inquisitive comrade
might wonder why the /root directory is located in the root directory and not in
the /home folder. We hasten to authoritatively answer that it's another artifact
from the past.

A long time ago, when hard drives were the size of... well, you get the idea.
Generally, a single hard drive was barely enough to store operating system files, so the
/home directory Was almost always mounted from a separate hard drive. But to ensure
that the superuser didn't lose access to their home directory even when the user drive
wasn't mounted, their home directory was located separately in the system root. As the
saying goes, "Your own flash drive is more useful."

e /usr — This directory is designed to store application programs and can be
mounted over the network. It contains common files that can be shared by
multiple computers at once, so it shouldn't contain any host-specific files, and
users shouldn't have write access to this directory. In Windows, to achieve the
same effect, we can mount a network folder containing an archive of useful
applications that don't require installation.

In the root directory of Astra Linux, there are two more directories specific to
this operating system: parsec and parsecfs. These are related to the PARSEC security
subsystem, which is part of the OS kernel. However, these topics are beyond the scope
of this course.

Windows and Linux file systems use slightly different approaches to organizing
data storage on disk, understanding which will help you avoid problems in the future.

In Windows, the primary file system is NTFS. The disk is divided into clusters,
and a special database called the Master File Table (MFT) is used to store metadata
about files. Files correspond to rows in this table, or so-called records (MFT records),
and the table columns store the values of specific file attributes.

As new files are created, the MFT size increases, and this database file can
become fragmented. To avoid system performance degradation due to MFT
fragmentation, the system reserves 12.5% of the disk space for the MFT when
formatting the disk and retains it until all free disk space is exhausted.

from English "information node "), which is analogous to MFT records, is used
to store metadata about files .

Is -1/home/localadmin/hello.txt command is based on the data in the inode:



~ ~:bash — TepmuHan Fly

®aiin [lpaeka HacTpoiika Cnpaeka
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localadmin@astra:~$ touch hello.txt
localadmingastra:~$ ls -1 /home/localadmin/hello.txt
-rw—r--r-- 1 localadmin localadmin © ceHn 25 1@:43 /home/localadmin/hello.txt

1 2 3 4 5 6 7

&
10:44

CP, 25 CEH

- 1
ﬁ ‘ -:blsh—'rep... @ Eng

Figure 7.2 - Output of the Is command

1. File permissions. These will be discussed in detail in a separate module of this
course.

. The number of hard links to a file — more on that later.

. The user who owns the file.

. The group that is the owner.

. File size in bytes.

. Date the file was last modified.

. Full path to the file.

And using the -i switch, the Is utility can show the index descriptor number:
Is-i/home/localadmin/hello.txt
424373 /home/localadmin/hello.txt

Using the stat command , you can obtain a number of additional file attributes
stored in its inode. One advantage of the stat command Over 1s is that it displays file
permissions numerically. For example, in the example below, the file hello.txt has

permissions set to 0644
stat/home/localadmin/hello. txt
File : hello.txt
Size: 14 Blocks: 8 Block 1/0: 4096 regular file
Device: 801h/2049d Inode: 671808 Links: 1
Access : (0644/-rw-r--r-- ) Uid : (1000/localadmin) Gid: (1000/localadmin)
Access: 2024-09-25 11:05:15.816000000 +0300
Modified: 2024-09-25 11:05:22.532000000 +0300
Modified: 2024-09-25 11:05:22.532000000 +0300

Created: -

stat Uutility in current ALSE editions does not show the file creation date, but
you can easily find it in the graphical File Manager utility.

By the way, you can open fly-fm in the current directory with the command:
fly-fm_ , where the period symbol is the current directory, which will be passed as the
default argument. You can also open the current directory in VS Code with code-n. .

~NOoO Ok Wi
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Nocryn: 2024-09-25 11:05:15.816000000 +0360
Mopuduumposan: 2024-09-25 11:05:22 . 532000000 +0300
Wamenén: 2024-09-25 11:05:22.532000000 +0300

localadmin@astra:~$ fly-fm
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> 7 dev Wabnowb!

v home

1|0 —
Figure 7.3 - File Manager

However, unlike the MFT, which can change its size dynamically, the number
of inodes is static and is determined only when the disk is formatted. This is the cause
of a common Linux problem: an application burns up all available inodes, creating a
large number of small files, for example, in the log directory. In this case, there's
plenty of free space left, but creating a new file won't work. Let's see what can be done
about this.

If we connect an additional 32 GB disk to a virtual machine, then create a
partition on the disk using the fdisk utility and format this partition as ext4 using the
mkfs utility with default parameters, we will get 8 million 4 KB blocks and 2 million
index descriptors.

Isblk
fdisk/dev/sdb
ﬁk%s—text4/dev/sdb1

Creating filesystem with 8388352 4k blocks and 2097152 inodes

The default block size is 4 KB, and the number of inodes is determined at a rate
of 1 inode per 16,384 bytes of disk space. See the blocksize and inode_ratio
parameters in the setc/mke2fs.conf configuration file . You can modify this
configuration file or explicitly set the block size and desired number of inodes when

formatting the disk using the -b and -N switches :
mkfs-text4-b 1024 —N 5000000 /dev/sdbl

Creating filesystem with 33553408 1k blocks and 5000000 inodes

The XFS (X File System) file system dynamically allocates inode blocks,
eliminating the problem of inode exhaustion. If you're using the more traditional EXT4
file system, you should determine optimal disk parameters during the planning stage
and periodically monitor inode usage statistics.
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You can find out the number of occupied and free inodes using the df-i command

df-i

File System Inodes IUsed IFree lUsed% Mounted in
udev 240770 484 240286 1% /dev

tmpfs 253151 678 252473 1% /run

/dev/sdal 987360 226603 760757 23% /

tmpfs 253151 3 253148 1% /dev/shm

tmpfs 253151 4 253147 1% /run/lock

tmpfs 253151 19 253132 1% /sys/fs/cgroup

tmpfs 253151 10 253141 1% /run/user/107

tmpfs 253151 38 253113 1% /run/user/1000

Another difference is the way file names are stored. While in Windows the file
name is part of the MFT record, in Linux the file name is stored using hard links.

The point is that an inode is a fixed-size data structure (256 bytes for ext4) that
can only store a limited set of attributes: file type, size, creation/modification date,
owner and group information, basic rwx permissions, and, of course, references to data
blocks. Therefore, an inode is poorly suited for storing names of arbitrary length.
However, special directory files are ideal for this purpose. Directory files contain so-
called hard links, which associate a file name with an inode number. An inode can
have several such links, but they are all equivalent, so a file will only be deleted from
disk if all its hard links are deleted. To facilitate the decision-making process regarding
file deletion, an inode has an attribute that the file system uses to keep track of the
number of hard links. When a new link is created, the counter is incremented , when a
link is deleted , it is decremented, and if the counter reaches zero, the file is deleted.
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Figure 7.4 - Index descriptor structure and addressing scheme

Let's look at how the file system works with inodes (see Figure 7.4). If we want
to read a file, the system takes the inode number from the hard link, reads the file's
metadata, performs a permissions check, and returns the file's contents by reading
them from disk using data block references. In cases where the file size fits within 12
blocks, the system will suffice with so-called direct references. For larger files, there
are several indirect references that allow data blocks to be used to store references.
This approach allows addressing files up to 16 terabytes in size with a standard block
size of 4 KB. The structure of the inode and the data block addressing scheme are
shown in the figure above.

There are seven types of inodes in Linux, five of which are classified as special
files, see the table below.
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File type Designation in Is Purpose
. They contain various data, such as text, images,
Regular files - TWXIWXIWX . . L !
archives, scripts, libraries, executable files, etc.
Contain hard links that associate file names
Catalogs d rwxrwxrwx L
with inodes.
Special files:
Provides an alternative name for accessing files
- located anywhere in the file system, including
Symbolic links | rwxrwxrwx . o . :
on other media (similar to mklink in
\Windows).
Block devices b rwxrwxrwx Provide an interface for interacting with
Symbolic devices [c rwxrwxrwx computer hardware.
Channels P rWXrwXrwx Provides interprocess communication
Sockets S MWXIWXIWX mechanisms in Linux.

Regular files include all files containing data, such as text, images, archives,
scripts, executable files, libraries, etc. The shorthand for regular files is the hyphen
symbol "-".

Let's open a terminal and enter the 1s-1 command , familiar from our terminal

module. In that same module, we created two files—script and hello.txt:
Is - 1

total 5872

I rwxXrwxrwx 1 localadminlocaladmin 17 May 23 16:35 Desktop ->
Desktops/Desktopl

drwx------ 6 localadminlocaladmin 4096 May 16 12:08 Desktops

-rw-r--r-- 1 localadminlocaladmin 31 May 26 12:44 hello.txt

-rwxr--r-- 1 localadminlocaladmin 117 May 25 11:09 script

Irwxrwxrwx 1 localadminlocaladmin 21 May 16 12:08 SystemWallpapers ->
/usr/share/wal lpapers

—r-Xr-Xr-x 1 localadminlocaladmin 5968312 May 20 08:48
VBoxLinuxAdditions.run

drwxr-xr-x localadminlocaladmin 4096 May 16 12:08 Video

drwxr-xr-x localadminlocaladmin 4096 May 16 12:08 Documents

drwxr-xr-x localadminlocaladmin 4096 May 16 12:08 Downloads

drwxr-xr-x localadminlocaladmin 4096 May 16 12:08 Images

drwxr-xr-x localadminlocaladmin 4096 May 16 12:08 Music

drwxr-xr-x localadminlocaladmin 4096 May 16 12:08 Public

drwxr-xr-x localadminlocaladmin 4096 May 16 12:08 Templates

NNNWNDNDN

In the command output, we see several file types, which can be identified by the
line color and the first character. As you can see, symbolic links are highlighted in
turquoise, directories are blue, executable files are green, and regular files are
displayed in the default color.

In Linux, a directory is a special file that stores a list of hard links linking a child
file name to an inode number. Regular text editors can only view the contents of these
files; direct editing of directory files is prohibited. Editing of these files is handled by
the operating system kernel, which receives commands to create, delete, and rename
files. To view the contents of a directory, you can use the Is , dir , Or tree utilities .

tree utility displays the directory structure in a pseudo-graphical format similar



to the tree output in cmd. To install it, run sudo apt install tree .

A symbolic link, or symlink, is a special file that contains a reference to another
file's address by its name, rather than its inode. Links will be discussed in more detail
later in the text.

Device files are used to access computer hardware (drives, printers, terminals,
etc.). When a device file is accessed, the operating system kernel passes the request to
the device driver.

Character devices are accessed sequentially. A mouse is an example of a
character device. Block devices allow data to be accessed in any order. A hard drive is
an example of a block device.

Both channels and sockets are designed to facilitate communication between
processes. The key difference between a channel and a socket is that a channel is
unidirectional, while a socket allows data to be transferred in both directions
simultaneously. An example of a socket is the print spooler file
/usr/lib/systemd/system/cups.socket .

As we already know, Linux has two types of links: hardlinks and symbolic links
. Furthermore, the Fly graphical shell uses *.desktop shortcuts, which are absolutely
identical to =.1nk shortcuts in Windows.

It's worth noting that the NTFS file system supports hard and symbolic links, as
well as junction points ( directory hardlinks and junctionpoints ). To create them, you
need to use fsutil , mklink , or PowerShell. However, in Windows, such links are
rarely used.

In Linux, a hard link is an entry in a file directory that associates a file name
with its inode number.
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Figure 7.5 - Diagram showing the relationship between file names and the inode

Whenever a file or directory is created, a hard link is created for it, and the link
count is set to one (0 + 1 = 1). Let's run the mkdir test command to create the test
folder, navigate to this folder with the cd test command , and run the following
commands:

e touchtestl t0 create the file testl
e Is -il toview the number of references to objects in the current directory

and their inode numbers.
mkdir test
cdtest
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touchtestl

Is-il

total O

453079 -rw-r--r-- 1 localadminlocaladmin O Jun 8 16:02 tes

Now let's create a hard link for this file with the command In test1

hardlink_test1 , and view the links again with 1s -i :
Intestlhardlink testl
Is-il
total O
453079 -rw-r--r-- 2 localadminlocaladmin O Jun 8 16:02 hardlink testl

453079 -rw-r--r-- 2 localadminlocaladmin O Jun 8 16:02 testl
As you can see, the counter has increased by one. Let's create a subdirectory
with the mkdir subtest command and create another hard link to this file in it with the

command:

In hardlink testl subtest/hardlink2_testl

When accessing a file via a hard link, we can use any name, since all links point
to the same inode, and it's impossible to tell which hard link was created first and
which was created later. You can verify this by running the command 1s -il subtest .

Now let's update the file's last modification time using the touch hardlink_testl

command and look again at the properties of the objects in test and subtest:

mkdirsubtest
Inhardlink_testlsubtest/hardlink2_testl

Is-ilsubtest

total O
453079 -rw-r--r-- 3 localadminlocaladmin O Jun 8 16:02 hardlink2_ testl

touchhardlink testl

Is-il

total 4

453079 -rw-r--r-- 3 localadminlocaladmin 0 Jun 8 16:11 hardlink_testl

453080 drwxr-xr-x 2 localadminlocaladmin 4096 Jun 8 16:08 subtest
453079 -rw-r--r-- 3 localadminlocaladmin O Jun 8 16:11 testl

Is-i1lsubtest

total O
453079 -rw-r--r-- 3 localadminlocaladmin O Jun 8 16:11 hardlink2_testl

When you delete a file with the rm command , the hard link to the file is removed
and the hard link counter is decremented by one, but nothing happens to the data
blocks. If the link counter reaches zero, the system deletes the file and, after a while,
uses the freed data blocks to store other files.

Since a hard link is simply a reference to a file's inode, Linux prohibits creating
hard links to inodes outside the device on which the inode resides, because the inode
ID is unique only within the current filesystem.

The "." and ".." in relative paths are hard links to the current and parent
directories, created by the operating system itself. Creating additional hard links to
directories is prohibited, as this can lead to a loop where one directory links to a

second directory, which in turn links to the first.

Insubtesthardlink subtest
In: subtest: hard links to directories are not allowed

In command has a special switch -d , which allows you to create a hard link to a
directory on some systems with superuser rights, but this operation is not allowed on

Astra Linux:
sudoln - dsubtesthardlink subtest
In: Failed to create hard link "hardlink subtest®™ => "subtest®: Operation



not permitted

Unlike a hard link, a symbolic link allows you to reference files and directories
on any device accessible by the root file system because it is a file that stores the full
path to the file referenced by the link. Symbolic link inodes do not duplicate the
attributes of the files they point to, so symbolic links can have their own access rights.
The extended diagram of the relationship between file names and inodes illustrates the
relationship between symbolic links and file names.
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Figure 7.6 - Expanded diagram showing the relationship between symbolic links, file
names, and the inode

A symbolic link refers to a path to a file or folder. If the object it refers to is
deleted (moved), the link will point to a non-existent object, meaning it becomes a
broken link .

Let's create several symbolic links to files and a folder using the 1n command with
the -s ( --symbolic ) switch:

® In -s ~/test/subtest ~/subtest — creates a link subtest in the home

directory to the subtest directory in the test directory.
cd ~/test
In-s~/test/subtest~/subtest
Is-1-/subtest
Irwxrwxrwx 1 localadminlocaladmin Jun 29 9 10:38 /home/localadmin/subtest -

/home/localadmin/test/subtest

In-stestltestl link

In-shardlink testlhardlink_ testl link

1s-1

total 4

- rw—- r--r-- 3 localadminlocaladmin O Jun 8 16:11 hardlink testl

Irwxrwxrwx 1 localadminlocaladmin 14 Jun 9 10:41 hardlink testl link ->
hardlink_testl

drwxr-xr-x 2 localadminlocaladmin 4096 Jun 8 16:08 subtest

- rw- r--r-- 3 localadminlocaladmin O Jun 8 16:11 testl

Irwxrwxrwx 1 localadminlocaladmin 5 Jun 9 10:40 testl link -> testl

Let's try accessing files and directories via symbolic links. Run the commands 1s

~/subtest , echo "testtext " ">hardlink _testl link , and cat testl _link :
Is~/subtest
hardlink2_testl
echo "test text" >hardlink testl link
cattestl_link
test text
cattestl
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testtext

As we can see, you can work with links in exactly the same way as with regular
files.

Let's delete the hardlink_testl hardlink using the rm hardlink_testl command and
check access to the file through the hard and symbolic links using the cat

hardlink_testl link , cat testl_link , cat testl commands .

rmhardlink_testl

I1s-1

total 8

Irwxrwxrwx 1 localadminlocaladmin 14 Jun 9 10:41 hardlink testl link ->
hardlink_testl

drwxr-xr-x 2 localadminlocaladmin 4096 Jun 8 16:08 subtest

- rw- r--r-- 2 localadminlocaladmin 10 Jun 9 10:50 testl

Irwxrwxrwx 1 localadminlocaladmin 5 Jun 9 10:40 testl link -> testl

cathardlink testl link

cat: hardlink_testl link: No such file or directory

cattest 1_ link

test text

cattest 1

testtext

As we can see, after deleting the hard link, the 1s command output highlights the
broken link in red, and when attempting to read the file, we receive a message that the
file does not exist. However, the file is still accessible via a symbolic link to a different
filename, as is the other hard link.

Finally, we note that when deleting a symbolic link, the hard link to the file and
the data itself are not deleted.

The naming rules for files and directories (remember, a directory is also a file)
are identical. A name cannot exceed 255 bytes, and the total path length (including all
components) cannot exceed 4096 bytes.

The minimum safe character set to use in file names is:

e letters (both Latin and Cyrillic in any register);
numbers;
symbol "." (dot);
the symbol " " (underscore);

symbol "-" (dash).

If a file or directory name begins with a period (."), it will be considered hidden
in Linux. For example, a user's working directory contains files such as .bashrc ,
-profile , and others that are not normally displayed. To see all files, including hidden
ones, use the 1s command With the -a switch .

Using special characters, such as spaces, the symbols "*", "?", "$" ™", """ is not
recommended, since their presence in file names can cause some programs to work
incorrectly, although it is permissible to use any characters except "/*, for example, the
command touchtest\file.txt Will create a file in the current directory whose name

will contain a space:
touchtest \ file.txt
Is
... test file.txt"...

There are several ways to solve problems with special characters in file names
when working in the command line:
e Escaping special characters. To escape special characters, precede them



with a backslash "\" or enclose the entire file name in single quotation

marks, for example, cat test\\file.txt Of cat "testfile.txt" :
echo text>test \ file.txt
cat "test file.txt"
text

e Tab completion will complete the path and automatically escape

characters:
cat test\ file.txt

e Working with files with a dash at the beginning of their name. If a
filename begins with a dash , the command interpreter will treat it as a
command parameter. Standard escaping won't help. Instead, you can use
either a relative path to the file or the special parameter -- , which tells

the command that this is a parameter, not a key.
echo text> "-test.txt"

cat-test._txt
cat: invalid key - "."

cat \- test.txt
cat: invalid key - "."

cat "-test.txt"
cat: invalid key - "."

cat---test.txt
text

cat ./- test .txt
text

Linux filenames, like Windows ones, can use extensions or so-called suffixes,

such as ~.txt or =.doc . However, while in Windows extensions play a key role in
determining the file type, in Linux they are ignored, which is why it is sometimes said
that Linux has no extensions.

of the

A file's type in Linux is determined by its signature, a few bytes at the beginning
file that uniquely identify the file type and thus serve as its signature. For this

reason, renaming the image 1ogo.png to the text file 10go.txt will not fool the file
utility , which will continue to treat it as a color PNG image:

wgethttps://astralinux.ru/logo.png

--2024-09-25 11:21:05 -- https://astralinux.ru/logo.png

Recognized as astralinux.ru (astralinux.ru)..84.201.172.233

Connecting to astralinux.ru (astralinux.ru)|84.201.172.233]:443...

connection established.

0.001s

HTTP request sent. Waiting for response... 200 OK
Length : 35129 (34K) [image/pnd]
Save as: "logo.png"

logo.png 100% [ >] 34.31K --_.-KB/s for

2024-09-25 11:21:05 (26.3 MB/s) - "logo.png" saved [35129/35129]

filelogo.png

logo.png: PNG image data, 2969 x 789, 8-bit/color RGBA, non-interlaced
mvlogo.pnglogo.txt

filelogo.txt

logo.txt: PNG image data, 2969 x 789, 8-bit/color RGBA, non-interlaced

However, it's worth noting that the Astra Linux file manager handles extensions



in a similar way to Windows Explorer, so it's recommended to stick to generally
accepted conventions so that files can be opened from the graphic by double-clicking.
A file system path is a string of characters that indicates the location of a file or
directory within the file system. A path can be absolute or relative. An absolute, or
full, path points to the same location in the file system regardless of the current
working directory or other circumstances, so a full path always starts with the root
directory. A relative path is a path relative to the current working directory of the user
or active applications.
Relative paths can use wildcards:
e The period "." at the beginning of a path indicates the current directory.
For example, entering the command 1s . /pesktop Will display the
contents of the directory /home/localadmin/Desktop . You can verify this
by entering the command with the absolute path 1s

/home/localadmin/Desktop .
Is./Desktop
firefox.desktopfly-help.desktopmycomp.desktopmytrash.desktop
Is/home/localadmin/Desktop
firefox.desktop fly -help.desktopmycomp.desktopmytrash.desktop

e The two dots ".." indicate that the system needs to go up one level to find
the file. For example, if these characters are at the very beginning of the
path, they point to the parent directory. Entering the command 1s .. will

display the contents of the parent directory /homes :
Is..
localadmin

e The "~" symbol represents the full path to the user's home directory. We'll
enter cd 7 to go to root, and then cd ~ to go back to the home directory.
We can use the pwd command to check which directory we're in, but this
iIsn't necessary—we can see the current directory in the prompt (in this

case, the "~" symbol was changed to "/" and then back to "~"):
cd /
pwd
/
cd ~
pwd
/home/localadmin

7.2.3 Working with files and directories

The main commands include the following:

e pwd - print the full path to the current directory ( from the English
printworkingdirectory - print the working directory ).

e cd [<directory>] - Q0 to the specified directory ( from English
changedirectory - change directory ).

e mkdir <directory> - Create a directory.

e rmdir <directory> - delete an empty directory ( from the English remove -
delete ).

e m -rf <directory> - delete a directory with all its contents.

e du [<directory>] - display the directory size ( from English diskusage -



disk usage ).
Let's look at them in more detail with examples.
The pwd command

Displays the full path to the current directory, for example:
pwd
/home/localadmin

The Is command

Lists the contents of a directory. The command has quite a few switches; a full
list can be found in the manis help File .

Let's look at the main ones:

® Is-a ( Is--all ) does not hide files starting with a dot "." when
outputting.

e Is -A (1s--almost-all ) lists all files (including hidden ones) except "."
and ".."

e 1s-1 — in addition to the name of each file, additional information is
displayed: file type, file permissions, number of links to the file, owner
name, group name, file size in bytes, and timestamp (the time the file was
last modified, unless otherwise specified).

e Is -r —displays information recursively from all subdirectories.

Examples of use :
Is-a
. hardlink_testl link subtest testl testl link

I1s-A

hardlink_testl link subtest testl testl link

I1s-1

total 8

Irwxrwxrwx 1 localadminlocaladmin 14 Jun 9 10:41 hardlink testl link
hardlink_testl

drwxr-xr-x 2 localadminlocaladmin 4096 Jun 8 16:08 subtest

- rw- r--r-- 2 localadminlocaladmin 10 Jun 9 10:50 testl

Irwxrwxrwx 1 localadminlocaladmin 5 Jun 9 10:40 testl link -> testl

Is-1a

total 16

drwxr-xr- x 3localadminlocaladmin 4096 Jun 9 10:55 .
drwx------ 18 localadminlocaladmin 4096 Jun 9 10:38 ..

Irwxrwxrwx 1localadminlocaladmin 14 Jun 9 10:41 hardlink_testl_link
hardlink_testl

drwxr-xr- x 2localadminlocaladmin 4096 Jun 8 16:08 subtest

- rw- r—-r-- 2localadminlocaladmin 10 Jun 9 10:50 testl

Irwxrwxrwx llocaladminlocaladmin 5 Jun 9 10:40 testl link -> testl

Is-R

ﬁérdlink_testl_ link subtest testl testl link
./subtest:
hardlink2_ testl

The cd command
Changes to the specified directory. It's convenient to use relative paths and the "-
" symbol, which denotes the previous directory from which the change was made.
e cd — Qo to the user's home directory

e cd .. —(go to the parent directory
Examples of use:
cd
cdtest

cd -
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/home/localadmin
cd /

cd ~/test/subtest
cd ..

The mkdir command
The mkdir command creates directories.
e mkdir test2 — Will create a directory test2 in the current directory.

e nmkdir —p test3/subtest/subsubtest — Will create the subsubtest directory
and all missing parent directories in the path before it.

Examples of use:

Is-1 | grep”™d | grep test

drwxr-xr-x 3 localadminlocaladmin 4096 Jun 9 10:55 test

mkdirtest2

Is-1 | grep™d | grep test

drwxr-xr-x 3 localadminlocaladmin 4096 Jun 9 10:55 test

drwxr-xr-x 2 localadminlocaladmin 4096 Jun 9 12:46 test2

mkdir~/test3/subtest/subsubtest

mkdir: cannot create directory "/home/localadmin/test3/subtest/subsubtest”:
No such file or directory

mkdir-p~/test3/subtest/subsubtest

treetest3

test3

L— subtest

L subsubtest

2 directories, 0 files

rmdir command
Deletes directories if they are empty .
e rmdir test2 — deletes the test2 folder if it's empty. Otherwise, it returns an
error.

Examples of use:

rmdirtest2

rmdirtest3

rmdir: failed to remove "test3": Directory is not empty

The rm -rf command

rm-rf<path> command deletes a directory along with its contents. The -r switch
specifies that subdirectories should be recursively deleted, and the -f switch specifies
that no confirmation should be requested from the user. For example, the rm-rftest3
conmand will delete the test3 directory and all its contents without further
confirmation.

Examples of use:
rm-rftest3

This is one of the most dangerous commands in Linux. If used carelessly,
especially with root privileges, it can permanently delete some data or the entire root
filesystem, including information on mounted drives (rm —rf 7 ).

The basic commands for working with files include the following:

e touch <file> - create a file or change timestamps of an existing file.

® realpath <file> - find out the absolute path to a file.

e file <file> - define the file type.

e stat <file> - get information about a file (file size, file creation date,
etc.) and check the file's existence.

e cp <filel> <file2> - copies file "filel" to file "file2" ( from the English
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word "copy"” ). If a file with the same name already exists, it will be
replaced.
e mv <filel> <file2> - rename file "filel" to "file2" ( from English move -
move ).
mv <File> <directory> - move a file to a directory.
rm <file> - delete a file ( from English remove - delete ).
find <file> - find a file.
sh <file> - run a file with a Bash script.
e _/file - run the executable file.
Let's look at them in more detail with examples.
Touch command
The command's primary function is to update a file's timestamps. However, if
you need to create a new, empty file, you can use this command as well.
e touch — updates the timestamps of an existing file or creates a new file.
e touch -a — changes only the file's last access time (the time the file was
last read).
e touch -m — changes only the file's last modification time (the time the
file's contents were last modified).
e touch -d"STRING" — can set the time, including in free form, for example,
"nextWednesday", more details mantouch .
e touch -r<referencefile> <newfile> — copies the date and time values
from the specified file.
Examples of use:

Preparing for a test catalog demonstration
mkdirtest 4

CD Test 4

Is

Creating a file

touchtest .txt

Is-1

total O

-rw-r--r—-- 1 localadminlocaladmin 0 Jun 13 18:37 test.txt
stattest .txt

File : test.txt

Size: 0 Blocks: O Block 1/0: 4096 empty regular file
Device: 801h/2049d Inode: 442812 Links: 1

Access : (0644/-rw-r--r-- ) Uid : (1000/l1ocaladmin) Gid: (1000/localadmin)
Access: 2023-06-13 18:37:01.960076695 +0300

Modified: 2023-06-13 18:37:01.960076695 +0300

Modified: 2023-06-13 18:37:01.960076695 +0300

Created: -

Updating file timestamps:

touchtest. txt

Sstattest.txt

File - test.txt

Size: 0 Blocks: O Block 1/0: 4096 empty regular file
Device: 801h/2049d Inode: 442812 Links: 1

Access : (0644/-rw-r--r-- ) Uid : (1000/localadmin) Gid: ( 1000/localadmin)
Access: 2023-06-13 18:38:35.536075019 +0300
Modified: 2023-06-13 18:38:35.536075019 +0300
Modified: 2023-06-13 18:38:35.536075019 +0300
Created: -
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Updating last access timestamp:

touch-atest. txt

Stattest.txt

File : test.txt

Size: 0 Blocks: O Block 1/0: 4096 empty regular file
Device: 801h/72049d Inode: 442812 Links: 1

Access : (0644/-rw-r--r-- ) Uid : (1000/1ocaladmin) Gid: (1000/localadmin)
Access: 2023-06-13 18:39:09.220074416 +0300
Modified: 2023-06-13 18:38:35.536075019 +0300
Modified: 2023-06-13 18:39:09.220074416 +0300
Created: -

Last modification timestamp update:

touch-mtest. txt

Stattest.txt

File - test.txt

Size: 0 Blocks: O Block 1/0: 4096 empty regular file
Device: 801h/2049d Inode: 442812 Links: 1

Access : (0644/-rw-r--r-- ) Uid : (1000/1ocaladmin) Gid: (1000/localadmin)
Access: 2023-06-13 18:39:09.220074416 +0300
Modified: 2023-06-13 18:39:28.928074063 +0300
Modified: 2023-06-13 18:39:28.928074063 +0300
Created: -

Update the last modification timestamp with free-form date selection
touch—d "next Wednesday' test.txt
stattest .txt
File - test.txt
Size: 0 Blocks: O Block 1/0: 4096 empty regular file
Device: 801h/2049d Inode: 442812 Links: 1
Access : (0644/-rw-r--r-- ) Uid : (1000/1ocaladmin) Gid: (1000/localadmin)
Access: 2023-06-14 00:00:00.000000000 +0300
Modified: 2023-06-14 00:00:00.000000000 +0300
Modified: 2023-06-13 18:43:22.472069880 +0300
Created: -

One might expect that, similar to the mkdir command , there would be a dedicated
mkfile command . Indeed, Solaris OS does have such a command, but Linux does not.
Instead, the touch command is commonly used . An empty file can also be created, for

example, using the > operator ( >file) or using a text editor.
Is
emptyfile hardlink _testl link subtest testl testl link

>emptyfile

Is-1

total 8

-rw-r--r-- 1 localadminlocaladmin O Jun 13 18:30 emptyfile

Irwxrwxrwx 1 localadminlocaladmin 14 Jun 9 10:41 hardlink testl link ->
hardlink_testl

drwxr-xr-x 2 localadminlocaladmin 4096 Jun 8 16:08 subtest

- rw- r--r-- 2 localadminlocaladmin 10 Jun 9 10:50 testl

Irwxrwxrwx 1 localadminlocaladmin 5 Jun 9 10:40 testl link -> testl

Realpath command

realpath<file> command displays the full path to the file.
Examples of use:

Output the full path to the file:

Is

test.txt

realpathtest.txt
/home/localadmin/test4/test. txt

Team file
The file < file > command defines the file type.
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Examples of use:
filehello .txt
hello .txt : UTF - 8 Unicode text

filescript
script: Bourne-Again shell script, UTF-8 Unicode text executable

fileVBoxLinuxAdditions.run
VBoxLinuxAdditions.run: POSIX shell script executable (binary data)

file/usr/bin/ls

/usr/bin/ls: ELF 64-bit LSB executable, x86-64, version 1 (SYSV), dynamically ...

image .

file~/ Images /Wallpapers/800x600/ fly-default#5682a3.png
/home/localadmin/ Images /Wallpapers/800x600/fly-default#5682a3.png: PNG

The stat command
stat command displays the attributes of an inode or file system status.
o stat<file> — displays the contents of the index descriptor attributes.
e stat -f<file> — displays the status of the file system on which the file is
located.
Examples of use:

Outputting information from a file descriptor:

Stattest .txt

File : test.txt

Size: 0 Blocks: 0 Block 1/0: 4096 empty regular file

Device: 801h/2049d Inode: 442812 Links: 1

Access : (0644/-rw-r--r-- ) Uid : (1000/localadmin) Gid: (1000/localadmin)
Access: 2023-06-14 00:00:00.000000000 +0300

Modified: 2023-06-14 00:00:00.000000000 +0300

Modified: 2023-06-13 18:50:34.144062150 +0300

Created: -

Display information about the file system on which the file is located:
stat - ftest .txt

File : " test.txt "

ID: 383b368255943a03 Name Length: 255 Type: ext2/ext3

Block size: 4096 Base block size: 4096

Blocks: Total: 3,865,570 Free: 2,036,428 Available: 1,835,136
Inodes: Total: 987,360 Free: 760,820

The cp command
cp<source><destination> command copies files and directories, where source or

multiple <sources> are copied to the specified <destination> :

e cpfilelfile2 — copies filel to file2 .

e cpfileldestination/ — copies filel to the destination directory .

® cp-rsource/destination ( -r , --recursive ) - Copies the source directory
and all subdirectories to the destination directory if the destination
directory exists . If the directory does not exist, it creates it and copies the
contents of the source directory.

® cp-rTsourcedestination/ ( -r , —-recursive ,; -T , —-no-target-directory
) - copies the contents of the source directory and all subdirectories to the
destination directory. If the destination directory does not exist, it is
created.

e cp-rsource/*destination/ — copies the contents of the source directory
and all subdirectories to the destination directory, if the destination
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directory exists. If the directory doesn't exist, an error is returned.

e cp-ifileldestination/ ( -i , ——interactive ) - copies filel to a directory,
prompting for confirmation of overwriting. The directory must exist.
cp-nfileldestination —the -n switch prevents overwriting existing files.
cp-bfileldestination —the -b switch creates a backup copy of the file.
cpslinkdestination — copies the original file, not the slink symbolic link.
cphlinkdestination — copies not the hlink hard link, but the original file.
cp-Pslinkdestination — copies a symbolic link as a link.
cp--preserve=linksfilel hlinklifilel hlink2_ filedestination - if
filel_hlinkl and filel_hlink2 are hard links to the same inode, the utility
will copy the source file and create two hard links for it in the destination
directory.

e cp-psource/\*destination — Copies the contents of the source directory to
the destination directory, preserving the ownership and permissions
information stored in the inode.

® cp--preserve=timestampsfiledestination — copies a file to the destination
directory while preserving the original file's timestamps.

® cp-asource/*destination — copies the file system structure 1 to 1,
including timestamps, symbolic and hard links.

Examples of use:
Preparing to demonstrate a test directory with a set of files, links, and a

subdirectory with files.
mkdir -p./test_cp/destination
cd test_cp
mkdir ./source
touch ./ file {1 ..3 }
touch./source/fTile { 4 ..6 }
In./filel./hlink_filel
In-s $( realpathfile2 ) _/slink_file2
tree

—— destination

— filel

— file2

— file3

— hlink filel

— slink file2 -> /home/localadmin/Tile2
—— Source

—— file4

—— fileb

— fileb6

1 directory, 8 files

Copying a file to a file

localadmin@astra :~/test_cp$ cp filel filel 1 localadmin@astra :~/test_cp$ Is
destination filel filel_1 file2 file3 hlink_filel slink_file2

Copying a file to the destination directory. The directory must exist.

cpfileldestination

Is ./ destination /
file 1 file 4 file 5 file 6

Copying a directory to a directory must exist
cp-r source destination /
Isdestination /
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filel source

cp-r source destination2/
Isdestination2
filed4 Tile5 file6

cp-r source destination2/
Isdestination 2
file 4 file 5 file 6 source

Copying the contents of a directory to a directory. The directory must exist.
Method 1.

cp-rT source destination/
Isdestination/
filel filed4 file5 file6 source

Deleting copied files
rm./destination/file { 4 ..6 }
Isdestination/

filel source

Method 2.

cpsource/*destination/
Isdestination /
filel filed4 file5 file6 source

Copying a file to a directory, asking for confirmation to overwrite. The directory

must exist.
cp-ifileldestination /
cp : overwrite "destination/filel™? y
statdestination/file
stat: failed to stat for "destination/file": No such file or directory
statdestination / file 1
File: destination / file 1
Size: 0 Blocks: 0 Block 1/0: 4096 empty regular file
Device: 801h/2049d Inode: 453120 Links: 1
Access :© (0644/-rw-r--r-- ) Uid : (1000/localadmin) Gid: (1000/localadmin)
Access: 2023-06-13 22:29:16.231827158 +0300
Modified: 2023-06-13 22:58:56.091795284 +0300
Modified: 2023-06-13 22:58:56.091795284 +0300
Created: -

Creating a backup copy of a file
cp-bFfileldestination

Isdestination

filel filel ~ file4 file5 file6 source

Copying symbolic links

cpslink_file2destination/

Is-lislink_file2

442359 Irwxrwxrwx 1 localadminlocaladmin 30 Jun 15 09:38

slink_Ffile2->/home/localadmin/test _cp/file2

Is-lidestination/slink file2

442645 -rw-r--r-- 1 localadminlocaladmin 0 Jun 15 09:40
destination/slink file2

cp-Pslink _file2destination/

Is-lidestination/slink file2

442645 Irwxrwxrwx 1 localadminlocaladmin 30 Jun 15 09:41

destination/slink_file2->/home/localadmin/test_cp/file2

Copying hard links

rm-rfdestination/filel

Is-li*filel

453106 -rw-r--r—-- 2 localadminlocaladmin O Jun 13 22:05 filel

453106 -rw-r--r—-- 2 localadminlocaladmin 0 Jun 13 22:05 hlink_ filel
cpfilelhlink_fileldestination/

Is-lidestination/*filel

442910 -rw-r--r-- 1 localadminlocaladmin O Jun 15 10:22 destination/filel



453100 -rw-r--r—- 1 localadminlocaladmin 0 Jun 15 10:22
destination/hlink filel

rm-rfdestination/*filel

cp—-preserve = linksfilelhlink_fileldestination/

Is-lidestination/*filel

442910 -rw-r--r-- 2 localadminlocaladmin O Jun 15 10:23 destination/filel

442910 -rw-r—-r—- 2 localadminlocaladmin 0 Jun 15 10:23
destination/hlink _filel

Preserving attributes (in this example, timestamps) when copying
cpfile2destination/file2_1

cp--preserve = timestampsfile2destination/file2_2

Is-lifile2

453107 -rw-r--r-- 1 localadminlocaladmin O Jun 13 22:05 file2
Is-lidestination/file2*

453100 -rw-r--r—-- 1 localadminlocaladmin O Jun 15 10:25 destination/file2_1
453108 -rw-r--r-- 1 localadminlocaladmin O Jun 13 22:05 destination/file2_2

Full copy with preservation of all attributes

cp-a source destination/source_backup

Is-1 source

total O

-rw-r--r-- 1 localadminlocaladmin O Jun 13 22:05 file4
-rw-r--r-- 1 localadminlocaladmin O Jun 13 22:05 file5
-rw-r--r-- 1 localadminlocaladmin 0 Jun 13 22:05 file6
Is-ldestination/source_backup

total O

-rw-r--r-- 1 localadminlocaladmin O Jun 13 22:05 file4
-rw-r--r-- 1 localadminlocaladmin O Jun 13 22:05 file5
-rw-r--r-- 1 localadminlocaladmin 0 Jun 13 22:05 file6

The mv command
The mv command moves (renames) files and directories.
e mvfiledestination — Moves the file file to the destination directory .
e mvdirectorydestination — Moves the directory directory to the destination
directory .
e mvfilelfile2 —renames filel to file2 .
e nmvdirectoryldirectory2 — renames directoryl to directory?2.
Examples of use:
Preparing to demonstrate a test directory with a set of files and subdirectories

with files.
cd
mkdirtest_mv
cd test_mv
touch ./ file {1 ..3 }
mkdirdestination
mkdir source
touch./source/file { 4 ..5 }
tree

destination
filel

file2

file3

source

file4d

file5

2 directories, 5 files

Moving a file .

Is-ilfilel

453139 -rw-r--r-- 1 localadminlocaladmin O Jun 15 10:47 filel
mvfileldestination/
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Is-ildestination/filel
453139 -rw-r--r-- 1 localadminlocaladmin O Jun 15 10:47 destination/filel

Moving a directory
mv source destination/
tree

—— destination
|: filel
source
filed
file5
—— file2
L— file3
2 directories, 5 files
Renaming a file
Is-l1ifile2
453140 -rw-r--r-- 1 localadminlocaladmin O Jun 15 10:47 file2
mvFile2filed
Is-l1ifile4
453140 -rw-r--r-- 1 localadminlocaladmin O Jun 15 10:47 file4

The rm command
rm command deletes files and directories.
e rmfile — deletes the file file.
rm-ddirectory — removes the directory directory if it is empty.
rm-ifile — asks the user for confirmation before deleting the file.
rm-1Files — asks for confirmation when deleting more than 3 files.
rm-ffile — deletes file, ignoring the -i switch and any missing files and
arguments. Never prompts for confirmation.
e rm-Irdirectory — Recursively deletes directories and their contents. Asks
for confirmation.
e rm-rfdirectory — recursively deletes directories and their contents.
Never asks for confirmation!
Examples of use:
Preparing to demonstrate a test directory with a set of files, links, and a

subdirectory with files.
cd
mkdir-ptest_rm/directoryl/subdirectory
cd test_rm/
mkdirdirectory?2
touchfile { 1 ..3 }
touchdirectoryl/ file { 4 ..5 }
touchdirectoryl/subdirectory/ file { 6 ..7 }
tree

—— directoryl

file4d
fileb
subdirectory

fileb6
file7
—— directory?
—— filel
— file?2
L— file3
3 directories, 7 files

Deleting a simple file
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rmfilel

Deleting a simple file with a confirmation prompt
rm-ifile2

rm: delete empty regular file *"file2"? y
rm-1file3

Deleting an empty directory

rmdirectory?

rm: cannot delete "directory2®: This is a directory
rm - ddirectory 2

Deletmg a non-empty dlrectory

rm - ddirectory 1/ subdirectory

rm: cannot delete "subdirectory”: Directory is not empty
rm-drdirectoryl/subdirectory

tree

directoryl
filed
L— file5
1 directory, 4 files

Deleting a non-empty directory with confirmation prompt
rm-dridirectoryl

rm: remove 1 argument recursively? n

rm-rildirectoryl

rm: remove 1 argument recursively? n

Deleting a non-empty directory without prompting for confirmation
rm-rfdirectoryl

The find command

find command searches for files in a directory hierarchy. This powerful tool
offers a wide range of search criteria and the ability to perform a variety of actions on
found files. For complete help, use the manfind command .

Command syntax:
find[directory][search criterion][action]

Where:
the directory is the starting point for searching,
search criteria using conditional operators:
Main search criteria:

O -name — search by name, case sensitive

O -iname — Search by name, case-insensitive,

0 -type — search by file type (f, d, I, b, c, p, 5),

0 -size — Search by file size (“+” - more, “-” - less, unsigned - exact match,
“c” - byte, “k” - KB, “M” - MB, “G” - GB), for example, “+1G”, “-1M”,
“24K”.

0 -empty — Search for empty files,

0 -cmin — search by modification time in minutes, for example, to search for
files modified in the last hour “-60”, to search for all files except those
modified in the last hour “+60”,

O -atime — search for files by access time in days, for example, “+30” —
search for files that have not been accessed in the last 30 days,

O -user — search files by owner,

0 -perm — search for files by a set of access rights, for example, “755” or
“TTT”.

Basic search condition operators:
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cooce 00 O

(0]

(o)

-and — to combine conditions with a logical “and”,

-or —to combine conditions with a logical “or”,

-not — to invert the condition.

Action — what to do with each found file. Basic actions:
-delete — deletes objects matching the search results,
-Is — displays more detailed search results,

-print — used by default if no other action is specified, shows the
full path to the found files,

-exec — executes the specified command on each line of search
results:
-execcommand{}\;

Where: command is @ command, for example, cp , {3 is a file from the search
result, and \; is the end of the command.
Using the command:

find.-namefile — search for files in the current directory by name or file
mask.

find./directory-namefile — search for files in the directory directory by
name or file mask.

find.-size+iMm — searches for files in the current directory and
subdirectories larger than 1 MB.

find.-size+1M-execdu{}\; — Searches for files in the current directory and
subdirectories larger than 1 MB and displays the sizes of these files.
find./directory-empty — Searches for empty files and directories in the
directory and its subdirectories.

find./directory-empty-delete — Searches for empty files and directories
in the directory and its subdirectories and deletes them.
find.-cmin-60-size+10k — Searches for files and directories in the current
directory and subdirectories that have been modified within the past 60
minutes and are larger than 10 KB.

find.-namefile\*-or-name\*txt — Search for files and directories in the
current directory and subdirectories using the mask “file*” OR “*.txt”.
find.-namefile\*-typed — Search for directories in the current directory
and subdirectories using the mask “file *”.
find/etc-typef-execgrep-iH"nameserver " {}\\; — searches for files in the
/etc directory that contain the substring nameserver.

Examples of use:
Search for files in the current directory and subdirectories using the mask

"test*.txt"

find.-nametest \* .txt
./test\._txt
./test4/test3.txt
./test4/test2.txt
./test4/test.txt
./test_txt

Search for files in the test4 directory and subdirectories using the mask

"test*.txt"

find./test4-nametest \* .txt
./test4/test3.txt
./test4/test2.txt
./test4/test._txt



Search for files in the current directory and subdirectories larger than 1MB.
find.-size+ 1M

./VBoxLinuxAdditions.run

./ .local/share/flyhelp/ru/.flyhelp/fts

./ .cache/icon-cache.kcache

./ .cache/mesa_shader_cache/index

Search for files in the current directory and subdirectories larger than 1 MB and

display the sizes of these files
find.-size+ 1M-execdu {} \\ ;
5832 ./VBoxLinuxAdditions.run
3492 _/.local/share/Tlyhelp/ru/._flyhelp/fts
10304 ./ .cache/icon-cache.kcache
68 ./.cache/mesa_shader_cache/index

Search for empty files and directories in the specified directory and its

subdirectories
find ./test-empty
-/test/emptyfile

Search for empty files and directories in the specified directory and its

subdirectories and delete them
find _/test -empty -delete
find ./test —empty

Search for files and directories in the current directory and subdirectories that

have been modified within the last 60 minutes
find.-cmin-60
.Xsession-errors
.config/rusbitech
.config/rusbitech/fly-term.conf
.local/share/baloo/index
.local/share/baloo/index-lock
test4
./test4/test3.txt
./test4/test2.txt
./test4/test.txt

Search for files and directories in the current directory and subdirectories that

were modified within the last 60 minutes and are larger than 10 KB.
find.-cmin-60-size+ 10k
./ .Xsession-errors
./ . local/share/baloo/index

Search for files and directories in the current directory and subdirectories using
the mask "test*" OR "*txt"

find.-nametest \* -or-name \* txt
./ test

./test/testl

./test/testl _link
./Desktops/Desktopl/Newfile .txt
./-test._txt

./ .local/share/Trash/files/test
./ .local/share/Trash/files/ .txt
./ .local/share/Trash/info/test.trashinfo
./hello.txt

./ testl

/test\\.txt

./ test4

./test4/test3.txt
./test4/test2.txt
./test4/test.txt

./ test _txt

./ test 3

Search directories in the current directory and subdirectories using the mask

SNNNNN



lltest*ll

N =

find.-nametest \* -typed
./test_cp

./ test

./test_cat

./ testh

./testb/test _cp

./ .local/share/Trash/files/test
./ test4

./test_tac

./ test3

./test_mv

./test_mv/test

7.3 Assignment for independent completion

7.3.1 Task 1.

Find all files larger than 500 KB in the /usr/share directory.

Save the list obtained in the previous step to the file /tmp/search.list.

Find out the size of the /tmp/search.list file in kilobytes and save this value to the
/tmp/search-size.txt file.

Find out the number of lines in the /tmp/search.list file and write the result to the
/tmp/search-size.txt file, preserving the previous data.

7.3.2 Task 2.

Create the directory /tmp/block6/task/1/2/3 in one command and move the files
/tmp/search.list and /tmp/search-size.txt into it in one command.

Create a hard link and a symbolic link to the file /tmp/block6/task/1/2/3/search-
size.txt.

Display the contents of the directory /tmp/block6/task/1/2/3/, getting the inodes of
all files.

Delete the created directory /tmp/block6/task/1/2/3/ along with its contents.

7.3.3 Task 4.

Take a short test https://onlinetestpad.com/chopdwptgyrcm .
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8 Working with text information

8.1 Objectives of the work

1. Explore the capabilities of the Linux OS for working with text.
8.2 Theoretical justification

In Windows, most settings are stored in the registry, so it's crucial for
administrators to know what regedit is. In Linux, however, everything is stored in the
/etc folder as plain text files, so advanced text file handling skills are essential for
Linux system administrators.

In this module, you'll learn how to edit files from the command line and which
utilities can be used to find, replace, merge, and sort text. We'll discuss the importance
of regular expressions and, of course, how to exit the vi/vim editor without a full
computer reboot.

8.2.1 Basic commands for viewing text files

The following utilities are most often used to view the contents of text files:
e cat - concatenates files and sends data to standard output;
e tac - Works like the cat command , but prints lines in reverse order;
e less - opens a file in page-by-page mode;
e head - displays several lines from the beginning of the file;
e tail - prints multiple lines from the end of a file.

As a reminder, utilities are external executable files, while commands are built-
in bash shell directives. To improve performance, some utilities are embedded within
the shell as commands, such as echo . You can determine whether a command is a
command or a utility using the type command .

Let's look at the syntax and examples of using these commands in more detail.

The cat utility

cat utility combines files into a single stream (from the English "con cat enate™
- to combine, hence the pronunciation "kat" rather than "kat"). The cat utility is
most commonly Used in the following manner:

e catfilel — outputs the contents of filel to the standard output stream, i.e.
to the screen;

e catfilelfile2 — combines the contents of two files filel and file2 into one
stream sequentially one after another and displays it on the screen;

e cat-nfile1l — displays the contents of filel with automatic line numbering;

e cat-sfile1 — displays the contents of filel, replacing several consecutive
empty lines with one;

e catfilelfile2>file3 — redirects the contents of files filel and file2 to
file3.

However, some advanced users use the cat utility as a simple editor for
creating small text files. If you execute the command cat>file1 , all subsequent text
will be saved to the specified file by pressing the hotkey ctri + D . The ctrl + ¢



combination allows you to exit without saving, but the previous file contents will be
lost.

Let's look at some examples of use:

Let's check the DNS settings by displaying the contents of the resolv.conf file

cat /etc/resolv.conf
Generated by Network Manager
nameserver 10.0.2.3

Based on the command execution result, we see that the file is managed by the
NetworkManager service.
Let's merge the two logs into one stream, which may be useful in the future, for

example, for searching two files at once:
sudocat /var/log/boot.log/var/log/kern.log

May 10 16:21:27 astra kernel: IPv6: ADDRCONF(NETDEV_CHANGE): ethO: link becomes
ready

May 10 18:14:26 astra kernel: e1000: ethO NIC Link is Down

May 10 18:14:28 astra kernel: el1000: ethO NIC Link is Up 1000 Mbps Full Duplex,
Flow Control: RX

May 10 20:53:13 astra kernel: 17:53:03.546136 timesyncvgsvcTimeSyncWorker:
Radical host time change: 8 956 796 000 000ns (HostNow=1 716 227 583 546 000 000
May 11 00:00:12 astra kernel: 17:53:13.547092 timesyncvgsvcTimeSyncWorker:
Radical guest time change: 9 518 866 935 000ns (GuestNow=1 716 227 593 547 082 00
May 11 00:00:12 astra kernel: traps: syslog- ng[ 467] general protection fault
ip:7635a8f7f8a0 sp:7ffedla22630 error:0 in
libpython2.7.s0.1.0[7635a8e5c000+17¥000]

Let's redirect the merge result to a new file:
sudocat /var/log/boot.log/var/log/kern.log>~/l1ogs
catalogs

May 10 16:21:27 astra kernel: IPv6: ADDRCONF(NETDEV_CHANGE): ethO: link becomes
ready

May 10 18:14:26 astra kernel: e1000: ethO NIC Link is Down

May 10 18:14:28 astra kernel: el000: ethO NIC Link is Up 1000 Mbps Full Duplex,
Flow Control: RX

May 10 20:53:13 astra kernel: 17:53:03.546136 timesyncvgsvcTimeSyncWorker:
Radical host time change: 8 956 796 000 000ns (HostNow=1 716 227 583 546 000 000
May 11 00:00:12 astra kernel: 17:53:13.547092 timesyncvgsvcTimeSyncWorker:
Radical guest time change: 9 518 866 935 000ns (GuestNow=1 716 227 593 547 082 00
May 11 00:00:12 astra kernel: traps: syslog- ng[ 467] general protection fault
ip:7635a8f7f8a0 sp:7ffedla22630 error:0 in
libpython2.7.s0.1.0[7635a8e5c000+17F000]

The execution result will be similar, but the lines will now be output from the
logs file .
Let's display the contents of the name service manager settings file with line

numbers:
cat-n/etc/nsswitch.conf

7 passwd: files
Group 8: Files

9 shadow: files
10 gshadow: Tiles

Based on the command execution result in lines 7-10, we see that the sources of
users, groups, and passwords for the host are only local files databases.

cat Uutility as a text editor to add the ALD Pro product repository. To run this
command, you'll need to log in as a superuser. Simply using sudo won't work:



cat>/etc/apt/sources.list.d/aldpro.list

cat>/etc/apt/sources. list.d/aldpro.list

deb https://dl.astralinux.ru/aldpro/frozen/01/2.3.0 1.7 x86-64 main base
<"\D>

cat/etc/apt/sources.list.d/aldpro.list

deb https://dl.astralinux.ru/aldpro/frozen/01/2.3.0 1.7 x86-64 main base

The cat “editor” is very strict and unforgiving. You can, of course, delete the
last character with the Backspace key , but you can't fully edit a line. Therefore, less
experienced administrators use cat in combination with a special bash language
construct, which is specified by two lesser characters " << " and is called " here-
documents . "

Entering cat>filei<<eor Will open a multi-line text editor created by bash. You
can edit the text and save it by typing the "EOF" delimiter. The delimiter can be any
combination of characters, but it is commonly used as an abbreviation for "End of File

The tac utility

tac command is a mirror image of the cat command —it also merges files into a
single stream, but it reverses the order of the file's lines. Because it needs to reorder the
lines, the utility's technical implementation is slightly different: tac first reads all the
lines of a file, then sends them to the output stream in reverse order. The most
common use of tac is as follows:

e tacfilelfile2 — prints the lines of filel in reverse order, then the lines of
file2 also in reverse order.

Let's look at an example of use:

When working with logs, it can be useful to invert the order of lines, which can

be done using the tac utility :

sudotac/var/log/boot. log/var/log/kern._log

May 6 15:46:46 astra kernel: AMD AuthenticAMD

May 6 15:46:46 astra kernel: Intel Genuinelntel

May 6 15:46:46 astra kernel: KERNEL supported cpus:

May 6 15:46:46 astra kernel: Command line: BOOT_IMAGE=/boot/vmlinuz-5.15.0-
70-generic  root=UUID=33f4245d-33e8-48al1-9be7-0841215e1f46 roparsec.max_ilev=63
quiet net.ifnames=0

May 16 15:46:46 astra kernel: Linux version 5.15.0-70-generic
(builder@build5) (gcc (AstraLinuxSE 8.3.0-6) 8.3.0, GNU Id (GNU Binutils for
AstraLinux) 2.31.1) #astra2 SMP Mon Apr 10 13:35:08 UTC 2023 (Astra 5.15.0-
70.astra2-generic 5.15.92)

As a result of executing the command, at the end of the output we will see lines
from the beginning of the file
Less utility
less Uutility (from the English "less") implements the functions of a text viewer.
It allows you to page through multi-page files and search them. Working with the 1ess
interface Was covered in detail in Module 5, "Working with Help Systems," so we
won't dwell on it here.
Most often, the utility is called like this:
e lessfilel —Vviewing file filel using the less utility ;
e catfile|less — outputs the contents of filel to the standard stream and
passes it through the pipeline to the 1ess utility .
head utility
head utility displays the first n lines of a file (the header). The default is 10 lines.



e headfile — displays the first 10 lines of the file file on the screen;
e head-n3Ffile — displays the first 3 lines of the file file on the screen.
Examples of use:

Display the first 10 lines of the setc/passwd file
head/etc/passwd

root: x:0:0:root:/root:/bin/bash

daemon: x:1:1:daemon:/usr/sbin:/usr/sbin/nologin
bin: x:2:2:bin:/bin:/usr/sbhin/nologin

sys: x:3:3:sys:/dev:/usr/sbin/nologin

sync: X:4:65534:sync:/bin:/bin/sync

games: x:5:60:games:/usr/games:/usr/sbin/nologin
man: x:6:12:man:/var/cache/man:/usr/sbin/nologin
Ip: x:7:7:1p:/var/spool/lIpd:/usr/sbin/nologin
mail: x:8:8:mail:/var/mail:/usr/sbin/nologin
news:x:9:9:news:/var/spool/news:/usr/sbin/nologin

Display the first 3 lines of the 7etc/passwd file

head-n 3 /etc/passwd

root: x:0:0:root:/root:/bin/bash

daemon: x:1:1:daemon:/usr/sbin:/usr/sbin/nologin

bin: x:2:2:bin:/bin:/usr/sbin/nologin

Tail utility

tail utility displays the last n lines of a file . The default is 10 lines. The utility
can continue displaying new lines as they are added to the file.

e tailfile — outputs the last 10 lines of the file file to the standard output
stream, i.e. to the screen;

e tail-n3file — displays the last 3 lines of the file file on the screen;

e tail-f-n3file — displays the last three lines of file and continues,
displaying any new lines appended to the file. To exit the utility, use the
keyboard shortcut ceri + c .

Examples of use:

Output of the last 10 lines of the 7etc/passwd File :

tail/etc/passwd

fly-dm: x:107:118::/var/lib/fly-dm:/usr/sbin/nologin

ntp: x:108:121::/nonexistent:/usr/sbin/nologin

Debian-exim :$x:109:122 ::/var/spool/eximd:/usr/sbin/nologin

nm-openvpn: x:110:124:NetworkManager
OpenVPN, , , :/var/lib/openvpn/chroot:/usr/sbin/nologin

hplip: x:111:7:HPLIP system user,,,:/run/hplip:/bin/false

logcheck: x:112:125:1ogcheck system
account, ,, :/var/lib/logcheck:/usr/sbin/nologin
avahi: x:113:126:Avahi mDNS daemon, , , :/var/run/avahi-

daemon:/usr/sbin/nologin
localadmin: x:1000:1000:localadmin,,,:/home/localadmin:/bin/bash
systemd-coredump: x:999:999:systemd Core Dumper:/:/usr/sbin/nologin
vboxadd: x:998:1::/var/run/vboxadd:/bin/false

Output of the last 3 lines of the setc/passwd File :

tail -n 3 /etc/passwd

localadmin: x:1000:1000:0localadmin,,,:/home/localadmin:/bin/bash
systemd-coredump: x:999:999:systemd Core Dumper:/:/usr/sbin/nologin
vboxadd: x:998:1::/var/run/vboxadd:/bin/false

Display the last 3 lines of the /var/log/auth.log file and new lines in

interactive mode:

sudotail-fn 3 /var/log/auth.log

[sudo] password for localadmin:

Jun 14 10:30:01 astraCRON[ 2096]: pam unix(cron:session): session opened for user
root by (uid=0)



Jun 14 10:30:01 astraCRON[ 2096]: pam _unix(cron:session): session closed for user
root

Jun 14 10:53:42 astrasudo[ 2173]: pam unix(sudo:auth): authentication failure;
logname=localadminuid=

1000 euid=0 tty=/dev/pts/0 ruser=localadminrhost= user=localadmin

Jun 14 10:53:49 astrasudo[ 2173]: localadmin : TTY=pts/0 ; PWD=/home/localadmin ;
USER=root ; COMMAND=

/usr/bin/tail -f -n 3 /var/log/auth._log

Jun 14 10:53:49 astrasudo[ 2173]: pam_kiosk2(sudo:session): need_continue: UID O
detected, skipping. U

ser: root

Jun 14 10:53:49 astrasudo[ 2173]: pam _unix(sudo:session): session opened for user
root by localadmin(u

1d=0)

~C

To exit interactive mode, use ctr1 + c , indicated by "~C" on the last line.
8.2.2 Basic commands for editing text from the command line

Let's look at a few more frequently used commands:

e wc[file] - displays statistics on the number of lines, words, and bytes in
the specified file;

e ni[file] - adds line numbers and displays text from the specified file.
Empty lines are not numbered;

e teefile - redirects the input stream to both the file and the standard
output stream. The utility can redirect the stream to multiple files at once;

e sort - SOrts strings;

e uniq - removes duplicate lines;

e cut - cuts a fragment from each line of a file and outputs the results to the
standard output stream, which allows you to display data in tabular form;

e tr - replaces a substring and passes the stream on;

e xargs - Executes the specified command, supplementing its arguments
with information from lines it receives from standard input. The command
can be executed multiple times, depending on the number of lines passed
to it.

Let's look at the syntax and examples of using these commands in more detail.

wc utility

Analyzes the contents of a file and sends statistics on the number of lines,
words, and bytes (from the English wordcount — the number of words) to the standard
output stream.

e wcfile — displays the number of lines, words, and bytes in the file;

we-1file — displays the number of lines in the file;

we-wFile — displays the number of words in the file;

we-mFile — displays the number of characters in the file;

we-cFile — displays the number of bytes in the file file;

we-Ifilelfile2file3 — displays the number of lines in each of the files

filel, file2 and file3;

e 1Is|wc-1 — displays the number of files and directories in the current
directory, excluding hidden objects. Files and directories in Linux are



considered hidden if their names begin with a period (.)

e Is-Alwc-1 — displays the number of all files and directories in the current
directory, excluding hidden objects;

e ps-elwc-1 — displays the number of processes in the system. The actual
number of processes is one less (the we command counts all rows, including
the table header).

Examples of use:

Prints the number of lines, words, and bytes in the .bashrc file :
cd

wc.bashrc

113 483 3526 .bashrc

Displays the number of lines in the .bash_history file :
wc-1_bash_history
113 .bash_history

Displays the number of files and directories in the current directory, excluding

hidden ones:
Is | wec-I
27

Displays the number of all files and directories in the current directory,

excluding hidden ones:

Is-A | wc-1
48

Displays the number of processes in the system. The actual number of processes

Is one less (the wc command counts all rows, including the table header):

right.

ps-e | wc-1
151

nl utility
Adds line numbers to the output stream.
e nifile — displays the file file, adding line numbers and aligning the
numbers to the right.
e nl-ninfile — displays the file file, adding line numbers with left-aligned
line numbers.
Examples of use:
Will display the file file, adding line numbers with the numbering aligned to the

nl/etc/passwd

1 root:x:0:0:root :/root:/bin/bash

2 daemon:x:1:1:daemon :/usr/sbin:/usr/sbin/nologin
3 bin:x:2:2:bin :/bin:/usr/sbin/nologin

4 sys:x:3:3:sys :/dev:/usr/sbin/nologin

5 sync:x:4:65534:sync :/bin:/bin/sync

éo hplip:x:111:7:HPLIP system user,,,:/run/hplip:/bin/false
31 logcheck:x:112:125:1ogcheck system

account, ,, :/var/lib/logcheck:/usr/sbin/nologin

32 avahi:x:113:126:Avahi mDNS daemon, , , :/var/run/avahi-

daemon:/usr/sbin/nologin

33 localadmin:x:1000:1000: localadmin ,,,:/home/localadmin:/bin/bash
34 systemd -coredump:x:999:999:systemd Core Dumper:/:/usr/sbin/nologin
35 vboxadd:x:998:1 ::/var/run/vboxadd:/bin/false

Displays the file file, adding line numbers with left-aligned line numbers.
nl-nIn/etc/passwd

1 root :x:0:0:root :/root:/bin/bash

2 daemon :x:1l:1:daemon :/usr/sbin:/usr/sbin/nologin



3 bin :x:2:2:bin :/bin:/usr/sbin/nologin
4 sys :x:3:3:sys :/dev:/usr/sbin/nologin
5 sync :x:4:65534:sync :/bin:/bin/sync

éO hplip :x:111:7:HPLIP system user,,,:/run/hplip:/bin/false

31 logcheck :x:112:125:1ogcheck system
account, ,, :/var/lib/logcheck:/usr/sbin/nologin
32 avahi :x:113:126:Avahi mDNS daemon, ,,:/var/run/avahi-

daemon:/usr/sbin/nologin
33 localadmin :x:1000:1000:01ocaladmin ,,,:/home/localadmin:/bin/bash
34 systemd-coredump :x:999:999:systemd Core Dumper:/:/usr/sbin/nologin
35 vboxadd :x:998:1 ::/var/run/vboxadd:/bin/false

Tee utility
This utility redirects input to both the specified files and the standard output
stream. It's used as follows:
e <command>|teefilelfile2 — the result of the command command will be
displayed on the screen and written to files filel and file2;
® <command><directory>-h-di|teefile|nl — the result of executing the
command command Will be written to the file “as is”, and will be displayed
on the screen with line numbers.
Examples of use:
The result of the command command will be displayed on the screen and written

to files filel and file2:
date | teefilelfile2
Ptijun 16 08:47:28 MSK 2023
catfilel
Ptijun 16 08:47:28 MSK 2023
catfile 2
Ptijun 16 08:47:28 MSK 2023

The result of executing the du command will be written to the file "as is", and

will be displayed on the screen with line numbers:
du/usr-h-dl | teedu.out | nl
1 4.0K Zusr/1ibx32
2 4_.0K /usr/games

3 4.0K Zusr/1ib64

4 4.1G /usr/lib

5 4.0K Zusr/1ib32

6 76K Zusr/local

7 342M /Zusr/bin

8 1.2M /Zusr/libexec
9 33M Zusr/sbin

10 12M Zusr/include
11 189M Zusr/src

12 2.0G Zusr/share
13 8.0K Zusr/etc

14 6.6G Zusr
catdu.out

4_0K Zusr/libx32
4_0K /usr/games
4_0K /Zusr/lib64
4_.1G Zusr/lib

4_0K Zusr/1ib32

76K /usr/local

342M /usr/bin

1.2M Zusr/libexec
33M Zusr/sbin

12M Zusr/include
189M Zusr/src

2.0G /Zusr/share



8.0K /usr/etc
6.6G Zusr

Sort utility
Sorts lines of text files. Sorting occurs in the following order:
lines with numbers are placed above other lines;
lines starting with lowercase letters are placed above;
Sorting is done in alphabetical order;
The lines are sorted first alphabetically, and then secondarily according to
other rules.
The utility is used as follows:
e sortfile — displays the sorted file on the screen.
e command|sort-r — SOrts the output of command in reverse order (-r).
e sort-ufile — displays the sorted file and removes duplicate lines from the
output.
e sort—k3file — will display the contents of file, divided into columns
(using space as a separator) and sorted by the third column (-k 3).
e sort—k1,3file — displays the contents of file divided into columns and
sorted by columns 1 and 3 (-k 1,3).
® cat/etc/passwd|sort-t:-k3-nrlhead — Will output the first 10 lines (head)
of the result of sorting the /etc/passwd file by column 3 (-k 1) with the
column separator ":" (-t:) in reverse order (-r) for numeric sorting (-n).
Examples of use:

Let's create two test files to demonstrate the sort command :

echo -e "computer\nmouse\nLAPTOP\ndata\nAstralLinux\nlaptop\nLinux\nlaptop"
>test_sortl.txt

echo -e "acbd\nd bac\nc adb\nb da fg r\nc es we\nc ds nd ck"
>test_sort2.txt

echo command with the —e switch interprets special characters, in this case n is

the newline character:
cattest_sortl.txt
computer
mouse
LAPTOP
data
AstralLinux
laptop
Linux
laptop

Let's sort the test_sorti.txt file :
sorttest_sortl.txt

Astralinux

computer

data

laptop

laptop

LAPTOP

Linux

mouse

Let's sort it out file test_sort1.txt V reverse in order :
sort-rtest_sortl.txt

mouse

Linux

LAPTOP



laptop
laptop
data
computer
Astralinux

test_sortl.txt file and remove duplicates from the output:
sort-utest_sortl.txt

AstralLinux

computer

data

laptop

LAPTOP

Linux

mouse

Let's sort the file by the 2nd column (split by space by default):
cattest_sort2.txt

acbd

dbac

cadb

b da fg r

ces we

c ds nd ck
cattest_sort2.txt | sort-k 2
cadb

dbac

acbd

b da fg r

c ds nd ck

ces we

Let's sort the file by columns 1 and 3 (the value of ¢ in column 1 shows that

sorting by column 3 also works):
cattest_sort2._txt | sort-k 1 ,3
acbd
b da fgr
cadb
c ds nd ck
ces we
dbac

Let's output the first 10 lines of the result of sorting the /etc/passwd file by
column 3 (-k 3) with a column separator: (-t:) in reverse order (-r) with a numeric sort

(-n):
cat/etc/passwd | sort-t:-k 3 -nr | head
nobody: x:65534:65534:nobody:/nonexistent:/usr/sbin/nologin
localadmin: x:1000:1000:localadmin, ,,:/home/localadmin:/bin/bash
systemd-coredump: x:999:999:systemd Core Dumper:/:/usr/sbin/nologin
vboxadd: x:998:1::/var/run/vboxadd:/bin/false

avahi: x:113:126:Avahi mDNS daemon, , , :/var/run/avahi-
daemon:/usr/sbin/nologin
logcheck: x:112:125:1ogcheck system

account, ,, :/var/lib/logcheck:/usr/sbin/nologin

hplip: x:111:7:HPLIP system user,,,:/run/hplip:/bin/false

nm-openvpn: X:110:124:NetworkManager
OpenVPN, , , :/var/lib/openvpn/chroot:/usr/sbin/nologin

Debian-exim :$x:109:122 ::/var/spool/eximd:/usr/sbin/nologin

ntp: x:108:121::/nonexistent:/usr/sbin/nologin

The uniq utility

This utility allows you to find or remove duplicate lines. For proper filtering, the
list must be pre-sorted. Keep in mind that the command's result may differ from what

you expect; for example, the -i switch , which ignores case when comparing, does not



work with Cyrillic characters.

command|sort]uniq — the result of the command command Will be sorted,
and all lines will be displayed on the screen without repetitions.

unig-d — outputs only lines that contain duplicates. Only one line from
each set of duplicates will be output.

unig-u — outputs only lines that do not have repetitions.

unig-c — outputs unique and non-unique lines, indicating how many times
these lines appeared in the source text (see the number at the beginning of
the line).

unig-i — does not handle case-sensitive string comparisons. Does not
work with Cyrillic characters.

Examples of use:
Create two files for demonstration with a set of characters, including repeating

ones:
echo
echo

-e ""a\nb\nc\nA\nd\nc\nd\nc\nD " >test_ru_uniq.txt
-e ""a\nb\nc\nA\nb\nd\nc\ne\nC" >test en_uniq.txt

The first file contains Cyrillic characters. Filtering with the uniq command doesn't

work with an unsorted list:
cattest_ru_uniqg.-txt | uniq

o<aoa<oOor<or

Output all unique lines:
cattest_ru_uniq.-txt | sort | uniq

o oOo<T >

Output only those lines that do not have repetitions.
cattest_ru_uniqg.txt | sort | uniqg-u

Qo OTo >>

Output only those lines that have duplicates. Only one line from each set of

duplicates will be output:
cattest_ru_uniqg.txt | sort | unig-d

\Y%

Output only unique strings, ignoring case (does not work with Cyrillic):
cattest_ru_uniqg.txt | sort | unig-i

<T>»>



G
d
D

The first file contains Latin characters. Filtering with the uniq command doesn't

work with an unsorted list:
cattest_en_uniqg.txt | sort | uniqg

PO OOT >

Output only unique strings, ignoring case:
cattest_en_uniqg.txt | sort | unig-i

P 0O0TQ

Output of all unique lines and the number of repetitions (number at the
beginning of the line):
cattest_en_uniq.txt | sort | uniqg-c

ay

PRERPNNRER
PO OWNWTXIT>O

Output all unique lines and the number of repetitions (the number at the

beginning of the line), case-insensitive:
cattest_en_uniq.txt | sort | unig-ic
2 a
2 b
3s
1 day
le

Displaying the number of lines in the /var/1og/user.log file :
sudocat/var/log/user.log | sort | wc-1
17

Displaying the number of unique lines in the /var/1og/user.log file :
sudocat/var/log/user.log | sort | uniq | wc-1
10

Displays lines in the svar/1og/user.log file that do not have duplicates:
sudocat/var/log/user._.log | sort | unig-u
Jun 15 09:24:44 astravboxadd- service.sh[ 1008]: Starting VirtualBox Guest
Addition service.
Jun 15 09:24:44 astravboxadd- service.sh[ 1021]: VirtualBox Guest Addition
service started.
Jun 15 09:33:55 astrapulseaudio[ 1638]: [alsa-source-Intel ICH] alsa-source.c:
ALSA woke us up to read new data from the device, but there was actu
ally nothing to read.
Jun 15 09:33:55 astrapulseaudio[ 1638]: [alsa-source-Intel ICH] alsa-source.c:
Most likely this is a bug in the ALSA driver "“snd_intel8x0". Please
report this issue to the ALSA developers.
Jun 15 09:33:55 astrapulseaudio[ 1638]: [alsa-source-Intel ICH] alsa-source.c: We
were woken up with POLLIN set -- however a subsequent snd _pcm_ava
il( ) returned 0 or another value <min_avail.
Jun 15 09:33:55 astrapulseaudio[ 1680]: [pulseaudio] pid.c: Daemon already



running.

Print only duplicate lines in the /var/log/user.log file :
sudocat/var/log/user.log | sort | unig-D
Jun 15 09:33:54 astrapulseaudio][ 1638]: [pulseaudio] alsa-util.c: Disabling
timer-based scheduling because running inside a VM.
Jun 15 09:33:54 astrapulseaudio][ 1638]: [pulseaudio] alsa-util_.c: Disabling
timer-based scheduling because running inside a VM.
Jun 15 09:33:55 astraorg.kde.powerdevil.backlighthelper[ 1706]: QDBusArgument:
read from a write-only object
Jun 15 09:33:55 astraorg.kde.powerdevil.backlighthelper[ 1706]: QDBusArgument:
read from a write-only object
Jun 15 09:33:55 astraorg.kde.powerdevil.backlighthelper[ 1706]: QDBusArgument:
read from a write-only object
Jun 15 09:33:55 astraorg.kde.powerdevil.chargethresholdhelper[ 1693]:
QDBusArgument: read from a write-only object
Jun 15 09:33:55 astraorg.kde.powerdevil.chargethresholdhelper[ 1693]:
QDBusArgument: read from a write-only object
Jun 15 09:33:55 astraorg.kde.powerdevil.chargethresholdhelper[ 1693]:
QDBusArgument: read from a write-only object
Jun 15 09:33:55 astraorg.kde.powerdevil._discretegpuhelper[ 1673]: QDBusArgument:
read from a write-only object
Jun 15 09:33:55 astraorg.kde.powerdevil.discretegpuhelper[ 1673]: QDBusArgument:
read from a write-only object
Jun 15 09:33:55 astraorg.kde.powerdevil._discretegpuhelper[ 1673]: QDBusArgument:
read from a write-only object

Print only duplicate lines in the svar/log/user.log file , where only one line

from each set of duplicate lines will be printed:

sudocat/var/log/user.log | sort | unig-d

Jun 15 09:33:54 astrapulseaudio][ 1638]: [pulseaudio] alsa-util.c: Disabling
timer-based scheduling because running inside a VM.

Jun 15 09:33:55 astraorg.kde.powerdevil_backlighthelper[ 1706]: QDBusArgument:
read from a write-only object

Jun 15 09:33:55 astraorg.kde.powerdevil.chargethresholdhelper[ 1693]:
QDBusArgument: read from a write-only object

Jun 15 09:33:55 astraorg.kde.powerdevil._discretegpuhelper[ 1673]: QDBusArgument:
read from a write-only object

Cut utility

The utility extracts a fragment from each line of a file and outputs the results to
the standard output stream, allowing you to display the data in tabular form. Example
usage:

e cut-c2,3,5File — displays the text from the file file line by line and only
the 2nd, 3rd and 5th characters in each line;

e cut-c3-6file — displays the text from the file file line by line and only
characters 3 through 6 on each line;

e cut-c-5File — displays the text from the file file line by line and only the
first 5 characters in each line;

e cut-c3-file — displays the text from the file file line by line and only
characters from 3 to the last in each line;

e cut- d:- f1,3file — displays the text from file line by line, and only the
first and third columns. Rows are separated into columns by the ":"
separator.

Examples of use:

Displays a list of all users on the current system:
cut -d :-f 1 /etc/passwd

root

daemon



bin
sys
sync
games
man
Ip
mail

Displays a list of users logged into the current system:

who |

cut -d * * -f1 | sort

localadmin
localadmin

Displays the name of the service using port 80:

grep -
http

w 80 /etc/services | cut-f 1 | uniqg

Displays the CPU type:

cat/proc/cpuinfo | grep

name'" | cut-d:-f2 | uniq

Intel(R) Xeon(R) CPU E5-2680 v4 @ 2.40GHz

tr util
Perfor

ity
ms transformation, substitution (replacement), reduction, and/or deletion

of characters coming from the standard input stream, writing the results to the standard
output device.

trstringlstring2<file — displays the contents of the file file, replacing
the characters from stringl with the characters from string2;
tr-cstringlstring2<file 1>file 2 — saves the contents of filel in file
file2, replacing the characters missing in stringl with the characters from
string2;

<command>|tr-dstringl — displays the result of the command <command> |,
removing from it the characters that appear in string1;
<command>|tr-slinelline2 — displays the result of the command <command>
on the screen , replacing the sequence of characters from linel;
<command>|tr-csstringistring2 — displays the result of the command
<command> , replacing the characters from stringl with the characters from
string2 and compressing the character sequences from string2 (removing
duplicate characters).

Examples of use:

Will d

echo "
TEXT

echo ™
TEXT

Wwill d

echo "
896099

Will d

echo ™
Astra

Will d

isplay text in uppercase:
text” | tr "[:lower:]""[:upper:]-

text” | tr "az""AZ"

isplay only numbers from the text:
phone number 8-960-999-99-99" | tr-cd [ :digit: ]
99999

isplay text, replacing each sequence of r's with a single letter:
Astrrrrrra " | tr - s"r *©

isplay only letters and numbers in the text, and replace all other characters

with a newline character:

echo
first
second

first second third" | tr-cs "[:alnum:]""\n"



third

Will display text on the screen, removing all numbers from it:

echo

'l please 2 delete 3 all 4 digits" | tr-d [ :digit : ]

Please delete all numbers

Displays the contents of the PATH variable line by line, replacing the "'
separator with a newline character:

PATH | tr ":""\n"

/usr/local/bin
/usr/bin

/bin

/usr/local/games
/usr/games

8.2.3 xargs utility

Executes commands using data received from the standard input stream.
Typically used in conjunction with other commands via the pipeline.

echofilelfile2file3"|xargstouch — for each argument from standard
input (filel, file2, and file3) , the touch command will be executed and
three files will be created (if they don't exist). The touchfilelfile2file3
command Will do the same;

echo"filelfile2file3"|xargs-ttouch — Will do the same, but will display
the command on the screen before executing it;

echoFfilelfile2file3"|xargs-ptouch — the user will be asked for
confirmation before executing the command. To confirm, enter "y";
echoFfilelfile2file3"|xargs-nl-ttouch — The -n switch limits the

number of arguments passed to the command. In this case, three touch
commands will be executed With one argument per command instead of
one touch command With three arguments;
echofilel;file2;file3"|xargs-d\;-ttouch — the -d switch allows you to
specify a separator (a single character or escape sequence) and split the
text into separate arguments;

xargs-t-L1-aips.txtping-c1 — The -a switch allows you to specify a file
to use instead of standard input. The -L switch allows you to specify the
number of lines to read from the file at a time before passing them to the
command as an argument.

find~/test*-typef-printO|xargs-orm-f — The print0 switch in the find
command tells it to print the full path to the found file and to use the null
character instead of a newline to correctly interpret files with newlines or
other whitespace characters in their names. The "0" switch in the xargs
command allows this output from find to be correctly interpreted .
echo"filelfile2file3"|xargs-tl%sh-c*{touch%; Is-1%;}" — The -1 switch
allows you to specify a character or string, each occurrence of which in
the command will be replaced with arguments. This is used to run
multiple commands (in this case, touch and 1s — first the files will be
created, and then information about them will be read and displayed),
which are executed sequentially one after another.
echo192.168.1.{1..254}]tr'""": | xargs-d:-L1-P100ping-cl — The -p switch



allows parallelizing the command. The number specifies the maximum
number of processes that will run simultaneously. In this example, you
can ping all host addresses on the network in 3 iterations. Another
example: downloading files from the internet in parallel using a pipeline
Of\Nget and xargs commands .

Examples of use:

For each argument from standard input (filel, file2 and file3) the touch

command will be executed and 3 files will be created (if they do not exist):
echo " filel file2 file3" | xargstouch
Isfile {1 ..3}
filel file2 file3

Will do the same thing, but will print the command before executing it:
echo "filel file2 file3" | xargs-ttouch
touch filel file2 file3

Will ask user confirmation before execution:
echo "filel file2 file3" | xargs-ptouch
touch filel file2 file3 ?... vy

-n switch limits the number of arguments passed to the command:
echo "filel file2 file3" | xargs-n 1 -ttouch

touch filel

touch file2

touch file3

In this case, three touch commands with one argument each will be executed,
instead of one touch command with three arguments.
-d switch allows you to select a separator to divide the text supplied to the

command into separate arguments:
echo " filel;file2;file3" | xargs-d \; touch

Input text can be passed not only from standard input, but also read from a file.
The -L switch allows you to specify how many lines of text will be processed as a

smgle argument:
echo -e "77.88.8.8\n77.88.8.1" >ips.txt
catips.txt
77.88.8.8
77.88.8.1
xargs -tL 1 -aips-txtping -c 1
ping -c 1 77.88.8.8
PING 77.88.8.8 (77.88.8.8) 56(84) bytes of data.
64 bytes from 77.88.8.8: icmp_seq=1 ttl=246 time=36.2 ms
--- 77.88.8.8 ping statistics --—-
1 packets transmitted, 1 received, 0% packet loss, time Oms
rtt min/avg/max/mdev = 36.214/36.214/36.214/0.000 ms
ping -c 1 77.88.8.1
PING 77.88.8.1 (77.88.8.1) 56(84) bytes of data.
64 bytes from 77.88.8.1: icmp_seq=1 ttl=52 time=50.7 ms
--- 77.88.8.1 ping statistics --—-
1 packets transmitted, 1 received, 0% packet loss, time Oms
rtt min/avg/max/mdev = 50.739/50.739/50.739/0.000 ms

-printo switch in the find command tells it to print the full path to the found file
and to use the null character instead of a newline to correctly interpret files with
newlines or other whitespace characters in their names. The -0 switch In the xargs
conmand allows the following output from the find command to be correctly

interpreted .
find~/test*-typef-print0 | xargs-0Orm-f

-1 switch allows you to specify a character or string, each occurrence of which



in the command will be replaced by arguments. This is used to run multiple commands
(in this case, touch and Is — first, the files will be created, then information about them

will be read and displayed), which are executed sequentially one after another:
echo " filel file2 file3" | xargs-tl%sh-c "{ touch %; Is -1 %; }*
sh -c { touch filel file2 file3; Is -1 filel file2 file3; }
-rw-r--r-- 1 localadminlocaladmin 0 Jun 21 10:21 filel
-rw-r--r-- 1 localadminlocaladmin 0 Jun 21 10:21 file2
-rw-r--r-- 1 localadminlocaladmin O Jun 21 10:21 file3

-p switch allows parallel command execution; the number specifies the
maximum number of processes that will run simultaneously. In this example, you can

ping all host addresses on the network in three iterations:
echo 192.168.1.{1..254} | tr ™ " - | xargs -d : -L 1 -P 100 ping -c 1

8.2.4 grep, sed, and awk utilities and regular expressions

This section presents three additional tools for working with text:

e grep — a utility for searching strings by pattern;

e sed — in addition to searching, the utility allows you to transform text, for
example, insert or replace text fragments;

e awk IS the most powerful tool on this list. It's a complete scripting
language for text processing and filtering, offering many features not
found in the first two utilities.

These three utilities have one more thing in common. They all support regular
expressions. Furthermore, using regular expressions significantly expands their
capabilities. A detailed study of regular expressions is beyond the scope of this course,
but basic techniques for working with them will be covered.

Let's look at each of them in more detail below.

The grep utility

grep command stands for
expression , and print them . "'

grep command offers many options for filtering text: selecting specific lines
from text files, filtering command output, and searching the file system for files
containing specific strings. This utility is so popular that it's preinstalled on almost all
distributions.

There are two main syntaxes for using the grep command :

® grep[<options>]<pattern>[/path/to/file/or/folder._.]

search globally for lines matching the regular

® <command>|grep[<options>]<pattern>
Where:

e Options are additional parameters that can be used to specify various
search and output settings, such as the number of lines or the inversion
mode.

e A pattern is any string or regular expression that will be searched.

e The file or folder name is where the search will be performed. crep
allows you to search multiple files and even entire directories using
recursive mode.

Main options of the grep utility :
o _E ( --extended-regexp ) - enable extended regular expression mode



(ERE);

-F ( --fixed-strings ) - treat the search pattern as a regular string, not a
regular expression;

-6 ( --basic-regexp ) - interpret the search pattern as a basic regular
expression (BRE);

-P (--perl-regexp ) - treat the search pattern as a Perl regular expression;
-e ( --regexp ) - an alternative way to specify a search pattern. This
option can be used multiple times, allowing you to specify multiple
patterns to search for files containing one of them;

-f (--file ) - read search pattern from file;

-i (--ignore-case ) - ignore the case of characters;

-v ( --invert-match ) - output only those lines in which the search pattern
Is not found;

-w ( --word-regexp ) - search for the pattern as a word separated by spaces
or other punctuation marks;

-x ( --line-regexp ) - search for the pattern as a whole line from the
beginning to the newline character;

—c - display the number of lines found,

--color - enable color mode, available values: never, always and auto ;
-L ( --Ffiles-without-match ) - output only file names. All files searched
will be output;

-1 ( --Ffiles-with-match ) - similar to the previous one, but only files that
contain at least one occurrence will be output;

-m ( --max-count ) - Stop searching after the specified number of lines
have been found,

—o ( --only-matching ) - display only the matched part instead of
displaying the entire line;

-h (--no-Filename ) - do not display the file name;

-q (--quiet ) - do not output anything;

-s ( --no-messages ) - do not display file reading errors;

-A ( --after-content ) - show the entry and n lines after it;

-B ( --before-content ) - Show the entry and n lines before it;

-c - show n lines before and after the occurrence;

-a ( --text ) - treat binary files as text;

—-exclude - skip files whose names match the regular expression;
--exclude-dir - sSkip all files in the specified directory;

-1 - skip binary files;

—include - search only in files whose names match the regular
expression;

-r - recursive search through all subfolders;

-R - recursive search, including links.

Examples of use:

grepstringfile — displays lines from file containing occurrences of string.



e grep-istringfile — the -i option ignores case when searching for matches.
String, STRING, and string will be equivalent when searching.

e grep-estringl-estring2file — the -e option allows you to specify multiple
search conditions.

e grep-nstringfile — the -n option allows you to print the line numbers
where occurrences were found.

e grep -F“specialsymbol”file — The -F option allows you to explicitly tell
the utility that the string is a string and not a regular expression.
Otherwise, when using special characters (if the regular expression is
written incorrectly), the command will return an error.

e command|grepstring — filtering command output — will display all lines
from the output of the command command that contain the string string.

e grep-Adstringfile specifies the number of lines (in this case, 4) to display
after the line containing the match. This is useful for understanding
context, for example, when searching for errors in logs. The -B and -C
options are similar in functionality: -B displays the specified number of
lines before the line containing the match (e.g., -B3), while -C displays
lines both before and after the line containing the match (e.g., -C2).

e grep-rstringdirectory — the -r option allows you to search for files not
only in the specified directory, but also recursively - in all its
subdirectories.

e grep-ristringdirectory — The -l (uppercase i) option allows you to
exclude binary files from the search results.

® grep-rsstringdirectory — the -s option allows you to hide file access
errors if you do not have sufficient permissions to read them.

® grep-r--include="string_file"stringdirectory — The --include option
allows you to search only for files that match the string_file search mask.
The --exclude option is used similarly, but to exclude specific files from
the search.

e grep-wstringfile — the -w option allows you to search for exactly
matching words, rather than for occurrences of a string in words. For
example, without the -w option, the search string abc will match the
words aabc, abc123, etc., while with the -w option, it will only match the
words abc.

e grep-cstringfile — the -c option allows you to display the number of
lines containing occurrences of the string found.

e grep-vstringfile — the -v option allows you to print lines that do not
contain an occurrence of string.

e grep-Irstringdirectory — The | (lowercase L) option allows you to list
only the names of files that contain at least one occurrence of the string.

e grep--color=always — the —color option allows you to specify the
highlighting of found occurrences in lines.

Regular expressions are specially written strings used to search for character
patterns in text. They are somewhat similar to shell wildcards, but their capabilities are



much broader. Many Linux text-processing utilities and programming languages
include a regular expression engine. There are many regular expression dialects, but
most Linux utilities conform to the POSIX regular expression standard. We'll look at
these.

There are two implementations of regular expressions in the POSIX standard:
Basic RegularExpression (BRE) and ExtendedRegularExpression (ERE). BRE is
supported by virtually all POSIX-compliant programs, while ERE allows for the
creation of more complex regular expressions but is not supported by all utilities.
However, grep supports both.

The following metacharacters are used in simple regular expressions: *$.[] *\
-. Metacharacters are a category of characters used to create search criteria in regular
expressions. Simple characters are commonly called literals, for example, the
expression "dir" denotes a string that meets the following criteria: there are at least
three characters in the string; the characters "d", "i", and "r" are present in the string, in
that order; there are no other characters between them. Characters that match
themselves (like "d", "i", and "r") are literals. To use a metacharacter as a literal, it
must be escaped with a backslash (\). Some metacharacters in regular expressions have
special meaning in the shell, so when using them in regular expressions, the string
containing them must be enclosed in quotation marks.

The metacharacter "." matches any character in that position (but not null or
"empty"). Example usage: 1s/bin|grep-.dir- .

The asterisk "*" metacharacter after another character in a pattern means that
this character can be repeated any number of times, including none. Example usage:
Is/bin|grep®"mk*dir*®

The metacharacters """ and "$" act as anchors. Anchors allow you to search for
a pattern not just within a string, but to explicitly specify that the match should be at
the beginning of the string (the caret character () or at the end of the string (the dollar
character ($)). The regular expression "*$" matches empty strings. Examples of usage:
Is/bin|grep*~dir® ; Is/bin|grep*dir$” .

The square bracket metacharacters "[]" allow you to specify a set, any member
of which will match the character in that position. For example, 1s/binjgrep” [km]dir~

All but two metacharacters lose their special meanings when enclosed in square
brackets.

e The "A" metacharacter immediately after the "[" adds a logical "not,"”
meaning that the character in that position will match any character not
included in the set specified in the square brackets. For example,
Is/bin|grep [~km]dir= . If the "A" character is not at the beginning of the
brackets, it is interpreted as a regular character.

e The hyphen "-" metacharacter defines character ranges. You can specify
ranges of letters or numbers. For example, Is/bin|grep [oz]dir" |
Is/dev|grep ttyl[4-7]" .

POSIX has several classes that describe different sets of characters.

e [:alnum:] - Alphanumeric characters; equivalent to the range [A-Za-z0-9]

in ASCII.



e [:alpha:] - Alphabetical characters; equivalent to the ASCII range [A-Za-

z].
o [:digit:] - Numbers from 0 to 9.
e [:lower:] and [:upper:] - Lowercase and uppercase characters,

respectively.
e [:space:] - Whitespace characters, including space, tab, carriage return,
line feed, vertical tab, and format feed.
The following metacharacters are used in extended regular expressions:
Parentheses: () ;
Curly braces: { };
Question mark: ?;
Plus symbol: +;
Vertical bar: |.

To use extended regular expressions with the grep utility, you must use the -
switch .

The vertical bar metacharacter "|" represents a logical OR. It allows you to
specify two sets of characters in a pattern, each of which will be matched. For
example:

e The command echo"123"|grep -E-123]345~ Will display the string 123,
since the substring 123 is specified in the -E parameter ;

e The command echo"345"|grep -E*123]345" Will print the string 345, since
the substring 345 is specified in the -E parameter ;

e The command echo234"|grep-E~123]345" Will not display anything on
the screen, since the substrings 123 and 345 are not in the line.

The parentheses metacharacters "()" are used to group conditions.

For example, 1s/dev]grep -E-tty1(1]2]3)" Wwill print all lines containing tty11,
ttyl2, or ttyl3, while the same expression without parentheses, Is/devigrep -
E-tty11]2]3~ , will print lines containing either tty11, 2, or 3.

The question mark "?" metacharacter after another character in a pattern matches
that character zero or one time. In other words, either the character is present in the
text or it might not be, for example:

e The command echo"13"|grep-E~1223" Will print the line 13, since the
character 2 in the -E parameter is optional;

e The command echo123"|grep-E*1223" Will print the string 123, since the
character 2 is valid in the -E parameter;

e The command echo"1223"|grep-E~1223" Will not output anything, since
the character 2 is allowed only once.

The plus sign (+) metacharacter after another character in a pattern matches that
character one or more times. It's similar to the * symbol, but * allows zero matches,
while + allows at least one match. Example usage: Is/bin|grep -E*mk+dir- .

The curly brace metacharacters "{}" allow you to specify the number of matches
of the character they follow:

e {n} - Match if the previous element occurs exactly n times.
e {n,m} - Match if the previous element occurs at least n and no more than



m times.

e {n,} - Match if the previous element occurs n or more times.
e {,m} - Match if the previous element occurs no more than m times.

Examples of use:
echo "13" | grep-E "12{1,3}3"

echo "123" | grep - E "12{1,3}3"

123

echo ""1223" | grep - E "12{1,3}3"

1223

echo

12223

echo

"12223" | grep - E "12{1,3}3"

122223 | grep-E "12{1,3}3"

The sed utility

sed is a stream editor ( from the English word "streameditor ) that can perform
a variety of file operations, such as search and replace, insert, or delete. However, it is
most often used for search and replace.

sed allows you to edit files without opening them, which is significantly faster
than using something like vi. Additionally, sed supports regular expressions, which
allow for complex pattern matching.

Utility format: sed[<parameters>]~<selection_rules><instructions>"[files]

Parameters:

- — Use extended regular expressions. In this case, the regular expression
in the selection rules is enclosed in slashes /regular expression/.

-e — used when multiple instructions need to be specified in a command.
It is placed before each instruction.

-i (--in-place ) - make changes to the specified file.

-n — prohibits the output of all lines (by default, all lines are output).

Selection rules:

In accordance with the line number — 1.5 — from the first to the 5th
line, 5. — from the fifth to the last line.

e According to regular expression.
Instructions:

n — prohibits the output of all lines (by default, all lines are output)

p — output lines that match the selection criteria. Often used with -n
d — delete lines

i“text” — insert text before the line that meets the selection criteria
a"text® — insert text after the line that meets the selection criteria
ctext™ — replacing a string that meets the selection criteria with text
s/search_string/replace_string/ — Search and replace text

Full information on the sed utility can be found in the mansed help File .
Examples of use:

Output of the first 5 lines from the /etc/passwd file :
cat/etc/passwd | sed-n "1.5 p*

root:

X:0:0:root:/root:/bin/bash

daemon: x:1:1:daemon:/usr/sbin:/usr/sbin/nologin



bin: x:2:2:bin:/bin:/usr/sbin/nologin

sys: x:3:3:sys:/dev:/usr/sbin/nologin

sync: X:4:65534:sync:/bin:/bin/sync

Print lines 1 and 2 (removing all others) from the setc/passwd file .
cat/etc/passwd | sed "3 ,$ d*

root: x:0:0:root:/root:/bin/bash

daemon: x:1:1:daemon:/usr/sbin:/usr/sbin/nologin

Output lines 990 to 999:

cat/etc/passwd | sed-nE "/99[0-9]/ p*

systemd-coredump: x:999:999:systemd Core Dumper:/:/usr/sbin/nologin
vboxadd: x:998:1::/var/run/vboxadd:/bin/false

Insert text before the found line:

cat /etc/passwd | sed-e '"/root/i The fTollowing Uline contains the root
user"s data:" | head-n5

The next line contains the root user data:

root: x:0:0:root:/root:/bin/bash

daemon: x:1:1:daemon:/usr/sbin:/usr/sbin/nologin

bin: x:2:2:bin:/bin:/usr/sbin/nologin

sys: x:3:3:sys:/dev:/usr/sbin/nologin

Insert text after the found line:

cat /etc/passwd | sed-e '/root/aThe previous line contains data | for user
root” | head-n5

root: x:0:0:root:/root:/bin/bash

The previous line contains the root user data.

daemon: x:1:1:daemon:/usr/sbin:/usr/sbin/nologin

bin: x:2:2:bin:/bin:/usr/sbin/nologin

sys: x:3:3:sys:/dev:/usr/sbin/nologin

Insert text before and after the found string:

cat/etc/passwd | sed-e "/root/i--—-—————————————————— " -e "/root/a | ---——--
——————————————— " | head-n5

daemon: x:1:1:daemon:/usr/sbin:/usr/sbin/nologin
bin: x:2:2:bin:/bin:/usr/sbin/nologin

Replacing the found text in the line:

cat/etc/passwd | sed-n "/localadmin/p*

localadmin: x:1000:1000:01ocaladmin,,,:/home/localadmin:/bin/bash
cat/etc/passwd | sed-e "s#/bash#/sh#" | greplocaladmin
localadmin: x:1000:1000:localadmin,,,:/home/localadmin:/bin/sh

8.2.5 awk utility

AWK is a scripting language useful for command-line work and widely used for
text processing. Text processing occurs line by line.

Using awk, you can select data—one or more individual fragments of text—
based on specified selection criteria. For example, awk can search for a specific
character, word, or pattern within a fragment of text, as well as select a specific row or
column. Awk's capabilities enable complex text processing, reporting, data analysis,
and the creation of command texts for execution by the interpreter.

Utility format: awk[<parameters>]-<selection_rules>{<actions>}"[<Files>]

Parameters:

With awk , you can work with strings as fields in a table. To do this, you can use
the -F parameter to specify a delimiter, for example, -F":" , and access the
delimited columns using built-in variables: $0 is the entire string, $1 is the first field,
$2 is the second field, and so on. The NF variable stores the number of fields in the



string, and NR stores the string number.

Actions:

printf Or print can be used as the action .

The following selection rules can be used:

Regular expressions are enclosed in slashes.

Comparison  operations — the following construction is  used:
{field_number_variable }{ operand}{value}, for example, $1<10. The following are
used as operands:

e Arithmetic (comparisons): - >, >=, <, <=, ==, I=
e String (matches): ==, ! =
e Regular expressions (matches): ~, ! ~

Examples of use:

Display usernames with uid from 990 to 999:

cat/etc/passwd | awk-F ":* "/99[0-9])/{print$1}"

systemd - coredump

vboxadd

Print names, uids, and shells of users with uids between 10 and 20:
cat/etc/passwd | awk-F ":""$3>10 && $3 < 20 {print $1 ,$ 3,3NF}"

proxy 13 /usr/sbin/nologin

Output of id and command to start all processes owned by the user:
psaux | awk *"$1~/localad /{ print $2,$11}"

1084 /1ib/systemd/systemd

1085 (sd-pam)

1107 fly-wm

1172 /usr/bin/dbus-launch

1173 /usr/bin/dbus-daemon

1196 /usr/bin/kglobalaccel5

1202 /usr/bin/VBoxClient

Complete information on the awk utitity can be found in the manawk help File

8.2.6 Text editors

Vim text editor

Vim is a text editor that Windows users will find quite unusual. What's most
confusing to new administrators is that it uses multiple input modes, the main ones
being "command" and "text."

Here are brief instructions for use:

e Runthe vitest.txt command t0 open the test.txt file for editing.

e Immediately after launching the application, you are in command mode
and can, for example, type the exit command "":q then press Enter to
close the program.

e To edit a document, you'll need to switch to text mode using the Insert
key . By pressing the Insert key repeatedly, you can select Insert or
Overwrite mode.

e To copy text, simply select it with your mouse. To paste text from this
buffer, hover the mouse over the desired location and press the mouse
wheel. You can also use the more familiar clipboard, which is pasted



using the keyboard shortcut ctr1 + v. To do this, hold down the shift
key while selecting text . TO COpy, use the context menu commands
available by right-clicking.

e To go back to command mode and save your changes, you need to press
the Esc key and enter the command :wq .

e To exit without saving, use the command : q! .

Vim's command-line features significantly increase the speed of text processing,
making it the choice of professionals who require high productivity when working
from the console. However, mastering the necessary skills to the point of automatism
can be challenging.

After installing the Vim editor, you have access to a built-in tutorial, which you
can open with the vimtutor command . This opens a copy of the file, so you can practice
without worrying about damaging the tutorial's content. It's highly recommended to
start learning Vim by studying this tutorial.

~ ~:vimtutor — TepmuHan Fly

@aitn  Mpaeka HacTpoiika Cnpaeka

a & H Q |s v

= Jobpo nowmwanosaTb B y4yebHwuk VIM -- Bepcus 1.7 =

Vim -- 3T0 O4YeHb MOWHbIA pPenaKkTop, MMEWMIA MHOMECTBO KOMaHf, CJ/MWKOM MHOTO
ana Toro, 4yToObl MX BCE MOKHO ObINO ONUCATb B TAKOM yHeGHHKe, KdK 3TOT.
JToT yqeﬁHMK NpU3BaH ODBACHWTE AOCTATOYHOE YWUCNO KOMaH4 AnA TOoro, 4Tobbl
Bkl MOTMW C NETKOCTbI WCNONL30BaTh Vim B Ka4yecTsBe penakTopa obuero
Ha3Ha4YeHWA .

Bam noTpebyeTrcsa npubnusuTenbHo 25-30 MMHYT Ha OCBOEHWE AaHHOTOo y4yebHuka B
33BUCUMOCTW OT TOCO, CKOMbKO BPEMEHW Bbl MOTPATWUTE HAa SKCMEPUMEHTHI.

Buumanue! KomaHpamu B ypokax Bbl ByaeTe M3MeHATb 3TOT TekcT. CospaiiTe
konui 3Toro Gaina, 4ToB NONPakTWKOBaTbeA Ha Held (ecnu Bl 3anycTunm
"vimtutor", TO 3TO yKe KOMUA).

BamHo MOMHWTL, 4YTO 3TOT yueﬁHwK npeaHasHa4eH ana OﬁyHeHHﬂ B npouecce
MCMONb30BaHUA. JTO 03HayaeT, YTO Bbl AOJIKHbI 3anycKaTb KOMaHAbl Ans TOro,
4YToObl Kak cnegyeT MX U3YYWUTDb. Ecnu Bbl NpoCcTO MpoYdTaeTe STOT TeKCT, TO
He 3anoMHWTe KOoMaHAbl!

"/tmp/tutorV484ox" 1007 cTpok, 57426 baiToB

- 1 B

Below we will cover the basic techniques for working with Vim.
Launching Vim is easy, but exiting it is. To launch it, simply run the command
vim[options][Ffilename] .
Below are some of the launch options:
e _rR —open in read-only mode;

e _g —enable graphics mode;

e -w -save all actions to a file;

e _b —use binary mode to edit executable files;

e -d — find differences in files (you will need to specify multiple files to
open);

e _n —disable the automatic saving function to restore the file in case of an
error;

e “+command”** - this option is responsible for executing the command after
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starting the editor;

e +number - MoOVes the cursor to a user-defined line after launch;

e +/pattern - find the desired section in the template and move the cursor to
its beginning.

Let's run vimvim_test.txt . We're now in command mode. To exit Vim, enter
one of the following commands:

e :g — Exit the editor if no changes have been made. Otherwise, it won't let
you exit this way.

e :q! — exit without saving. A faster and more convenient way to enter ZQ

e :qw —Save and exit. A faster and more convenient way to enter ZZ .

The :w command will simply save the current changes and you can continue
editing the file.

Characters entered in this mode are treated as commands. You can repeat
commands multiple times by entering a command and a number, or specify the scope
of commands. For example, entering d1 will delete the character under the cursor, dw
will delete the entire word, and d3w will delete three words to the right of the cursor.

But you should understand that you must have the English keyboard layout
enabled.

Text navigation commands:

e h , 1 ,j ork — move the cursor left/right and up/down, but it will be

easier to use the mouse arrows;
w Or b —move the cursor 1 word to the left or right;
H — go to the top of the screen;
L — go to the bottom of the screen;
6 — scroll to the end of the file;
zz , zt , zb — move the line with the cursor on the screen to the
middle/up/down;

e ctrl + u orctri+d — scroll the viewing area up or down by half a page.
Commands for pasting and copying:

e p orp —insert text after or before the cursor;

e y —copy character;

e yy Ory —copy the entire line.
Commands for undo and delete:

e u —undo the last action;

e U —undo the last action in the specified line where the cursor is located;

e d — delete character;

e dd — delete the entire line;

([ ]

[ J

D — delete everything from the cursor to the end of the line;

dt — delete the portion of text that is located between the cursor location

and the next occurrence of a specific character;

ciw — delete a specific word and immediately switch to input mode;

e Cc — delete text from the cursor position to the end of the line, then
automatically switch back to input mode.



Some more useful commands:

v — select text;

govG= — align text throughout the file (move to the beginning, switch to
VISUAL mode, select the entire text of the document, adjust the
indentation of the selected lines);

. —repeat the last command again;

n Or N — continue searching forward or backward,;

~ — switch the case of the character that is selected or on which the cursor
is located;

/pattern — search for occurrence;

%s/pattern/replace — replace the first word with the second.

To switch to text mode, in which typed characters will be treated as typed text,
press the Insert key . Pressing Insert again Switches between the insert and replace

text modes.

To return to command mode, simply press the Esc key .
Commands to switch to text mode:

1 (lowercase letter i) — switch to text mode and go to the beginning of the
line;

A — switch to text mode and go to the end of the line;

a — switch to text mode and move to the next character;

r — replace one character;

R — replace several characters in a row;

— create a line below;

— create a line above.

In command line mode, entering a command begins with the ":" character. We
already learned about this when we discussed quitting and saving a file. Below are
some other commands in this mode:

e file — create a new file;

:r file — insert the contents of this file into the current file;

:r1 — execute a shell command and insert the received response into Vim;
-buffers — view open files;

:set variable=value — Set the value of a variable to control editor
Processes.

In this mode, you can use navigation commands to select part of the text (or all
of it) for further editing. This is convenient because the user can see the selected

section.

Using the visual mode comes down to performing three operations:
1. v hotkey to start selecting text.
2. Move your cursor to the end of the visual fragment to select text.
3. Enter a command operator that will perform an action on the selected text.

For example, typing the ~ symbol will change the case of the characters
and convert all text to uppercase.

Here are some useful command operators:

y - copy text to clipboard



e p - paste text from the clipboard
e -~ - change the case of characters
e d - delete selected text
In addition to the character-by-character mode v, there is also a line-by-line
mode V and a block mode Ctrl + V.
Nano text editor
The nano text editor is part of the GNU suite and is the standard console editor
for many Linux distributions. Nano's main advantage is its ease of use—it's as easy to
use as notepad.exe, so you'll quickly master it to a high level for any task.
To launch it, simply call the command nano[options][file_name] .
Some of the options:
e +number - indicate the line in the file from which editing should begin;
-B - create a backup copy of the file when saving;
-c - backup folder;
-D - display text in bold,;
- convert tabs to spaces;
-1 - do not read configuration from nanorc files;
-P - remember and restore the cursor position during the last editing;
-m - enable mouse support;
e v -read-only mode, you cannot save the file.
Let's launch the text editor nanotest_nano.txt .

e 6 o o o o o
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Unlike Vim, there's no special mode; you can navigate through the text and edit
it directly. The bottom of the window displays a tooltip for commands, which can
change depending on the current state. Combinations use ctrl or Alt keys with other
keys. As a reminder, the ~ symbol is shorthand for the ctr1 key .

The full list of commands is available by pressing F1 or ctri + G .

The nano editor can support regular expression searches. To do this, the
setregexp parameter must be set in the user profile configuration file ~/_.nanorc .

You can enable syntax highlighting for popular programming languages in the
editor. To do this, add highlighting configuration files located in susr/share/nano to
the ~/.nanorc configuration file using the include directive . FOr example, to
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highlight sh, add the line "include /usr/share/nano/sh.nanorc."

mcedit text editor

mcedit editor is installed along with the Midnight Commander file manager and
has a similar interface.

> ~: mcedit — Tepmutan Fly

- 1 &

The bottom line lists the basic commands that are executed using the function
keys F1-10 . For example, help is accessed by pressing F1 , and the main menu is
accessed by pressing Fo .

Like nano, the mcedit editor supports regular expressions and syntax
highlighting for popular programming languages and configuration files. To manually
control the highlighting, use the Menu (F9) » Option:s

Graphical text editor Kate

The graphical text editor kate has an intuitive interface and offers extensive
customization options. Its functionality is very similar to Notepad++, meaning it's
much larger than Notepad but smaller than Visual Studio Code.
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Like the editors mentioned above, kate supports regular expressions and syntax
highlighting for programming languages and configuration files. It's recommended for
beginners (and others) to use in graphical mode.

8.3 Assignment for independent completion
8.3.1 Task1.

Create a text file named sample with the following contents:
Good afternoon, Petr Vasiliev!

The framework and location of personnel training represent an interesting
experiment

for further development directions, see Fig. 10. ldeological considerations

of the highest order, as well as consultation with a broad asset contribute

preparation and implementation of further development directions according
to the standard

1SO0-9001. It should not be forgotten, however, that the framework and
location of personnel training

contribute to the preparation and implementation of the development model.

Everyday practice shows that strengthening and developing the structure

require the definition and clarification of the personnel training system,
which corresponds to

urgent needs.

8.3.2 Task 2.

Create another file "sign" with the signature:
Write to us by email: info@company.lan
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Mobile: +79881112230
Office multi-channel: 8 800 2201100
Website: www.company.lan

8.3.3 Task 3.

Output the text of the message to the standard output stream.

8.3.4 Task 4.

Display the contents of two files on the screen in a row with one command.
8.3.5 Task 5.

Find the number of lines in a file.

8.3.6 Task 6.

Print the first line from the sample file.

8.3.7 Task 7.

Find the name in the first sentence and remove the space from the name.
8.3.8 Task 8.

Print the contents of the "sample" and "sign" files to the screen, numbering the
lines in the output.

8.3.9 Task 9.

Combine the contents of the "sample™ and "sign™ files and write it into a new file called
"message".

8.3.10Task 10.
Print only the last line of the file "message" to standard output.
8.3.11Task 11.

Print the image number from the "message" file to standard output. Use the grep
command and a regular expression to do this.

8.3.12Task 12.
Print the email address from the file "message™ to standard output.

8.3.13Task 13.



8800 from the file "message™ to standard output .

8.3.14Task 14.

Print international phone numbers from the file "message™ to standard output.
8.3.15Task 15.

Remove two or more spaces from the "message" file.

8.3.16Task 15.

Take a short test https://onlinetestpad.com/zsivbzz7mljrm.
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Guidelines for organizing independent work

The educational process at a higher education institution relies heavily on independent student
work, without which it is difficult to fully master complex course material and learn to continually
improve acquired knowledge and skills. Independent work is outside of the classroom and is
designed to allow students to independently familiarize themselves with specific sections of the
course, using materials recommended by the instructor, and to prepare for individual course
assignments. The purpose of independent student work is to:

- to teach students to work meaningfully and independently, first with educational material,
then with scientific information, to lay the foundations of self-organization and self-education in
order to instill the ability to continuously improve their qualifications in the future.

- consolidation, expansion and deepening of knowledge, skills and abilities acquired by
students in classroom lessons under the guidance of teachers;

- students studying additional materials on the subjects they are studying and the ability to
select the necessary material from various sources; developing in students independence,
organization, self-discipline, creativity, the need to develop cognitive abilities and perseverance in
achieving their goals.

The proposed approach to mastering the material increases motivation for classroom and
extracurricular activities, which ensures the necessary level of knowledge in the studied disciplines
and allows for increased student readiness to pass exams.

When beginning a new course, students should familiarize themselves with the curriculum,
the academic, scientific, and methodological literature available in the library, obtain recommended
textbooks and teaching aids from the library, and start a new notebook for taking notes from lectures
and working with primary sources. During lectures, students should take notes on the course material.
Pay attention to categories and formulations that reveal the essence of certain phenomena and
processes, scientific conclusions, and practical recommendations. It is advisable to leave margins in
their working notes for making notes from recommended literature that supplement the lecture
material and highlight the particular importance of certain theoretical principles. Ask the instructor
clarifying questions to clarify theoretical principles and resolve controversial situations. In
preparation for seminars, study the primary literature, familiarize themselves with additional
literature, and read new publications in periodicals (magazines, newspapers, etc.), taking into account
the instructor's recommendations and the requirements of the curriculum. Refine your lecture notes,
making relevant notes from the literature recommended by the instructor and stipulated by the
curriculum. Prepare presentation outlines on all academic topics covered during the seminar. When
preparing a report or abstract, seek guidance from the instructor. Create a plan for your presentation.
Actively participate in the discussion of academic topics: present reports, abstracts, reviews of
research articles, and individual periodicals related to the lesson topic. Use teaching aids, such as a
blackboard and chalk, during your presentation. Ask the instructor questions to deepen your
understanding of the material being studied. After summing up the seminar, address any deficiencies
noted by the instructor. When preparing for the exam (at the end of the semester), review the material
covered in strict accordance with the curriculum and the sample list of academic questions included
in the syllabus. Use lecture notes and the literature recommended by the instructor. Pay particular
attention to the topics of classes the student missed for various reasons. If necessary, seek advice and
methodological assistance from the instructor.

1. Methodological recommendations for students on certain forms of independent
work

The university education system requires students to have significantly greater independence
in planning and organizing their activities. This can be quite challenging for a recent high school
student: while at school, daily teacher supervision forced students to constantly and systematically
prepare for classes, at university, the question of their knowledge level only really arises during exam
periods. This situation leads some to the temptation to devote the entire semester to free time ("I'll
learn it when | need to!"), and when exam time arrives, the material to be mastered is so
overwhelming that no memory can cope with it in the remaining time.

2. Rules and techniques for taking lecture notes



. Record information according to the lecture outline, dividing the text into logical
blocks. Use numbers to clearly understand the sequence of presentation. It's a good idea to include a
line indentation in your notes.

. Capitalize key terms, highlighting them when writing the heading. For example, the
phrase "intangible assets in the asset structure” could be written as "intangible assets in structure A."
If any terms overlap, it makes sense to mark them with a circle or other identifying symbol;

. Core concepts that are used frequently in a given subject can be replaced with specific
abbreviations that will be relevant to the specific notes. If you think you'll forget the abbreviations,
don't be lazy and write them down at the end of your notebook;

. Abbreviating long, common words can speed up note-taking. For example, the word
"state™ can be replaced with the abbreviated "gos-vo," and so on.

. Quick note-taking is essential when using your own importance icons. Create your
own or use the following:

o} "I" - important;

"?" - questionable;

"U" - look at the textbook;
"ZB" - for example;

"R" - double check.

. It makes sense to write the definitions of key concepts in a separate paragraph,
highlighting them in any way possible. Underlining with a colored marker makes the memorization
process easier;

. Speed note-taking requires the use of mathematical notations. Obviously, writing "+"
instead of "plus" and "Y_" instead of "sum™ is much more productive;

. Don't neglect commonly used abbreviations. Replacing terms like "database
management system™ with "DBMS" is essential,

. Periodizations and classifications are best written in the form of diagrams and charts;

These skills will help make your notes more understandable and significantly reduce the time
it takes to record information.

These skills can be used not only at university, but also when attending continuing education
courses , seminars, trainings , and various conferences. Knowing how to take notes effectively will
help you easily digest large amounts of information, making it concise, simple, and understandable.

You can find increasingly productive methods for capturing information yourself. Remember,
notes are a condensed transcript of a written or spoken text, created for personal use. For this reason,
no two people can have identical notes. Don't completely imitate someone else's methods; create your
own unigue ones.

3. Working with a book

When working with books, it's important to select literature, learn how to read it correctly,
and keep notes. Library catalogs use alphabetical and systematic indexes to select literature. It's
important to remember that effective book-reading skills always save a lot of time and effort.

The instructor teaching the course recommends the appropriate selection of textbooks.
Required literature may also be listed in the course's methodological guidelines. When studying the
material in the textbook, students should move on to the next question only after they have
thoroughly understood the previous one, writing down all calculations and computations (including
those omitted from the textbook or given in the lecture for independent derivation). Independent,
individual work plays a significant and important role in the study of any discipline.

Particular attention should be paid to defining the course's key concepts. Students should
thoroughly analyze examples that illustrate these definitions and be able to construct similar
examples independently. It's important to develop a clear understanding of what you're learning.
Taking supporting notes is helpful. When studying the material from the textbook, it's helpful to
supplement your lecture notes in the designated margins in your notebook. You should also note any
questions you've identified for consultation with the instructor.

It's recommended to highlight the conclusions drawn from the study in your notes to help you
remember them better when rereading your notes. Experience shows that many students find it

O O O o
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helpful to create a reference sheet containing the most important and frequently used formulas and
concepts. Such a sheet helps you remember the formulas and key points of the lecture, and can also
serve as a constant reference for the student.

4. The main types of systematic recording of what has been read:

1. Annotation is an extremely brief, coherent description of a book (article) viewed or
read, its content, sources, nature and purpose;

2. Planning is a brief logical organization of the text, revealing the content and structure
of the material being studied;

3. Thesis is a concise reproduction of the author’s main assertions without using factual
material;

4. Quoting is the verbatim copying of excerpts and extracts from the text that most
significantly reflect a particular idea of the author;

5. Note-taking is a brief and sequential presentation of the content of what has been read.

A summary is a complex way of presenting the contents of a book or article in a logical
sequence. A summary integrates previous notes and allows for a comprehensive understanding of the
book or article's content. Therefore, the ability to create an outline, make notes, take excerpts, and
other notes determines the technique of summary writing.

6. Guidelines for writing notes:

1. Read the text carefully. Look up any unfamiliar words in reference books. When
taking notes, be sure to include reference information in the margins of your notes;

2. Highlight the main points, make a plan;

3. Briefly formulate the main points of the text, note the author’s argumentation;

4. Take notes on the material, strictly following the outline. When taking notes, try to
express your thoughts in your own words. Keep your notes clear and concise.

5. Write quotes correctly. When quoting, keep in mind the brevity and significance of the

idea.
In the summary, it is advisable to present not only thesis statements but also their evidence.
When formatting the summary, strive for the conciseness of each sentence. The author's thoughts
should be presented concisely, with care taken to maintain style and expressiveness. The number of
additional elements in the summary should be logically justified, and entries should be arranged in a
specific sequence consistent with the logical structure of the work. Leave margins for clarification
and addition.
Mastering note-taking skills requires a student to be determined and to work independently on
a daily basis.
7. When starting work, each student should take into account the following provisions.

The discipline (module) is structured on a thematic principle, each topic is a logically complete
section.

The lecture material is devoted to the examination of key, basic provisions of the courses and
an explanation of the educational assignments assigned to students for independent work.

Laboratory work is carried out with the aim of consolidating the acquired information and
acquiring skills for its application in solving practical problems in the relevant subject area.

Students' independent work is aimed at independent study of additional material, preparation
for practical classes, and completion of all types of independent work.

To successfully master the discipline, it is necessary complete all types of independent work
using the recommended sources of information.

8. Educational, methodological and informational support of the discipline
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