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BBEJAEHHUE

]_le.]'lb H 3a1a4Y1 OCBOCHHUSA NHUCHHUIIJINHBI

Lenpio ocBOeHMS TUCTHATLIMHBI «OpraHu3aliis 3aiuTsl KOH(OUACHINATHHON HH(OPMAITHI» SBISETCS
dbopmupoBanue y Oyaymiero wmaructpa Mo HamparieHuto moarotoBku 02.04.01 MaremaTtnka wu
KOMITBIOTEPHBIC HayKu Mpo¢mib «VICKYCCTBEHHBIH UHTEIUICKT B KHOEpOE30MacHOCTH» COBEPIICHCTBOBAHUE
3HaHUI, yMEHUH U HABBIKOB CIEL[UAIIHCTOB.

IlepeyeHb oCcBaMBAEMBIX KOMIICTEHLIHIA:

Kon DopMyTUpPOBKa

OIIK-1 Crioco0eH oleHuBaTh Posib HHPOpMaK, HHOOPMAIMOHHBIX TEXHOJIOTHHA U
WH(POPMAITMOHHOW 0€301TaCHOCTH B COBPEMEHHOM OOIIIECTBE, UX 3HAUCHUE
TSt 00ecTiedeHrs 00BEKTUBHBIX MMOTPEOHOCTEH JTUUYHOCTH, OOIECTRA U
rocyJapcTBa

IlepeyeHb MJIAHNPYEMBIX Pe3YJbTATOB 00y4eHUSsI O JUCHUIIIUHE, COOTHECEHHBIX € MJIAHUPYEMbIMU
pe3yJbTaTaMH OCBOEHUA 00pa30BaTeIbHOH MPOrpaMMbl BbICIIEr0 00pa30BaHUSA

Kona, popmynuposka Kona, dopmynupoBka naaukaropa [Inanupyemsie pe3yabTaThl
KOMIIETCHIIUU 00y4yeHHs IO AUCLUILINHE,
XapaKTepU3YIOIHe 3TaIbl
(hopMHUPOBaHUs KOMIIETCHINH,

MHJIMKAaTOPOB

OIIK-1 Cniocoben | MA-1 MMOHUMAaET pOJIb | OPUEHTUPYETCSI B OCHOBHBIX
OLICHUBAThH poib | ”THQOPMAIIMOHHOM 0E30MacCHOCTH B | TIOHSATHSX,  CBSI3aHHBIX  C
nHpopmanum, cucTeMe HalMOHAJIBHOW | o0ecrieueHneM
MH(OPMAITMOHHBIX O0esomacHoctu  P® w  Qopwmsl | mHPOpMAITMOHHO

TEXHOJIOTHIA U | uHGOpPMALIMOHHOH 0OpBOBI B | MCUXOJIOTHYECKOU
nH(pOpMaMOHHOM COBPEMEHHOM MHUpE 0e30macHOCTH JMYHOCTH,
0e3omacHOCTH B obmectea ¥ TrocyJapcTBa,
COBPEMEHHOM OO0IIEeCTBE, UX MOHATHSIX HWH(POPMAIMOHHOTO
3Ha4YeHUe JIs 00ecreveHUs! MPOTHBOOOPCTBA,
00BEKTHBHBIX MH()OPMALIMOHHOW BOWHBI H
NOTPEOHOCTEH  JTMYHOCTH, dopM HMX TpOSBICHHH B
00ILIeCTBa U rOCyIapCTBa COBPEMEHHOM MHpE

OIIK-1 Crnocoben | MA-2 BBIABISIET W KIacCUPHUUUPYET | aHATM3UPYET HMCTOYHHKH H
OIICHUBAThH pOJb | Yrpo3bl WHPOPMAIMOHHON | naér  iaccupukanuio U
nH(pOpMaIuy, 0e30macHOCTH  JJIT  COBPEMEHHBIX | OIEHKY yrpo3am
WH(POPMALMOHHBIX aBTOMATH3MPOBAHHBIX CHCTEM WHPOPMALTMOHHON
TEXHOJIOTHH u 0e30macHOCTH
MH(OPMAITMOHHOM

0e3onacHOCTH B

COBPEMEHHOM OOIIEeCTBE, HX
3HAYCHHE I 00eCIeUeHUs
00BEKTHBHBIX
MOTPEOHOCTE  JIMYHOCTH,
o011ecTBa U rocyapcTBa




YYEBHO-METOJIUYECKHUE MATEPUAJIBI TIPAKTUYECKUX
3AHATUI

Pa3z[e.11 1. HOHHTI/Ie, OpraHmsalnvd M 1nmpaBoBasi OCHOBa o0ecneueHus

HH(GOPMALMOHHON 0€30IIACHOCTH

Tema 1.1. UcTopusi 1 cOBpeMeHHbIE HANIPABJICHUS PAa3BUTHA

HH(OPMALMOHHO 0€30IaACHOCTH

[Lnan.

1. HcTopus pa3BUTHS CPEACTB U METOJIOB 3AILUTHI HHPOPMAIIIH.
2. OCHOBHBIE 3TaIlbl pelIeHUs MPOOJIEM 3aUTH HHPOPMALIMH.
3. 3amura OT UHPOPMALIMOHHOTO BO3JICHCTBHUS.

4, NudopmanmonHas BoitHa.

5. [Tonsitue nHOpMaAITMOHHON OE30MTACHOCTH.

MpI xxuBeM B Mupe uHpopMauuu. Bnagenue nupopmanuei BO Bce BpeMeHa JaBajio
MpEUMYILECTBa TOH MPOTUBOOOPCTBYIOUIEH CTOPOHE, KOTOpasi pacnoiiarana 0oliee
TOYHBIMU U OOLIMPHBIMHU CBEICHUSIMU O CBOMX CONEpHUKAxX. ['ocyaapcTBEHHbIE U
KOMMEPYECKHUE CEKPETHI MOSIBUJIKCH €IIIE€ Ha 3ape YEJIOBEUYECKOro OOIIECTBA BMECTE
C TrocylapCcTBaMH W TOProBied MexAay HuUMH. [lapayensHO mOsSBHIACE U
pa3BHUBaJIaCh pa3BeAbIBATEIbHAS JEATEIbHOCTD, HAIIPABJIEHHAs Ha JOOBIBAaHUE 3TUX
cBeleHUi. Bces uctopus pa3BUTHS TOCYIapCTB CBHUJIETEIBCTBYET O IIUPOKOM
WCIIOJIb30BAaHUU Pa3BEIKH JUIsg 100bIBaHUS HMHPOpMaUud 00 HMX HSKOHOMHKE,
BOOPY>KEHUH, OOETOTOBHOCTH apMUU U JP.

B snoxy Bo3poxiaenus Benukuil utanbsHCKAKW MbiciauTens XVI Beka Hukkono
MakuaBesii, CYUTaBIINNA AOMYCTUMBIM B OJIUTUYECKONH O0phOE BO UM BEJIMKHUX
nene mnpeHeOperatb 3aKOHAMM MOpaJd W TMPUMEHSTHh JiIoOble CpECTBa,
OMpaBJibIBasi *KECTOKOCTb U BEPOJIOMCTBO MpaBHTelled B UX OopbOe 3a BIaCTh,
ykaspiBan: «UToObl pasragarh TalHBI HENPUSTENs, HEKOTOpbIE IOJIKOBOLBI

HapsKaJId K HCMY ITOCJIOB, HAIIpaBJIAA C HUMH 110/ BUJIOM CJIY)I(I/ITGJIeﬁ OIIBITHBIX



BOHMHOB, KOTOPbLIC BbICMAaTPHUBAINU YCTpOI\/'ICTBO HCTIPUATCIILCKOT'O BOﬁCKa, Y3HaBaJIk

B YEM €ro cJIaboCTh U CHJIa, U COOOIIIEHUSIMH CBOMMH O0JICrdain H06ez[y»1.

BrniepBbie ke Tema pa3BeAKM Ha YpOBHE HACTOsIIEW Teopuu Obula MOAPOOHO
pa3pabotana eme B [V Beke 10 Hallel 3pbl KHTACKUM CTPATErOM M MBICIUTEIIEM
Cynb-113b1, KOTOpPBIN TOBOpUI: «HerymManHo He UMETh IIMUOHOB, HOO OJIMH IIMHUOH

cOEpeKET LETYI0 apMUION?,

B cBoeii knure «Tpakrat o BoeHHOM uckyccTBe» CyHb-1[3b1 pazpabarbiBaet
BOIIPOCHI Pa3BEIKU U KOHTPPA3BEAKHU, BEICHUS IICUXOJIOTUNYECKONW BOMHBI,
WCTIOJIb30BaHUS JIOKHBIX CITYXOB U (anbcudukaiuii, ooecrneuenus: 0€30MacHOCTH,
KOTOPBIE€ aKTyaJIbHBI M B HACTOSIIEE BpeMsl. B 4acTHOCTH, B HEM yKa3bIBAETCS:
«Benukue nonKoBOAIbI TOCTUTAIOT YCIIEXA, PACKPbIBAask TAWHYIO UTPY
NPOTUBHUKA, Pa3pyIlias €ro IJIaHbl, HOCEIss pa3ial B €ro Boucke... IcKyccTBO
reHepasna JOJHKHO 3aKI0YaThCs B TOM, UTOOBI A€pKaTh MPOTUBHUKA B ITOJHOM
HEBEJICHUW OTHOCUTEIBLHO MECTa CPAKEHUS U UYTOOBI CKPBITH OT HET'O
o0ecrieunBaeMbI€ MMyHKThI, MEJIbUAUIIINE MEPOTIPUSITHS... ECIIU Tl U MOXKeENTb 4TO-
HUOY b, €Al BUJI, YTO HE MOKelllb. [pyrumu cioBaMu, COXpaHsid B TaliHE BCe
CBOM BOCHHBIE IPUTOTOBJICHHUS, COCTOSIHIE BOOPYKEHUS U T.IL»",

BrionHe o4eBHIHO, YTO M B HACTOSIIEE BPEMS 3THU CJIOBA HE NOTEPSIIA CBOEH
aKTyaJIbHOCTH M UX BIIOJHE 0OOCHOBAHHO MOXHO OTHECTH HE TOJIbKO K BOEHHOMY
IIPOTUBOOOPCTBY, HO M K pa3BeJbIBATCILHOW, IKOHOMHUYECKOM, IMOIUTHYCCKOU
nesatenbHOCTU. OHM Tak)Ke MPUMEHUMBI U K JACATEIbHOCTH MPAaBOOXPAaHUTEIbHBIX
OpraHOB, CBSI3aHHOW C MpPOBEJECHHUEM OOEBBIX OINEpalil U OCYIIECTBICHUEM
OIEPATUBHO-PO3BICKHON IEATEIIBHOCTH.

Hapsiny Cc BOEHHBIMH CEKpeTaMH MpPOTUBOOOPCTBYIOIINE CTOPOHBI BCErna

OXOTHJIMCH M 3a TCXHOJIOTHYCCKHUMH CCKPCTAMU, 0COOEHHO KaCarommnMucs

1JIo6oB B.H. Boennas xutpocTth B UCTOpHH BOMH. - M., 1986. C. 13.
2Konpan H.H. Cynb-11361. TpakTat 0 BoeHHOM uckyccTBe. - M., 1950. C. 55.

3utupyercs no: Jlobos B.H. Boennast xurpocts B ucropuu BoiiH. - M., 1986. C. 7-8.



pou3BOACTBa opyxHus. B uactHocTH, B VII Beke rpeku Hayalu IpUMEHATh 115
ITOKUTaHUS CyI0B M KPEITOCTEN Bpara «rpe4yeckui orouby. [Iporusnuku I penun,
O0COOEHHO MEPCHI, JJINTENBHOE BpeMsI 0€3yCIEIIHO OXOTUIIMCH 32 CEKPETOM 3TOTO
opyxus. 3ateM B Xl Beke B EBpome mnosBwica MOPOX, MOJIOKUBIINN
CBOCOOpa3HOE HAYaJ0 HAyYHO-TEXHHUECKON PEBOIOINH B 00JIACTH BOOPYKECHHS.
Hcmopus npombiuiienHo20 WnuoHaxdca 60cxooum K OpesHeuuum epemenam. B
npomueoeec emy 61a0ebybl NPOUIBOOCMBEHHBIX U KOMMEPUECKUX CEKPEmos
gce20a mujamenbHO OXPaHALU Ux om KoHKypenmog. Hanpumep, oxora eBporneinen
3a CeKpeToM KuTaickoro apdopa, OTKpsITOro euie B IV Beke, npooirkanach
JUTUTEJIbHOE BPEMS U HE MPUHECIIA TIOJIOKUTENbHBIX PE3yIbTaTOB, IOKA B HAYaJIe
XVIII Beka He ObLT M300peTeH criocod mpou3BojicTBa dapdopa B camoii EBporre.
Emie Oonee npeBHUM MPEAMETOM OXOThI IPOMBIIIJIEHHBIX IITUOHOB OBLI HIEJK.

B CpCIHHC BCKa B EBpOHC IMOJIYYHJI ITUPOKOC PA3BUTHC HpOMBIHIHGHHBIﬁ MMM OHANX,

HaIpaBJICHHBIA Ha JOOBIBAHNWE CEKPETOB IIEXOBBIX OOBEIMHEHUN PEMECICHHUKOB,
KOTOpPBIE MOHOIIOJIM3UPOBAIM TPOU3BOJCTBO W COBIT OMNPEICICHHBIX BHJIOB
NPOAYKIIMU. YUUTHIBAs BaXXHOCTh COXPAHEHUSI TEXHOJOTUYECKUX CEKPETOB JIJIS
obecrieueHrsT YKOHOMHUYECKOTO MPEBOCXOACTBA HAA APYTUMHU CTpaHAMH, MHOTHE
rocyJapcTBa MPUHUMAJHN CIEIHMABHBIE 3aKOHOJATENbHBIE aKThl, OTPaKIAI0IINe
MHTEPECHI IIEXOBBIX OPraHU3AIUH.

XKenanue no0bIBaTh KOHPUACHIIMAIbHYIO HH(POPMAIIMIO BCETAa COMPOBOXKIATIOCH
HE MEHBIITNM >KeJTaHUEM MPOTHUBOTIONOKHON CTOPOHBI 3aIITUTUTH 3Ty WH(POPMAITHIO.
[ToaTOMy mcTOpHSI pa3BUTHSA CPEJCTB U METOAOB Pa3BEIKU — ITO TAKXKE UCTOPUS
Pa3BUTHS CPEACTB M METOOB 3amuThl WHGopMaruu. IlpudeM, mosiBUBIIUECS B
JPEBHUE BpEMEHa CIOCOObI 3aUThl HHGOPMAIINH 110 CYTH CBOCH HE M3MEHHIINUCH
JI0 HACTOSIIETO BPEMEHH, COBEPIICHCTBOBAIACH JIMIIhL TEXHHWKA WX pPEaTU3aIlHH.
Hampumep, Takoii crmoco0, kak MacKMpoOBKa CojepKaHus MHGOPMAITUH, TTPOIIET B
CBOEM Pa3BUTUU HECKOJHKO ATAMOB.

HawnGoee ”HTEHCUBHOE Pa3BUTHE STUX METOAOB IMPUXOIUTCS HA TIEPHO] MACCOBOU
nHdopmaTuzanmu odmiecTa. [loaToMy ncrtopust HanboJiee UHTEHCUBHOTO Pa3BUTHS

HpO6JICMI>I 3allINThI I/IH(bOpMaHI/II/I CBA3BIBACTCA C



BHEJIPEHUEM aBTOMATU3UPOBAHHBIX CUCTEM 00pabOTKHU MH(GOPMALIMK U U3MEPSETCS
nepuo oM 0osiee YeM B TPH JI€CITKA JIET.

B 60-x ronax Ha 3amazie cTajao MOSABIATHCS OOJIBIIOE KOJINYECTBO OTKPBITHIX
nyOJUKAIMK 110 pa3IMYHBIM acleKkTaM 3auuThl nHopmaiuu. Takoe BHUMaHUE K
ATOM MpoOJieMe BBI3BAHO B MEPBYIO OYEpEb BCE BO3PACTAIOMIMMU (DUHAHCOBBIMU
nmoTepsiMu  (GUPM © TOCYJAAPCTBEHHBIX OpPTaHU3ANMK OT TPECTYIUICHUH B
KoMIbloTepHOM cepe. Hanmpumep, B exxerognom noknaae GBP 6bu10 ckazano, 4To
3a 1997 roa OT NPOTUBONPABHOW MAESITENIBHOCTM HHOCTPAHHBIX CHELCITYKO
aMEpPUKaHCKHUE BIIAJENbI[bl MHTEIUIEKTYaJIbHON COOCTBEHHOCTH MOHECIH YHEpPO,
npesbimaromuii 300 MULIHapI0B 1OJUIAPOB.

B HaIIe CTpaHe TakKe JIaBHO U HEOE3yCIENTHO 3aHUMAIOTCS PoOieMaMu
3aIIUTHI MH(OPMAIMKU — HE CIIyYalHO COBETCKas KpUNTOrpapuueckas mKoJja g0 CHX
nop cuuTaeTcs Jydiieit B mupe. OIHAKO Ype3MepHas 3aKphITOCTh BCeX paboT 1o
3almTe HUHQPOpPMAIUU, CKOHIEHTPUPOBAHHBIX TIJIaBHBIM O0Opa3oM B CHJIOBBIX
BEIOMCTBaX, B CHJIY OTCYTCTBHUSl PEryJsIpHOM CHUCTEMBbI  IOJTOTOBKHU
mpo¢eCCHOHAJIOB B ATOM 00JaCTH M BO3MOXKHOCTH ITUPOKOTO OOMEHA OITBITOM
npuBega K  HEKOTOPOMY  OTCTaBaHHWIO B OT/AEJbHBIX  HApaBJICHUSIX
uH(OPMAITMOHHONW 0€30MacHOCTH, OCOOEHHO B 00€CIeUeHUH KOMITbIOTEPHOU
0€301MacHOCTH.

Tem He menee, Kk koHiry 80-X ro0oB OypHBIA POCT UHTEPECA K MpobdIeMaM 3alTUuThI
uH(popMaIuu He 00ollIeN U Hallly cTpaHy. B HacTosiiiee BpeMst €CTb BCE OCHOBaHUS
yTBEpXkKIaTh, 4YTO B Poccum cloxkuiaach OTEYECTBEHHAs IIKOJA 3al[UTHI
uHpopmaruu. Ee oTauuuTensHON uepToi SBIsSIETCS TO, YTO B HEW HapAny ¢
penieHueM Ccyry0oo TPHUKIAIHBIX MpoOJeM 3alluThl WHOOPMALUKM  YACISETCS
0oJpIlIOe BHUMaHUE (POPMUPOBAHUIO PA3BUTOTO HAYYHO-METOOJIOTHUECKOTO
0a3uca, CO3JAONIETO OOBEKTUBHBIE MPEANOCHUIKA IS pPEIIeHUsT Bcew
COBOKYITHOCTH COOTBETCTBYIOIIMX 3a/1a4 HA PETyJIIPHON OCHOBE.

EcTecTBeHHO, 4YTO € TEYEHHMEM BpPEMEHHM H3MEHSJIOCHh KaK MPEJCTaBICHUE O
CYIITHOCTH TIPOOIEMBI 3aIIUTH HH(OOPMAITUH, TAK U METOJAOJIOTUIECKUE TMTOAXOIBI K

€C PCUICHUIO. OTH U3MEHEHHUS IMPONCXOANIIN IMOCTCIICHHO U HCIIPCPBIBHO, ITIO3TOMY



BCSAKUE MOMBITKY PaCWICHUTH 3TOT MPOLIECC Ha OTACNIbHbBIE EPUOABI U ATAIbI Oy IyT
HOCHUTB HCKYCCTBEHHBIN XapakTep. Tem He MeHee, BECh IepUo] aKTUBHBIX padOT 10
paccMaTpuBaeMoit mpobiemMe, B 3aBUCUMOCTH OT METOJIOJIOTMYECKUX MOIXO0/IOB K €€
pELIEHUIO, TI0BOJILHO YETKO JICJTUTCS Ha TPU dTara.

Hauanvueiii sman pemenus npoosieM 3auThl HHGopMaluu (IIeCTUIECATHIE TOJIbI
M Hayajo CEMHUJECATHIX TOJOB) XapaKTEpPU30BaJCs TEM, YTO TMOJ ITOU
JESATEIBHOCTHIO MOAPA3yMEBAIOCh NPEIYNPEKICHNE HECAHKIIMOHUPOBAHHOTO
MOJIYYECHHS 3aluIaeMon nHpopManuu. st 3Toro uCnoib30BaIKCh (PopMaibHbIC
(T.e. (QyHKuMOHUWpYyOIIME ©O€3 ydacTusi uyenoBeka) cpeacTtBa. Hawuboiee
pacnpoCTpaHEHHBIMH B aBTOMATH3UPOBAHHBIX CHCTEMaxX OOpaOOTKU JTaHHBIX
(ACOJl) ObuM mNPOBEPKH IO TMApPOJI0 IMpaB HA JOCTYH K DIIEKTPOHHO-
BbIUKcIUTeNbHON TexHuke (OBT) u pasrpannueHue A0cTyna K MacCUBaM JIaHHBIX.
OTU MexaHU3Mbl OO0ECNeYMBaId OMPEACICHHBIH YPOBEHb 3allUThl, OJHAKO
npo0JieMy B IIEJIOM HE Pellayid, MOCKOJIbKY JJISI ONBITHBIX 3JI0YMBIIIJIEHHUKOB HE
COCTaBJISUIO OOJBIIOTO TpyJda HAWUTH MyTH uX TpeonosieHus. s oO0BEKTOB
00paboTku KOH(PUACHIMATbHOW HHGOpPMALMKM 3a7aud €€ 3allUThl PEIaNCh B
OCHOBHOM C TOMOIIBIO YCTAHOBJICHUSI TaK HA3bIBAEMOI'O PEXHUMa CEKPETHOCTH,
OTIPEENSIONIET0 CTPOTHM TPOMYCKHOW PEXUM M KECTKUE TpaBuiIa BeICHUSA
CEKpPETHOTO JEJIONPOU3BOJICTBA.

Oman paszeumus (CEMUIECATbIE, HAa4yal0 BOCBMHUIECATHIX TOAOB) BBIAEISIETCS
WHTEHCHUBHBIMU MTOMCKAMH, Pa3padOTKON U peanu3aiuei Cnoco0oB

Y CPEJICTB 3aIUTHI U OMPELISIETCS CICTYIONTUMU 0COOCHHOCTSIMHU:

1. [TocteneHHoe 0OCO3HAaHWE HEOOXOMUMOCTA KOMIUIEKCHOM  3aIllHTHI
nH(pOpMAIUU - TIEPBBIM UTOTOM 3TOW PabOTHI CTAJIO COBMECTHOE PEIICHHE 3ajad
oOecrieueHus 1[EJIOCTHOCTH uHbOopMaIun u IPEeIYIPEIKICHUS
HECaHKIITMOHUPOBAHHOTO JIOCTyTA K HEW.

2. Pacmmpenne apceHalia UCTOJIb3yeMbIX CPEJICTB 3aIUThI — TOBCEMECTHOE
pacnpocTpaHEHUE  MOJYYUJI0O  KOMIUIEKCHOE  TPUMEHEHHE  TEXHUYECKUX,
MPOTPAMMHBIX H OPraHW3alMOHHBIX CPEJACTB M METOJOB, CTaja MIUPOKO

PAKTUKOBATHCS KpUNTOrpaduyeckas 3aiura napopmanuu.



3. [{enenanpaBieHHOe OOBEAMHEHUE BCEX MPUMEHSIEMBIX CPEICTB 3aIUThHI
nH(popmaIuu B QYHKIIMOHATBLHBIE CAMOCTOSITETLHBIC CHCTEMBI.

OnHako MEXaHMYECKOE HapacTaHHWE KOJWYECTBA CPEACTB  3allUThl U
MPUHUMAEMbIX MEpP B KOHEYHOM UTOr€ TMIPUBEIO K MpoOJIeMe OLECHKHU
3 PEKTUBHOCTH CUCTEMBI 3aITUTHI HHGOPMAIIUH, YIUTHIBAIOIIECH COOTHOIIICHUE
3aTPAvYCHHBIX HA CO3JIaHUE 3TOU CUCTEMBI CPEJICTB K BEPOATHBIM MOTEPSM OT
BO3MOKHOM YTEUKH 3aliuiaeMond nHpopmaruu. Jjist npoBeIeHUsT TAKOW OLICHKH
HEO0XO0JIUMO MPUMEHSITH OCHOBHBIE TTOJIOKEHUSI TEOPUM OLICHKHU CIIOKHBIX CUCTEM.
JlpyruMu  CcJIOBaMH, YCIEIIHOE pelIeHue MpoOJIeMbl KOMIUIEKCHON 3alllUThI
uHpopManmu  TpeOyeT HE TOJbKO HaydyHO OOOCHOBAHHBIX KOHIICHIUIN
KOMIUIEKCHOM 3aIlUThl, HO U XOPOIIET0 HHCTPYMEHTApUsI B BUJIE METOJIOB U
CpPEACTB  pelIeHHUs COOTBETCTBYIOIIMX  3aj1ad. Pa3paboTka ke  Takoro
WHCTPYMEHTAPUs, B CBOIO 0YEPE/Ib, MOKET OCYIIIECTBIIATHLCS TOJBKO Ha OCHOBE
JIOCTATOYHO PA3BUTHIX HAYYHO-METO0JIOTMYECKUX OCHOB 3aIllUThl HH(GOPMAIUH.
[TosToMy mepBOil XapaKTEPHOU YEPTON TPETHETO, COBPEMEHHO20 IMANA
KOMILUICKCHOM 3aIMThl HH(pOpMAIUH (C CepeIMHBI BOCBMUIECATHIX TOJIOB 10
HACTOSAIIEE BPEMS) SIBJIIFOTCS MOMBITKY aHATUTUKO-CUHTETHYECKOU 00pabOoTKU
JAHHBIX BCETO HMEIOIIErocss OIbITa TEOPETUYECKHUX  HCCICAOBAHUM U
MPAKTUYECKOTO pelIeHUs 3314 3allUThI, a TaK)Ke PopMHUpOBAHHUE HA ITOM OCHOBE
Hay4YHO-METOI0JIOTUUECKOTO 0a3uca 3amuThl nHpopmanu. OCHOBHOM 3a1aueit
TPETHETO ATara ABJIIICTCS IEPEBO/I Ipoliecca 3aluThl HH()OPMAIMHU Ha CTPOTO

HAy4HYIO OCHOBY.

K nactosimemy BpemeHHU yke pa3paboTaHbl OCHOBBI LIEJIOCTHON TEOPUM 3aIUTHI
uHpopmaruu. DopMHUPOBAHUE STUX OCHOB MOXET OBITh MPUHATO 3a HAYAJO
TPEThEro dTana B Pa3BUTHUHU 3alUThl WHGoOpMauu. [IpuHIUNHAIBHO BaKHBIM
SBJISIETCS TOT (paKT, YTO POCCUUCKHE CHEIUATUCTBI U YUYEHBIE, M0 OOBEKTUBHBIM
MPUYMHAM OTCTaB B Pa3pabOTKE HEKOTOPHIX CHCIHATM3UPOBAHHBIX METOJIOB U

CPEACTB 3alIUThl (0COOEHHO B 00J1ACTH KOMIIBLIOTEPHOM 0€30MacHOCTH), Ha



JTAHHOM JTare BHECIM CYUIECTBEHHBIN BKJIaJ B Pa3BUTHE OCHOB TEOPUM 3aIUTHI
uHopMarmm.

AHanu3 pacCMOTPEHHBIX ATAloOB pa3BUTUS NPOOJIEMBbI 3aIUTHI HHPOpPMALIUU
MOKAa3bIBAET, YTO T'OCIOJICTBOBABIIEE 1O HEAABHEIO BPEMEHU IMPEJCTABICHUE O
3amuTe WHPOpMAIMU KaK O TMPEAYNPEeKICHUU HECAaHKIIMOHUPOBAHHOTO €€
MOJIYYCHHS SABJISIETCS YpEe3MEPHO Y3KUM. boiiee Toro, camo moHsITHE «TalHa» 0
HEJABHETO BPEMEHHU aCCOIMHPOBAIOCH MPEUMYIIECTBEHHO C TOCYAapCTBEHHBIMU
CEeKpeTaMH, a TO BpeMs KaKk B COBPEMEHHBIX YCJIOBUAX IOBCEMECTHOE
pacnpocTpaHEHUE MOTyYarOT MOHATUS

NPOMbLULTIEHHAs, KOMMepYecKasl, OAHKOBCKAS, TUYHAA U Opy2ue U0bl MAtiHbl.
Takum 00pazom, Jaxe B paMKax TPAIUITMOHHOTO MPEACTABICHUS O 3allUTe
nH(GOpPMAIINKU €€ COACPKAHHUE TOJIKHO OBITh CYIIECTBEHHO paciupero. Mcxoms u3
3TOrO, B TIOCIIEAHEE BpeMsl Mpobiema 3auThl HHPOpMAIMKA pacCMaTPUBACTCS KaK
npobiema ungopmayuorHou 6e30nacHocmu, 3aKIYAIONIEHCs B KOMIIEKCHOM €€
PEIICHUH TI0 IBYM OCHOBHBIM HaITPaBJICHHSIM.

K mepBoMy HampaBieHIIO MOKHO OTHECTH TPATUIIMOHHO CIIOKUBIIICECS B HAIIEM
MOHUMAaHUU TIOHSTHE «3alllUTa TOCYAAPCTBEHHOM TaHbI M KOH(PUACHITUATHHBIX
CBEJICHMIT», 00ecTieunBaronias, TIaBHbIM 00pa30M, HEBO3MOKHOCTh
HECaHKIIMOHUPOBAHHOTO JOCTYTA K 3TUM cBeAeHUusM. [Ipu sTom mmon
KOH(DUICHIIUATLHBIMHU CBEJCHUSIMU TOHUMAIOTCS KOH(PUACHIINAIbHBIE CBEJICHUS
0011IeCTBEHHOT0 XapakTepa (komMmepueckasi, 0aHKOBCKasi, podeccCuoHalIbHas,
napTUitHas TaiiHa U T.11.), a TAaK)Ke JTUIHAS KOHGUAEHITMaIbHas HHGOpMAITIs
(nepcoHaIbHbIE JaHHBIE, UHTEIJIEKTyalIbHasi COOCTBEHHOCTbD U T.JI.).

Opnako B TmocienHee BpeMs TnpoOsiemMa WH(POpPMAIMOHHOW OE30MacHOCTH
paccmarpuBaercss  mupe. Okaszanoch, UYTO COBPEMEHHbBIE TEXHHYECKHUE,
TEXHOJIOTUYECKHE W OPTaHW3AIMOHHBIC CHUCTEMBI, a TAKXKE JIIOJU, KOJUICKTHBBI
Jro7Ie M OOIIECTBO B IIEJIOM CHJIBHO TOJIBEPKEHBI BHEUTHUM WH(GOPMAIMOHHBIM
BO3JICUCTBHSAM, MPUYEM TIOCIEJCTBUS HETAaTUBHOTO BO3JEHCTBUS MOTYT HOCHTH

OYEHb TSKEJIbIA XapaKTep.



Takum o6pazom, UHPOpPMaLIMOHHAS O€30MACHOCTh OMPENENSIETCs] CIOCOOHOCTHIO
rocyaapcTBa, 0011ecTBa, THYHOCTH:

- o0ecrieunBaTb €  OMNPEACNECHHOW  BEPOSTHOCTHIO  3aAIIMIIEHHOCTDH
UH(OPMAIIMOHHBIX PECYPCOB U MH(MOPMAIIMOHHBIX MOTOKOB, HEOOXOAUMBIX IS
NOJJICPKAHUST CBOEHM KU3BHENEATENbHOCTH M KU3HECIOCOOHOCTHU, YCTOMYMBOTO
(YHKIIMOHUPOBAHUS U PA3BUTHS;

- MPOTUBOCTOSITh MH(MOPMAIIMOHHBIM OMACHOCTAM U YIPO3aM, HEraTUBHBIM
MH(POPMAIIMOHHBIM BO3/IEUCTBUSAM Ha MHAUBUAYAIbHOE U OOIIECTBEHHOE CO3HAHUE
U TICUXUKY JIOAEH, a TakKe Ha KOMIBIOTEPHBIE CETU U JIPYTU€ TEXHUYECKUE
UCTOYHUKHU UHPOPMAIINH;

- BbIpa0aThIBATh JINYHOCTHBIE M TPYNIIOBbIE HABBIKK U YMEHHUS 0€30IaCHOrO
MOBEJCHUS;

- NOJJICP)KUBATh IIOCTOSIHHYK0 TOTOBHOCTh K aJC€KBATHBIM MeEpaMm B
MH()OPMATMOHHOM NMPOTUBOOOPCTBE, KEM OBl OHO HU OBLIO HABS3aHO.

Hcxons w3 mnepeducleHHbIX 3a7ad HMHPOPMALHMOHHYI0 0€30MacCHOCTh MOXKHO
OTIPEECNUTh KaK COCTOSIHUE 3alllMIIIEHHOCTH MOTPEOHOCTEN JTMUYHOCTH, OOIIECTBA U
rocygapcTsa B MH(OpMaIK, IpU KOTOPOM 00ECIIEUNBAOTCS X CYIIECTBOBAHUE U
MIPOTPECCUBHOE PA3BUTHE HE3aBUCMMO OT HAJIWYUs BHYTPEHHUX U BHEIIHHMX
UH(OPMAITMOHHBIX YTPO3.

B cnoxuBImIMXCA YCIOBHSIX BaKHBIM SIBIIIETCA PACCMOTpPEHHE MH(OpPMAMOHHOU
0€30MacHOCTH KaK HEOTheMJIEMON COCTABHOM YacTH HAIMOHAIBHOU 0€30MacHOCTH
Poccuiickoii ~ ®enmeparuun.  OueBumHo, obOecrnedueHne  WHOOPMAITMOHHOU
0€30MacCHOCTH CaMbIM TECHEHIIMM 00pa3oM CBS3aHO HE TOJBKO C pELICHUEM
Hay4YHO-TEXHUYECKUX 3a7a4, HO M C BONPOCAMHU IIPAaBOBOTO PETYIUPOBAHUS
OTHOLIEHUN WHGOPMATU3AIMU, PA3BUTHEM 3aKOHOAATENbHOW 0a3bl 3allUThI

uHdopmaIuu.

Tema 1.2. Cucrema opraHu3alMOHHO-TIPABOBOI0 0O0ecneYeHust
HUH(GOPMALMOHHOMN 0€30IACHOCTH

1l1an



1. CucreMa 3amThl UHPOPMAITUH.

2. CTpyKTypa rocy1apcTBEHHOW CHCTEMBI 3alUThI HH(OPMAIIHH.

3. OcHoBHBIE CYOBEKTHI TOCYAapCTBEHHOW CHCTEMBI 3aIlUTHI
uH(pOpMaInu.

4. ["ocynapcTBeHHas: cucTeMa OpraHU3alMOHHO-TIPABOBOTO 00ECIIeUeHNUs

MH(GOPMAaLIMOHHON OE30MaCHOCTH.

Cucrema 3amuThl HHOOPMALIUKA — 3TO COBOKYITHOCTh B3aMMOCBS3aHHBIX CPEICTB,
METOJOB M MEPOIPUATHI, HAMpPABICHHBIX HA MPEIOTBPALICHHE YHUUYTOXEHUS,
MCKaXEHUSI, HECAHKIIMOHUPOBAHHOTO TOJIy4eHUs KOH(PUICHIIUAIBHBIX CBEJICHUM,
OTOOpPaXXEHHBIX (U3NUYECKUMHU TMOJSIMH, JJIEKTPOMArHUTHBIMU, CBETOBBIMU H
3BYKOBBIMH BOJIHAMHM WJIH BEIIECTBEHHO-MATEPHAIbHBIMU HOCUTEISIMA B BUJE
CUTHAJIOB, 00pa30B, CHMBOJIOB, TEXHUYECKUX PEIICHUN U TPOEKTOB.

Cucrema 3amuTthl HMH(POpPMAIMKM COCTOMT W3 JBYX 4YacTel - CTPYKTypHOU H
byHkroHanbHOM. CTPYKTYpHAsi 4aCTh BKIIIOYAET B C€0sI COBOKYITHOCTH JIEMEHTOB,
B3aMMHBIE CBSI3U KOTOPBIX COCTABJISIOT BHYTPEHHIOI OPraHU3alfio, apXUTEKTYpPY
CUCTEMBI 3allUThl WH(OpMAIMU. DJIEMEHTBHl JTOH CHCTEMBl TAKXKE HUMEIOT U
BHEILHHUE CBSI3U, KOTOPbIE LIEJICHANIPABICHHO BO3/ICHCTBYIOT HA BHEIIHIOK Cpeay U
pelaloT TOCTABJICHHbIE MEpel CUCTEMOW 3aJayd. OTU BHEIIHUE CBSI3U U
COCTaBJISIIOT GYHKIIMOHATBHYIO YACTh CUCTEMBI. BIOJTHE OYEBUIHO, YTO YKa3aHHbBIC
JIB€ YaCTU HEOTIEIUMBI APYT OT APYra, OHH MPEACTABISIIOT COOOW BHYTPEHHIOIO
(OpraHM3anMOHHYIO) U BHEIIHIOK (MCIOJHUTEIbHYIO) CTOPOHBI CUCTEMBI 3allUThI

uH(popMaIuu.

CTpyKTypHasi 4aCcTh CHCTEMBI 3allIUThl HHPOPMAIIMHA COCTABIISIET €€ BHYTPECHHIOIO
OpraHu3aliio, KOTopas IMOo3BoJisgeT cucreMe 3(PGeKTUBHO (PYHKIIMOHUPOBATH,
CO3/1aeT yCJIOBUS 7Sl oOecreueHus 0€30MacHOCTH 3aceKpedeHHON nHpopmanmu, ee
oOparieHus TOJIBKO M0 KaHajaM, 00pa3yeMbIM JaHHOHW cucTteMoil. OHa BKITIOUAET B
ceost:

1. Cucremy 3aKkOHOB U JPYIruX TOCYJAapCTBEHHBIX TPABOBHIX aKTOB,

YCTAaHABJIMBAIOIINX



- NOPSAZOK W MpaBWiIa 3alIUThl UH(OpPMALMU, a TaK)Ke OTBETCTBEHHOCTH 32
MOKYIIIEHUE Ha 3alUIIaeMyl0 HH(OpPMAlMIO WM YCTAaHOBJICHHBIA TMOPSIOK €€
3aILUTHI;

- 3alIATY MNpaB TpaxJaH, CBSI3aHHBIX MO CIYK0€ CO CBEACHHUSIMH,
COCTaBJIAIOIMMU FOCYJapCTBEHHYIO UJIU UHYIO TaliHY;

- npaBa M OOS3aHHOCTUM TOCYJAPCTBEHHBIX OPraHoOB, NPEANPUATANR U
JOJHKHOCTHBIX JIUI] B 00JIACTH 3alIUTHl HHPOPMAIUH.

2. Cuctemy 3aceKkpeyrBaHus HH(POpMAIUH, BKIIOYAIOIIYIO B Ce04:

- 3aKOHOJIATEIbHOE WJIM NHOE OIPEEIICHUE KaTErOPUI CBEIEHUM, KOTOPBIE
MOTYT OBITh OTHECEHBI K TOCYAapCTBEHHON TaliHe;

- 3aKOHOJIaTEJIbHOE ONPEIEICHUE KaTETOPU CBEICHNU, KOTOPBIE HE MOTYT
OBITh OTHECEHBI K FOCY1apCTBEHHOMW TaliHe;

- HAJICJICHNE TTOJIHOMOYMSAMM 110 OTHECEHUIO CBEIEHUM K IOCYyAapCTBEHHOU
TallHE COOTBETCTBYIOIIMX OPTaHOB IOCYJAPCTBEHHOM BIACTH M UX JOJKHOCTHBIX
UL

- COCTABJICHHE IIEPEYHEN CBEAECHNUN, OTHECEHHBIX K IT'OCYIapCTBEHHON
TalHe.

3. CucreMy peXUMHBIX CITYX)0, obecrednBaroninx GyHKIIMOHUPOBAHHUE BCE
CUCTEMBI 3alIUThl HTHPOPMAIIH.

OyHKIMOHANbHAS YacTh CHUCTEMbl 3alUThl HHpoOpMauuu Oosee aJanTUBHA,
NOJBM)KHA M TIacTU4Ha. OHa CTPEMUTCS MaKCHUMaJbHO Y4YecTh MOTPEOHOCTH
BHEIITHEH Cpenbl TP OOpaIlleHWH 3amuiaeMoil nHhopMaluu, 00ECTICUCHUH €10
noTpeduTeneil, a Takke HalpaBlieHa Ha MEPEKPBITHE KAHATIOB yTEYKH HH(POpMAIIH,
UCKJIIOUEHHUE €€ Pa3IIallieHUs U PACKPBITHUS.

OCHOBHBIMU 3JIeMEHTaMH (DYHKIIMOHAIBHOM YaCTH CUCTEMBbI 3aIIUTHI
uH(pOpMAaIUH SBISIOTCA:

- NOpAJIOK M TMpaBUIIa OMpPENENICHUs CTENEHH CEKPETHOCTU CBEACHUI,
yKazaHusi Tpuda CEeKpeTHOCTH Ha HOCUTENsIX uH(pOpMamuu, a Takke

pacCCKpCUYUBaAHUA I/IH(i)OpMaHI/II/I HJIM CHHXKCHHS CTCIICHU €€ CCKPETHOCTHU,



- MOJIICPKUBAEMbIE Ha OOBEKTE PEXHUM CEKPETHOCTH, BHYTPUOOBEKTOBBII
peXKUM U  PEKHUM  OXpaHbl, COOTBETCTBYIOUIME CTEINEHH CEKPETHOCTH
HAKaIJIMBAaeMOW U UCTOJIb3yeMON Ha 00beKTe HH(OpMALINH;

- cuctemMa oOOpaOOTKH, XpaHEHUs, yueTa, BbAAud, OTHPABICHUS U
MOJIYYCHHS] HOCUTENEH 3amuiiaeMoll HMHQpOpMaluM, TMpaBuUjiia CEKPETHOTO
JENOIPOU3BOCTBA;

- pa3pelmuTeNibHasl CHUCTEMA, PpErjJaMEHTUpPYIoIlas MOpPsSJA0K JOCTyma
MOTpeOuTENe K HOCUTEISIM 3alllUIaeMOi HH(POPMALIMH, Ha PEKUMHbBIE 0OBEKTHI U
B X OTJEJbHBIC IOMEIICHMUS;

- CUCTEMA BBIABJICHHMS BO3MOXHBIX KAaHAJOB yTEYKH 3allMIIAEMOKI
MH(}OpMaALMU U MEPBI IO X MEPEKPBITHIO;

- CUCTeMa KOHTpOJS Haluyusg Ha OOBEKTe HOCHUTEJICH 3aluiiaeMoi
MH(OpMaAMKU U BBISIBICHUS NOMNBITOK UX BBIHOCA 3a MPEAENbl 00BEKTA.

Hu oxna cdepa xU3HU COBPEMEHHOTO OOLIECTBA HE MOXKET (PYHKIIMOHUPOBATH O€3
pa3BuTO HMHGOPMAIMOHHON CTPYKTyphl. HarnmoHanbHBIA HHPOPMAIIMOHHBIH
pECypC CTAaHOBUTCS CETOJHS OJIHOM U3 TIABHBIX OCHOB SKOHOMHYECKOW U BOCHHOM
Mo Jr00o0ro rocyaapcrsa. Mudopmanus, npoHukas Bo Bce chepbl 1eITeTbHOCTH
rocyapcTBa, MpPHOOpPETAaeT KOHKPETHbIE MOJUTHUYECKOE, MAaTepuajJbHOE W
CTOMMOCTHOE BBIPOKEHHUsI, OIpeAenseMble psaoM (aKTOpoB, B TOM YHUCIE H
pa3MepaMy HaHOCUMOTO yiep0Oa, BHI3BAHHOIO CHIXKEHHEM €€ KaueCTBa.

OpnuM U3 TOKa3aTeled KauyecTBa MH(OpManmu sBIsSETCS €€ Oe30MacHOCTb.
[IpoGnema Oe3zonmacHOCTH WHGOPMAIMM C TOYKH 3pPEHUS TOCYIapCTBEHHBIX
MHTEPECOB B TIOCIENHUE TOJAbl MNpHOOperaa OCTPOAKTYaJbHBIA XapakTep H
paccMaTpuBaeTcs Kak OJIHA W3 NPUOPUTETHBIX TOCYNAapCTBEHHBIX 3a]ad, Kak
BaYKHBIHN 3JIEMEHT HAIlMOHAIBHON O€30MaCHOCTH.

O6o3HaueHHas MpobIeMa HACTOIBKO CIIOXKHA, MHOTOACIICKTHA U cielupudHa, 9TO
penaTh €€ MOXHO TOJIBKO B IMHAMUYECKOM Pa3BUTHH — OT TPAAUIIMOHHON 3aIUTHI
uH(popMalu B cucreMax ee o0pabOTKH, Iepeaayu U XpaHeHUs 10 oOecreueHus

KOMIUJIEKCHOU 0€30MaCHOCTHA OOBEKTOB 3aIUTHI. TakKuMu 00bEKTAMU



MOTYT OBITh HE TOJIBKO CIElHAIbHbIE BOEHHbIE U OOOPOHHBIE OOBEKTHI,
nojpa3ieJIeHUs MIPABOOXPAHUTENBHBIX OPTraHOB, MPEANPUSATHS U OpTraHU3allUU, HO
U 1IeJIbI€ OTPACiid SKOHOMHUKH, PETHOHBI U JIPYTUE rocyJapCTBEHHbIE 00pa30BaHUsI.
Kak HeoTbemiieMblii 3JE€MEHT TOCYAapCTBEHHOCTH 3aluTa HUH(QOpMaiuu
CYLIECTBYET B JIIOOOM TOCYJapCTBE U B CBOEM PA3BUTHUU MPOXOJUT MHOMKECTBO
ATANoOB, OMPEACIAIONINX €€ KAUYEeCTBEHHBIM POCT B 3aBUCUMOCTH OT OTpEOHOCTEN
rocyapcTBa B 3amuTe WH(OPMAaLKU, BO3MOXXHOCTEH, METOJOB M CPEICTB €e
N0OBIBaHUSA, TPABOBOIO PEXKHMMA TOCYIapCTBa M PEATbHBIX €ro YCWIHH TI0
obecrieueHunto 3amuTsl nHGopmaruu. [Ipu 3TOM 1o rocyJapcTBEHHOM CHCTEMOM
3alUTBl  UH(POPMAIMKM TIOHUMAETCS CHUCTEMa IPABOBBIX, OpPTraHU3AIMOHHBIX,
TEXHUYECKUX M HMHBIX Mep, ¢eaepaibHbIX OpPraHoOB BJACTH, MECTHOIO
CaMOYyIPaBJIECHUs, IPEANPUATHN, OPTaHU3ALUN U YIPEKICHNN, HAIPABICHHBIX Ha
oOecneueHue Oe3omacHocT  Poccuiickoit ~ @exepanuu, COXpaHEHHs €€
rocyJapCTBEHHOM, CIIyEOHOM, KOMMEPUYECKOM, IPYruX BHUJIOB TailH M CBEIICHUM
OTPAaHUYECHHOTO J0CTyIa, UHGOPMAIMOHHBIX PECYpPCOB, CHCTEM, TEXHOJIOTUU U
CPEACTB UX 00eCTICUCHUSI.

3amura MH(pOpMALMK paccMaTpHUBAETCS KaK JAESTENbHOCTb, HaIpaBi€HHas Ha
peIoTBpAIICHUE YTEUKH WH(OPMAIMU ¢ OTPAHMYCHHBIM JIOCTYIIOM, a TaKXe IO
NpPEAOTBPAIICHUIO PA3JIMYHOIO POJIa HECAHKIMOHUPOBAHHBIX M HEXKEIATEIbHBIX
HeTpeTHaMEPEHHBIX BO3JACHCTBUN Ha wuHboOpManuio u ee Hocutenu. Octpas
AKTyaJIbHOCTH MPOOJIEMBI OOECIIeUeHUS 3aUThI HHPOPMAIUKA 00YCIOBICHA PSIOM
00BEKTHUBHBIX (PAKTOPOB, UTPAIOIIUX CYIIECTBEHHYIO POJIb B dKU3HU COBPEMEHHOTO
obmectBa. Cpeau 3TuX (HaKTOPOB CIETYET 0COO0 BBIACIUTD:

- HEYKJIOHHO€ TMOBBIIEHHE pojau  HHPopMaluu B  0OECIICUCHUU
KU3HENIEATCITLHOCTH OOIIECTBA U TOCY1apCTBa;

- BCC YCUJIMBAIONIASICS WHTEHCU(DHKAIMA TPOIECCOB HHPOPMaATHU3AIMNH
pa3TUYHBIX chep NeITeTbHOCTH;

- yCTOMYMBAas

- TEHJICHITUS OPTaHWUYECKOTO CIUSHUS TPAIUIUOHHBIX (OyMaXHBIX) W

aBTOMATHU3UPOBAHHBIX (0€30yMa)KHBIX) TEXHOJIOTUI 00pabOTKH MHPOPMAIIHH;



- pe3kas  JACLEHTPaNW3alMs HMCHOJb30BaHUS COBPEMEHHBIX CPEJICTB
AIIEKTPOHHO-BBIYUCINTEILHON TEXHUKH U JIP.

[Ipn o0O0meM MOJOKUTEIBHOM BIIMSAHUHM, OOBEKTUBHOM L€J€CO00pPa3HOCTUH H
HEN30€)KHOCTU TEPEUYUCICHHBIX OOCTOATENbCTB, OHHU MOPOXKIAT U Pl
HEraTUBHBIX SIBICHHUM, OJTHO U3 KOTOPBIX 3aKIIOYAETCS B PE3KOM TOBBILICHUU
ySI3BUMOCTH HaKaIUIMBaeMOM, XpaHUMON u oOpabatbiBaeMoil nHpopmanuu. [Tpu
ATOM yKa3aHHbIE SIBJICHUS MOTYT HOCUTh KaK CIy4ailHbI{, TaK W MpeJHaMEPEHHBIN
XapakTep.

Bcem cka3zaHHBIM OINpeAensieTcss HacTOATEIbHAasT HEOOXOJUMOCTh pa3BUTHUSA
rocyJapCTBEHHOM CHCTEMbl 3allluThl MH(GOpPMAIMK, COBEPUICHCTBOBAHUSA €€
HOpMATUBHOW 0a3bl u  co3fmaHus A(PGEKTUBHBIX METOAMK  OOeCredeHUs
nHpopMaIMOHHON Oe30macHOCTH. PaccMOTpuM CTPYKTYpy CYIIECTBYIOIIEH
rocyJapCTBEHHOM CHCTEMbI 3alllUThl HH(OpPMAMM ¥ OCHOBHBIC (YHKIUU
COCTABJISIFOLUX €€ OPTraHOB.

OCHOBHBIM OpPraHoM, KOOPAUHUPYIOLIUM JACUCTBUS TOCYIAPCTBEHHBIX CTPYKTYP IO
BOMpOCcaM 3alluThl UH(pOpMaluu, siBhsieTcss MeoreedomcmeenHas KOMUCCUsL NO
3awume 2ocyoapcmeennol matinsl, co3nantas YkaszoM I[Ipesuaenta PO Ne 71 ot
20 suBaps 1996 rona. MexxBeJOMCTBEHHAs! KOMHUCCHS

— KOJUIETHAIBHBIA OpraH, OCHOBHOW (DYHKIIMEH KOTOPOTO SIBISIETCS KOOPIWHAIIUS
NesATeNbHOCTH (DellepalibHbIX OPraHOB TOCYAApPCTBEHHOW BIACTU CYOBEKTOB
Poccuiickonn ®epepauuu 10 3alIUTE TOCYIAPCTBEHHOM TaWHBI B HHTEPECAx
pa3pabOTKH W BBITIOJIHEHUSI TOCYNAPCTBEHHBIX TMPOTPaMM, HOPMATUBHBIX W
METOJMYECKUX JOKYMEHTOB, OOECIEUMBAIONIMX pealn3anuio (eaepajibHOro

3aKOHOJIATENBCTBA O TOCYJapCTBEHHOW TalHE.

Ona geiictByetr B pamMkax ['ocygapcTBEHHOM CHCTEMBI 3alIUTHI UHPOPMAIIUUA OT
YTEUKH [0 TEXHUYECKUM KaHajaM, IOJIOKEHHE O KOTOPOM BBEACHO B JCHCTBHE
noctranoBienueM lIpasurensctBa PD ot 15 centsiops 1993 roma Ne 912-51. B atom
MOCTaHOBJICHUHU OIIPEIETICHBI CTPYKTYpa, 3a1a4i U (PYHKILUH, & TAK)KE OPraHUu3aIHs

pa60T 110 3alIUTC I/IH(i)OpMaIII/II/I IMPUMCHUTCIILHO K CBEACHUAM,



COCTAaBJISIIOIIMM TOCYIapCTBEHHYIO TaiiHy. OCHOBHOM 3anauei ['ocynapcTBEeHHOM
CUCTEMBI 3alUThl MH(POPMALIMK OT YTEUKU MO TEXHUYECKUM KaHajaM SIBJISIETCS
POBEJICHUE €IUHON TEXHUYECKOM MOJIUTUKH, OpraHu3alus U KOOpJAuHAIUs padoT
o 3amuTe uHPopManu B 0OOPOHHOM, SJKOHOMHUUYECKOM, TOJIMTUYECKOM, HAy4YHO-
TEXHUYECKOHN M IPYTUX cepax AesITETHHOCTA CTPaHHbI.

MeXBeIOMCTBEHHAss KOMUCCHS MPU OCYIIECTBICHUNA CBOEH AEATEIIBHOCTA UMEET
IPaBo MOATOTABINBATH U MPEJCTABISATh B YCTAHOBICHHOM nopsike [Ipe3unaenty u
B [IpaBurenscTBO PO npemmoxenns:

- 10 OpraHu3alUK Pa3paOOTKU U BHIMOIHEHUS TOCYIAPCTBEHHBIX MPOTPaAMM,
HOPMATUBHBIX M METOJMYECKHX JOKYMEHTOB, OOECIEUUBAIOIINX PEATU3ANIO
dbenepaabHOTro 3aKOHOJATEILCTBA O TOCY/IAPCTBEHHOM TaliHE;

- [0 TPABOBOMY PETYJIHUPOBAHUIO BOIPOCOB 3alIUTHl TOCYJIAPCTBEHHOMN
TalHbl, COBEPILICHCTBOBAHNUIO CUCTEMBI 3aILUThI TOCYIAPCTBEHHOUN TalHBI,

- [0 TOPSZIKY OIpEJeiCHUsS pPa3MepoB yliepoda, KOTOPBIA MOXET ObITh
HaHeceH  Oe3omacHocth  Poccum  BciencTBHE — HECAHKIIMOHHUPOBAHHOTO
pactpoCTpaHEHUs CEKPETHBIX CBEIECHUW WM 3aceKpedyrBaHus WHGOpMAINH,
HaxoAsIeNcs B COOCTBEHHOCTH MIPEANPUSITU;

- M0 MpaBWJIAM OTHECEHHUSI CBEIACHHM, COCTABJISIONIMX TOCYAAPCTBEHHYIO
TaiiHy, K Pa3JIMYHBIM CTENIEHAM CEKPETHOCTH.

lNocynapcTBeHHass cuctema 3amuThl WHGOpMAlMM B HalIed CTpaHe Ha
odpurmanbHOM ypoBHE Obla odopmiieHa B nekabpe 1973 r. BosrmaBumia sty
cuctemy ['ocynapctBennast komuccusi CCCP o npoTUBOAEHCTBHUIO HHOCTPAHHBIM
TEXHUYECKUM pa3BelIKaM, B COCTaB KOTOPOM BXOJIWIW PYKOBOAUTEIN BCEX
00OpOHHBIX OTpaciei mpoMeluieHHOCTH. Co3/laHue B CTpaHE TaKOTO OpraHa U
BO3TJIABIIIEMON KM TOCYJAPCTBEHHOM CHCTEMBbl 3alllUThl HH(pOpMaIuu ObLIO
BBIHYKI€HHOU 0TBeTHOM Mepoil Ha AeiicTBUs CILIA 1 ux COIO3HMKOB MO CO3IaHUIO
1JI00aTbHON CUCTEMBI Pa3BeIKH, OypHOE Pa3BUTHE U IIMPOKOE UCTIOJIb30BAaHUE MU
TEXHUYECKUX Ppa3BeIbIBATENIbHBIX CpelacTB. OOBbEKTaMH 3alIUThl  ABJISUIACH

BOOPYIKCHUC U BOCHHAA TCXHHKA, BOCHHBIC 1 BOCHHO-



IPOMBIIIEHHbIE OOBEKTHI, CUCTEMbI OO€BOTO YIIPABICHUS BOMCKAMU U OPYKHEM,
000pOHHBIE pabOTHI.

B BocbMuecATBIX rogax BO BHEIIHEW U BHYTPEHHEN nonuTuke Poccun npouzonuim
KApJIMHAJIbHBIE HM3MEHEHUS, CJIEACTBUEM KOTOPBIX SIBIWJIHCh pPaJUKaJIbHbBIC
SKOHOMHUYECKHE MpeoOpa30BaHUs, KOHBEPCHS OOOPOHHON MPOMBIILIEHHOCTH,
BBEJICHUE PEKUMOB «OTKPBITOCTUY», Pa3BEpPThIBAHUE COBMECTHBIX C MHO(DUpPMaMu
OPEeNNpUsITHA W TPOU3BOJACTB, Pa3BUTHE HWH(GOPMALMOHHBIX MPOLECCOB. ITH
M3MEHEHHS CO3JAIM JONOJHUTENBHBIE YCIOBUS W NPEANOCBUIKA ISl BEACHUS
pa3BeKU HMHOCTPAHHBIMM TOCYJapCTBaMM, K JCHCTBHSIM IO IIHPOKOMY cOOpY
pPa3IMYHON «4yBCTBHUTEIIBHOM» HMH(OpMalMd BO BCEX OOJACTAX JEATEIbHOCTH
rocyzapcraa

—  OOOpPOHHOM, HPKOHOMHYECKOH, HAYYHO-TEXHUYECKOWU,  MOJUTHUYECKOH,
MPaBOOXpaHUTENbHOH W T.A. OcoOyr0 TpeBOry BbI3bIBajla YTE€UYKAa CBEICHHIA,
COCTaBJISIOLIUX TOCYAApCTBEHHYIO U CIIyXeOHyI0 TaiiHy. CTajlo OUE€BUIHBIM, YTO
cuctema 3amuThl uHpopmaiuu, cioxupiiasics B CCCP B paMkax TOJbKO
OOOpOHHON TEMaTHKH, IepecTajla COOTBETCTBOBATh IMOTPEOHOCTAM U 3ajadyam
HAIIETo TOCYIapCTBA B HOBBIX IPABOBBIX YCIOBUSX.

VYkazom Ilpesunenta Poccuiickoit @enepannu ot 5 sHBaps 1992 roma B memsx
oOmmelt KoopaWHAIMM paboT mo 3ammure uHbopManuu, oOpadaTsiBaeMon
TEXHUYECKUMHU cpeacTBamu, Ha 0aze ['ocrexxomuccun CCCP Obina oOpa3zoBaHa
l'ocymapctBenHas TexHudeckas komuccuss npu IIpesupenre Poccuiickoit
Oenepatyu — [ ocmexkomuccusi Poccuu (B Hactosiliee BpeMmsi peoOpa3oBaHa B
denepanbHyIO CIYKOY M0 TEXHUYECKOMY U SKCIOPTHOMY KOHTpodto - DCTIK), a
rocy/apCcTBEHHas CHCTeMa 3allUThl HH(OpMAaMKM TMOJIy4dWsia CBOE BTOPOE
poxJieHre, cepbl ee MHTEPECOB CYIIECTBEHHO paclIupuiInchk. CiieyeT OTMETUTb,
YTO IMPOBEPEHHBIE MHOTUMU TOJaMU MPAKTHYECKOW pabOThl OCHOBHBIE TTPUHIIUIIBI
1 GOpMBI OpraHU3AIMK 3AIMUTHI HHPOPMAIMKH ObUIM COXPAaHEHBI — COXPAHUJIACh
KOJUIETHAIBHOCTh B MIPUHATHHU PEUICHUN N0 BAKHEUIIINM HANPABICHUSMU 3aIUThI
uH(pOpMaLlMU, TIPU YTBEPKIEHUU HOPMATUBHBIX U METOJAMYECKUX JOKYMEHTOB, C

OI[HOﬁ CTOPOHBI, U ITOJIHAA CAMOCTOATCIIBHOCTb U IICPCOHAJIbHAA OTBCTCTBCHHOCTD



PYKOBOJUTENEH BCEX YPOBHEM 3a WCHOJHEHUE TMPUHATBIX PEUIEHUHW U
3¢ PeKTUBHOCTb HH(pOPMAITUN —

C IPYTOu.

B coctaB  ®CTOK BxomsaT pykoBoautenu (QenepaibHbIX OpPraHoOB
rOCyJapCTBEHHOI'O  YINPABJIEHHUS, ONPEACISAIONIMX HAYYHO-TEXHUYECKYID U
(GUHAHCOBYIO TIOJIMTHKY IO 3amuTe HWHOOpMAIMU B TMOJUTHYECKOH,
SKOHOMMYECKOH, BOCHHON oOjacTax, wiau nepBble ux 3amectutrenn. ®CTOK B
Mpezieiax CBOe KOMIETEHIIMU OCYIIECTBIISIET CIEAYIONINE PYyHKINU:

- dbopmupyeT OOIIYyI0 CTpAaTeTUI0O U  OMNpPEACNseT NPUOPUTETHHIC
HaIpaBJICHUS 3alIUThl HHPOPMAIIMU B KU3HEHHO BaXXHBIX cdepax IesTeIbHOCTU
rocyJapcTBa ¢ LeJblo MPeJoTBpallleHus yiliepoa HHTepecaM CTpaHbl;

- ONPEAEISAECT OCHOBHBIC HAIPABIICHUS WCCIEIOBAHUN, PACCMATPUBAET U
yTBEPKIaeT KOHIEMIUU, TpeOOBaHUs, HOPMBI U IPYTHE HOPMATUBHO-TEXHUUYECKUE
Y1 METOJAMYECKUE JOKYMEHTHI;

- paccMaTpUBaET U MPEJICTABIIAECT HA YTBEPKICHUE MMPABUTEIILCTBY MPOCKTHI
roCyJIapCTBEHHBIX MPOTPaMM MO 3aluTe HHPOpMAIINY;

- 3aCIylIMBAET  PYKOBOJUTEIIEN MHUHUCTEPCTB 151 BEIOMCTB,
rOCyJapCTBEHHBIX MPEANPUATUA W OOBEAMHEHHH, TJIABHBIX KOHCTPYKTOPOB IIO
BOIIPOCaM, CBSI3aHHBIM C 3aIIUTON WH(OpMaIUu.

@Deoepanvras cayxcoba Oeszonachocmu Poccun OCYHIECTBISIET KOHTPOJIb 32
obOecrieueHMEeM B OpraHax TOCYJapCTBEHHOTO YIIPABICHUS W Ha MPEINPHUITHSX,
BEIIYIIUX Pa0OTHI IO 0OOPOHHOM U IPYTroi CEKPETHOM TeMaTUKe, OpraHu3aliOHHO-
PEKUMHBIX MEPOITPUATHH.

Poccmanoapm BeICTynaeT B KaueCcTBE HAIlMOHAIBLHOTO OpraHa Mo CTaHAapTH3alUH
U cepTU(DUKALIUU TPOTYKIIUH.

lpyzue Op2ambl 20CY0apCmeeHHo20 ynpasieHus (MAHUCTEPCTBA,

BEJIOMCTBA) B IIPE/iesIaX CBOCH KOMIIETECHIINH:

- OIIpPCaACIIAIOT MICPECUCHDb OXPAHACMBIX CBeﬂeHHﬁ;



- o0ecreunBaroT pa3pabOTKy U OCYIIECTBICHUE TEXHUIECKU U IKOHOMUYECKH
O0OOCHOBaHHBIX Mep MO 3amuTe UHPOPMAIMM Ha TOJABEIOMCTBEHHBIX
MPEINPUITHIX;

- OpPraHu3yIOT U KOOPAWHUPYIOT MPOBEICHIE HAYYHO-UCCIIEAOBATEIBCKUX U
onbITHO-KOHCTpYKTOpcKUuX padbor (HUOKP) B oGnactu 3amuthl uHpOpManuu B
COOTBETCTBHUH C FOCYAAPCTBEHHBIMHU (OTpACIEBbIMH) IPOrPaMMaMHu;

- pa3pabateiBatoT o cornacoBanuio ¢ ®CTIOK oTpacieBbie JOKYMEHTHI IO
3amuTe nHpopmanuu;

- KOHTPOJIUPYIOT BBIIIOJIHEHUE HA MPEANPUATHIX OTPACIH YCTAHOBICHHBIX
HOPM M TpeOOBAHMII 1O 3aIKTE UH(DOPMAIUY;

- CO3/1al0T OTPACIEBBIE LIEHTPHI 10 3aIIUTE UHPOPMALIUU U KOHTPOJIIO
3((PEKTUBHOCTU TPUHUMAEMBIX MEP;

- OpPTraHU3YIOT MOJATOTOBKY M MOBBIIICHNE KBATU(UKAIIMN CTICIIMATUCTOB 10
3amuTe HHOOpMaLIHH.

Jl7is ocyIliecTBIIeHUsI yKa3aHHBIX (YHKIIMH B COCTaBE OPraHOB TOCYAapCTBEHHOTO
yrnpaBiieHus] (PYHKIIMOHUPYIOT HAYYHO-TEXHUYECKUE TOJpa3eicHusi (IIEHTPHI)
3a1UThl UHPOPMALIMU ¥ KOHTPOJIS.

Ha mnpeanpusiTusix, BBINOJHAIOMNX OOOpPOHHBIE W HWHBIE CEKPETHBIE pPadOTHI,
(YHKIIMOHUPYIOT HAyYHO-TEXHUYECKHE IMOAPA3JEICHUs 3allluThl UH()OpPMALUU U
KOHTPOJISI, KOOPAWHUPYIOIINE NEATEeIbHOCTh B STOM HAMpaBICHUHM HAYYHBIX U
MPOU3BOACTBEHHBIX CTPYKTYPHBIX MOAPA3ICICHUN MPEANPHUATHS, YIACTBYIOIINE B
pa3paboTKe W pealu3allud Mep MO0 3aluTe HHQOpPMAIUH, OCYIIECTBIISIIONINE
KOHTPOJIb 3P (HEKTUBHOCTH 3TUX MEP.

Kpome Toro, B oTpacisix NpOMBIIUIEHHOCTH U B PErHMOHAX CTPaHbl CO3JAI0TCA U
(YHKIIMOHUPYIOT JUUEH3UOHHBIE LEHTPbI, OCYIIECTBISIOUINE OPraHU3alMI0 U
KOHTPOJIb 32 JACSITETLHOCTBIO B 00JIaCTH OKa3aHMs yCIyT MO 3aliuTe HH()OpMAaIIHH,
opranbl cepruduxammun CBT u cpenctB cBA3M, HCHbITATENbHBIE IEHTPHI I10
cepTU(PUKALMA KOHKPETHBIX BUAOB MPOIYKIMU MO TpeOOBaHUSM O€30MaCHOCTU

uH(pOpMaIK, OPTaHbl aTTECTAI[UU O0OBEKTOB HH(POPMATUKH.



['ocynapcTBeHHas cucTeMa 3aluThl HH(POPMAaLUU 0Ipa3yMeBaeT HEOOXOAUMOCTb
pasfelieHuss TpaB W 00sI3aHHOCTEH MEXIy CyOBbeKTamMu obOecreueHus
3aIIUIIEHHOCTH uH(pOpMaIUu: rOCyapCTBOM, IPEANPUATHIMH, 1754
OOBEUHEHUSMH, YUPEKACHUSIMU U OpraHU3alusIMH, a TaKXKe OTACIbHBIMU
JTOJDKHOCTHBIMU JIML[AMHU.

['ocynapcTBo, Kak OCHOBHOW CyOBEKT oOecreueHus 3aluThl HHPOPMAIUH, Yepe3
CBOM OpIaHbl 3aKOHOJATEIbHON, UCIIOJHUTEIBHON U CyJeOHON BIIACTEH C LENbIO
CO3/IaHUA YCJIOBUM ISl OCYILECTBIICHUS 3aIUTBl U KOOPJAWHAUWHA JCUCTBUN IO
3a1uTe UHPOPMAIMKU OpPTraHU3yeT:

- CO3JaHHE CUCTEMBI TPABOBBIX HOPM, PETYIHPYIOLIUX OTHOLIEHUS B 00J1aCTH
3aIIUTHI THPOPMALIHH;

- MPOBEICHUE €IUHON TEXHUYECKOUN MOJUTHKU B 3TOW 00JaCTH, pa3paboOTKy
roCyJapCTBEHHBIX MPOrpaMM MO 3allMTe HHPOpMaluuu, TPeOOBAHMI, HOPM H
PEKOMEH AN N;

- CO3JaHUE TEXHUUYECKUX CUCTEM U CPEJICTB 3aIMUTHI U KOHTPOJIS;

- COrJacoBaHWE MPOBOJMUMBIX pPabOT Mo 3aummTe UHpOpMmanuu, obliee u
METOANYECKOE PYKOBOJICTBO UMHU;

- OoOLMI KOHTPOJb 3a COCTOSSHUEM 3allluThl MH(GOpMAalMK B CTpaHe,
OTJIETIbHBIX PETMOHAX M HA BAXKHEUIIINX OOBEKTAX 3aIUTHI.

[Ipeanpustust 1 X 0ObEIUHEHUS, YUPEKACHUS U OPraHU3aL1MHU, HE3aBUCUMO OT UX
OpraHU3aIMOHHO-TIPaBOBOW (POPMBI U (HOPMBI COOCTBEHHOCTH, a TAK)KE OTICITHHBIC
JOJHDKHOCTHBIE JIMLA, BBIMOJIHAIOIINE DPAOOTHI, CBSI3aHHBIE C MCIOJIB30BAHUEM
CBEJICHUI, OTHECEHHBIX K TOCYJApCTBEHHOM M CIy>KEOHOW TailHaM, IOJKHBI
o0ecneunTh uX 3alluTy.

B cooTBeTCTBUM ¢ M3JIOXKEHHBIMH 3a/layaMy TOCYJIapCTBEHHON CHUCTEMBI 3allUThl
uH(pOpMAIMH B €€ OPraHU3aLMOHHOM CTPYKTYpPE MOKHO BBIJEIHUTD MSITh OCHOBHBIX

KaTeropuii OPraHoB 3alUTH HHPOPMAIIUH, PEATU3YIOIINX CASAYIOmMue PyHKITNN:

1. AomunucmpamusHwie — bopMupyOT 00111y10 CTpaTeruto

nH()OPMAITMOHHON 0€30MaCHOCTH, OCYIIECTBIIIOT OOIIYI0 OPTAaHU3AIUIO U



KOOpJIMHALIMIO paldoT, pemaroT BOMPOCHl (PUHAHCHUPOBAHUS PabOT, OPTaHU3YIOT
MPOMBIIJICHHOE TPOU3BOJICTBO CPEACTB 3auuThl. B o00merocygapcTBeHHOM
MaciTabe paccMOTpeHHble (YHKIMH peaau3yloT Takue opranbl, kak Coser
6esomacHoctn P®, MexBenoMCTBEHHass KOMHUCCHS TI0 BONpPOCaM 3allUThI
rocyaapctBeHHo TaitHel, ®CTOK P®. Ha pernoHaJibHOM YpOBHE MOTYT
CO3/1aBaThCsA AHAJOTUYHBIE OpPraHbl IPU PYKOBOIAIIMX OpraHax YINpPaBJICHUS
cyobekToB P®. [IpakTHuecku BO BceX BEIOMCTBax, 0COOCHHO B cmiioBbiX (DCB,
MBJI, ®CO P® u np.) CymecTBYIOT MOCTOSHHO JEUCTBYIOIIME KOMHUCCHUHU TIO
BOITpocaM MH(POPMAITMOHHOW 6€30TTaCHOCTH.

2. Hayuno-uccneoosamenvckue — OpPraHU3yIOT OCYILIECTBICHWE HAy4HO-
HCCIICIOBATENIbCKUX UM OMNBITHO-KOHCTPYKTOPCKUX — PaboOT, KOOPAUHUPYIOT
MPOBEJICHUE HCCIIEIOBAaHUI U pa3paboTOK B oOmacTu 3amuThl uHGopmanuu. K
TaKUM OpraHaMm Ha roCyJapCTBEHHOM YpPOBHE OTHOCATCSI BCEPOCCUWCKHE HAYYHO-
HCCIIEIOBATENIbCKME NHCTUTYTHI U LEHTPHI, pabOTaIOIIKE 1MOJT HEMOCPEACTBEHHBIM
pykoBoacTBoM @CTIOK Poccun. MHOTHE CUIOBBIE BEIOMCTBA UMEIOT CBOM HAYYHO-
UCCIIEIOBATENIbCKUE Opranbl, Hanpumep, B MB/l — Hayuno- uccinenoBarenbckui
WHCTUTYT CIECIUATBLHON TEXHUKH.

3. Yyebno-memoouueckue — OCymeCTBISIOT TOATOTOBKY U

MOBBINICHUE KBAIU(HUKAIMKA  CHEIUAINCTOB B  0o0OJacTu  obecriedeHus
uH(pOpMaIIMOHHOM 0€30MaCHOCTH, IIPOBOJIAT MCCIIEA0OBAHUS B 3TOM 00J1acTH,
pa3pabarpiBalOT y4eOHYH0 U Y4eOHO-METOAMYECKYyI0 0a3zy MpernojaBaHus
JTUCITUTUINH 10 3amuTe nHdopmarmu. Ha rocyapcTBeHHOM ypOBHE 3TH (PYHKITUU
BBITIOJTHSIOT Y4€OHO-METOANYECKUE 00BEIMHEHMUS, pa3pabaThIBAIOIINE CAUHYIO
MOJIUTUKY B 00JIACTH MOATOTOBKH CIICIIUAIMCTOB, PYKOBOSIINE HOPMATHBHBIE
JIOKYMEHTBI (oOpazoBaTenbHBIC CTaHJAPThI,IPOrPAMMBI U T.J.),
KOOPAMHUPYIOIINE JaHHYIO JeaTesibHOCTh B Poccun. Kpome Toro, cymiectpyer
MHOECTBO BY30B OOIIEPOCCUUCKOr0 MaciiTada, a TAK)Ke BEJOMCTBEHHBIX U
pPErMOHANbHBIX  Y4YEOHBIX  3aBEJEHUM, TOTOBSIIMX  CICHHAIUCTOB MO

nH()OpMaIIMOHHOM 0€30MacHOCTH.



4, Cneyuanuzupoganuvle yeHmpuvl 3auumsl UHGopmayuu — TPOBOAST
HAy4YHO-UCCJIEIOBATEIbCKUE U OMNBITHO-KOHCTPYKTOPCKHUE pPaboOThl B 00acTu
MH(POPMALIMOHHONW  O€30MacHOCTH, OKAa3bIBAIOT  IIHUPOKHM  CHEKTp  YCIyT
OPEANpUATUAM, YUPSXKICHUSIM U hupMaM B 3ToM oOnactu. Takue HEHTpbI, Kak Ha
rocyJapCTBEHHOM, TaK U Ha PETMOHAIbHOM YPOBHE MOTYT MPOBOJUTH aTTECTAIUIO
00BEKTOB, 00pabaTHIBAIOIINX CBEACHHS, COJEpKAIIUE TOCYIapCTBEHHYIO TaliHY,
WIM TIEPCOHANIbHBIE JaHHBIX; MPOU3BOJUTH CIICIHAIbHBIC MPOBEPKU MOMEIICHUH,
CHEIHaIbHOE  HCCIEOBAaHUWE TEXHHYECKHMX  CPEICTB; pa3paldaTeiBaTh U
yCTaHaBIUBAaTh Ha OOBEKTaX CUCTEMbI 3alIUThl MHPOPMAIUU U Ipyrue padoThI.
[IpyueM, HEHTPHI MOTYT CO37aBaThCsl KaK Ha TOCYAapCTBEHHOM, Tak M Ha
KOMMepueckoi ocHoBe. Hampumep, Hambonee KpymHBIMH HETOCYAApCTBEHHBIMU
LEHTpaMu 3auuThl HHPopMmaiuu B Poccun sBisitorest pupmbl «NOVO», «Henky,
«Kondunent» u ap.

S. Cnyorcovl  3auumol  uHgopmayuu — OCYUIECTBISIOT PEIICHUE BCETrO
KOMIUIEKCA BOINPOCOB, CBSI3aHHBIX C HEMOCPEACTBEHHOM 3allUTOW HMH(OpMAaIHH.
Takue ciyx0Obl B 00s3aT€IbLHOM TMOPSJIKE CO3JAl0TCsl Ha  OOBEKTax,
0o0pabaThIBAOMIMX CBEJEHUS, COCTaBISIONINE TOCYJApPCTBEHHYIO TalHy, Ha
OpeanpusTusaX OOOpOHHOW  MpoMbIIUIeHHOCTH. CBoM  CIOyXObl  3alllUTHI
uH(GOPMaIIMK MOTYT CO37aBaTh U OAHKH, KPYITHBIE TOCYAapCTBEHHBIC TIPEPUITHS
¥ KOMMEpUYECKre (DUPMBI.

Cy1ecTBYIOIIHMI COCTaB OpPraHOB 3aIUThl MH(POPMAIIMN OXBATHIBAET BCE YPOBHU
rOCy/IapCTBEHHOTO YIpaBieHUs] U Bce cdepbl AEsATENIbHOCTH TOCYIapCTBa,
CBA3aHHBIE C MHCMOJB30BAHUEM CEKPETHOM M CiykeOHoW wuHdopmanuu, u
o0OecnieunBaeT NPOBEACHUE MEPONPUITUNA MO 3alIUTe NHPOPMAIIUU MTOCTOSHHO Ha
Bcell Tepputopun ctpanbl. OCHOBHBIME (hOpMaMy OpTraHU3aluy padoT MO 3aIIUTe
nH(pOpMAIUH SABIISIOTCS:

- OCYILIECTBIICHHUE roCyJ1apCTBEHHOTO 3aKasza Ha IIpOBEJCHHUE

COOTBCTCTBYIOIINX pa60T;



- JULEH3UPOBAHUE ICSITEIbHOCTHU NPEANPUATAN U OpraHU3aLUi IO BOITpOocam
3amuThl UHGOPMAIMK W JOIMyCKa MPEANpHSITHH K padoTe €O CBEICHUSMH,
COCTABJIAIOIIUMU FOCY/IApCTBEHHYIO TalHY;

- cepTuUKAKSI CUCTEM M CPEICTB IMOJy4YCHHS, 0OpabOTKH, XpaHCHHUS M
nepenayd MHGOPMAIMM B YacTH 3allUIIEHHOCTH HUH(OpMAlMM OT YTEUKH IO
TEXHUYECKUM KaHajiaM, a TAaKXKe CPEJICTB 3alllUThl U KOHTPOJIS;

- aTTecTalsi OOBEKTOB 110 BBIMOJTHEHUIO TpeOoBaHUN 0€30MacHOCTH
uHpopmanuu;

- IIPOBEJICHUE KOHTPOJIbHBIX MEPOMPUSATUN 10 OlleHKE 3(P(HEKTUBHOCTH
3alUThl UHPOPMAIUH.

Opranbl rocyJJapCTBEHHOM CUCTEMBI 3alTUThI HHGOPMAIIMK B CBOCH JESITEILHOCTH
PYKOBOJICTBYIOTCSl PEIICHUSIMA BBICHIMX OPraHoB (QefepasibHOM BIACTH TIO
BOITPOCaM:

- Ha3HA4YCHUS oco00Oro  pexumMa  3aKpbITUS aIMUHUCTPATUBHO-
TEPPUTOPUAIBHBIX 00pa30BaAHUIT;

- perIaMEHTUPYEMOTO  TOCEIICHUS! HUHOCTPAHHBIMU  TPEACTaBUTEIISIMHU
OT/ICJIbHBIX 0OBEKTOB U TEPPUTOPHUIA;

- BBIOOpA MPUOPUTETHBIX HAMPABICHUN 3aIUTHI HHGOPMAIIMK B KU3HEHHO-
BXHBIX chepax AesiTeIbHOCTH TOCY1apCTBa;

- OCYILIECTBJICHUS ~ €IMHOM  TEXHUYECKOM  TOJHUTUKH,  MIPaBOBOTO
PEryJIMpPOBAHMS 3aIUTHl HHPOPMAIIMH U SKCIIEPTU3BI HAN0O0JIee BAXKHBIX CBEIACHUIA.
OCHOBHBIMM TOCYJAApPCTBEHHBIMU OpPTaHaMU, OCYHIECTBIISIIOIIMMH OpPTraHU3AIUIO
3amuThl HGOPMAITNH B Pa3INIHbIX cepax aesrerabHoctH, spisitores DCh, ®CO,
MBJI, Muno6opons, Mwunatom Poccun u BXOJfiiue B HHUX CTPYKTYypHBIC
nojApas3feieHuss 3amuThl uHQOpMamMH. OTU OpraHbl B TMpeaenax CBoew
KOMITETCHIIMM MMEIOT OMpPENeNICHHBIC 1M M OOBEKTHl 3alIUTHl U PACIoJIararoT
crienuduyeckuMu crocodamu 3ammThl. VX npaBa U GyHKIMK B 00JIACTU 3aITUTHI
nH()OpPMAITUU OMPEACIIIOTCS COOTBETCTBYIONUMHU 3aKOHAMH U TIOJIOKEHUSIMH 00

9THUX OpraHax.



[lonpaznenenns mno 3ammre HMHQOPMALMM  SIBJISIIOTCS  CaMOCTOSITENIbHBIMU
CTPYKTYPHBIMH TOAPA3ACICHUSIMU WA BXOJIAT B COCTaB OJHOI'O M3 OCHOBHBIX
HAayYHO-TEXHUUYECKUX WIM CIENHAIBHBIX YIPABICHUM OpPraHa rocyAapCTBEHHOU
BiacTu. J{1s mpoBeneHus padboT 1o 3amuTe HHGOPMaluu MOTYT NIPUBJIEKAThCS Ha
JOTOBOPHOM OCHOBE  CIELUAJU3UPOBAHHBIE NPEANPUATAS M  OpraHU3alWH,
UMEIOIINE JTULEH3UU Ha MIPOBeICHUE padoT B 00JaCTH 3a1IUThl MH(OPMALIUK.
3HaYUTENIbHAS POJIb B TOCYJAPCTBEHHOM CUCTEME 3aIUThI HH()OPMALIUK OTBOAUTCSA
Hay4HO-UCCJEI0BATEIbCKHIM, HayYHO-TEXHUYECKUM, MPOEKTHBIM U
KOHCTPYKTOPCKMM OpTaHU3alMsIM, KOTOpbIE IPU3BaHbl BHECTU CBOW BKJIAJ HE
TOJIbKO B pa3pabOTKy BCEl COBOKYNHOCTHM HOPMAaTHBHBIX M METOJAMYECKUX
JOKYMEHTOB IO 3alIUTe MHPOpPMAalMK, HO U PEAIbHO HA MPAKTHUKE peau30BaTh
pa3paboTKy U BHEIPEHHUE METOJIOB, CIIOCOOOB U CPENICTB 3aLUThI HH(OPMALIUH.
C npunstueMm B nocnenuee Bpems [IpaBurensctBoM Poccniickon @enepanun
psiZia HOPMaTUBHBIX JOKYMEHTOB I10 MPOOJIeMe 3aIUTHI TOCYAapCTBEHHON TaltHbI
00Jiee aKTUBHO CTaJIM Pa3BUBATHCS PETUOHATIBHBIE CTPYKTYPHI 110 3aIUTE
uHpopmanuu B cyobekrax PO.
BaxxHoe MecTo B rocyJapCTBEHHOM cHUcTeME 3alluThl HH(OPMAUU MPUHAAIEKUT
BBICIIMM YYEOHBIM 3aBEJACHUSIM M HMHCTHTYTaM MOBBIIICHUS KBaIU(PUKALMKU T10
MOATOTOBKE U MEPENOArOTOBKE KaJIpOB B 00JIACTHU 3aIUTHI HH(POPMALIH, KOTOPhIE
OCYILIECTBIISIOT:
- NEPBUYHYIO IOArOTOBKY CIHELUUAIMCTOB IO KOMIUIEKCHON

3amuTe nHpopmaIuy;
- NEePEenoAroToBKY (IOBBIIICHUE KBATU(PUKALIMK) CIIEHUATUCTOB M0 3allUTe

nH(}OpMAIUU OpraHOB rOCYIAPCTBEHHOM BIACTH M MPEANPUSITHH;

YCOBEPIIECHCTBOBAHUE 3HAHUN PYKOBOAUTEIIEH OPraHOB IOCY1apCTBEHHOU
BJIACTH M MPEIIPUATHI B 00JIACTH 3alTUTHI HHPOPMAIIUH.

Takum 0Opazom, B HaCTOSIIEEe BPEeMsi B OCHOBHOM 3aBEpIIEH OPTaHU3AIMOHHBIN
NEPUOJI CO3/IaHUs TOCYAAPCTBEHHOW CHUCTEMbI 3alluThl MHGOpMaIu. 3a BpeMms

CTaHOBJICHHS] HAKOTUIEH OOIIUPHBIN OMBIT €€ (PYHKIIMOHUPOBAHUS B EPEXOIHBIHI



NEPUOJl, XapaKTEpPU30BABIIMHCA (POPMUPOBAHUEM HOBOM 3aKOHOAATENIbHO-
MpaBoBOM 0a3bl B 00JacTH 3amuThl MHDOpPMALMK, YTOYHEHHEM MOJTHOMOYMHA H
(GYHKIUH 2JIEMEHTOB 3TON CUCTEMBI.

Crnenyromuii 3Tarn pa3BUTHsI TOCYIAPCTBEHHON CUCTEMBI 3aIlIUThl HTHGOPMALIHH
3aKJII0YaeTCs B pa3paboTKe U MPAKTUYECKOM OCBOCHUU CIEIUATHCTAMU
METOJIMYECKOT0 0OecTieueH s, aIeKBaTHOTO IIeJIIM U 3a7auaM 3TON CUCTEMBI.
Heob6xoaumo npoBeieHre HAyYHBIX UCCIIEI0BAHUM 110 BOIPOCAM KOMILIEKCHOM
OLICHKH MOTEHIMAIBHBIX YIpo3 0€30macHOCTH UHpopMauu U 3PPEKTUBHOCTH
CUCTEMBI €€ 3aIIMTHI, a TAKXKE JINLEH3UPOBAHMS I€ATEIHOCTU B 00JIACTH 3aLUTHI,
cepTu(UKalMU CPENICTB 3alIUTHI, ONIpeeIeHHs yiiepoa oT
HECAaHKIIMOHUPOBAHHOTO PACIPOCTPAHEHHSI HH(POPMALIMH, PErJIaMEHTalluN
IPaBOBOM M MAaTE€pUAIbHON OTBETCTBEHHOCTHU JOJKHOCTHBIX JIUI U CIIELUATIMCTOB
3a yTeuKy MH(POpMAIUH 110 TEXHUYECKUM KaHaJlaM CBS3H, €€ pa3pylleHue,
UCKa)KEHHE U yTpaTy.

OpraHu3aluoOHHO-TIPaBOBOE  oOecrieueHre HWHMOPMAMOHHOW  0e30MacHOCTU
IOpECTaBiIsieT COOOI0 COBOKYINHOCTh PEIICHHUH, 3aKOHOB, HOPMAaTHUBHBIX aKTOB,
perlaMeHTUPYIONIMX Kak oOOIIyl0 OpraHu3alyi pador 1o 00ecredYeHuto
MH()OpMATMOHHOW O€30MacCHOCTH, TaK U (YHKUMOHUPOBAHHE CHUCTEM 3alUThI
uH(pOpMAaIINN Ha KOHKPETHBIX 00BbekTax. [loaToMy opranu3aimoHHO-TIpaBoBast 6a3a
3aIUThl THGOPMAIIMK T0KHA 00ECIIeYMBATh BBITIOJIHEHHUE CIIEAYIOIMIMX OCHOBHBIX
(yHKIIHIA:

1) pa3paboTKa OCHOBHBIX MPUHIUIIOB OTHECEHUS CBEICHUN, HMEIOIINX
KOH()MICHIIMAIBHBIN XapaKTep, K 3aluiiaeMoi nHhopMaIiy;

2) OTpEJIEICHHE CUCTEMbI OPTaHOB U JIOJHXKHOCTHBIX JIMII, OTBETCTBEHHBIX 32
oOecrieueHne HMHPOPMALMOHHOW  0O€30macHOCTM B CTpaHEe U MOpsAKa
PETryJIUPOBAHMS NCITEILHOCTH MPENPUATHN U OpraHU3alluid B 3TOM 001acTH;

3) CO3JaHHE IMOJIHOIO KOMIUIEKCA HOPMAaTHBHO-TIPABOBBIX PYKOBOISAIIUX M
METOIMYECKUX JIOKYMEHTOB, pErIaMEHTUPYIOIIMX BOIPOCH  oOecrneyeHus
UH(GOPMAIIMOHHONW 0€30IaCHOCTH KakK B CTpaHE B IEJIOM, TaK U HAa KOHKPETHOM

00BEKTE;



4) OIpe/ieNieHNe Mep OTBETCTBEHHOCTH 3@ HapYLICHUS PaBUII

3aIUTHL;

5) OTpe/ieNieHNe TOPSAIKa pa3peIIeHns CIIOPHBIX U KOH(DIUKTHBIX CUTYaIlHi
10 BOIIPOCAM 3aIlUThl UH(POPMALIHH.

Pa3pabotka 3axkoHOoAaTrenpHOM 0a3bl MHPOPMAILMOHHOW O€30IacHOCTH SIBISETCS
HEO0OXOAMMOW MEpPOH, YAOBIETBOPSIOLIECH IMEPBEUIIYI0 MMOTPEOHOCTh B 3allUTE
uH(GOPMaIIUHU MPU PA3BUTHH COLMATEHO-3KOHOMHYECKUX, MMOJIUTUIECKUX, BOCHHBIX
HanpaBJeHUI pa3BuTus rocyaapcrsa. Ocodoe BHUMaHNUE K (POPMUPOBAHUIO TAKOU
0a3bl BI3BAaHO HEYKJIIOHHBIM POCTOM 3aTpar Ha 00pb0y ¢

«UH()OPMALIMOHHBIMUY» MPECTYIIIICHUSIMHU.

OcHOBOM 11711 CO3/IaHUSI TOCYAAPCTBEHHOM CHUCTEMBI OPraHU3allMOHHO-TIPABOBOTO
obecrnieueHrss WHGOPMAITMOHHON 0€30MacHOCTH SIBISIETCS PACCMOTPEHHAs BBIIIE
rOCy/IapCTBEHHasl CHUCTEMa 3alluThl WH(OPMAlWH, TMOJ KOTOPOH MOHHMAETCs
COBOKYITHOCTH (heiepajbHbIX U MHBIX OPraHOB YHPAaBJIEHUS U B3aUMOYBSI3aHHBIX
MPABOBBIX, OPTaHM3AIMOHHBIX W TEXHUYECKHX MeEp, OCYIIECTBISIEMbIX Ha
Pa3IMYHBIX YPOBHSX YIPABIEHUS U HAIIPaBJICHHbBIX HA oOecrieueHne 6e30MacHOCTH
MH()OPMAIIMOHHBIX PECYPCOB.

I'ocynapcTBeHHast cucrema OpraHU3alMOHHO-TIPAaBOBOTO obecrnieueHus
MH(POPMAITMOHHOM 0€30MaCHOCTU CO3AACTCS JJIsl PEIICHUs CIICAYIOMUX MPooJieM,
TpeOYyIOINX 3aKOHOIATEIbHOMN MOICPKKU:

- 3aluTa roCyaapCTBCHHBIX CCKPCTOB,

- 3aIIMUTa KOMMEPUYECKON TallHbI i 00ECTICUeHHE OJIarONMPHUSTHRIX YCIOBHUM IS
MPEIINPUHUMATEIIBLCKON 1€ TEIbHOCTH;

- CO3/IaHUE CUCTEMbI B3aUMHBIX (DUHAHCOBBIX PAcUETOB B

AJICKTPOHHOM (hopMe ¢ dreMeHTaMH MUGPOBOI TOAIMKCH;

- 00pb0a ¢ KOMITBIOTEPHOU MPECTYMHOCTHIO, B IEPBYIO OYEPE/Ib B

(buHaHCOBOI cdepe;
- 3aIUTa NePCOHATILHBIX JTaHHBIX;
- cTpaxoBaHue MH(pOpMay U HTHPOPMAITMOHHBIX CUCTEM;

- cepTuduKanys 1 JIUIEH3UPOBaHUE B 00JIACTH 3alIUThI HH(DOpMaIuH,



KOHTPOJIb 6€301aCHOCTH MH(OPMAIIMOHHBIX CUCTEM;

- OpraHHU3aIysl B3aUMOJICUCTBHS B chepe 3amuThl HHPOPMAITUH CO

ctpanamu CHI™ u npyrumu rocyaapcTBamu.

AHanu3 COBPEMEHHOTO COCTOSTHUSI MH(POPMAITMOHHOI Oe3onmacHocTH B Poccun
MIOKAa3bIBAET, YTO YPOBEHb €€ B HACTOSAIIEE BPEMSI HE COOTBETCTBYET KU3HEHHO
BaKHBIM TTOTPEOHOCTSIM JIMYHOCTH, 00IIIeCTBa U rocyaapcTBa. K HeraTuBHBIM
dakTopam, OCIOKHSIOMHIM oOecriedeHre HHPOPMAITMOHHOM 0€30TacCHOCTH,
OTHOCSTCSL:

- o0OCTpeHHEe MPOTUBOPEUUMH MEXIy MNOTPEOHOCTIMHU OOIiecTBa B
paciMpeHr cBOOOJHOro oOMeHa HHPOpMaIel 1 HE0OXO0IUMOCTBIO COXPAHEHHUS
OTJICNBHBIX OTPAaHUYCHUIN Ha €€ pacpoCTpaHEHHE,

- HECOBEPIIIEHCTBO HOPMATHUBHO-IIPABOBOM 0a3bl, OTCYTCTBUE JIHCTBEHHBIX
MEXaHU3MOB PETYJIUpPOBaHUsA WH(GOPMAIIMOHHBIX OTHOIICHUNW B OOIIECTBE W
roCy/1apCTBeE;

- cinaboe obOecrneueHne OpPraHOB TOCYAAPCTBEHHOW BJIACTH M YHPABICHUS
MOJIHOM U JOCTOBEpHOW uWH(MOpMaIuel, Hepa3BUTOCTh HWHOOPMAIMOHHBIX
OTHOIIIEHUH B chepe mpepuHUMATEIbCTBA;

- HEJOCTaTOYHAs 3alUIIEHHOCTh TOCYJApPCTBEHHOTO HWH()OPMAIMOHHOTO
pecypca U ciaaboCTh Mep IO OO0ECTICYCHHI0 COXPAaHHOCTH TOCYJapCTBEHHBIX
CEKPETOB B OpraHax TOCyJapCTBEHHOH BIACTU U YIIPABJICHUS;

- HEOOECTIEYeHHOCTh MpaB TpaXKAaH HAa HWH(OPMAILNIO, MaHUITYyJIMPOBAHUE
nH(popMaIuel, BBI3BIBAIONIECE HEAJICKBATHYIO PEAKIIMIO0 HACEJICHUS W BEIyIlee K
MOJIMTUYECKON HECTAOMIILHOCTHU B OOIIIECTBE.

Takoe moyokeHne B o0nacTu oOecriedeHHs HWHPOPMAITMOHHOW OE30IMaCHOCTH
TpeOyeT 0e30TIararelbHOr0 pEeIIeHUs psjia KIIOYEBBIX OpPraHU3aIMOHHO-
IPaBOBBIX IPOOIEM:

1. PazButre koHmenmuu WHGOPMAIIMOHHONW OE€30MaCHOCTH, SIBIISIOIICHCS
OCHOBO¥ rOCYAapCTBEHHOM MOJIUTUKU B 3TON 00JIaCTH.

2. dopmupoBaHUE 3aKOHOJATEIbHOM W  HOPMATHUBHO-TIPABOBOM  0asbl

obecrieueHns HOOPMAITMOHHON O€30MaCHOCTH.



3. Pa3paboTka MexaHU3MOB peanu3aluu MpaB Irpaxaad Ha HHPOPMALIHUIO.

4, dopMupoBaHue CUCTEMBI uH(OPMAIMOHHON 0e30MacHOCTH,
o0ecreunBaoNiel peann3alno rocy/1apCTBEHHON MOJUTUKH B 3TOM 00JIacTH.

S. CoBepIieHCTBOBaHUE METOJIOB u TEXHUYECKUX CPEJCTB,
o0ecreunBaroUX KOMIUIEKCHOE PEIICHHUE 3a/1a4 3aIIUThl HH()OPMALIUH.

6. PazpaboTtka kputepueB M METOAOB OLCHKH 3(PGHEKTUBHOCTH CHUCTEM U
CpeACTB HHPOPMAITMOHHON 0€30ITaCHOCTH.

1. Uccnenoanne ¢opM u CrHocoOOB IMBWIM30BAHHOTO BO3JIEUCTBUA
rocyjiapctsa Ha GOpMUPOBaHKE OOIIECTBEHHOTO CO3HAHMS.

8. KomrmiekcHoe UCCJIEIOBAHKE JeSATETLHOCTH nepcoHana
UH(OPMAITMOHHBIX CHCTEM, B TOM YHCJE METOJIOB TOBBIIICHUS MOTHUBAIIUH,
MOPAJIbHO-TICUXOJIOTUYECKOW YCTOMYMBOCTH W COLMAJIBHOW  3alIMIIEHHOCTH

mojied, paboTarouX ¢ CEKPETHOM U KOH(MUIEHITMATLHON HHPOPMaIIUEH.

IIpakTuueckoe 3ansaTue Nel: CucreMa OpraHu3aluOHHO-TIPABOBOIO
o0ecrieueHusi THPOPMALMOHHOI 0€30MTACHOCTH

[Ipu MOBEJICHUH 3aHATHUS HEOOXOJMMO PACCMOTPETh  CIIEAYIOLIHE

BOTIPOCHI:
Cucrema 3amuthl uHGopMmaiuu. CTpyKTypa rocyapCTBEHHON CHCTEMbI 3alUThI
nHpopMaruu. OCHOBHBIE CYOBEKTHl TOCYJAapCTBEHHONW CHCTEMBI 3allUThI
uHdopmaIuu. INocynapctBennas CUCTEMa  OpPraHU3AIMOHHO-TIPABOBOTO
obecrieueHns HHOOPMAITMOHHON OE30MTaCHOCTH.

Pexomenodyeman numepamypa:
1. ["onuapenxo, JI. I1. YopaBnenue 6e3omacHocTio: yueb. mocodue / JLIT.
I'onuapenko, E.C. Kyuenko. - M.: KnoPyc, 2005 - 272 c.
2. Crapoctenko, K.B. HamnuonanpHast 0e30macHOCTh: y4eOHO-METO.

nocobue / K.B. Crapoctun - Open: OPAT'C, 2003 - 124 c.



3. Mamok A.A. HadopmanronHas O0€30MaCHOCTh: KOHIIEITYalbHBIE U
METOJIOTUYECKUE OCHOBHI 3allIMThl HHPOpMAIMK: yuel. mocodue s By30B / A.A.

Mamntok - M.:I'opsiuas nmunus-Tenexkom, 2004 - 280 c.

4, ['punbepr, A.C. 3ammra HHPOPMAIMOHHBIX PECYPCOB
rocyJapcTBeHHOTOo ynpanieHus: yueo. nocoodue / A.C. rpun6epr, H.H.

['opbaues, A.A. Temsiko - M.:IOHUTU. 2003. - 327 c.

Tema 1.3 Ilpasosas ocnoea unghpopmayuonnoit dezonacnocmu

[Lnan
1. TpeboBanus K 3aKOHOJATEILCTBY B  00JacTU
MH(OPMAIMOHHOW O€3011aCHOCTH
2. [IpaBoBast ocHOBa o6ecrieueHusi THPOPMAITMOHHOM 0€301aCHOCTH B
Poccun.
3. KoHcTuTynus u 3akoHomaTenbHbIe akThl PO 0 3amure nHpOopMaImu.
4, PernmamenTrpoBaHue BOMPOCOB 3aIUTHl HHGOPMAIIMKM B BEIOMCTBEHHBIX

HOPMATHBHBIX aKTaXx.
S. OTBETCTBEHHOCTh 3a HapyllleHWe TPEOOBaHUM 3alUTHl MHGOPMAIIHH.
AHanu3 3apy0exHOro omnbiTa (OPMUPOBAHUS 3aKOHOAATEILHON 0a3bl B 001acTH
uH(GOPMAITMOHHONW 0€30MacHOCTH TIOKa3bIBaeT, UTO pa3paboTka

po0sIeMbl IPABOBOr0 0OECEUEeHUsI 3aIUThI UHPOPMALIUK UET TI0 TPEM
HaTpaBICHUIM:
1. 3awuma npas ruuHOCMU HA YACMHYIO HCUZHD.
OTOT acmeKkT He SABISAETCS HOBBIM JJII MHPOBOro coobdmectBa. OCHOBHbBIE
MPUHITUIIBI  YCTAHOBJICHUS TIPENIETIOB BMENIATENIHCTBA B YACTHYIO JKH3HB CO
CTOPOHBI TOCYAapCTBa U IPYTUX CyOBEKTOB OINpeAeIeHbl OCHOBOMOJIAralouMu
HopMamu: [leknapanueit mpaB uenoBeka, Kousenuueir OOH u KonBeHnuuen
Cogsera EBpomnbl o mpaBam uenoBeka.
Pa3zButre nndopmaTiky B cTpaHax 3amnaja v CB3aHHBINA C ITUM POCT YIpO3bl

HapyUIEHUs MpaB JMYHOCTH (OECKOHTPOJIbHOE PACTIPOCTPAHEHHUE U JOCTYII K



NEPCOHANBHON HMH(pOpMalUKM) TOTpeOOBaNIM pPa3padOTKU CHEIUAIbHBIX AaKTOB,

YUUTBHIBAIOIMUX (hakTOp MHGOPMAIIMOHHON 0€30MacHOCTH.

K xonmy 70-x romoB Obuld CHOPMYJIHPOBAHBI TPU OCHOBHBIX MPUHLMUIIA
obecriedueHuss MHOOPMALIMOHHOW OE€30MAaCHOCTH, HAIIEAIINE BIOCJEIACTBUU
OTpaXKCHHE B HAIIMOHAJIBbHOM 3aKOHOJATEILCTBE 110 HHPOPMATHKE:

- YCTaHOBJICHUE MPEJEIIOB BMEUIATENbCTBA B YACTHYIO KHU3Hb C UCIOJIb30BaHUEM
KOMIIBIOTEPHBIX CUCTEM;

- BBEJICHUE AaJMUHUCTPATUBHBIX MEXaHHW3MOB 3allUTBhl TpaXJaH OT TaKOTO
BMEUIATEIbCTBA;

- 3amuTa HHTCHHCKTyaHBHOﬁ COOCTBEHHOCTH JIUYHOCTH.

K sToMy HanpaBieHn0 MOKHO OTHECTH pe3oonnto EBponapnamenta «O 3ammure
IpaB JIMYHOCTH B CBSI3M € nporpeccom uHbopmatuxku» (1979 r.) u konseniuio EC
«O 3ammTe JUIl TPU aBTOMATU3UPOBAaHHOM 00padOTKe JaHHBIX IEPCOHATBLHOTO
xapaktepa» (1980 r.).

2. 3awuma 2ocy0apcmeenHvIX UHMEPECO8.

[IpoGnema pemraercss ¢ MOMOIIBIO JOCTATOYHO Pa3pabOTaHHBIX HALMOHAJIBHBIX
3aKOHOJATEIbCTB, OMPEICISIOINX HAMOHAIbHBIE MPUOPUTETHI B 3TOW 00JACTH.
WNurerpauus ctpan - uieHoB EC moTpeOoBana KOOpAWHAUMK YCWIMA B JaHHOU
00J1acTH, B pe3yibTaTe Yero 001Ire MPUHLHUIIBI 3aCeKpeunBaHus MH(popManuu Obln
otpaxkeHbl B KonBeHumum EC «Ilo 3ammure cekpeTHOCTH». MexaHu3M 3alllUThl
peAyCMaTPUBAET CIAEAYIOUINE ACTIEKTHI:
- YCTAHOBJICHUE IPUOPUTETOB 3aIUTHI;
- ONPENEIICHUE  HCIOJHUTEIIbCKUX  MEXaHU3MOB U

HOPMATUBHOE 00ECTIeUeHNE MEXaHU3MOB 3aIUTHI.

3. 3awuma npeonpuHumamenbckol u YUHAHCOBOU OessmelbHOCHIU.

910 HaIIpaBJICHUC ACATCIBbHOCTH OCYIICCTBIIACTCA IMyTCM CO3aHus
3aKOHOAATCIIbHOI'O ME€XaHNU3Ma, 06€CH€‘1HBaIOIH€FO 3alIUTy KOMMCp‘{CCKOI‘/’I TalHBbI

1 CO3Jaromero yCIOBUs AJId OCYIICCTBICHUA ((I[O6pOCOBeCTHOI\/’I» KOHKYPCHIUH.



IIpy co3manuu B Haed CcTpaHe NPaBOBOM OCHOBBI HMHGOPMAIMOHHON
0e30macHOCTH HEOOXOAMMO YUUTHIBATD:

- COCTOSIHHE U COCTaB MEXAYHAPOIHBIX HOPM B 00J1aCTH HHPOpPMATH3AIINH;

- COCTOSIHUE OTEYECTBEHHOTO 3aKOHOJATENIbCTBA B OTOM U CMEXHBIX
00J1aCcTAX;

- dbopMUpOBaHUE CUCTEMBI 3aKOHOJATENILCTBA C OXBATOM BCEX €€ YPOBHEH,
o0OecreyeHneM IMPEEMCTBEHHOCTH M COBMECTUMOCTH HOPM B 3aKOHax pPa3HOIO
YPOBHS — KOHCTUTYLIMOHHBIX, OOLINX, CLIELIMATIbHBIX;

- IIOCJIEIOBATEIbHBI BBIXOJ Ha pPa3BUTHE BEIOMCTBEHHBIX W MECTHBIX
HOPMATHUBHBIX aKTOB C OIIOPOM HA 3aKOHOJATEIBbHYIO OCHOBY;

- CO3/IaHME MEXaHU3MOB, OOECHEYMBAIOIIMX OpPraHU3alUI0, MPUMEHEHUE,
J€HCTBEHHOCTh 3aKOHOIaTENbHOM 0a3bl MH(POPMaTU3ALIUH.

Hanpasnenust co3nanusi mpaBoBoil 0a3pl B 00J1acTH HMH(DOpMALIMOHHOU
0€30IacHOCTH JIOJIKHBI 3aTparuBaTh BCE YPOBHU 3aKOHOAATENbCTBA Poccuu:

- KOHCTUTYIIMOHHOE 3aKOHOJIaTEIbCTBO;

- OCHOBHEBIC OOIIME 3aKOHEI;

- 3aKOHBI [0 OPraHU3alMU TOCYAAPCTBEHHOW CUCTEMBI YIIPABIICHUS;

- CHeLUaIbHbIE 3aKOHBI.

Hanpumep, KOHCTUTYLMOHHO JAOJKHBI OBITH 3aKpeIuieHbl U O(QOpPMIICHBI IpaBa
rpakJaH, OpraHu3aluii, rocyJapcTBa Ha HH(POpPMALUIO W TMOCIEAOBATEIBHO
o0OecredeHbl BO BCEX OCHOBHBIX 3aKOHaX — O COOCTBEHHOCTH, MpaBaX Ipa)aaH,
IPaKJAHCTBE, IPEANPUHUMATEIBCTBE U T. .

Bormnpocs! nHbopMaiioHHOTro o0ecrieueHus 00s3aTebHO JOHKHBI IPUCYTCTBOBATH
B 3aKOHaxX O pa3/elieHWd KOMIIETEHIIMM W TMPaBOBOM CTaTyce pa3iu4HbIX
rocyJapCTBEHHBIX CUCTEM, OPIaHOB U OpraHu3aliii rocyJapCTBEHHOTO yCTPONHCTBA
10 BEPTUKAIU U TOPU30HTAIIH.

CrnennanbHbIe 3aKOHBI B 00J1aCTH MHGOPMATU3ALIMH JIOJKHBI OBITh OPUEHTHPOBAHBI
Ha CO3JaHME YCJIOBUW B OpPraHM3allMM M YMOPAJOUYEHUU caMO HHQOpMAIIHH,
yIOpaBJIEHUE TOCYJAPCTBEHHBIMU WH(OPMAIIMOHHBIMU pECypcaMu, OOecreueHue

Imponuecca BKIIOYCHUA COBPCMCHHEBIX TEXHOJIOTUHM BO BCE



HampaBjieHUs: HMHQOpMATU3AlMKM, CO3JaHUE CHUCTEMbl 3allUThl HHPOPMALINH,
YCTAHOBJICHUE TapAHTUH U T.J.

Kpome  denepanbHOoro  3akOHOAATENbCTBA  BOMPOCH  MH(OpMAIMOHHON
0€30MacHOCTH JIOJDKHBI ObITh YUTEHBI B 3aKOHOJATENbCTBE PECHYOIMK B COCTaBe
Poccuiickon ®@enepanum.

BaxxHoe MecTto B mpaBoBOM oOecnedeHHH WHGOpMaTH3alluU JOJDKHBI 3aHUMATh

IMOA3aKOHHBIC HOPMATUBHBIC AKThI, OTPAXXAIOIIUC ITPOUCCChI 3alUTBI I/IH(l)OpMaI_II/II/I.

3aBepIIUTh 3Ty UEPAPXUUYECKYIO CTPYKTYPY CHCTEMbI 3aKOHOAATENIHCTBA JOHKHO
MIPABOOXPAHUTEIHHOE 3aKOHOAATEIbCTBO, BKJIIOYAIOIIICE HOPMBI 00
OTBETCTBEHHOCTH 3a MIPABOHAPYIICHUSI MpU paboTe ¢ HHGOpMAIIHEH.

Ha ypoBHE aqMUHUCTPaTUBHOTO TOCYAAPCTBEHHOTO PETYIMPOBAHUS B TIOPSIKE
WCITOTHCHUS yYKa3aHHBIX 3aKOHOB COOTBETCTBYIOIIUMH opraHamu
rocyJapCTBEHHOTO YIIpaBJIeHUS JOHKHBI OBITh pa3pad0TaHbl TOCY1apCTBEHHbIE
CTaHAAPTHI, YCTAHABIMBAIOIINE HOPMBI 3AIIUIICHHOCTH MH(POPMAIIIH, a TAKXKE
TpeOOBaHMSI U MTPABUJIA OPTAHU3AIMOHHOTO M TEXHUYECKOTO XapakTepa. B Hux
JIOJKHBI YYUTHIBATHCS XaPAKTEPUCTUKH YSI3BUMOCTH MH(GOPMAIINH, ONIpeiesieHa
COBOKYITHOCTh KOMIUJIEKCHBIX MEp 3alllUThl, HEOOXOAUMBIX Jyisi Oe30macHon
00paboTkn uWH(pOpMAIMU B 3aBUCUMOCTH OT YypPOBHS €€ IIEHHOCTH WIIU
0OILECTBEHHOM OMACHOCTU HapylIeHU B paboTe HH(OPMAIIMOHHBIX CHCTEM.
AHaJIM3 PacCMOTPEHHOM CTPYKTYphl 3aKOHOJATEIbHOW 0a3bl MH(POPMAIIMOHHOM
0€30MacHOCTH TO3BOJIAET CJieJaTh BBIBOJA O TOM, YTO B HACTOSIIEE BpeMs
OCYIIECTBJISETCS TIEPEXO0T OT MPUHITUIIA «HHTETPATILHOM 3aIIMThD WH(POpMAIUU K
NpUHIUTY <«au(depeHITUaTbHON 3alUTh, 00ECNEeYNBAIONIEMY PAaBHOCUIBLHYIO
3aIUTY Pa3TUYHBIX BHUJIOB 3alIUIIAEMbIX CBeleHU. [Ipu 3TOM crieyeT OTMETHTb,
YTO 3aJladya CO3JaHUsl CTPONHON 3aKOHOAATEIBHOM CHUCTEMBI, OJHOBPEMEHHO
YAOBIICTBOPSIIONICH BCEM W3JI0KEHHBIM TPEOOBAHUSM KOMILJIEKCHOW 3alllUTHI
uH(pOpMaINK, OKa3bIBA€TCS BECbMa CIIOKHOW M HA CETOJIHALIHUN JIEHb HE UMEET

AICKBATHBIX pelﬂeHHﬁ.



bazoBbiM akTOM MH(POPMAIIMOHHOTO 3aK0HOAaTeNIbcTBA Poccuiickoit denepanuu
sBisieTcs npuHIThI B 2006 r. @enepanbHbiil 3akoH « 06 ungopmayuu,
UHGDOPMAYUOHHBIX MEXHONI02UAX U 3auume ungdopmayuuy. B Hem BIiepBbIe
3aKOHOJATEIBHO 3aKPETUIIIOTCS MpaBa U 00sI3aHHOCTH TpaXkJaH, OpraHu3alui u
rocyzapcTa B ”HGOPMAIMOHHON 00JIaCTH, YCTaHABIMBAETCS MPABOBOM PEKUM
00pabOTKM ¥ UCTIOIL30BaHMS HHPOPMAIIHH, TTOPSIIOK 3aIIUTHI TIPaB CyOHEKTOB
uH()OpPMAIIMOHHBIX OTHOIIIEHUH. B 3TOM 3akoHE yKa3aHbl CIIEAYIONINE OCHOBHBIC
HaIpaBJICHUS] TOCYJAPCTBEHHOM MOJIMTUKH, CBSI3aHHbBIEC C 00eCIIEYeHUEM

HAIMOHAJIBHON 0€30MacHOCTH B chepe HHPOopMaTU3aIUH:

- obecrneueHue YCIJIOBUU AJS PA3BUTUA U
3alUuThEl BCeX GOPM CO6CTBEHHOCTHU Ha
HUHOOPMAIIIOHHBIE PECYPCHI:

- dopMUPOBaHNE U 3allliTa 'OCYZapPCTBEHHBIX
HUHOOPMAIIMOHHEIX PECYPCOB:

- obecIreueHye HallMOHAaJIbHOM 6e30IIaCHOCTHU B chepe
HHbopMaTUu3aluu

- obecCcrneueHHe peasiu3allyy IIpaB I'paXxigaH U
OpraHU3aIluM B YCJIIOBUAX HHOOpPMATU3AIIUU:

- pa3BHUTHE 3aKOHOZATeJbCTBa B chepe
HHOOPMAIIMOHHEIX IPOIIECCOB, UHPOpPMATHU3AIIUU U
3alUTHI UHGODPMAIIMH.

B ykazanHoM 3akoHE GOpMYITUPYIOTCS CIEIYIONIME eI 3alIUThl HH)OPMALIUU U
oOecrieueHus mmpaB cCyObEKTOB B 001aCTH HH(POPMALIMOHHBIX MTPOLIECCOB U

uH(pOopMaTH3aALUU:

- IpeZoTBpalleHyue YTeUKHU, XUIleHUsI, YTPaTEhI,
MCKaXEeHUS U NOLTEeJIKU MHOOoDpMaIluu:

- OpeLoTBpalleHNe YI'PO3 6e30IaCHOCTH

JIMUHOCTH, O6lleCcTBa, rocyrapcraas

- IperoTBpalleHle HECAHKIIMOHMPOBAHHBIX LEeHCTBUU

II0 YHUUTOXEHUIO, MOgUPUKAIIUU, UCKAXEHUIO,



KOIIMPOBAHUIO, 6JIOKMDPOBAHHIO HMHOODMAIIUU;
- OpeZoTBpalleHue Ipyrux GopM
HEe3aKOHHOI'O BMellaTeJbCTBAa B MUHPODPMAIIUOHHEIE

pPecypcChl U UHOODMAIIMOHHEIE CHUCTEMEI:



- obecCrneueHle IIPaBOBOI'O PeXHMa LOKYMEHTUDPOBAHHOU
nHdopManmuu Kak 06'beXKTa CO6CTBEHHOCTHU:

- 3allliTa KOHCTUTYIIMOHHEIX IPAaB I'PaXgaH Ha
COXPaHEeHUEe JIMUHOM TaVHEI U KOHOUIZEHIINAJbHOCTU
IIepCOHAJIBHEIX ZAaHHBIX, UMEIOMUXCS B MHOODPMAIIMOHHEIX
cucreMax:

- COXpaHeHMe I'OCYLapCTBEHHOUN TaMHBI U
KOHOUAEHIINAaJbHOCTY JOKYMEHTUDOBAHHOU

NHOOpPMAaIlUY B COOTBETCTBUU C 3aKOHOZLATEJIHCTBOM:

- ob6ecrieueHue IpaB CY6'BbEKTOB B
NHbOPMAIIMOHHEIX npolieccax 171 pa3paboTke,
IPOU3BOLCTBE UM IIPHUMEHEHUUN MHHOOPMAIIHMOHHBIX
CHUCTEM, TEeXHOJIOT'UM U CPEILCTB UX O6eCIIeUeHUS.

3akoH«O0 nnpopmaruu, THGOPMAIIMOHHBIX TEXHOJIOTHIX U 3aIlUTE
nH(pOopMaMn» BIEPBBIE B 3aKOHOAATENBHOMN NpakTHKe Poccun HOpMaTuBHO
YpEryaupoBal CIEAYIOIIUE BOIIPOCHL:

- 3aKpenuJ IpaBa I'baXZaH, OpraHusanuil u
rocyzapcTBa Ha HHOOpPMAIIUIO:

- YCTaHOBUJI IPABOBOM peXUM MHGOPMAIIUU HAa OCHOBE
IPUMEHEeHHSI B BTOM 06JIaCTH UHCTHUTYTa COO6CTBEHHOCTH,
IPaBUJI LOKYMEHTUDPOBAHUS, LeJIEHUSI HHOOPMAIIUU Ha
OTKPHITYIO M 3aKDBITYIO (C OrPAHUUEHHBIM LOCTYIIOM),
MeTOoZOB GOopMHPOBaAHUA MHPOPMAIIMOHHBIX PECYPCOB U
IOJIB30BaHUS UMU:

- YCTaHOBUJI OCHOBHEIE IIpaBa U 0643aHHOCTU I'DPAaXIaH,
opraHu3aluil U rocyZapcTBa B IIPOIleCcCe CO3LaHUusd
NHOOPMAIIMOHHEIX CUCTEM, PA3BUTHUSI HAYUHO— TEXHUUECKOU

6a3pl MHOOpMaTu3anuy, GopMHUPOBaAHUS PEIHKA



MHGOOPMAIIMOHHOM NPOAYKINHY U NHOOPMAIIUOHHBIX YCJIYT:
- YCTaHOBUJI rapaHTHU 6€30IaCHOCTH CY6'BEKTOB B
IIpOIleCcCe pealiu3alluy UX IIPaBa Ha MHOOPMAIUIO;

- OIpEemeJinil MOPALOK BKJIIIOUEHUS CTDAHE B
MEeXIYHapPOALHBIEe MHOOPMAIIMOHHBIE CHCTEMEI.

B ykazanHom 3akoHe nH(OpManus MpU3HAETCA 0OBEKTOM IMpaBa COOCTBEHHOCTH
rpa)<J1aH, OpraHu3alui, OOLIECTBEHHBIX OOBEAMHEHMH M TocynapcrBa. B Hem

MOIYEPKUBAETCS, UTO HH(POPMALIMOHHBIE PECYPCHI MOTYT OBITh TOBAPOM U B



KauecTBE MaTepUaJbHBIX LIEHHOCTEH BKIIOYAThCS B COCTAaB HMYIIECTBA
opranu3ainuii. [Ipu 3ToM cOOCTBEeHHUK HH(DOPMALIUK UMEET MPABO YCTAHABIUBATD
peXUM J0cTyna K nHGOpMaIMK U MpaBuUiia ee 3aluThl. PesxuM qoctyna
WHOPMALIMOHHBIM  pecypcaM  Ompefensercs TeMm, 4To  uHbopManus
MO/IPA3/IEAETCA Ha KATETOPUH OTKPBITOIO U OTPAHUYEHHOT0 I0CTYMa, IPU ITOM
uH(pOopMaIUs OTPAaHUYEHHOTO JOCTYIa B COOTBETCTBUU C YCIOBUSIMHU €€ ITPaBOBOTO
pEeXHUMa MOKET OBITh CEKPETHOM MU KOH(PHUICHIIUATHHOH.

[Tpunsteiii 'ocynapctBennoit Jlymoit 5 utonst 1996 rona @edepanvrwiii

3axoHn « Q6 yuacmuu 6 MeHcoyHapoOHOM UHGPOPMAYUOHHOM OOMeHeH
yCTaHaBIMBAET MOPAIOK 0OMEHA MEX]y rOCY1apCTBAMHU KOH(PHUACHIIMAIBHON U
MaccoBol nHpopmMmanueil. B coorBercTBuu ¢ 3TM 3aKOHOM OpPIaHbl

roCyJIapCTBEHHOM BJIaCTH 00SI3aHbI:

- CO3IaBaTh YCJIOBUSA LJIS 0O6eCIeUueHUs,
CBOEBPEMEHHOI'O ¥ IOCTATOUHOI'O IIOIOJIHEHU S
rOCYZapCTBEHHEIX MHOOPMAIIMOHHEIX PECYPCOB Poccurckon
demepalliy MHOCTPAHHBIMU HHOOPMAIIMOHHBIMU IIPDOAYKTaAMU
U yCcJyramu:

- COZENCTBOBATh BHEIPEHUIO COBPEMEHHEIX
VHOOPMAIIMOHHEIX TEXHOJIOTUH IJIS YUAaCTHUSA B

MeXIZYHapOoLHOM HHPODMAIIMIOHHOM O6MEHe:

- o0ecrieunBaTh 3alUIUTY TOCY1apCTBEHHBIX ] MH(POPMAIIMOHHBIX
pecypcoB U cobJII0ICHUE TTPAaBOBOIO peKuMa HH(OpMaIIUH;

- CTHUMYJINDOBATH PaClIUPEHNE B3aUMOBEIIOLHOI'O
MEXAYHapOLHOI'O MHAOPMAIIMOHHOI'O O6MEHAa
IOKYMEHTHUDPOBaAHHOU HHOpMaIuen:

- CO3maBaTh YCJIOBUSA LJIA 3AQIIUTE OT HEKAUECTBEHHOH
U HEeLOCTOBEDPHOM MHOCTPAHHOM MHOOPMAIUU,
HEeZOO6pPOCOBECTHOM KOHKYPEHIIMN CO CTOPOHEL @U3UUECKUX U
IOPUANUECKUX JIUIl UHOCTPAHHBIX 'OCYZAPCTB B

HHpopMaIlMoOHHOHU cdhepe:



- CIIOCO6CTBOBATHh PA3BUTHIO TOBAPHEBIX

OTHOIEHUM NIPU MEXIYHADOLHOM
MHOOPMAIMMIOHHOM O6MEHe.

B cooTBercTBHU CO cTaThell 8 yKa3aHHOTO 3aKOHA BBE/ICHBI OTPAaHUYEHUS Ha
nepememienne u3 Poccuiickon denepanyu  JOKyMEHTAJIbHOU

nHpopmaruu,



OTHECEHHOM K TOCYJapCTBEHHOW TallHe WJIM HWHOHW KOH(MUICHIIMATLHOM

uHpopmMaIm, 00IIEPOCCUIHCKOMY HAITMOHAIBHOMY JIOCTOSTHUIO, apXUBHOMY

(GboHY U UHBIM KaTerOpusM JOKYMEHTUPOBAHHOM HH(OpMaLuU, BEIBO3 KOTOPOI
.

MOJKET OBITh OIPAHUYEH POCCUMCKUM 3aKOHOATEIbCTBOM.

3ammTa roCyAapCTBEHHBIX CEKPETOB PEMIAMEHTUPYETCS U MEXIyHApOIHBIMU
HOpMaTUBHbIMH akTamMu. Hampumep, B siHBape 1993 roga B Muncke ObUIO
noanucano Cornamenue Mmexay crpaHamu CHIT o B3aumMHOM oOecrieueHuun
COXPAaHHOCTH MEKIOCYJapCTBEHHBIX CEKPETOB, I/€ 3a(pUKCHUPOBAaHbI O0OIIHE
OPUHLMIIBL  OOECIEYeHUs]  peXUMa  CEKPETHOCTH IpPH  OCYILIECTBICHUU
HOJINTUYECKOIO,  3KOHOMHYECKOr0,  HAyYHO-TEXHMYECKOTO W BOEHHOIO
COTPYIHMYECTBA MEXIY TocyJdapcTBaMU-y4yacTHHKaMHu corjamenus. IlpaBoBas
OCHOBA 3alllUThl UH(GOPMAILIMU BKIIOYAET B C€Osl U PsAA APYTrUX 3aKOHOB, YKa30B,
MTOCTAHOBJIICHU M TMOJ3aKOHHBIX AKTOB, KOTOPbIE€ KOCBEHHO PErIAMEHTHPYIOT
IIPaBOBBIE OTHOIIEHUSI B cdepe obecrieueHrs WHOOPMAITMOHHONW O€30MacHOCTH.
[lepeuncnum 1 KpaTKO OXapaKTepu3yeM HanboJiee BaKHbIE U3 HUX.

[Tpunsteiii 27 nexadbpsa 1991 rona 3axon Poccutickou @edepayuu «O

cpedcmeax —Maccogol  uHgopmayuuy YCTAaHABIMBAeT IMpaBO Ha CBOOOJY
uH(popmanuu: B cTaThe 1 yKa3bIBaeTCs, YTO MOUCK, MOJyYE€HHE, MPOU3BOJCTBO U
pacnpocTpaHEHHE MaccOBOM HWHGOpMAlMU HE TOJUIeKaT OrpaHUYEHUsIM 3a
UCKIIFOUEHHUEM CIIy4acB, OTOBOPEHHBIX 3aKOHOJATENbCTBOM. B wyacTHOoCcTH, B
COOTBETCTBUM CO cratbeld 40 yKa3aHHOro 3akoOHa CpEACTBAM MAacCOBOU
nH(}OpMAITUU MOKET OBITh OTKA3aHO B MOJIYYCHHH 3alpaninBaeMoi nHpopmaiuu B
cilly4yae, €ClIM OHa COJIEP)KUT CBEIEHUS, COCTABJISIONIME TOCYJapCTBEHHYIO,
KOMMEPYECKYIO WU MHYIO CIEUAIBHO OXPAHSIEMYIO TaliHY.

Crathst 41 3akoHa OTrpaHMYMBAET IpaBa CPEJICTB MaccoBOW HHGpOpMaIMU Ha
pacnpocTpaHeHHe KOH(PHUACHUMATbHOW WHGOPMALMU: peNaklius He BIpPaBe
pasriamarb B PacHpoOCTPaHSEMbIX COOOIICHHMSX M MaTepuanax CBEICHHS,
NPEAOCTABIEHHBIE TPAXKIAHUHOM C YCIIOBUEM COXPAaHEHUS UX B TailHe. Pemakuus
o0si3aHa COXpaHATh B TallHE UCTOYHUK MH(OPMALIUY U HE B MPaBe HA3bIBATH JIMIIO,

MpeAOoCTaBUBIICC CBCACHUA C YCIOBUEM HECPA3IIIAICHHA €TI0 UMCHHU, 34



HCKIIIOYCHHUEM Cllydasa, Korga COOTBETCTBYIOIICEC TpC6OBaHI/I€ IMMOCTYIIMJIO OT Cya B

CBA3U C HAXOOAMHUMCA B €T0 ITIPOU3BOACTBC ACJIOM.

B cratee 4 3akoHa TOBOPHUTCS O HEIOMYCTHUMOCTH HCIIOJIb30BAaHUS CPEJICTB
MaccoBO# MH(pOpPMAITUX B LESX COBEPIICHUS YTOJIOBHO HAKA3YEMBbIX JCSHUH, IS
pasrIialieHus CBeIEHU, COCTABIISIIONINX TOCYIAPCTBEHHYIO UJIM UHYIO CIIEIIUATIBLHO
OXpaHsSEMYIO 3aKOHOM TaiHY, IS MPU3bIBA K 3aXBaTy BJIACTH, HACHJIBCTBEHHOMY
U3MEHEHHUIO KOHCTUTYIIMOHHOTO CTPOSl U IEJIOCTHOCTH TOCYAAapCTBA, Pa3KUTaHUs
HaIMOHAITBHOM, KJIACCOBOM, COITMAIBHON, PETMTHO3HONH HETEPIUMOCTH WIJIA PO3HH,
JUTsI TIpOTIaraHAbl BOWHBI. B CBS3M C OMAaCHOCTBIO HCIIONB30BAHUS METOIUK
HelponuHrBucTUdeckoit ncuxonoruu (HJIIT), Takux kak

«ddekt 25 kanpay, 3aKoH 3ampelnaeT UCIOIb30BaHUE B TEJe-, BUACO-, a TAKKE
KHHOXPOHUKAIBHBIX  TPOrpaMMax  CKPBITBIX  BCTABOK,  BO3CHCTBYIOIIUX
UCKJTIOUMTEIIFHO Ha MOJICO3HAHUE JIIOCH.

OenepanbHble 3aKOHBI «(06 opeanax @edepanvHoli Ccayicovl be30nacHocmu
Poccuiickoii @eoepayuuy ot 10 anpenst 1995 r. u «O suewneti pazsedxe» ot 10
saBaps 1996 1. mmeroT MHOrO 0O0mero B 4YacTH, Kacalolieucs H0ObIBaHMS,
00pabOTKM M UCIOJIb30BAaHUSI pPA3BEIbIBATENbHOW WH(MOpPMAIMK, a Takke B
BOIIPOCAX 3aLIUATHI TOCYAAPCTBEHHOW TANHBI.

B cratee 20 3akona «O0 opranHax d¢eaepanbHOi Cay>KObl 0e30macHOCTU
Poccuiickoii @eaepaunn» ykazaHo, UTO XpaHEHUE B MH(OPMALIMOHHBIX CHCTEMAaX
CBeJIEeHNH 0 (M3MYECKUX M IOPUAMYECKUX JIUIAX HE SIBISETCS OCHOBAHUEM JIJIS
MIPUHSTUS MEP, OTPAHUYMBAIONTUX TTpaBa dTUX JIKIl. B COOTBETCTBUM CO CTaThel 6
yKa3aHHOTO 3aKOHa IMOJTyYeHHBIC B MTPoIiecce AeATeIbHOCTH opraHoB DeneparbHON
cyx0b1 OezonacHoctu (PCB) Poccuiickoit denepanuu CBEIEHUS O YaCTHON
KU3HM, 3aTparvBarolIie YeCTh M JOCTOMHCTBO TpaKIAaHWHA WIN CIIOCOOHBIC
MOBPEINTH €T0 3aKOHHBIM MHTEpEcaM, He MOTYT cooOmaTecs opranamu @Ch komy
ObI TO HU OBLIIO O€3 JOOPOBOJILHOTO COTIIACHS ATOTO TPAKIAHUHA, 3a HCKITIOUECHUEM

Cly4aeB, IPeyCMOTPEHHBIX (eepaTbHbIMU 3aKOHAMHU.



3akoH «O BHEIIHEN pa3BEIKe» 3alpeliacT NPUMEHEHUE OpraHaMy BHEILIHEH
pa3BEIKH METONOB M CPEACTB PA3BEABIBATEIBLHON JIESITEIBHOCTH B OTHOILICHUU
rpaxaan  Poccum Ha Tepputopun  Poccuiickon @enepauuun. Hapsany ¢
nestenbHocThi0  ComyxObl  BHemHed pas3Begku (CBP), 3ToT 3akoH Takke
periaMeHTUPYET AeATeNbHOCTh oApa3iesieHnil u yacteil paguopassenku OAIICH,
KOTOpbIE BEAYT pa3BeAbIBATEIbHYIO JEATEIbHOCTh B cdepe MmUu@poOBaHHOMH,
3aCEKPEYEHHON U UHBIX BUJIOB CIICHIMATBLHON CBSI3H.

[Mpunsteiit 27 mast 1996 r. @eodepanvhuviii 3axon «O 2ocyoapcmeeHHOU OXpaney
00s13p1BaeT opranbl OenepanbHol ciryx0b1 oxpansl (PCO) Poccutickoit Denepanuu
OCYIIECTBIISITh CIEAYIOLIME BUABI NEATEIbHOCTH:

- OPr'aHHU30BHEIBATh W INIPOBOAZHMTH B INIOpegeJiaX CBOHX
IIOJIHOMOUUM MEPOIIPDUATHUA II0 Pa3BHUTHUIO u
COBEPIMIEHCTBOBAHHKIO CHUCTEMBI ].'Ipe3I/I,T.I;eHTCK0171 CB4A3H,
0o6eCIIeueHUIo ee HaIZeXHOCTH, UHbOOPMAIIMOHHOM
6e30IaCHOCTU U OII€EPATHMBHOCTHM IIPDH INIIPEAOCTABJIEHHNH
06 BbEKTAaM I'oCYZapCTBEHHOU OXPAaHEI

- IPOU3BOAUTE MUPPOBAJIBHEIE PAG6OTEI:

- OPr'aHH30BHIBATh ¥ HOPOBOZUTHL HA OXPAaHAEMBEBIX
O6'bEKTaXx, a TaKXe B MeCcTaX IOCTOSHHOI'O U BPEMEHHOI'O
npe6bIBaHUA 06 BEKTOB r'OCYZapCTBEHHOH OXPaHHI
OIIepaTHUBHO—TEeXHUUECKUHN KOHTPOJb;

- OCYIIECTBJISATHE BO B3aUMOZENCTBUU C demepalibHEIMU
opraHaMly IPaBUTEJIbBCTBEHHOM CBA3M U MHPOPMAIIUU MEDEHI IO
IPOTUBOLENCTBHUIO yTeukKe HHOoOpMaAIMM IO TEeXHHUECKUM
KaHaJaM.

Opranbl BHYTPEHHHX €1 B COOTBETCTBUM C 3akoHom PCDCP «O munuyuuy,
npusThIM 18 ampens 1991 r., uMEIOT MIMpPOKKE MOJHOMOYUS [0 TPOBEACHHIO PadOT
B uH(pOpMaluMOHHON cdepe. B yacTHOCTH, MuUIMIMSA 00s3aHA «IIPUHUMATh U
PErUCTPUPOBATH 3asIBICHUS, COOOIICHHS] M MHYIO MOCTYMAOIIYI0 UHPOPMALIUIO O

MMPCCTYINICHUAX, AIMHUHUCTPATUBHBIX IMPaBOHAPYIICHUAX " CO6BITI/I$IX,



YTPOKAIOIIUX JTUYHOM MK 0011ecTBeHHOM Oe3onacHocT» (1.3, cT.10).
B cootBercTBUU CcO cT. 11 MUITUIIMHN TPEAOCTABICHO MPABO «IOIYy4aTh OT FPaXKIaH
M IOJDKHOCTHBIX JIMII HE0OXOAUMbIE OOBSCHEHUS, CBE/ICHNUS, CIIPABKH, JIOKYMEHTHI

1 KoM K HUM» (11.4). Kpome Toro, pazpeniaercs «poBOAUTH PETUCTPALIHIO,



doTorpadgupoBanue, 3ByK03aruch, KHHO- U BUJIEOCHEMKY, TAKTUIIOCKOITUPOBAHUE
JIUL, 3aKJIFOYEHHBIX M0J] CTPAXKY, 3a1€PKAHHBIX 10 MOJO3PEHUIO B COBEPILIEHUHN
NPECTYIJICHUHN WIH 3aHSATUU OpOASKHUYECTBOM, OOBUHSIEMBIX B COBEPIICHUHU
YMBIIIJIEHHBIX MPECTYIJIEHUI, IOIBEPrHYTHIX aIMUHUCTPATUBHOMY apecTy, a
TaKKe JIML, TI0JI03PEBAEMBIX B COBEPILIEHUN aJMUHUCTPATUBHOTO
IpaBOHAPYIICHHS MPU HEBO3MOKHOCTH YCTAHOBJIEHUS UX JIUYHOCTH...» (11.15).
NudopmanmoHHbie HEHTPBI U SKCIEPTHO-KPUMUHATUCTUIECKUE

MO/Ipa3/IeNICHUs] BO B3aMMOJIEUCTBUH C JPYTUMU NOIPA3IETICHUSIMUA OPTraHOB
BHYTPEHHUX JI€JI U CIIy’)KOaMU MHBIX PABOOXPAHUTENBHBIX OPTraHOB (B TOM

quClie ¥ 3apyOEKHBIX) BBITOJIHAIOT (PyHKUNU (POPMUPOBAHUS U BEACHHUS
001IerocyAapCTBEHHBIX CIPABOYHO-MH(POPMALIMOHHBIX (POHIOB (11.15).
llonosxcenue o Munucmepcmee enympennux Oden Poccuiickou @edepayuu,
ymeepacoennoe Yrkazom [Ipezudenma Poccutickoii @edepayuu om 18 urona 1996 e.
Ne 1039, ycranaBnuBaeT nnpaBo MB/] Ha opMupoBaHue, BeJIcHUE U UCTIOIb30BAHUE
(denepaqbHbIX ~ Yy4eTOB, OaHKOB  OINEPAaTUBHO-COPABOYHON,  PO3BICKHOM,
KPUMHUHAITUCTHYECKOM, CTATUCTUYECKOM W MHOW HWH(OpMAIMH, OCYIIECTBICHUE
CIPaBOYHO-MH(OPMALIMOHHOTO  OOCIY)XKMBaHHUS OPraHOB BHYTPEHHUX eI,
BHYTPEHHMX BOWMCK M HHBIX 3aMHTEPECOBAHHBIX T'OCYAAPCTBEHHBIX OPraHOB,
OpraHU3allMI0 TOCYJAPCTBEHHOM CTaTUCTUKA W CTaTUCTUKA B  CHUCTEME
MunucrepcTBa.

I'pascoanckuui kooexc Poccutickou @edepayuu paccMaTpuBaeT HHGOPMALIUIO B
KauyecTBE 00BbEKTa IPaKJaHCKOTO MpaBa Hapsy C MHTEIICKTYalbHOM
COOCTBEHHOCTHIO M UMYLIIECTBOM (CT.128). B HeM Takke aercs onpeieeHue
nH(}OpMAIH, COCTABIIAIONICH CITy>)keOHYI0 U KOMMepUecKyto TaiiHy. B cT. 139 'K
U3JI0’KEHA CYTh 0COOBIX (hOpMaIbHOCTEN, KOTOPBIE MO3BOJIAIOT IPUMEHSTh KaKHe-
100 CaHKIIMHU K HAPYLIUTEISIM KOH(PUIESHIMATbHOCTH HH(POpMaLUK:

- BO-TIEPBBIX, 3Ta KOHPUAEHIIMAIbHAs HH(OpMAIIUS T0HKHA UMETh
JNEUCTBUTEIBHYIO WIH MOTEHINAIbHYI0 KOMMEPYECKYIO IEHHOCTh U OHA HE

MOJKET OBITh M3BECTHA TPETbUM JIMLaM;



- BO-BTOPBIX, YUPEKIEHUE, BIajeronee KOoH(GUIESHIIMAILHOU HHPOopMaLue, Ha
3aKOHHBIX OCHOBaHHSIX TPUHUMAJIO ONPEACICHHBIE MEPHI I NCKITFOUEHHUS
CBOOOJIHOTO J0CTYyTAa K ATOM MH(POpMAIIMU U OXpaHe ee KOHPUACHIIMAIbHOCTH;

- B-TPEThUX, BCE  COTPYAHUKHU, 3HAKOMBIE C STUMU CBEIACHUSMU, ObLITU
opUIIMaTBHO MPEAYIPEKACHBI 00 UX KOH(UICHIIUATEHOCTH.

[Tpunsteiii 24 mast 1996 r. YronoHsliil kojekc Poccutickoit @enepanuu
3aKpeIUIsieT MPUHIUITHAIBHO HOBBIE JIJI1 OTEYECTBEHHOTO 3aKOHOAATEIbCTBA
MOJIXOJIbI K HEKOTOPHIM MTpo0JIeMaM yroJIOBHOTO MpaBa. B wactHocTH, I1aBa 28
«IIpectymienus B chepe KOMIBIOTEPHON MHGOPMAIIHI OTPEIEISICT, KaKKhe
00111eCTBEHHO-OMIaCHBIE AesHUS B c(hepe UCIOIB30BaHUS KOMIIBIOTEPHOM
uH(bOpMAaIH SBISIOTCS MPECTYMHBIMU. Tak, B COOTBETCTBUU cO cTaThbei 272 YK
P® ycranaBnuBaeTcs yrojoBHas OTBETCTBEHHOCTD 3a «HEMPABOMEPHBIN JOCTYII
K OXpaHseMOi 3aKOHOM KOMIBIOTEpHOU HHGOPMAIIMU, TO €CTh HH(POpMALIKN Ha
MaITMHHOM HOCHUTEJIE, B 3JIEKTPOHHO-BBIYUCIUTENbHON MalnHe (DBM), B
cucremMe DBM uinm ux ceTu, €ciaum 3T0 AEIHUE MTOBIICKIO YHUUYTOKEHHUE,
6s10kMpoBaHue, MoaupUKaIKIo MO0 KoMMpoBaHue HH(OpMAIIMU, HApyIIICHUE
pabotel OBM, cucrembl OBM mmn ux cetn». Cratbs 273 YK PO Bnepssie B
OTE€YECTBEHHOM 3aKOHOJATEJIbCTBE YCTAHABIMBAET YTOJIOBHYIO OTBETCTBEHHOCTD
3a CO3/IaHuEe, UCIIOJIb30BAHUE U PACTIPOCTPAHEHHUE BPEIOHOCHBIX ITPOrPaMM IS
OBM unu «BHECEHHE U3MEHEHUH B CYIIECTBYIOIIME MPOTPAMMBI, 3aBEOMO
MPUBO/ISIINX K HECAHKITMOHUPOBAHHOMY YHUUYTOXKEHUIO, OJIOKUPOBAHHMIO,
MoauUKAIMK JTMOO KOMMPOBAHUIO HHPOPMAIIUU, HAPYIIIEHUIO paboTel OBM,
cucteMbl DBM wnm ux cetn». B cootBercTBUM cO cTatheit 274 YK PO k uncny
YTOJIOBHBIX IIPECTYIUICHUM TEIEPh OTHOCUTCS U HAPYLICHUE TTPABUII
skcrryatauuu 9BM, cuctembl 9BM win uX CEeTH JTULIOM, UMEIOIUM K HUM
JOCTYTI, TIOBJICKIIIEE YHUUYTOKEHHUE, OJIOKUPOBAHUE WIIH MOAU(PUKAIUIO
OXpaHseMO# 3aKOHOM WH(OpPMAITUH.

K paspsany npectyrieHuil npoTUB KOHCTUTYILIMOHHBIX MPaB U CBOOOI YEIOBEKa U
rpakJaHUHA, HOCSIIMX UH(GOPMAIIMOHHBIN XapakTep, B YTOJIOBHOM

KOJIEKCE OTHECEHBI CIICAYIOIINE JACTHUS:



- HapylleHNe HEIPUMKOCHOBEHHOCTH UaCTHOHW XHU3HHU, TO
eCThb «He3aKOHHOe CO6HupaHMe UJIH DAaCIPOCTPaHEeHUe
CBEeIEeHUNU O UaCTHOU XU3HU JINIla, COCTABJISIOIUX €r'0
JIMUHYIO UJIM CEMENHYIO TalHYy, 6€3 ero corJjiacus Ju6o
PacCIpOCTpPaHEHNEe DTUX CBEIEHUM B NY6JINUHOM
BBICTYIIJIEHUHY, NYOJIUUHO LEMOHCTPUPYIOIEMCH
IPOU3BELEeHUN UJU CPeICTBAaX MaCCOBOM MHGOPMAIIUM, €CJIHU
BTH JeAHNA COBEPIEHbI M3 KOPBICTHBRIX UJIM UHOM JIMUHOM
3aUHTEePECOBAHHOCTH ¥ IPUUNHUJIY Bpes IpaBaM U
3aKOHHBEIM MHTepecaM rpaxzal» (crarna 137 YK):

- HapylleHNe Ta¥HBI Hepenucku, TeJedOoHHBIX
IIePEeroBOPOB, MOUTOBAIX, TeJerpadHbIX ¥ UHBIX COOOIEHUN
(crarhsa 138 YK), oTKa3 B IPeAOCTABJIEHUU 'PAXLAHUHY
uHbODPMAIINH, TO ECTh «HEIIPDABOMEDHBIM 0TKAa3 NOJIXHOCTHOI'O
JIMIIa B IPEeLOCTAaBJIEHNYN CO6PAHHBIX B YCTAHOBJIEHHOM
IMOPAJLKe IOKYMEHTOB M MaTepHaJiOB, HEIIOCPELCTBEHHO
3aTparuBalIliX IpaBa U CBO60LEI 'PaXIaHUHA, JIU60
IIpeZoCTaBJIeHNE 'PaXTaHUHY HEIIOJIHOM HUJIU 3aBEeLOMO
JIOXHOM MHbODPMAIIMH, €CJIU DTU JeAHUS IPDUUNHUJIIU Bpes
IpaBaM M 3aKOHHBEIM MHTepecaM rpaxzaHn» (crarsdg 140 YK);
- BOCIIPENSATCTBOBAHNE 3aKOHHOH

npodecCHoHAJNbHOM LeATEeJIbHOCTH XYPHAJUCTOB IIYTEM
NIPUHYXIEHUSA UX K PACOPOCTPAHEHUIO JIM60 K 0OTKa3y OT
pacopocTpaHeHuda uH@opManuu (crarea 144 YK);

- HapylleHVe aBTOPCKUX U CMeXHEIX npaB (cTaTrea 146
YK);

- HapYIIeHNEe U306peTaTeJIbCKUX U IaTEHTHEIX IIpaB

(crarpsa 147 YK). Cpenu OpecTYIJIEHUM IPOTUB OCHOB



KOHCTHUTYIIMOHHOT'O CTPOA U 6€30IaCHOCTH I'OCYZapCcTBa
CJIeLYeT BHIEJHUTh TakKue «<MHOOPMAIMOHHEIE»
IIPOTHBOIPABHEIE LeAHNA, KaK roCyZapCTBEeHHAd U3MeHa
(crarea 275), mouoHax (cTraThka 276 YK), pa3riameHue
rOCYZapCTBEHHOM TaMHE (cTaThda 283 YK) u yTpara
IOKYMEHTOB, COLeDpPXalliX 'OCYLapCTBEHHYIO TaMHY
(craTpsa 284 YK).

IpakTnuyeckoe 3ansaTue Ne2: IIpaBoBasi 0cHOBa HH()OPMALMOHHOM
0e3omacHOCTH

[Tpu MOBEJCHUU 3aHATUS HEOOXOIUMO PACCMOTPETh  CIIEIYIOIIUe



eonpocel:
TpeOoBaHusg K 3aKOHOAATENBCTBY B 00JacTH HH(POPMAIMOHHON O€30MacHOCTH.
[IpaBoBass ocHoBa oOecreueHus wuHPpOpMaAIMOHHOW Oe3omacHocti B Poccum.
KoHctutymust u 3akoHojmarenbHble akThl Poccuiickoit ®Dexpepanuud o 3aliure
uHopmaruu.  PermameHTHpoBaHME  BOMPOCOB  3alUThl  WH(MOpMAIUKU B
BEJIOMCTBCHHBIX HOPMATUBHBIX akTaX. OTBETCTBEHHOCTh 3a HapYIICHUE
TpeOOBaHUM 3aITUTHI HHGOPMAIIUH.

Pexomenodyeman numepamypa:
1. ®datesaHoB, A.A. IIpaBoBOoe obOecreueHre 0e30MacHOCTH MH(OpMaIU B
Poccuiickoit @enepanuu: yueb. nocobdue ais By30B / A.A. @atbsinoB. M.: FOpucts,
2001. - 412 c.
2. MensnukoB, B.II. HWHdopmanmonnas 0e30macHOCTb M 3alllUTa
uHpopmaruu: y4ued. mocodue mis By30oB / B.II. MenbuukoB, C.A. KieiimeHoBa,
A.M. Ilerpakos. - M.: Akanemus, 2007. - 336 c.
3. CupITHHKOB, A.A. OOecnieueHre u 3amniura rnpasa Ha nHpopMarmio / A.A.
CubiTHHKOB. - M.: 'opoaen-usaar, 2001. - 344 c.
4, [Tapteika, T.JI. Uudopmanmonnas 6e3omacHocTh: yued. mocodbue / T.JI.
[TapTeika, M.W. [Tomnos. - M.: ®opym-Uudpa- M, 2004 - 368 c.
S. Apoukun, B.1. Undopmanmonnas 6e3onacHocTs: yued. 111 By30B / B..
Apoukun. -M.: Tpuxkca: Axaxg.mmpoext, 2005.-544 c.
6. Pactopryes C.I1. OcHoBbI nH()OPMAIIMOHHOM 0€30MaCHOCTH: y4e0.

nocobue ais By3oB / C.I1. Pactopryes. - M.: Akagemus, 2007. - 192 c.

Pa3znea 2. [IpyHIMIIBI, METOABI U CPEACTBA 3AIUTHI HHPOPpMaIUU
Tema 2.1. UcToYHUKH yrpo3 3amuiiaeMoii uHGoOpManmnu.

[1nan
1. Knaccuduxanus u coaepxkanrie BO3MOKHBIX YyTpo3 HHGOPMAIIUH.
2. [TpyuuHBI ¥ yCTIOBHS YTEUKH 3aIIUIAEMON HH(OPMAIUH.

3. Crioco0bl HE3aKOHHOTO TTOTYYEHHUS 3allrIaeMoid HH(POpMaITUH.



BepHeMmcst K paccMOTpEHHOMY BBIIIIE MTOHIATHIO «MH(OPMAIITMOHHON 0€30MaCHOCTHY,
KOTOPOE ONPENEIAIOCh KaK «COCTOSTHUE 3AIIUIIEHHOCTH NOTPEOHOCTEN JINYHOCTH,
oOlecTBa M rocygapcrsa B MH(MOpMAIUU, MPU KOTOPOM OOECIIEUMBAIOTCA UX
CYIIECTBOBAHUE U MPOTPECCUBHOE PA3BUTHE HE3ABUCUMO OT HAJIMYMS BHYTPEHHUX
Y BHEIIHHUX yrpo3». Mcxons U3 coaepKaHusi 3TOTO MOHATHUS, MOXKHO ONPEACIUTh,
YTO yrpo3a 3amuiaeMod HHPOpMAUUM — 3TO BO3MOKHOE BO3JACHCTBHE
aectaduam3upyromux (GakTopoB Ha cocTosiHMe HWHGOPMHUPOBAHHOCTH,
NOABEpPramwilee ONACHOCTH KU3HEHHO BasKHbI¢ HHTEPeChl JINYHOCTH, 0011eCTBA
U rocyaapcrsa. [lox yrpo3oit uadopmaimu B cuctemax ee o0padoTKH MOHUMAETCS
BO3MO>KHOCTh BO3SHUKHOBEHHUS HA KAKOM- JIMOO 3Tare KU3HEACSITEIbHOCTH CUCTEMBI
TaKOTO SIBJICHUS WJIM COOBITUS, CIIEJICTBUEM KOTOPOTO MOTYT OBITh HEXKeJlaTeIbHbIC
BO3/IeiiCTBUS HA MH(OPMAILIHIO.

B Hacrosiee BpemMsi U3BECTHO MHOKECTBO PA3JIMYHBIX 61008 y2po3 NHHOpMAIIIH,

OCHOBHBIMH U3 KOTOPBIX SIBIISIFOTCS YTPO3bI, KOTOPHIE MOTYT MOBJICYh HAPYIIICHUS:
- (du3nIecKoil 1eT0CTHOCTH (YHUUTOXKEHHE, Pa3pyIICHUE HIEMEHTOB);
- JIOTUYECKOM TIEJIOCTHOCTH (pa3pylIeHHE JJIOTUYECKHUX CBSI3EH);
- coJiep>kaHusi (M3MeHeHUe 0JIOKOB MH(OPMAIIUY, BHEIITHEE HABSI3bIBAHUE
JI0’KHOHM MH(pOPMAITIH);
- KOHQUACHIMATBFHOCTA  (pa3pylIeHHe 3alluThl, yMEHbBIICHUE
CTEIEHHU 3alTUIIIEHHOCTH HHPOpMAIIIK);
- npaB  COOCTBEHHOCTHM Ha  HWHGOpMaIUIO
(HeCaHKIIMOHUPOBAHHOE KOMMPOBAHUE, UCTIOIH30BAHHE).
Jliist cuctem 00paboTKK MH(pOpMaMK HauboJiee OMACHBIMU SIBJISIFOTCS CJIEIYIOLIUE

yIPO3BI:

NMOABCPKCHHOCTD (1)I/I3I/III€CKOMY HCKAXKCHUIO UJIW YHUYTOXKCHUIO,
- BO3MOXXHOCTB HGC&HKHHOHHpOBaHHOﬁ MOI[I/I(l)I/IKaLII/II/I JaHHBIX
- OIMaCHOCTb HCCAHKITMOHHWPOBAHHOTI'O ITOJTYYCHUS I/IH(l)OpMaLII/II/I JIMnamMu,

HE UMEIOITUMHU O(DUITMATBLHOTO JOMYyCKa K HEH.



Ilo xapaxmepy npoucxodxcoenus yrpo3bl 0€30MacHOCTH HH(DOPMaLIUK B
COBPEMEHHBIX CHCTEMax €€ 00pabOTKU OMPEACNAIOTCS YMBIIUICHHBIMH
(npemHaMepeHHbIe YIPO3bl) U €CTECTBEHHBIMU (HEMPEIHAMEPEHHBIE YTPO3bI)
pa3pyLIaoNIMMH U UCKAXAIOIIUMH BO3ICHCTBUSIMU BHEIIHEN CPEIBI,
HAJEKHOCTHIO (YHKIITMOHUPOBAHUS CpeicTB 00paboTKK MHPOpPMAIIUH, a TAKKE
peIHaMEPEHHBIM KOPBICTHBIM BO3JCHCTBUEM HECAHKIIMOHUPOBAHHBIX
M0JIb30BATENEH, 1IEIbI0 KOTOPBIX SIBISETCS XHUILEHUE, YHUUTOXKECHUE, pa3pyIlICHNUE,
HECaHKIIUOHUPOBaHHAs MOAM(PUKAIUS U UCIIOJIb30BaHUE 00pabaThIBacMON
uHpopmaruu. [Ipu 3ToM NoJ yMBITUIEHHBIMU (TTPEIHAMEPEHHBIMU) YTPO3aMu
MOHUMAIOTCSI TAKHE YTPO3bI, KOTOPHIE 00YCIOBIUBAOTCS 3JI0YMBIIIICHHBIMH
nevictBusiMu Jrojied. CirydyaliHBIMU (€CTECTBEHHBIMH) SIBJISIFOTCS YTPO3bI, HE
3aBUCSIIIUE OT JIOJICH.

Hcmounukamu yepo3 3amuiiaeMoi nHGpopMaIuu sBIsOTCS:

- JOAM;

- TEXHUYECKUE YCTPOMCTBA;

- MOJIETIH, aJITOPUTMBI, TPOTPAMMBEI;

- TEXHOJIOTUYECKHUE CXEMbI 00pa0OTKY;

- BHEIIHSIS cpejia.

Cy1iecTBYyIOT ClIEIYIOIINE OCHOBHBIE NPUUUHbL 6O3HUKHOBEHUS Y2PO3
uHgopmayuu:

- KOJIMYECTBEHHAs] HEAOCTAaTOYHOCTh — (hU3MUEcKass HeXBaTKa CPEICTB
00paboTKN MH(POpPMALIMHY, BbI3bIBAIOIIAS HAPYLIEHUSI TEXHOJIOTHYECKOTO Mpolecca
00paboTKH;

- KayeCTBEHHas: HEJOCTaTOYHOCTh — HECOBEPUICHCTBO KOHCTPYKLHUHU
(opraHuzaiuu) 53JIeMEHTOB HWH(OPMAIIUOHHOW CHUCTEMBbI, B CHJIy 4YE€TO MOXKET
BO3HUKHYTh BO3MOXHOCTb CIIy4alHOTO WJIM MpPEeIHAMEPEHHOIO HETaTUBHOTO
BO3JICHCTBUS Ha 00pabaThIBAEMYIO WJIM XPaHUMYIO HH(OpMaIIHIO;

- JeSATEIbHOCTh Pa3BEbIBATEIbHBIX OPraHOB WHOCTPAHHBIX TOCYJApCTB —

CIICOUAJIBHO OpraHrusyeMas JACATCIbHOCTb IOCYAapCTBCHHBIX OPraHOB PAa3BC/AKH,



npo(heCCUOHATILHO OPUEHTUPOBAHHBIX Ha JOOBIBaHHE HEOOXOAMMOMN MH(pOpManuu
BCEMHU JIOCTYITHBIMH CPEICTBAMHU U METOJAMU;

- MPOMBINIJICHHBIN IIMTUOHAX — HETJIaCHAs ACSITEIbHOCTh OTE€UECTBEHHBIX

U 3apyOEKHBIX MpeanpusaThii (pupm), HapaBlIEHHAs Ha MOJTY4YEHHE HE3aKOHHBIM
nyTeM KOH(MUIECHIMAIbHON HH(POPMAIMH, HCIOIb3YeMOM ISl JTOCTHKEHUS
MPOMBIIIJICHHBIX, KOMMEPUECKUX, MOTUTUYECKUX WU MOAPBIBHBIX IIENICH;

- 3JIOYMBIIIJIEHHBIE ~ JEWCTBUSL  YTOJOBHBIX  AJIEMEHTOB —  XUIIEHUE
UHpOpMaIUHU, CPEACTB €€ OOpabOTKM WM KOMIBIOTEPHBIX MPOrpaMM B LENSIX
Ha)KMBBI WIN UX pa3pylLIeHHE B UHTEPECAX KOHKYPEHTOB;

- IUI0X0€ MCUX0(U3HOIOTHIECKOE COCTOSHNUE — MMOCTOSIHHOE WJIM BPEMEHHOE
TUCKOM(POPTHOE NCUXO(PU3HOIOTHUECKOE COCTOSIHUE COTPYIHUKOB, IPUBOJSIIEE
IpU OMPEACIIEHHBIX HECTAHIAPTHBIX BHEIIHUX BO3JICHCTBUSAX K YBEIUYCHHUIO
omubOK U cO0eB B O0OCIYyXHMBAaHWM CHUCTEM OOpabOTKM HH(POPMALUUA WU
HEIMOCPEICTBEHHO K pa3rialleHni0 KOH(UIEHINaIbHON HHPOpMaLINH;

- HEJOCTaTOYHasl KayeCTBEHHAs IIOATOTOBKA COTPYAHMKOB — YpPOBEHBb
TEOPETUUECKON U MPAKTUYECKOM MOJArOTOBKH MEPCOHANA K BBIIOJHEHUIO 3a/1a4 MO0
3amuTe WHQOpPMAIMK, HEJOCTATOYHAs CTEMEeHb KOTOPOTO MOXKET NPUBECTH K
HapyILICHHUIO Mpoliecca GyHKIIMOHUPOBAHUS CUCTEMBI 3alIUThl MH(OPMaLUK.

B mpouiecce aesTensHOCTH IPEANPUSITUAS WM OpraHU3alliy 3aluiaeMas
UHpOpMAaIUS MOXKET 10 PAa3INYHBIM IPUYUHAM BBIWTH U3 BJa/IeHUs CYyOBEKTOB,
KOTOpBIC SIBISIOTCS €€ COOCTBEHHUKAMH, T KOTOPHIM OHA Oblila TOBEpEHa WIIH
cTajia U3BECTHOM Mo ciayx0e mnu padore. [Ipu 3Tom 3amuniaemas napopmanus
BBIXOJIUT 32 MpeJIeibl YCTAaHOBIECHHOM chpeprl 0OpalieHus, OXpaHsieMon
CHEeIMAbHBIMHA PEKUMHBIMU MEPaMU, B YTPAuMBAETCs] KOHTPOJIh 3a €€
pacnpocTpaHEHHEM — IIPOUCXOANUT yTeuka HH(POpMaLUK.

YTeuka 3ammniaeMoil MHQPOPMAIMU — 3TO HECAHKIMOHUPOBAHHOE pa3IJIallEHUE,

BBIXOJ €€ 3a MpeAesibl Kpyra JIMil, KOTOPhIM 3Ta uMH(popmaius Oblia J10BEepeHa.

WNHbIMu cioBamu, yTedka 3amuiiaeMo nHpopMaIum — 3TO HEIPaBOMEPHOE



3aBJIaACHUEC COIICPHUKOM ATOM I/IH(i)OpMaHI/ICﬁ N TIIOJY4YCHHUC TEM CaMbIM

BO3MOKHOCTH €€ UCIIOJIb30BAHUA B CBOUX HHTCPCCAX.

YTeuky nndopmarmu B 001IEM TUTaHE MOXKHO pacCMaTpUBaTh Kak OECKOHTPOJIbHBIH
U HEMpPaBOMEPHBIH BBIXOA KOH(MUIACHIHAIbHON HHQOpPMAMU 3a TMpEAeIb
OpraHu3allMy WIK KpyTa JIKI, KOTOPBIM 3Ta HH(pOopMaIus Obliia 1oBepeHa. Y Teuka
uH(GOpPMaIlMK TI0 CBOEH CYIIHOCTH MpENIoJiaraeT MPOTUBOMPABHOE (TalHOE WIIH
ABHOE, OCO3HaHHOE€ WM  CIIy4ailHOE) OBJIaJiecHue  KOH(UIEHIIMAIHLHOU
uH(popmanuein, He3aBUCUMO OT TOr0, KAKUM ITyTEM OHO JIOCTUTAETCS.

Hapsiny c¢ yreukoil umHopmanuu cieayeT BBIICIUTh U Takue ONM3KUE K Hel
MOHATHUS, KaK pasMiallieHue, PacKphiTHE M PACIPOCTPAHCHHUE 3allUIIaeMOM
MH(pOpMaIH, HECAHKIIMOHUPOBAHHBIN JJOCTYTI K HEH.

Pasrnamenue  3ammniaeMod  uHQOpManmMu - 3TO  HECAHKIIMOHUPOBAHHOE

03HAKOMJICHHUE C TaKoW HH(POPMAIIMEH JINII, HE UMEIOITUX 3aKOHHOTO JIOCTYTIA K HEH,
OCYIIECTBJICHHOE JIUIIOM, KOTOPOMY 3TH CBEJEHHUS ObLIM JTOBEPEHBI WM CTaJH
M3BECTHBI 110 cityx0e. Pa3riamenrne MoXeT ObITh COBEPILIEHO CPEU CBOMX KOJIJIET,
HE UMEIONNX JOCTyIa K JJaHHOW MH(POPMAIINU, CPEIA POJACTBEHHUKOB, 3HAKOMBIX
Y WHBIX JIUII.

PackpeiTie 3ammiaemMoil mH@opMaimu - 3TO ONMyOJMKOBAHHUE €€ B CPEACTBAX

MaccoBOM HWHGOpPMAIIMK, WCIONB30BAHUE B BBICTYIUICHHSIX Ha MyOJIUYHBIX
KOH(EpPEHIUSIX WM CUMIIO3UyMaxX JIMIaMH, KOTOPBIM JTH CBEICHHUS CTalu
M3BECTHBI TI0 ciy)x0e. BeriencTBue Takux nedcTBuid 3amuinaemas nH(opmaus
CTaHOBUTCS IOCTOSITHUEM HEONPEACIEHHO IIIMPOKOTr0 KPYyra JUI U yTPAYUBAET CBOIO
CEKPETHOCTb.

PacnipocTpanenue 3anuiiaemMod MHGOPMalMU - 3TO OTKPBHITOE HCIOIb30BaHUE

CBEJICHUI OTPAaHUYEHHOTO PACIIPOCTPAHEHUS.

HeCaHKLII/IOHHDOBaHHBIﬁ J0CTyll — IIOJIYUYCHHC B O6XO)1 CHUCTCMBbI 3allUThI C

IIOMOMIBIO IMPOIPaAMMHBIX, TCXHHYCCKHX MW JAPYTHUX CPCACTB, a4 TAKKC B CHITY

CJIOKUBIIUXCS CITYYaitHBIX 00CTOSTEIHCTB JOCTYIA K 3aMUIIAEMO HHPOPMAITHH.



OpHoit U3 Hanbosee BaKHBIX MPOOJIEM 3alIUThl MHDOpPMAIMU SBISETCS 3allluTa
caMuX HOcHUTeled HH(OpMalW{, TaK KakK 3allyllaeMble CBEICHHUS HE MOTYT
CYILIECTBOBATH OTNIENBHO OT HUX. OJJHAKO HE BCE HOCUTEIU MOXKHO CIPSITaTh B ceild
WIK 3a TPOYHBIE CTEHBI, BeIb HH(POpPMALME MOTYT pacrmoJiaraTh JIIOJIU, OHa
COJICPKUTCS B PA3JIUYHOTO POJIa M3IYUYEHUSIX, KaHalaxX CBSI3U U T.1. OObIYHO K HUM
U CTPEMUTCS MOJIYYUTH JIOCTYIl CONEPHUK, MPOKIIAIbIBAs MyTH K UHTEPECYIOIEen
ero uHpopMaIuH.

Takum 06pa30M, HCTOYHMK YTCUYKH 3allMIIacMOu HHd)ODMaHI/II/I - 3TO JII000H

HOCUTEIb  CEKpPEeTHOM  MHpoOpMamuM, K  KOTOPOMY CyMel  IOJIy4YUTb
HECAaHKIIMOHUPOBAHHBIA JOCTYNl COMNEPHUK, PAaCIOJIaralonidi HEOOXOINMBIMH
3HAHUSAMHU U TEXHUYECKUMU CPEJICTBAMHU I «CHATUS, U3BJICUCHUS UH- (POPMAITUH
C HOCHUTEJIS, €€ paciIn(PpOBKY U UCTIOIB30BaHUS B CBOMX LIEJISAX B yIIepO HHTEpecaM
coOCTBEHHMKA MH(OpMAIUH.

Hawunbonee pacnpocTpaHeHHBIMU IPUYMHAMU YTEUKH UHHOOPMAIIUU SIBISFOTCS:

- HECOBEPILEHCTBO HOPMATUBHBIX aKTOB, PErJIaMEHTUPYIOLIUX
3aIUTy UHPOPMALIHH;
- HEJOCTATOYHOCTh HAIMYHBIX CUJI U CPEACTB JJIs IEPEKPHITHS KaHAJIOB
yTeUKu UH(pOpMaIIH;
- HapylleHue JHMIaMH, JOMyIIEHHbIMHM K pabore ¢
3aIMIaeMoil HpOpMalMel, yCTAaHOBIEHHBIX MPABUII €€ 3aIUTHI.
VYka3aHHbIE TPUYUHBI IPUBOJAT K yTEeUKe HH(POPMALIMU B TOM CIIydae, €CIH 3TOMY
CIIOCOOCTBYIOT COOTBETCTBYIOIIME CYOBEKTHBHBIE MM OOBEKTUBHBIE YCIOBUS. K

CV6T>6KTI/IBHBIM YCJIIOBHUAM VTCUYKH I/IHd)ODMaHI/II/I OTHOCSTCS.

- HE3HAHNC HCIIOJIHUTCIIIMU HOPMATHUBHBLIX AKTOB IIO BOIIPpOCAM 3alIWTBI

uH(popMaIuy;

ciabast BOCIUTAaTeNbHO-NIPpOUNIakTUYECKast padoTa B KOJJICKTHUBE;
- HEJIOCTaTOYHOE€ BHUMAHHE CO CTOPOHBI PYKOBOJMTENIEM K BOIpOcCaM

oOecrieueHus peKrnMa CCKPETHOCTH,

c1a0bIH KOHTPOJIb 3a COCTOAHHUEM CUCTCMbI COXPAaHCHUA CCKPCTOB,



- NPUHATHE PYKOBOAMUTEISIMU pElIeHHi 6e3 yueTa TpeOOBaHUN pexuma
CEKPETHOCTH.

K 00BEKTHBHBIM YCJIIOBHUAM YTCUYKH PIHd)ODMaHI/II/I OTHOCSTCH.

- HECOBEPIIEHCTBO  WJIM  OTCYTCTBUE€  HOPMATUBHBIX  AKTOB,
peraaMeHTUPYIOIINX MpaBuiia 3alUThl HH(POPMALMK 110 OTAEIBHBIM BOIIPOCAM;

- HECOBEPIIIEHCTBO NEPEYHS CBEICHUH, MOJIEKAIINX 3aCEKPEUNBAHUIO;
- TEKY4YECTh KaJpOB U3 PEKUMHBIX MOAPA3CICHHIA;

- HECOOTBETCTBUE IOMELIEHUN TpeOOBaHUSAM, HEOOXOAMMBIM IS
OCYULIECTBJIEHUS pabOT C CEKPETHBIMU JJOKYMEHTAMU U U3JEIHIMHU.

YKa3aHHbIE IPUYUHBI U YCIOBHSI CO3IA0T IPEAIIOCHUIKH U BO3MOKHOCTH JIIS
oOpa3oBaHMsI KaHaja yTEYKM 3amumaeMoil wuHpopmauuu. He

CICAYCT OTOXACCTBJLATDL 3TO IIOHATHUC C KAHAJIOM CBA3H, KOTOpLIﬁ

MIPEJCTaBIAECT COOOM KaHa (pusmueckyro cpeny) mnepenaydu
uH(popMauu Ot OJTHOU CUCTEMBI (IlepeaTunKa) K Apyrou
(IpUEMHHUKY).

Kanan ymeuxu 3awuwaemotni qubopmauuu - 3TO COIMAJIBHOC ABJICHUC,

OTpakarolee MPOTUBOCTOSTHUE 3alTUTHUKA (COOCTBEHHMKA) MH(GOPMAIIIH U €TO
COTIEPHUKOB. B 3aBUCHMOCTH OT HUCIOJIb3YEMbIX COTIEPHUKOM CHUJI M CPEICTB TSI
MOJly4YeHUsI HECAHKIIMOHUPOBAHHOTO JOCTyMa K HOCHUTEISAM 3alUIIaeMOi
uH(GOPMAINH Pa3INYalOT areHTYPHbIE, TEXHUYECKUE, JIeTaIbHbIC U UHBIEC KaHAJIbI
yTeUKH UH(GOpMAIIIH.

AFGHTVDHI)IC KaHaJIbl YTCYKH I/IHd)ODMaHI/II/I - 9TO HCIIOJb30BaHUC IMPOTHBHHUKOM

TalHBIX ar€HTOB JJIS MMOJIYYEHUSI HECAHKIIMIOHUPOBAHHOTO JOCTYIIA K 3alUIIAEMON
uH(popMaIuu.

TexHUYEeCKHE KaHaJbl YTCUYKH I/IHd)ODMaHI/II/I - OTO COBOKYIIHOCTb TCXHHYCCKHX

CPEICTB pa3BElKH, JEMAaCKUPYIOIIMX MPU3HAKOB OOBEKTA 3aIIUTHl U CHUTHAJIOB,
HeCcylmux uHpopMaluio 00 ITUX MPU3HAKAX.

JlerajpbHble KaHaJIbI YTCUYKH I/IH(bODMaHI/II/I - 9TO HCIIOJIB30BAHHUC COIICPHUKOM

OTKPBITBIX HUCTOYHHUKOB I/IH(i)OpMaIII/II/I, BBIBCJIbIBAHHUC 1101 6HaI‘O-BI/II[HBIM

mpeajIorom CBGI[CHI/II\/'I Yy JI1Il, KOTOPBIM OHH JOBCPCHEI 110 CJIY)K6C.



MHbpIMM KaHATaMH YTCUYKHU I/IHd)ODMaI_II/II/I SABJIIIOTCA I[O6pOBOJ'IBHa$I (I/IHI/IIII/IaTI/IBHa}I)

BbIjIaya COMEPHUKY 3aIIUIAeMOi HH(POPMAILIHH, SKCIIOPTHBIE OCTABKA CEKPETHOU
NPOAYKILIMHU 32 PYyOEX U T.II.

MeTtobl v cpeAcTBa J00BIBAHNS 3aIIMIIAEMON HH(DOPMALIUK MOTYT OBITh INIACHBIMU
U HerjacHbIMU. [l 100bIBaHuS 3aluuiiaeMoi nHpopMaluu, CBOOOIHOTO AOCTYIIa
K KOTOPOM HET, Yalle NMPUMEHSIOTCS HEIJIaCHBIE CHJIbI, CPEACTBA U MeToAbl. 1Ipu
STOM HCTOYHUKHM JOObIBaeMOM MH(OpMALMM MOTYT OBITb OTKPBITBIMH U
3aKpbIThIMU. [IpOHMKHOBEHHE K MCTOYHMKAM 3alllMIIAeMON MH(POPMAIMH MOXKET
CONPOBOXKAATHCS MPEOAOJIEHUEM PEKUMHBIX Mep 3amuThl HHpopmauu. OOBIYHO
TaKas JeATEIbHOCTD SABJISETCSA IPOTUBOIIPABHON U YTOJIOBHO HAKA3yEMOM.

B mHacrosimee BpemMs 0CTaTOYHO YCJIOBHO pa3sBEIKYy MOXKHO pa3leiauTb Ha
AreHTYPHYI0 U TEXHUYECKYI0. YCIOBHOCTb COCTOMT B TOM, 4YTO JOOBIBAaHUE
MHPOpPMAIlMU areHTypHbBIMM METOJaMH OCYILECTBISETCS C HCIHOJb30BaHUEM
TEXHUYECKUX CPEIICTB, & TEXHUUYECKYIO pa3BeAKy BeayT Jroau. [loaTtoMy otTinuns
3aKJII0YAIOTCA  TOJBKO B MPEOONIalaHuy YeJOBEYECKOTO WM TEXHUYECKOIrO
(bakTopoB.

Haubonee »sddexTuBHBIM cOCOOOM OOBIBAHMS 3alUIIAeMON HH(POpPMALINH,
ABIIIETCS @2eHmypHas pa3zeedka, KoTopas Oa3upyeTrcs Ha HCIOJIb30BAHUU
3aBepOOBAHHBIX WM BHEAPEHHBIX TallHBIX areHToB. OHUM U3 BUIOB areHTYpHOU
pa3BeKM SBISETCS IUMHOHAX - LEJEHANpaBiIeHHOEe coOMpaHue, MOXUIICHUE,
XpaHEHUE MW Iepenadya MHOCTPAaHHOMY TOCYNAPCTBY CBEACHUM, COCTABIISAIOIIMX
roCyJJapCTBEHHYIO TaliHy. ONacHOCTh IIMHOHAXa 3aKJIFOYAETCA B TOM, YTO OTHU
JNEUCTBUA MOArOTaBIMBAKOT MOYBY JUIA APYIMX NPECTYIUICHUHA HAIIPABJICHHBIX HA
NpUYMHEHHE Bpela TOCYJapCTBEHHON 0€30MacHOCTH, CO3Jal0IUX Yrpo3y
TEPPUTOPUAIBHOW  HENPUKOCHOBEHHOCTH, BOEHHOM MOIIHM, 3IKOHOMHYECKUM
MHTEpecaM rocyaapcerBa.

MeTtonbl areHTypHOM pa3BeIKU U3BECTHHI C IpeBHEUIINX BpeMeH. Hanpumep, eie
B IV Beke 110 Hamel 3pbl U3BECTHBINA KuTalckuil monkoBojel CyHb-113b1 B rinase

«/cnosib30BaHNE CEKPETHBIX ar€HTOB)» CBOEW KHUTU «TpakTtaT O BOCHHOM



UCKYCCTBE» PAaCKpbUl METOAbl BEICHMS UINUOHAXa, MHOTME W3 KOTOPBIX
WCTIONB3YIOTCS U B HAIlld JTHU. ABTOP TOBOPUT O MATH BUJAX areHTYphI: JIUIIA,
UMEIOIIKUE JIOCTYN K CEKPETHBIM CBEICHUSM («BHYTPEHHHUE IIMHUOHBD)), MECTHbBIE
KUTENU («MECTHBIC IITTHUOHBIY), IBOMHUKHU («OOpaTHBIC HITTMOHBIY), TIEPEOCKUNKU
(«IIMHOHBI CMEPTHY») U AKTUBHO JCHCTBYIOIINE areHThI («IIMUOHBI )KU3HW ).
AreHTypa U3 MECTHBIX JKUTEJCU U JIUI, UMEIOUIUX JOCTYIl K CEKpeTaM — 3TO
HETrJIaCHbIE COTPYAHUKU, KOTOPBIX MBI Ceiuac Ha3Bajau Obl ar€HTaMU, BHEJPEHHBIMU
B pazpabaTbiBacMblil OOBEKT.

JIBOTHUK — 3TO areHT, NPOHUKIIWWA B JIarepb MNPOTUBHUKA, Pa300JaueHHBIA €ro
KOHTPpPa3BEJKOM, TepeBepOOBaHHBI W  HUCHOJB3YyeMbId B  «0OpaTHOM»
HaIlPaBJICHUH.

ATeHTBHI-TIepeOeKUMKA — CBOCOOpa3Hasi KUTACKasi XUTPOCTh, UCIOJIb3yeMas st
ne3uH@opMalid MPOTUBHUKA. DTH areHThl, MepedekaB Ha JIPYTyl0 CTOPOHY,
CTaHOBSITCSl TOOPOBOJBHBIMU 3aJI0KHUKAMH: UX MOTYT Ka3HUTb, €CJIM Y3HAIOT, YTO
cooOieHHas umu uHGoOpMalus JoxkHa. HO TOTOBHOCTH MOXKEPTBOBATH COOOM
CIIOCOOCTBYET TOMY, UTO MPOTUBHUK O€3 KOJeOaHuil MPUHUMAET JIe3uH(OpMAIUIO
3a MpaBuBbIe cBeleHUs. Kak BUIHO U3 UCTOPUU, POJIb TAKUX ar€HTOB UCIIOJIHSIIH
NOCJbl WJIM BIUATENbHBIE JIIOAU TOCYJIapCTBA, KOTOPBIE CTPEMUIIUCH CBOUMH
JEUCTBUSAMH WIH TepelaHHON nH(pOopMaIueil BBECTH IPOTUBHUKA B 30Ty KICHHE,
CKJIOHUTH K ICUCTBUSAM, KOTOpBIE MPUHECYT eMy Bpel. Korjaa npoTUBHUK OCIa0isii
OMUTENEHOCTh U TEPSUT OCTOPOKHOCTh, MPOTHUBHAS CTOPOHA pa3Bsi3biBajia OOCBBIC
JIEUCTBUS.

ATEHTBI, KOTOPBIX KUTAWCKHI BOCHAYAIIBHUK HA3BAJl «aKTUBHO JIEHCTBYIOLIUMUY,
M03KE CTAJIM Ha3bIBAThCs areHTaMu BHeApeHUsl. OHU MPOHUKAIOT B PACTIOIOKEHNE
MPOTUBHUKA, COOMPAIOT HWH(POPMAIMIO W YXUTPSAIOTCS BO3BPATHTHCS HaA3a]l
KUBBIMH.

OnacHOCTh areHTYpHOW pa3BEIKH 3aKJII0YaeTcs B TOM, UYTO areHT HuMeeT
HETMOCPEICTBEHHBIN TOCTYI K ceKpeTHOU nHpopmanuu. OH HaAXOIUTCS CPEIU TEX,

KTO pa60TaeT C CCKPCTHBIMU CBCACHUAMU H OCYHICCTBJIACT UX 3aIIUTY. HOBTOMY



pa3BeIKM BCEX CTpaH HE CKYIATCS, CTPEMsCh 3aBepOOBaTh MMEHHO TaKHX
CEKpPETOHOCUTETIEH.

Jist noObiBaHUS 3amumaeMoil MHGOpMaIMi 4Yepe3 areHTypy HUCIOIb3YITCs
CJIeIIOLME METO/bL: JJOCTYI K CEKpeTaM Mo ciy>k0e, BbIBEIbIBaHUE, HAOIOICHNE.

Hcnonp3yss AOCTYN 1O cAyx0€ K CEeKpeTHbIM padoTaM W JOKYMEHTaM areHT

CHEeNCIyX)Obl B LENIX cOOpa HWHTEpecylle ero HHPOpMallUd MOXKET ee
3allOMHUTb, I€JIaTh BBIMUCKU U3 JOKYMEHTOB, KOIMPOBAThH IOKYMEHTBI OT PYKH WU

Ha Kcepokce, choTtorpadupoBath U T.1. [Ipyu BbIBebIBAHUU WHPOpPMAIIUU paACUET

ACIacTCA Ha JTIOACKYIO 6OJITJII/IBOCTI>, KaXAy U3BECCTHOCTH, YTpaTy 6III/ITGJII>HOCTI/I n

MPOCTO BHYTPEHHIOW pacxiisOaHHOCTh. HaOmroneHue MoxkeT ObITh (DU3NYECKUM,

AJIEKTPOHHBIM MJIM KOMIUIEKCHBIM, T.€. COYETAIOIIMM B ce0€ 3JEMEHTHl TOTO U
apyroro. du3zndeckoe HAOIIOJEHUE OCYUIECTBISETCS HEMOCPEICTBEHHO areHTOM
WJIM VHBIM JIMIOM, 3aMHTEPECOBAHHBIM B MOJYYEHUH 3aIUIIAEMON MH(POpPMaLIUH.
DNEeKTpOHHOE HAOI0IEHHE OCHOBAHO HAa MPUMEHEHHUH CTIEUAIbHBIX TEXHUYECKUX
CPEICTB, OHO MOXET COMPOBOXKIATHCS (PUKCAUMEH TMOITYYEHHON ayauo-u
BUICOMHGOPMAIIHH.

Texnuueckaa pa3zéedka - 3TO BUJl Pa3BEIbIBATEIBHON AESATEIBHOCTH, KOTOPAs
HaIlpaBJieHa Ha BBISIBJICHUE U (PUKCUPOBAHUE JAHHBIX 00 HHTEPECYIOMIMX 00bEKTaX
C MOMOIIBIO0 TEXHUYECKUX CpeaCcTB. MHOrooOpasue BU0B HOCUTENEH nHpopmanuu
MOPOJMIIO MHOKECTBO BHJOB TEXHMYECKOM paszBeaku. llpu kmaccuduxanmu mo
¢u3znueckoil  mpupone  HOCUTENs  MH(OpMANMM  TEXHUYECKas  pa3Be/ka
MOAPA3AEIACTCS Ha CIIEAYIOIINE BUIBIL:

- onrTuyeckast (HOCUTENb - CBETOBOE U3ITyUY€HHUE B BUIUMON U HH(PPaAKPACHOM
YacTH CIIEKTpPa);

- PaaNOAJIEKTPOHHAS (HOCUTENb - PAJUOBOJIHBI U AJIEKTPUUECKUN TOK);

- aKycThuyeckas (HOCUTEINb - 3BYKOBbI€ KOJieOaHus);
- XUMHYECKas (HOCHUTEIb - YaCTHUIIBI BEIIESCTBA);
- paauanoHHasi (HOCUTEIb - PAJUOAKTUBHOE U3JIyYCHUE);

- MarHuTOMeTpuyecKasi (HOCUTEIb - MATHUTHOE T0JIE).



[IpeacTaBieHHble BBl TEXHUYECKOM pa3BelIKK 00€CleUnBaIOT JOOBIBAHUE, CHEM,
nepexBar, KOupoBaHuEe MHGOPMAIIUH C JTIOOBIX U3BECTHBIX HOCUTEIIEH.

['oBOpst 00 OMAacHOCTU TOrO WJIM MHOTO BUJA Pa3BEAKHU, CIETYyET OTMETUTh, UTO,
HECMOTpPS Ha JOCTIXKCHHS HAyYHO-TEXHUYECKOW PEBOJIIOIUHU, OOYCIOBUBIINE
IIMPOKOE HCIOIb30BAHUE B PA3BEBIBATEIBHBIX LEISIX TEXHUYECKUX CPEACTB IS
NoObIBaHUs, OOpaOOTKM M XpaHEHHUs 3alluilaeMod HHQPOpMalUU, areHTypHas
pa3Beqka Bce ke ocTaeTcst Hanbosiee ornacHoil. OHa MOKET pelaTh JitoOble 3a/1a4H,
B TOM YHCJIE U T€, KOTOPbIE PEIIAIOTCA TEXHUYECKOM M HHBIMH PA3BEIKAMH.
AreHTypHasl pa3Beka MOXKET JeHCTBOBAaTh M30MpaTenbHO, A0OBIBas Haubosee
BAXKHYIO MH(OPMAIUIO: JOKYMEHTBI, 00pa3lbl M3AENIHA, CaMU CBEACHUS M T.IL
[ToaTomy MepompusiTHs MO 3amuTe HHGOPMALMU AOKHBI OBITH HalpaBiCHBI

IMpCKAC BCETO HA MCPEKPLITUC UMCHHO 3TOI'O KaHaJIa YTCUKH I/IH(I)OpMaI_II/II/I.

Tema 2.2. KpuMuHAJINCTHYCCKAA XaPAKTEPUCTHKA CIIOCO00B HE3AKOHHOI'0
NOJIy4YeHH 3aluMaeMo nHpopmManumn

[Inan.
1. [ToxuiieHrne JOKyMEHTOB, COJEPKAIUX 3aIIUIIAeMble CBEICHUS.
2. HezakonHoe nonydeHue koHGUACHITMATBHOU HHDOpMAITUU

Kpumunanuctika pasnuvaer [Ba OCHOBHBIX CHOC00a HE3aKOHHOTO
MOJTyYEHUS 3alUIAEMbIX CBEACHUM:

1) NOJlyYeHUE CBEACHUN IyTeM 3aBiaJeHUsl JOKYMEHTOM (WJIM HHBIM
HOcUTENeM WH(GOpMalMK, TEXHUYECKUMHU CpEeACTBaMH), B KOTOPOM OHHU
CoJIepIKaTCs;

2) MOJIy4eHHUE CBEACHUI 0€3 3aBliajieHusl TOKyMEHTOM.

[lepBbIit crioco6 BKIIOYAET B CEOs:

a) MOXUILEHUE JOKYMEHTOB, HAXOJIAIIUXCS BO BJIAJICHUH OTBETCTBEHHOT'O 32 HUX
nuia (B TOM YHCIIe «3aKa3Hble TOXUIICHUS» C yYaCTHEM CTeIMaIbHO BHEIPEHHBIX
areHToB, MO0 MpeACTaBUTENIeH KPUMUHAIBHBIX CTPYKTYP);

0) 3aBJiazeHne JOKYMEHTAaMH, BBIIICIIINMH U3 3aKOHHOTO BJIQJICHUS B Pe3yJbTaTe

€0 YTPAThl U HAXOAAIIUMUCA 0e3 OXpPaHbI.



Bropoii cnoco0 oxBaTkIBaeT:

a) MOJIy4eHHEe CBEJCHHUI B YCTHOU (hopMe OT OCBEAOMIICHHBIX O HUX JIUIL; 0)
MOJyYE€HUE HEYUTEHHBIX KOIUHI JTOKYMEHTOB, U3TOTOBJIECHHBIX ITyTEM
KCEPOKOMUPOBAHMSI, CKAHUPOBAHUS, KOMTUPOBAHUSI MAaTHUTHBIX HOCUTENEH; B)
MOJIy4eHHUE CBEACHUI B pe3yJibTaTe nepexnBaTa HHPOPMaLIHUH,
UPKYJIUPYIOLIEN B TEXHUYECKUX CPEJCTBAX, HOMELIEHUIX, CPEICTBAX
TpaHCHOPTA.

Kaxk npaBuio, A1 He3aKOHHOTO MOJy4YeHUS HHPOPMaLUU TPUMEHSIOTCSL:

1) MOXUIIICHUE JOKYMEHTOB U JIPYTUX HOCUTENEH nHpopMaIuy;

2) BBIBE/IbIBAHUE 3alUIIIaeMON HH(POPMAIIUK Y OCBEIOMIICHHBIX O HEM JTUIT U3
YHCJIa COTPYAHUKOB OPTaHU3aIMK (B TOM YUCIIE U OBIBIIUX ) yTeM MOJKYTIA, YTPO3,
YTOBOPOB, 3aMaCKHPOBAHHOIO BBIMBITHIBAHUS HH(POpMALINH;

3) BHEJPEHHE AareHTypbl Ha JOJDKHOCTH, T[O3BOJISIONIME  TOJIYYUTh
HEMOCPEJICTBEHHBIM JOCTYIl K 3alllMIAeMbIM CBEJIEHUSAM M JOKYMEHTaM, JIHOO
CKPBITHO coOUpaTh KOH(PUICHIHAIbHYI0 HH(OpPMALMIO B TpoIecCe CIIyKeOHOM
(IpOU3BOJCTBEHHOM) €SI TEIBHOCTH;

4) nepexBaT UHGOPMAINK, TUPKYIUPYIONMIEH B TEXHUYECKUX CPEACTBAX H
MOMEIIECHUSIX (CITYKEOHBIX, JKUITBIX U UHBIX);

5) HECAHKIIMOHUPOBAHHBIA JOCTYNl K CBEJCHUSAM, COJACPXKAIIUMCSI B
CpEACTBaX BBIYMCIUTEIILHOM TEXHUKHU U DJIEKTPOHHBIX O0aHKax NaHHbIX. [loBegeHue
MpPECTyIHUKA B XOJ€ pealiu3allii MPOTUBOIPABHBIX HAMEPEHUHN CKJIAJILIBACTCS U3
AKTUBHBIX U Pa3HOOOPA3HBIX NEHCTBUIA, B X0JI€ KOTOPBIX MOTYT HCIIOJIb30BATHCS
pa3JIMuHbIe TCUXOJOTMUYECKUE TIPUEMBbI, TEXHUYECKHME U WHBIE CpeJCTBA.
[IpennpuHUMaroTCs JEUCTBUS IO MACKUPOBKE

MPECTYIUIEHUS, KaK MPaBWJIO, JOTUYECKH COIJIACOBAaHHBIE C MPEIbIAYIIAM
MIOBEJICHUEM MPECTYITHUKA B TIPOLIECCE MOATOTOBKM U COBEPIICHUS MPECTYIICHUS.
Bce 310 ocTaBisieT XxapakTepHbI€ CIE/bI, TO3BOJISIOUINE OJIYYUTh CBEJICHHS O CYyTH
COBEPILIEHHOIO TMpaBOHApyLIeHUs1 (MPECTYIJIEHUsI), €ro OOCTOATENbCTBAX U
BUHOBHOM JiHIle. PacCMOTpUM KPUMHHAIUCTUYECKHE OCOOCHHOCTH KaXIOTO W3

MNEPCUNCICHHBIX BBIIIC CII0CO000B MMOJIyUCHM A samnmaeMoﬁ I/IH(l)OpMaLII/II/I.



Ioxuwenue 00Kymenmos, cooepicamiux 3auunuiaemole c6e0eHuU .
Br160op crioco6a moxurieHust JOKyMeHTa HePEIKO ONpeIeeTCs] HATMUUeM TeX WIn
WHBIX OTCTYIUIEHUH OT TPaBWI KOH(PUIACHIHMAIBHOTO JEJIOMPON3BOJICTBA,
CHIDKAIOIMX CTENEHb 3aIUIIEHHOCTH 00BhEKTa MOCATaTEILCTBA.
B nonpapnsromniem O0IBITMHCTBE CTy4aeB JOKYMEHThI TIOXUINAOTCS TaiiHO. TalHoe

IMOXHUIICHUC COCTOUT U3 CICAYIOIINX 3JICMCHTOB:

1. [ToaroToBka K COBEPIICHUIO IPECTYTICHUSI.
2. 3aBnajieHue IOKYMEHTOM.
3. MackupoBOUHbIE AEHCTBUS.

JloObiBaHUE 3allMIAEMBIX CBEJACHUMN, HEPEAKO CBS3aHO C IIPOBEIACHUEM
MacIITaOHbIX, MHOTOXO/IOBBIX IOATOTOBUTENbHBIX onepaiuil. Hanbonee oobemMHOM
I10 3aTpaTaM YCHJIMKA U BPEMEHU, KaK ITPABUJIO, SBJISIETCS MOATOTOBKA K TOXUILICHUIO
JNOKYMEHTOB, CBSI3aHHAs C BHEAPEHUEM B OPraHU3alUI0, BIAJACIONIYIO CBEACHUAMM,
CIIELMAJIBHBIX areHTOoB. MHOorna takue «KpOTbD» BHEAPSIOTCS IIOITAIIHO, Yepes
MIPOMEKYTOUHBIE (PUPMBI UJTU TOCYIAPCTBEHHBIE CTPYKTYPBI.

B mopoOHBIX ciyyasix MOArOTOBUTENbHBIE IEHCTBUS areHTOB HaIpaBJEHbl Ha
nojiyyeHue O(UUHUaIbHOIO JOCTYNa K KOH(UIECHIMAIBHOMY AEJIONPOU3BOCTBY,
aM00 Ha3HAYEHUs Ha JIOJDKHOCTb, TO3BOJISIIOIIYIO TMOJACPKHUBATh JEJIOBbIC
KOHTaKTbl C JHUIAMH, padOTaOMIMMH C 3aKpbITBIMM MaTepuaiamMu. ATEHTHI
YCTaHaBIMBAIOT  HECIY)XeOHble  CBS3M C  JIMLIAMH, JONYLIIEHHBIMH K
KOH(UJIEHIUALHOMY  JeJONpPOU3BOACTBY. OHM  BBISBISAIOT  YCTOWYMBBIE
HapylIeHUsl MpaBuil oOpamieHusi ¢ KOH(QUIECHIUATBHBIMU JOKYMEHTAMU C LENbIO
BbIOOpa cUTyallu, YAOOHOU ISl TallHOTO 3aBiajeHus uMu. Uiyt BO3MOXKHOCTD
OECKOHTPOJIBHOrO PEeObIBaHUS B TOMEIICHUH, TJI€ XPAHUTCS WK 00padaThIiBaeTCs
KOH(UIAeHIMaNbHas HWH(OpPMaLMs, MBITAIOTCS MOJYYUTh B CBOE IOJIb30BAHUE
ITaTHBINA KJIFOY OT YKa3aHHOTO MOMEIICHHS WK ceiida. 3apanee roTOBIT TAHUKA
Ul KPaTKOCPOYHOTO  WJIM  JOJTOBPEMEHHOIO  XPAHEHUsSI  MOXUIIEHHBIX
KOH(UICHIIMATBHBIX MaTePUAIOB.

VYKa3zaHHblE JEUCTBHS MOTYT JOIIOJHATHCA: IOABICKAHWEM COYYaCTHHKOB

IMPECTYIUICHUA, U3rOTOBJICHHUECM, ITPUUCKAHNEM OPYAHUsa COBCPIICHUSA



NPECTYIUICHUS; YCTPaHEHHUEM OOCTOSATEIbCTB, MPEMSATCTBYIOUUX MOXUIIEHUIO.
YacTh yKa3aHHBIX 3JIEMEHTOB MTOATOTOBKH K MOXUIIEHUIO IOKYMEHTOB XapaKkTepHa
U Uil IPOTUBOIIPABHBIX JEHCTBUI MOJKYIUIEHHOTO COTPYJHHKA OpraHW3aluu, a
TaKKe JINIA, TTOXHUIIAIOIIETO JOKYMEHTHI TT0 COOCTBEHHON MHUITMATUBE C TETBI0 UX
MPOJANKHU.

B otrnenbHBIX cioydasix NOATOTOBUTENBHBIM 3Tall U MACKHUPOBOYHBIE JICUCTBHS
MOTYT OTCYTCTBOBAaTh BOBCE, JTMOO MPHUCYTCTBOBATH B MPEIEIBHO CXKaTOM (opMme.
Takue ciyuyad, Kak TMpaBUiIO, CBSI3aHBI C CHUTYaTUBHBIM (POpMHpPOBAHUEM
IIPECTYIIHOT'O YMBICJIA, B YACTHOCTH Y JIUL], UMEOIINX CAHKIIMOHUPOBAHHBIN JOCTYII
K JIOKyMEHTaM.

K 4nciny moaroToBUTENbHBIX NEUCTBUN MPU MOXUIIEHWUA JTOKYMEHTOB CJIEHAYET
OTHECTH PAa3JIMYHbIC BUJIBI CIICKKHA, KOTOpAas MPOBOJMUTCS C ILIEJIbIO BBISIBICHHUS
00CTOSATENBCTB, CIOCOOCTBYIOLIMX COBEPILICHHIO ITpecTyIieHus. [1o cioBam ogHOrO
u3 ObIBIIMX pykoBoautenet DGSE kaxnpiii ee mpencTaBuTelb 3a pyoekoM T0HKEeH
3HATh, KAKME KPYITHBIE KOHTPAKTHI 3aKJIFOYAIOTCS B TEKYLIUN IEPUOJ1, BHUMATEIBLHO
CJIEIUTh 3a MapHIpyTaMU TMOE3J0K Mpe/cTaBUTeNel GUpM- KOHKYPEHTOB, YTOOBI
MPOTHO3UPOBATh BO3MOKHBIE TEMbI TOPTOBBIX MEPETOBOPOB M 3a0JIATOBPEMEHHO
MJIAHUPOBATH OTEPALUU 1O JOOBIBAHUIO HEOOXOAUMOM JOKYMEHTAIIUH.

B psne 3apy0exHbIX KOMMEpPUYECKUX (PUPM CYIIECTBYIOT MOAPA3ACIICHUSI, KOTOPhIE
3aHUMAIOTCS BCKPBITUEM CEU(POB, TAHBIM MPOHUKHOBEHHWEM B TOCTUHUYHBIC
HOMEpa M YCTAHOBKOW IMOJCIYIIMBAKIIUX YCTPOWCTB B KWJIBIX NOMEIICHUSAX
KOHKYPEHTOB M BO3MOXHBIX OYIyIIUX TapTHEPOB C IEIbI0 AIKOHOMUYECKOTO
mmnuoHaxa. C uX AeATEeIbHOCTBIO YK€ CTOJKHYJIMCh MPEACTABUTEIN POCCUUCKOTO
ousneca. [lompasneneHusi ¢ HerJIaCHBIMH (DYHKITUSIMU CJICKKH, MOJCTYIITUBAHUSA,
cHATUS MHGOPMAIIUU C TEXHUYECKUX KaHAJIOB CBSI3W U T.I. B HACTOSIIEE BpeMs
UMEIOTCSI TAKKE B COCTABE HEKOTOPBIX POCCUMCKUX KOMMEPUECKUX CTPYKTYP.

IIo CHOCO6y 3aBJIAACHUA JOKYMCHTOM IMOXWIICHUC JICJIUTCS HA IBa OCHOBHBIX BHUIA:



1. 3aBJIaI[eHI/Ie AOKYMCHTOM, HaxoAAIMWMCA B BCIACHHUH OTBCTCTBCHHOIO

nuia 6e3 J0CTaTOYHOM OXpaHbl

2. 3aBnasieHne TOKYMEHTOM, BBILIEIIIMM U3 BEJICHUS OTBETCTBEHHOIO JIUIIA
B pe3yJbTaTe yTEepH.

[IpakTrKa CBUACTEIBCTBYET O TOM, YTO HambOOJee PacpOCTPAaHEHHBIM SBISICTCS
NIEpBBIN BUJ TOXUIICHUN. [[efiCTBUS, cOBEpIIIEeHHBIC YKa3aHHBIM CIIOCOO0M, HECYyT
0oJiee OOIIMPHYIO KPUMUHATUCTUYECKYIO HH(POpMaIHio, a 00001IEHHbIE JaHHBIE O
HUX OTPAXAIOT YCTOWYMBBIC XapaKTCPUCTHKU

IMPCCTYIIHBIX IIOCATATCIIBCTB Ha 3aBJIAICHUC IIOKYMCHT&MI/I4.

YcTaHOBIEHO, B YACTHOCTH, YTO OOJI€E MMOJIOBUHBI TOXUILEHUHN TOKYMEHTOB
COBEPILIEHO U3 3aMEePThIX XPAHWINI, HAXOJAUBIINXCA B CITY>KEOHBIX

KaOMHETaxX OXpaHsIeMbIX MOMEUIEHUH, C HWCIOJb30BAaHUEM IITATHOTO KJIOYa.
IToxuTuTenu KCHOJB30BaIM OCHOBHOW WM 3allaCHOM KIIIOYM, XPAHUBILKMECS B
HEHAJUJIeXKaIEM MECTe, IMOXUIIAIN UX Y OTBETCTBEHHOI'O JIMIA, IIPUCBAUBAIIM IIPU
nepefaye XpaHWINIIA B [OJb30BaHUE JPYTMX  COTpyAHUKOB. Ciydan
UCIIOJIb30BaHUSl TPU MOXUIIEHUMM HEUITaTHOTO Kitodya (ImyTeM moadopa Wid
MOATOHKH) HOCHJIU SMTU30UYECKUI XapaKTep.

Crnenyroiee MeCTO 10 PaclHpOCTPAaHEHHOCTH 3aHMMAET CHOCO0 3aBiaJeHUS
JTOKyMEHTaMH, OCTaBJICHHBIMU Ha BpeMsl BHE ceiida B ciykeOHOM KaOmHeTe (MHOTIa
Ha KBapTUpPE, B HOMEPE TOCTUHMUIIBI ), ITyTEM TPOHUKHOBEHUS Yepe3 He3anepTyto JBEPb;
yepe3 3amepTyio JABEpb C KCMOJb30BAHUEM KIloua JHOO OTMBIYKM M JAPYTHX
NPUCTIOCOOJIEHNH; WHOTAa uepe3 He3akpbhiToe OKHO. OTHOCHUTEIBHO MeEHee
pacrnpocTpaHeHbl ciay4yau, KOrja Juis MPOTHBOIPABHOIO 3aBiaJleHUS] JOKYMEHTOM
MPECTYMHHUK HUCTIONIb3YeT PakT ero 06e3 yueTHOM BbliauM (BblayM, 0€3 HaJyIexkallero
odopmiieHus) MO0 CKPbIBAET MOTYUYCHHBIN

B YCTAHOBJICHHOM IHOPAJAKC TOKYMCHT I1O0CJIC BHCCCHUA HC3aKOHHBIX U3MEHECHUMN

4Cwm.: Tkauyk 1.b. KomMmepueckas TaifHa: OpraHu3aius 3aliuThl, paccieI0BaHNE

mocsaratenbCcTB. — M.: «lut-My», 1999. — C. 40.



B y4Y€Tbl OTBETCTBEHHOIO JuUa (MOJJIOXKHAs 3alHCh, MOXHIIEHUE PACIHCKH,
peecTpa, KapTOUKH).

Ilocnenqnee MecTO N0 PACHPOCTPAHEHHOCTH 3aHMMAIOT CIIydau 3aBJaJCHUs
JOKYMEHTOM, OCTaBJICHHBIM 0€3  HaJjexalleil oxXpaHbl B  IpoIliecce
CaHKIMOHMPOBAHHOTO YHHUYTOXXKEHHUA. TeM He MeHee, HMEHHO JTOT CII0CO0
MIPEACTABIISIETCS] HAMOOJIEE OMACHBIM, IMMOCKOJIBKY (DAKT MOXUILEHUS U HE3AKOHHOTO
UCIIOJIb30BaHUs JOKYMEHTOB MacCKUpyeTcsa HauboJsee yoeIuTenbHO.
Crneunpuyeckyro pazHOBUIHOCTh MMOXUIIEHUN MPEICTaBIAIOT CO00W ciydau
MIPOTUBOIIPABHOIO 3aBJIAJICHUS] JTIOKYMEHTaMH, HE OOECIEeYEHHBIMHU JIOJHKHOU
OXpaHOM, B IMPOLECCE NX HECAHKIIMOHUPOBAHHOIO NIEPEMEILCHHS] B TPAHCIIOPTHBIX
cpencTBax (camoJieTax M MO€3Jax), XpaHEHUs B HOMEPAX M ceilax TOCTUHHUIL U
IPYrUX MecCT NpokuBaHus. Kak npaBuilo, ykazaHHbIE XUIIEHUS SBIISIOTCS
«3aKa3HBIMW», W BBIIOJHAKTCSA CHEUUAIbHO IMOArOTOBICHHBIMH COTPYIHUKAMHU
rOCyJapCTBEHHBIX CIELCTYKO, YacTHBIX OpraHu3auuid Ju00 KpHUMHHAJIbHBIMU
aNeMeHTaMu. MapipyTel NEpEMEIIEHNs] TOKYMEHTOB 3apaHee OTCIIEKHUBAOTCH,
NEUCTBUA MOXUTHUTENEH THIATENIBHO TUIAHUPYIOTCS U MAaCKUPYIOTCA MOJ OOBIYHYIO
Kpaxy.

[Ipu 3TOM HE HCKIIOYAETCS, YTO B OTACNBHBIX CIy4asX YMbICEN MOXUTHUTEIS
JIEUCTBUTENHLHO OB HampamieH Ha noxuineHue umyniectsa ([I9BM, uemonan,
noptdesb), a HAXOAUBIIHUECS B HUX TOKYMEHTHI B pacueT He NMpUHUMAIUCH. [lo
MMEIOLIUMCS TaHHBIM, KOH(PHUICHIMATbHBIE JOKYMEHTHI YacTO MOXUINAIUCH MPH
MOCSraTeNlbCcTBaX Ha MMYIIECTBO OTBETCTBEHHBIX JIMI[ IyTeM Kpaxku, rpadexa,
pa3z0oitHoro Hamazaenus. [lokazaTenbHO, YTO BO MHOTHUX HM3YYEHHBIX CIydasix
OTBETCTBEHHBIE JINLIa HAXOIUJIUCh B HETPE3BOM COCTOSIHHH.

Cnenyer yuuThIBaTh, 4YTO OIIMOOYHOE 3aBJIaJIcCHWE JIOKYMEHTOM BOBCE HE
WCKJIIOYaeT BO3MOXKHOCTM TNpPUYMHEHMs yliepda uHTepecaMm oOjaaares
samuimaeMoit  mHpopmarmu. Ilpum 3TOM yrposa mepexoja MOXWIIEHHOTO B
pacnopspKeHHE  NPOTUBHHUKA  ITOTEHIUAIBHO BO3pacTaeT  BCIEICTBUE

HCHAAJICKAILCTO O6paHleHI/IH. He uckirouyaeTcss BO3MOXKHOCTh BOSHUKHOBEHMUS y



MOXUTUTENS HOBOM II€JIM, MpPeayCMaTpUBAIOIIECd HCIOJIb30BAaHUE JIOKYMEHTa B
yiiep0 uHTepecam cOOCTBEHHHUKA.

3aBiajzieHUe JOKYMEHTOM, BBIIIEAIIMM U3 BEJIEHUS OTBETCTBEHHO JHIA B
pe3ynbTaTe yTepH, SBIAETCS MEHEE pachpocTpaHeHHBbIM. [IpakThka Mmokas3bIBaerT,
9T0 B OOJBIIMHCTBE CJIy4aeB YTEPSHHBIE JTOKYMEHTHI OOHAPYKHBAIOTCS
PABOMOCTYIIHBIMU TPaXJIaHAMH, KOTOPbIE BO3BPAIIAIOT UX O MPUHAIIEKHOCTH
Tu00 mepeaaroT MPaBOOXPaHUTEIBHBIM OpraHnaM. B To ke BpeMs OTAe/bHbBIC JTUIIA,
OoOHapYyXHUB YTEPSHHBIA JTOKYMEHT, 3aBJIaJCBAlOT UM C ITPOTHUBOIIPABHOM IIEJBIO, B
TOM YHCIIC JUIsl pa3TiianieHus 100 HE3aKOHHOTO MCTIOIB30BAHUS COJIEPIKAIIMUXCS B
HEM CBEJICHUU.

OTcyTCcTBHE Y TaKHMX JIHUIT 3apaHee CHOPMHUPOBABIINXCS MOTHBA U MICNIN JCSHUS, a
TaK)K€ WX YCTOMYHMBBIX TUIOJIOTHUECKUX YEPT JTUYHOCTHU, 3aTPYIHIIOT BHIOOD
HalpaBJICHUS TOWCKOBBIX Meponpustuii. CiemyeT yd4ecTb, OJHAKO, YTO
OTCYTCTBUE CTOMKUX MOOYAUTEIbHBIX MOTHBOB B JIAHHOM CJTy4ae MOBBIIIAET
BO3MOXXHOCTH  CKJIOHEHHUSI 3JIOYMBIIIJIEHHUKA K BO3BpaTy MOXHUIIEHHOTO
nokymeHTa. [lojoxxuTenpHbIe pe3yabTaThl B 3TOM CIIy4ae MOTYT JIaTh OOpaIrieHue
4yepe3 CpesicTBa MacCOBOM MH(MOpMAITH, 00BSIBICHUS 00 yTpaTe HHBIM CIIOCOOOM.
[ToOynuTeTbHBIM MOTHBOM K BO3BPAIIICHHUIO JOKYMEHTA MOTYT CTaTh KEITaHHEC
JIUTIA TIOJTYYHUTh O(DUIIMAIEHOE 0JTOOPEHHE ero MOCTYMKA OT UMEHH OpPTaHU3aIliH,
BEJIOMCTBA, COUYBCTBUE K OTBETCTBEHHOMY JIMILY, )KAJIOCTh, HAJICXK 14 TTOJIYIHTh
MaTepHaIbHOE BO3HATPaKICHNE.

B To e Bpems He ciielyeT ymycKaTh U3 BUAY, UTO ClydaiiHast yTeps MOXKET ObITh
WCIIOJIb30BaHa 3JI0YMBINIJICHHUKOM, KOTOPBI B TeueHUE Oojiee WM MCHeEe
IIPOJOJDKUTEILHOTO BPEMEHH BBIHAIIMBAI HaMEpPEHUE 3aBIaJCTh JOKYMEHTAMH,

coJiepKalMMHU KOHPUACHITMATbHYIO HHPOPMAIIHIO, U COOUPATICS OCYIIECTBUTD €TI0

OJIHUM U3 CIIOCOOOB MpHU OJIArONpUsITHOM CTE€YEHUU 00CTOSTEILCTB.
OCHOBHBIE HaNpPaBJICHUs] MACKHUPOBOYHBIX JI€UCTBHUI, KOTOPBHIE MPUMEHSIOT JIMIIA,
HNOXUIIAIOIINE JOKYMEHTBI, MO’KHO CBECTHU K CJIEIYIOIIUM JEHCTBUAM:

1. Cokpvimue gaxma noxuwenus. Kaxk mnpaBuio, Takue IEHCTBHUS CBS3aHBI C

HCIOJIb30BaHUEM CHEIM(PHUECKOTO CIoc00a N3bATUS KOH(PUACHIINATBEHBIX



MaTCpUuaIOB, KOTOpBIfI HC IIO3BOJIACT 06Hapy>1<1/m> HX HEAOCTAYul Ha OCHOBEC
JOKYMCHTAJIbHBIX YYCTOB. anHC BCCIro - 35TO MOXHMUICHHUEC NOKYMCHTA BO BPCM:
CAHKOMOHUPOBAHHOT'O YHHUYTOXKCHU . N3BecTHBI q)aKTBI IMOXHUINCHHUA IIPCIAMETOB H
HSHGHHﬁ, KOTOPBIC YHUCIIATCA HN3PACXOA0BAHHBIMU WM HMCIIOJIB30BAHHBIMH 110
Ha3HaueHMI0. B cBs3M ¢ TEM, UTO Ha3BaHHBIN CIOCOO ITO3BOJISIET CKPBITb HC TOJIBKO
Y4aCTHUC B COBCPIICHUHU IIPCCTYINNICHUA, HO U CaM q)aKT IMPECTYIUICHUA, OH HCPCIAKO
HUCIOJB3YCTCA JIMIOAMH, ITOCATAOIMMHU Ha 3aBJIaJICHUC JOKYMCHTOM C NCJIbIO
Inepcaadn Opranu3alnnusaM-KOHKYPCHTAM.

2. Coxpuimue vuacmus 6 RNOXUWEHUU OOKYMEeHmd. ITOT CII0CO0 SBIIETCA

HamOoJiee PacHpOCTPAaHEHHBIM  HAMpPaBICHUEM MAaCKUPOBOYHBIX  JEHCTBUMN
noxututens. [IpaBoHapymuTenu NPEANPUHUMAIOT AaKTUBHBIE JEHCTBUS IO
COKPBITHIO W YHUYTOXKEHHUIO CJICIOB MPOHUKHOBEHUS B XpaHwiuiie (ceid) u
npeObIBaHUS Ha MECTe€ MpoucIIecTBUs, (GadbCUDUIMPYIOT MaTEpHAIbHBIE H
uJieajgbHbIE CJIC/bI, JAIOIINEe OCHOBAHUE MTOI03PEBATh B COBEPIICHUH MPECTYIIIICHUS
JIPYTUX KOHKPETHBIX JIUII, TUO0 MOPOXKAAOIIME BUAUMOCTh UMEBIIIEH MECTO yTepu
JIOKyMEHTa, €r0 OITMOOYHOTO YHUUYTOXKEHHUSI, IEpejauu IPYTUM JIMIaM | T.I1.
[TpocyeTsl null, NPOBOASAIIUX pa30UpPaTEIbCTBO, JO3HAHUE WM MPEIBAPUTEIIHHOE
CleNCTBHE, B OIEeHKEe C(aabCu(UIUPOBAHHBIX CIIEIOB MOTYT 3HAYUTEIBHO
PACHIMPUTD YHCIIO MPOBEPSIEMBIX BEPCHIL, TOBJICYh HEOOOCHOBAHHBIE MOA03PEHMUS B
OTHOIIICHUU HEMPUYACTHBIX JIMIl, BBECTH K HEOOOCHOBAHHOMY MPEKPAIICHUIO
po3bicka. C Apyroil CTOPOHBI, BBISIBICHHUE CIEIO0B MACKUPOBOYHBIX JACHCTBUIA
HEPEJKO UMEET CYIIECTBEHHOE 3HAUYCHHE JJI PACIO3HAHUs CIOoco0a COBEpIICHUS
MPECTYIUIEHUS, TTOJTYYEHHUSI IPYTUX CBEJICHUI, MO3BOJISIIOIIMX OMPEIEIUTh BEPHOE
HaIpaBJICHUE PO3BICKA TOXUTUTEIIS.

N3yuenune nmpakTHKU CBUAETEILCTBYET, YTO pa30UPaTEILCTBO (pacciieJoBaHuE) Mo
COOBITUIO YTPAThI B OTJEIBHBIX CIIyUasX 11eJIeCO00pa3HO HAUMHATh C IIOUCKA CJIE/IOB
MacKUpOBKH. VX oOHapykeHHEe B 3HAUUTEIHLHOM YHUCJIE CIIy4aeB CIIOCOOCTBOBAJIO
MOJIYYCHUIO JaHHBIX, HEOOXOMUMBIX JIJIi PACKPBITUS CYTH MPOUCIICIIIETO, |

mpeaonpeacinio yCIeX rnorncKoB.



3. Coxkpbimue NOOMUHHBLIX  MOMUBOE  3A8HA0CHUSL  KOHMOUOCHUUATbHLIMU

Mamepuaiamyu BCTPEYAECTCSd B CIydasX OOHApyKEHHs HMX Yy IMOXHTUTENs JIHOO

MOMMKH €T0 C MOJIMYHBIM. HeKoTopbIe U3 HUX pa3padaThIBAIOT JIOKHBIE OOBSICHEHUS
NpUYMH ciyumBinerocs. Kak mpaBuio, 3TH OOBSICHEHHWS HaIpaBJiICHBl Ha
MAacCKUpPOBKY TMPECTYIMHOTO XapakTepa COObITHI. 3aBlajgeHue JAOKYMEHTOM, B
3aBUCUMOCTH OT OOCTOSITENILCTB, OOBSICHSETCS CIIy)KEOHOW HE0OXOAMMOCTHIO,
OIIMOKOM, HEOPEKHOCTBbIO,  KEIAaHWUEM  MOIIYyTUTh,  «IPENoJaTh  YpPOK
OMUTENLHOCTHY, TMPUBJICYh BHUMaHWE K (akraM HapyIIeHUs TMPaBUI
KOH(UICHIIUATLHOTO JIEJIONPOU3BO/ICTBA.

[Ipu3HaKu yMBINIJICHHBIX IEHCTBUM, HAMPABICHHBIX HAa MOXHUIIECHUE JOKYMEHTOB,
XapaKTEepU3yIOTCS  CICAYIOIMUMH TOKa3areiasiMu. [loxuineHue JOKYMEHTOB,
MPOM3OMIENIIIee B YCIOBUSAX HEOYEBHIHOCTH, Ha TEPBOHAYAIHLHOM JTare
pazOupaTeNnbCcTBa MPEACTACT B KAYECTBE COOBITHS YTPAThl. BEISICHUTH CYIIECTBO
ATOTO COOBITHUS TOMIOAITMHHO 0€3 MPOBEPKHU BEPCUU BO3MOKHOTO IMOCATATEIHCTBA HA
3aBlajieHHe JOKYMEHTOB 3JI0yMBIIINIEHHUKA, a B CIIy4ae ee MOATBEpKIACHH — 0e3
YCTAHOBJIEHUSI CTEIIEHH WHTEHCUBHOCTH JIEUCTBUM IMOXUTUTENS, HEBO3MOXKHO. B
CBS3U C OTUM OCOOBIM HWHTEpPEC IS JIMI, HW3yJaromuxX (akT HCUe3HOBEHUS
JOKyMEHTa TIPH HEBBIICHCHHBIX OOCTOSTEIBCTBAX, TPEACTABISIOT TMPU3HAKA
YMBIIUJICHHBIX JIEWCTBUM, HAMNPABJICHHBIX HAa TMOXUIIEHUE KOH(MUIEHIIMATHHBIX
MarepuanoB. TakKuMH MpU3HAKAMH SIBIISTFOTCS:

1. OTcyTCcTBHE TOKYMEHTA B MECTE XpaHEHHs, KOT/1a BBIXOJ] €T0 U3 BIaJICHUS
JIPYTUM CIIOCOOOM MCKITFOYAETCSI.

2. OpHOBpeMeHHOE JIMOO TMOCIEeNOBAaTEILHOE HCYE3HOBEHUE HECKOIBKUX
JOKYMEHTOB, XpaHUBIIUMXCS B OJHOM WM pa3HbIX MecTax (ceidax), nubdo
HCIIOJIb30BaBIINXCS B paboTe.

3. HcuesHoBeHne, Hapsay C YTpadeHHBIM JIOKYMEHTOM, JICHET, I[EHHBIX
MPEAMETOB, JTUYHBIX BEIICH, XpPaHUBIIUXCS B ceiide uin B CIy>KeOHOM KaOMHETE,
/i€ Haxoauiics cend.

4, BrIBOo 113 CTpOst OO OTKITIOYEHHUE 3AIUTHON CUTHAIN3AIIUN TIOMETICHNUS,

B KOTOPOM XPAaHHJICA JOKYMCHT.



5. Hamnmuune  0OCTOSITENBCTB,  CBUACTEILCTBYIOIIMX O  HAaMEpEHUU
JIe30pTaHu30BaTh PAbOTY YUPEKACHUS JINOO OTIACIBHOTO JUIA C ETbI0 COKPBITHS
CJIEIOB JIPYrOoTO MpecTyIuieHus. VicuesHOoBeHHE JOKyMEHTa HaKaHyHE MPOBEPKHU
CUTHaJa O 37I0yNOTPeOICHUSIX OTACTBHBIX JIUI] U T.11.

6. Hannare o0CTOSITeNbCTB, MOTYIITUX BBI3BATH 037100JICHUE, 3aBUCTh

U JpyrWe HHU3MEHHBIE UYYBCTBA Yy TMOXUTHUTENSA: OOBSIBICHUE B3BICKAHMUSI,
HEeXenaTelIbHOE TIEPEeMEIICHHE 110 paboTe | Tp.

7. Bricka3piBaHue  yrpo3  MOXMINEHUS JIOKYMEHTa JHOO0  TMOMIBITKH
MIPOTHBOIIPABHO 3aBJIAJICTh UM B TIEPHO/I, TIPEAIMIESCTBOBABIINIA COOBITHIO.

8. HeoObuHast 0CBEIOMIIEHHOCTD OTJIETBHBIX JIUIl 00 OTCYTCTBUU TIOKYMEHTa
HapsAy ¢ MPOSIBJICHUEM 3aMaCKUPOBAHHOTO HHTEPECa BO BCKPHITHH (aKTa yTPaTh:
aHOHMMHOE cooOlleHue 00 yTpare, oOpallleHHe ¢ TPOChOOW MPEAOCTABUTH
JIOKYMEHT JIJIsl BBITIOJIHEHUS PaO0ThI, HE BHI3BIBAIOIICICS HEOOXOIUMOCTRIO U T.II.
Q. [TocTyrnnenne MOKyMEHTa WJIM €r0 YacTH B BBIMIECTOAIIME OpraHU3aIiu
WIM B ajpec JWI, HaJACACHHBIX (YHKIUAMU KOHTPOJISA, HETPaAWIIMOHHBIM
CHOCcOO0OM.

Pasymeercsi, Ha3BaHHBIC TIPH3HAKH, B3SAThIE B OTIACIBHOCTH, HE BCerAa
CBUJICTEIBCTBYIOT O TIOXUIIEHUU A0KyMeHTa. OHM MOTYT OBITh OOBSICHEHBI
IpyruMu npuduHamMu. YToObl n30exaTh OMIMOKU B UX OIICHKE CIIETYET OMUPATHCS
Ha KOMIUICKC B3aMMOCBSI3aHHBIX 00CTOSATEILCTB, CPEIN KOTOPHIX HAan00JIee BaKHOE

3HAa4YCHHUEC UMCIOT CJICABI TIOXHUITICHNA JOKYMCHTOB.

Y MBIIUIEHHBIE [IOCATaTeNbCTBA Ha MTOXUILEHUE JIOKYMEHTOB c
KPUMHUHAJTMCTUYECKON TOUKH 3pEHUS XapaKTEPU3YIOTCS HATMYUEM clieu(pUYeCcKuX
MaTEpUAIIBHBIX CJIEA0B B MECTE XpaHEHHUs TOKyMeHTa. MiMu aBnstores:

- clle[ibl HECAHKI[MOHMPOBAHHOIO OTHHMpaHus celida - Tpacchl HELITATHOIO
KJIF0Ya WM OTMBIYKH, METAJUIMYECKNE ONMIIKU HA JETANAX U KOPOOe 3aMKa;

- HapyIICHHUE 1IeIOCTHOCTH Ie4aTH, JU00 Ciellbl €€ BPEMEHHOTO YaJIeHUs

(c mocneAyomKUM BOCCTAaHOBIIEHUEM ) ITyTEM CpPE3aHMsl, OTACICHUS OT KOpIyca



XpaHWJIMIIAa II0CJIEC 3aMOpaXUBaHHUs, BbIBOPAYMBAHHUA IMPOYIIHMH, KPCIIAINIUX

HpI/ICHOCO6HGHI/I€ JJIA OIICYaThIBaAHUA,

- ClIeZIbl MCTOJIb30BAaHUS 3allaCHOTO KIII0Ya, XPAHSIIErocsi B yCTAaBICHHOM
MecTe (BCKpBITHE MaKeTa WK MeHalla OTHUM U3 CIIOCOOOB);

- clie/ibl MOBPEXKACHUS KopITyca ceida - B310M, OTKUM, pa3pe3aHue;

- cliefibl pyK U OJSXKIBl Ha Kopiyce ceiida, a Takke Ha JOKYMEHTaX M
npeaMeTax, OCTaBUIMXCS MOCJE MOXUIICHUS B XPAaHWINIIE, B TOM YHUCIIE YaCTHUIIbI
KOXH U CJIe/Ibl KPOBU Ha OCTPBIX KPOMKaX

- CJICAbl U3BJICUCHHUA JOKYMCHTA YCPC3 IMMPOCM IMOBPCKACHHOTO XpaHHUJINIIA,

- ClIeIbl TIPOHUKHOBCHHS ITOCTOPOHHETO HA OXpaHAEMbIi OOBEKT M
npeObIBaHUS B IMOMCIICHUH, TJie OOHAPY)KEHO OTCYTCTBHE KOH(MDHICHITMAIBHBIX
MaTepUasoB;

- BBIBOJT U3 CTPOS WJIM OTKJTFOUYCHHE 3all[ATHON CHTHATH3AI[HH

- NPU3HAKKA OTIUPAHHUS JBEPH IOMEHICHUS HEIMITATHBIM KJIFOYOM HIIH
OTMBIYKOW, OT)KUMa JIBEpU WM PUTEIS 3aMKa, 3alHupaHue JBEpU HEOOBIYHBIM
CIrocodom;

- MPHU3HAKK MPOHUKHOBEHHS B TIOMEIICHHUE Yepe3 OKHO JINOO KaKUM-HUOY/Tb
JIPYTUM CHIOCOOOM:

- clielbl PyK, HOT ITOCTOPOHHErO B ITOMEINCHWH, BBIOPOIICHHBIC WM
OOpOHEHHBIC UM TIPEAMETHI.

XapakTepHble MaTepHabHBbIC CJICIbI B XOJA€ NPEOMOJICHHS 3allUTHBIX CPEJICTB,
BCKPBITHS celipa M KOHTAKTa C TOXHUIIICHHBIMU KOH(PUACHIIMATLHBIMHA MaTepHaIaMu
OCTalOTCSI Ha CaMOM IOXHMTHTEJEe M ero ojaexkziae. K HUM OTHOCATCS CCaauHBbI,
[[apaIMHbl, MUKPOYACTHUIIBI TOKYMEHTA WM TIPEeIMETa.

Kpome Toro, mpotuBoIpaBHOE 3aBjajieHHe KOH(DHICHIIMAIBHBIMU MaTepHUaIaMH
MPEIIojiaracT WX HWCIOIb30BaHWE (2 B OTHCNIBHBIX CIy4dasX - YHHYTOXKCHUC)
3JIOYMBINIJICHHUKAMHU. JTO, B CBOIO OYEPE/ib, CO3JACT MPEAOCHUIKH O0HAPYKCHHS

CJIICO0B IMOXHUIICHUA H p3306ﬂa‘IGHI/IC BUHOBHBIX. K credam ucnonvsosanus

IIOXHUIIICHHBIX KOH(bI/II[eHI_[I/IaJ'H)HBIX MaTCpUuaJIOB OTHOCATCA:



- MaTepHaJIbHBIC CJIEJbl Ha IIOXMUIIEHHOM JIOKYMEHTE - OTIEYaTKH IaJIbLEB,
HACJIOEHUE MUKPOOOBEKTOB H T.II. CJIEABl YHUYTOKEHUS MOXHUILIEHHOTO IOKyMEHTa
- KJIOYKH JOKYMEHTa, OOYIJMBIIMECS €ro 4YacTH, HECTOpeBIIHE (PparMeHTHI,
CKPENKH, JeTalyd HU3JENNsA, OCTaTKU BEUIeCTBA H3JEIUS JUOO NPOAYKTOB €r0
TOPEHUSL.

B mmpokom cmbIcie  cioBa  CIIEJAMH  MCIIOJIB30BAaHUS  MTOXMILEHHBIX
KOH(QUACHIMAIBHBIX MaTEpUaJIOB MOTYT CIYXUThb (DaKThl HCIIOJIb30BAHMS
JOKYMEHTA TMPEIIPUATHAMU-KOHKYPEHTAMH, YaCTHBIMU JIMUAMH C LEJbIO
pasriameHus 1100 HE3aKOHHOTO MCTI0Ib30BaHMsI U3 KOPBICTHBIX MOOYKIEHUH, IS
y4eOHBIX M Hay4YHBIX LI€JIEH, a Takke (DAKThI, CBUAETEIbCTBYIOIINE O MOJIYYCHUH
JULOM, TMOJ03PEBAEMbIM B TMOXMIIEHUHM KOH(PUACHIHAIBHBIX MaTEPHAJIOB,
3HAQYUTEJIbHBIX JEHEKHBIX CYMM WM LEHHOCTEH.

MexnayHaponHass U POCCHUMCKash NPAKTUKA 3HAET Pa3HOOOpa3HOE MHOXKECTBO
APYTUX CHOCOOOB, KOTOpbIE MCHONB3YIOTCS JJII HE3aKOHHOIO IOJIy4eHHUs
KOH(DUICHIINATEHON HH(POPMAIIUH.

HezakoHHOE IIOJYYCHHC KOHd)H,HeHHHaJIBHOﬁ I/IHd)ODMaHI/II/I IIYTCM ITOXHUIIICHHW A

MaJ'IOFa6aDI/ITHI>IX IICPCOHAJIBHBIX KOMIIBIOTCPOB 1 MAarHNTHBIX HOCHUTEIICH B OcIOM

HE MMECT CYIICCTBCHHBIX OTJIUYHMI OT ONMUCAHHBIX BBIIIC IMIPUMEPOB MOXHIICHUS
nokyMeHTOB. K 4uciy 0COOCHHOCTEH B JaHHOM Ciydae HEOOXOJIMMO OTHECTH
CICAYIOIIHE 00CTOSITEIHCTBA:

- TEXHUYECKUE CPEACTBA, B KOTOPBIX COAEPKUTCSA MH(POPMAIIUs, B OTIUIHEC
OT JOKYMEHTOB, Yallle BCErO TOXHUIIAIOTCS 3a MPeIesiaMu OXPaHsIEMbIX CITYKeOHBIX
MOMEIICHUH (B aBHAIMOHHOM HJIU JKEJIE3HOJOPOKHOM TPAHCIIOPTE, TOCTHHHIIAX,
BPEMEHHBIX CITY)KEOHBIX IOMEIICHUSX BBICTABOYHBIX KOMIUIICKCOB,

B KBapTHUPAX IO MECTY MOCTOSHHOTO MPOYKUBAHUS BJIaIC/IbIICB);

- K COBCPIICHHIO YKAa3aHHOTO MPECTYIJICHUS HEPEAKO MPHUBIICKAIOTCS JIUIA
U3 KPUMHUHAJIBHOM CpeJibl, ClICHUATM3UPYIONIHeCs Ha He3aKOHHOM ITPOHUKHOBEHUHT

B IIOMCIIICHHUA U BCKPBITUH CGI\/'I(bOB N MHBIX XpaHWUJIWI]



(dpaniysckas DGSE ucnonb3yer B 3THX LENSAX COTPYAHMKOB TaK HAa3bIBAEMOM

CITy OBl «BOJIOITPOBOTYMKOBY);

- HEPEIKO B COBEPIICHHUE MPECTYIUICHUS BOBJIEKAETCS OOCITYKHBAIOIIUN
IIEpCOHAJ TOCTHHMI], aBUA- U KEIE3HOJOPOKHBIX KOMITAHUM;

- OKAa3bIBAIOIINM MOXUTUTEIAM OMOIIb B MPOHUKHOBEHWH B MOMEIICHUS U
BCKPBITHH CeH(OB;

- COBEpLICHUE MPECTYIUIEHUs C LEJbI0  HE3aKOHHOIO  IOJYy4YEHUs
KOH(MUICHIIUATbHON MHPOPMAUU OOBIYHO MACKUPYETCS O] OOBIYHOIO KPaxKy
VUMYILECTBA.

He3akonHoe mojaydyeHue  KOHPUACHUMAJBbHON  uHpoOpManuuM  myTem
BbIBeJIbIBAHUS. THUMHUYHBIE CIOCOOBI BBIBEIBIBAHUS 3AIMINAEMBIX CBEIICHUIA,
(manee - BbIBEILIBAHUE CBEACHUI, BHIBE/ILIBAHUE), XaPAKTEPUIYIOTCS CIIECTYIONTUMU
IIPU3HAKAMU.

Omkpoimuly_onpoc. JIMIo NOACTPEKAaeTCs K pas3IJIalleHHI0 JOBEPEHHBIX €MY

CBEICHMI ITyTeM MOJIKYIa, yIpo3, yroBopoB. [Ipu 3ToM MOTYT OBITH HCIIOJIB30BaHBI
TaK)K€ OOCTOSITENIbCTBA, CBSI3aHHBIE C POJACTBEHHOM, 3THMYECKOW WM PACOBOM
OJIN30CThIO, JKETAHUEM BBIMECTUTH OOHMIY 3a HECHPABEIJIMBOCTb PYKOBOAUTENEH
Wi yBoibHeHUE. CBelleHHs MOTYT OBbITh pa3IJiallieHbl IyTEM YCTHOTO MEpecKasa,
MPEAOCTABICHUS BO3MOXXHOCTH O3HAKOMHTBCSI C TEKCTOM JOKYMEHTa JIM0O C
TEKCTOM, BBIBEACHHBIM Ha 3KpaH MoHutopa [[OBM, a Takxke myrem mnepenayu
uH(poOpMaIMi, CKONMMPOBAHHON HAa HEYYTEHHBIA TBEpIbIM HocuTenb (Oymary,
JTUCKETY ).

3amackuposannoe nonyuenue ungopmayuu (pazsedonpoc). B atom ciaydae peub

UJIET O TMPUMEHEHUU CIHEUHUAIBHBIX TPUEMOB TMOJy4YeHUs HHGOpPMAIUU OT
OCBEJIOMJICHHBIX JIMI, KOTOpPHIE pa3riamiaiT 3aluiiaemMyro uHdOpMaIumo, He
Ooco3HaBass dToro. Hampumep, cBeaeHus coOuparwTcs €3 pa3pO3HEHHBIX
BBICKA3bIBAaHMI W OOMOJIBOK  OCBEJOMJICHHBIX  JIMI[, WHUIMUHUPOBAHHBIX

IIPABOHAPYLIUTEIIEM.



OTOT mnpueMm, Kak TMpaBWiO, JAOINOJHAETCS HAKOIUIEHHEM COOTBETCTBYIOIIEH
MH(GOPMaLIMHU U3 CITyYailHO YCIBIIIAHHBIX MM ITPETHAMEPEHHO MOACTYIIaHHBIX (03
UCIOJIb30BaHUSI TEXHUUECKHUX CPEJCTB) CIIY’KEOHBIX Pa3roBOPOB, BHICTYIJICHUH Ha
COBCILIAaHUSAX, TMPOCMOTpA TEKCTa Ha OJKpaHe MonutTopa. [lpum »3TOM mwmIo,
cobuparomee uWHGOPMAITUIO, MOXKET HCIONB30BATh IS  MOACTYIINBAHUS
HEJIO0CTAaTOYHYIO 3BYKOU3OJISILUIO CTEH U IEPETOPOJIOK, OCOOEHHOCTH KOHCTPYKIIMN
BEHTWJISILIUOHHBIX BO3JYXOBOJOB M KOHAMIIMOHEPOB, OTCYTCTBHE BH3yaJbHOU
3alUThl 3KPAaHOB OT HeOXpaHseMoil 30HbL. Ha3BaHHBIE CIOCOOBI HE3aKOHHOTO
HOJydyeHus: HWH(GOpMalUK MPUMEHSIOTCS B XOJ€ COBMECTHOW pabOThl WU
HECITy)keOHOTO OOIIeHHs, B TMPOILECCe TOPTOBO-TIPOMBIIUICHHBIX BBICTABOK,
pEe3eHTaLNNH, CECMUHAPOB 3KCIIEPTOB U OM3HECMEHOB.

bonpmioe pacnpocTpaHeHHE MPUOOpPENH Cliydan 3aMacKUpOBAaHHOTO cOopa
UHPOpMAIlMU C HCIOJB30BAHMEM CIELUAIbHBIX AaHKET W  BOIPOCHHUKOB,
pacchlUla€MbIX OpraHU3ALMAM M0 MOoYTe, Tenedakcy u Apyrumu crnocodamu. Kak
MpaBWIIO, TOAOOHBIC OMEpali TMPOBOJATCS TOJ TPUKPHITHEM H3BECTHBIX
KOHCYJIbTATUBHBIX W MHBIX (UPM U MOTHUBHUPYIOTCS IKEJIaHWEM HaJlaJWuTh
COTPYIHUYECTBO. BOmpocel  «pa3BeapIBaTENLHOTO»  XapakTepa  JIpoO0sTcs,
TIIATEJIbHO MAaCKUPYIOTCS CpeId OCTalbHbIX. be3omacHocTh 3TOro cmocoba u
CPaBHHUTEIHHO HEOOJBIINE PAacXo/bl Ha €ro MPUMEHEHHE MO3BOJIAIOT IMPOBOIUTH
MOI00HBIE aKIUHU B MIUPOKUX MaciTadax.

CriernanbHO IS BBIBEIBIBAHHUS KOH(MUIACHIMAIBHBIX CBEICHUN OPraHU3YIOTCS
pa3ianyHble CUMIIO3UYMBbI, KOH(pepeHIMH. B oTnenpHbIX ciayyasx ydpexIaroTcs
(UPMBI-OTHOTHEBKH, KOTOPBIC 3aKJIIOYAIOT JIOKHBIE KOHTPAKTHl M MHHMEIC
KOMMepueckue cenku. M3BecTHb! (akThl CO3/1aHusl CHEIHATIbHO JUIS 3aBJaICHUs
CBEICHHUSIMH, COCTABIIIOIIMMH KOMMEPUECKYIO TalfHy, COBMECTHBIX MPEIANPUATHH.
Kak mpaBmio, ucnogHeHHEe KOHTPAKTOB U COBMECTHAsl JIEATEIHHOCTh CHadvasa
3aTATUBAIOTCS, @ 3aTEM U BOBCE OTMEHSIOTCSA 01 HAAYMaHHBIMU MTPEIJIOTaMu.
BceneactBue TpyaHOCTEH, BO3HMKAIOIIUX MPU JTOKA3bIBAHUU MPOTHBONPABHOCTH
NOJOOHBIX JAESHUN, JUIa coOuparonre MHPOPMAIUIO, KaK MPaBUIIO, OCTAIOTCS

Oe3HaKa3aHHBIMM.



He3akonHoe nmosryyeHue KOHPUISHIUATBLHON HHPOPMALUHN IYyTEeM BHeAPEeHUs
areHTOB. OCOOCHHOCTH 3TOTO CIOCO0a 3aKIIOYAIOTCS B MOJYYEHUHN 3alUIIAeMBbIX
CBEJICHUH TyTeM BHEAPECHUS CHEHHAIbHBIX COTPYJIHUKOB — «KpPOTOB» Ha
JOJHKHOCTH, TTO3BOJIAIONINE MOTYYUTh HEMOCPEACTBEHHBIN TOCTYI K HH(POPMAIUH
U JIOKyMEHTaM, JHOO CKpPBITHO COOMpaTh KOH(PHUACHLIUATIBHYI0O WH(OPMAILUIO B
npolecce ciy>keOHON (ITPOU3BOACTBEHHOM) NIeATeNbHOCTH. J[eMCTBUS TaKUX JIUI,
HaIpaBJIeHHbIC HA COOMpaHUEe CBEJICHUI, MOTYT 3aKJII0UaThCs:

- B TIOXWIIEHWW JIOKYMCHTOB, OpaKOBAaHHBIX WJIW HEYYTECHHBIX KOIIHH,
KOMMPOBAHUM JIOKYMEHTOB C HCIIOJIb30BaHUEM (DOTOTEXHUKH, KCEPOKCa, CKaHepa,
Tenedakca;

- B HM3TOTOBJICHUHW JOTOJHUTEIBHBIX JK3EMIUIIPOB JOKYMEHTOB TPU WX
TUPAXXUPOBAHNUH; B KOMMMPOBAHUNA MarHUTHBIX HOCUTEIICH;

- B 3amucu WH(OpManuyM Ha JUKTOPOH MO0 Ha OyMa)KHBIM HOCHUTEINb,
3alIOMHHAHUY HH(POPMAIIHAH.

Jlns nmepenaun (pasriiamieHus) COOpaHHbIX CBEJEHUN MOTYT HCIIOJIb30BaThCs
JUYHBIC BCTPEUH C «3aKA3UMKOM» JOOBITON MH(OpMaIuu (MIIA JPYTUM JIMIIOM 10
€ro TIOPYYEHHIO), a TAKXKE MOYTOBBIE TMOO TEXHUYECKUE U IPYTHE KaHAIIBI CBSI3H.
[TonroToBKa K BHEIPEHHUIO «KPOTa» BKIIOYAET B ce0s IEUCTBUSA MO JOOBIBAHUIO
CBEJICHUH O BJIAJICIIBIE U BUAX OXpaHaeMOn HH(OpMAIUU, MECTaX €€ XPaHECHHUS,
npoleaype TNoJydeHus, oOpaOOTKH, HAKOIUICHMS, MpaBWiIaX O3HAKOMJICHUS,
BO3MOXHOCTH BBIHOCA JJOKYMEHTOB U MHBIX HOCUTEJICH 3a MPEeebl TEPPUTOPHH.
BricHsIETCST yCTAaHOBJICHHBIA B OpTraHU3AIllMU  TOPSAOK O3HAKOMIICHUS C
KOH(DUIeHIUabHON nHpOpMalrel cTpykTypa U 3 (PEKTUBHOCTD ACSATENBHOCTU
CITy)0bI 0€30MaCHOCTH, TEXHUYECKUE CPEICTBA OXPaHbl. TIIaTeTbHO N3YYatOTCS
TpeOOBaHUS K JIUIIAM, TIOCTYTAIOIINUM Ha padoTy, NCTOUHUKH TTOTIOJTHEHUS KaJIPOB.
Pa3pabatbiBaercs jerenia, yoequTenbHO apryMeHTUPYomIas (akT MOCTYIUICHUS
JUIa B OPTaHU3AIINIO, TIOJIOKUTEIFHO XapaKTePU3YIOIas ero ¢ JeJI0BON U
JUYHOCTHOM cTOpoH. [IpennpuHumaroTcs 1elcTBYs, MACKUPYIOIIME €T0 CBSI3H C

KOHKYPCHTAMH U KPUMHUHAJIbHBIMHU 3JICMCHTAMHU, OTACJIIbHBIC 6I/IOFpa(1)I/I‘{eCKI/Ie



JaHHBIC, q)aKTBI H€6H3FOBI/I,Z[HOI‘O INOBECACHUA HIN KOH(I)J'II/IKTOB C 3aKOHOM,
KpCauTOopaMu, HAJIOTOBBIMH U UHBIMHU IIPABOOXPAHUTCIIBHBIMU OPIaHAMMU.

HpI/ISHaKI/I, CBHUICTCIIbCTBYOIIHUC O BO3MOKHOU IMPpUYIaCTHOCTH JIMIIA K KaTCTOPHUHU

«KPOTOB», MOT'YT OBITh BBISIBJICHBI B MPOIECCE MPOBEPKU, CBA3AHHOU C pElICHUEM
BOIIPOCa O JIONyCKe K paboTe ¢ 3alMIIaeMbIMU CBEACHUSIMHU.

Haubonee  s(dexTuBHBIM  HampaBleHWEM  TOBBIIICHUS  3aIIUIIEHHOCTH
uH(GOPMAIIUU TOPTOBBIX U MPOMBIIIEHHBIX CEKPETOB X035UCTBEHHBIX POCCUNCKHIX
CyOBEKTOB OT NMPOHUKHOBEHMS JUI, BHEJAPEHHBIX CIECHUAIBLHBIMU CIIy>)KOaMH U
OpraHu3alldsIMU  HMHOCTPAHHBIX TOCYJApPCTB, MPECTYIHBIMU OTE€UYECTBEHHBIMU
OpraHu3alusIMU, SBJSIETCA  OpraHu3alus  JEJIOBOTO  COTPYJIHHYECTBA  C
OTEYECTBEHHBIMH CIICIICTY>KOAMH U MPABOOXPAHUTEIBLHBIMU OpraHaMu. Y TauHbIM
MPUMEPOM  TAKOTO B3aUMOJCHCTBHS  SBJISIETCS COBMECTHAs JI€ATEIbHOCTD
noapazaencHuit MBJl P® u cimyx06 Oe3omacHOCTH AccOIUaui POCCHHUCKHUX
0aHKOB B paMKax COTJIAIIEHWM O B3aWMMOJECUCTBMU B 0O0JacTU oOecreyeHus
0aHKOBCKOI 6€301acCHOCTH.

He3akoHHOe moJiyyeHue KOH(PUACHIHAIBbHON HH(OPMaLMU IyTeM NepexBara
uHpopMaunu, HUPKYJIUPYIOUIeH B TEXHUYECKUX CPeICTBAX U MOMeEIeHUAX.
JlericTBUs, HAIpaBJICHHBIE HA HE3AKOHHOE MOJIYYCHUE CBEICHUM, TUPKYIUPYIOIIAX
B TEXHUYECKHX CpPEACTBAX M TIOMEIICHUSAX, CYIIECTBEHHO pa3IMYyaloTCi B
3aBUCHUMOCTH OT TOr0o, C KakuX OOBEKTOB MU KAKHUM CIIOCOOOM CHHUMAETCs
uH(pOpMaIMs, HCIOIB30Bal JIM MPABOHAPYIIUTEIh TEXHUYECKUE CPEACTBA U
yCTpoicTBa mepexBata uHGoOpMaMu (Kakue MMEHHO) WM ToJydaad CBEJACHUS
MTyTeM HETIOCPEJICTBEHHOTO BOCTIPHUATHS 0€3 UCTIOIb30BaHMS TEXHUUECKUX CPENICTB
OOBEKTHI, C KOTOPBIX CHUMaeTcs WH(OpMaIus, pa3fessitoTCs Ha OCHOBHBIC
TEXHUYECKHE CPEJICTBA U CHUCTEMbl (M UX KOMMYHHUKAIIUH), UCIOJIB3yEMbIE IS
0o0paboTKM, XpaHEHUS W TepeAadyn KOHPUACHIMAIbHOW uH(OpManuu, u
BCIIOMOTAaTEIbHbIE TEXHUYECKHUE CPEJICTBA U CUCTEMBbI, HE MpeAHa3HAYCHHBIC IS
nepegayd, oO0pabOTKM W XpaHEeHHs KOH(QUICHIMAIbHON  HHGOpMAaIUH,

YCTaHaBJINBACMbIC COBMCCTHO C OCHOBHBIMU TCXHUYCCKUMU CPEACTBAMU HNJIA B



3alMIaeMbIX nomenieHusix. K HUM OTHOCATCA pa3iuyHOro pojaa TenedoHHbIE
CpPEICTBA, CPEACTBA PATUOCBA3U, OXPAHHON U MOKAPHOW CUTHAIU3ALNH, CHCTEMBI
KOHJIMIIMOHUPOBAHUS, CHCTEMBI TPOBOIHOW PaIMOTPAHCISILUOHHON CETH, CPEACTBA
ANEKTPOHHON OPTTEXHUKH.

OcobenHoct mnepexBara HMHPOPMAIMM C TOMOIIBIO TEXHUYECKUX CPEACTB
pa3ianyaloTCa B 3aBUCHMOCTH OT TOTO, CUTHAJ Kakoro o0bekTa MH(OpMaTU3aluu
OHHM CHHUMAIOT, KaKMM CIIOCOOOM CHHUMAETCs U nepeaaeTcss uHpopManus, siBiasieTcs
JU YCTPOWCTBO CTAllMOHAPHBIM HJIM IIEPEHOCHBIM, pACIOJAraercss jJd OHO B
npejesax 3aluuiiaeMon 30HbI JIN0O 3a ee npeaenamMmu

B 4uncno 00bIYHO MPUMEHSIEMBIX YCTPOMCTB MepexBaTa MH(PpOPMAUU BXOIAT
ABTOHOMHBIE ~ aBTOMATHYECKHE cpencTBa "

AIIEKTPOHHBIE  YCTPOMCTBA («3aKJIAJIKN»); YCTPOHCTBA
nepexsBaTa HH(POPMALIUH, TOAKIIOYEHHBIE K KaHaJlaM CBS3HM; IOPTATUBHbIE
YCTPOMCTBA JUIsl IEPEXBATa MIEKTPOHHBIX CUTHAJIOB M HAKOIUICHUS

uHpopMaluu, TnepeMelniaeMble  CyOBEKTOM  TOA  OJIEKIOHN
(CKpBITOHOCUMBIE), TUOO 3aMaCKUPOBaHHbBIE B HAXOASILIMXCS IPU HEM BEILlaX UIIH
CHEUTpaNbHBIX» TPUOOpPAX MPH TMOCCIICHUU CIY)KEOHBIX J>KWIBIX M HMHBIX
MMOMEIICHHUH.

DNEeKTPOHHBIE YCTPOMCTBA MepexBaTa MHPOPMALIUK PA3JINYAIOTCA HA CIEAYIOIINE
BU/IBL:

- BCTPOCHHBIE B OCHOBHBIE TEXHUYECKHE CpPEACTBAa 00pabOTKHU W Teperayu
uH(popmaImu (Kak MpaBuio, 10 UX NPUOOPETEHUs OpraHU3aluel - COOCTBEHHUKOM
3alUIIAEMbIX CBEJICHUH );

- CHUMaroIMe HHGOPMALMIO 32 CcYeT MOOOYHBIX AJIEKTPOMArHUTHBIX
W3JIy4YEHUH;

- CHUMaroIye HHPOpPMAIHUIO B BUI€ aKyCTHUECKOTo (PEYeBOro) CUrHaa.
Breapenwne ycTpoiicTB epexBara HHPOPMAITUK BTOPOTO U TPETHETO THIIA B
OrpakIaroIIre KOHCTPYKLIHUH TOMENIEHUS], CACTEMbI OTOIUIEHUS U BEHTUJISILIAH,
MeOeNb U Ipyrue npeIMEeThl MHTEPhEepa, a TAaKKe JIMHUKU U apMaTypy CUCTEM

CBSI3H, DJIEKTPONUTAHUS, OCBEIICHHS U CUTHAIN3AllMU, KaK MPaBUIIo, TpeOyeT

MIPOHUKHOBEHUS B 3alIMIIAEMOE MOMEIIICHHE (Ha OXPaHSIEMYI0 TEPPUTOPHIO).



Annapartypa BUOpOAKyCTUUECKOT0 IEPEXBaTa yCTaHABIUBAETCS C UCIIOJIb30BAaHUEM
MEXaHUYECKOTO WM ONTUYECKOIO KOHTAaKTa C OrPaXKJAalOlIMMU KOHCTPYKIUSAMU
OMELICHMUSL.

[lepeuncrneHHple BBIIE pPa3IMYUsl TEXHUUYECKUX CPEICTB HEMOCPEACTBEHHO
CBSI3aHBI CO CIIOCOOOM MX YCTAHOBKH U UCIIOJIb30BAHUS U ONIPEIEIISIIOT 0COOCHHOCTH
JMYHOCTH IIpaBOHApyHIMUTENs. Tak, JIMLIO0 BHEAPSIOUIEE «3aKIaIKy» B 3alUIIIAEMOM
MOMEIIEHUHN JOJDKHO PpAaclojararb ONPENCICHHbIMA TEXHHUYECKHMMH HaBBIKAMM,
MMETh BO3MOYKHOCTh BPEMEHHOTO JIMOO OECKOHTPOJIBHOIO  IOCTOSHHOTO
npeObplBaHMsI B MOMEUICHMM. YKa3aHHbIE JIMIA, Kak MpPaBUJIO, SIBISIOTCS
COTPYJIHHMKAaMU OpTraHU3alH JIMOO MPEICTABUTEISAMUA TEXHUUECKUX U HHBIX CITYKO
OpraHM3alyii, y4acTBYIOIIMX B HAJIAJKE U PEMOHTE 000PYIOBaHHUS.

CpenctBa mepexBara MH(OpPMAalMM, CKPHITHO YCTaHABIMBAaEMbIE 3a MpeeIaMu
3aIIMIIAEMOT0 MIOMEIEHUS (TEPPUTOPUH ), MOTYT IIPEICTABIIATH COOOM YCTPOWCTBA,
HE TpeOyrolre MEXaHHMYEeCKOTr0 KOHTaKTa C KOHTPOJUPYEMbIM OOBEKTOM, JHOO
NOJAKJIIOYATECS K JIMHUAM W KOMMYHHMKAalWsM, BBIXOJAUIMM 32 MpPEIeibl
3aIIMIIAEMON TEPPUTOPUH. Y CTAHOBKY YKAa3aHHBIX CPEJICTB MOKET OCYLIECTBUTH
JIUII0, HE CBSI3aHHOE C pabOTON B KOHKPETHOW OpraHU3aIlHH.

[lepexBaT uHpOpMALMK, LHUPKYIUPYIOIIEH B 3alIUIIAEMOM IOMEUIEHUU WIH
cpenctBax uH(popMmaru3auMu 0€3 HCHOJb30BAHUS CHEIHATIBHBIX TEXHUYECKUX
CPEICTB, KaK IPABUJIIO, OCYIECTBISAETCS IIyTEM IPOCIYIIUBAHUS (ITOACITYILIBAHUA)
PazroBOPOB.

K paspsny yka3aHHbIX CcHocoOOB mepexBata HMH(DOpPMAUUM  OTHOCHUTCS
OpOCTYyIIMBAaHUE  TeNe(OHHBIX TEPEroBOPOB €  IOMOIIBIO  KOHTPOJIBHOU
anmnaparypsl o BUAOM IpoBeAeHus npodunakruueckux padot Ha ATC, kpoccax,
KaOeIbHBIX KOMMYHHUKAIUSAX, MPOCMOTpa MHGPOPMAIMU C SKPAHOB JUCIUIEEB U
JIPYTUX CPEACTB €€ OTOOpaXKEHUs Yepe3 ABEPHU U OKHA.

[Tomyuenune uapopmariu 6e3 UCTIOIb30BaHHSI TEXHUUECKUX CPEICTB, KaK MPABHIIO,

CBs3aHO C HpC6BIBaHI/ICM 006Hpa10mero €C JInga HECIMOCPpEACTBCHHO B



3almuMimacMoM IMOMCIIICHHH. Takum JaUIIOM OOBIYHO  SIBJISICTCS COTPYAHUK
OpraHu3aluu.

Crnenamu coBepllieHUs TPAaBOHAPYIIICHUSI MOTYT CIIYKHUTh:

- HAJIMYUE PAAUOU3ITYyYEHUM, CBUICTENBCTBYIONINX O (DYHKIMOHHUPOBAHUH
ANIEKTPOHHBIX «3aKJIaJ0K» W ammaparypbl BHOpPOaKyCTHYECKOTO TIiepexBara,
HAXOJSAUIUXCS B TEXHUUECKHUX CPEICTBAX, KOHCTPYKIUSAX TOMEIICHUN, MeOeH

U JIPYTUX MpEeIMEeTax UHTEphepa, B MEXaHUUYECKOM JHOO ONTHYECKOM KOHTAKTE C
OKOHHBIMH paMaMH, CTE€KJIAMH WM JPYTMMH KOHCTPYKLUMSIMH TOMEIIECHHS, JTMOO
MOAKIIOYEHHBIX K KaHAJIaM CBSI3H;

- MEXaHUYECKUE HW3MEHEHUs B KOHCTPYKLUAX IIOMEIICHMS, CHUCTEMaX
OTOIUJIEHUSI U BEHTWISILIMM, MEOENIN U APYTHX MpeaMeTax MHTEpbepa, a TakkKe Ha
JUHUSAX U apMaType CUCTEM CBSI3H, DJIEKTPOIIUTAHNS, OCBELEHUS U CUTHAIN3ALUY,
IPOU3OLIEIINE B PE3YJIbTAaTE YCTAHOBKU YKa3aHHBIX 3aKJIaJIOK

U arlaparypsl;

- HaJM4Ke MOBPEXKACHUIN Ha IBEPU 3alUIIAEMOr0 MOMEILEHUS OTCYTCTBHE
mTamIia Ha revaty, KOTOpOoi OHa onevyaTaHa;

- IPU3HAKKU OTIIMPAHUS 3aMKa HELITATHBIM KIIFOUOM;

- MPU3HAKU HECAHKLIMOHUPOBAHHOTO MPOHUKHOBEHHUSI JIMLA B 3aIUILAEMOE
MOMEIICHHE;

- MOBPEXICHUE U30JISIUMU KaOemsi U IPOBOJIOB CBS3H;

- MOSIBJIEHUE HECAHKIIMOHUPOBAHHOT'O Pa3pbiBa JUHUU (M BOCCTAHOBJICHUS )
CBS3U;

- HapylLIeHUE LEJIOCTHOCTHU NeYaTH WK MIIOMOBI KaOeIbHBIX KOJIOIIEB U
pacrpenenuTeabHbIX mKadoB (KOpoOoK);

- MOBPEXKICHUE N30JSIUU ITHYPOB B IYJIbTaX KOMMYTaTOPOB.

He3zakonHoe 3aBJjI1ajicHHe KOH(HMACHUHAJIBbHON HHpOpManuei
coJeprkaniencs B cpeacTBax BbIYHMCJIUTEIbHOM TeXHUKH "
aBTOMATH3MPOBAHHBIX CHCTeMaX. /[eiCTBUS JIUL, HE3aKOHHO 3aBJa€BAIOIINX

KoH(pUIeHIIMATbHON HHGOPMAITUEH, COEpKAIEHCS B CPEACTBAX



BBIYHUCJIMTEIbHON TEXHUKU U ABTOMATHU3UPOBAHHLBIX CHCTEMAX, 06YCJIOBJ'ICHBI
BHUJIOM H OCOOCHHOCTSIMH HOCHUTEJIS I/IH(bOpMaHI/II/I.

B OJHHUX CJIydasaX IIOCATATCIBCTBO MOJKCT OBITH COBCPIICHO HAa TCXHUYCCKUC HIIU
IMporpaMMHBIC CPCOCTBA BBIYHCJINTEILHOU TCXHUKH, CpCACTBA W JIMHUU CBA3U,
MMpCAHAa3HAYCHHLIC U IICPCMCIICHHA 1 KOITMPOBAHUA

uHopMarmu.

B npyrux - 3710yMBIIIIEHHUK IIOCATAET HA HAKoNUTenu namsatd OBM, B KOTOpBIX
MOXET HaxOoJIWUTbCs WH(OpManus, HAa MarHUTHblE WM OyMaXKHbI€ HOCHUTENN
uHpopMaIuu.

TunuuHplM CcHOCOOOM peanu3alMi yMbICHA SBJISETCS BHEAPEHHE B OOBEKT
MH(pOpMATU3alMM NPOrPAMMHBIX MM TEXHUYECKUX CPEACTB, MO3BOJISIOLINX
000ONTH cpeAcTBa 3allUThl M MOJYYUTh HECAHKIMOHMPOBAHHBIM JOCTYIl K
uHpopManuu. He MeHee pacnpOoCTpaHEHHBIM SIBISIETCSl MEpexBaT HH(OpMaluu,
colepKalleiicss B CpPEICTBAX BBIUMUCIUTEIBHOW TEXHUKH C HCIOJIb30BAaHUEM
PaAMO3IEKTPOHHBIX CPEICTB.

Kpome Toro, nisi mpOTHMBOIPABHOTO 3aBlIJICHUs 3alllUIaeMoi WHboOpMaIei
MOKET UCHOJb30BATHCS XHUILEHUE MAIIMHHBIX WX APYTUX OPUTUHAIIOB HOCUTENEH
uHpOpMalMy, NOPOrpaMMHBIX WM  aNlapaTHbIX  KIIOYEeH U CPEeACTB
Kpunrorpaduueckoi 3aiuTbl THHOPMALIIH.

He cnenyer ymyckaTh W3 BUAY, YTO JEHCTBUS 3JI0YMBIIIJIEHHUKOB MOTYT OBITh
HaIlpaBJIEHbl HE TOJIBKO HA MPEOJIOJICHUE TEXHUYECKUX U MPOTPAMMHBIX CPEJICTB
3amuThl. B kayecTBe croco0a HE3aKOHHOTO MOyYeHUs] HH(POpMauu MOXKET ObITh
WCIIOJIb30BAHO  BO3JEHCTBHE HA COTPYJHHUKOB OpraHU3alll{, HMEIOIINX
opuIManbHBIA JOCTYH K CBEIEHUAM, B BHUAE IMOJAKYMa, Yrpo3, IIaHTaxa.
[TocnencTBreM HECAaHKIIMOHWPOBAHHOTO JOCTyNa K 3allUIIaeMOld HHpOpManuu
MOTYT OBITh O3HAKOMJICHHE CO CBEJICHHUSIMH IIyTe€M IpPOUYTEHUS, KOIHUPOBAHHE
uH(poOpMaIuKM, 3aBlIaJICHUE OpUTMHAJIaMU HOcuTenedl uHdopMmaluy, BHECEHHUE
M3MEHEHUH B coJiepKaHue HHPOPMAIIUH UIH €€ YHUUTOKEHHE.

CnenaMu HE3aKOHHOTO 3aBlajieHHs HMH(OpMalMen, coaepiKalleiicss B cpeacTBax

BBIYKCJINTEIbHON TEXHUKHU U ABTOMATU3UPOBAHHBIX CUCTEMAX, CIIYy:KaT



3apeructpupoBanHbie OBM cBeneHuss O TMOMNBITKAX HECAHKIMOHUPOBAHHOTO
noctymna (aara, Bpemsi, UICIIOJIb30BaHUE KOHKPETHBIX TEXHUYECKUX U MPOTPAaMMHBIX
cpenctB). O COBEpIICHHBIX  MNPOTUBONPABHBIX  JCHCTBUSAX  MOXKET
CBUCTENBCTBOBATh OOHApy)KeHHE B O00BEKTe HH(OPMATHU3AIMUA HEIITaTHBIX
MPOrPaMMHBIX MJIM TEXHUUYECKUX CPECTB.

[Ipu3HakaMyu HE3aKOHHOTO 3aBJaJeHUs WH(GOpPMAalUed MOTYT CIY>KUTh CIEbI
XUIICHUs] MAIIMHHBIX WIA JPYTUX OPUTHMHAIOB HOcUTeled uH(opMaiuy,
MPOrPaMMHBIX HJIM allapaTHBIX KIIOUEH W CPECTB KPUNTOTPAdUISCKON 3aIUThI
unpopmaruu. CrnocoObl  UX  OOHapykeHUss W (QuKcaud HE  HUMEIOT
OPUHIMIHAIBHBIX ~ OTJIMYMNA  OT  CJIEIOB  TMOXHUIICHUS KOH(PHUIACHIIMAIbHBIX
JOKYMEHTOB, OITUCAHHBIX BBIIIIE.

Jlist mostydeHusi HamOoJiee MOJHOM MHGOPMAMK O COOBITUM MPOTHBOIPABHOIO
3aBNAJICHUs]  3allMIIA€MbIMU  CBEACHMSIMHM  HMEET  KPUMMHOJIOTHMYECcKas
XapaKTePUCTHKA JTNYHOCTH MPABOHAPYIIUTENS, TO €CTh CyOBEKTa MOCATATEIbCTBA.
B niepByto odepes 3T0 KacaeTcs €e OTHOIICHUS K

OpraHm3aluu - oOjanarento cBeneHui. Tak, WTaTHbIE COTPYAHUKU OpPraHU3alH,
OOCITy’)KMBAIOIINE CPEACTBA BBIYUCIUTEIHHOW TEXHHWKH, CBSI3U, OMEPATUBHYIO
nonurpaduio, Kak MpaBmIIo, JOMYIEHbI K KOHQUACHIIMATEHOMY JEIONPONU3BOACTBY
U MMEIOT BO3MOXXHOCTh BXOAMTHh B IOMELICHHE, TJle MPOU3BOAUTCS 00paboTKa
uHpopmanmu. OHHU, B TEPBYIO OUYEpEdb, JODKHBI OBITh TPOBEPEHBI Ha
MPUYACTHOCTH K yTEUKe KOH(DUICHIINATHEHON HHPOPMAIIHH.

HpyruMu cyObeKTaMH yTpaTbl CBEIEHUH MOTYT CTaTh MPHUBATHBIEC CIIELUATIHCTEHI,
COTPYIHUKHA CMEKHBIX W OOCTY>KMBAIOIIUX OPraHU3aIfii, MPOTPAMMUCTBI U
MaTeMaTUKU-KpunTorpadsl, pa3padOTUNKH TEXHOJIOTHUYECKUX CHCTEM 00pabOTKH
uH(poOpMaIMi U Hajdaauuku oOopynoBaHus. He mmes oduimanibHOro noctyna B
3aIUIIaeMOoe TOMEIIEHUE JTM0O0 Ha OXPAHAEMYIO TEPPUTOPHUIO, OHU MOTYT MOJTYIHUTh
MH(GOPMALIMIO UCTIOJb3Ys MPOU3BOJIbHBIE KaHAJbl CBA3M ¢ OaHKAMM JAHHBIX WIH
crenuaibHO pazpaboTaHHble porpammel. CiielyeT UMeTh B BUAY U BO3MOKHOCTh

MPUYACTHOCTU K MPOTHUBONPABHOMY 3aBJIAJICHUIO HHPOpMAIHEi



KPpYMHUHAJIBbHBIX  OJICMCHTOB. HOCJ’Ie,Z[HI/IC MOI'YT  SABJIATBCA

COTPYAHUKAMH OpraHu3aliin 1100 HE OBITH UMHU.

IIpakTnueckoe 3ansTHe: KpuMuHaaucTHYecKasi XapaKTepUCTHKA
CIOCO00B HE3AKOHHOI0 MOJIy4YeHHs 3amuiaeMoil uHgopmanumn

HpH IIOBCACHHUHN 3aHATHA HCO6XOI[I/IMO PaCcCMOTPECTh  CICAYIOLINE

eonpocewl:
Meroabl paccienoBanusi (AKTOB yTpaThl KOH(PHUACHIMAIBHBIX JOKYMEHTOB.
[Toxumienne JTOKYMEHTOB, COJEpKallUMX 3alluilaeMble CBeICeHUS. TUIMUYHBIC
CBOMCTBAa JIMYHOCTU CYOBEKTOB, COBEPIIAIONIMX TOXUIICHHE JOKYMEHTOB.
OcHOBHBIC HaIpaBJIEHUS] MACKUPOBOUYHBIX JEUCTBUM, KOTOPhIE IPUMEHSIOT JUIIA,
MOXUILAKOIINE TOKYMEHTBI. IPU3HAKU YMBIIUIEHHBIX JCHCTBUIA, HAITPABJICHHBIX Ha
NOXUIIIEHHEe  KOH(UIIEHIUANBHBIX  MarepuaioB. He3akoHHOe  MoJydyeHuUe
KOH(pUIEeHIHAIbHOW MH(OpMaluK MyTeM BbiBeAbIBaHUsA. HezakoHHOE mosydeHue
KOH(MUICHIIUATFHON HMHpOpMAaUMKU TyTeM BHEAPEeHHs areHToB. HezakoHHOE
MOJIy4YeHUEe KOH(PUACHIMAIbHOW MH(GOPMALMKM IMyTeM IepexBaTa HHPOPMALIHH,
HUPKYJIUPYIONIEH B TEXHUYECKUX CpEACTBaX U ToMmenleHusx. HezakonHoe
3aBiajicHue KOoH(MUIEHIUATbHON uH(OpMalMeld conep)kaieicss B CpeacTBax
BBIYUCIUTEILHON TEXHUKU U aBTOMATU3UPOBAHHBIX CUCTEMAX.

Pexomendyeman numepamypa:

1. Kones, U. Undopmarnmonnas 6e3onacHocts npeanpusitus / 1. Konees,
A. benses. - CII16.: BXB-Ilerepbypr, 2003. - 752 c.

2. Nudopmatuzanmsi GuzHeca: KOHIICTIIMK, TEXHOJIOTHH, cucTema / A.M.
Kapmunckuii, C.A. Kapmunckuii, B.I1. Hectreos, b.B. Uepnukos. - M.: ®uHaHCHI
u craructuka. 2004. - 624 c.

Tema 2.3. IIpyHIMIIBI 321U THI HHOPMALIUHN.

I1lnan.
1. [IpaBOBBIC MPUHIIUATIBI 3aITATH HKHPOPMAIIUH.
2. OpraHu3aImoHHBIC TPUHITUIIBI 3aIUTH HH(OPMAITUH.

3. Crnenuduyueckre NPUHIUIBI 3aIUTHI UHGOPMAITUH.



[lon mpuHLMIIAMH 3aIIMTHI CEKPETHOM WM KOH(UIECHIMAIbHON HHpOopManuu
IIOHAMAIOTCS ~ OCHOBOIIOJIATAIOIIME  TEOPETUYECKHME WAEHM U BaXKHEWIINE
IPAKTUYECKAE PEKOMEHJAUMK I10 OpraHu3alliM M  OCYLIECTBICHHUIO 3TOH
nesTenbHOCTH. OHU YYUTBIBAIOTCA IPU CO3JIaHUM HOPMATHBHOW 0Oa3bl 3alllUThI
uH(pOpMaIlMK, BBOJITCS B KadecTBE MPABOBBIX HOPM B 3aKOHOJATENbHBIE U
[I0JI3aKOHHbIE HOPMATUBHBIE AKTHI, U, TAKUM 00pa30M, CTAHOBSITCSI HOPMaTHUBHBIMU
TpeOOBaHUSIMU, OOSA3aTENbHBIMM  JJIS1 WCIOJHEHUS CyOBeKTaMu  3alllUThI
nH(pOopManuu. ITU TPUHIMIBI BEIPAOOTaHBI JIUTEIBHON TPAKTUKON AESITEIbHOCTH
PEKUMHBIX OpraHU3alMi M NOAPA3NCICHUN B HAIIEW CTpaHe, B HUX TaKKe
YUHUTBIBAETCS 3apyOEKHBIM OIBIT 3alIUTHl TOCYAAPCTBEHHBIX U WHBIX CEKPETOB.
BoJBIIMHCTBO NEUCTBYIOIUX HOPMATHUBHBIX JOKYMEHTOB, B KOTOPBIX 3aJI0KCHBI
ATU NPUHLMIIBIL, PETIIAMEHTUPYIOT BOIPOCHI 3aIIUThl TOCYJAPCTBEHHBIX CEKPETOB,
OIHAKO B CHJIy YHMBEPCAJbHOCTH TAaKUX NPUHLMUIIOB, OHU MOTIYT WU JIOJKHBI
UCIIOJIb30BaThCS MPU OPraHU3alMH 3alUThl KOMMEPUYECKOU, MpodecCHOHaIbHOM,
JUYHOU Y MHBIX BUJOB TalHbI. [[pUHIUIIBI 321U THI MH()OPMALIUU MOYKHO Pa3eIHTh
Ha [IPAaBOBbIC U OPTaHU3ALIMOHHBIE.

[IpaBoBblE MPUHUMUIBI 3alIUTHl  MH(DOpPMAUU TapaHTUPYIOT COOJIOJECHUE
3aKOHHOCTHU TPH 3aCEKpPeUYMBaHUM HMH(POpMALUMU U OOECIIEUEHUU €€ 3allUThl OT
HEMPAaBOMEPHOTO MOJIyYEHUS U UCTIOJIb30BaHUA.

[IpuHIMO 3aKOHHOCTH 3aIIUTHEl MHGOPMAIMU 3aK/IOYaeTCI B HEOOXOIUMOCTU

HOPMAaTUBHO-TIPABOBOTO PETYJIUPOBAHUS 3TOW BaKHOM 00JlacTH OOIIECTBEHHBIX
OTHOIIEHHWI B TOCyJIapcTBe. B 3aKOHOAATENBHBIX M TMOJ3aKOHHBIX HOPMAaTHUBHBIX
aKTax JOJDKHBI OBITh YETKO M OJHO3HAYHO OMpEEICHBbl MpaBa U 0OS3aHHOCTH
CyOBEKTOB 3alllUThl MH(POPMAIMU, NETATbHO H3JI0KEHbl KPUTEPUU OTHECEHUS
CBEJACHUN K TIOCYJapCTBEHHOW, KOMMEPYECKOM W HHBIM BHAAM OXPaHIEMOU
3aKOHOM TalHBI, TOJIPOOHO PErJIAMEHTUPOBAH TMOPSAOK 3aCEKpPEUHBAHUS
uHbopMallMM W TMPaBWJI €€ 3allUThl, a TakKKe YCTAaHOBJEHA YrOJOBHas,
aIMUHUCTPATUBHAS, MAaTEpUAJIbHAs M HHAsA OTBETCTBEHHOCTb 33 HE3aKOHHOE

MOKYIIIEHUE Ha 3alllUIAeMYI0 HH(OpMAIHIO.



JIOJDKHOCTHBIE JIMIIA U ApyTrue pabOTHUKU YUPEKICHUN U MPEIIPUATHI, KOTOPHIM
no ciyx6e uau paboTe JOBEPAIOTCS CEKPEThl, B COOTBETCTBMM C 3aKOHAMHU U
MOJ3aKOHHBIMH aKTaMU JIOJDKHBI HAJENAThCA NpaBaMU, HEOOXOIMMBIMH IS
oOecrieyeHUsT  HAJEKHOW  3aIIUTHl  JIOBEPEHHOW WM  CEKpPEeTHOW WU
KOH(UAeHIMaTbHOM HHpopMarun. [Ipu 3ToM Ha HUX BO3JIararoTcs 00s3aHHOCTH 110
COOJIIOJIEHUIO TPeOOBAaHMI COOTBETCTBYIOLIETO PEXHMA, BBIMOJIHEHHE KOTOPBIX
00ecreynBaeT COXpaHHOCTh MH(POPMALIIH.

[IpuHIMO IpUOPUTETA MEKAYHAPOIHOIO IpaBa HaJ BHYTPUTOCYAaPCTBCHHBIM

IpeIycMaTPUBAET, YTO OOBEKTOM 3aCEKPEUMBAHUS HE MOTYT OBITh CBEACHMUS,
KOTOPBIE MOJIJIEKAT OTKPHITOMY UCTOJIb30BAHUIO B COOTBETCTBUU C
MEKTyHApOAHBIMU corjanieHusaMu. Hama ctpana npuHsiia Ha ce0s 0053aTeIbCTBO
IPUBECTH CBOE BHYTPEHHEE 3aKOHOAATEIBCTBO B COOTBETCTBUE C MOJIOKEHHUSIMU
KOHBEHIIMI U corjlaimeHni EBponeickoro cor3a, MexayHapoagHoro BajJtOTHOTO
dboHma U APYTUX MEKTYHAPOIHBIX IKOHOMUUECKUX OpTraHu3aIlfil, y4aCTHUKOM
KOTOPBIX OHA siBJIsieTCsl. OHUM U3 YCIOBHUI WICHCTBA B 3TUX OPraHU3alMsIX
SIBJISIETCS MPEIOCTaBlIeHHEe HH(OPMAIIUU O PealbHOM TOJIOKEHUHU JIeTT B
HaIlMOHAJIbHOU DKOHOMHUKE.

HDI/IHHI/IH PaBHOIIpABUsA Ha 3aCCKPCUYMBAHUC I/IHd)ODMaHI/II/I O3Ha4YacT IIpaBoO

CYBEPEHHOI'O0 TOCyJapCcTBa HapaBHE ¢ JPYIMMH CTpaHaMHu 3alluiiaTh U
3aceKpeurBaTh CBEIEHUA H3 TeX oO0JacTed, KOTOpble 00ECIEeUrnBAIOT €ro
HalMOHAJIbHYIO0 Oe3omacHOCTh. Kaxkoe rocyjapcTBo UMEET MPaBO CamMoO PEIIaTh,
9TO OHO Oy/AeT 3aceKpedynBaTh, a 4YTO OTKPBIBaTh. [Ipu 5TOM B3aMMHOCTH H
paBHOIMpPABUE MEXIy TOCyJapCTBaMU WM UX KOAIMIUMSAMH Ha 3aluTy
HallUOHAJIBHBIX ~ CEKPETOB OyJeT CHocOOCTBOBAaTH Pa3BUTHIO JOBEpUS B
MEXIYHAPOJHBIX OTHOIICHUSX, TTIOMOTaTh YCTPAHCHHUIO ACHMMETPUU PEKUMHBIX
OTPAaHUYCHMM, CIIOKUBIIUXCA B pa3HbIX CTpaHax. V3IHIIHAS 3aKpPBITOCTh
rocyJlapcTBa BCErJa BbI3BIBAET HACTOPOKEHHOCTh JAPYTHUX CTpaH, TaK KaK Takue

JeHCTBUS OOBIYHO CBSA3BIBAIOT C HEAOOPHIMU HAMEPEHHUSIMH.



[TpuHIIMO COOCTBEHHOCTH Ha I/IHd)ODMaIII/I}O OIIpCACIIACT IIpaBO COOCTBEHHHKOB

(BmagenpblieB) nH(GOPMALIMK IPUHUMATH MEPHI K e 3ammTe. J{Js 3Toro Moryr
UCII0JI30BATHCSI HOPMBI aBTOPCKOT'O M MIATEHTHOIO IIPaBa, MEXaHU3MBbI 3aIlUThI
MHTEJUIEKTYaJIbHOM COOCTBEHHOCTH, KOMMEPYECKOMN MM OaHKOBCKOW TalHBI U JIp.
Tonpko cOOCTBEHHUK HH(POPMAITUH UMEET IPABO ONPEAEIAThH, KAKUE CBEIACHHUS
CJIETy€eT 3aCEKPETUTh, KaKoi rpud (CTENEHb) CEKPETHOCTU UM IPUCBOUTH, KOO K
HUM JIOITyCKaTh, KAKME MAaTEPUAIIBHBIE CPEACTBA PACXOA0BATh HA UX 3AILHUTY,
KaKHe METOJIbl M CPE/ICTBA UCIOJIB30BATh AJIsl 00ECIEUEHUS 3alUThI
OpUHAaJIekale eMy nHpopmanuu. B cBA3M ¢ 3TUM B poCCHIICKOM
3aKOHOJATEIbCTBE MPUHATHI IPABOBBIE aKTHI, PETJIAMEHTUPYIOIINE
UMYIIECTBEHHbIE OTHOIICHUS B 00JIaCTH UHTEJIEKTYaJIbHON COOCTBEHHOCTH,
MH(OPMAIMOHHBIX PECYPCOB, KOMMEPUYECKON TallHBI, a TAK)KE PETYIHPYIOLINE
paBa COOCTBEHHUKOB Ha BJIaJICHUE, PACHIOPSKEHHUE U 3aIUTY UH(POPMaLIUK.

HDI/IHHI/IH SKOHOMHUYECKOMN HCHCCOO6D83HOCTI/I 3a11IUThI HHd)ODM&HPIPI 3aKJII04YacTCsa

B TOM, YTO 3aTPaThl Ha 3AIUTY CBEJICHUN TOTKHBI ObITh SKOHOMUYECKHU ONPaBIaHbl.
CeKpeTHOCTh JIOJDKHA OLICHMBATbCSl KaK IOTPEOUTEIBCKOE CBOMCTBO M €€
CTOMMOCTb JIOJKHA BKJIFOUAThCS B LIEHY MPOM3BOAMMOro npoaykra. [Ipubsuis ot
WCIIONIb30BAaHUSI CEKpeTHOM uH(pOpMalMK JOJDKHA OKyNaTh 3aTparbl Ha
OCYLIECTBJIEHUE PEXXUMHBIX MEPONPHUATHI 1O ee 3amure. CeKpeTHOCTh SABISETCA
TaK’K€ M SKOHOMHYECKOW KaTeropueil, mo3TomMy ee€ COOIIOICHHE B YCIOBUSX
PBIHOYHOM DKOHOMMKHU SIBJISIETCS J€JIOM BIIAJEIBLEB CEKPETOB, KOTOPHIEC JOJIKHBI
CaMM YCTaHaBJIMBATh CTENEHb BPEMs JCUCTBUsI CEKPETHOCTH CBEACHUM C y4E€TOM
NOTEHIIMAIIBHON BBITOJIBI PU €€ UCIIOIb30BAHUU UM BO3BMOXHBIX YOBITKOB IPHU €€
yreuke. B o0OsacTtu 3amiuThl TOCYJIApPCTBEHHOW TailHBI ACUCTBYIOT W JApYyTHE
(monuTHYECKUEe, BOCHHbIE W T.A.) (DaKTOphl MpH pPELIEHUH MPoOJieM 3alluThl
uH(popMaIuu.

Opranu3zanmoHHbIe TPUHIUIIBI 3aIUTHI HH()OPMAIIUU OTpakatoT o0IIue IpaBuiIa U
IOAXOAbl K 3allUTE€ CEKPETOB, IOITOMY OHHU 3a IOCIEAHUE TIOAbl IPETEPIIEIN
3HAYUTEIBHO MEHBIIE U3MEHEHUI 110 CPAaBHEHUIO C IPABOBBIMM NMpUHLKIIAMUA. OHU

HCIIOJIB3YIOTCA IIpU JTH000M 06[H€CTBCHHO-HOHHTH‘I€CKOﬁ 1 SKOHOMHYECKOM



CUCTEME, SIBJISISICh OJIMHAKOBO A(()EKTUBHBIMU MPU 3AIIUTE TOCYIaPCTBEHHOM,
KOMMEpPUECKOH, 0aHKOBCKOH, Mpo(ecCHoHaIbHON UM HHOM TallHBI.

[IpyHIMO  CHCTEMHOrO MOAX0Ja K OpraHM3alyy _ 3allMUThI I/IHd)ODMaHI/II/I

NPEANOJIaraeT, ¢ OJHOM CTOPOHBI, BBISBICHUE BO3MOXXHBIX KaHAJOB YTCUYKH
3amuiaeMoi nHpopMalu, a ¢ IPyroil - U3y4eHre BO3MOXKHOCTEH MPOTHUBHUKA
(KkoHKypeHTa) 1o A0ObIBaHMIO 3aimuiiaeMoid wuHdopManuu. Takoi aHaIu3
OCYILIECTBIISIETCA C YYETOM YCJIOBUU JEATEIBHOCTH OMPEACICHHOTO MPEANPUITHUSA,
YUPEKJICHUS, OTPACIU WM B OTHOUIEHWU KOHKPETHOW mpoOieMbl. CHUCTEMHBIN
MOAXOJ TO3BOJISIET CO3/JaTh OPraHUYECKU B3aMMOCBSI3AHHYIO COBOKYITHOCTH CHII,
CPEACTB M CHEHUABHBIX METOJOB Il ONTUMAJIBHOTO OTrPAHUYECHUSI CQepbl
oOparieHus 3aIIHIIAEMOM uHbopMaIuu u peAOTBpaIlCHUS
HECAHKIIMOHUPOBAHHOTO JocTyna K Hel. [lpu co3maHuu CHUCTEMBI 3alUThI
“HpOpMAaIIUU OCYIIECTBIISIETCS KOMIUIEKC 3alllUTHBIX MEp, HANpaBJICHHBIX Ha
IpeaynpekIeHue yTpaThl U YTEUKU HHDOpMAIUu.

HDI/IHI_II/IH MAaKCHUMAJIbHOT'O OIpaHMYCHUS YN CJa JIMI, JOITYCKACMBIX K 3amHmaeM0171

uHpopmalmu, MUPOKO MPHUMEHSETCS BO Bcex cdepax  JeATeIbHOCTH

rOCYJJapCTBEHHBIX M KOMMEPUYECKUX CTPYKTYp IPU OCYIIECTBICHUU 3aLUTHI
nHpopmanuu. OCHOBHOM CMBICH 3TOM MEpbI CBOAUTCS K TOMY, YTO COXPAHHOCTb
3aCEKpeYeHHON MH(POPMALIMK HAXOIUTCA B MPSAMON 3aBUCHUMOCTU OT KOJIMYECTBA
JMI, JNOMYUIEHHBIX K OOpamieHuto ¢ Hero. YeM yke 3TOT Kpyr, T€M BbILIE
BEPOSITHOCTh COXPAaHEHHWs B TailHe AaHHOW HHpopmanuu. OTaHU3alUMOHHO 3Ta
3all[UTHAas Mepa peau3yeTcs CIEIYIOIKUM 00pa3oM: K CEKpEeTHhIMH paboTaM U
JOKYMEHTaM JIOMyCKaITCs TOJIBKO T€ JIMIA, KOTOPhIE UMEIOT pa3pelieHue (JI0MycK)
Ha O3HAKOMJIEHUE CO CBEICHUSIMU C COOTBETCTBYIOLIEH CTENEHBIO CEKPETHOCTU U
MpaBoO JOCTyNa K KOHKPETHOM WH(pOpMalnu, ¢ KOTOPOHl OHM HEMOCPEICTBEHHO
CBsI3aHBbI 110 paboTe.

[IpuHIMO IEpCOHATBHOM OTBETCTBEHHOCTH 33 COXPAHHOCTh JJIOBEPEHHBIX CEKPETOB

sbdeKkTuBeH B TOM ciyyae, KOTJa KaXAblii COTPYAHHUK, JOMYIIEHHBIA K
3alUIIaeMoN HH(POPMALIMU, OCO3HAET JIUYHYIO 3aMHTEPECOBAHHOCTh B COXPaHEHUN

B TaiiHe TOBEpEeHHOI emy uHpopmaiuu. Eciu e paboTHUK BUIUT,



YTO COXpaHEHHe KaKoii-To nHpOpMaluy B TailHe HYKHO JIMIIb MPEIIPUATUIO UITH
rOCyJapCcTBy, a €My JIMYHO HUYETO HE JAeT, TO OH OyAeT OTHOCHUTHCA K 3allHTe
nHpopMannu popMaIbHO, BBITOIHSSA COOTBETCTBYIONINE TPEOOBAHNUS TOIBKO JIUIIIb
u3 00s3HU OTBETCTBEeHHOCTH. [Ipu sTOM 3¢ (eKTHUBHBIM CHOCOOOM TOBBIIICHUS
OTBETCTBEHHOCTH COTPYTHUKOB 32 COXpaHEHHUE JJOBEPEHHBIX UM CEKPETOB SIBIISIETCSA
o0yyeHHMe WX TpaBWiIaM  3alUTbl  WHGpOpMAIMM W OoOpalieHuss ¢
KOH(UICHIIMATEHBIMUA JJOKYMEHTaAMHU.

[IpyHIMO HEOPEPLIBHOCTH 3alLMTHI I/IHd)ODMa]_II/II/I O3HA4YacCT, 4YTO 3alllUTHBIC

MEPONPUATHS JOJIKHBI OCYLIECTBISATHCA HEMPEPHIBHO C MOMEHTA MOSBIEHUS 3TOU
uHdopMaIlMi, Ha BCEX OJTamax ee o0padoTku, Tepeaaydd, HUCIOJIb30BaHUS U
XpaHEHUs, BIUIOTh JO ATala €€ YHUUYTOXKEHUS WM paccekpeuuBanus. [Ipu stom
JOJDKHOCTHBIE JIMI[Aa, HMEIONIME OTHOIIEHWE K padoTaM C 3aluuiaeMoiu
uH(pOopMaIuel, Py PEelIeHUH TPOU3BOACTBEHHBIX, (PMHAHCOBBIX, MAPKETUHIOBBIX
Y WHBIX 33Jlad HE JOJDKHBI YIYCKaTh M3 BUAY U CBSI3aHHBIE C HUMU PEKUMHBIC
BOITPOCBI.

PaccmoTpeHHBIE BBINIE OpraHU3allUOHHBICE U TMPABOBBIE MPUHIMUIBI 3AITUTHI
MH(pOpMaAMK UMEIOT JOCTATOYHO OOIIMK M YHHUBEPCAIbHBIA XapakTep, MO3TOMY
OHM B PAaBHOW CTENEHU HMCHOJIb3YIOTCS B PaA3IMYHBIX O0JIACTAX AESATEIbHOCTH.
OnHako TMpU OCYIIECTBICHUM 3alllUThl PA3IUYHBIX BHJIOB HHPOpPMAIMH U
MH()OPMAIIMOHHBIX TPOLECCOB HCIOIB3YIOTCA W CHEU(PUYECKUE TPHUHIIMUIIBI,
0OyCJIOBIIGHHBIE OCOOCHHOCTSIMH TIPEIMETa 3alllUThl, a TAKKE MPUMEHIEMBIX B

3alllUTHBIX LCJIAX CUII, CPCACTB U MCTOIOB.

Tema 2.4. MeponpusTHsi, METOAbI U CPEACTBA 3AIUMTHI HH(POPMALIUM.

IInan.

1. [TonsaTre 3anuThl HHGOOPMAIIHH.

2. Meponpusitus 1o 3anurte HHHOPMAIIHH.
3. MeTtob! 3a1uThl THGOPMALIUH.

4., Crnioco0nlI 3an1uThl ”HHOPMAIIUH.



5. CpenctBa 3amuThl HHOOPMALIUH

3amuiiaemMas WHGOPMALM MOXET COCTaBJISATh TOCYAApCTBEHHYIO, CIYXEOHYIO,
KOMMEPYECKYIO U MHbIE BUJbI OXPAaHAEMON 3aKOHOM TaWHBI, KK U3 KOTOPBIX
UMEET CBOM OCOOEHHOCTH B OOJNAcCTH perjaMeHTallid, OpraHu3aluu u
OCYyIIECTBIEHUS 3TOM 3amuThl. Hanbomnee oOmuMu npu3HaKaMu 3allUThl JTHOOOTO
BUJIa OXpaHsieMOoil MHGOPMALINH SIBISIOTCS CIACAYIONINE:

- 3amuTy ~ MHGOPMALMM  OCYIIECTBISIET €€  COOCTBEHHHK  WIIU
YIOJIHOMOYEHHBIE Ha TO JIMLA;

- 3alMTa MHQOpMALMK HANpaBlieHA HAa COXpPAaHEHUE IpaB COOCTBEHHUKA
BIIAJIETh U PaclopsHKaThCsl MHPOPMALIMEH;

- 3amuTa UH(pOpMalK OCYIIECTBIISAETCS IyTEM MPOBEACHUS KOMIUIEKCA MEp
[0 OTPaHUYECHMIO JOCTyNa K 3allUIIaeMOi MH(POPMALMH W CO3JaHMIO YCIIOBUU,
UCKJTIOYAOIINX WIN CYIECTBEHHO 3aTPyIHSIIONIMX HECAHKIIMOHUPOBAHHBIN TOCTYII
K 3aCE€KpEeYEHHON MHPOpMaLIUU.

3amuiaeMas nHGopMaiysi 0OBIYHO HE MPOCTO XPAHUTCS B celiax - OHA MOCTOSTHHO
UCIIONB3YyeTCs, oOpanaercs, yctapeBaer u ooHoBisieTcs. UToObl 3Ta nHbopmaius
HE cTaja JIOCTOSHUEM TIOCTOPOHHMUX JIML, €€ COOCTBEHHUK YCTAHABIIMBAET
ONpeJeNeHHbIA PEXUM, OTPAaHUUYMBAOIINN chepy oOpalieHust 3Toi HHPOPMALIHH.
Brixog 3acekpeueHHod wuHGOpMaANMU 3a TMpeEnesbl PeXUMHON cdepbl Oyner
CO3JaBaTh yrpo3y O3HAKOMJIEHMS C HEW JIML, OT KOTOPBIX OHA 3aIUIIAETCS.

B Hacrosiiee Bpemst 3amuta uHGOpMAIMU HE OTPAHUYMBAETCS TOJBKO PEIICHUEM
3a/1a4 COXPAaHEHHs CEKPETHBIX CBEACHUI OT BO3MOXXHOW YTEUKH WM YTPATHI.
[Iupokoe UCTOIb30BaHNE KOMITBIOTEPHOU TEXHUKU IPU 00pabOTKe, HAKOTUICHUH U
xpaHeHun wuHbopManuu TpedyeT oOecrnedeHus: 3auuThl HUHPOPMAIMOHHBIX
MAacCHUBOB OT pa3pyLICHUs, HCKAKEHUS, MOAJCIKH, OJIOKHPOBAHHUA U HHBIX
BMEIIATEILCTB B MH(MOpManuio U MH(pOpMamoHHbIe cucTeMbl. TakuM oOpazom,

3aiuTa I/IHd)ODMaHI/II/I - 3TO ACATCIIBbHOCTD CcOOCTBEHHHKA I/IHd)ODMaI_II/II/I NI

YIIOJJHOMOYCHHBIX UM JIHUIT I10 00ECIICYCHUIO CBOMX IIpaB Ha BJIaJCHUC,




pacnopsbKEHUE W VIPABJICHHUE 3alMINACMOM HH-d)ODMaHHGﬁ, OpCaOoTBPaAIICHUIO

YITCYKHW M VYTPAThI I/IH(bODMaI_II/II/I, COXPAHCHHUIO €€ ITOJHOTBI, AOCTOBCPHOCTH H

OCJIOCTHOCTH, 00CCIICYCHHIO CEKPETHOCTH __ 3aIlMIIACMOM I/IH(bODMaHI/II/I B

COOTBCTCTBUH C 3aKOHOAATCIIbHBIMH 11 MTHBIMHY HOPMATHBHBIMHU dKTaMU.

3amura MHOpPMAIMU TECHO CBsi3aHAa C O0OECIEUEHHUEM pEXHMa CEKPETHOCTH,
KOTOPBIH TPEICTABIsIET COOOM KOMIUIEKC Mep IO 3ammTe WH-(popMmanuu Ha
KOHKPETHOM OOBEKTe (B MHHHCTEPCTBE, BEIOMCTBE, OpraHW3allMU) WIH TpU
BBITIOJIHEHUU OIPECIICHHON paboThl (Hampumep, Npu pa3paboTKe HOBOTO BHJA
uznenusi). OcHOBHAs 3a7jaua pekMMa CEKPETHOCTH 3aKIII0UAeTCs] B yCTaHOBJICHUU
Ha PEKUMHOM 00BEKTE YPOBHS 3aIIUTHI HH(OPMAIIUU, COOTBETCTBYIOIIETO CTEIICHU
CEKPETHOCTH MUMEIOIINXCS TaM 3allUIaeMbIX CBEICHUHA. TakuMm 00pa3oM, peKUM

CCKPCTHOCTH - 3TO pCain3alusid Ha KOHKPCTHOM 00BEKTE JICMCTBYIOIIIUX HOPM M

IIPaBUJI 3aIIIUThI CBEJICHUI, COCTABJISIOIINX T'OCYJIAPCTBEHHYI, KOMMEPUYESCKYIO MU

HHYIO OXPAaHACMVYIO 3aKOHOM TaﬁHV.

Pexxum cekpeTHOCTH MpeyCMaTpUBAET OCYILECTBICHUE PA3JIMYHBIX 3aLIUTHBIX
Mep:

- BHEJIPEHUE Pa3pELINTEIbHON CUCTEMBI, ONPEACIISAIONIEH OPAIOK JOCTYIIa
COTPYIHMKOB K 3allIMIIAeMO MH(GOPMALIMK U B OTIPEIETICHHbIE TIOMEUIEHUS, T1e
BEJIYTCS CEKPETHBIE pabOTHI;

- COOJII0/IEHNE MPaBWJI CEKPETHOTO JIEJIONMPOU3BOJCTBA MO PA3MHOXKEHHUIO,
oOpallleHUI0, IePEChITKE CEKPETHBIX TOKYMEHTOB;

- YCTAHOBJICHHE  MPOMYCKHOTO W BHYTPHOOBEKTOBOIO  PEXHUMA,
COOTBETCTBYIOILIETO CTENIEHN CEKPETHOCTU CBEJICHUN, UMEIOIIUXCS HA O0OBEKTE;

- MIPOBEJICHUE BOCITUTATEIHHO-TTPOPUITAKTUIECKOM paboTHI c
COTpYJIHUKAMU, pabOTAIOIIMMHU C 3alUIaeMoi nHpopmMaruei.

CrnenyeT OTMETUTh, YTO OOECIEUEHUE PEKHMMa CEKPETHOCTH Ha OOBEKTE CO37acT
onpeeneHHble TPYAHOCTH Il paboTarolux ¢ 3amuinaeMor nuaopmanuei. Bo-
MIEPBBIX, PEXKUMHBIE TPEOOBAHUS MPHUBOIAT K HEKOTOPOMY 3aMEUICHUIO PEILICHUS
yIPaBIEHYECKUX, CITY>KEOHBIX, HAYYHBIX U IPOU3BOACTBEHHBIX 33]1a4. DTO BHI3BAHO

HCO6XOI[I/IMOCTBIO COBCPUICHHUA pa3JIMYHbIX q)OpMaHbHOCTeﬁ, CBs3aHHBIX



C TIOJIy4Y€HUEM, PETUCTPALIMENA U CBOEBPEMEHHOM C/laueil CEKPETHBIX JOKYMEHTOB.
Bo-BTOpBIX, pa3pemmuTenbHas CHCTeMa OTPaHUYMBAET BO3MOKHOCTH PaOOTHHKOB
UCIIOJIb30BaTh B CBOCH JIEATEIILHOCTH MH(OPMAIIUIO, HE OTHOCSIIYIOCS K 00JacTH
UX HEMOCPEACTBEHHOW JesATeslbHOCTH. (CucrtemMa JONMycKa K 3allyIlaeMou
nH(OpMAITMK CO3MAaeTCsl TaKMM O00pa3oM, YTO KaXKIbIM CIEIHAIUCT MOXKET
3HAKOMHTHCS TOJIBKO C TEMU CBEACHUSIMH, KOTOPHIE HY)KHBI €My I10 CITyK0e.
Hanpapnenuss  3amutel  uHGOpPMAIMU  OMPENCIAIOTCA  MCIOJIb3YEMBIMU
MEpOMPUATUSIMU MO OOECIEYEHUIO 3allUThl CEKPETHBIX M KOH(UICHIIMATbHBIX
CBEJICHUI.

HDaBOBBIe MCPBI, pCIIIaMCHTHUPYIOIINE BOIIPOCHI 3al1IUThI I/IH(l)OpMaI_[I/II/I, MOXHO

pa3ieNIUTh Ha 1BE€ OCHOBHBIC IPYIIIIBL:
- 3aKOHBl M IIOJ3aKOHHBIC aKThl, yKa3bl Ilpe3uaeHTa M IMOCTaHOBIICHUSA
[IpaBuTenscTBa Poccum, BETOMCTBEHHBIE HOPMATHUBHBIE AKThI, PETVIAMEHTAPYIOLINE
MpaBuJja 3alUThl UH(POpMaALUK;
- YTOJIOBHBIM, TpaXXTaHCKMM W aJIMHHUCTPATUBHBIA KOJEKCHI

Poccun, npyrue npaBoBbI€ aKThl, yCTAHABIMBAKOLINE OTBETCTBEHHOCTD 3a
NOKYLIEHNE HA CBEACHUS, COCTABIIAIOIINE IOCYIaPCTBEHHYIO WIN UHYIO TaliHY, 3a
MIPECTYIUIEHUS POTUB YCTAHOBIIEHHOTO MOPAIKA COXPAHEHUS 3aCEKPEUYEHHON
uHpopMaIuu. YToJOBHO-IIPABOBbIE HOPMBI, C OJHON CTOPOHBI, 3alpeLIatoT
rpakJIaHaM MOJ CTPaxOM YTrOJOBHOTO HAKa3aHUs COBEPIIATH NMPECTYIICHUS
IPOTHUB 3alIMIlaeMoi HH(OPMAIINH, a C JPYTOl - 00SI3bIBAIOT OpraHbl BHYTPEHHUX
nen, ¢peaepanbHOM CITy:KObl 6€30IaCHOCTH, Cy/1a U IPOKYPATYpbl PUBJIEKATH JIMIL,
BUHOBHBIX B TAKHX IIPECTYIUIEHUAX, K YTOJJOBHOM OTBETCTBEHHOCTU. Kpome 3toro,
HapyILIEHUs PEKUMA CEKPETHOCTH, IIPABUII COXPAHEHMS TOCYAAPCTBEHHOW U MHOU
TalHbI MOT'YT IIOBJIEYb OTBETCTBEHHOCTh MATEPUAIIBHOTO, AUCLUIIIIMHAPHOTO WIIN
aAMUHUCTPATUBHOTO XapakTepa, HalpUMep YBOJIbHEHHE CO CITYXObl, OTCTpPAHEHHUE
OT CEeKPETHBIX paboT, MOHMKEHHUE B JOJHKHOCTHU WJIM 3BAHUU, JIMIICHUE JIOMTYyCKa K

CEKpPETHBIM paboTaM U IOKYMEHTaM.



OpraHu3allMOHHBIC  MEPONPUATHS 10 3allluTe I/IH(l)OpMaHI/II/I HaIipaBJICHbBI Ha

OpraHM3aIlMi0  BBINIOJIHCHHWS  TIpaBWJI, TpomIeayp W  TpeOOBaHWUH  3alUTHI
rOCyJIapCTBEHHOW WJIM MHOW TaWHbl HA OCHOBE IMPABWUJI, YCTAHOBJIICHHBIX 3aKOHAMU U
MO3aKOHHBIMHU aKTaMU. ITHU MEPOTIPHUATHS IIPETyCMATPUBAIOT TIIATSIHHBIN TOA00D U
PacCTaHOBKY KaJpoB, OOy4YeHHWE COTPYAHUKOB IIpaBWUJIaM 3allldThl HWH(pOpPMAIUH,
KOHTPOJIb 332 COOIOJICHUEM PEKUMa CEKPETHOCTH.

OpraHu3aiiMOHHBIE MEPONPHUATUS HAMPABICHbl HA MPEAOTBPAILCHUE YTCUYKH
3amumaeMoil wHGOpMAaMK B TI€YaTH, TMPU KOHTAKTaX COTPYIHUKOB C
WHOCTpaHIIaMH M BO3HUKHOBEHWUU JPYTHX YCIOBHH, CO3JAIOIIMX OOBEKTHUBHBIC
MPEANOCHUIKY MOSBJICHUS KAHAJIOB YTeukd nHPopmMairiuu. OCHOBHOE WX Ha3HAUCHUE
- IPEIOTBPATUTh HECAHKIITMOHUPOBAHHBIN JOCTYII K 3alyiiaeMoi nHpopmaIuu, ee
pasriameHue Wi pacKpbITHE.

HH)K@H@DHO-TCXHH‘I@CKI/IC MCPOIIPUATHA 110 3allIUTC I/IHd)ODMaI_II/II/I - 3TO KOMIIJICKC

OpraHU3aIMOHHBIX U TEXHUYECKUX MEPOIPUATHI, HAMPABIEHHBIX HA TO, YTOObI
WCKITFOUYNTh WU CYIIECTBEHHO 3aTPYIHHUTH TOOBIBAHKE C MOMOIIBIO TEXHUYECKHIX
cpeacts paspeaku (TCP) 3amumiaemoit uHopmanuu. Bcro
COBOKYMHOCTh UH)KEHEPHO-TEXHUYECKUX MEPONPHUATUNA MOKHO
pa3ieNuTh Ha TpHU TPYIIBL: O0IIETpeIyIpeauTEIbHBIC,
OpraHU3alMOHHO-TEXHUYECKHUE U TEXHUYECKUE Mepbl. ObuenpedynpeoumeibHvie
Mepbl BKITIOYAIOT B ¢e0s1 TPaBOBOE PEryJIUPOBAHUE BOIIPOCOB  UCIIOJIb30BAHUS
TEXHUYCCKUX CpEICTB BIIpoIIecce BBITIOJTHCHUS
CEKpETHBIX PaboT, YCTAaHOBJIEHUE U TIOJJIEP>)KaHUE COOTBETCTBYIOIIETO PEeKUMA
CEKPETHOCTH JIJIsl IPEIOTBPAICHHS YTCUKH 3alllHIaeMoi HHHOpMAaITIH.
OpeaHu3ayuoHHo-mexHu4eckue mepsvl BKIIOYAIOT B ce0s aHanmu3 U 0000IIeHne
uHpopManmu o HOBBIX paspaboTkax TCP, ompeneneHue uX BO3MOXKHOCTEH U
COCTaBJICHHE MPOTHO30B MX Pa3BHUTHsI, BRIPAOOTKA CIIOCOOOB 3aUThl HHPOpMAITUN
ot TCP.
Texnuueckue Mmepwvl BKIIOYAIOT KOMILIEKC WH)XEHEPHO-TEXHUUYECKUX CPEJICTB U
MEpOMNPUATUMA, UCTOJIb3YeMbIX il CKpbiTUa oT TCP 3amuinaemMbix cBeACHUN U
TEXHUYECKOW  Je3uHpopManuu  comepHuka. OHHM  peau3yloTcsl  IyTeM

WCIIOJIb30BaHNs CIIEIUATIbHBIX TPAHCIIOPTHBIX CPEICTB, allllapaTypbl



3aCCKpCUMBaHUs. I[HH MACKHPOBKH Pa3JIMIHBIX I/ISJIytleHI/Iﬁ, CHMXXCHHUA HX
HHTCHCHUBHOCTHU U U3MCHCHUSA CIICKTPa UCIIOJIB3YIOT CPEACTBA JICKTPOHHOTO
3allIyYMJICHH, CCTCCTBCHHBIC U MHAYCTPUAJIBHBIC IIOMCXH, 9dKBUBAJICHTHLIC U
HalIpaBJICHHBIC aHTCHHBI, 4 TAKIKC BBCACHHUC PCKUMA PAIUOMOIYAHUA U

CO6JIIOI[CHI/IC YCTAHOBJICHHBIX ITPABHJI UCITOJIb30BAHUA CPCACTB CBA3HU U

BBIYUCIUTEIbHON TEXHUKH.

[IporpamMMHO-MaTeMaTHYECKUE MEPONPUATUSL TMPEIyCMaTPUBAIOT TPOBEJICHUE
KOMILUIEKCA CJENYIOIMX Mep 1Mo 3amure uHpopMaluud B  CPEICTBaX
BbruncanTenbHoi Texuuku (CBT):

- mepbl OpP2aHU3AYUOHHO-PENCUMHO20  Xapakmepa: oOecrieueHue
YCTaHOBJICHHOTO peXHMa Il TOMEIICHH, TAe MPOU3BOIUTCS KOMIIBIOTEpHAs
00paboTKa W HAaKOIUICHHE 3aluiaeMor HuHGOpMaUU, COOTIOICHUE MPaBUI
CEKPETHOT'0 JAEJIONPOU3BOICTBA ITPU KOMITBIOTEPHOM HAa0OpE T0KYMEHTOB;

- mepbl UHIICEHEPHO-MEXHUYEeCK020  Xapakmepa: SKpaHUPOBAHUE
MOMEIIICHH, AJIEKTPOHHOE 3alllyMJICHHE, HWCIIONb30BaHUE CEPTHUPUIIMPOBAHHBIX
KOMITBIOTEPOB U JP.;

- NpOCPAMMHO-MEXHUYecKue  Mepvl,  pasrpaHUYMBAIOIME  JOCTYI
MoJib30BaTeNie WHMOPMAIMOHHBIX CETe K COOTBETCTBYIOIIMM KaTETOPHSIM
3amuiaeMoi HGOpMaIK, aHTUBUPYCHBIE IPOTPAMMBI | JIp.;

- Kpunmozpaguueckue Mepbl 1O KOAUPOBAHUIO M  MHU(GPOBAHUIO
unpopmaruu B CBT.

JIist 3auThl ”HPOPMALIMK UCTIONB3YIOT CIEAYIOIINE OCHOBHBIE METO/IbI: CKPBITHE,
paHXupoBaHue, ae3uHboOpMaIus, APOOJICHHE, MOPaIbHO-HPABCTBEHHBIE MEPHI,
ydeT, KOJUPOBaHKE U MU(POBaHUE.

CkppiTHE 3amuinaeMorl mHbopMaluu SBIASETCS OJAHUM W3 HauboJiee IIHPOKO

IIPUMEHSEMBIX METOAOB. Ero CyIHOCTh 3aKII04aeTCsl B MMPOBEACHUH CIIEIYIOIINX
MEPOIPUITUN:

- 3acekpeynBaHhe  HHPOpPMAIMHM,  YCTAaHOBJIEHHE  Ha  HOCHUTENSX
COOTBETCTBYIOIIETO €l Tpuda CEKPETHOCTH U pPa3TpaHUUYEHUE B CBS3H C ITHUM

AOCTYIIa K HEH MOJIb30BATEJIEH B COOTBETCTBUU C HMCIOIIMMCHA Y HUX OOITYCKOM;



- YCTPAHCHUC HIIA ocJjiabJIeHNe TeXHUYECKUX ACMACKUPYIOIIUX IIPU3HAKOB

OOBEKTOB 3AIIUTHI U TEXHUUYECKUX KAaHAJIOB YTEUKU MH(POPMAIUH.

PamxupoBanue 3anmiiaeMoi HHQOpMAIUK OCYIECTBISETCS IMTyTeM JICJICHUS €€ TI0
CTENEHH CEKPETHOCTH, pa3rpaHUYCHUs] JOCTyna K HEW B COOTBETCTBUU C
UMCIOIITUMCST Yy TIOJIb30BaTeNs  JIONMYCKOM, TPEJOCTABJICHUS  OTJEIbHBIM
MOJB30BATENISIM ~ WHJUBUAYAIbHBIX MpPaB Ha  TOJIb30BAHHE  CEKPETHBIMU
JOKYMEHTAaMHU U BBITIOJTHEHHUE CEKPETHBIX paboT. PasrpanuueHue pocrymna K
MHpOpMAIIUU MOXKET OCYIIECTBIATHCS IO TEMAaTUYECKOMY MPHU3HAKY WU TIO0
MPU3HAKY CEKPETHOCTH HH(GOpMALUU. DTOT METOJ SIBJISETCS YACTHBIM CIIydaeMm
METOZa CKPBITHUS, TaK Kak HH(pOpMAIUs CKPBIBACTCS OT TEX II0JIh30BaTelIeH,
KOTOpBI€ HE UMEIOT K HEH JIOIYCKa.

JesnHdopmanus 3akitodaeTcs B pacIpOCTPAHEHUU 3aBEJOMO JIOKHBIX CBEIECHUMN

OTHOCUTEJIbHO HMCTUHHOTO HA3HAYEHHUS KAKUX-IUOO OOBEKTOB WIIA COJEPHKAHUS
3amuIaeMbix cBeeHud. OHa OOBIYHO MPOBOJUTCA IMyTEM PacHpOCTPaHEHUS
JI0’KHOM MHGOPMAITMH TI0 Pa3TUYHBIM KaHaJIaM, UMUTAIHEH

WIH UCKAXEHUEM TTPU3HAKOB M CBOMCTB OT/IETBHBIX 3JIEMEHTOB OOBEKTOB 3aIIIHTHI,
OCYIIIECTBJICHUEM JIOKHBIX JEWCTBUM, IO CBOUM IIPU3HAKAM I[IOXOXHX Ha

MHTEPECYIOIINE COTIEPHUKA NEUCTBUS U JP.

YacTtHpIM cliyqaeMm jAe3uH(OpMaIuu SBISICTCS JEreHIUPOBAHUE — CHaOXeHUE
MPOTUBHUKA WCKAXCHHBIMH CBEACHUSMH O XapakTepe H MpeaHa3HAUYCHUN
3amuiaeMoi mHGoOpMauu Wi O0bEKTa, KOTJAa WX HAIUYUE TOJIHOCTHIO HE
CKpBIBAETCSI, a MACKHPYIOTCA JCHCTBUTEIBHOE TMPEIHA3HAYCHUE U XapakTep
JIEUCTBUU.

Ha npaxTuke, yauThiBasi O4€Hb BHICOKYIO CTETICHb PA3BUTHSI COBPEMEHHBIX CPEJICTB
BEJICHUS PAa3BEIKH, SBIISICTCS YPE3BBIYAMHO CJIOKHBIM TIOJHOE CKPBITHE
uHdopmaruu 06 o0bekTax. Tak, cOBpeMeHHbIE Cpe/icTBa (OTOPA3BEIKH TTO3BOJISIOT
Jenath W3 KOCMOCa CHHUMKOB C pa3peliarlie CrIoCOOHOCThIO B HECKOJBKO
JIECSITKOB CAaHTUMETPOB.

[{poGnenue (pacuneHeHne) WHPOPMAIUA HA YACTH OCYIIECTBISIETCS ISl TOTO,

YTOOBI 3HAHUE KAKOU-TO OI[HOﬁ €€ 4aCTH HC I103BOJINJIO BOCCTAHOBUTH BCHO



KapTUHy. OTOT METOJ| IIMPOKO NPHUMEHSETCS MNpU TNPOU3BOJCTBE CPEACTB
BOOPY>KEHMSI, HO MOXET HCMOJb30BAThCS W ISl 3allUThl TEXHOJOTHYECKHUX
CEKpETOB, COCTABIIAIOIINX KOMMEPUYECKYIO TalHY .

MopaabHO-HPaBCTBCHHBIC MCTOAbI 3allIUThbI I/IH(i)OpMaHI/II/I ImpcarojiaratoT

BOCIIUTATENBHYIO PadOTy C COTPYIHUKOM, JOMYIICHHBIM K CEKPETHBIM paboTaM U
JOKyMEHTaM, HallpaBJICHHYIO Ha OpMUpOBaHUE Y HETO ONPEACIICHHBIX MOPATTbHBIX
PUHITUIIOB, B3TJISA0B M yOEKICHUHN, TAKUX KaK MaTPUOTU3M, TIOHUMaHHE BAXKHOCTH
3aIUThl KHOOpPMAIUKU JIJIST HETO JIMYHO, €ro paboThl, OpraHu3allii, BEJOMCTBA U
rocyjnapctsa B 1ieioM. Ilpu 3ToM BocmuTaresbHas padoTa MOXKET JTOMOJHSATHCS
METOaMH  NPOMUIAKTUKA W  KOHTPOJIA, WHBIMU CIIOCOOAMH  TIPUBUTHUS
MOJIOKUTEIIBHBIX KAYECTB Y COTPY/IHUKOB.
Yuer - oauH U3 BaXXHEHUIIUX METOJIOB 3alllMThl MH(OpPMALMK, MMO3BOJSIOIINMA
KOHTPOJIUPOBATh HAJIMUYME M MECTOHAXOXKJICHUE HOCUTENIEH 3allUIaeMOu
nH(poOpMaIuy, a TAKKe TaHHBIC O JIUIaX, KOTOPbIE MU MOJIL30BATUCH. OCHOBHBIMU
NIPUHIMIIAMY YYETa SABJISIOTCS:
- 00s3aTENIPHOCTh ~ PETUCTPAllMM  BCEX  HOCUTENEH
3aIuIaeMoi nHpopMaIuy;

- OJHOKPATHOCTh  PETUCTPAllMM  KOHKPETHOTO  HOCHUTENS  TaKOu
uHpopmanuu;
- YKa3aHUE B yUeTax aJpeca, KyJ1a OTIPABJIEH WIH 1€ HAXOIUTCS B
HACTOsIIIIee BpeMsl IaHHbIN HOCUTEIb 3aCEKPEUCHHON MH(OpMaInK;
- €MHOJIMYHAS OTBETCTBEHHOCTh 3a COXPAHHOCTH KaXJ0T0

HOCHUTEJIS 3allUIaeMoi HHGOpMaIIUH.

KoaupoBanue 3akjirodaeTcs B npeo6pasoBaHHH C IIOMOIIBKO KOIOB OTKPBITOI'O

TEKCTa B YCIOBHBIN MpH nepefadye uHGOpMaIMK 10 KaHaldaM CBsI3U, HAPaBIICHUU
MMMCbMEHHOTO COOOIICHUS, a TaKXKe IpH 00paboTKe M XpaHeHWH WH(POpMaAIUU B
CBT. [Ins xonupoBaHUs UCIOJIb3YIOTCSI OOBIYHO COBOKYITHOCTh 3HAKOB (CUMBOJIOB,
mupp U Jp.) U CHUCTEMA OIpPEAENEHHBIX MPaBUJ, IMPU I[OMOIIUM KOTOPBIX
uH(pOpMaLKs MOXKET OBITh 3aKOJUPOBAaHA TAKUM 00Pa30M, UTO MPOUYECTh €€ MOKHO

OyJIeT, TOJIBKO pacrojaras COOTBETCTBYIOIIUM KIIFOUOM (KOZOM) ISl ee



packogupoBanus. KoaupoBaHnue HHPOpPMALUM MOXKET MPOU3BOAUTHCS €
UCIOJIb30BAaHUEM TEXHUYECKUX CPEICTB WM BPYUHYIO.

[udpoBanue nHGopmauu 0OBIYHO UCIOJIB3YETCS MPHU Nepeaye COOOIMICHHM 1Mo

TEXHUYECKUM KaHalaMm CBs3U (paauo, MPOBOJHBIM, KOMIIBIOTEPHBIM CETSM).
HudpoBanne 3akmodaercs B MpeoOpa3oBaHud WHGOpPMALUKM B BHI,
UCKJTIOYAIOIIUMA TMMOHUMAHUE €€ COJEpXaHUs, €CJIM IEePEeXBATUBIIUNA HE HMeEET
COOTBETCTBYIOIIEro kioua g pacmudpoku. [ludppoBanne MoxeT OBITH
MpeBapUTENbHBIM, KOT/Ia TEKCT JOKyMEHTa mudpyercs 3a01aroBpeMeHHO Mepes
€ro nepenayeil mo TeneTainy, MEKTPOHHON MOYTE U UHBIM CPEACTBAM CBS3H, WU
JUHEHHBIM, Korja mudpoBaHue uHpopmauu (pa3roBopa, TEKCTa, rpaduuecKkoro
N300pakeHHsl, KOMIIBIOTEpHOTo (aiiyla) MPOU3BOAUTCS HENOCPEACTBEHHO B
nporecce mepemadd. Jns mumdpoBaHHs OOBIYHO WCIONB3YETCS ClenraIbHas
3aceKkpeurBaroias anmnaparypa (mud@pMaimuHbel), aHAJIOrOBblE U LU(POBHIC
CKpeMOJIepHI.

O BaxHocTH # HA(PGEKTUBHOCTH TaKOW Mepbl 3aluThl  WHOOpMaIu
CBUACTEIHCTBYET TO, YTO TOCYAAPCTBEHHBIM U paM, KOJaM U COOTBETCTBYIOIIEH
3aceKpeunBarolieil anmnaparype oObIYHO MPUCBAUBACTCS HanbOOIee BBICOKUM TpHd
CEeKPETHOCTH, TaK KaK OHHM JAalOT KUY K PacCeKPEUMBAHMIO IEPEXBAaYCHHBIX
paarorpamMmm.

B Hactosimee Bpemsi pa3paboTaHO MHOMXECTBO METOJOB U CPEACTB 3alllUThI
nHpopMmaruu. Ux MHOTOOOpa3ue onpeaenseTcss MHOKECTBOM U3BECTHBIX CIIOCOO0B
BO3/EHCTBUS Ha JleCcTa0MIM3UpYIOIIHe (aKTOPbI, CO3AAIOIINX YTPO3bl 3alIUIIaeMON
nHpopMaruu. PaccMoTpum comepikaHne 3TUX COCOOO0B.

Ilpensmcmeue 3akioyaeTcss B CO3JAaHMM Ha IMyTH BO3HUKHOBEHMSI WIIU
pactpocTpaHEHUsl JIeCTaOWMIU3UPYIOMIero (akTopa HEKOTOporo Oapbepa, He
MO3BOJIAIOIIETO COOTBETCTBYIOLIEMY (DAaKTOpy MPHUHITH OINACHBIE pa3Mephbl.
TunuuHBEIME IPUMEPAMU TIPETSITCTBUMA SIBIISIFOTCST OJIOKUPOBKH, HE TO3BOJISIFOIIHE
TEXHUYECKOMY YCTPONCTBY HJIM MPOTPAMME OCYIIECTBUTh HECAHKIIMOHUPOBAHHBIE
NEUCTBUA; co37aHue (PU3NYECKUX MPENnATCTBUI Ha MYTH 3JI0YMBIILICHHUKOB,

9KPaHHUPOBAHUC HOMGI_HGHI/Iﬁ N TCXHUYCCKUX CPCACTB U T.II.



Vnpaenenue 3akiitouaercs B ONPECICHUHM Ha KaXJAOM 3Tare (pyHKIIMOHUPOBAHUS
CUCTEMBI 00paboOTKH WHGOPMAMKM TAaKWX YMPABIAIONINX BO3JACHCTBUN Ha
AJIEMEHTBhl CHUCTEMBI, CJIEACTBHEM KOTOpPBIX OyleT pelleHrue 3ajad 3aluThl
uHpopmanuu. Hampumep, ynpasieHne J0CTYIIOM Ha 0OBEKT BKIIIOYAET CIIETYIOIINE
(YHKIIMH 3aIIUTHI:
- UACHTU(DUKAIIHIIO JIUIL, MPETEHAYIONINX Ha JIOCTYII, IEpCOHAIa U PECYPCOB
CUCTEMBI (MPUCBOCHUE KAKIOMY OOBEKTY MEPCOHATBHOTO UACHTU(DUKATOPA);
- orno3HaHue (YCTaHOBJICHHUE MOIMHHOCTH) 00BEKTa WK CyOBbeKTa 1Mo
MIPETBSIBICHHOMY UM UACHTH(PUKATOPY;
- IIPOBEPKY MOJHOMOYHI (ITPOBEPKA COOTBETCTBHUS JIHS HEJIETH, BPEMEHHU
CYTOK, 3aIlpaminBaeMbIX PECYPCOB U MPOIIEAYpP YCTAHOBICHHOMY PETJIAMEHTY);
- peructpanuio  (MPOTOKOJIUPOBAHKME)  OOpamieHuil K

3aIUIIAEMbIM pecypcam;
- pearupoBaHue (CUTHAIM3AIMS, OTKIIIOUEHHE, 3a/IepKKa paboT, 0OTKa3 B
3amnpoce) Mpu MOMbITKaX HECAHKITMOHUPOBAHHBIX JIEWCTBUM.
Mackuposka mpennonaraeT Takue MpeoOpa3oBaHusi WH(OpPMAIUHU, BCIEACTBUE
KOTOPBIX OHA CTAHOBUTCS HEJIOCTYITHOM JIJIS 37I0YMBITIINIEHHUKOB HJIA TAKOW JOCTYTI
CylIecTBEeHHO 3arpyaHseTcs. K MackupoBke OTHOCITCS KpunTorpauueckue
METONbl  MpeobpazoBaHus  HUHPOpPMALMU, CKpBITHE, Je3uHbOpMaIUs U
JIETeHUPOBAaHUE, a TAaK)K€ MEPHI TI0 CO3/IaHUIO IIYMOBBIX TMOJIEH, MACKUPYIOIINX
UH()OPMAITMOHHBIC CUTHAJIHI.
Pecnamenmayusa 3axmoyaeTcss B pa3pabOTKe M HUCHOIB30BAaHUU TaKHUX MPaBUII
oOpanieHusi ¢ KOHQUACHIMAIbHON HH(OpManueld U cpeicTBaMu ee o0paboTKH,
KOTOpBIE TO3BOJIAT MAaKCUMAJBLHO 3aTPYAHUTH MOJy4eHHE ATOW uHMOpMAaIiu
3TTOYMBIIIIICHHAKOM.
Ipunysicoenue — co3gaHue TaKUX YCJIOBHM, B KOTOPBIX COTPYIHUKH BBIHYKCHBI
cobmoaaTe mpaBuia 0OpabOTKM, IIepeJayd M MCIOJIB30BAHMS 3alllUIaeMOn
uH(poOpMaIMU 10 yYrpo30il MaTepuaibHOW, aAMUHUCTPATUBHOW WJIM YTOJIOBHOU

OTBCTCTBCHHOCTH.



Ilobysicoenue ecth croco® 3amuThl  WHQOpMaNMM, 3aKJIIOYAIOIIUUCT B
CTUMYJIMPOBAHUU TIEPCOHAJIA MAaTCPUATBHBIMH, MOPAIBHBIMUA, JSTUYCCKUMHU
NICUXOJOTUYECKUMHU U IPYTUMU MOTHUBAMU K COOTIOCHUIO YCTaHOBJICHHBIX MPaBUII
3aImUTHl HTHGOPMAIIHH.

Kak otaenbHbIl croco0, MpUMEHSEMbI TpU BEACHUU AKTUBHBIX JEWCTBHI
MIPOTUBOOOPCTBYIOIUMH CTOPOHAMH, MOXXHO BBIICIUTH TaKOW CIOCO0, Kak
Hanaoenue. llpu 3TOM ToJpazymeBaeTcs Kak MPUMEHEHHE HH(POPMAIMOHHOTO
OpY)XHSl TIpU BEJICHUU HH(POPMAIMOHHOW BOWHBI, TaK M HEMOCPEICTBEHHOE
(u3nuecKoe ycTpaHEHUE MPOTUBHUKA (IIPU BEJIEHUU OOEBBIX JIEMCTBUI) WM €0
CPEACTB Pa3BEIKH.

PaccMmoTpenHbie Bblle crioco0bl oOecreueHus 3auThl THHOPMAIIMK Peau3yeTCs
MTOCPEICTBOM MPUMEHEHHUSI Pa3IMIHbBIX cpeicTB. CpeacTBa 3aiuThl HHGopMauu
- 3TO COBOKYITHOCTb HHKEHEPHO-TEXHUYECKHX, JIEKTPHUUECKHX, JJIeKTPOHHBIX,
ONTHYECKHX M [JPYrUX YCTPOWCTB M NPHUCNOCO0JeHuii, NPUOOPOB U
TEXHUYECKHX CHCTEM, KOMNBITEPHBIX MPOrpaMM, HCHOJb3YEMBIX IJIs1
penieHus pa3JIMYHbIX 33124 10 3al[UTe HH(POPMALMH.

CpenctBa 3amuTthl HHGOpMAIKU ACNATCS Ha (puznueckue, anmnapaTHbie U
IpOrpaMMHbIE.

Qusuueckue cpedcmea — MEXAaHUYECKHE, DJIEKTPUUECKHE, DIEKTPOHHO-
MEXaHWYECKUe W JIPyTrue YCTPOHWCTBA M CHUCTEMBI, KOTOPBIC (DYHKITMOHHPYIOT
aBTOHOMHO,  coO37aBas  Pa3IUYHOIO  poJia  TPEMATCTBUS  HA  NYTH
JecTabMIM3UPYIONUX (haKTOPOB.

Annapamuvie cpedcmea — pa3IMUHbIC YJICKTPOHHBIC U DJIEKTPOHHO-MEXaHUYECKHE
YCTPOWCTBA, CXEMHO BCTpaMBaeMbIe B ammapaTypy CUCTeMbl 0OpaOOTKH JTaHHBIX
WJIM COTIPSATAaeMBbIE C HEW CIEIHAIbHO ISl PEIISHUs 3a/1a4 3aluThl HHPOPMAIIHH.
Hampumep, ams 3ammTbel OT YTEYKH O TEXHUYECKHM KaHajaM HCITOIb3YIOTCS
TeHEPATOPHI IITyMa.

IIpoepammuvie cpeocmeéa — cClielMalbHbIE MAKEThl MPOTPaMM WA OTHEIbHBIE

IIporpaMMmsbl, BKIIIOYACMbBIC B COCTAB IIPOIrpaMMHOI0 obOecreueHus



aBTOMATHU3UPOBAHHBIX CUCTEM C LIENIbIO PEIICHUS 3a]1a4 3a1UThl THPOpMaALUU. ITO
MOTYT OBITH pa3IUYHbIC MPOrPaMMBbI MO0 KpUNTOrpadhuueckoMy mpeodpa3oBaHHUIO
JTaHHBIX, KOHTPOJIIO IOCTYIIA, 3aIIUTHI OT BUPYCOB U Jp.
dusznueckue M almapaTtHble CpeACcTBa OOBEIUHSAIOTCA B KJace
mexHuueckux cpeocme sawumvl  ungopmayuu. K HUM

MPEABSBISIIOTCA CIAEAYIOIINE TPEOOBAHUS:
- COCTOSIHME ITOCTOSIHHOM TOTOBHOCTH K IPUMEHEHHUIO;
- BBICOKAs CTENEHb BEPOSITHOCTH O0OHapYyKEHUS HOMBITOK
HECAaHKIIMOHUPOBAHHOTO MPOHMKHOBEHUS HA PEKUMHBIA OOBEKT, K HOCUTEISIM
3aIUIaeMoil HHGOpMALIHH;

- BBICOKAA aIllrapaTtHasa HaACKHOCTD,

- Majoe AHEPronoTpedIeHne U BO3MOKHOCTh ABTOHOMHOT'O
ANEKTPOCHAOKEHUS anmapaTyphl;

- Manble rabapuTHbIE pa3Mepbl, OOECHeYMBAIOIINE Man03aMETHOCTb
TEXHUYECKUX CPEACTB 3alUThl HHPOPMaLIUU;

- MUHUMAJIbHBIE 3aTPaThl HA TEXHUYECKOE 00CTyKUBaHUE.

C noMouIb0 TEXHUYECKUX CPEICTB 3aIUThl MH(OPMALIUU PEIIAtOTCs

CJIeIyIOIIME 3a/1a4u:

1. Co3nanve (Qusmyeckux (MEXaHUYECKHMX) NPEMSITCTBUH Ha MYTH
IPOHUKHOBEHUSI K HOCUTENSIM MHGOpMaIK (PEHIeTKd, ceiidbl, OpOHUPOBAHHBIE
JIBEpU U CTEKJa, 3aMKH U JIp.).

2. BrisiBneHre NOMBITOK NPOHUKHOBEHUS HAa OOBEKT OXpaHbl, K MecTaM
COCPEIOTOYEHUSI HOCUTENeH 3amuinaeMod uHbopMmaluu (CpeicTBa OXpaHHOM
CHUTHAJI3AIINH ).

3. [IpeaymnpexnaeHre 0 BOSHUKHOBEHUU YPE3BbIYANHBIX CUTyalui (moxap,
HAaBOJAHEHWE M T.I.) M MX JHUKBUJAUUs (MOXKapHas CHUTHAJU3alus, CpEeACTBa
MOKaPOTYLIEHUS, CPEICTBA OMOBEUICHUS U T.I1.).

4. [Tonnepsxkanue CBSA3U € PA3IMYHBIMUA OpraHU3aLUSIMU, TOAPA3IECICHUSIMH,
MOMEIIEHUSIMU U JPYTUMHU OOBEKTAaMHU OXPaHbI (PaaAHo- U MPOBOJHBIE CPEACTBA

CBSA3U, CUTHAJIBHBIE YCTPOMCTBA U T.I1.).



5. Helitpanu3zanus, NOTI0EHNE WA OTPAKEHUE U3ITyUYEHHUS UCTI0Ib3yEMbIX
PaIMOTEXHUYECKUX YCTPOUCTB (9KpaHbl, 3aIUTHBIC (PHIBTPHI, pa3IeIUTEIbHBIC
yCTPOMCTBA B  CETSIX JJIEKTPOCHAOKEHUs, CpPEACTBA  AIIEKTPOMArHUTHOIO
3alIyMJICHUS U T.I1.).

6. BBenenne TeXHHYECKUX pa3BelOK B 3al0myxaeHue (ae3uHpopmarms)
OTHOCHUTENFHO UCTUHHOTO COJICP KaHUS 3alUIIaeMON HH(POPMAITUH.

7. KommuiekcHast mpoBepka pPEKMMHBIX TOMEIICHUH, HCIOIb3YOMINXCS
KAaHAJIOB CBSI3U U CPeACTB 00padOTKH MH(OPMAIIMK HA COOTBETCTBHE TPEOOBAHUSIM
Oe3omnacHocTH HH(OpMalMH, NPODYUIAKTUUECKHE MEPONPUATHS [0 3allUTe
UCIIOoNb3ytonieiicss Tam uHpoOpMaluu (CpeACTBAa aKyCTHYECKOTO 3allyMJICHUS
HOMEIIEHUM, «IPOXKUTATENN» TEICPOHHBIX MOJACIYUIMBAIOUIUX YCTPOUCTB,
WHANKATOPBI AIEKTPOMArHUTHBIX U3TYYSHHH, TPOrpaMMHO-aIIa-paTHBIE CPEACTBA
KOHTpOJIA paaro3dupa u T.1.).

8. KomnnekcHas 3amura mH(pOpMalnuu B aBTOMaTU3UPOBAHHBIX CHCTEMax
00pabOTKM JaHHBIX C MOMOUIBI0 (PUIBTPOB, SJIEKTPOHHBIX 3aMKOB M KIIOYEH,
CUCTEM pa3rpaHUYEHHUs JOCTyla K 3alldiiaeMod HHQOpMalMu B ILENAX
MPEIOTBPALICHUS] €€ HECAHKIIMOHUPOBAHHOTO KOTMHPOBAHUS, WCKAKECHUS WIIH
M3MEHCHUS.

K HECOMHEHHBIM JIOCTOMHCTBAM TE€XHUYECKUX CPEJICTB OTHOCSTCS:

- HMIMPOKUH KPYT pelIaeMbIX 3a]1ay;

- OCTaTOYHO BBICOKasl Ha/IEKHOCTD;

- BO3MOXKHOCTh CO3JIaHUS Pa3BUTHIX KOMITJIEKCHBIX CUCTEM 3aIllUTHI;

- THOKO€ pearnpoBaHKe Ha TOMBITKH HECAHKIIMOHUPOBAHHBIX JACHCTBHIA,

- TPaJAULIMOHHOCTD UCIOJIb3yEMbIX METOJIOB OCYIIECTBICHHUS 3aIlIUTHBIX
(byHKIHA.

OcHOBHBIC HCIOCTATKU TCXHUYCCKUX CPCACTB 3aKJIHOYAIOTCA B CJICAYIOIICM:

- BBICOKasi CTOUMOCTh MHOTHUX CPE/CTB;
- HE0OXOIMMOCTbh PETYIISIPHOTO MPOBEACHUS PETJIAMEHTHBIX PabOT U KOHTPOJIS;

- BOBMOKHOCTb ITOJa4H JIOKHBIX TPCBOT.



IIpakTuyeckoe 3ansitue Ne3: MeponpusTHsi, MeTOAbI U CpeICTBa
3alMThI HHPOPMALMH

Bonpocut ona oocyncoenus:

[Tonsitue 3amutel nHGOpMaI. MeporpusTus o 3amure uapopmanuu. MeToabt
3amuThl  uHPopMarmu. CrnocoOsl 3anmTel uHQOpMarmu. CpencTsa 3alUThHI
uHopMarum.

Pekomenodyemasn numepamypa:
1. [IIneikoB, B.B.  KowmmiekcHoe  oOecrieueHre  SKOHOMMYECKOM
oe3omnacHoctu npennpusatus / B.B. llneikos. - CI16: Anereiis,1999. - 138 c.
2. KynpusinoB, A.M. OcHoBbl 3amuThl MHpOpManuu: y4ded. mocobue s
By30B / A.W. Kynpusinos, A.B. Caxapos, B.A. llleBuos. - M.: Akagemus, 2007. -
256 c.

Tema 2.5. IlonsiTue 3amunaeMoil uHGopMauuu.

[Inan.

1. Oco0eHHOCTH 3aIuiaeMo nHpopMauu

2. Hocurenu 3amumimaemMoit napopmaimm

3. Knaccudukanus 3anmuiaeMoi nHGopMamm

OcHoBy m000# NIEATENBHOCTH JIIOJICH COCTaBsieT €€ uH(OopMarmoHHOE
obecnieuenue. Mupopmaiusi CTaHOBUTCSI OJJHUM W3 OCHOBHBIX CPEACTB PEIICHUS
3a71a4 TOCYJapCTBEHHOM, IPOU3BOJICTBEHHOM, HAYYHOM, KOMMEPUYECKON MJIM MHOU
nesitenbHOCTH. OMHAKO B HEKOTOPBIX CIydasx 3Ta MH(POPMAIHS YEro-TO CTOWT
TOJIBKO TOTJIa, KOT/Ia OHA U3BECTHA OTPAHUYEHHOMY KPYTY JIHII.

Nudopmarusa kak KaTeropus, UMEIOIIas ACHCTBUTEIBHYIO WM TMOTCHIIHAIBHYIO
CTOUMOCTb, KaK M JIFOOOM JIpyrod BUJI IIEHHOCTU, OXPAHSIETCS M 3alUIIAETCs €€

COOCTBEHHUKOM WJIHM BiaaeiblieM. COOCTBEHHUK 3alMIaeMoi MHGOPMAaIIUH - DTO

IOpUANYECKOE WK (PU3MUYECKOE JIMI0, KOTOPOE M0 CBOEMY YCMOTPEHHUIO BIIAJICET,
MOJIb3yeTCS M pachopsiKaeTcs NpuHajuiexaied emy uHpopmauuein. Bruagenen

3amuiaeMoi nadopmarmu - 370 GU3NIECKOE UM IOPUIUIECKOE U0, KOTOPOE

HMECT IMOJIHOMOYMS BJIAACTD, IIOJb30BATHCA U PACIIOPAKATHECA ,HaHHOﬁ



uHpopmalel mo JAOroBopy C COOCTBEHHHUKOM, B CHIIy 3aKOHA WJIM pEIICHUS
aMUHUCTPATUBHBIX OPTaHOB.

Kaxmoe  rocymapcTBo — 3amMIiaeT  CBOM  MH(MOPMAIMOHHBIE  PECYPCHI.
NudopmainmonHbsie pecypchl rocylapcTBa B 1EJIOM MOXXHO pa3ieliuTh Ha TpU
00JIbIIINE TPYTIIHL:

- OTKpbITasi UHPOpPMalIKs, Ha PaCIPOCTPAHEHUE U UCIOJIb30BAHUE KOTOPOM
HE UMEETCSl HUKAKUX OTPaHUYCHU;

- 3amaTeHTOBaHHAs uH(popmanus, KOTOpast oXpaHsieTcs
BHYTPHUTOCY1apCTBEHHBIM 3aKOHOJIaTEIBCTBOM WIH MEXIYHapOIHBIMU
COTJIALIEHUSIMU KaK O0BEKT HHTEIJIEKTYyaJIbHOU COOCTBEHHOCTH;

- 3aKpbiTasg MHPOpMaLUs, KOTOpass OXpaHSETCs € MOMOILBI0 MEXaHHU3MOB
3al0UTBl  TOCYJAPCTBEHHOW, KOMMEPYECKOM WJIM  APYrod  3aluiaeMou
uH(popmanuu.

[lonsiTne 3ammmaeMoll wuHGOpMaIMK BKIHOYAaeT B ceOs JBE KaTeropuu
nH(pOpMaIUKU - CEKPETHYI0 U KOHPUAeHIHaIbHY0. K cekpeTHOl MHpopManuu B
HACTOSIIIIEE BPEMS MPUHATO OTHOCHTH CBEAECHUS, COACPIKALIME TOCYAAPCTBEHHYIO
tailHy. K koHduneHunanbHoil uHGOpMALMK OOBIYHO OTHOCSAT CBEJICHHS,
coJieprKallie KOMMEpPUYECKYI0, MPOopeCcCHOHANIbHYIO, TPOU3BOJCTBEHHYIO TalHY, a
TaK)Ke TaliHy, KacarolIylocs JMYHON (HECITyKeOHOM) XU3HH W JESITEIbHOCTH
IpaXKJIaH.

[IprMeHHUTENBHO K OpraHam roCyJIapCTBEHHOM BJIACTH M YIPABJICHUS IO TAWHON
MOHUMAETCS TO, YTO CKPBIBAETCS OT APYTUX U UTO U3BECTHO CTPOTO ONPEAEICHHOMY
Kpyry umoaeil. OCHOBHOE HAIpaBJIE€HUE HCIIOJIb30BAHUS JTOrO TOHATHS -
3aCEKpPEUYNBAHUE TOCYIAPCTBOM OIPENEIEHHBIX CBEIEHHUI, COKPBITUE KOTOPBIX OT
CONEPHUKOB WJIM MOTEHIIMATBHBIX IPOTUBHUKOB JIA€T €EMY BO3MOXHOCTb YCHEIIHO
pelaTh KU3HEHHO Ba)KHbBIE BOMPOCHI B 00JIACTH OOOPOHBI, a TAK)KE MOJTUTUYECKHE,
HSKOHOMHUYECKHE, HAYYHO-TEXHUYECKHE U UHbIE TPOOJIEMbI C MEHBILIMMHU 3aTpaTaMu

CUJI U CPeACTB U O€e3 yiiep0a [l TOCy1apCTBEHHOM 0€30IaCHOCTH CTPAHBI.



33HII/IIHEICM3$I I/IHd)ODMaHI/IH HMECT CIACAVIOMNE OTINYUTCIbHBIC IPU3HAKHU .

- 3aceKpeurBaTh UHPOPMAIIUIO, TO €CTh OTPAHUYUBATH K HEW IO0CTYII, MOXKET
TOJIBKO €€ COOCTBEHHUK (BJIAJIENICI]) WU YITOJTHOMOYEHHBIE UM Ha TO JIULIA;

- YeM BakHee ISl COOCTBEHHHMKa HHQOpMAIlMs, TeM TIIaTeIbHEE OH €€
3aIUIIAET B COOTBETCTBUU C IPUCBOCHHOM €1 CTENEHBIO CEKPETHOCTH;

- 3amuiaeMas “H(oOpManus JOJKHA WMETh OMNpEACNICHHYIO LIEHHOCTh H
MPUHOCUTH TMOJIb3y €€ COOCTBEHHHUKY, OTMPAaB/IbIBas 3aTpauylMBacMble Ha €€ 3alUTy
CHWJIBI U CPEJICTBA.

[losiBieHne HOBOM 3amuiiaeMol MHQOpPMAIMM €CTh PEe3yJbTaT JCSATEIbHOCTH
cyObekTa - COOCTBeHHHMKA HWH(OpPMAIMM WM YHOJTHOMOYEHHBIX UM JIHII,
3acekpetuBIIMX HHGpopmanuto. [locne cozmanus oHa Kak Obl OTUYXIAaeTcs OT
cyOBeKTa-aBTOpa, CAMOCTOSITENILHO IUKTYS BCEM, KTO C HEIO CTAJIKUBAETCS, IPaBUIIA
€€ UCIIOJIb30BaHUA. Y POBEHbB 3aIIUTHI HH()OPMAIIUN ONIPEAETSAETCS YCTAHOBICHHBIM
€€ aBTOPOM WJIK COOCTBEHHUKOM IpU(POM CEKPETHOCTH UM KOH(PUICHIINATBHOCTH.
CozpnanHas ofuH pa3 3anuiiaemas napopmanus (Kak 1 HECEKpeTHasi) MOXKET ObITh
MCIIOJIb30BaHa MHOTOKPATHO B TEYCHHE HEOTPAaHHUEHHOTO BPEMEHHU CKOJIb YTOIHO
OONBIIMM  KOJMUYECTBOM TMoTpeduTeneil. Ona o005agaeT CrnocoOHOCTHIO HE
YHUUTOXXATbCs, HEyObIBaTh CO BpEeMEHEM U Jake BO3pacTaTh IO Mepe
UCIIOJb30BaHUs, TO €CTh MOPOXIaTh HOBYIO uHpopManuto. CBONCTBO
BO3pacTaHus MH(OpPMALMM CO3A3aeT OOBEKTHUBHBICIIPEIOCHUIKI s ee
YSI3BUMOCTH: €CITH KTO-TO IM03aMCTBOBAJ CEKPETHBIC CBEACHMS 0€3 HapyIICHHS
(u3nYecKoil IeTOCTHOCTH HOCUTENS (ITPOU30LILIA, KaK TOBOPST, yTeUKa
uH(pOopMaInK), TO €€ COOCTBEHHUK MOKET 00 3TOM HE y3HAaTh BOOOIIE WK y3HATh
y)Ke U3 JIpyruX HCTOYHUKOB MH(popManuu. CekpeTHas HHPOpMAIUS — TaKKe
o0JjaiaeT onpeneIeHHbIM T€HETHYECKUM CBOWCTBOM: CO3/IaHHBIE HA €€ OCHOBE

CBCACHUA, TOKYMCHTEI U U3CIINA TAKKC ABJIAIOTCS, KaK IIPaBHUIJIO, CCKPCTHBIMHU.

CyuiecTByeT U Takasi 0COOEHHOCTb, KaK pacnpocTpaHeHue nHbopmaruu. s

OTKpPBITOM HMHpOpMAMM OHO MMEeT CIy4yallHBId XapakTep, TOraa Kak



pacnpocTpaHeHue 3aluiEaeMoil uHGopMalul TPOUCXOIUT JE€TEPMUHUPOBAHO:
3apaHee ONpEeNEeNseTCs BO3MOXKHOE KOJMYECTBO NOTPEOUTENECH 3aceKpedeHHOU
uH(poOpMaIlMK, B COOTBETCTBUHM C KOTOPBIM Pa3MHOXKAETCS OIpPEACICHHOE
KOJINYECTBO  JK3EMIULIPOB  COOTBETCTBYIOLIEIO  JIOKYMEHTA, KOTOpBIE H
pacchUIAOTCS 3apaHee ONPEIECICHHBIM aJpecaTaM.

Nudopmarys MOXKET 0TOOpaKaThCsl HA KAKUX-TO WM B KAKMX-TO MaTEPHATBHBIX
00BbEKTaX, KOTOpbIC IJIUTEIBHOE BPEMSI MOTYT COXPaHSITh €€ B OTHOCHUTEIIbHO
HEU3MEHHOM BH/JIE WJIM IEPEHOCUTH €€ U3 OJTHOI0 MeCTa B Apyroe. MarepruaibHbIe
O0OBEKTHI, HMCHOJB3YEMbIE [JISi MOJy4YeHHUs, (UKCAIMM, HAKOIUICHUS, XpaHEHUS,
nepegayl M IMOCIEIyIOIEr0 MPUMEHEHUSI CBEICHUW, HA3bIBAIOTCA HOCHUTEISIMU
uH(popmanuu.

Kak npaBuno, HocuTenu 3amuinaeMod uHGOpPMALUM  OXPAHSAIOTCA €€
COOCTBEHHUKOM. JTO OOBSCHAETCS TEM, YTO €CJIM K HUM TOJYYHUT JAOCTYI JIUIIO, OT
KOTOPOTO OHU OXPAHSIOTCS, TO HOCUTEJIb MOXKET CTaTh HCTOYHUKOM MH(OpMAaIINH,
13 KOTOPOT'O 3TO JUIO MOJYYUT BOZMOXHOCTh HE3aKOHHO JI0OBITh HHTEPECYIOIINE
ero ceenenuss. B cr. 2 3akoHa P® «O rocynapcTBEHHOW TailHEe» HJaeTcs
ONPENEIICHUE TTOHATHSI «HOCUTEIN CBEACHUM, COCTABIISIIOIIMX TOCYIAPCTBEHHYIO
TaliHy», B COOTBETCTBUU C KOTOPBIM K 3TOW KaTETOPUH OTHOCSTCS «MAaTepHAIbHBIC
0OBEKTHI, B TOM 4ucie (pu3nyeckue moiisd, B KOTOPBIX CBEACHHS, COCTABJISIONINE
roCyJapCTBEHHYIO TaiiHy, HaXOJST CBOE OTPaXEHHE B BHJIE CUMBOJIOB, 00Opa3oB,
CUTHAJIOB, TEXHMYECKUX PEIICHUNM W MpoueccoB». Hocuremamu 3ammmaeMon
uHpopMai MOTyT OBITh JIOKYMEHTBI, W3JeIus, BEIIeCTBA U MaTepHUabl,
AJEKTPOMArHWTHBIE, TEIUIOBbIE, pPAJAUAIMOHHBIE W  JPYTHE  U3JIY4YECHUS,
TUAPOAKYCTUYECKUE, CEHCMHUUYECKHEe U JPYTHe TOJiA, reoMeTpudeckue (Hhopmbl u
pa3mMepbl 00BEKTOB U T.11.

JIOKyMEHT - 3TO 3a(MKCUPOBAHHAS HAa MaTepHUATbLHOM HOCUTENEe MH-(popManus C
PEKBU3UTAMHU, TO3BOJIIOMIMMHU ee uaeHTudummposatb. [lo Gopme mOKyMEHTHI
MOTYT OBITh CAaMbIMU Pa3HOOOpa3HbIMU: Oymara, KHHO- U (POTOIJIEHKA, MAarHUTHBIE

JICHTBI U JHUCKH, Tonorpa(bnqecm/le KapTbl U T.II.



JIOKYMEHTBHI SIBJISIIOTCSA Hanbosee MH(POPMATUBHBIMU HOCUTENSIMH, TaK KaK OHU
COJIEpIKaT, Kak IPABUIIO, JOCTOBEPHYIO MH(OPMALIHIO B OTPaOOTaHHOM

U ckatoM Buje. OCOOEHHO LIEHHBIMHU TSI IPOTUBHUKA SIBJISTFOTCSI TIOAMMCAHHBIC

U YTBEPKICHHBIE TOKYMEHTBI, YTO IMOATBEPKIAET UX TOCTOBEPHOCTb.

Ha nokxymeHTe, KOTOpBIA SBJSIETCS HOCHTENEM 3allldlIaeMod HH(pOpMaIH,
YKa3bIBaeTCsl TpU( CEKPETHOCTH, MO KOTOPOMY MOTPEOUTENH MOXKET OINPEACTUTh,
KOMY M Kak ¢ 3Toi uHpopmanueit oopamarscsa. CradbiMy CBOMCTBaMU JOKYMEHTA
ABJISIETCSI TO, YTO MOJYYHMBIIMKA JOCTYN K HEMY HEIOOPOCOBECTHBIN MOTPEOUTEND
MO’KET BOCIIOJIb30BaThCSl UMEIOIIEHcs TaM HH(POpMaluell B CBOUX LIENAX, a TaKkKe
CKOIIMPOBATh, [IOXUTUTh, UCIIOPTUTH WIA YHUUYTOXKHUTD ITOT JTOKYMEHT.

CeKpeTHbIN JOKYMEHT MOKET OBITh U B JJIEKTPOHHOM BHUJE, YTO HU B KOEM Cllydae
HE CHMKAET €ro BaXXHOCTh KaK HCTOYHUKA CEKPETHON MH(POPMALIHH.

Hzpenus (HDGI[MGTBI), TaKUC, KaK BOCHHAsA H Jpyrasd TCXHHKa, B TOM YHCIIC

TEXHUYECKHE CPENICTBA, MATEPHAIbl U BEUIECTBA, HEIJIACHO HCIOJIB3YEMBIE IIPH
OCYILIECTBJIICHUN OINEPATUBHO-PO3BICKHON ACATEIBHOCTU, TAKKE MOIYT SBIISATHCA
HOCUTEJSIMU  3amumaeMoil uHpopmanuu. OTXOIbl PEKUMHBIX MPEANPUATUN,
oOpa3ubl  BOJBI, BO3AyXa, OCAJKOB, TpPYHTa M PACTEHWI, B3SThIE B
HETNOCPEICTBEHHON OJIM30CTH OT HUX, MO3BOJISIIOT MHOCTPaHHBIM pa3BeaKaM
MoJly4aTh HHGOPMALIMIO O XapaKTepe AESITeIbHOCTH ATUX npeanpustuil. [axe npu
[IeYaTaHUHM HA MUIIYIIEW MAaIIMHKE OCTAIOTCA CIIEIbl TEKCTa Ha KOIHUPOBAIBHOM
Oymare, KOTOpPYIO TIIOCJ€ WCIIOJIb30BAHUSA HEOMBITHBIA WM HEOAUTEIbHBIN
COTPYIHHMK OpocaeT B KOp3UHY [JIsi Oymar, 4TO MOKET NPUBECTH K YTEUKe
cekpeTtHol  wHbopmaruu. J[g  Takol  BO3MOXXHOCTH  CYIIECTBYIOT U
NICUXOJIOTUYECKUE MPEANOCHUIKH, TaK KaK COTPYAHHUKH YaCTO HE BOCIPUHHUMAIOT
OTXO/Ibl KK UICTOYHUK CEKPETHON MH(pOpMaIuu.

DJIGKTPOMATrHUTHBIC M3JIYYCHHS PA3IMYHON YaCTOTHI IEPEHOCAT MH(POpMAIUIO OT

UCTOYHMKA (paauoriepefaTyrKa, W3JIydaresisi) K NOpUeMHUKY HHpopmanuu. Mx
pacupocTpaHeHue, Kak MPaBUIIO, HEKOHTPOJIUPYEMO, BCIEACTBUE YETO OHH MOTYT

OBITH TIEpEXBAUYEHbI COOTBETCTBYIOUIMMH YCTPOHCTBAaMU. /{7151 03HaKOMIIEHHS C



coliepKaHUEM Tiepe/laBaeMoil MH(OpMAIMU TEPEXBAYEHHBIE CHUTHAJBI JTOJKHBI
OBITH JEKOJUPOBAHBI.

B kaudectBe HocuTens MH(OpMAMU HHOTAA PAacCCMATPUBAIOT M UYEIOBEKa, MO3T
KOTOPOTO TPEACTABISIET MCKIIOYUTEIBHO CIOXKHYIO CHUCTEMY, XPaHAIIYI0 U
nepepadaThIBaIOIYI0 HH()OPMALIKIO, TOCTYHAIOIIYIO U3 BHEITHET0 Mupa. CBOHCTBO
MoO3ra OTpa)kaThb M TII03HABaTh BHEUIHUW MUp, HaKalUIMBaTh B CBOEH NaMSTU
KoJIOCCalbHbIe 00BEMBbI MH(OpPMALMK, B TOM YHCIE M CEKPETHOHM, €CTECTBEHHO,
CTaBUT YEJIOBEKA Ha IEPBOE MECTO KaK HOCUTENs (a TOYHEE — HCTOYHHKA)
KOHQUACHINaIbHOW nH(popManuu. YeaoBek 001a1aeT BO3MOKHOCTbIO HE TOJIBKO
MOJIyYeHUs] M XpaHEeHHUs MH(OpMALUU, OH TaKXe CIOCOOEH aHalIW3UpOoBaTh U
nepepadaThIBaTh €€ C LEJIbI0 CO3/JaHUsI HOBOM MH(POPMAIUH.

VY 4enoBeka Kak HOCHUTENS 3alllMIAeMON MH(OpMAaIlM MOTYT NPUCYTCTBOBATH
MO3UTHUBHBIE W HEraTUBHbIE KauyecTBa. [lonoxkuTenbHO TO, 4TO 0€3 coryacus
YeJI0BEKA-CEKPETOHOCUTES U3 €T0 MaMsITH, KaK MPaBUII0, HUKaKasi HHGOpMaIlus He
MOXKET ObITh M3BJIeUeHAa. OH MOXKET OLIEHUBATh CTENEHb CEKPETHOCTH CBEICHHUM U
COOTBETCTBEHHBIM 00pa3oM oOpamarbCsi € HHUMH, 3HaTh, KOMY W KakKylo
UHGOPMAITUIO MOKHO JJOBEPHTb.

B T0 ke BpeMsi CEeKpETOHOCUTENb MOKET 3201y K/1aThCsl B OTHOLIEHUH UCTUHHOCTHU
noTpeduTeNns 3ammuaeMol HHPopMalry, N0 XaJaTHOCTH WM UHBIM NPUYMHAM
yTPaTUTh CEKPETHBbIE JOKYMEHTHI, MOTEPSAB OAUTEIBHOCTh Pa300JTaTh CEKPETHI
CBOMM 3HAKOMBIM M POACTBEHHUKAM, M3 HU3MEHHBIX MOOYXIECHUN COBEPILUTH
rocyJapCTBEHHYIO U3MeHY (coOMpaHue, MOXUILEHNUEe, XPaHEHUE B LENSIX Nepeavn
MHOCTPaHHOMY I'OCYJIapCTBY CBEJIECHHI, COCTABIISIIOIIMX FOCYAApPCTBEHHYIO TaliHY,
BbIJIaua CEKPETHBIX CBEJICHU Bpary u T.I1.).

OOBIYHO ~ COTPYIHUKH,  JOMYIIEHHBIE K  CBEACHHUSM,  COCTABJISIOIIUM
rOCy/IapCTBEHHYIO TaifHy, pacroiaraloT 00beMOM CEeKpeTHOHW uHpopmanuu,
NPEBBIIIAIOIIUM HEOOXOAUMBIN /JIs1 BBITIOJHEHUS UMU CIIY>KEOHBIX 00sI3aHHOCTEH.
Cnenyer uMeTh B BHJIY, YTO B pe3yJbTaTe HEPOPMAIBbHBIX MEXIMYHOCTHBIX

OTHOLIICHUU CCKpCTHasA I/IH(bOpMaI_II/IH MOKCT IMOCTyIIaThb K IOCTOPOHHUM JIMIAM,



KOTOPBIE K COXPAHEHUIO «UYXHUX» TalH OTHOCATCS MEHEE€ OTBETCTBEHHO, YEM K
ceouM.  TmieciaBHble  JIOJM  YacTO  HENPEJHAMEPEHHO  pas3riallaroT
KOH(UICHIIUATIbHBIE CBEJICHUS B MyOJIMYHBIX BBICTYIICHUSX U Oecenax, CTpEeMsICh

MMPOACMOHCTPUPOBATH CBOIO OCBCAOMIICHHOCTD U 3aMHTCPCCOBATH CO6CC€I[HI/IKa.



IIpakTuyeckoe 3ansitue Ne4: [lporpammupoBanue apupMeTHYeCKUX
AJITOPUTMOB

BBenenue

[To mepe pa3BUTHS W YCIOXKHEHHUS CPEACTB, METOJIOB M (POPM aBTOMATHU3AIHH
poLeccoB 00pabOTKM HMH(POPMALUU TOBBIIIAETCS 3aBUCUMOCTH OOIIECTBAa OT
CTeneHu O€30MacCHOCTH UCIOJIb3YeMbIX HMM HMH(POPMAIMOHHBIX TEXHOJOTHUH,
KOTOpAasi OMNPENENAETCS CTENEHbI0 3allMIIEHHOCTH MW YCTOMYMBOCTH  KaK
KOMIIBIOTEPHBIX CUCTEM B LIEJIOM, TaK U OTACIBHBIX IIPOTPAMM.

Ienv pabomowt
HccnenoBanue u pa3paboTKa OCHOBHBIX METOJIOB CUMMETPUYHBIX KPHIITOCHCTEM.
Kpamkue ceedenus uz meopuu

Kpunmocpagua — obGecnieurBaeT COKPBITHE CMbICIA COOOUIEHUS C IMOMOIIbIO
mUQPPOBaHUS U OTKPBITUS €ro paciu@poBaHUEM, KOTOPHIE BBIMOJIHSIIOTCS IIO

CIICHUAJIbHBIM aJITOPpUTMaM C ITIOMOIIIBIO KJIIOUEH.

Kntou — KOHKPETHOE CEKPETHOE COCTOSHHE HEKOTOPBIX MapaMeTpoB alTOpPUTMA
KpunTorpadguyeckoro nmpeoopa3zoBaHus JaHHBIX, 00ECIIEUUBAIOIIEE BHIOOP TOJIBKO

OJHOI'0 BapraHTa M3 BCCX BO3MOXKHBIX JJIA JAHHOTI'O aJITOpUTMA.



Kpunmoananu3z — 3anumaercsi BCKpeITHeM Iudpa 0e3 3HaHus Kioda (IpoBepka

YCTOWYUBOCTHU MU (pa).

Koouposanue — (He OTHOCHUTCA K KpunrTorpaguu) — CHCTEMa YCIOBHBIX
0003HaUYCHUN, TPUMEHAEMBbIX MpH mnepemade uHpopmaruu. [Ipumensiercs nms
YBEJIMUEHUSI KadyecTBa TMepenayn uHGOpManuu, ckaTuss HHGOpMALUU € IS

YMCHBIHICHUA CTOUMOCTHU XPAHCHUSA U IICPCAAYUN.

KpunrocucreMsl pa3ienstoTcs Ha CUMMEmpuUHble N ¢ OMKPbIMbIM K1I04OM.

B cummempuunvix kpunmocucmemax v 1y mppoBaHus, 1 IS A€M POBaHUS
UCIIOJIB3YETCS 0OUH U MOM dice KoY.

B cucmemax ¢ omkpoimoim Kar0uwom UCIOIB3YIOTCS J1BA KIHOYA - OMKPbIMbLL 1
3aKpoulmalil, KOTOPbIE MAaTEMAaTHYECKH CBSI3aHbl JIpyr ¢ jApyroM. MuHdopmanms
mupyercs ¢ TOMOILIBIO OTKPBITOrO KIIt0Ya, KOTOPBIMA JOCTYIIEH BCEM KEIAIOIIUM,
a pacmu(poBBIBACTCA C IOMOIIBIO 3aKpPBITOrO KJIHOYa, H3BECTHOTO TOJIBKO

MOJIy4YaTest0 COOOIIECHNS.

Kpunrorpadpuueckue mpeoOpazoBaHus HUMEIOT 1€JIb 00ECIECYUTh HEAOCTYIMHOCTh
uHpOpMalMU JAJIs JIMI, HE HMMEIOIIMX KJIYa, W MHOoJJepKaHue ¢ TpeOyemoi
HaJIeKHOCThIO OOHAPYKEHUSI HECAHKIMOHUPOBAHHBIX MCKAKEHUU. BOIBIIMHCTBO
CPEIICTB 3aIUTHI uHbOopMauu Oazupyercs Ha MCIOJIb30BaHUM
kpunrorpadpuueckux muppoB U mnpoiueayp wmudpoBaHusa - pacmmdpoBanus. B
coorBeTrcTBUM co crangaptom ['OCT 28147-89 nox mudpoM NOHUMAIOT
COBOKYITHOCTh OOpaTHMbIX MPeoO0pa3oBaHUN MHOKECTBA OTKPBHITHIX JaHHBIX Ha
MHO>XECTBO 3allM(POBAHHBIX JAHHBIX, 3aaBAEMbIX KIIOYOM M aJTOPUTMOM

npeoOpa3oBaHMUs.

B kpunrorpadun ucrnons3yroTes Caeayonue OCHOBHBIC aTOPUTMbI (G POBAHHUS:



- aJITOPUTM 3aMeHH (IOZCTAHOBKM) — CHMBOJIBI
mudpyeMoro TekKCcTa 3aMeHSIOTCS CHMBOJIAMH TOI'O X€& HJIU
IDYIroro andbasBura B COOTBETCTBUU o] 3apaHee
O06YCJIOBJIEHHON CXEeMOM 3aMEeHEI:

- aJITOPUTM IIepecCTaHOBKH — CHMBOJB mMudpyeMoro
TEeKCTa IIepPecCTaBJISAITCSA IO OIpPeZeJsieHHOMY IpaBUJY B
opezeJiax HEKOTOPOro 6Ji0Ka ®TOr'0 TeKcrTa:

- raMMHpDOBaHHE — CHMBOJIBI mMHAPYEMOI'O TEKCTa
CKJaAbpIBalTCA C CHMBOJIAMHM HEKOTOPOM CJyuaHuHOH
IIOCJIeLOBaATEJIbHOCTH:

- aHaJHUTHUUECKOe Ipeobpa3zoBaHHe — Ipeob6pa3oBaHUe
mudpyeMoro TeKCTa IO HEeKOTOPOMY aHaJUuTHUEeCKOMY

npaBugay (popMmye).

[Tporecchl mumdpoBaHus U pacuii@poBaHUs OCYIIIECTBISIOTCS B paMKaX HEKOTOPOU
KPUIITOCUCTEMBI. {711 CHMMETPHYHOM KPUIITOCUCTEMBI XapaKTEPHO MPUMEHEHNE
OJTHOTO M TOTO JK€ KJIF0Ya, Kak Mpu MU(POBAHWUU, TaK M NpH pacmudpoBaHUU
cooOmieHni. B acMMMeTPpUMYHBIX KPUIITOCUCTEMAX IS 3amr(pOBaHUS JAaHHBIX
UCIIOJIb3yeTCs OJUH (OOIIEAOCTYITHBIN) KITFOY, a ISl paciiudpoBaHUus — APYTroM
(CeKpeTHBIN) KITIOY.

CMMMempullele Kpunmocucmembl.

IMugpsl nepectaHoBku. B mmdpax cpeaHUX BEKOB YacTO HCIHOJIb30BAIUCH
TAOJIUIIBI, C TTOMOIIBIO KOTOPBIX BBITIOJIHSUIACH MPOCTHIC MPOIIEAYPHI MTU(POBAHUS,
OCHOBaHHbIC Ha TEepecTaHOBKe OYKB B cooOmieHuu. Kirouyom B JaHHOM ciiydae
SBsSeTCS pa3Mepbl Tabmunpl. Hampumep, coobmenue “CeromHss HOBBIM JICHB

3aIIUCBhIBACTCS B Ta6JII/IIIy us 4 CTPOK U 4 CTOJ'I6HOB I10 CTOJ'I6IIaM.



Jlnst monydeHus: miM@pPOBAHHOTO COOOIIEHUSI TEKCT CUMTHIBACTCS IO CTPOKAM U

rpynmupyercs 1o 4 6yks: CJI0J] EHBE TSIbIH OHHb

Heckonbko 0osiblliel CTOMKOCTBIO K PACKPBITHIO 00J1aJacT MeTOH OJXUHOYHOI
nepecTaHoBKHU 1o kiouy. OH OTIMYaeTCs OT MPEIbIIYIIEr0 TeM, YTO CTOJIOIbI
Ta0IUII IEPECTABISIOTCS MO KIIFOYEBOMY CIIOBY, (hpase Wiu HaOOpy YKCell JJITMHOU

B CTpOKy TaOmuipl. Mcmons3ys B KauecTBe KiIroya cJIoBO Baza, momyuum
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J1o mepecTaHOBKH.

B BepxHeil cTpoke JeBOil TaOIMIIbl 3aMKMCaH K04, a HOMepa 1o OyKBaMU KJroua

OonpcACIICHBI B COOTBETCTBUHN C CCTCCTBCHHBIM IMMOPAAKOM COOTBCTCTBYIOIIUX 6y1(B

[Tocne nepecTanoBKH




Kiroua B andasure. Ecnu B Kitoue BCTPETUIIUCH Obl OAMHAKOBBIE OYKBBI, OHH OBI
HYMEpPOBAJIUCh cieBa HaIpaso. [Tomyyaetcs mupoBKa:

JUICO HEEB SIHT'bI HBOIA.

Jlist obecrieueHus JOMOJHUTENBHON CKPBITHOCTH MOKHO IMOBTOPHO MIU(pOBATH
coo01IeHue, KOTopoe yxxe 0b110 3amudpoBano. st 3Toro pazmep BTOPOoi TaOIUIIbI

noz[61/1pa}0T Tak, YTOOBI JJIMHBI €€ CTPOK U CTOJ'I6I_IOB OTJINYaJIuCh OT



JUIMH CTPOK U CTOJIOIOB nepBoi Tabnuiibl. Jlydiiie Bcero, eciii OHU OyAyT B3aUMHO

IMPOCTBIMU.

Kpome aiaropuTMoB OJUMHOYHBIX TEPECTAHOBOK MMPUMEHSIOTCS AJrOPUTMbI
ABOMHBIX MepecTaHOBOK. CHavana B TaOJIMILy 3aITUCHIBAETCSI TEKCT COOOIECHHUS, a
MIOTOM ITOOUYEPETHO MEPECTABISAIOTCA CTOJIOLIBI, a 3aTeM cTpoku. [Ipu pactmmdposke
MOPSIZIOK  MEPECTAaHOBOK  OyaeT oOparHblid. YuWCIO BapuaHTOB  JIBOMHOM
MEPECTAaHOBKU JIOCTATOYHO OBICTPO BO3PACTAET C YBEITMUYECHHUEM pa3Mepa TaOIullbl:

qutst Ta0mune! 3 X 3 ux 36, mist 4 x 4 ux 576, a mis 5*5 nux 14400.

[Tpumep nanHoro MeTo/1a MUQPPOBAHMS TOKA3aH B ClIeAyroNX Tadbiuiax. Kirogom

K I Qpy ciaykat HoMepa cTosIonoB 2413 u Homepa cTpok 4123 ncxo1HON TaOIHILIbBL:

JIBoliHas IepecTaHOBKA CTOJIOIOB U CTPOK

B pesynbTaTe mepecTaHoBKH Tonydena mmdposka: IJIHHBIOMBHJILEI'COE. B
cpenHue Beka Uil MUGPOBaHUS TMPUMEHSUIUCh W MAarudeckue KBaJpaThl.
Maru4eckuMu KBaJipaTaMy Ha3bIBAIOTCS KBaAPATHBIE TAOIHIIHI C BIMCAHHBIMH B UX
KJIETKH TMOCJIEeIOBATEIbHBIMI HATypaJIbHBIMU YHCJIAMU, HAuYUHAS C E€AUHUIBL,

KOTOPBIE JIAIOT B CYMME I10 KaXXJIOMY CTOJIOIY, KaKI0U CTPOKE U KaXIOU



JIMAroHaJu OJIHO U TO ke yucio. st mudpoBanust HEOOXO0IMMO BIUCATh UCXOTHBIH
TEKCT I10 MPUBEICHHON B KBaJIpaTe HyMEpaluu U 3aTeM IMEPENucaTh COIEPKUMOE
TaOJMIIBI IO CTpOoKaM. B pe3ynbrare nmosydaercs: mudpoTekcT, chopMUpOBaHHBIN

Oyraroapst mepecTaHOBKE OYKB UCXOTHOTO COOOIICHHUSI.
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Ywuciio Marndeckux KBaJpaToOB OYCHBb PE3KO BO3PACTACT C YBEIMUYECHHUEM pa3zMepa
€ro CTOpOH: JJis Tabmuibl 3*3 Takux KBajapaToB -1; mis Tabmunel 4*4 - 880; a mis

tabmurs! 5*5-250000.

IHopaook evinonnenus padomaol

Ha s3pike DELPHI, VBA C++ wiu C# HanucaTh nporpaMmy MHUQpPOBaHUS U

nemu(ppoBaHus TEKCTOBOTO (haiiia METOJ0M, YKa3aHHBIM MPEIo aBaTEIIEM.

Cooepocanue omuema

Ha3Banue paboThl.
[ens paboTHI.

brok-cxemy anroputMa mu@poBaHusl.

> w0 e

TekcTsl mporpamm.



Bonpocwt ona camonposepku

1. enb u 3agaun Kpunrorpaduu.

2. HIudpsl 0oAMHOYHON IEPECTAHOBKU U MIEPECTAHOBKH IO KIIFOYEBOMY CJIOBY.
3. udps! ABoIHOI nepectanoBku. [lInppoBanue ¢ MOMOIIBIO MarH4ecKoro
KBajpaTa.

Pexomenoyemasn numepamypa

1. XKenpnukos B. Kpunrorpadus ot nanupyca 10 komnsiorepa. M.: ABF,
1997. — 336c¢.
2. Hunsc @epriocon, bproc [naitep «IlpakTudeckas kpunrorpadus», M.:

Wz narensckuii noMm «Bunbsimcey, 2005r.-424c.

3. ITerpoB A.A. «kKomnbsroTepHas 6e3omacHocTh. Kpunrorpagudeckue MeToabl
3amuTe», M.: JIIMK, 2000r. -448c.

4, Ko6mun H. Kypc Teopun yucen B kpunrorpaduu. — M., Hayunoe
n3gareabcTBo TBII, 2001 T.

5. MacnennukoB A. [Ipaktuueckas kpuntorpadus BHV — CII16 2003 r.

6. [uaiiep bproc [Ipuknagnas kpunrorpadus. [[poToKoIbI, aNnTOPUTMBI,
HCXOJHBIC TEKCTHI Ha si3bike Cu. Tpuymd-2002 r.

7. bapuuaer C. OcHOBBI COBpeMEHHOM KpunTorpaguu. Y4eOHbIH Kypc.

INopsuas nmunaus Tenexom 2002 r.

/ononnumensno

8. ftp://ftp.kiae.su/msdos/crypto/pgp
Q. http://drago.centerline.com:8080/franl/pgp/...
10.  Yahoo - Computers, Security-and-Encryption



IIpakTnyeckoe 3ansitue NeS: IIporpammupoBanue ajnredpandecKux
aJITOPUTMOB

BBenenue

I[J'ISI obOecreueHMs 3aIIUThI I/IH(bOpMaHHH B HACTOAIMICC BpEM:A HC CYHICCTBYCT
KaKOro-To O4AHOro TCXHN4CCKOIo rnmpueMa ujinu CpeacTtnsa, 0OJHaKO 06IHI/IM B pCICHNN
MHOI'X HpO6JIeM 0E30ITaCHOCTH SIBIISICTCS HMCIIOJIb30BAaHHUE KpI/IHTOFpa(i)I/II/I )41

KPUNITOMOAO0HBIX MTpeoOpa3zoBaHuii HH()OPMALINU.

Lenp paboTsl

HccnenoBanne u  pa3paboTka  KJIACCMYECKMX  METOJOB  CHUMMETPHUYHBIX
KPUITOCUCTEM

Kpamkue ceedenus uz meopuu

IIu¢psbr npocroii 3amenbl. Cucrema mudposanus ILlesaps - yacTHbIN ciyyan
mudpa mpocToit 3ameHbl. MeTo1 OCHOBaH Ha 3aMeHE KaXK10i OyKBBI COOOIIIEHUS Ha

JIPYTYI0 OYKBY TOTO K€ ajipaBUTa, TyTeM CMEIIECHUS OT UCXOIHOM OyKBBI Ha K OYyKB.

N3Bectnas dpaza FOnus [esaps VENI VINI VICI — npumen, yBuzaen, modeaud,
3amu@poBaHHas C TOMOIIBIO JaHHOTO MeTo1a, mpeodpaszyercsa B SBKF SFAF SFZF

(TIpu cMmerneHruy Ha 4 CUMBOJIA).

I'peueckum mucarenem I[lomubuem 3a 100 jer g0 H.. ObBUT M300pETeH Tak
Ha3bIBAEMbIH MOJMOMAHCKHI KBaJApaT pa3MepoM S5*5, 3anoaHeHHbIN andaBUTOM
B cinydailHoOM nopsiake. ['peueckuil andaBut umeer 24 OykBbl, a 25-M CHMBOJIOM
saBisieTcs mpoOen. [ mmdpoBaHus Ha KBajapare HaXoIujau OYKBY TEKCTa U
3aMuUChIBAIM B HUPPOTEKCT OYKBY, PACIIOIOKEHHYIO HUKE €€ B TOM K€ CTOJIOIIE.
Ecnu GykBa okaspiBasiach B HIDKHEH CTPOKE TaOJIHUIThI, TO Opaii BEpXHIOK OYKBY U3

TOrO € CTOoJIOIIA.



HIudpbr ciaoxuoit 3amennl. [ludgp I'poncdenbaa cocroutr B moaudukanuu
mmdpa Lle3aps uymcinoBbiM KimodoM. /[l sroro moj OykBamH COOOIIEHUS
3aMUChIBAIOT LU(PHI YKCIOBOro Kitoya. Ecnu kirou kopode cooOIIeHus, TO €ro
3aMuCh MUKINYECKH MOBTOPsIOT. IIndpoTekcT moayyaroT NpuMEpHO TakxKe, Kak B
mmmdpe Lle3aps, HO OTCUUTHIBAIOT HE TPEThIO OYKBY MO andaBuTy (Kak B mudpe
Ile3apst), a Ty, KOTOpas CMeIIeHa 1Mo ai(aBUTy HAa COOTBETCTBYIOMIYIO HHQPY

KJIFOYa.
[TycTh B KauecTBe KIII0Ya MCIIONIB3yeTCs Tpymma u3 Tpex nuudp — 314, rorma
Coobmenne COBEPILIEHHO CEKPETHO

Kimrou 3143143143143143143

Mudposka PITMCBUOCCAXMNIIONYCC

B mmdpax mHoroandaBuTHON 3aMeHbl Ui K(POBAHUSA KaXKIOTO CUMBOJIA

HCXOJHOTO COOOIIEHUS MPUMEHSIETCS CBOM U (p mpocToi 3aMeHbI (CBOM andaBuT).

ABBI'IEEXX3UKJIMHOIIPCTY ® XYL BbIEOIOS

A | ABBI'JIEEXK3UKJIMHOIIPCTY ® XYL BbIEIOS

b | ABBIJIEEX3UKJIMHOIIPCTY® XYL HbIEAIOS

B | I ABBI'IEEX3HUKJIIMHOIIPCTY ® XU BEIEIIO

I' | F0S1_ABBIJIEEX3UKJIMHOITPCTY ®XUIIIbEILD

S | BTAEEX3UKJIMHOITPCTY ®XUIHIBEILDIOST AB

BBI'JIEEXX3UKJIMHOIIPCTY ®XUILIBBILIIOS A




Kaxnas ctpoka B 3TOH TaOiuLE COOTBETCTBYET OJHOMY UIIM(PPY 3aMEHBI
aHasiornyHo mmdpy Llesaps mist andaButa, JomoiHEHHOro npodenom. Ilpu
U(PPOBAHUU COOOIICHHS €TI0 BHIITUCHIBAIOT B CTPOKY, a MO HUM KJitou. Ecnu ko
OKa3ajcsi KOpoue COOOIIEHUs, TO €ro IUKInuecku mnosTopstoT. [Hudporekcr
[OJIy4aroT, HaxoJs CHUMBOJ B KOJOHKE TaOJuIlbl MO0 OyKBE TEKCTa U CTpOKE,
COOTBETCTBYMIOIIEH OykBe Kiroua. Hampumep, ucnonszys kimwou AIABA, u3

coobmenus: [IPUE3XAIO HIECTOI'O nony4aem clieyroniyo mu@poBKy:

CooOmenue [MTPUE3XAIO _HIECTOI'O

Kirou AT'TABAAT'ABAATI'ABAA

[udposka [THUI 3’)KIOIOIOAEOTMI'O

B xommproTepe Takas ornepaunus COOTBETCTBYET ciiokeHNI0 KoaoB ASCII cuMBoIOB
COOOILIEHUS U KJTF0Ua 10 MOAYJI0 256.

TF'ammuposanue

[Ipouecc 3ammdpoBanus 3aKIOYAETCS B FEHEPAIIMM raMMBbl IK(pa U HAJOKEHUU
ATOM raMMbl Ha WCXOJHBIN OTKPBITHIA TeKcT. llepen mmdppoBaHrEeM OTKpBHITHIC
naHHble pa3zouBaroTcs Ha Ooku T(0); oguHakoBoi jJiuHBI (110 64 Outa). ["amma
mudpa BeIpadaThIBACTCS B BUJIE TIOCJIEI0BATEIHLHOCTH 010K0B I'(111); aHAIOrMYHOM

amanbl (T(n)=I"(1r)i+T(0);, rae + - mobuToBOE CaoXkeHue, i =1-m).

[Ipouecc pacummuppoBanus CBOJUTCS K MOBTOPHOM reHepauuu mudpa TEKCTa U
HaJoXeHue 3Toi raMMbl Ha 3amudpoBanubie JanHbie T(0)i=I"(1)i+T(1w);.

Hopaook evinoinenus padomat

OcHoBHbIe 1mary muppoBaHUs TEKCTOBOTO (aiisia METOJJOM raMMHUPOBAHUSI.



1. [Tony4nTs OT MOIB30BATENS KIIIOY, UMl BXOJAHOTO U BBIXOJHOI'O
daiina.
2. NHnnmanm3npoBaTs reHEPATOP CIYyYaWHBIX YUCEN C IOMOIIBIO

kJtoya. OTKPBITH YKa3aHHbIE (aiibl.

3. [IpounTaTs cTpOKy U3 (aiina.
4, [TonyunTs citygyaliHOE YUCIIO.
S. [Homyunts ASCII-K01 OUEpEHOrO0 CUMBOJIA CTPOKH U YBEJIUUUTh

€ro Ha CIIy4alHO€E YMCIIO, ITOJIyYEHHOE Ha mare 4.

6. [IpoBepuTh NPaBUIBLHOCTH (JOMYCTUMBIN 1UANAa30H) HOBOTO
ASCII-xona.
7. B BBIXOZHYIO CTPOKY 3amucaTh O4€pEIHON CUMBOJL,

cootBercTByOonMi ASCII-xoay, monydeHHOMY Ha mare 6.

8. Ecnu He nocTuriv KoHIa BXOAHOM CTPOKH, TO MEPENUTH K 1Iary 4.
Q. 3anucaTh MOJYYEHHYIO CTPOKY B BHIXOJIHOM (haidi.

10. Ecnu He qocTurHyT KoHer| ¢aiiia, To MepenTH K mary 3.

11. 3aKpbITh (PAIIBI.

Anroputm aemudpanuy aHaJOTUYEH AITOPUTMY U PAINH 32 UCKITIOUEHUEM

toro, uto u3 ASCII —xoa BeruntaeM 256 u poBepsieM O0JIbIe HOJIS WU HET.
Open Filename For Input As # FileNumber —otkpsiTHe (haiina s areHus.
Out Put —gi1s BeIBOAA.

B ASCII —kone cumBoubl 10 u 13 (Bo3BpaT KapeTkn).

Hano oTkpeiBaTh (haiinsl Kak JBOMYHBIC, KIIFOUEBOE CI0BO Binary.
Line Input # FileNumber, A$ -mepemennast crpokoBasi.
Print —ms 3anucw.

JIJist 9TeHUs 1 3amucH IBOWYHOTO (aiina 0ObsIBIsIeM NTepeMEHHYI0 TUTa Variant.



Put # NF,, VA
Get # NF,, VA

Close —3akpsiTHe (aiina.

Ha sseike VBA, C++ wm C# Hanucarh mnporpamMmy MmUAQPPOBaHUS U
nemrdpoBaHus TEKCTOBOTO (aiiyia METOIOM, YKa3aHHBIM MPETOaBATEIICM.

Cooeporcanue omuema

Ha3Banue pa®oThl.
[enb paGoOTHI.

brok-cxemy anroputma mu@poBaHus.

> w bh e

TekcTsl mporpamm.

Bonpocwt 0na camonpoesepku

1. Mudp I'poncdenpaa.

2. [udper nBoiiHoM nepectanoBky. [lludpoBanue ¢ MOMOIIBIO MarH4ecKoro
KBaJipara.
3. [udp MHOrOan(haBUTHON 3aMEHBI U AJITOPUTM €r0 peaau3alkH.

Pexomenoyemasn numepamypa

1. XKenvuuko B. Kpunrorpadus ot nmanupyca 1o kommnsiorepa. M.: ABF,
1997. — 336¢.
2. Hunsc @epriocon, bproc [naitep «IIpaktudeckas kpunrorpadus», M.:

U3 narensckuii noMm «Bunssimcy, 20051.-424c.
3. [TerpoB A.A. «KommbroTepHas 6e3omacHocTh. Kpunrorpaduueckue MeTo b1

s3amuTh», M.: JIIMK, 2000r. -448c.



4, Ko6mun H. Kypc teopun uucen B kpunrorpadguu. — M., Hayunoe
m3garenscTBo TBII, 2001 .

S. MacnennukoB A. Ilpaktuueckas kpuntorpadus BHV — CI16 2003 r.
6. [naitep bproc Ipuknaguas kpuntorpadus. [TpoTokoibl, anropuTMHI,
UCXOJHBIE TeKCTHI Ha si3bike Cu. Tpuymd-2002 r.

1. bapuues C. OcHOBBI COBpeMeHHOU Kpunitorpadun. Y4eOHbIN Kypc.

I'opsyas muaus Tenexom 2002 r.

IIpakTnuyeckoe 3ansaTHe Ne6: 3amuTa OT 3aKJIA/I0K NPU pa3padoTke
NporpamMm

eab padoTsl

HccnenoBanne u aHanu3 ciaykeOHbIX nporpamMm Windows XP st moBbIIIEHUS
3¢ pexTUBHOCTH pabOTHI KOMITBIOTEPA.

Kpamxue ceée0eHUs U3 meopuu

Bbpannmayap - 910 cucteMa 0e30MacHOCTH, ACHCTBYIOIIAs KaK 3alllUTHBINA Oapbep
MEXKJY CEThIO M BHEIIHMM MUPOM. bpanamaysp noxkimroueHuss K HTepHeTy
(Internet Connection Firewall, ICF) - ato nmporpaMmmHOE CpeCTBO, HCIIOJIB3YEMOE
JUIi  HACTPOMKW OTPAaHMYCHMH, pEryJupyromux oOOMEH JaHHBIMU MEXITY
NuTepHeToM u nomamiHed wiM HeOOJbIIoN oducHo ceThro. s HacTpoiiku
MapaMeTpOB CETEBOr0 MOJAKIIOUYEHUS MOXHO MCIIOJIb30BAaTh MACTEpP HACTPOUKH
cetu. OTKpbIBasi OOIIUIM TOCTYT K peCypcaM KOMITbIOTEpa, HUKOTa HE OTKPhIBANTE
JUTS TOCTYyTIa Bech qucK «C:» Tak kKak B kaTajgore Windows XpaHsTCSs Ballly apOJIH.

Ilopaook evinoanenus padomul
3ananue 1. YcraHoBHUTE NPOBEPKY NOAJIMHHOCTU AOCTYIIA K pecypcaM KOMITbIOTEpa

M3 JIOKAJIBHOW CeTU. 3ampeTUTe AOCTYIl K pecypcaMm Ballero KOMIIbIOTepa U3

HNuTepnera.

1. Jlng npoBepKu MOJJIMHHOCTH JOCTYIA K pecypcaM KOMITbIOTEpa U3 JIOKAJIbHOU
CETH BBITIOJIHUTE CIAEAYIOIINE AEHUCTBHUS.
Otkpotite Ilanens ynpasienus, BoiOpaB B I'maBHOM MeHi0o Windows kKomaHIy

Ilyck-Hacrtpoiika-Ilaneas ynpapieHusi. OTKpoilTe JIBOWHBIM IIETYKOM 3HAYOK



CeTteBble NoaAKIIOYEeHUs1 U B okHe Ceoticmea cemesvix noOKIoYeHUll BbIOEPUTE
3axnanky IlpoBepka nmommHHOCTH. Brimounte ¢riaxku YHpaBiasiTh ceTeBbIM
pocrynom ¢ nomouwso IEEE 802.1X, IIpoBepsTh NOMIMHHOCTL KaK Yy
KOMIIbIOTEpPa MNPH AOCTYNHOCTH cBedeHHMH 0 kommnbioTepe u IlposepsTh
NOJAJTMHHOCTh KaK Yy IOCTS NPH OTCYTCTBMHM CBeleHHIl 0 KOMIbIOTEpe WU
1oJib30BaTe.e.

2. YtoObl BKIIOYHTH OpaHIMay’p MOJAKIoueHUs K VHTepHeTy, yCTaHOBHTE
(axxoK, OTKpoWTe 3aKIaaKy JlOMOJHUTENbHO U BKIIOUNTE (PIaxkoK «3allUTUTH
Moe moakiarwudeHue k HuTepHery». IllenkHyB Ha kHomke «OK», 3aBepimre
HACTPOMKY CBOMCTB CETEBBIX IOJAKIIOUYCHHM.

3ananue 2. PazpemnTh yIaJIeHHBIN TOCTYN K pecypcaM Balllero KOMITbIOTEpa.

1. lllenxkHyB MpaBoOi KHOMKOM MBIIIK Ha 3HaYKe MO KOMITBIOTEP, OTKPOHTE OKHO
Ceoticmeéa cucmemsl Tia BKIIQJKE Y JaJI€HHOE UCIONIb3oBaHUE. BxitounTte diaxok
PazpemuTh ynaieHHBIN TOCTYI K 3TOMY KOMIIBIOTEPY U IICJIKHUTE Ha KHOTIKE
«OK», uT00BbI 3aKpbITh OKHO C80ticmea cucmemul.

2. Jlna pazpenienusi 00IIero A0CTyla K MPUHTEPY, YCTAHOBJICHHOMY Ha JaHHOM
KOMITbIOTEPE U3 CETH, BhIOpaB B riaaBHOM MeHI0 Windows komanay Hacrpoiika -
IIpunTepsl U Pakcwbl, OTKpoiiTe OKHO [Ipunmepwvr u ¢haxcei. Bribepute B OKHE
HYXKHBI TIPUHTEP M OTKPOMTE OKHO CBOWCTB mIpuHTepa. Ha Bxumagke Jloctyn
HIETKHUTE CChUIKY «Eciu puck 6e30macHOCTH U3BECTEH, HO TPEOYeTCs pa3peinuTh
o0mumii J1ocTyn K OpuHTEpY Oe3 3amycka Mactepa, IIETKHUTE 37ech». B okHe

Paspewenue obwezo oocmyna k npunmepy BKIIOUnNTE BapuaHt «Pa3pemuTs



oOmuit noctym» u 1menkHute Ha kHomke «OK». Ilocnme 3Toro B OkHE CBOMCTB
npuHTepa Ha BkIaake Jloctyn BiimrounTte (iakok OOmUN TOCTYN K JaHHOMY
IpUHTEPY, B nojie Cemesgoe ums 3aaante uMs npunrepa. lllenkHyB Ha KHONKe

«lIpumMeHnUTH», TPUMEHUTE BHECEHHBIE B CBOMCTBAa NPUHTEPA H3MEHEHUSA, WU
3aKpOMTE OKHO CBOMCTB MPUHTEPA, IIETKHYB Ha KHOoKe «OK». B okHe I/lpunmeput
u ¢haxcwl OJ 3HAYKOM TPUHTEPA MOSBUTCS W300paKEHUE JIQJOHH, YKa3bIBAIOIIEEe
Ha OOLIUI TOCTYN K JaHHOMY IIPUHTEPY. 3aKpoiTe OKHO [Ipunmepwl u gaxcuol.

3. na mpocMmoTpa mapamMeTpoB JocTyma # 0e30MacHOCTH JUCKa WM
OTIPE/ICIICHHON TManKh YKaXUT€ OOBEKT (IUCK WIM OTIAEIbHYIO TManKy) U B
KOHTEKCTHOM MEHI0 BriOepute komanay OOmuii joctyn u 6e3omacHocTb. B okHe
Ceoticmea oTkpoiite BkIanaky Joctyn u BrimtouutTe (uakok OTKPBITH OOIIMiA
JOCTYIl K 3TOM Marke. 3aJaiTe uMs, Moj KOTOPhIM JaHHBIA pecypc OylneT BUJEH
NOJIb30BaTENSIM ceTu. Eciiu BbI pa3perniaere mojib30BaTeNsiM CETH U3MEHSTh (ailibl
B JIAaHHOW mMarmke, BKIOYUTE (iaxok. Pa3pemnts n3MeHeHue (aijaoB MO CETH.
[IlenknyB Ha KHOIKe «lIpUMEHHTHY, NPUMEHUTE BHECEHHBIE B CBOMCTBA NAIKH

U3MEHEHHUSI, U 3aKpPOUTE OKHO CBOMCTB, MIENKHYB Ha KHOMKE «OK».
3ananue 3. Mcnonp30BaHue yAaJIEeHHOTO JOCTYIIA K CETEBBIM pECypcaMm.

1. Jlns noakiItoueHusi K CETeBOMY JMCKY WM Tarke OTKPOWTE OKHO MPOBOJIHHKA
Windows u Beibepute B MmeHI0 CepBuc komauay IloakawuuTh ceTeBoi auck. B
okHe [lookntoueHue cemesoeo oucka ykaxuTe OyKBY JUCKa U CETEBYIO MAIKy, K
KOTOPOI HEOOXOAMMO TOAKITIOYUTHECSA. ECM BaM He M3BECTHO TOYHOE MM TAIKH,
IIENKHYB Ha KHOTKe «O030p», BeIOepuTe ee B okHe O030p nanox W MIEIKHUTE Ha
kHonke «OK». Ecnu noakiroueHue K JaHHOM CETEBOM Manke HYXXHO BCSKHUU pas
BOCCTaHABJIMBAThH MPU BXOJIC€ B CUCTEMY, BKIIOUNTE (haxkok «BoccraHaBanmBaTh
npu Bxoje B cucrtemy». [l{eakHyB Ha kHOTKe «[ 0TOBOY, 3aBEpIITUTE MOIKITIOUCHUE
K CETEBOMY pecypcy.

2. J1ns moaxIIroueHust K CETeBOMY MpUHTEpY BbiOepuTe B ['maBHOM MeHr0o Windows
komanay Hacrtpoiika - Ilpuntepsl u dakcbl. B oxne llpunmepvt u gakcol

BbIOEpUTE B MeHIO Daiil KoMaHTy Y CTAaHOBUTHL NpUHTEP. B okHe Macmep



YCMAaHO8KU TIPUHTEPOB BHIOEpUTE TUIl YCTAHABIMBAEMOTO MPHUHTEPA, BKIIOYUB
¢dnaxxok Ha BapranTe CeTeBON MPUHTED, MOAKITIOYCHHBIA K IPYTOMY KOMITBIOTEPY.
[enxknyB Ha kHOIKE «Jlaneey», BbiOepuTe BapuaHT «IloaKITIOUUTHCS K TPUHTEPY,
B MoJie Mms 3a1anTe uMs PUHTEPA.

[IlenkHnyB Ha KHOMIKE «[ 0OTOBOY, 3aBEPIIUTE MOAKIIOUYEHHUE K CETEBOMY MPUHTEPY.

3akpoiite OKHO «/Ipunmepul u ghaxcoly.
3ananue 4. 3amuTa U1 BOCCTAHOBIICHHUE JIAHHBIX HA KOMITBIOTEPE

1. Ucnonw3ys ciayxeOHy0 mporpaMmy ApXMBalusi JAaHHBIX, apXUBUPYHTE
nannbie u3 nanku C:\Program Files\Microsoft Office\ Templates B apxuB ¢ uMeHeM
Templates Ha nucke D:.

Jlns 3anmycka npuiioxkeHuss ApxuBaius JaHHbIX BeioepuTe B MeHI0 Ilyck KoMaH b
Iporpammbi-Ctanaaprasie-Ciyxe0HbIe- APXUBa U AAHHBIX. Ecmu
nporpaMMa apXuBallMy 3allyCKaeTCsl B PEKUME MacTepa, TO JUIsl IEPEKIIFOUCHUS B
PACIIMPEHHBIA PEXUM HAXMUTE KHOIKY «PacmimpeHHblii» B OKHE Macrepa
apXUBalUH.

Jlist apxuBaiuy BHIOpAHHBIX (DAilJIOB M MANOK Ha ECTKOM JIMCKE MeperauTe Ha
BKJIAJIKYy ApXMBAUMA U YCTAaHOBUTE (hJIAKOK B CIHUCKE YCTAaHOBUTE (DIIAXKKH IS
nanku C:\Program Files\Microsoft Office\ Templates, maHHbIe M3 KOTOpPOW BBI
XOTHUTE 3aapXUBUPOBATH.

3amaiite B KadecTBe HocutTelss auck D: m mms daiina mis apxua Templates,
HaXMUTE Ha KHONKY «ApXUBHpPOBaTb», a 3aTeM B OkHe (6edeHus o 3adanuu
apxusayuu BHIOEPUTE BapHAHT 3aTePeTh JaAHHbIE HOCUTEJISI ITUM APXUBOM.
[IlenmukoM Ha KHOMKE «APXUBUPOBATH» 3aMYCTUTE Mpoueaypy apxuBauuu. [Tocne
3TOTO B OKHE X00 apxusayuu TNPOHAOIIOJANWTE 3a MPOLECCOM apXHUBAaIlUU, IO
OKOHYAaHHUH KOTOPOTO OYET BHIBEJICHO OKHO COOOIICHHUSI O 3aBEPIIICHUH apXUBAIIH
C KpaTKuMU cBeAieHUSAMU. /{7151 mpocMoTpa nogpoOHOro TeKCTa OTUETa IIETKHUTE Ha

KHOTIKE «OTUeTY.



2. Hcnonp3ys ciy’)keOHYIO MporpaMMy APpXHBAUMsA JAAHHBIX, CO3JaiiTe apXuB
CUCTEMHBIX (haiiJIOB U TUCKETY aBapUITHOTO BOCCTAHOBJICHHMSI, KOTOPBIE MOTYT OBITh
WCIIONIb30BaHbl B ILIEJSX BOCCTAHOBICHHUS CHCTEMBl B CIy4ae €€ OTKasza.
[IpuroToBTe dYHCTYIO JUCKETYy eMKocThio 1,44 Moaiita a1 coxpaHeHUs
MapaMeTpoB CHCTEMBI, 3aTeM 3allyCTUTE MPWIOKEHHE ApXHUBAIUS B PEXKUME
Pacimiupennsblii. B mento CepBuc BbiOepute koMaHny Macrtep aBapuilHOTO
BOCCTAHOBJICHHUS CHUCTeMbI. CleAyiHTe WHCTPYKIHSM, MOSBISIONIAMCS Ha dKpaHe.
Jlns mepexona K CIEIymolleMy IIary macTepa IIenkaiTe Ha KHomke «Jlameey.
BriOpaB THn HOCUTENS JJIsi CUCTEMHOTO apXuBa M UMsI HOCUTENS JIJIsi XpaHEHUs
apXWBHBIX JaHHbIX, Hampumep, D:\Arxiv\Backup.bkf, menknute Ha KHOIKE

«Jlanee» nyst coznanus apxusa. [lociie 3Toro OyaeT BhINOJIHEHA apXUBaIUs

CUCTEMHBIX (DailJIOB, HEOOXOIUMBIX JJISl 3aTPYy3KU CHUCTEMBI, U CO3JaHUE TUCKETHI
aBapUMHOTO BOCCTAHOBJICHUSI.

ITo oxoHYaHUU Tpoliecca apXUBaIlUu B OTBET Ha MPEJJIOKEHUE BCTABUTH JIUCKETY
BCTaBbTE€ YHCTYIO JMCKETY, TOCJE 3TOro OyAeT co3JaHa TUCKEeTa aBapUTHOTO
BOCCTaHOBJICHHMS. /{7151 mpocMOTpa moApoOHOro OTYETa IIETKHUTE HA KHOIKE

«OTt4eT». 3aKporTE OKHO NMPOrpaMMbl ApXUBaLUA JAHHBIX.

3aoanue k pabome

1. Hcnonwe3ys mnporpamMmy CBeneHHsS O CHUCTEME, OIpPEIEIUTE CIEAYIOLIUe
napameTpbl KOMIIBIOTEPHOW CHCTEMBI: CBEIEHHSI 00 MMEIOIIMXCA Ha KOMIBIOTEPE
MopTax, 3BYKOBOM YCTPOWMCTBE, O CHUCTEMHBIX JpaiiBepax M aBTOMATHYECKHU
3arpy>kaeMbIX NporpaMmmax.

2. Hcnonb3ysa ctangaptHyto nporpammy Windows IlpoBepka qucka, npoBepbTe
JUCK A: Ha HAJIMYHUE MOBPEKICHHBIX CEKTOPOB M OIMMOOK (haitioBoit cuctemsl. [lpu
ATOM eciau OyayT OOHapy>KEeHbl OUIMOKH, TO 3aJlaiiT€ PEKUM BOCCTAHOBIICHUS
MOBPEXKJECHHBIX CEKTOPOB JIMCKAa ABTOMAaTUYECKOIO MCHPABICHUS CUCTEMHBIX
OIIHOOK.

3. Hcnonb3ys crangapTHyto iporpamMmy QUHMCTKA JUCKA, BHINOJHUTE OYUCTKY
auck D:

4. Hcnonb3ys cranaapTHyto nporpammy dedparmenranusi 1ucka, BbIIOIHUTE



OlIEHKY (pparmMeHTHpOBaHHOCTH (aitioB Ha aucke D: u, ecnu Tpedyercs, TO
BBITIOJTHUTE JIe(parMEHTAIHIO STOTO TUCKA.

5. Ucmonp3ys ciaykeOHYI0 MporpamMmy ApXMBAalUsi JAHHBIX, apXUBHPYHTE
nannbie u3 nanku C:\Program Files\Microsoft OfficeVTemplates B apxuB ¢ uMeHeM
Templates na nucke D:.

6. HMcmonp3ys ciykeOHYIO MporpaMMy ApXHBAIUs JaHHBIX, CO3[aiiTe apXWB
CHCTEMHBIX (DaiJIOB U TUCKETY aBAPUITHOTO BOCCTAHOBIICHHS, KOTOPBIC MOTYT OBIThH
UCIIOJIb30BAHBI B IIEJISIX BOCCTAHOBIICHUSI CHCTEMBI B CITydae e¢ OTKa3a.

Bonpocul ona camonposepku

1. Tlouemy npu O3KCIUTyaTalldd KOMIIBIOTEPHOW CHUCTEMbl BAa)KHO 3HAaTh €€
napamMeTphbl?
2. Kaxue cranmaptasie cpenctBa Windows XP obecrednBaroT MOJIb30BaTENIO
BO3MO>KHOCTb ONPEIEIICHNS TapaMETPOB KOMITbIOTEPHON CUCTEMBI?
3. Tlouemy oOecnieuenne OecriepeOOHON pPabOTBI  TUCKOBOM  CHCTEMBI
KOMIIBIOTEPA SBJIAETCS OJHON M3 OCHOBHBIX Mep oOecreueHus: HPOPMAMOHHOM
0e30macHOCTH?
4. Onuuure NpUYUHBI HAPYUIEHUHN B pab0TE MarHUTHBIX THCKOB.
5. Tlouemy HeoOxonuma Mpoleaypa OUUCTKU JUCKa?
6. Uro Takoe dparmentarus (aitna? [loyemy oHa BO3HUKAET M KakK BIMSET Ha
CKOPOCTh ONepaluii YTeHns nH(OpMaLnu ¢ Tucka?
7. B kakux ciayyasix peKOMEHAYeTCsl BBIIOJIHUTD AedparMeHTaluo Aucka’?
8. C Kako# 1enblo BBIOJHAETCS apXUBallUs JaHHBIX KOMITbIOTEpA?
9. Yro Takoe quckeTa aBapuiMHOrO BoccTaHoBieHUsA? Kakoil mporpammoil oHa
co3naercs?
10. Kaxkwue BbI 3HaeTe nporpaMmbl BOCCTAHOBJICHHSI HHPOPMAIIMK HA MarHUTHBIX
JTUCKax?

Pexomendyeman numepamypa
1. T'yk M. Anmnapatssie cpenctsa IBM PC. Duumknonenus. - CII16.: [Tutep, 2002,
- 928 c.



Ha cTpanumax 3TOd KHHIM OPHUBEACHO CUCTEMATU3MPOBAHHOE OIKMCAaHUE

(OKEJIE3HOM» YacTH CEMEHCTBA CaMbIX paCHpOCTPAHEHHBIX IEPCOHATBHBIX
KOMITbIOTepoB. KHura gaer riayOokue 3HaHUS KaK MO OTAEIbHBIM 3JIEKTPOHHBIM
nojacucremMam (IaMsATh, MPOUECCOPBI, AUCKU M T.I.), TaK U IO UX COEIUHEHHUIO B
€ANHOE Liesoe. AnmapaTHble CPEeICcTBa PACCMATPUBAOTCS BO B3aUMOJECUCTBUM C
IPOrpaMMHBIM O0ECIICYEHUEM, UYTO JAeT LEIOCTHYIO KapTUHY (PYHKIIMOHUPOBAHMS

KOMITBIOTEpA.

2. Munacu M. Mogepuauzauuss u  oOcIyKUBaHUE

IIEpCOHAJIBHOTIO KoMIbIOTEPA. ba3oselii kypc. - M.; Bek, 2000. - 592 c.



IIpakTyeckoe 3anaTue Ne7: IIporpammupoBaHue aJIropuTrMoB
KPHIITOCHCTEM € OTKPBITOM KJIHYOM

BBenenue

Kax Obl HM OBUIM CJOXKHBI U HAJICKHBI KpUNTOTpaQUUECKUE CUCTEMBI - X ciaboe
MECT IpPH MPAKTUYECKOW peanus3aluu - mpodiema pacnpedenenus kiroyeu. s
TOTO, 94TOOBI OBUT BO3MOXEH OOMEH KOH(PUACHIIMAIBHOW HHGOPMAIMEH MEXTY
nBymsi cyobekramu MC, kittou qo1keH ObITh CTeHEpUPOBAH OJIHUM M3 HUX, a 3aTEM
KaKUM-TO 00pa3oM OIATh k€ B KOH(DHUICHUUATBHOM MOPSAKE MEepeaH Ipyromy.
T.e. B 00meM cinyyae AJis nepenay Kioda OIsTh ke TpeOyeTcs HUCIOJIb30BaHHE
KaKOM-TO KPUIITOCUCTEMBI.

J11st perienust 3Toi mpoOIeMbl Ha OCHOBE PE3YJIbTATOB, TOJYYEHHBIX KIIACCUUECKON
Y COBPEMEHHOMU anreOpoil, ObUIN MPEATIOKEHBI CUCIEMbL C OMKPLLIMBIM KII0YOM.
CyTb UX COCTOUT B TOM, 4TO KaxabIM ajnpecatoMm MC renepupyrorcs aBa Kiroua,
CBSI3aHHBIE MEXKIY cOOOMl 1Mo ompeneneHHoMy npaBuily. OQuH K04 0OBSABISETCS
OMKPbIMbIM, & IPYyTrou 3axpwvimbim. OTKPBITBIA KIHOY MYyOJUKYETCS U JOCTYIEH
ao00oMy, KTO JKellaeT ImoclaTh cooOmieHne anapecary. CekpeTHbI KIod
COXpAaHSIETCS B TalHE.

Ncxonupiil TeKCT mU@pyeTcss OTKPBHITBIM KIIFOUOM ajpecaTa M NEepelaeTcs emy.
3amudpoBaHHBI TEKCT B MPHUHIUMIIE HE MOXET OBbITh pacimmdpoBaH TEM XKe
OTKPBITBIM ~ Kito4oM. Jlemm@poBanue coOOOIIEHHME BO3MOXKHO TOJBKO C
HCIIOJIb30BAaHUEM 3aKPBITOTO KIIF04Ya, KOTOPBIA U3BECTEH TOJBKO CAaMOMY aJipecary.

Ilenv pabomot
HccnenoBanne n aHaau3 OCHOBHBIX METOAOB aCCHMMETPHYHBIX KPUIITOCUCTEM

Kpamkue ceedenus uz meopuu



B camom omnpeneneHnun HeoOpaTUMOCTH MPUCYTCTBYET HEOMpeneaeHHOCTh. [lon
Heobpamumocmpio  TIOHUMAeTCd HE  TEOpPeTHYEecKas HeoOpaTUMOCTh, a
paKkTUYecKass HEBO3MOXKHOCTh BBIUHUCIUTHL OOpaTHOE 3HAYEHHE UCIOJIb3YS
COBPEMEHHBIC BHIYMCIIUTEIILHBIE CPEJICTBA 32 0003PUMBIA HHTEPBAT BPEMEHHU.
[ToaTOMy 4TOOBI TapaHTUPOBATh HAACKHYIO 3ALTUTY MH(POPMAILIMH, K CUCTEMaM C
OoTKphIThIM ~ KItouoM (COK) mnpeabsBisilOTCS ABa BaXKHBIX M OYEBHJIHBIX
TpeOOBaHUS:

1. [IpeoOpazoBaHue UCXOMHOTO TEKCTA JIOJDKHO OBITh HEOOPATUMBIM U
MCKJIFOYaTh €r0 BOCCTAHOBJIEHWE HA OCHOBE OTKPBITOTO KJIHOYa.

2. Omnpenenenre 3aKpbITOTO KITI0Ya HA OCHOBE OTKPBITOTO TaKXKe JIOKHO OBITh
HEBO3MOXHBIM Ha COBPEMEHHOM TEXHOJIOTMYECKOM YpoBHE. [Ipu aTOM KenaTenpHa

TOYHAaA HMXKHAA OLICHKA CIIOXKHOCTHU (KOJII/I‘-ICCTBa onepauﬂﬁ) PAaCKpPBITHUA HII/I(i)pa

Cxema mmdpoBanus Jab 'amass. Anroputm mmdposanus Db ["amans ocHoBaH
Ha MPUMEHEHUH OOJIBIINX YMCEN I TeHepalui OTKPBITOTO U 3aKPBITOTO KIII0Ya,
KPUIITOCTOMKOCTh K€ OOYCJIOBJIEHA CJIOXHOCTBIO BBIYMCIEHUS JUCKPETHBIX

norapupMoB.
ITocnenoBaTeIbLHOCTE NEMCTBUM ITOJIB30BATENS

[Tomygatenb cooOiieHus BeIOUpaeT aBa 6onbiux uncna P u G, npuyem P >

1.
G.
2. [TonyyaTenb BIOMpaET CEKPETHBIN KITIOY - CilydaiiHoe 1enoe uncio X < P.
3 Berauncnsiercst otkpbIThIi Kirou Y= G * mod P.

4 [Tomyuatens BeIOUpaeT nenoe uncio K, 1< K< P-1.

5 [lIndpposanne coodmenus (M): a= GX mod P, b=Y ¥ M mod P, rue napa

yrcen (a,b) saBasercs mmdpoTeKcTOM.

Kpunrocucrema mmudposanuss aanabix RSA. Ilpennmoxena B 1978 rony
aBTopamu Rivest, Shamir u Aldeman m ocHOBaHa Ha TPYIHOCTH Pa3JIOKECHHUS

OOIBIINX LECJBIX YUCEI HA IMMTPOCTBIC COMHOKHUTECIIN.



OHM BOCIOJIB30BAJIMCHh TEM (PAKTOM, UYTO HAXO0KJIEHUE OOJIBIIMX MPOCTHIX YHUCET B
BBIYMCIIUTEIbHOM OTHOLIEHUH OCYIIECTBIISIETCS JIETKO, HO pa3JIoKEHUE Ha
MHOXXMTEJIM TPOU3BEACHUS JBYX TaKMX WYHCE]I IPAKTHYECKU HEBBIITOJIHHUMO.
JlokazaHno (teopema Pabuna), uro packpbiTue mudpa RSA 3KBUBAJIEHTHO TaKOMY
paznoxenuto. [ToaTomy /u1s 110001 MJIMHBI KIIFOYa MOKHO JaTh HUYKHIOIO OLIEHKY
qyclia omepauui Uil pacKpbeiTUs IKdpa, a ¢ y4eTOM HPOU3BOAUTENIBHOCTH
COBPEMEHHBIX KOMITBIOTEPOB OLIEHUTh U HEOOXOIMMOE Ha 3TO BPEMSI.
B03MOXHOCTh TapaHTUPOBAaHHO OLEHUTH 3AIUIIEHHOCTh ajroputMa RSA crana
onHOM M3 npuuuH nonyisipHocTH 3To COK Ha (oHE HECATKOB APYTrUX CXEM.
[Toaromy anroputm RSA wucnonb3yercss B OaHKOBCKHUX KOMIIBIOTEPHBIX CETSIX,
0COOEHHO 1711 paboOThl C yJAJICHHBIMU KIHEHTaMHU (0OCITYKMBAHHE KPEIUTHBIX
KapTOYeK).

B nacrosmee Bpems anroput™m RSA ncrnionb3yeTrcss BO MHOTHX CTaHJApTax, CPeau
kotopeix SSL, S-HHTP, S-MIME, S/WAN, STT u PCT.

Ilocneoosamenvnocmo oeiicmeuit noibzoeaments:

6. [Tonygaress BeIOMpaeT 2 GOIBIINX MPOCTHIX HENBIX YKHCIa P U (, HA
ocHOBe KoTophIX Bhruucisier N=pg; M=(p-1)(g-1).
7. [Tony4aress BEIOMpACT 11eJI0e CaydaiHoe Yuciio O, KOTopoe ABJsIeTCs

B3aUMOIIPOCTBIM CO 3HAYCHHUCM M, N BBIYHUCIICT 3HAUYCHUC € HU3 YCIIOBUA

ed=1(mod M).

8. d u N myOmuKyrOTCS KaK OTKPBITBIN KITIOY, € U M SBIISIOTCS 3aKPhITHIM
KJIFOUOM.
Q. Ecnu S —coobmenue u ero mmHa: 1<Len(S)<N, To 3ammdpoBarh 3TOT

TekcT MoxkHO Kak $’=S%(mod N), To ecTb mudpyercs OTKPBITHIM KITFOUOM.

10. [Tonyuarenb pacippoBBIBAET C MOMOIIBIO 3aKPHITOTO KIIHOYA!
S=S’¢(mod N).

Ilpumep 3amudpyem coodmenne "CAB". [[s mpocToThl Oy€M UCTIOIB30BAThH
MaJIeHbKHUE Yncia (Ha MPaKkTUKe PUMEHSIOTCS TOpa3ao O0IbIIne).

1. Bei06epem p=3 u q=11.



2. Onpenenum N=3*11=33.

3. Haitnem (p-1)(g-1)=20. CnenoBatensHo, B KauecTtBe d, B3aUMHO
npoctoe ¢ 20, Harmpumep, d=3.

4, Bribepem uucio e. B xkayecTBe Takoro 4mciia MOKET OBITh B3SITO
m000€ YKCIIo, I KOTOPOro YI0BJIeTBOpsieTcs cooTHomeHue (€*3) (mod 20) = 1,
Hanpumep 7.

S. [IpeacraBum mmdpyemoe cooOIIEHHE KaK MOCIEA0BATEIbHOCTh
IEJIBIX YHCelI ¢ ToMoIbio oToopakerus: Al, B2, C3. Toraa cooOiieHne npuHUMaeT

Bu/ (3,1,2). 3amudpyem coobiieHue ¢ momoibo kitoya {7,33}.

ILIT1 = (37) (mod 33) = 2187 (mod 33) =9,

IIT2 = (17) (mod 33) = 1 (mod 33) =1,
I1IT3 = (27) (mod 33) = 128 (mod 33) = 29.
6. pacudpyeM noiaydeHHoe 3ammppoBanHoe coodmenue (9,1,29) na

OCHOBE 3aKpBITOro Kiroua {3,33}:

UTI = (9%) (mod 33) = 729 (mod 33) = 3,

NUT2=(1°) (mod 33) =1 (mod 33) =1,

T3 = (29%) (mod 33) = 24389 (mod 33) = 2.

Wrak, B peaibHbIX cucTeMax anroput™ RSA peamusyercs ciemyronmm oopa3om:
KaXKIbIH T10JIb30BaTEN b BHIOUpPAET JBa OOJBIINX MPOCTHIX YKCIIA, H B COOTBETCTBHU
C OIMCAHHBIM BBIIIEC AJITOPUTMOM BBIOMpacT aBa HpocThix umciaa € u d. Kak
pe3ysIbTaT YMHOYKCHHS ITEPBBIX JBYX Uncel (p U () ycTaHaBIUBaeTCs N.

{e,n} oOpazyer oTkpeIThIA K04, a {d,N} - 3aKpPBITBIA (XOTSA MOKHO B3ATh H
Ha000pOT).

OTKpBITBIA KJTFOY TYOJIMKYETCS M JIOCTYIIEH KaKJIOMY, KTO JKEIaeT II0CiaTh
BJIAJICNIBIy  KIIOYa COOOINEHHE, KOTOpoe 3aimu(pOBLIBACTCS  YKa3aHHBIM
anroputMoM. [locie mmdpoBaHus, COOOIMEHNE HEBO3MOKHO PACKPHITh C IIOMOIIBIO
OTKPBITOTO KJItoYa. Bamener; e 3akpbITOro Kioya 0e3 Tpyaa MOXKET
pacimdpoBaTh NPUHATOE COOOIIECHUE.

Ilopsaook evinonnenusn padomoi



OcHoBHbIe mary mudpoBaHUs TEKCTOBOTO (aiisia METOJJOM raMMHUPOBAHUSI.

1. HOJ'IY‘-IHTL OT IIO0JIB30BaTCJIA KJIHOY, UM BXOJIHOT'O M BBIXOJAHOI'O q)aﬁna.
2. I/IHI/IHI/IaJII/IBHPOBaTB IréHepaTop CﬂyqaﬁHBIX YuCCJ € ITIOMOIIBIO KJIrO4a.

OTKpBITh YKa3aHHbIE (aNIIbI.

3. [IpounTath CTpOKyY U3 aiina.
4, [TosryunTh CilydaniHOE YHUCIIO.
S. [Tonyunts ASCII-K0A OYEpPEAHOTO CUMBOJIA CTPOKH U YBEJIMYUTH €TO HA

CIIy4alHO€ YHMCII0, OJIyYeHHOE Ha 1mare 4.

6. [IpoBepuTh MPaBUILHOCTS (IONyCTHUMBIN quana3oH) HoBoro ASCII-kona.

7. B BBIXOJIHYIO CTPOKY 3amucaTh OYEPEIHON CUMBOJI, COOTBETCTBYIOIIHIA
ASCII-xony, nonydyeHHOMY Ha mare 6.

8. Ecnu He mocTUriy KoHIIa BXOJIHOM CTPOKH, TO MEPENTH K mary 4.

Q. 3anucaTh MOJYYEHHYIO CTPOKY B BBIXOJHOM (haidJ.

10. Ecnu He A0CTUTHYT KOHeIl (paityia, To MeperTH K mary 3.

11.  3akpbITh haibl.

3aoanue K pabome
Ha sseike VBA, C++ wmm C# wnHamucate mnporpamMmy mu(pOBaHUS

nemu(ppoBaHus TEKCTOBOTO (aiiia METOJI0M, YKa3aHHBIM MPEToaaBaTEeIeM.

Copnep:xanue oryera

HasBanue paboThl.
[enb paGoTHI.

brok-cxemy anroputma mu@ppoBaHUs.

> L hoe

TeKCThI Tporpamm.

u



Bonpocwt ona camonpoeepku

Anroputm mudpaiuu 18oMHbIM kBagpaToM. [1Iudp Enigma.
Anroputm mudposanust DES.

Anroputm mmdposanust 'OCT 28147-89.

Anroputm mudposanus RSA.

Anroputm mudpoBanus b ["amans.

3az[atm H aJITOPUTMBI SHCKTpOHHOﬁ IIOAITNCH.

N o g bk~ w b=

3ajauu pacnpeeseHus KIouen.

Pexomenoyemasn numepamypa

1. XKenpnukos B. Kpunrorpadus ot nanupyca 10 komnstorepa. M.: ABF,
1997. — 336¢.
2. Hunsc @epriocon, bproc [naiiep «IIpaktudeckas kpunrorpadus», M.:

Wz narensckuii noMm «Bunssimcy, 2005r.-424c.

3. [TerpoB A.A. «KommnbroTepHas 6e3omacHocTh. Kpunrorpaduueckue MeTo b1
3amuThl», M.: JIMK, 2000r. -448c.

4, Ko6mui H. Kypc Teopun uucen B kpunrorpapuu. — M., Hayunoe
n3gareabcTBo TBII, 2001 T.

S. MacnennukoB A. [Ipaktuueckas kpunrorpagpus BHV — CII16 2003 r.

6. [uaiiep bproc [Ipuknagnas kpunrorpadus. [[poToKoIIbI, aNTOPUTMBI,
MCXOJTHbIE TeKCThI Ha s3bike Cu. Tpuymd-2002 T.

1. Bbapuuer C. OcHOBBI COBpeMEHHOM Kpunrtorpadguu. Y4eOHbIi Kypc.
I'opsuas muaus Tenexom 2002 r.

8.

Hononnumensno

Q. ftp://ftp.kiae.su/msdos/crypto/pgp
10.  http://drago.centerline.com:8080/franl/pgp/...



11. Yahoo - Computers, Security-and-Encryption

IpaxkTnyeckoe 3anarue Ne§-9: Ilpoduinakruka 3apakeHus BUpycamu
KOMIIBIOTEPHBIX CUCTEM

eab padoThl
AHaJIU3 ¥ UCCIIEJOBAHUE AaHTUBUPYCHBIX MPOTPAMM.
Kpamkue ceedenus uz meopuu

AntuBupyc Kacnepckoro 7.0 3TO NpUHUMIIMAIBHBIM HOBBIM MOAXOJ K 3allHATE
uHpopmanuu. Autusupyc Kacnepckoro 7.0- 3T0 HOBOE MOKOJIEHUE PEIMICHHI IO
3a1uTe UHPOPMALIHH.

OcHoBHoOe oTimmune AHTUBHpYyca Kacniepckoro 7.0 OT CyIiecTByOMHKX MPOAYKTOB,
B TOM 4Hucie U oT npoaykToB komnanuu 3A0 «JlabopaTopus Kacnepckoro», - 3To
KOMIUIEKCHBIN MOJXO0 K 3aIuTe HH(POPMAIIMU Ha KOMITBIOTEPE MOJIb30BATEIS.
AntuBupyc Kacnepckoro 7.0 - 3TO DPUHUMIHAAIBHO HOBBIM MOAXOJ K 3aIUATE
uHpopManuu. ['1aBHOE B NPUIIOKEHUH - 3TO OOBEIUHEHUE U 3aMETHOE YJIyUllIeHHE
TEKyIIMX (YHKIMOHAIBHBIX BO3MOXKHOCTEH BCEX MPOAYKTOB KOMIIAHUU B OJHO
KOMIUIEKCHOE pelleHre 3ammTthl. [lpunokenne obecneyrBaeT HE TOJIBKO
AHTUBHPYCHYIO 3aIIMUTY, HO U 3aIlUTY OT HEU3BECTHBIX YTPO3.

bonpiie HE HY)KHO YCTaHaBJIMBATh HECKOJIBKO MPOJIYKTOB Ha KOMIIBIOTEP, YTOOBI
oOecrieunTh ce0e TMOJHOLEHHYIO 3amuTy. JlocTaToyHO NPOCTO YCTaHOBWTH
AntuBupyc Kacnepckoro 7.0.

KommiekcHas 3aimuTa o0ecreurnBaeTcsl Ha BCEX KaHajaxX MOCTYIUICHUS U epeadyn
nHpopmaruu. ['mOkas HacTpoiika J000T0 KOMIIOHEHTA MPHUIOKEHUS MO3BOJISIET
MaKCUMaJlbHO THOKO ajgantupoBaTh AHTHBUPYC Kacmepckoro moa HyXAbl
KOHKPETHOro moJib3oBarend. lIpenycMoTpeHa Takke eInHas HacTpoWKa BCeX
KOMITOHEHTOB 3aILUTHI.

Bbl moxere pabotate ¢ AHTUBHpycoM Kacmepckoro mocpenctBoM KOMaHIHOW
ctpoku. lIpu 3TOM mnpeaycMOTpeHa BO3MOKHOCTH BBIIOJHEHHS CIEAYOLINX

oIepanui:



3allyCK, OCTaHOBKA, IPUOCTAHOBKA U BO300HOBJICHHE pa6OTBI KOMIIOHCHTOB

ITPUIIOKCHUA,

¢ 3allyCK, OCTaHOBKaA, IIPpUOCTAHOBKA U BO300HOBJICHUS BBITTOJTHEHUS 3aJa4

IPOBEPKH Ha BUPYCHI;

¢ IMOJIYyUYCHUC I/IH(i)OpMaHI/II/I O TCKYHICM CTAaTyCC KOMIIOHCHTOB M 3a/1a4 U UX

CTaTUCTHUKH,

* IpoBepKa BHIOpaHHBIX O0BEKTOB;

oOHOBJIEHUE 06a3 U MOJIYJIeH MPUITIOKEHUS,;
BBI30B CIPABKH MO0 CHHTAKCHCY KOMaHIHOUN CTPOKHU;

BBI30B CIIPABKU 10 CHHTAKCUCY
KoMaH1bl. CUHTaKCHC KOMaHJHOW CTPOKHU:

avp.com <KOMaHJa> [[TapameTpHl |

B kauecTBe <komaHm> HCIIOJIB3YIOTCA:

aKTHUBAITUS TIPUIOKCHHS Yepe3 HHTEPHET C TIOMOIIBIO KOJIa
ACTIVATE
aKTUBAITUU
aKTHUBAITUS TIPWIOKESHHS C IIOMOIIBIO (haiiyia Kirroda (BBITIOTHEHUE
ADDKEY KOMaHJIbl BO3MOKHO TOJILKO C BBOJIOM MApOJIs, 3aIAHHOTO Yepe3
UHTEPENC TPUITOKESHHUS)
START 3aIyCK KOMIIOHECHTA WX 3aJa4u
MIPUOCTAHOBKA pa0OTHl KOMITOHEHTA VJIH 33/1a4H (BBITIOJTHEHUE
PAUSE KOMaH/1bl BO3MO>KHO TOJIBKO C BBOJOM MapoJisi, 3aIaHHOTO Yepe3
UHTEpPENC NPUITOKEHHUS)
RESUME BO300OHOBJICHHE PA0OTHI KOMIIOHEHTA WJIN 33J1a4U
OCTaHOBKa paOOThI KOMIIOHEHTA WJIH 3a7a4d (BBITIOJIHEHUE
STOP KOMaH/1bl BO3MO>KHO TOJIBKO ¢ BBOJOM MapoJisi, 3aIaHHOTO Yepe3
uHTEep(Peic mpUIoKEeHUs)
STATUS BBIBOJI HAa 9KPaH TEKYILIEro CTaTyca KOMIIOHEHTA WJIU 3aJja4uu
STATISTICS BeiBOA Ha 3KpaH CTaTUCTHUKU 110 pabOTe KOMIIOHEHTA WJIU 33/1a4d




HELP MOMOIIb IO CUHTAKCUCY KOMaH/IbI, BEIBOJ CIIMCKA KOMaH/

SCAN npoBepKa 00BEKTOB HA MMPUCYTCTBUE BUPYCOB

UPDATE 3aIyCK OOHOBJICHUS TTPHIIOKEHUS

OTKAT TOCIIEAHETO IPOU3BEACHHOTO OOHOBICHHS TPUIIOKCHHUS
ROLLBACK |(BbimogHEHHE KOMaHIbl BO3MOKHO TOJIBKO C BBOJIOM Mapois,

3aIaHHOTO Yepe3 UHTEPPENC NPUIT0KEHHS)

3aBeplIeHHEe pabOThI C MPUIOKEHUEM (BBIIOJTHEHHE KOMaH/ b
EXIT BO3MOYHO TOJIBKO C BBOAOM IapOJis, 3aIaHHOTO Yepe3 HHTEpPeiic

PUIIOKECHUS )

UMIIOPT napaMeTpoB 3amuTsl AHTHBUpYCca Kacnepckoro
IMPORT (BBITIOJIHEHUE KOMAaHIbl BO3MOXHO TOJIBKO C BBOJIOM I1apOJId,

3aJIaHHOTO Yepe3 UHTepPEic MPU0KESHHS)

EXPORT AKCHOPT MapaMeTpoB 3aiuThl AHTUBHpYca Kacnepckoro

3amura AnTUBHpYyca Kacnepckoro ctpouTes uCXoas U3 ICTOYHUKOB YIpo3, TO €CTh
Ha KaXIbli HCTOYHUK MPEIyCMOTPEH OTAEIBHBIN KOMIIOHEHT IPOrPAMMEI,
o0ecreunBalOIIUi  €ro  KOHTPOJIb U HEOOXOAUMBbIE  MEpONpUATUS  TIO
MPEAOTBPALIECHUIO BPEAOHOCHOTO BO3JIECUCTBUSA JTOIO0 HMCTOYHHMKA HA JIaAHHBIC
noJip3oBatess. Takoe moCTpOeHUE CUCTEMBI 3aIUTHI [TO3BOJISIET THOKO HACTPaUBaTh
IIPUJIOKEHUE TIOJ HY)KHBI KOHKPETHOTO TIOJI30BATEIIS WIINA NIPEIIIPUATHS B LIETIOM.
AHnTHBHpYyC Kacnepckoro BKIIOUYAET:

¢ KoMmmoHeHThl MOCTOSHHOM 3aluThl, OOECTEUMBAIOIINE 3allUTy Ballero

KOMIIBIOTCPA Ha BCCX KaHaJIaX IMMOCTYIICHHUA U IICPCIaun I/IH(I)OpMaI_II/II/I.

¢ 33,[[3‘-11/1 INIOHMCKa BHUPYCOB, IOCPCACTBOM KOTOPLIX BBIIIOJHACTCA IIOUCK

BHUPYCOB B OTHENbHBIX (haiiyiax, Karajorax, IMCcKax WM 00JIacTAX, MO0 MOJIHAS

IIPOBEPKA KOMIIBIOTEPA.

* OO6HoBneHHe, 00ecleYnBaloiee aKTyalbHOCTh BHYTPEHHHX MOAYJEH

IMPUIJIIOKCHH, a TAKIKE 633, HCITOJIB3YIOIINXCA 1JIs1 TIOMCKA BPCJOHOCHBIX ITPOTrpaMM.



CepBucHble QyHKIIMU, oOecrneunBarone HHOOPMAMOHHYIO MOAEPKKY B
paboTe ¢ MPUIIOKEHUEM U TIO3BOJISIFOIINE PACHIUPUTH €r0 (YHKIIMOHATBHOCTb.

B cocraB AwntuBupyca Kacmepckoro BKIIOYEH CHEHHUAIBHBIA KOMITOHEHT,
oOecreunBaronui 3auTy (GaiIoBoOi CUCTEMBI Balllero KOMITbIOTEPA OT 3apasKeHHUS,
- @aiinoBblii AHTHBUpPYC. OH 3amycKaeTcs NpH CTapTe ONEPALMOHHON CHCTEMBI,
MOCTOSIHHO HAaxXOJUTCS B OMNEPATUBHOM MAMSATH KOMIIBIOTEpPA W MPOBEPSET BCE
OTKpBbIBa€MbI€, COXpaHsEMbIE U 3aITyCKaeMble (aiibl.

Nunukatopom paboThl KOMIIOHEHTA SIBJIsIETCA 3Ha40K AHTUBUpYca Kacnepckoro B
obOnactu yBenomieHui manenu 3anad Microsoft Windows, KoTopblii mpuHUMaeT
BHJI KQXII pa3 mpu npoBepke (daitia.

ITo ymomuanuro @ainoBbiii AHTUBHPYC IPOBEPSET TOJIBKO HOBBIE UJIU N3MECHECHHBIE
daiinel, To ecTh (ailyibl, KOTOpbIE N00ABWINCH WM H3MEHWIHCh CO BPEMEHHU
nocyuenHero ooOpamenuss kK HuUM. Ilpouecc npoBepku (paiina BBINOTHSAETCA IO
CJIEIYIOLIEMY AITOPUTMY:

1. OOpariieHre Moib30BaTeNs WM HEKOTOPOM MPOrpaMMbl K KakaoMmy (aiimy
[IEPEXBATHIBACTCS] KOMIIOHEHTOM.

2. ®ailnnoBbIli AHTUBUPYC MPOBEPSET HANMYKE HH(DOPMAIIUU O TEPEXBAYEHHOM
daiine B 6aze iChecker™ u iSwift™. Ha ocHoBaHWMM TOJXy4YeHHOW MH(DOpMAIIUU
MIPUHUMAETCS PelIeHue 0 HE0OXOAMMOCTH TTPOBEPKHU (aiina.

IIpouiecc mpoBepKHU BKIIOYAET CIACIYIOIIUE ITaIlbI:

1. Qaiyi  aHaIU3UpyeTCs Ha  IPUCYTCTBHE  BUpPYcOB. Pacrio3HaBaHue
BPEIOHOCHBIX OOBEKTOB MPOMCXOJUT HAa OCHOBAHMU 0a3 MpuiIokeHus. bazbl
coZepKaT OIMCAHME BCEX U3BECTHBIX HAa HACTOSALIMHA MOMEHT BPEIOHOCHBIX

MporpamM, Yyrpo3, CETeBBIX aTaK U CIOCOOOB MX 00E3BPEKUBAHUS.

2. B pesynprare aHamm3a BO3MOXHBI CJEIYIOIIME BapHAHTHI TOBEACHUS
TIPUITOKEHUS:
a. Ecnu B @aitne oOHapykeH BpemoOHOCHBIM Koj, DailnoBblii AHTHUBHUPYC

OJIoKUpyeT (ailyl U MbITAeTCs €ro JeunTh. B pe3ynpraTe ycnemHoro aeueHus danmi

CTaHOBUTCA JOCTYIIHBIM JJIA pa6OTBI, C€CJIM KC JICUCHHC ITPOU3BECTH HE Y1al10Ch,



daitn ynansiercsa. [Ipu BbImosHeHHH JiedeHUs (ailia WM €ro yIaJlCHUU KOIUS
(aiisia momMemaeTcs B pe3epBHOE XPaHIIIHUIIIC.

b. Ecmm B (aitme oOHapyXeH KO, TOXOXHA Ha BPEAOHOCHBIM, HO
CTONPOIICHTHOW TapaHTUU JTOr0 HeT, (aia moMem@aercs B CHCIHAIBLHOES
XpaHWIUIIe- KapaHTUH. [lo3Ke MOXKHO TMONBITATECS BBUICYHUTH €0 C

OOHOBJICHHBIMH Oa3aMHU.

C. Ecnu B (aiinie He 0OGHapy EHO BPEIOHOCHOTO KOJIa, OH Cpa3y e CTAHOBUTCS
JOCTYTTHBIM /111 paOOTHI.

Hopaook evinonnenus padomal

3amanme 1.1. O3HaKOMBTECH C SHIMKJIONICIUCH KOMITBIOTEPHBIX BUPYCOB Ha CalTe
naboparopuu Kacmiepckoro B WuTepHere 1o ajpecy http://
www.viruslist.com/viruslist.asp, mis dero, 3arpy3uB web-o003peBareiib U yKa3as
aZpec SHIUKIONEANH, H3yduTe pasfaeibl; UTO Takoe KOMITBIOTEPHBIH BHPYC,
Kaaccu(UKanns KOMIIBIOTEPHBIX BHPYCOB. IIpOCMOTpUTE ONMHCAHHWE OJHOIO U3
caMmbIX TOMYJISPHBIX BUPYCOB HeneinM Ha caite jabopatopum Kacnepckoro. B
paszzaene «MeTojbl OOHAPYKECHUS U YAAJICHHS KOMIBIOTCPHBIX BUPYCOBY» H3YUYHTE

TEMY MCTO}II/IKa HCIIO0JIBb30BaHUA aHTUBHUPYCHBIX IIPOIrpaMM.

L)oo x]

AHTHBHMpYC

Kacnepckoro

AnTuerpyc Kacnepckoro 7.0
Bepcan 7.0.1.325 c.d.e

Copyright @ Kaspersky Lab 1996-2007.

BHHMaHHE! VICK IHUHT ENEHEIS HRYLLLECTEEHHEIS
BETOPCKHE NPaBa Ha NPparpaniy NpHHaanekat 340
"MafopatopHa Katnepckoro”, MocniounTensHsIe
MpaBa Ha NPOrPAMMHYH BUBNHMOTERY SaMTel
MHthopMalkH (ME3H) npHHaLnewaT OO0
"KpunToSKRc”,

38 HE3EKOHHOE KONMPOBAHHE W PACNPOCTPaHERHE
MIPHACHEHHA W BF0 0T ABNEHELX KOMMOHEHTOE
HEPYLIMTEND HECET MPaMAGHCKYH),
SAMHHHCTPATHEHYHD MK ¥ ONOBHYHD
OTEETCTEEHHOCTE B COOTBETCTEMH ©
3aKOHOASTENBCTEON POCCHACKOA DEASPaLHH,

2. 3anycture ArTuBupyc Kacnepckoro 7.0 u3yunte rJiaBHOE OKHO TTPOTPAMMBI.


http://www.viruslist.com/viruslist.asp

)4 Autueupyc Kacne pckoro 7.0 g [
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W
~Baw KomnbloTep 3alyMLLeH

3awura

DAANOBLIA AHTHBHMPYC | ]
" \/ AHTHEMPYC Kacnepckoro oBecneumBasT KOMMNEKCHYHD 33Ty
MoHTOBEIA AHTHEHMPYC KOMMBHITEPE OT BHPYCOB, WMOHCKoro MO K1 Apyrix

Beb-AHTHEMPYC BPEACHOCHBIX MPOrPanM,

nDUaKTHBHaFI 3aWMTa

Puc. 5.1. I'naBHO€ okHO AHTHBUpPYC Kacnepckoro 7.0

3.01HOM W3 BAXHBIX COCTABIAIOIMIMX OOECIEUEHUS AHTHUBUPYCHOW 3allUTHI
KOMITbIOTEPA SIBJIICTCA TOMCK BUPYCOB B YKa3aHHBIX IOJb30BaTENEM O0JACTSX.
AnTtuBupyc Kacnepckoro 7.0 mo3BoJisieT mpoBEPATh HA MPUCYTCTBUE BUPYCOB Kak
OTHIeTbHBIE OOBEKTHI ((haliibl, ANKU, JUCKUA, CMEHHBIE YCTPOWMCTBA), TaK U BECh
KOMIIbIOTEDP B 1eN0M. [IpoBepka Ha BHPYChI O3BOJSET UCKIIOUYUTH BO3MOXKHOCTD
pacnpocTpaHeHUsi BPEAOHOCHOTO KOAa, HE OOHAPYKEHHOr0 KOMIIOHEHTaMHU
MMOCTOSIHHOM 3aIlIUThI [10 TEM WJIM UHBIM [IPUYUHAM.
B cocraB AntuBupyca Kacnepckoro 7.0 mo ymoJlMaHHIO BKIIFOUEHBI CIETYHOLINE
3a/1a4M MIOUCKA BUPYCOB:

Kpumuueckue ooracmu
[IpoBepka Ha MPUCYTCTBHE BUPYCOB BCEX KPUTHUUECKUX OOsacTel kommbproTepa. K
HUM OTHOCSTCSI: CUCTEMHAs NaMsiTh, 00BEKThI, UCIIOJHAEMbIE TIPU CTAPTE CUCTEMBI,
3arpy304HbI€ CEKTOpa IMUCKOB, cucTeMHble KaTanorn Windows u system32. Llens
3ajaul - ObICTpOe OOHAapy>KEHHWE B CHUCTEME aKTHUBHBIX BHPYCOB, 0€3 3amycka
IIOJIHOM IPOBEPKU KOMIIBIOTEDA.

Mou Komnsromep
[lonck BUPYCOB Ha BalleM KOMIIBIOTEPE C THIATEIBHOM MPOBEPKOM BCEX
MOJIKJIFOYEHHBIX JUCKOB, MaMsTH, (aiiioB.

Oovexkmol asmo3zanycka



[TpoBepka Ha MpHUCYTCTBUE BUPYCOB OOBEKTOB, 3arpy3Ka KOTOPBIX OCYIIECTBIISETCS
IpU CTapTe ONEPAIMOHHON CUCTEMBI.
Ilouck pymkumoe (rootkit)

[lonck Ha KOMIIbIOTEpE PYTKUTOB, OOECIEUMBAIOIINX COKPBITHE BPEIOHOCHBIX
IporpaMM B ONEPAIOHHOW cucTeMe. J[aHHbIe YTUIIMTHI BHEAPSIOTCS B CUCTEMY,
MacKHUpysl CBO€ MPHUCYTCTBUE, a TAK)KE HAJMUME B CUCTEME MPOIIECCOB, KaTajoros,
KIII0Yel peecTpa JI0OBIX BPEIOHOCHBIX MPOTpamMM, OMHUCAHHBIX B KOHGUTYpaLUu
PYTKHUTA.

[To ymomyaHuIO JaHHBIE 33]]a91 BBITIOTHSIOTCS C PEKOMEHTyeMbIMHU TTapaMeTPaMH.

Bel MokeTe HM3MEHSTH OTHU oapaMeTpbl, a4 TAKXKE YCTAHABJIMBATH PACIIMCAHUC

3aI1yCKa 3aaa4.

Taxxe npeayCMOTpCHa BO3MOKHOCTL CO314BATH COOCTBEHHEIC 3a1a41 IIOHMCKa

BUPYCOB M (POpPMHPOBAThH paclucaHue MX 3amycka. Hampumep, MOXKHO co31aTh
3a71a4y MPOBEPKHU MOUTOBBIX SIIUKOB Pa3 B HEAECIIO WJIM 3a]1a4y IMOWCKA BUPYCOB B
KaTajiore Mou JIOKyMEHTHI.

Kpome Toro, BbI MOKeTe IPOBEPUTH HA BUPYCHI JIFOOON 00BEKT (HAIpUMEp, OJIUH U3

KECTKUX IUCKOB, HA KOTOPOM HaXOMASTCSI MPOrpaMMbl U UIPbI, TOUYTOBBIE Oa3bl,
OPUHECEHHBIE C PadOThI, MPUILEAIINN 10 MOYTE apXHUB U T.I.), HE cO3/aBas AJs
ATOr0 CIEeUHMAIBHOM 3a7a4ui MPOBEpKU. BrIOpaTh 00BEKT NIl MPOBEPKU MOXKHO U3
untepdeiica AutuBupyca Kacmepckoro 7.0 wiM CTaHIAPTHBIMH CpPEJICTBAMU
onepanroHHON cucteMbl Microsoft Windows (Hampumep, B OKHE MPOTpaMMBI
[TpoBoaHuk win Ha PaGouem cTosie u T.1.).

[TonHblii CHOUCOK 3aJa4 IMOUCKA BHUPYCOB, CGHOPMHPOBAHHBIX [JIsi BaIlEro
KOMITBIOTEPA, MOXHO IMPOCMOTpeTh B paznene [lomck BUPYCOB B JIEBOM 4HacTh
IJIaBHOTO OKHA MPHUJIOKEHUS.

Bb1 MokeTe co3naTh AMCK aBAPUHWHOTO BOCCTAHOBJIEHMS, KOTOPBIA MPEIHA3HAYCH

JJIA BOCCTAHOBJICHHUS CHUCTCMbI IIOCJIC BHPYCHOﬁ AaTaK", B PE3YyJIbTATC KOTOpOﬁ
IMOBPCXKACHBI CHCTCMHBIC (I)aﬁJIBI OHCpaHHOHHOﬁ CHUCTEMBbI M HCBO3MOXKHa €€

NepBOHavajibHas 3arpy3ka. [ns sToro Bocmonb3yiiTech ccbuikoil Co3gaTh JUCK

ABAPUMHOTO BOCCTAHOBJICHUS.




4. J1na npoBepku padoTtocrnocooHocTy DaitioBoro AHTUBUPYCA;

1. Paspemmre 3anich B OTYET BCEX COOBITUH, AJIsl TOTO YTOOHI B (haiijie oTueTa
COXPAHSUIUCH JIaHHBIE O MOBPEXKIEHHBIX 00BEKTAX UM 00BEKTaX, HE POBEPEHHBIX
B pe3yJibTare c0os. /st 3Toro yctaHoBUTE (Pi1akoK «3aMUChIBATh» HEKPUTUUECKUE
coObITUA B pazzeine «OTyeTs» U (paiiiibl JaHHBIX OKHA HACTPOMKHU MPUIIOKEHHUS.

2. Cozpaiite manmky Ha JUCKE, CKONUPYWTE B HEE TECTOBBIM «BHUPYCY,

SaFPY)KCHHBIﬁ C Od)I/II_[I/IaJ'IBHOFO caiita opraHu3anmvu, a TaKKC CO3JaHHBIC BaMU

MOJU(DUKALIMY TECTOBOTO «BUPYCA.

@aitioBbIi AHTUBHpPYC TIEpPEXBATUT OOpaileHue K ¢aiily, MpPOBEPUT €ro Hu
YBEJIOMHUT Bac 00 0OHAPY>KEHUU OMACHOTO O0BEKTA:

BriOupast pasiauuHble BapuaHThl JEUCTBUI HajJ OOHAPY>KEHHBIM OOBEKTOM, BbI
CMOXXETE TMpOoBEepUTh peakiuio DailnoBoro AHTHUBHpyca MNpU OOHAPYKEHHUH
00BEKTOB Pa3IMYHBIX TUIIOB.

[Tonublit pe3ynbrat padoThl PaitioBOro AHTUBHPYCA MOKHO MTOCMOTPEThH B OTYETE
1o paboTe KOMIIOHEHTA.

5.5 mposepku 3aaauu [loucka BUpycoB;

1. Co3pmaiiTe manky Ha JUCKE, CKOIMPYUTE B HEE TECTOBBIM «BHPYC,

3arpy>K€HHbIH ¢ OMUIMAIBHOTO calTa OpPraHU3alMH, a TaKXKe CO3JIaHHBIC BaMH

MOJU(DUKALIMY TECTOBOTO «BUPYCA.

2. CoznaiiTe HOBYIO 3a7a4y MOMCKAa BUPYCOB M B Ka4eCTBE O0BEKTA MPOBEPKH

BbIOEpUTE MAIKY, COAEPHKAILYI0 HA0OP TECTOBBIX «BUPYCOBY.

3. Pa3pemure 3anuck B 0TYET BCeX COOBITHI, AJig TOTO YTOOBI B (pailne oTuera
COXPAHSUTUCH IaHHBIE O MOBPEXKIEHHBIX 00BEKTaX UM 0ObEKTaX, HE MPOBEPEHHBIX
B pe3yibTare c0os. i1 3Toro ycTaHoBUTE (IaKOK «3alUChIBATE» HEKPUTUUECKUE

coObITHs B pazzaene «OT4eTsl» U (Gailyibl JaHHBIX OKHA HACTPOUKH MPUIIOKCHHUS.

4, 3alnycTuTe 33/1a4y MOUCKa BUPYCOB Ha BHITIOJHEHHUE.


http://www.eicar.org/anti_virus_test_file.htm
http://www.eicar.org/anti_virus_test_file.htm

[Ipu mpoBepke, Mo Mepe OOHAPYKEHUS MOJO3PUTENbHBIX WM 3apaKEHHBIX
00BEKTOB, Ha PKpaH OYIyT BBIBEJACHBI yBEAOMIICHUS ¢ MH(OpMaIueit 00 00beKTe U
3aMpoCcoM JTaJbHEHIIIeTro ACHCTBUS Y MOJIb30BATEIIS:
Takum oOpa3om, BEIOMpas pa3iMuHbIe BAPUAHTHI ICUCTBUI, BBl CMOKETE IIPOBEPUTH
peakuuio AHTHBUpYyca Kacmepckoro mpu oOHapyX eHUU OOBEKTOB Pa3IMUHBIX
TUIIOB.
[TonHbIN pe3ynbTaT BBHIMOJHEHUS 337a4M MOMCKAa BUPYCOB MOXKHO MOCMOTPETH B
oT4YeTe MO paboTe KOMIIOHEHTA.
7. Jlna O3HAKOMJICHUSI C BO3MOXKHOCTSIMH MPOTPAaMMbI U YIIPABIECHUEM €10
BbiOepuTe B MeHO CnpaBka komanny Conep:xkanue. B okHe Cnpasounas
cucmema: Kaspersky Anti-Virus Scanner wusyuutre paszgen Padora ¢
AHTUBHPYCHBIM cKaHepoMm, Tembl MHMuTepdeiic mnporpammbl, Hacrtpoiika
napaMeTpoB ckaHupoBaHusi, [louck u ynajienne BUpPycoOB, 3anycK MPpoOrpaMMsl
00HOBJIeHMSI AHTHBHPYCHBIX 0a3. [locie m3ydeHus cnpaBoyHON HH(pOpPMALIUU
3aKpOITE OKHO CITPaBKH.
8. Jlns mpocMoTpa cBeleHU O BUpycax B HWHTepakTUBHOW BUPYCHOU
SHIIMKJIONEINH IEIKHUTE Ha 3a7a4ue View Online Virus Encyclopedia. ITocie atoro
OTKpOeTCsi web-cTpaHulla OHJIAWH-PHUIUKIIONEANN BUPYCOB Ha calTe KOMMaHUs
Symantec
(http://securityresponse.Symantec.com/avcenter/virfodb.html?prodid = nav2007).
Ha aTo#i cTpanuiie MOKHO TPOCMOTPETH, YEM 3aPAKEH TOT WJIM MHOW (ailil U Kak
YAQIATH 3TOT BUPYC.
9. Jlng mpocMOTpa MpOTOKOJIa pabOThl MPOTPAMMBI IIEIKHUTE Ha 3a7ade View
Activity log. Tlocie 3TOro OTKpOeTcs MPOTOKON pabdOThl MPOrpaMMbl MO TPEM
napaMeTpaMm - OOHapyXEHHbIC BUPYCHBIC YIpO3bl, CKAaHUPOBAHHWE W OIIHOKHU.
3aganme 2. V3yunTh [IOMOJHUTEIBHBIE BO3MOXHOCTH mporpammbl Norton
AntiVirus no 3ammuTe JaHHBIX (BOCCTAaHOBJIEHHE OMMOOYHO yAaleHHBIX (DailioB u
rapaHTUPOBAHHOTO ynajneHus (HailsioB U Marok).
Hus 3amutel ganaeix - Norton  AntiVirus umeer UnEraze Wizard (mactep

BOCCTAHOBJICHUS OIIMOOYHO YHUUTOXKEHHBIX ¢aiisoB) u Wipe Info (uacTpymenT


http://securityresponse.symantec.com/avcenter/virfodb.html?prodid
http://securityresponse.symantec.com/avcenter/virfodb.html?prodid

JUISl TapaHTUPOBAHHOTO ynaneHus ¢ainos). BeispaB mMacrepa UnEraze Wizard,
JOCTaTOYHO yKa3aTh UMs (MIM 4acTh) (haiiiga, €ro pacuiMpeHue U MeCTO
pacrnoJiokeHus: Ha Auckax kommbiorepa. [locie nmoucka UnEraze Wizard nokaxer
BCE HAWJICHHBIC MO TPEIJIOKECHHBIM KPHUTEPUAM (aliIbl M TPEIJIOKUT BHIOPATH,
KaKoW M3 HUX MOJIJICKUT BOCCTAHOBJICHUIO.

Ecim Bam dacto mpuxomuTcs yaausaTh (aibl, W XOYETCS WMETh TapaHTHIO
HEBO3MOXKHOCTH WX BOCCTAaHOBJIECHHs, TO NomoxkeT uHCTpymMeHT Wipe Info. Ho
pekoMmeHayetrcss B HacTpoirikax Wipe Info ycTranHoButh 3ammry OT yAajeHuUs
CUCTEMHBIX (haiiyioB, 4TOOBI TIOCIIE HEOOyMaHHOTO JEUCTBUS HE CTOJKHYTHCS C
OTKa30M OIEPALMOHHON CUCTEMBI OT 3arpy3KHU.

1. JInst BOCCTaHOBJIEHUS OITMOOYHO YHUUTOXXCHHBIX (DAiJIOB IMIETKHUTE B TIIaBHOM
okHe Ha «kHomke Advanced Tools». 3arem B okHe Advanced Tools BeiOepute
BapuaHT UnErase Wizard u menkuure Ha kHomke «Start Tool». Ha cnemyromem
miare Macrepa BOCCTAHOBJICHUS BBIOEPUTE BapUAHT IMOUCKA YAAJIICHHBIX (ailyioB,
Brrounte (uar Find Norton Protected Users files (ITouck Bcex 3amuimeHHBIX
daiinoB) u menkauTe Ha KHOMKE «Jlanee». [lociie aToro OyneT BBHINOIHEH MOUCK
BbIOpaHHOM Bamu Kateropuu ¢ainoB. Ha crnemyromem 1mare wmacrepa
BOCCTaHOBJICHMSI, YKa3aB BOCCTAHABIMBAEMbIE (DAWIIbI, IEIKHUTE HA KHOIIKE
«Recover» (Boccranosuts). [llemukom Ha kHOMKe «/Jlaee» mepelT K COOOIIEHHIO
0 pe3yJibTaTax BOccTaHOBJIeHUs. [IpocMOTpeB cooOlleHre U MICIKHYB Ha KHOIKE
«I"oTOBOY, 3aBEpIINTE PabOTYy MacTepa BOCCTAHOBIICHUS.

2. Jlns rapaHTUpOBaHHOTO yaajicHus ¢aitioB BeiOepute B okHe Advanced Tools
BapuaHT Wipe Info u menknute Ha xkHonke «Start Tool». Ha cnenyromem miare
MacTepa yaaincHus mneperamure B okHo Wipe Info daiinel u manku, KOTOpbIC
TpeOyeTcsi rapaHTUPOBaHHO yaanuTh. [locne sToro menkHure Ha KHomke «Wipe
All» (Y nanuts Bce).

3aoanue k pabome

1. Hcnonw3ys nakeT nporpamm, I€MOHCTPUPYIOIIUX JACHCTBUE BUPYCOB, U3YUUTE
JENCTBUE BUPYCOB pazinuHoro tuma. [ToouepeaHo 3amyckas mporpaMMsbl U3 MakerTa

ACMOHCTPALIMOHHBIX IIPOIrpaMM, U3YUYHUTC IIPOABICHHUC BUPYCHOI'O



3apaxkeHus. [1o okoHuaHnM HAOIOIEHUS TIepe3arpy3uTh KOMITBIOTED.

2. 3amyctute nporpammy DrWeb u BeinmonHuTe MpOBEpKY OMEPATUBHON MaMsITH
KOMITbIOTEpA Ha HAJIMYUE BUPYCOB. BrimonaHuTe TectupoBanue nuckos A; u C: Ha
Hanuuue BUpycoB. Eciu Ha nuckax OynyT oOHapy>KEeHbl BUPYCHI, BBIMOJIHHUTE
JIeYeHHE 3apaKeHHBIX (aliioB.

3. 3arpy3ute u3 VHTEepHETa M yCTAHOBHUTE HAa KOMIBIOTEPE O3HAKOMUTEIHHYIO
Bepcuto ADinf32. 3amaiite pacnucanue pabotel ADinf, yToObI €€ aKTHBU3AIMS
OCYIIECTBIISIACh €XKEeHeIeIbHO 1o cyd0oTam ¢ 18.00.

4. 3arpy3ute u3 VHTepHeTa M yCTaHOBUTE HAa KOMITBIOTEPE O3HAKOMHUTEIHHYIO
Bepcuto  aHTuBUpyca Kaspersky Anti-Virus. Co3paiiTe HOByHO —3agady
CKaHUPOBAHUS JUCKOB KOMITbIOTEPA HA BUPYCHI.

5. 3arpy3ute u3 MHTepHeTa U yCTaHOBUTE Ha KOMIIBIOTEPE O3HAKOMMTEIBHYIO
Bepcuio aHtuBupyca Norton AntiVirus. BeimonHute 0oOHOBJIEHHE aHTUBUPYCHOU
0a3bl U IPOBEPHTE KOMITBIOTEP HA HAJIMUKE BUPYCOB.

6. Ilocetmte web-cTpanuny http://www.sarc.eom//avcenter/vinfodb.  html

OHJIAMH-3KCIIEANIIMA BUPYCOB Ha caiiTe kommanusi Symantec. Ha sToii cTtpanuie
MOYHO MPOCMOTPETh, YEM 3aPaXKE€H TOT UM MHOM (paiil ¥ KakK yJaauTh 3TOT BUPYC.

Bonpocwt ona camonposepku

1. UYrto Ttakoe KoMmIbIOTepHBIN Bupyc? Kakumu cBoiicTBamMu 00y1a1at0T
KOMITbIOTEPHBIE BUPYCHI?
2. Ilo xakuM Tmpu3HaKaM KJIaCCU(UUUPYIOT KOMIIbIOTEPHbBIE

Bupychl? [lepeuniciure TUIIBI BUPYCOB.
3. Kakue BUpyCBHl Ha3bIBAIOTCS PE3UACHTHBIMHU U B Y€M OCOOEHHOCTh TaKHUX
BUPYCOB?
4. KakoBbl OTJINYHNS BUPYCOB-PEIIIUKATOPOB, CTEJIC - BUPYCOB, MyTaHTOB U
(TPOSIHCKUX» IIporpamm?
5.  Onumure cxemy (QyHKIIMOHMPOBAHUS 3arPy304HOI0 BUpYcCa.

6. Onwumure cxeMy QyHKIIMOHUPOBaHUs (HailI0BOrO BUpYCa.


http://www.sarc.eom/avcenter/vinfodb

7. Onumure cxeMy (QyHKIIMOHUPOBAHUSA 3arpy304HO-(HaNIOBBIX BUPYCOB.
8. Uro Takoe nommmopdHbIi Bupyc? [louemy 3TOT THI BUPYCOB CUMTAETCS
HanOoJiee OrmacHbIM?
9. KakoBbl TpHUUMHBI TOSIBICHUS KOMIIBIOTEPHBIX BHPYCOB.
[TpuBenuTe MPUMEPHI IUPOKO U3BECTHBIX BUPYCOB.
10. CymectByet i1 B Mupe u B P® yronoBHas OTBETCTBEHHOCTh 3a CO3aHUE U
pacnpocTpaHEHHE KOMITbIOTEPHBIX BUPYCOB?
11. KakoBbl MyTH MPOHUKHOBEHUS BHUPYCOB B KOMIBIOTEp U
MPHU3HAKU 3apaKeHUS KOMITBIOTEpa BUPYCOM?
99763008. KakoBbl cmocoObl OOHapyKeHHs BHUPYCOB H
aHTUBUPYCHOU POPUIAKTUKN?
99763009. IlepeuucnuTe OCHOBHBIE MEpHI IO 3alIUTE OT
KOMIIBIOTEPHBIX BUPYCOB.
99763010. Omnwumure Ha3HAYEHUE AHTUBUPYCHBIX MPOTPAMM Pa3IUIHBIX THUIIOB.
15. HazoBure npuMepsl COBPEMEHHBIX aHTUBHPYCHBIX MTPOTPAMM U OMUIIUTE UX

OCOOEHHOCTH.

Pexomenoyeman tumepamypa

1. Koznos [.A., IlapangoBckuii A.A., [lapannoBckuii A.K. DHiukimoneaus
KOMIIBIOTEPHBIX BUpYCcOB. - M.:COJIOH-P, 2001. - 461 c.

B osHumknonmenumm coOpaHa wucuepmbiBaromias HHGOpMaIdg 10 Ipodiieme
KOMITBIOTEPHBIX BHPYCOB, OT CO3JaHUSl 70 OOHApPYKEHUS W YHUUYTOXCHUSI.
[TpuBenens! npuMepsl Hanucanust u yauutoxkenuss COM-,EXE-,Boot-, Internet- u
MaKpOBHPYCOB, KaK HEPE3WJCHTHBIX, TaK PE3UJCHTHBIX W TMOJTUMOP(QHBIX.
OCHOBHOE MPEUMYIIIECTBO TAHHOW KHUTHU B €€ MPAKTUYECKOM NMPUMEHEHUHU.

2. http:/lwww.avp.ru - cepBep aHTUBUpPYCHOH mabopatopun EBrenus
Kacnepckor 6.0, Ha KOTOpOM HUMEETCS BO3MOXKHOCTh O€CIUIaTHO M OBICTPO
pOBEpUTH (pailiibl HA HATMYKME BUPYCHOTO Kojaa. B paznene « TpualibHbie BepcUm»
BBl MOXETE TO3HAKOMHUTHCS C AHTUBHPYCHBIMH TpoaykTamu JlaGopaTopumn

Kacnepckoro nepen npuoOpeTeHreM.


http://www.avp.ru/

3. http://www.viruslist.com/virusHst.asp - paszmen cepBepa aHTHBHUPYCHOM
nabopatopun EBrenusi Kacrnepckoro, cojepkamiyii orpoOMHOE YHCIIO OINMCAaHUN
BHUPYCOB M JIEMOHCTpAIlUil BBI3BIBAEMBIX BHUpycaMU 3PQPEKTOB, KIACCHUPUKALUIO
BHUPYCOB, 001111€ METOAbl OOHAPYKEHUS U YAAICHHUS KOMIIBIOTEPHBIX BUPYCOB.

4. http://lwww.dials.ru - cepep aHTHBHpYCHOU mabopaTopuu
«Jlabopatopusi/lanunoBa» u «/lmanorHayka». Ha nmanHoM cepBepe BbI
MOKeTe:HaiTH uHpopManuio o mporpammax ckanep Doctor Web; pe3maeHTHBIN
ctopox SplDer Guard; peBuzop auckoB ADinf u yHuBepcanbHblil jekaps ADinf
Cure Module, BbimonHuth yepe3 MHTepHET OecrIaTHO YIAJEHHYIO IPOBEPKY
BalmMx (ailJloB Ha HAJMYME BHUPYCOB C IOMOILBIO IOCIETHEH Bepcuu
aHTUBUpYCcHOro ckanepa Doctor Web, a Takke noJyyuTh HEKOMMEPUYECKUE BEPCUU
AHTUBUPYCHBIX TMPOIYKTOB, JOMOJHEHHUs mansi mporpammbel Doctor Web u
JOKYMEHTAIHIO.

5. http://www.adinf.ru - WEB-caiit pa3pabotunkoB antusupyca ADinf.

6. http://www.symantec.ru - Poccuiickoe HHTepHET-TIPEACTaBUTEIBCTBO

KOMITAaHMH Symantec, Mpou3BOsLIEH aHTUBUPYCHBIN nakeT Norton Anti Virus.


http://www.viruslist.com/virusHst.asp
http://www.dials.ru/
http://www.adinf.ru/
http://www.symantec.ru/
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1. OGume mosoxenus

CamocTtosTtenbHas paboTa — muaHupyemasi yueOHasi, yueOHO-HCCIe10BaTeNbCKasl, HaAy4YHO-
UCCIieIoBaTeNbCKask paboTa CTYJACHTOB, BBINOJIHAEMas BO BHEAYAUTOPHOE (ayIUTOPHOE) BpeMs IO
3aJlaHUI0 U TPU METOJUYECKOM PYKOBOJCTBE IpErnojaBaTelisi, HO 0€3 ero HemocpeiCTBEHHOTO
y4dacTus (IIpH YaCTHYHOM HEMOCPEICTBEHHOM YYaCTHM MPENOJaBaTeNsi, OCTABISIONIEM BEIYIIYIO
poiib 3a paboToii cTyAeHToB). BnagucnaBy BauecnaBoBuuy

CamocrosrenpHas padora ctyneHToB (CPC) B BY3e siBisieTcss BAKHBIM BHIOM y4eOHOU U
Hay4YHOMU JedaTenbHOCTH cTyAeHTa. CamocToATe bHas paboTa CTyIEHTOB UTPACT 3HAYUTEIbHYIO POJIb
B PEUTHHIOBON TEXHOJIOTUU OOyUCHHUS.

K 0CHOBHBIM BHIaM CaMOCTOSITEIbHON pabOThI CTYIEHTOB OTHOCSTCS:

- (popMUpOBaHUE U YCBOCHHE COJEpKaHHUS KOHCIEKTa JEKIUH Ha 0a3e peKOMEHI0BaHHOM

JIEKTOpPOM y4eOHOH JHMTepaTypbl, BKIIOYas HH(POPMALMOHHBIE 00pa30BaTEIBLHBIE PECYPCHI
(97eKTpOHHBIE y4eOHUKH, SJICKTPOHHBIE OMOIMOTEKH U JIp.);

- HalIMCaHUEC NOKJIaJd0B,
- IOAT0TOBKAa K CCMHUHAapaM, IIPAKTUYCCKHUM U J'Ia60paTOpHBIM pa60TaM, Hux O(I)OpMJ'IeHI/Ie;

- COCTaBJICHUC AHHOTHPOBAHHOI'O CIIMCKa craTeu u3 COOTBCTCTBYIOIIUX JXYpPHAJIOB IIO

OTpaciiiM 3HaHUN (IIe1aroru4ecKux, ICUX0JIOTMYECKUX, METOIMYECKUX U JP.);

- BBITIOJTHEHUE YI€OHO-UCCIICIOBATEICKUX PA0OT, MPOCKTHAS JICATEIIHBHOCTH;

- TIOJTOTOBKa MPAKTUYECKUX Pa3pabOTOK M PEKOMEHJAlMi IO PEeHICHHUI0 MpOoOJIeMHOI
CUTYaIlUH;
- BBITIOJIHEHUE IOMAIIIHUX 3aJJaHUI B BHJIE PEIICHUS OTJENIbHBIX 3aa4, TPOBEIECHUS TUTTOBBIX

pacueToB, pPaCYCTHO-KOMIIBIOTCPHBIX W HWHIAWBUAYAJIBbHBIX pa60T 0 OTACJIBHBIM pa3aciiaM
COACPIKaHUA NTUCHUIIINH U T.1.;

- KOMIIBIOTEPHBIN TEKYLIUH CAMOKOHTPOJIb U KOHTPOJIb YCIIEBAEMOCTH Ha 0a3e IEeKTPOHHBIX

O6y‘laI-OHII/IX H aTTCCTYIOUX TCCTOB,

- BBITIOJTHEHUE KYPCOBBIX padOT (MPOEKTOB) B paMKaX TUCIUILINH;

- BBIIIOJIHCHUC BLIHYCKHOﬁ KBaHH(i)HKaHHOHHOﬁ pa6OTLI " ap.

Mertonrka opraHu3allMd CaMOCTOATENbHON pPabOThl CTYIEHTOB 3aBUCHT OT CTPYKTYpBI,
XapakTepa ¥ 0COOCHHOCTEH n3ydaeMol ANCIUIUINHBI, 00BbeMa YacoB Ha €€ U3y4eHHe, BI/Ia 3aJaHNi
JUIL CaMOCTOSITENIbHOW pPalOThl CTYJEHTOB, MHIUBHUAYAJbHBIX KauyeCTB CTYJCHTOB M YCIIOBH
y4eOHOM NeSTEIbHOCTH.

I[Tporecc opraHu3anuu caMOCTOSATENLHOW paboOTHI CTYACHTOB BKIIIOYAET B ce0sl ClIeAYIOIINe
STAIbL:

° MIOATOTOBUTENBHBIN (ONpPENEIEHNE LENEH, COCTAaBIEHUE MPOTrpamMMbl, IOJITOTOBKA
METOJINYECKOro obecreyeHus, MoAroToBka 000py10BaHMs);
° OCHOBHOH (peanu3anus IporpaMMBbl, HCIIOJIb30BaHUE IPUEMOB MTOMCKA HH(OpMAIIIH,

YCBOGHHUSI, IepepadOTKHU, MPUMEHEHUs, IMepelaud 3HaHWM, (QUKCUpOBaHUWE pe3yJbTaTOB,
camoopraHu3ais mpoiecca padoThl);

L] 3aKJIFOUYUTEILHBIN (OHCHKa 3HAYMMOCTHU U aHAJIN3 PE3YJIbTATOB, UX CUCTEMATU3Al1,
olieHKa 3(pPEeKTUBHOCTU MPOTPaMMBbI U MPUEMOB paOOTHI, BHIBOJIBI O HAIPABJICHUSAX ONTUMHU3AINH
Tpynaa).

CamocrosrenbHas paborta mo aucuuiuinHe «HQOpPMAMOHHBIE TEXHOJIOTUH KOMAaHIHOM
paboTHI ¥ IPOSKTHOM EATEILHOCTHY HalpaBiieHa Ha (OPMHUPOBAHUE CIEAYIONINX KOMIIETEHIIUIA:

Kon DopMyITUpPOBKa

OIIK-1 Crioco0eH orieHuBaTh posib HHPOpMaK, HHOOPMALMOHHBIX TEXHOJIOTHHA U
WH()OPMAITMOHHON 0€30TTaCHOCTH B COBPEMEHHOM OOIIIECTBE, MX 3HAYCHHE
1T oOecriedeHrs 00BEKTUBHBIX MMOTPEOHOCTEH TUYHOCTH, OOIIECTBA U




| rocyZiapcTBa

2. Ileab M 3212491 CAMOCTOSITEILHON PA0OTHI

Benymas uens opranuzanuu u ocyiiectsiienust CPC coBnagaeT ¢ 11e1bio0 00y4eHus CTyJeHTa
— (opmupoBaHre Habopa OOIIEHAYYHBIX, NMPO(ECCHOHAIBHBIX W YHHBEPCAJIbHBIX KOMIICTCHIIUN
Oymaymiero OakanaBpa.

[Tpu opranmzammu CPC BakHBIM M HEOOXOJUMBIM YCIOBHEM CTAHOBSTCS (HOPMHUPOBAHHE
YMEHHSI CaMOCTOSITEIbHOW pa0OThl JJsi TpUOOpPETeHHs] 3HAHWIA, HABBIKOB WU BO3MOXXHOCTH
OpraHu3any y4eOHOH W HAyYHOH JesATeNIbHOCTH. Llenpio caMoCTOATENbHON paboThl CTYACHTOB
SIBJIIETCS OBJa/ieHre (PyHIaMEeHTaIbHBIMU 3HAHUSIMH, TPOPECCHOHATHHBIMU YMEHHUSIMH M HABBIKAMU
NESTeIBbHOCTH TI0 MNPO(GWII0, ONBITOM TBOPYECKOW, HCCIEIOBATEIBCKON  JESTEIBHOCTH.
CaMocrosiTennbHast ~ paboTa  CTYACHTOB  CIIOCOOCTBYET  Pa3BHTHIO  CaMOCTOSITEIBHOCTH,
OTBETCTBEHHOCTH W OPraHW30BAaHHOCTH, TBOPYECKOTO MOIXO0J]Ia K PEIICHHUIO MPo0ieM yu4eOHOTO U
podeccHoOHAIEHOTO YPOBHSI.

3agauamu CPC sBasroTcs:

o CHUCTEMAaTH3alMsl ¥ 3aKPEIUICHHE TMOJIYYEHHBIX TEOPETUYECKHX 3HAaHUM U
MPAaKTUYECKUX YMEHUN CTY/ICHTOB;

o yriyOJieHue U paclIupeHUe TEOPETUUECKUX 3HAHUM;

° dbopMUpOoBaHHE YMEHUN HCIONB30BaTh HOPMATHUBHYIO, IPABOBYIO, CIIPABOUYHYIO
JOKYMEHTAIMIO U CIICIIMATIbHYIO JTUTEPATYPY;

° pa3BUTHE MO3HABATEIBHBIX CIIOCOOHOCTEH M aKTUBHOCTH CTYACHTOB: TBOPYECKOU
WHUIIMATUBBI, CAMOCTOSITEIIBHOCTH, OTBETCTBEHHOCTH ¥ OPTaHU30BAHHOCTH;

° (dbopMHpOBaHHE CaMOCTOSATEIHHOCTH MBIIIJICHHS], CIIOCOOHOCTEH K CaMOpa3BUTHIO,
CaMOCOBEPIIECHCTBOBAHUIO U CaMOpEATIN3alluH;

o pPa3BUTHUE UCCIIEI0BATEIBCKUX YMEHUN;

o HCIIOJIb30BaHUE MaTepuana, COOpaHHOIO U MOJYYEHHOI'O B XOJI€ CAMOCTOSITEIbHOM

paloThI U Ta0OPATOPHBIX 3aHATHH.
3.  TexHoJaornveckasi KApTa CaMOCTONATEIbHOI PaGOTHI CTY/IEHTa

Hrorosslii Cpenctaa O6beM yacoB, B TOM YHCIIE
Kogsr MPOJYKT " (actp.)
peanus3 Bun CaMOCTOSTE | TEXHOJIOTUU CPC KoHTakTHas Bcer
YeMBIX | JIeATeIbHOCTH JIBHOM OIICHKU pabora ¢ 0
KOMIIET CTYJICHTOB paboThI npenoaaBarene
CHITUM M
3 cemecTtp
IloaroroBka KOHC}'ICKT Cobeceno 9,0 9,0 18,0
OIIK-1 | k mexusM JICKIUH BaHME
OIIK-1 | IloagroroBka Otruer B | Cobeceno
K JJNIEKTPOHH | BaHUE 9.0 9.0 18.0
MPAKTUYECKUM | OM BUJE
3aHATHIM
OIIK-1 Camocrosaren | KoHcmnekr Cobeceno
BPHOE M3yUCHHUE BaHUE 9,0 9,0 18,0
JUTEPaTyphl
OIIK-1 | CamorecTup Tectupos TecToBble
OBaHMeE, aHue 3aJaHus 9.0 9.0 18.0
MOJArOTOBKA K
TECTUPOBAHUIO
Hroro 3a 3 cemecTp 36,0 36,0 72,0
Hroro 36,0 36,0 72,0

4. KOHTpOJIbeIe TOYKHM U BUJABI OTYECTHOCTH 110 HUM

KoHnTposnb kauecTBa U CPOKOB CaMOCTOSITENILHOM pabOThI BBIIOIHIETCS B COOTBETCTBUU C yUYEOHBIM



rpadukoM u opopmIIIeTCss B COOTBETCTBHH C 3aaHueM. [IperycMOoTpeHa cienyromas peiTHHroBast
OIICHKA 3HAHUMI

Onucanue MKaJbI OEHHBAHUSA
B paMkax pedTHHIOBOI CUCTEMBI YCIIEBAEMOCTb CTYACHTOB 110 Ka)KI0M JUCLUIIIIMHE OLICHUBAETCS
B XOJI€ TEKYLIEr0 KOHTPOJISA ¥ IIPOMEKYTOYHON aTTECTALINH.

Texkyuuii KOHTPOJIb
5. ITopsinok BBINOJHEHHSI CAMOCTOSITE/IbHOI PadoThI CTYI€eHTOM

5.1. Meronnyeckne peKOMEHIAINH 110 paboTe ¢ yueOHOH TuTepaTypoil

[Ipu pabore ¢ KHUTOW HEOOXOIMMO MOAOOPaTh JUTEPATypPy, HAYUYUTHCA IMPABUIBHO €€
YUTaTh, BECTH 3amucu. [ mombopa aureparypsl B OMOIMOTEKE HMCHOJIB3YIOTCS all(haBUTHBIA M
CUCTEeMAaTUYECKUI KaTalOTH.

BaxHO MOMHHUTB, YTO palMOHAIBHBIE HAaBBIKM Pa0OTBl ¢ KHUTOW - 3TO Bcernaa OoJbImas
SKOHOMHSI BPEMEHH U CHIIL.

[lpaBunbHBIE  1MOMOOpP yYEOHHWKOB  PEKOMEHIYETCS  MpEeroJaBaTesieM, YHTAIOIIMM
JMeKUMOHHBIH Kypc. HeoOxomumas nmuTepaTypa MOXKeT OBITh TakKe YKa3aHa B METOAMYECKHX
pa3paboTKax 1o JaHHOMY Kypcy.

W3yuas maTepuan no y4eOHUKY, CIeAyeT IEPEXOIUTH K CIEIYIOIIEeMY BOIIPOCY TOJIBKO MOCIe
MIPABUIILHOTO YSICHEHUS MPEIBIAYIIEro, OMMChIBast Ha Oymare Bce BBIKIAJKU U BHIYHUCICHUS (B TOM
YHClie T€, KOTOPhIE B yUeOHUKE OIMYIIECHbI I Ha JIEKIUU JaHbI JJIsl CAMOCTOSITENILHOTO BBIBOJIA).

[Tpy n3ydyeHun 000 AUCHUILTUHBI OOJBIIYI0O M BRXHYIO POJIb MTPAET CaMOCTOSATENbHAs
WHIUBUAYyallbHAs paboTa.

Ocob6oe BHUMaHUE clieyeT 00paTUTh Ha OMpe/elIeHINEe OCHOBHBIX MOHATUN Kypca. CTy/IeHT
JIOJKEH MOAPOOHO pa3dupaTk MpUMEPhI, KOTOPbIE MOSICHSIOT TaKUe ONpPEeNICHHs, U YMETh CTPOUTh
aHAJIOTHYHBIC TIPHUMEPHI CAMOCTOATENBbHO. HY)KHO JOOMBATHCS TOYHOTO TPEICTABICHUS O TOM, YTO
n3yuaeib. [1o1e3H0 COCTaBiIATh ONMOpHBIE KOHCHEKTHL. IIpu m3yueHun MaTepuania Mo y4yeOHUKY
MOJIE3HO B TETPaaM (HA CHEIHAIbHO OTBEIECHHBIX TOJSIX) AOMOJHITH KOHCHEKT JeKIuid. Tam xe
ClIelyeT OTMeYaTh BOMPOCHI, BbIJICIIEHHBIE CTYI€HTOM JJIsl KOHCYJbTAIUHU C MIPETOAaBaTENIEM.

BbIBOIBI, TIONTyYEHHBIE B pe3ysbTaTe M3Y4YCHHS, PEKOMEHIYETCS B KOHCIEKTE BBIICISTH,
YTOOBI OHM NPH NEPEUUTHIBAHUH 3aIMCEH JIyUIlle 3aIOMUHAINCE.

OnpIT TMOKa3bIBa€T, YTO MHOTHM CTYACHTaM IIOMOTAeT COCTaBJICHHE JIMCTa OIMOPHBIX
CUTHAJIOB, COJIEprKAIllero BaKHEHIIMe M Hambosee 4acTo ynoTpedisiemble (GOpMyNbl M MOHSITHUS.
Takoii JMCT mMOMOraeT 3amOMHUTH (POPMYIIBI, OCHOBHBIE ITOJIOKEHHUS JIEKIIUH, & TaKKe MOXKET
CITY’KUTb TTOCTOSTHHBIM CITIPABOYHUKOM JUIsl CTY/ICHTA.

UreHne HAYYHOTO TEKCTa SIBIIIETCS YAacThIO TO3HABATEILHOW AedTenbHOCTH. Ee menmp —
U3BJICUEHUE M3 TeKcTa HeoOXoauMoil nHpopmauu. OT TOro Ha CKOJBKO OCO3HAHHA YHTAIOIIUM
COOCTBEHHas BHYTPEHHsST yCTAHOBKA INPH OOpAaIIeHWH K IEYaTHOMY CIIOBY (HAWTH HYXKHBIC
CBEJICHUS, YCBOMTHh HMH(OPMAIMIO IMOJHOCTHIO WM YaCTHYHO, KPUTHUECKH MPOAHAIU3UPOBAThH
MaTepuai 1 T.I.) BO MHOTOM 3aBUCHUT 3(h(PeKTUBHOCTH OCYIIECTBIISIEMOTO IEHCTBUS.

Briiensitior uemasipe ocrnosnvie ycmanoeku ¢ umenuu HayuHo20 meKcma.

WH()OPMAITMOHHO-TIONCKOBBIN (3a/1a4a — HAWTH, BBIJCIIUTh HCKOMYIO HH(GOPMAITHIO)

ycBauBarolast (yCUJIMs YuTaTes sl HalpaBJieHbl Ha TO, 4YTOOBI KaK MOXHO MOJHEE OCO3HATh U
3aIIOMHUTH KaK CaMH CBEJICHUS M3JIaraeMble aBTOPOM, TaK U BCIO JIOTHKY €0 PacCyKICHHIA)

AQHAJTUTUKO-KPUTUYECKas (YUTaTeNb CTPEMHUTCS KPUTHYECKH OCMBICIUTH MaTepHal,
MIPOaHATM3UPOBAB €T0, ONPE/IEIIUB CBOE OTHOIIICHHE K HEMY)

TBOpYECKas (CO3JaeT y YUTaTeNsi TOTOBHOCTh B TOM WJIM MHOM BHJIE — KaK OTIIPABHOM ITYHKT
JUISL CBOMX PAcCyKICHHM, Kak o0pa3 sl JEeHCTBUS M0 aHAJIOTHH U T.I. — UCHOJIB30BaTh CYKIEHUS
aBTOpa, XOJI €ro MBICIEH, pe3yabTaT HaOMIONEHUs, pa3pabOTaHHYI0 METOJMKY, IONOJHUThH HX,
MOJABEPTHYTH HOBOM MPOBEPKE).

OcHosHble 8U0bI CUCMEMAMUUPOSAHHOU 3ANUCU NPOYUMAHHO2O.!

AHHOTHpOBaHME — TIPENENbHO KpaTKOE CBSI3HOE OIKCAaHUE MPOCMOTPEHHON WU
MPOYUTAHHON KHHUTH (CTaTbU), €€ COAEPIKaHUs, NCTOYHUKOB, XapaKTepa U Ha3HAYCHHUS,

[TnanupoBaHue — KpaTKas JOrHYecKas OpraHu3alus TeKCTa, pacKphIBaroIlasi CoaepKaHue u
CTPYKTYpPY U3y4aeMOro MaTepuaa;



Te3upoBaHHe — JaKOHMYHOE BOCIPOM3BEICHUE OCHOBHBIX YTBEpXKICHUI aBTOpa 0e€3
MpuUBJIeYEHUS (PaKTUUECKOT0 MaTepHara;

[{uTupoBaHue — OCIOBHOE BBIMUCHIBAHUE M3 TEKCTA BBIJAEPIKEK, U3BJICUCHUM, Hanbosee
CYLIECTBEHHO OTPAXKAIOIIUX TY HJIK UHYIO MBICIIb aBTOPA;

KoHcnekTupoBaHue — KpaTKoe U MOCIeA0BaTeIbHOE U3JI05KEHUE COJEPKAHMS TPOUYNTAHHOTO.

KoHcneKkT — cioHbIi cnocod M3M0KEHUsl COACp aHHUsI KHUTU WM CTaThU B JIOTMYECKOM
nocneaoBarebHOCTH. KOHCIEKT akKyMynupyeT B cebe Mpeblayliue BUABI 3alHCH, TO3BOJSET
BCECTOPOHHE OXBAaTUTh COJIEpP)KaHWE KHHUTHU, cTaThbu. [l03TOMYy ymMeHHE COCTaBISTH IJIaH, TE3UCHI,
JIeJ1aTh BBIMUCKU U APYTHE 3aMUCH ONPEIeTISeT U TEXHOJIOTHIO COCTABIICHUS KOHCIICKTA.

5.2. Memoouueckue pexomernoayuu no COCMAasieHu0 KOHCNeKma JeKyuil:

1. BaumaTenbHO npounTanTe TEKCT. Y TOUHUTE B CIIPABOYHOM JIUTEPATypEe HEMOHSATHBIE
cioBa. [Ipu 3anucu He 3a0yIbTe BHIHECTH CIIPABOYHBIC TaHHBIC HA MOJIST KOHCIIEKTA.

2. BoigenuTe rnmaBHOe, COCTaBbTE IUIAH.

3. Kpatko chopmynupyiiTe OCHOBHBIE TOJOKEHUS TEKCTa, OTMETHTE apTyMEHTAIIHIO
aBTOpA.

4. 3aKOHCIIEKTUpPYWTE  MaTepual, 4YeTKo cleays MOyHkram  IuiaHa. llpu

KOHCIIEKTUPOBAHUU CTAPaNTECh BBIPA3UTh MBICIb CBOMMHU CJIOBAMU. 3AIIUCH CJIENYET BECTU YETKO,
SICHO.

S. I'pamoTHO 3anuceiBaiiTe HUTATHL. L{UTUPYS, yUUTHIBAHTE IJAKOHUYHOCTD, 3HAYUMOCTD
MBICIIH.

B Texcre KOHCIEKTa JKEIaTebHO NPUBOAUTH HE TOJIBKO TE3MCHBIE IOJOXKEHHUS, HO M HX
nokaszarenbeTBa. [Ipu odopmileHMM KOHCIIEKTa HEOOXOAWMO CTPEMHTBCS K EMKOCTH KaXKIOTO
npeulokeHusl. MpIcaM  aBTOpa KHUIHM ClIeQyeT H3JlaraTh Kparko, 3a00TACh O CTWiIe U
BBIPA3UTEIBbHOCTH HAMMCAHHOTO. YHMCIO OMOJHUTENBHBIX 3JEMEHTOB KOHCIIEKTa JIOJKHO OBITh
JIOTHYECKH  OOOCHOBAHHBIM,  3allUCH  JOJDKHBI  PAaCHpeleNsiTbCs B OINpeleleHHON
MOCJIEI0BATEIbHOCTH, OTBEYAIOIIEH JIOTHYECKOW CTpYyKType mnpou3BeneHus. [lisg yrouyHeHus u
JIOTIOJTHEHUSI HE0OXO0IMMO OCTaBJISATh MOJIS.

OBnazneHre HaBBIKAMHU KOHCIEKTUPOBaHUSI TpeOyeT OT CTyJAeHTa LENeyCTPEMIIEHHOCTH,
MIOBCETHEBHOI caMOCTOSTEIbHON pabOTHI.

5.3. Memoouueckue pexomenoayuu no n0020MmoeKe K NPaAKMu4eCKum 3aHAMuiM

Jlnis Toro 4ToOBl NPAaKTUYECKUE 3aHATHS MPUHOCUIM MAaKCUMAJIbHYIO MOJIb3Y, HEOOX0IMMO
MIOMHUTD, YTO YIPA)KHEHUE U PeIlIeHUe 3a7a4 IPOBOAATCS N0 BHIYUTAHHOMY Ha JIEKLIUAX MaTepraly
U CBsI3aHbI, KaK MPaBUJIO, C JETaIbHBIM Pa300pOM OTIENBHBIX BONPOCOB JIEKIIMOHHOTO Kypca.
CrnenyeT MOJUYEPKHYTb, UYTO TOJIBKO IOCJIE YCBOEHMSI JIEKIIMOHHOTO MaTepHajia ¢ OINpeaeseHHON
TOUYKHU 3peHUs (a IMEHHO C TOHM, C KOTOPOIl OH M3J1araeTcs Ha JIEKLUAX) OH Oy/eT 3aKperuIaThesl Ha
1ab0paTOPHBIX 3aHATHIX KaK B pe3yjbTaTe 00CYXACHUS U aHaIKM3a JIEKIIMOHHOTO MaTepuaia, Tak u
C TOMOIIBIO PEUIeHUs] MPOOJEMHBIX CUTYaluid, 3amad. [Ipu 3THX yCIOBHSAX CTYIEHT HE TOJIBKO
XOpOILIO YCBOMT MaTrepuall, HO M HAYYUTCS NPUMEHSATh €ro Ha MpakTHKE, a TaKXKe MOJYyYUT
JIOTIOJTHUTEIBHBIN CTUMYIT (M 3TO OYEHb BaXKHO) JUIsl aKTUBHOU MIPOPAOOTKH JIEKITUH.

[Ipy caMOCTOSITENIBHOM pELIEHUH 337a4 HYXHO OOOCHOBBIBATh Ka)/bI 3Tall pelieHus,
UCXOJS U3 TEOPETUUYECKUX MOJOXKEHUM Kypca. EciM CTyIeHT BUAWT HECKOJIBKO IyTEH pEelIeHUs
mpo0GIieMsbl (3a/1a4M), TO HY’KHO CPaBHUTH UX U BHIOpATh caMblil parioHanbHbId. [lone3no 1o Havyana
BBIUMCIIEHUI COCTaBUTh KPATKUH IJIaH pelieHus mpoodyiemsl (3a1aun). Pemenne npodaeMHbIX 3a1a4
WJIM IPUMEPOB CIIEYET U3JIaraTh NoApoOHO, BEIUKMCIEHMS paciioyiaraTb B CTPOrOM MOPSIKE, OTAETASA
BCIIOMOTATeNIbHbIE BEIYMCIIEHUS OT OCHOBHBIX. PereHus mpu Heo0X0AUMOCTH HY>KHO COMPOBOXKIATh
KOMMEHTapUsIMHU, CXEMaMH, YePTEeKaMU U pPUCYHKaAMHU.

Crnenyer NMOMHMTH, YTO peIICHHE KaXI0W y4eOHOW 3aka4ydl JOJDKHO JOBOJIUTHCS MO
OKOHYATEJIbHOTO JIOTHYECKOT0 OTBETA, KOTOPOIr'o TPEOYET YCIOBHUE, U IO BO3MOXKHOCTHU C BBIBOJOM.
[Tonmy4yeHHBIH OTBET CieqyeT MPOBEPUTH CITIOCOOAMU, BBITEKAIOUIMMHU U3 CYIIECTBA JaHHOM 3a1auu.
[Tone3no Taxke (ecnM BO3MOXKHO) pellaTh HECKOJIBKUMM CHOCOOAaMHM M CpPaBHHUTH IOJIY4YEHHBIE
pe3yabTaThl. PemieHue 3aay JAHHOTO THINA HYXXHO MPONOJDKATH J0 MPHOOPETEHUS TBEPABIX
HAaBBIKOB B X PCIICHUU.

[Tpaktuyeckue paboTbl N 1-9 BBIMOTHAIOTCS CTyJEHTaMHU 3a04YHONW U OYHO-3a04YHON (POPMBI
00y4EeHHST CAMOCTOSATEIBHO.

5.4. Memoouueckue pexomenoayuu no camonpogepke 3HaHull



[Tocne u3yyeHHs ONpeNesieHHOW TEeMBbl MO 3alMCAM B KOHCIEKTE M YYEOHHUKY, a TaKkKe
pelleHrs JOCTaTOYHOTO KOJUYECTBa COOTBETCTBYIOIIMX 3aJad Ha MPAKTHUECKUX 3aHATHSX U
CaMOCTOSITENILHO CTYJIEHTY PEKOMEHJYETCs IIPOBECTH CaMOIIPOBEPKY YCBOEHHBIX 3HAHHUI, OTBETUB
Ha KOHTPOJIbHBIE BOIIPOCHI [10 U3yYECHHOU TEME.

B ciydae HE0OX0IMMOCTH HY>KHO €I1Ie pa3 BHUMATEIbHO pa3o0paTbcs B MaTepHase.

WHorga HeZOCTaTOYHOCTh YCBOEHUSI TOTO HJIM MHOTO BOINPOCA BBISCHSETCA TOJBKO IPHU
W3Y4YEHUH JalibHEHIIero mMarepuaia. B 3ToM ciyuyae Hago BEpHYTbCA Ha3aJ U IOBTOPUTH IUIOXO
YCBOGHHBIN Marepuai. BakHblii KpuTepuil YCBOEHHS TEOPETHYECKOI0 Marepuana — YMEHHE
OTBEYATh Ha BOIPOCHI JUIsI COOECEIOBAHUS.

Kpumepuu oyenxu:

Oyenxa «OMIUYHO» BbLICMABIAEMC CMYOJeHmy, eClIH OH, B TIOJTHOM 00bEME OpUEHTUPYETCS B
OCHOBHBIX TIIOHATHSX, CBSI3aHHBIX ¢ oOecrieyeHHeM HMHQPOPMAIIMOHHO TICHUXOJIOTHYECKOM
0€30MMacHOCTH JITYHOCTH, OOIIIECTBA ¥ TOCYIaPCTBA, TOHATUSX WH(OPMAIIMOHHOTO IIPOTHBOOOPCTRA,
MH(POPMAIIMOHHON BOWHBI M (OPM HX MPOSBICHUN B COBPEMEHHOM MHPE, B IIOJHOM OOBEME
aQHAIM3UPYET WCTOYHWKKA W JaéT KIACCH(PUKAIUIO ¥ OICHKY Yrpo3aM HWH(POPMAIMOHHON
0€30IaCHOCTH.

Oyenka «Xopouioy» 8blCmMasifAemcs cmyoeHmy, €ciii OH, OPUCHTUPYETCS] B OCHOBHBIX MOHATHUSX,
CBS3aHHBIX C oOOecredyeHrneM HWH(POPMAIMOHHO TICUXOJIOTHYECKOM O€30IacHOCTH JIMYHOCTH,
o0miecTBa M TOCYIapCcTBa, MOHATHUSX HWH(OPMAIMOHHOTO IPOTHBOOOPCTBA, WH(MOPMAIMOHHON
BOWHBI ¥ (DOPM HIX TIPOSIBIICHUI B COBPEMEHHOM MHUPE, aHAJTU3UPYET HCTOYHUKH M JIAET KIaCCU(PHUKAIINIO
Y OLICHKY yrpo3aM HH()OPMAaIMOHHOMN 0€30IaCHOCTH.

Oyenka «y00871emeopumeIbHO» 8bICMABIAEMCs Cy0eHmy, eClIi OH, B OCHOBHOM OPHUEHTHPYETCS
B OCHOBHBIX TIOHATUSX, CBA3aHHBIX C oOecrmeueHueM WHPOPMAIMOHHO TICUXOJOTUYECKON
0€30MMacHOCTH JINYHOCTH, OOIIIECTBA M TOCYIapCTBA, MOHATUAX WH(OPMALIMOHHOTO MPOTUBOOOPCTBA,
WH(OPMAITMOHHOMN BOWHBI U (HOPM X MPOSIBJICHUI B COBPEMEHHOM MHPE, B OCHOBHOM aHAJIU3UPYET
HCTOYHUKHU U €T KIaCCU(PHUKAIUIO U OLIEHKY yrpo3aM HH()OPMAIIMOHHON 6€30MMacCHOCTH.

Oyenka «Hey0081emMBOPUMENbHOY GbICMABISICMCS CIYOEeHmY, €CIIA OH, C TPYJIOM OPUEHTHPYETCS
B OCHOBHBIX TIOHSTHUSX, CBS3aHHBIX C oOOecredyeHHeM HWH(OPMAIMOHHO TCUXOJIOTHYECKOM
0€301acCHOCTH JJMYHOCTH, 00I1IECTBA U TOCYIaPCTBA, MOHATUSIX HH(POPMAIIMOHHOTO IPOTUBOOOPCTBA,
nH(OPMAIIMOHHONW BOWHBI U (DOPM UX TMPOSIBICHUN B COBPEMEHHOM MUPE, C TPYIOM aHAIU3UPYET
HUCTOYHUKH U JaéT KIACCU(PUKAIMIO U OLIEHKY yrpo3aM nH(popMarnonHoi 6e3omacuoct. KoMmmeTeHIus
OIIK-1 He ocBoeH.

Onucanue wKanivl oyeHUu8aHus

MakcumanbHO BO3MOXHBIM Ol 3a BECh TEKYIIMM KOHTPOJb YCTAaHABIMBACTCS pPaBHBIM 55.
Teky1iee KOHTPOJIIBHOE MEPONPUSATUE CUUTAETCA CAAHHBIM, €CJIA CTYJIEHT MOJYyYrJI 32 HETO HE MEHEE
60% OT yCTaHOBJIEHHOTO ISl ATOTO KOHTPOJS MaKCHMaabHOTO Oanmna. PedTwHroBbIi Oay,
BBICTABIISIEMbI CTYJIEHTY 3a TEKylllee KOHTPOJIbHOE MEpONPHUSTHE, CIAHHOE CTYJIEHTOM B
YCTaHOBJICHHBIE TpadUKOM KOHTPOJBHBIX MEPONPHUATHH CPOKH, OMPEACISIETCS CIeAYIOIMNUM
obpa3zom:

YPpOBEHb  BBIMOJTHEHUS KOHTpoJbHOTO | PeiiTunroBeiit 6amn (B % OT MaKCHMMalbHOTO
3a/TaHHs Oasiya 3a KOHTPOJIBHOE 3aJIaHue)

OTINYHBINA 100

Xopomuii 80

Y 1OBIETBOPUTEITbHBIN 60

HeynoBneTrBoputenbHbIi 0

5.6. Memoouueckue pexomenoayuu no n0020MmoeKe K 3auemam
KoHTpoJb camocTosATe/IbHOMH padoThI CTYICHTOB

KoHTpomab camocToaTenbHOM paboThl MPOBOANTCS MPETOAABATENIEM B Ay IUTOPHH.



[TpemycMOTpEHBI CIEAYIONINE BUABI KOHTPOJIS: cOOeceJOBaHMe, OIICHKA BBHITIOTHEHHS JOKIaaa U
€ro Mpe3eHTaluu.

[TonpoOHBIE KpUTEPUU OIICHUBAHUS KOMIIETCHIIMA TpUBeIeHbI B DOH/IE OIEHOYHBIX CPEICTB IS
MIPOBEJICHUS TEKYIEH U MPOMEKYTOYHON aTTeCTallUU.

6.

Cnucok gureparypsl s BoinojHeHusi CPC

Ilepeyenb 0CHOBHOI TUTEPaTyPBbI

1.

Paguosnextponnas Oopbba. CuinoBoe NOpakeHHE pagvodIeKTpoHHbIX cucrteM / B
Ho6sikuH, A.W. Kynpusinos, B.I'. Ilonomapes, JI.H. Illycros; nmox. pen. A.M. Kynpusinosa. -
M.: By3oBckas kaura, 2007.

MeToabl U CpeAcTBa 3alIMThl KOMIBIOTEpHON HH(pOopMarun: yued, nocobue / U.B. Anukum,
B.U. I'noga. - Kazans, U3a-Bo KI'TY um. A.H. Tynonesa, 2008.

OcHoBbl nHGOpMAIMOHHON Oe3omacHocTH: yued, mocooue / H.B. Mensenes, B.B. bananus,
O.A. Akynos - M.: U3a-80 MI" um. H.O. baymana, 2008.

MomHbIiA JIEKTPOMAarHUTHBIM UMITYJIBC BO3/IEMCTBUE HA AJIEKTPOHHBIE CPEICTBA U METOJBI
3amuthl / H.B. bamok. JI H. Keuunes, [1.B. Crenanos - K I'pynma U/ T, 2008.
OKpaHUPOBAaHUE TEXHMUYECKUX CpelAcTB W sKpaHupytomue cucrembl JI.H. Keuues, b.b.
Axo0amnes, [1.B. Crenanos. - M. I'pynna /T, 2010;

benos E.b., Jlocs B.II.,, Memepsakos P.B., IllenymanoB A.A. OcHOBBl HH(DOpPMAITMOHHON
oe3onacHocTH. - M.: I'opsiuast muuus - Tenexom, 2006.

3aitueB A.IlL., IllenynanoB A.A., MemepsikoB P.B. u ap. TexHuueckue cpeacTBa U METOJbI
3alUThl HH(pOpMaLMU: yueO, TocoOue Ui CTYACHTOB BY30B.

Ilon pen. 3aiiueBa A.Il. u lllenynanoBaA.A.. U3n. 4-e ucnp. u gomn. - M.: 'opsguanunus-
Tenexom, 2009. XopeB A.A. Texnudeckas 3ammura wHbopmaruu: Yded, mocobue s
CTyIeHTOB By30B. B 3-x 1. - M.: HIIL] «Ananutuka», 2010;

ITepeyeHb 10NMOJHUTENBbHOI JTUTEPATYPHI

1.

10.

11.

MoltiiHble  CBEpXKOPOTKOMMIYJIbCHBIE UM CBEPXLIMPOKOIOJOCHBIE  3JIEKTPOMAarHUTHbBIE
U3JIyd4eHUsl M UX IMOMEX: B! € U MOpaKkarollee BO3 JEHCTB Ha DIJIEKTPOHHYIO ammnaparypy
nepefavn-mpuemMa, oopaboTku MW XxpaHeHue uHopmarnuu: MoHorpadus / mox pea. B.I.
I'epacumenxo, B.b. ABneeBa, A. bepasimesa. - Boponex: Hayunas xaura, 2008.

Caxapo K.IO. M3znywarenu CBEpXKOPOTKHMX AJIEKTPOMArHUTHBIX HMIYJIbCOB M METObI
n3MepeHuit ux napamerpos.— M MI'MOM, 2006.

OMC u nndopmanroHHas 6e30macHOCTb B cucteMax tenekommyHukaiuu / JI.H. Keunes, [1.B.
Cremanos. - M.: M3a. nom Texnomorumy», 2005.

CreunanbHble TpeOOBaHUS M PEKOMEHJAIUMU IO 3allliTe KOH(UIEHIUAIbHON HH(OpMaluu
(CTP-K. Y1Bepxnens! npukasoMl ocrexxkomuccnn Poccun ot 2 mapra 2001 1. Ne 282
TpeboBanust o 3amuTe HHPOPMAIMM, HE COCTABISAIONIEH TOCYIAapCTBEHHYIO TalHY,
cojiepKalieiics B TOCYAapCTBEHHBIX MH(OPMAIMOHHBIX CHUCTEMax YTBEP)KICHbI MPUKA30M
OCTIK Poccum ot 11 despans 2013 r. Ne 17.

I'OCT P 50922-2006 3amurta uHpopmauuu. OCHOBHBIE TEPMUHBI U ONpEACICHHUS.
Pocrexperynuposanue, 2006.

I'OCT 51624-2000 3amuTa uHpOpMauu. ABTOMaTU3UPOBAHHBIE CUCTEMbI B 3allUIIIEHHOM
ucnionHennu. O6mue TpedboBanwms. - M.: ['occranmapt Poccun, 2000.0

I'OCT P 51275-2006 3amwmra unpopmanmu. OObekThl uHHPOpMaTuzaimu DakTopsl,
BO3JecTBYOMKE Ha nHopmanuio. O0ure nonoxenus. —M.:Pocrexperynuposanue, 2006.
I'OCT P 56093-2014 3ammra napopmanuu. ABTOMaTU3MPOBAHHBIE CUCTEMBI B 3aIIUIIIEHHOM
ucnoiHeHuu. CpezactBa OOHAPYXKEHHS MPEJHAMEPEHHBIX CHJIOBBIX AJIEKTPOMAarHUTHBIX
Bo3zeicTBuil. O0mue TpeboBanus. Poccranga 2014.

I'OCT P 56103-2014 3anuta naHGopmManuu. ABTOMaTHU3UPOBAHHBIC CUCTEMBI B 3aAIUIIICHHOM
ucrnoiHeHuu. OpraHuzanys U cojepXaHue pad Mo 3alMTe OT MPeAHAMEPEHHBIX CHIIOBBIX
3JIEKTPOMArHUTHBIX Bo3AecTBUiA. O0mue monoxenus. Poccranmapt, 2014.

I'OCT P 56115-2014 3amura napopmanuu. ABTOMaTU3MPOBAHHBIE CUCTEMBI B 3aIIUIIIEHHOM
ucnonHeHuu. CpeAcTBa 3allMThl OT INPEAHAMEPEHHBIX CUJIOBBIX AJIEKTPOMAarHUTHBIX
Bo3zelicTBuil. O0mue TpedoBanus. Poccranmapr, 2014.



Ilepeyenb yueOHO-MeTOAUYECKOTr0 O0ecleYeHUsI CAMOCTOSITeIbHON PadoThl 00yYaKOIMXCS
M0 TUCIUNIHHE

1. Meroauyeckre yKazaHWsi IO OpTaHU3AIMH CaMOCTOSITCIBHONH pPabOThI CTYIEHTOB IO
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