
Discipline annotation

Discipline name Основы управления информационной 
безопасностью / Fundamentals of information security 
management

Summary Prerequisites and main directions of management 
development in the field of information security.
International organizations in the field of information 
security.
Creation of an information security management system at 
the enterprise.
Fundamentals of building information security policy at the 
enterprise.
Enterprise information technology security.
Department of information security of the enterprise and 
work with personnel.
Provision of services in the field of information security.
Information security management at the level of major 
information system providers.
Management of information security at the state level.

Learning outcomes of the 
discipline

- organizes all activities to audit the security of an 
informatization object in accordance with regulatory 
documents
- performs all activities to audit the security of an 
informatization object in accordance with regulatory 
documents
- draws up and uses current regulatory and methodological 
documents governing the activities of information security at
the enterprise
- forms all components of the information security policy of 
the protected object as a technical specialist

Workload, c. u. 5c. u.
Reporting Forms Graded credit - 8th semester

List of essential and supplementary literature necessary for mastering the discipline
Essential literature 1. Grishina N. V. Organization of a complex information 

security system. - M.: Helios ARV, 2012. - 256 p.
2. Zapechinkov S. V., Miloslavskaya N. G., Tolstoy A. I., 
Ushakov D.V. Information security of open systems. Vol.1. 
Security threats, vulnerabilities, attacks, approaches to 
protection. - M.: Goryachaya linia-Telecom, 2012. - 535 p.

Supplementary literature 1. Zhuk A. P., Zhuk E. P., Lepeshkin O. M., Timoshkin A. I. 
Information security: textbook / A. P. Zhuk, E. P. Zhuk, O. 
M. Lepeshkin, A. I. Timoshkin. - 3rd ed. - Moscow: RIOR: 
INFRA-M, 2021. -400 p. - (Higher education). — DOI: 
https://doi.org/10.12737/1759-3.
2. Astakhov, A. M. The Art of Information Risk 
Management [Electronic source] / A. M. Astakhov. - M.: 
DMK Press, 2010. - 312 p. - ISBN 978-5-94074-574-7. - 
URL: http://biblioclub.ru/index.php?page=book&id=86481
3. Anisimov, A. A. Management in the field of information 
security [Electronic source] / A. A. Anisimov. - M.: Internet 
University of Information Technologies, 2009. - 176 p. - 
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