
Discipline annotation
Discipline name Аттестация объектов информационной безопасности /

Certification of information security objects
Summary Basic concepts and definitions of the studied discipline. 

Fundamentals of the organizational structure of the 
information security certification system. 
Organizational structure of the system for certification of 
information security tools and certification of informatization
objects according to information security requirements.
The procedure for certification of information security tools 
and certification of informatization objects. Methods of 
certification tests of informatization objects. 
Methods for assessing the security of information from 
leakage through technical channels. 
Methods of certification tests of the system of protection 
against unauthorized access. 
Development of documents for certification of 
informatization objects

Learning outcomes of the 
discipline

- manages the protection of information at information 
security facilities in full
- conducts an audit of information security at information 
security facilities in full

Workload, c. u. 3 c. u.
Reporting Forms Graded - 5th semester

List of essential and supplementary literature necessary for mastering the discipline
Essential literature 1. Melnikov, V. P. Information security and information 

protection: study guide for universities / V. P. Melnikov, S. 
A. Kleimenov, A. M. Petrakov; ed. by S. A. Kleymenova. - 
6th ed., reprint. - Moscow: Academia, 2012. - 336 p.: ill., tab. 
- (Higher professional education. Informatics and computer 
technology). - Stamp: approved by AMA. - Bibliography: p. 
327-328. - 1500 copies. - ISBN 978-5-7695-9222-5.
2. Shangin, Vladimir Fedorovich. Information security of 
computer systems and networks: study guide for universities /
V. F. Shangin. - Moscow: Forum: Infra-M, 2013. - 415 p.: ill.
; 22. - (Professional education). - Stamp: recommended by 
MA. - ISBN 978-5-8199-0331-5. - ISBN 978-5-16-003132-3.
3. Baranova, E. K. Information security and protection of 
information: study guide for universities / E. K.
Baranova, A.V. Babash. - 2nd ed. - Moscow: RIOR: INFRA-
M, 2014. - 254, p.: ill. ; - (Higher education. Bachelor's 
degree). - ISBN 978-5-369-01218-5.

Supplementary literature 1. Zhuk A. P., Zhuk E. P., Lepeshkin O. M., Timoshkin A. I. 
Information security: textbook / A. P. Zhuk, E. P. Zhuk, O. 
M. Lepeshkin, A. I. Timoshkin. - 3rd ed. - Moscow: RIOR: 
INFRA-M, 2021. - 400 p. - (Higher education). — DOI: 
https://doi.org/10.12737/1759-3
2. Development of a system of technical protection of 
information: textbook [Electronic source] / V. I. 
Averchenkov, M. Yu. Rytov, A. V. Kuvyklin, T. R. Gainulin.
- 2nd ed., reprint. – M.: Flinta, 2011. – 187 p. - ISBN 978-5-
9765-1276-4. - URL:http://biblioclub.ru/index.php?
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