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1. The purpose and objectives of mastering the discipline: 
 
The purpose of mastering the discipline " Artificial Intelligence Ethics and Safety / Этика 

и безопасность искусственного интеллекта " is to form a future specialist in the field of 
training 02.04.01 Mathematics and Computer Science profile " Training Program for Electronic 
Information " aims to provide students with a deep understanding of the ethical and safety 
aspects of developing and applying artificial intelligence (AI) systems. Key objectives include: 

● Understanding AI Ethics: An introduction to the moral and ethical issues that arise in 
the development and use of AI systems, including bias, transparency, and 
accountability. 

● Security Risk Analysis: Investigation of potential security risks associated with AI, such 
as cyberattacks, programming errors, and unintended consequences. 

● Developing Ethical and Safety Problem Solving Skills: Teaching students how to 
prevent and address ethical and safety issues in AI, including developing transparent 
and explainable algorithms, ensuring data security, and minimizing risks. 

● Understanding the Legal and Social Aspects of AI: Exploring the legal framework and 
social implications of AI adoption, including its impact on society and culture. 

● Developing critical thinking skills: Developing skills for critical analysis and evaluation 
of the ethical and safety aspects of AI to make informed decisions in professional 
activities. 

 
 

2. The place of the discipline in the structure of the educational program 
 
The course "Artificial Intelligence Ethics and Safety / Этика и безопасность искусственного 
интеллекта " is part of the elective courses (modules) developed by the participants in the 
educational relationship. It is completed in the second semester. 

 
3. A list of planned learning outcomes for the discipline, correlated with the planned 
learning outcomes for the educational program 

 

Code, formulation of 
competence 

Code, indicator formulation Planned learning 
outcomes for the 
discipline, characterizing 
the stages of formation of 
competencies, indicators 

UK - 5 
Able to analyze and take 
into account cultural 
diversity in the process of 
intercultural interaction 

ID-1 UK-5 Analyzes and draws 
conclusions on social, ethical, 
scientific and technical issues 
arising in professional activities. 
ID-2 UK-5 Objectively evaluates the 
diversity of cultures and identifies 
their individual characteristics 

is familiar with the basic 
concepts associated with 
ensuring information and 
psychological security of 
the individual, society and 
the state, the concepts of 
information warfare, 
information warfare and the 
forms of their manifestation 
in the modern world 
 

OPK-2.  
Able to create and 

ID-1 OPK-2 Conducts research into 
new mathematical models in the 

Able to use fundamental 
knowledge in the field of 



explore new 
mathematical models in 
the natural sciences, 
improve and develop 
concepts, theories and 
methods 

natural sciences 
ID-1 OPK-2 Develops new and 
improves existing concepts, 
theories and methods 

numerical methods in future 
professional activities. 
Possesses skills in using 
numerical methods to solve 
professional problems. 

PC- 8 
Capable of participating 
in the management of 
projects for the creation 
of information systems 
and software systems at 
various stages of the life 
cycle 

ID-1 PC-8 
Manages the development, 
development and maintenance of 
information systems and software 
systems 
ID-2 PC-8  
Knows and applies software 
development trends in his/her 
professional activities 

analyzes sources and 
provides classification and 
assessment of information 
security threats 

 
4. Volume of the academic discipline (module) and forms of control * 
 

Number of lessons: total: 3 z.e. 1 08 academic hours 
 

OFO, 
in academic hours 

Contact work:  

Lectures 0 
Laboratory work 0 
Practical classes 1 6 
Independent work 92 
Forms of control  
Exam - 
Credit - 
Credit with grade 2nd semester - 
Coursework No 
 
 

* The course (module) involves the use of e-learning and distance learning technologies 
 



5. The content of the discipline, structured by topics (sections) indicating the number of academic hours and types of classes allocated to 
them 
 

No. Section (topic) of the discipline and brief content 
Developed 

competencies, 
indicators 

full-time education Forms of ongoing 
monitoring of 

academic 
performance Contact work of 

students with a 
teacher/of which in the 

form of practical 
training, hours 

Ind
ep
en
de
nt 
wo
rk, 
ho
urs 

Le
ctu
res 

Prac
tical 
clas
ses 

La
bo
rat
or
y 
w
or
k 

1 Artificial intelligence (AI) as a fundamental science and technology for 
complex technological solutions. Philosophy and the development of AI 
ethics. Consciousness and the moral status of AI. 
Artificial intelligence (AI) as a fundamental science and technology for 
complex technological solutions. Philosophy and the development of AI 
ethics. Consciousness and the moral status of AI. 

ID-1 U K- 5 
ID-2 U K- 5 
ID-1 OPK- 2 
ID-2 OPK- 2 
ID-1 PC- 8 
ID-2 PC- 8 

 2.0  1 0 
,0 

Interview 

2 Ethical issues surrounding AI-facilitated discrimination. 
Ethical issues surrounding AI-facilitated discrimination. 

ID-1 U K- 5 
ID-2 U K- 5 
ID-1 OPK- 2 
ID-2 OPK- 2 
ID-1 PC- 8 
ID-2 PC- 8 

 2.0  1 0 
,0 

Interview 



3 AI-Based Data Protection and Privacy 
AI-Based Data Protection and Privacy 

ID-1 U K- 5 
ID-2 U K- 5 
ID-1 OPK- 2 
ID-2 OPK- 2 
ID-1 PC- 8 
ID-2 PC- 8 

 2.0  1 0 
,0 

Interview 

4 Creating and using ethical and socially acceptable AI in the modern 
world. 
Creating and using ethical and socially acceptable AI in the modern world. 

ID-1 U K- 5 
ID-2 U K- 5 
ID-1 OPK- 2 
ID-2 OPK- 2 
ID-1 PC- 8 
ID-2 PC- 8 

 2.0  1 0 
,0 

Interview 

5 The main risks and negative consequences that can be eliminated or 
minimized through the application of ethical practices in the field of 
AI. 
The main risks and negative consequences that can be eliminated or 
minimized through the application of ethical practices in the field of AI. 

ID-1 U K- 5 
ID-2 U K- 5 
ID-1 OPK- 2 
ID-2 OPK- 2 
ID-1 PC- 8 
ID-2 PC- 8 

 2.0  1 0 
,0 

Interview 

6 Developing ethical instruments and soft law documents in the field of 
AI, taking into account national interests. 
Developing ethical instruments and soft law documents in the field of AI, 
taking into account national interests. 

ID-1 U K- 5 
ID-2 U K- 5 
ID-1 OPK- 2 
ID-2 OPK- 2 
ID-1 PC- 8 
ID-2 PC- 8 

 2.0  1 0 
,0 

Interview 

7 The relationship between ethics in the field of AI and the philosophy of 
technology, technoscience and technoethics . 
The relationship between ethics in the field of AI and the philosophy of 
technology, technoscience and technoethics . 

ID-1 U K- 5 
ID-2 U K- 5 
ID-1 OPK- 2 
ID-2 OPK- 2 
ID-1 PC- 8 
ID-2 PC- 8 

 2.0  1 0 
,0 

Interview 



8 Discriminatory use of AI in law enforcement . 
Discriminatory use of AI in law enforcement. 

ID-1 U K- 5 
ID-2 U K- 5 
ID-1 OPK- 2 
ID-2 OPK- 2 
ID-1 PC- 8 
ID-2 PC- 8 

 2.0  1 0 
,0 

Interview 

9 Measures to combat unfair/unlawful discrimination related to AI. 
Measures to combat unfair/unlawful discrimination related to AI. 

ID-1 U K- 5 
ID-2 U K- 5 
ID-1 OPK- 2 
ID-2 OPK- 2 
ID-1 PC- 8 
ID-2 PC- 8 

   1 2 
,0 

Interview 

 TOTAL for 2nd semester   1 6 .0  92 .0  

 
 
 



6. Fund of assessment tools for the discipline (module) 
The assessment toolkit (AST) for a course (module) is based on a list of mastered 

competencies with associated indicators. The AST provides objective monitoring of the 
achievement of planned learning outcomes. The AST includes: 

- description of indicators and criteria for assessing competencies at various stages of 
their formation, description of assessment scales; 

- methodological materials that define the procedures for assessing knowledge, skills, 
abilities and (or) work experience that characterize the stages of competencies formation 
(included in the methodological guidelines for those types of work that are provided for by the 
curriculum and provide for the assessment of the development of competencies); 

- standard assessment tools necessary for assessing knowledge, skills and the level of 
development of competencies. 

FOS is an appendix to this discipline (module) program. 
 

7. Methodological guidelines for students on mastering the discipline 
When starting work, each student should take into account the following provisions. 
The discipline is structured on a thematic principle, with each topic representing a logically 

complete section. 
Practical classes are conducted with the aim of consolidating the acquired information and 

acquiring skills for its application in solving practical problems in the relevant subject area . 
Students' independent work is aimed at independent study of additional material, 

preparation for practical classes, and completion of all types of independent work. 
To successfully master the discipline, it is necessary to complete all types of independent 

work using the recommended sources of information. 
 

8. Educational, methodological and informational support of the discipline 
8.1. List of basic and additional literature required for mastering the discipline 
8.1.1. List of main literature: 
1. Gasparyan , D. E. Applied Problems of Implementing the Ethics of Artificial 

Intelligence in Russia. Industry Analysis and the Judicial System: Monograph / D. E. Gasparyan 
, E. M. Styrin ; Nat. Research University "Higher School of Economics". - 2nd ed. - Moscow: 
Publishing House of the Higher School of Economics, 2021. - 112 p. - ISBN 978-5-7598-2242-
4. - Text: electronic. - URL: https://znanium.com/catalog/product/1910949 (accessed: 
11/16/2024). 

2. New Laws of Robotics. Regulatory Landscape. Global Experience in Regulating 
Robotics and Artificial Intelligence Technologies / V.V. Bakumenko, A.D. Volynets, A.V. 
Neznamov [et al.]; edited by A.V. Neznamov. — Moscow: Infotropic Media , 2018. — 220 p. — 
ISBN 978-5-9998-0324-5. — Text: electronic // Lan: electronic library system. — URL: 
https://e.lanbook.com/book/138977 (accessed: 11/16/2024). 

 
8.1.2. List of additional literature : 

1. Legal regulation of artificial intelligence, robots and robotics objects as a condition 
for the formation of economic leadership in Russia: monograph / G. F. Ruchkina, M. V. 
Demchenko, A. V. Popova [et al.]; edited by G. F. Ruchkina. - Moscow: Prometheus, 2021. - 
350 p. - ISBN 978-5-00172-197-0. - Text: electronic. - URL: 
https://znanium.com/catalog/product/1851280 (accessed: 11/16/2024). 

2. Artificial Intelligence Systems: A Tutorial / N. V. Zamyatin - 2018. 244 p. 
[Electronic resource]: - Access mode: https://edu.tusur.ru/publications/7269 (accessed: 
11/17/2024). 
  

8.2. List of educational and methodological support for independent work of students in the 
discipline 



1. Guidelines for organizing independent student work in the discipline "Ethics and Security 
of Artificial Intelligence." Stavropol: SKFU, 2026 . 

2. Guidelines for practical classes in the discipline "Ethics and safety of artificial 
intelligence". Stavropol: SKFU, 2026 . 

 
8.3. List of resources of the information and telecommunications network "Internet" 

necessary for mastering the discipline 
www.biblioclub.ru - Electronic library system "University Library Online" 
www.eLibrary.ru - Scientific Electronic Library 
IPRbooks Electronic Library System 

 
9. List of information technologies used in the implementation of the educational 

process in the discipline, including a list of software and information reference systems 
Lectures utilize computer technology and multimedia presentations. During practical 

classes, students present reports on work they complete independently or in teams using 
computer technology and internet technologies. 

Information reference systems: 
Information and reference and information and legal systems used in the study of the 

discipline: 
 

1 https://www.garant.ru/  
 

2 http://www.consultant.ru/  
 

 
Software: 
1 Alt Workstation 10 
2 Alt Workstation K 
3 Alt "Server" 
4 Office suite - P7-Office 

 
10. Description of the material and technical base necessary for the implementation 

of the educational process in the discipline 
Practical 
classes 

A classroom for conducting classes, equipped with multimedia equipment and 
technical teaching aids. 

Independent work A room for independent student work equipped with computers and the ability 
to connect to the Internet and access the university's electronic information and 
educational environment. 
 

 
11. Features of mastering the discipline (module) by persons with disabilities 

Students with disabilities are provided with special textbooks, teaching aids and didactic 
materials, special technical teaching aids for collective and individual use, the services of an 
assistant (helper) who provides students with the necessary technical assistance, as well as the 
services of sign language interpreters and tactile sign language interpreters . 

The acquisition of a discipline (module) by students with disabilities can be organized 
jointly with other students, as well as in separate groups. 

The acquisition of a discipline (module) by students with disabilities is carried out taking 
into account the characteristics of psychophysical development, individual capabilities and 
health status. 

In order to ensure accessibility of higher education under the educational program for 
individuals with disabilities, the following is provided when mastering a discipline (module): 

https://www.garant.ru/
http://www.consultant.ru/


1) for persons with visual impairments: 
- the presence of an assistant who provides the student with the necessary technical 

assistance, taking into account individual characteristics (helps to take up a workstation, move 
around, read and complete assignments, including taking down dictation), 

- written assignments, as well as instructions on how to complete them, are written in large 
print, 

- special textbooks, teaching aids and didactic materials (with large print or audio files), 
- individual uniform illumination of at least 300 lux, 
- if necessary, the student is provided with a magnifying device to complete the 

assignment; 
2) for persons with hearing impairments: 
- the presence of an assistant who provides the student with the necessary technical 

assistance, taking into account individual characteristics (helps to take up a workstation, move 
around, read and complete assignments, including taking down dictation), 

- the availability of sound amplification equipment for collective use is ensured; if 
necessary, the student is provided with sound amplification equipment for individual use; 

- is provided with appropriate sound means for reproducing information; 
3) for persons with disabilities who have musculoskeletal disorders (including severe 

impairments of the motor functions of the upper limbs or the absence of upper limbs): 
- written assignments are completed on a computer with specialized software or dictated to 

an assistant; 
- at the student’s request, assignments can be completed orally. 

 
12. Features of the implementation of the discipline using distance learning 

technologies and e-learning 
According to Part 1 of Article 16 of Federal Law No. 273-FZ of December 29, 2012, "On 

Education in the Russian Federation," e-learning is defined as the organization of educational 
activities using information contained in databases and used in the implementation of educational 
programs, as well as information technologies, technical means, and information and 
telecommunications networks that facilitate the transmission of said information over 
communication lines, as well as interaction between students and teaching staff. Distance 
learning technologies are educational technologies implemented primarily using information and 
telecommunications networks through indirect (remote) interaction between students and 
teaching staff. 

The course may be delivered using distance learning technologies and e-learning, in 
whole or in part. The components of the course's teaching and methodological kit (the course 
curriculum, assessment and methodological materials, and assessment forms) implemented using 
distance learning technologies and e-learning contain instructions for their use. 

When organizing educational activities using distance learning technologies and e-
learning, asynchronous and synchronous methods of interaction between participants in 
educational relations may be provided through the Internet information and telecommunications 
network. 

When using distance learning technologies and e-learning, the curriculum for the 
discipline shall indicate: methods of interaction between participants in educational relations via 
the Internet (videoconferencing, electronic testing); links to the SKFU electronic information and 
educational environment, to educational platforms and resources of other organizations that are 
openly accessible via the Internet; for synchronous learning - the time of online classes and 
teachers; for asynchronous learning - the authors of online courses. 

When organizing midterm assessments using distance learning technologies and e-
learning, the Methodological Recommendations for the Use of Technical Means Ensuring the 
Objectivity of Results during Midterm and State Final Assessments for Higher Education 
Programs—Bachelor's Degree Programs, Specialist Programs, and Master's Degree Programs 



Using Distance Learning Technologies—are used (Letter of the Ministry of Education and 
Science of Russia dated December 7, 2020, No. MN-19/1573-AN "On the Submission of 
Methodological Recommendations"). 

The implementation of the discipline with the use of e-learning and distance learning 
technologies is carried out using the electronic information and educational environment of 
SKFU, to which students have access via the information and telecommunications network 
"Internet", or using the resources of other organizations, including platforms that provide 
services for video conferencing, online meetings and distance learning (MTS- Link ), as well as 
using the capabilities of social networks for communication between students and teachers. 

The educational and methodological support for a discipline implemented using e-
learning and distance learning technologies includes a work program, educational and 
methodological manuals or a course of lectures, methodological instructions for the 
implementation of various types of educational activities of students provided for by the 
discipline, and other educational and methodological materials posted in the information and 
educational environment of SKFU, presented in electronic form. 
 
 


