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BBenenue
be3zonacHOCTh OnepanmoOHHBIX CUCTEM — ATO KOMIUIEKC MEP U MEXaHU3MOB,

HarnpaJieHHbIX Ha 3aiuTy OC OT HECAaHKIIMOHUPOBAHHOTO JOCTYIIA, BPEAOHOCHOTO
BO3JIEUCTBUSI W JPYIMX YIPO3, CHOCOOHBIX HApyIIUTh €€ IIeJIOCTHOCTD,
KOH(HICHIIMATIBHOCTh U JIOCTYITHOCTb.

OmnepalmoHHBIE CUCTEMBI MTPAIOT KIIFOYEBYIO POJbh B (HYHKIIMOHUPOBAHUHU
COBPEMEHHBIX BBIYMCIUTEIBHBIX CHUCTEM, YIPABIIAS PECYpCaMH, IPOLIECCaMU H
JAHHBIMH. B CBSI3W C 3TUM HUX YA3BUMOCTH MOTYT MPUBECTH K CEPbE3HBIM
MOCJIC/ICTBUSIM, BKJItOUas yTEUYKy HWHGOpMAIMK, OTKa3 B OOCITY>KUBaHUU U
KommpomeTaruio Bcert I T-undpactpyKTypsl.

Hcropuueckn Bompockl OezonacHocTd OC cTand akTUBHO HM3y4daTbCsd C
pa3BUTHEM MHOTONOJIB30BATEIIbCKUX M CETEBBIX CHUCTEM, KOI/Ja BO3HUKIIA
HEOOXOJMMOCTh pa3rpaHUuCHUs] TMPaB JIOCTyNa M 3allUThl JAHHBIX Pa3HbBIX
MoJIb30BaTeNie. 3HAUUTENbHBIA BKJIAJ B ATy OOJACTh BHECIM HUCCIEAOBAaHUS B
o0nacTu KpunTorpaduu, KOHTPOJIS A0CTya U MOHUTOPUHTA YTPO3.

JlaHHBIN Kypc J1aOOpaTOpPHBIX pabOT BKIIIOYAET JIBEHAAIATh MPAKTHUYECKUX
3aIaHUI, HAMpPaBJICHHBIX HA HW3YYEHHE MEXAHU3MOB 3alUTHl ONEPALUOHHBIX
CHUCTEM, aHalu3 YSI3BUMOCTEH W METOJOB HMX yCTpaHEHHs. YueOHOoe mocobmue
NpEeIHAa3HAYeHO [JIsl CTYJIEHTOB, oOydaroumuxcss no cnenuanbHoctd 10.05.03
«MadpopmanonHas 06€30MacHOCTh aBTOMATHU3UPOBAHHBIX CHUCTEM», U TMPU3BAHO
chopMupoBaTh y HUX HaBbIKM oOecreueHus Oe3omacHocTH OC B peanbHBIX

YCIIOBUSAX.



Jlaboparopnasi pa6ora Nel 3anyck u koHpurypuposanue OC
Hean padorsl: u3yyeHue padoThl ¢ GU3NUECKUMHU U JIOTHYECKUMU
pasnenamu AcKa; mpruoOpeTeHre HaBbIKOB HacTporku OC.

1.1 PaGouee 3axanue
1. CkauaTh U YCTAaHOBHUTh BUPTyaJIbHYIO MamuHy Sun wiu VmWare.
. BeiOpate nuctpuOyTuB LiNUX 1 yCTaHOBHUTH Ha BUPTYAJIBHYIO MAIIIHHY .

w N

. YcranoButs WIiNdOWS Ha BUPTyalIbHYIO MAIIIMHY.

N

. B xaxmoit OC caenatb snapshot Nel (meponadanbhblii cHumok OC).

o1

. I[IponzBectn B kaxaod OC B BUpPTyaJdpHOM MAallMHE HAcTpouky: [
HACTPOUTH CETh, 0OHOBUTH PEMO3UTOPUN/UCTOYHUKH JaHHBIX; [ ckauath
U YCTaHOBUTH LIPUQTHI, TEMBbI, CMEHUTH oopmieHue; [ ycTaHOBUTH B

Linux mporpammer midnight commander, nano, gedit; O ycraHoBUTH B
Windows TeKCTOBOM pelakTop C IBETHOM MOACBETKOM.

6. B xaxmoil BUpTyanbHOW MaiuHe caenath Snapshot Ne2 (cammox OC
Ne2).

7. BoccranoButh 1o snapshot Nel cocrossame OC. 8. BoccTaHOBHTH 1O
snapshot Ne2 cocrostaue OC.

1.2 Meroauveckue yKa3aHus K BbINIOJHECHUIO JJA00PATOPHOH padoThl
Ycranouts OC MOXKHO:

a) Ha BUPTYaJIbHYIO MAIlIMHY: BEIOUpaeTcs u ycraHariuBaercs B Windows
BHUPTYyaJIbHAsI MaIlIMHA. 3aTEM CO3/1aeTCsl HOBasi MalllMHA U B KadecTBe oopaza OC
craButcs BeiOpannas OC: daiin Buma *.iso;

0) Ha pa3Jen )KeCTKOro JIMCKa: Mpu pa3OueHuu pas3aesioB MOKHO
UCIIOJIb30BaTh BCTpoeHHBIe cpeacTBa Windows (mpaBas kinaBuiia «Komnvromepy
- «Vnpaenenue ouckamuy). inu nporpamma Partition Magic, Acronis disk
director suite. ITocne co3manus pasjaena Haao0 [epe3arpy3uThCs U B HaYaIe
3arpy3Ku yJIepKUBaTh Ha)KaTon KimaBuiy «Deletey — aro0Osl 3akitu B BIOS u
BBICTAaBUTH NTepBUYHOM 3arpy3koit CD (ecnu mnanupyercs ycranoka ¢ CD-
nucka) win USB (ecrmu rutanupyetcs ycrtanoBka ¢ flash). TTocie coxpanenust
n3MeHenni 1 Beixona n3 BIOS HaunHaeT CUUTHIBATHCSI CMEHHBIM HOCHUTEIL U
HAYMHACTCS YCTAaHOBKA.

B mporecce ycTaHOBKH CTYIEHTY IS BXOJIa B CHCTEMY HY)KHO TPHIyMaTh
JoruH (haMunusi_ums), apoib U BBIOpaTh 00O0JIOUKY.

3adukcupyiiTe, KakuM 00pa3oM y Bac MIPOU3O0IIIO Pa3/IeSICHUE TUCKOBOTO
MPOCTPAHCTBABBI B KaX10i 13 ycTaHOBIeHHBIX OC.

1.3 Cnincok KOHTPOJIbHBIX BONIPOCOB



1 Kakue manku HaxosATCsl B KOPHEBOM pasjiesie, YTO B HUX

conepxkutcs? 2 Uro takoe swap?

3 Kaxkue ¢aitinoBbie cucTEMBI BB 33ICHICTBOBAIIN MPU YCTAHOBKE Pa3HBIX
TUCTPUOYTUBOB M HA KaKUX paszieax, Kakoe pa30ueHHe TMCKOB BbI MPOW3BEITN?

JlaGopaTopHasi padora Ne2. Ynpasienue npoueccamu. M3yuenue
padoThl CUCTEMHBIX PYHKIMHA
ean padoThi: MpuoOpeTeHNE HABBIKOB PabOTHI C MPOIIECCaMHU.

2.1 PabGouee 3aganne

BBIMOTHUTE 3a/1aHUs 110 YIPABICHHIO MTpoIieccaMu B LiNuX:

1)  3Banyctutrh wurpy u (QaiyioBelii MeHemkep. I[lepeHa3HauuTh MM
IPUOPUTETHI. 3aBEPIINTh BCE BBIIIIEHA3BAHHBIE MPOICCCHI B OJHON KOHCOJIBHOM
CTpOKE.

2)  OTKpBITh BTOPYIO M TPEThIO KOHCOJIb M3 IEPBOrO TEpMHUHAJIA.
3aKpBITH IEPBYIO M TPETHIO KOHCOJIM U3 BTOPOTO TEPMHUHAIA.

3)  BeiBecTu HHGOPMAIIHIO O COCTOSIHUH ITPOIieccoB. OTPHIBLTPOBATH 1O
COCTOSIHUIO, TIEPEBECTH U3 OJJHOTO pexrMa B Apyrou (ps, pstree, top, bg, fg).

4)  Ha3uHauuTh IPHOPUTETHI 3aITyCKAEMBIM 3a7a4aM B (DOHOBOM PEXKHME,
U3MEHHUTDH IPUOPUTETHI 3aMyIIEHHBIX MpolieccoB (NiCe, renice).

2.2 MeToanuecKue yYKa3aHUs K BbINOJHEHUIO JIa00PATOPHOM PadoThI
Bce 3anmynieHHbIe ponecchl UMEIOT YHUKanbHble HoMepa - PID. Komanasr
Linux, HeoOxomumbIie st MoHUTOpUHTa paboThl OC (BCe MOKa3aHUs BBIBOASATCS
Ha DKpaH B PealbHOM BPEMEHH, a YHCIIO MOCJIe KOMaHIbl O3HAYAET HHTEPBa
MEX Iy BBIBOJOM UH(OpMAIUN):
— top - undopmamnms B peaqTbHOM BPEMEHH O Tpoleccax, MoTpedieHue
O3Y;
— PS — IIOKa3aTh BCE MPOLIECCHI;
— PS aux - moKasaTth BCE 3arpyKeHHBIE MTPOIIECCHI;
— echo $$ - nokaszares PID o6onouku;
— fuser -va 22/tcp - mokasars PID nporecca, ucnon3yroriuii mopt 22;
— fuser -va /home - mokaseiBaeT PID mporiecca, UMEIOIEro I0CTyl K
/home;
— lIsof /home - crimcok mporiecchl, KOTOpbIEe UCTTONB3YIOT /home;
— kill 1234 - «3aBepmuTh» mporecc ¢ PID 1234,
— killall <umsi_nporpamMmbr> - «yOHUTE)» MPOIECCHI IO UMEHU TIPOTPaMMBEI;
— nice u renice — Ha3HAYCHUE U TIepEeHa3HaYCHUE IPHOPHUTETOB MPOIIECCaM.
— pS axu | grep test - Bce mpoliecchl, 3aMyIIeHHbIC OT MOJIb30BaTelIs test.
B03MOXHOCTB /17151 IOJTB30BATEINS 3a/1aBaTh 3HAUYCHUE IPUOPUTETA €TI0



COOCTBEHHBIX MPOIECCOB ONMPEILISIET OTHOIICHHUE K APYTUM IMOIb30BaATEISAM
CUCTEMBI, BEJIb MPOIIECC - 3TO HAOOP MPaBUJI, KOTOPBIM PYKOBOACTBYETCS TaHHAS
nporpamMma Mpu UCTIOIb30BaHUU BBIJIEIIEHHOTO MPOIIECCOPHOTO BPEMEHH,
naMsITH U PECYPCOB BBOJIa/BbIBOIa. Kax bl mpoiiecc, 3amyIeHHbIi B CUCTEME,
umeeT cBoid ID (PID), mo koTopoMy €ro MOKHO OTCIICKUBATE. SIIpO MO3BOJISIET
coOupaTh HHGOPMAIIUIO O KaXKIOM IpoIlecce, KOTOpasi BKIIOYAET, HO HE
OTrPaHUYUBACTCS:

- cTaTyc npoiecca (paboTaeT, CIUT, 30MOU UJIM OCTAHOBJICH);

- IPUOPHUTET BHITIOIHEHUS MPOIIECCa;

- uHpopManus 00 HCIONB3YEMBIX pecypcax H- BIAJCNeIl Ipolecca; -

CETEBbIC MOPTHI U (DANITBI, OTKPHITHIE TPOLIECCOM U T.JI.

Co3maeM mporiecc Yes B TepMuHaIe, iepeHanpasuB BeiBoa B /dev/null:

yes > /dev/null &
[1] 5997

Bocnonb3yemcsi komaH01, 4TOOBI U3BJICYb HHPOPMAITUIO O TIPOIIECCE:

ps -

FS UID PID PPID C PRI NI ADDR SZWCHANTTY TIME CMD
0S 1000 5830 3283 0 80 0- 6412 wait pts/0  00:00:00 bash
O R 1000 5997 5830 99 80 0- 1757 - pts/0  00:00:09 yes
OR 1000 5998 5830 0 80 0- 2399 - pts/0  00:00:00 ps

N3 710t Tabnuilbl MOKHO y3HaTh, UTO:

F - FLAG: nporuiecc 3amytiieH 6e3 mpuBUJIeTHNA Cyneprob3oBarens. B
MPOTUBHOM CITy4ae, Mbl MOIJIM Obl YBUJIETh YUCIIO 4 Ui cymmy 1 u 4.

S - STATE: niporniecc B HacTositiee Bpemst paboTaeT.

UID - ID nonws3oBaTens, MHUIMAITU3UPOBABILIETO

npotecc.

PID - ID nporecca Harieit komanst yes 5997.

PPID - Parent Process ID. 9to ID poauTtensckoro ajis Haliei KoMaH bl
yes nporiecca. B Hamewm ciaydae ato bash ¢ PID 5830.

C - 3arpy3ka npoieccopa, Bbipaxkaetcs B %.

PRI - I[Ipuopurer npoiiecca, 0oJibliiee 3Ha4€HWE 3HAUUT MEHbBIIIUN
MPUOPHUTET.

NI - 3Hauenue nice, KOTOPOE HAXOIUTCS B AuanazoHe ot -20 1o 19.
boubiiee 3HaueHne 03HAYAET MEHBIIUN IPUOPUTET.

[Mpuniun paboThl mIaHupoBIMKa LINUX (1u1s sapa Bepeuu >= 2.6)
BBITECHSIOIINMN, TO €CTh CIIOCOOHOCTB SIAJpa BHIOUPATh CpEU BCeX 3aJaHuil TO,
KOTOpOE€ UMEET HauBbICIINM npuoputet. Jlanee, sapo JeNUT CIUCKU NPUOPUTETA
Ha 3aJla4¥ peaJbHOTO BPEMEHU U T0JIb30BaTENIbCKUE 3aJJaHusl, PAHXKUPYIOIIHECS
ot 1100 u 101-140 cooTBeTcTBeHHO. Jlanee, siApo BhIACIAET 3a/1a4yam ¢ Oosee
BBICOKMM ITPUOPUTETOM OOJIBIITNI KBAaHT BPEMEHH, a 3a]ja4aM C MEHbBIIINUM
IIPUOPUTETOM - MEHBIIMI KBAaHT BPEMEHU, KOTOPBIN B cpetHeM cocTasisieT 200 u
10 MC COOTBETCTBEHHO, T.€. KaXXJ10€ 3aJJaHUE JOIYCKAETCS K BBIIIOJHEHUIO
TOJIBKO, €CJIM Yy HErO OCTaeTcs Kakas-muoo yacTh BpeMeHH. [1o3Tomy MeHbIIHit



OTPE30K BPEMEHH JJIs BHITIOJHEHHS O3HAYAET, YTO MPOLECC MOTyYaeT MEHBIIIE
BPEMEHH B OYEpE/IH BBITIONHEHHS U MMOJTy4aeT MEHbIIe pecypcoB. Korma otpes3ok
BpPEMEHH Ipoliecca 3aKaHINBACTCS, OH TIOMEIIACTCsI B 0YepPEb BHIITOJHEHUS C
UCTEKIIIMM BPEMEHEM: 3aTEM €T0 MPUOPHUTET MEPECUNTHIBACTCS: U OH CHOBA
TIOMEIIAETCS B AKTUBHYIO O4Yepeb BBITOJHEHUS. Ba)KHO TOMHHUTB, 4TO 00€
OuepeIU BBIMOJHEHHUS COJIEPKAT CIIUCKH 3a]1a4, OTCOPTUPOBAHHBIX IO UX
PUOPHUTETY.

YroOBl YCTAaHOBHUTH 3HAUCHHUE NICE HUXKE HYJIS, TPeOYIOTCS MpaBa
Cymepnojib3oBaTeni. B mpoTuBHOM ciiydae OyAeT ycTaHoBIeHO 3HaueHue 0.
Ecnu monpoOoBath 3a1aTh 3HaYeHHe Nice -1 6e3 mpas root:

$ $ nice -n -1 yes > /dev/null &

[1] 5285
nice: cannot set niceness: Permission

denied $ ps -
FS UID PID PPID C PRI NI ADDR SZWCHAN TTY TIME CMD
0S 1000 3383 3380 0 80 0- 6447 wait pts/0  00:00:00 bash
OR 1000 5285 338395 80 0- 1757 - pts/0  00:00:07 yes
OR 1000 5295 3383 0 80 0- 2399 - pts/0  00:00:00 ps

HOBTOMy, LITO61>I 3a4/1aTb 3HAUYCHHUC nice MCHBIIIC O, HGO6X0,Z[I/IMO
3alycKaTh IporpaMMy Kak root wim ucrosib3oBaTh Sudo. # nice -n -1 yes >
/dev/null &

[1] 5537

#ps -
FS UID PID PPID C PRI NI ADDR SZWCHAN TTY TIME CMD
4S 0 5428 3383 0 80 O - 14430 wait pts/0  00:00:00 su
0S 0 5436 5428 1 80 0- 7351 wait pts/0  00:00:00 bash
4R 0 5537 54368779 -1- 1757 - pts/0  00:00:04 yes

4R 0 5538 5436 0 80 0- 2399 - pts/0  00:00:00 ps [TpoOyem
M3MEHHUTH 3HaYCHHE NICE y 3aMyIICHHON MPOTrPaMMBI C TIOMOIILI0 KOMAH/IbI
renice (ectb paboTaroras nmporpamMma Yyes co 3Hadenuem nice 10):

ps -
FS UID PID PPID CPRI NI ADDR SZWCHAN TTY TIME CMD
0S 1000 3383 3380 0 80 0O- 6447 wait pts/0 00:00:00 bash
OR 1000 5645 338399 90 10- 1757 - pts/0 00:00:04 yes
OR 1000 5646 3383 0 80 0- 2399- pts/0 00:00:00 ps

MN3meHnm 3HaveHue nice Ha 15:
renice -n 15 -p 5645
5645 (process ID) old priority 10, new priority 15

ps -l
FS UID PID PPID CPRI NI ADDR SZWCHAN TTY TIME CMD
0S 1000 3383 3380 0 80 0- 6447 wait pts/0  00:00:00 bash
O R 1000 5645 338399 95 15- 1757 - pts/0  00:00:31 yes

O R 1000 5656 3383 0 80 0- 2399 - pts/0  00:00:00 ps



CornacHo IIpaBujIaM, OOBIYHBIN MOJIL30BATEIb MOYKET TOJILKO
YBEIIMYUBATH 3HAYCHHE NICE (YMEHbIIIAs MPHOPHUTET) JIF000ro mporiecca. Eciu
nonpoOoBaTh U3MEHUTH 3HAYCHHUE nice ¢ 15 no 10, IMOJIYYUM CJIEAYIOILEE
cooO1IeHne 00 OIINOKE:

renice -n 10 -p 5645
renice: failed to set priority for 5645 (process ID): Permission denied

KOMaH,ZIa renice rmo3BoJisieT CYIICPIIOJIBb30BATCIIIO U3BMCHATH 3HAYCHHUC nice
npouecccoB JIF00OTr0 MOJIB30BaTENA. JTO JCJIaCTCA C MOMOIIBIO KJIr04a -U.
KOMaHI[a HU3MCHACT 3HAUYCHHUC ITPUOPUTETA BCEX MMPOUCCCOB ITOJIB30BATCIIA HA -
19:

renice -n -19 -u lubos

1000 ID old priority 0, new priority -19.

2.3 CIHCOK KOHTPOJIBHBIX BOIIPOCOB

1 3adem HyXHBI IPUOPUTETHI?
2 Kakune pexxuMbl pabOThI POIIECCOB CYIIECCTBYIOT?

JlaGopaTopHnasi padora Ne3. KomaHabl ynipaBjieHUus1 PO ECCAMMU.
CurnaJjbl, KaHajbl. B3auMoaeicTBUEe NMPOLECCOB CHCTEM

Hean padoThl: pruoOpeTeHNE HABBIKOB PAOOTHI € MPOIIECCAMU U
CUTHaJaMU, KaHaJIaMH.

3.1 Padouee 3aganmne

1. [MpuBectn mpumepsl B Linux paGoter ¢ynkuumii fork(), exec(),
signal(), wait(), jobs, mkfifo, nohup, pipe().

2. Hactpouts rmuranupoBIMK LINUX Ha 3amyck JBYX 3agad o
pacIMCaHHUIO.
3. BBIMOMHUTE 3a1aHuUs 110 yIpaBiieHuo npoiieccamu B Windows:

1)  IIpocmotpers B Windows nepeBo mporieccoB yTuiautoi Tlist.exe.
3aIyCTUTh POUTENLCKUE U JOUepHUE Mpotiecchl. Cenarh COOTBETCTBYOIIUE
BBIBOJIB.

2)  IIpocmotperp B WINOWS CHHCOK YCTaHOBJICHHBIX JIPaiiBepOB

ycrpoiicTs. 3) Pazoopats B Windows paboty yrumuter Msconfig.

3.2 MeToanueckne yKa3aHUA K BBINIOJHEHHUIO JIa00PaTOPHOii padoThI

JIst BBITIOJTHEHMS ITyHKTa 2 pabodero 3aaHus Hajo MOHUMATh, 9TO Cron
— JIEMOH, 3aHMMAFOIINICS IUIAHUPOBAHUEM U BBITIOJTHEHHEM KOMAH]I,
3aIlyCKaeMBIX 110 ONpeIeIeHHBIM IaTaM U B OINpeIe/icHHOe BpeMs. KoMaHIbl,
BBITTOJTHSAEMbBIC TIEPUOMUECKH, YKa3bIBatoTCs B (haiise /etc/crontab (ue uepes
KOMaH;1y CrON, a myTeM BHECCHUs CTPOK B (aiii crontab wim ¢ 28
HCIIOJIb30BaHUEM OJHOMMEHHOM KoMaH el Crontab). Komanael, koTopsie
IOJKHBI OBITH 3aITyIIEHBI JHMIIb OAHAX B, JOOABJISIOTCS IPH IOMOIIH at.



CuHTaKcHC CTPOKH B Crontab: kakmaast komanaa B daiine crontab sannmaer ogny
CTPOKY U COCTOMT U3 IIECTH TOJICH:
MHHYTa Yac JIeHb_Mecsiia MECsIl JICHb HeAeIr KOMaH/Ia

Jlonyctumele 3Hauenus: MuHyTa oT 0 10 59; gac ot 0 1o 23; neHp mecsna
ot 1 10 31; mecsiy ot 1 10 12 (vm OykBBI OT jan 0 dec, HE3aBUCUMO OT
peructpa); AcHb_Heneau ot 0 10 6 (0 3To BOCKpeceHbe WK TPU OYKBBI OT SUn J10
sat).

Ecnm B cOOTBETCTBYIOIIEE TT0JIE TOMECTUTH CUMBOJ *, 3TO OyIeT
COOTBETCTBOBAThH JIIOOOMY BO3MOKHOMY 3HaUCHHUIO. [[71s1 mojielt MOKHO
yKa3bIBaTh JINAIa30HbI 3HAUYCHUH, pa3ACIICHHBIX Je(DHCOM, HAaIPHUMED, BEIBOJ
"Hello World!" B 11:00 B 6,7,8,9 nuu staBapsi, GpeBpais 1 MapTa:

0 11 6-9 1-3 * echo "Hello World!".
A BeiBoA "Hello World!" kaxabiii yeTHBIN yac Kaxka0ro

IIOHCACIIbHUKA.
0 */2 * * mon echo "Hello World!"
I[JISI BBIIIOJIHCHUS 3alaHUs ITYHKTA 3 HGO6XOI[I/IMO cKa4daThb YCTaHOBO‘{HBIP'I
daiin Windbg (Debugging Tools for Windows) o cceuike ¢ caiita Microsoft:
http://msdl.microsoft.com/download/symbols/debuggers/dbg_x86 6.11.1.404.msi

B mpouecce ycTaHOBKH BO3HUKAET OKHO, TIOKa3aHHOE HA pUCYHKE 1.

Welcome to the Debugging
Tools for Windows (x86)
Setup Wizard

The Setup Wizard will allow you to change the way
Debugging Tools for Windows (x86) features are installed on
your computer or even to remove Debugging Tools for
Windows (x86) from your computer. Click Next to continue
or Cancel to exit the Setup Wizard.

[ Next> ‘ Cancel

Pucynox 1 — [IpuHCKpUH NIpH YCTaHOBKE MPOTPAMMHOI0 00€CTIeUeHUS

1) [Tocne ycTaHOBKM MTPOTpaMMHOTO o0OecrieueHus, HE0OOX0IUMO IS
IPOCMOTpA JIepeBa MPOIECCOB BhI3BATh KOMAHIHYIO CTPOKY, HareuaTaTb «Cmady
U HaxaThb KiaBuinry Enter (pucynok 2).



= BeeauTte uma nporpammel, Nanku, A0KyMEHTa MW pecypca
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WHTepHeTa, KoTopble TpeByeTca OTKPbITE.

OTtkpbiTe: ‘ m v/

1‘),\ 310 3dAaHnNe 6yAET CO3A3HC C NpaeaMn agMUHNCTPaTopa

\ 6K Otmena 06z0p...

PucyHoxk 2 — BbI30B KOMaHAHOW CTPOKHU

OtkpeiBaeTcst koMaHaHas ctpoka Windows. Habupaem koMaumy Jutst
Iepexo/ia B TOJIBKO YTO CO3JaHHyI0 qupekTopuio (pucyHok 3): cd “C:\Program
Files\Debugging Tools for Windows (x86) .

Microsoft Windows [Uersion 6.2.92001]
(c?> Kopnopauus Makkpocoor, 2012. Bce npaBa 3auMueHb.

C:\Users\skazka>cd "C:\Program Files\Debugging Tools for Windouws (x86>"

C:\Program Files\Debugging Tools for Windows (x86)>>tlist /t
Pucynok 3 — Ilepexo B CO3aHHYIO JUPEKTOPHUIO

JlepeBo mpoIieccoB MoKasbiBaeTes yTuiauTon «Tlist.exe» mpu kimoue /t.
OO0pa3er BbIBO/Ia KOMaH/ bl TIOKa3aH Ha PUCYHKE 4.

:\Program Files\Debhugging Tools for Windouws (x86>>tlist /t
System Process (0D
Bystem (4)
mss.exe (368>
srss.exe (480>
sininit.exe (548)
services.exe (644>
svuchost.exe (772)
BTStackServer.exe (4152> BTW Stack Server
SppExtCom0Ohj.Exe (6644)
suchost.exe (844>
svuchost.exe (892)
suchost.exe (976>
taskeng.exe (3664)
suchost.exe (1024
igfxCUIService.exe (1096>
suchost.exe (1124)
WUDFHost .exe (1584)
(las - 9

< o
o X

Pucynox 4 — [Ipumep yactu paboThl KOMaH bl

B3anmMooTHOIICHHS TIPOTIecCcOB (nouepHuii-poauTensekuii) Tlist mokaseiBaer
orcrynaMu. MIMeHa mpoiieccoB, poJIUTEIbCKHUE MPOIIECCHl KOTOPHIX HA JAHHBIM
MOMEHT 3aBEpIININCH, BBIPABHUBAIOTCS 10 JIEBOMY Kparo, [IOTOMY YTO
YCTaHOBUTH UX POJICTBEHHBIE CBSI3W HEBO3MOKHO - JIAXKE €CJIH MPOLIECCHI-



npanpeaku eme cymecTByror. Windows coxpaHser uaeHTH(OHUKATOP TOIBKO
POJMTEIHCKOTO TIPOIIecCca, TaK YTO MPOCICIUTh €r0 CO3IaTels Helb3s. UToObI
yOSUTHCS B 3TOM, BBITIOJIHUTE CIICTYIONIUE ONICPAIHH:

a) OTKpOWTE OKHO KOMaHIHO# cTpoku. HaGepute start cmd mist 3amycka
BTOPOI'0 OKHA KOMaHJIHOM CTPOKH, PACIIOJIOKUTE OKHA PSJIOM (PUCYHOK 5);

B Aamunucrpatop: C:\Windows\system32\cmd.exe =

Microsoft Windows [Uersion 6.2.9200]

\Program Files\Dehugging Tools for Windows (x86)>start cmd i(c) Kopnopauusn Maukpocoor, 2012. Bce npasa 3auMueHs.

\Program Files\Debhugging Tools for Windows (x86)>

C:\Program Files\Debugging Tools for Windows (x86)>>

PucyHnok 5 — 3amyck BTOpOro OKHa KOMaHJHOM CTPOKHU

0) otkpoiite mucneryep 3axad (Ctrl+Alt+Del — Tucneryep 3amayv);
B) NIEPEKITIOYUTECH HA BTOPOE OKHO KOMaHJAHOW CTpOKHU. BBenute
«mspainty ms 3amycka Microsoft Paint (pucyHox 6);

Aamurucrpatop: C\Windows\SYSTEM32\cmd

icrosoft Windows [Version 6.2.9200]
C:\Program Files\Dehugging Tools for Windows (x86))start cmd (c) Kopnopauusa Maswkpocoor, 2012. Bce npasa saumueHsl.

C:\Progran Files\Dehugging Tools for Windows (x86)> ‘\Program Files\Dehugging Tools for Windows (x86)>mspaint

Pucynox 6 — 3amyck Bo Bropom okHe Microsoft Paint

F) IICJIKHUTC BTOPOC OKHO KOMaH,Z[HOP'I CTPOKH, BBCIUTC «exity U HAXKMUTE
Enter (pucynoxk 7);
B Aamunuctpartop: C\Windows\system32\cmd.exe =

ﬂlérosoié Windous {ﬁeP31on 6.2.92001

\Progran Files\Debugging Tools for Windows (x86)>start cmd i(c) Kopnopauus Maukpocoor, 2012. Bce npaBa 3aumueHs.

\Progran Files\Debugging Tools for Windows (x86)> IC:\Progran Files\Dehugging Tools for Windows (x86)>mspaint

C:\Program Files\Debugging Tools for Windows (x86)>exit
Pucynok 7 — Beixoa BO BTOpOM OKHE

1) 3aMeThTe, YTO OKHO Paint ocraercs, qaxe HECMOTPS Ha TO, YTO
poauTeabckuii mporece cmd2 3asepinuiics. [lepexitounTech B AUCHIETUED 3a1a4
u oTkpouTe ero Bkianky «lIpouecce». Haiinure 3anmauy «O6padoTInK KOMaH,I
Windowsy, nepekmountech Ha BKIaAKy «I[1oapoOHOCTHY U MIEIKHUTE MPOLIECC
Cmd.exe mpaBoii KHOIIKO# MBIIIH U BEIOEPUTE KOMaHY «3aBEpPIIUTh ACPEBO
MIPOIIECCOBY» (PUCYHOK 8§);



®aiin  Mapamerpol  Bug
Mpoueccer v MpoussoauTensHoCcTL v KypHan npunoxeHuit v AsTo3arpyska Monbsosatenu | MoapoBHocTh | Coyx6er
Wmsa WAn.. CocrosHue Wma nonez... Urn Mamare (4.. Onucavne

€ chrome.exe 3160 Beinonwaerca skazka 00 16060K Google Chrome
| B3 cmd.exe " “?" 420K O6paborunk komang Windows

B conhost.exe 1 HATL SRR 924K OkHo koHconm y3na

[ esrss.exe 1 33“‘?""""’ Epeso.nporieccon 924K [Mpouecc MCNONHEHNA KIMEHT-CEPBEP

[ csrss.exe 3aaats npuopwTeT » 1376 K [Mpouecc ucnonHeHNs KAMEHT-CEpBep

@ dasHost.exe B2 pATE OACTE0 136K Device Association Framework Provider Host
=" DisplayLinkManager.... 768K DisplayLinkManager Application

[ DisplayLinkUserAge... AHaNU3 LENOYKN 0XKMA3HNA 224K  DisplaylLinkUserAgent Application

&) downloader2.exe BupTtyanuzauns UAC 1220K RealDownloader

[ dwm.exe Cosaats daiin gamna 11832K  [ucnetyep okoH pabouero ctona

o explorer.exe 36996 K MMposoanuk

{25 GoogleCrashHandler... OrkpuiTs pacnonoxenie paiina 144K Google Crash Handler

[ HeciServer.exe Mouck & WHTeprete 160K Intel(R) Capability Licensing Service Interface
[=1HPSupportSolutions... Ceoiictea 1284K HP Support Selutions Framework Service

[ 1AStorDataMgrSve.exe Mepeitti k cyxBam 24 820K |AStorDataSvc

@lAStorlcon.exe S HETCN SKazKe oo 1160K IAStorlcon

Pucynok 8 — OtcnexxuBanue mnpoiecca

e) B okHe «IIpenynpexaeHue gucneryepa 3aaau» (PUCYHOK 9) MIEIKHUTE
«3aBepLuTh AEPEBO IpoleccoBy». Tenepb n NepBoe OKHO KOMaHIHOM CTPOKH
HCYE3HET, HO BBI MO-TIPSKHEMY CMOKETe HAOI0AaTh OKHO Paint, Tak kak oHO
ABJISIETCS] BHYKOM MEPBOTO M3 3aBEPLIEHHBIX MpoLeccoB «KoMaHIHOM CTPOKM».
A TIOCKOJIBKY BTOPOH (poauTenbCKuil mporece i Paint, T.e. cmd2) toxe
3aBEPILEH, CBA3b MEXAY POJUTEIEM U BHYKOM MOTEPsHA.

Bbl XOTWTE 3aBEPLUNTL AEPEBO NPOLLECCOB
cmd.exe?

Ecnm ¢ 3Tum AepeBom NpoLEeccoB CBA3aHbI OTKPLITLIE
nporpaMmbl UK NPOLECCHI, OHU ByAyT 3aKpbITbI U Bbl
NOTEPAETE HECOXPAHEHHBIE A3HHbIE. 33BEPLUEHNE
CHUCTEMHOTO MPOLECCa MOXKET NPUBECTN K HECTABMABHOM
paboTe cucTemel. Bl AECTBMTENBHO XOTUTE NPOACIKNTL?

‘ 3aBepLUNTL AEPEBO NPOLIECCOB ‘ Ormena

Pucynoxk 9 — 3aBepiienue nporecca

2) [IpocMOTp yCTaHOBIEHHBIX JPANBEPOB YCTPOUCTB.

BriBecTr CrMCOK yCTaHOBJIEHHBIX ApanBepoB: Ilyck — BeimosHuTs B
MOSIBUBILICHCS] KOMaHIHOM cTpoke HabpaTh MSinfo32. Beioupaem [IporpammHast
cpena — CucrteMHble apaiiBepsl (pucyHok 10).

B 3TOM OKHE BBIBOAUTCSA CIMCOK APAaiiBEPOB, ONIPEACIICHHBIX B PEECTpE, a
TaK)K€ UX TUI U COCTOSTHUE - paboTaeT Ui HeT. [paiiBepbl yCTpONCTB U
ITPOLIECCHI
Windows-cepBrcoB onpeaenstores B pazzaeie peectpa HKLM\SYSTEM\
CurrentControlSet\Services. OnHako oHHM OTJIMYAIOTCS 1O Koay Tuma. Ha
BKJIagKe «CBeIeHUs O CUCTEME» MOKHO HaTH peasibHyr0 nHpopmanuio 06 OC.
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Oaiin [paska Bug Cnpaska

CeeAeHuA 0 cicTeme WA Onucanue Daiin Tun PaGoraer PexaiM 3anycka  CoctoaHm

£ AnnapaHble pecypcel 13940hci 1394 OHCI-coBMecTUMbIii XOcT..  c\windows\s.. Kernel Driver  Ja Manual Running

2 KOMMOHEHTLE 3ware 3ware c\windows\s.. Kernel Driver  Her Manual Stopped

S flpoipamuban cpea acpi Qpaiisep Microsoft ACPI c\windows\s.. Kernel Driver  Jla Boot Running

acpiex Microsoft ACPIEx Driver c\windows\s.. Kernel Driver ~ [la Boot Running

- IEPEMENLiE CoETEY acpipagr Qpaiigep arperatopa npouecc.. c\windows\s.. Kernel Driver  Her Manual Stopped

] Zf:::i ﬁl;::"p'::zz: acpipmi [Qpaiieep yctpoiictea uamepeH...  c\windows\s.. Kernel Driver ~ Her Manual Stopped

. Bnomise MR =2 acpitime [Qpaiiep ACPI Wake Alarm c\windows\s.. Kernel Driver ~ Her Manual Stopped

3arpyKeHHie Moz adp94xx adp94xx c\windows\s.. Kernel Driver  Her Manual Stopped

- Cryx6ei adpahci adpahci c\windows\s.. Kernel Driver ~ Her Manual Stopped

TpyANbI nporpan adpu320 adpu320 c\windows\s.. Kernel Driver ~ Her Manual Stopped

- ABTOMATUNECKH 3arpyKaeMsie NPOrpansl afd [Qpaiigep aononkuTenbHelx ¢y.. c\windows\s.. Kernel Driver  Ja System Running

PeriicTpaLyA OLE agp440 Intel - puALTP WLl AGP c\windows\s.. Kernel Driver  Her Manual Stopped

CoobLenna 06 ownbkax Windows amdagp AMD - gpaiigep GuabTpa WiH.. c\windows\s.. Kernel Driver ~ Her Manual Stopped

amdks AMD K8 gpaiieep npoueccopa  c\windows\s.. Kernel Driver  Her Manual Stopped

amdppm [paiieep npoueccopa AMD c\windows\s.. Kernel Driver ~ Her Manual Stopped

amdsata amdsata c\windows\s.. Kernel Driver ~ Her Manual Stopped

amdsbs amdsbs c\windows\s.. Kernel Driver ~ Her Manual Stopped

amdxata amdxata c\windows\s.. Kernel Driver ~ Her Manual Stopped

appid [Qpaiisep AppID c\windows\s.. Kernel Driver ~ Her Manual Stopped

Pucynok 10 — ITpocMOTp yCTaHOBIIEHHBIX IpaiBEPOB YCTPOMCTB

3) Yrunura Msconfig.
UtoOB! yBUIETH, KAKHE TTPOTPAMMBI HACTPOCHBI HA aBTOMATHUECKHUH 3aITyCK Ha
BallleM KOMITbIOTEpe, 3anmyctute yruuty Msconfig (pucynok 11). Cuenaiite
CaMOCTOSITENIbHOE HCCIIEI0BAHUE, IEPEHACTPOUB HEKOTOPHIE CITY>KOBI.

BseguTe umMa Nporpammbl, Nanku, A0KyMEHTa WK pecypca
WHTepHeTa, koTopble TpebyeTca oTKpbITE.

=]

OtkpbiTe: I 5

@ 370 33a3Hue ByaET CO3A3HO C NPaBaMK 3AMUHICTPATOPa

Sl (o

Pucynok 11 — IIpocMoTp nmporpamMm Ha aBTOMAaTHYECKUM
3aI1yCK

3.3 Cnincok KOHTPOJILHBIX BOIMPOCOB

1 Kakyto nndopmanmro gaet Tlist.exe?
2 Kak MOXHO TPOCMOTPETh CIHCOK YCTAHOBJIEHHBIX JpaiBEpOB
YCTpOMCTB?

JlabopaTopHas padora Ne4. CriocoObl OpraHu3anuy BBOAAa-BbIBO/1A.
IIpou3BoJbHbBII J0CTYN K (paiiny. bubdjmoreka cCTaHIapTHOTO BBOAA-
BbIBO/Ia CHCTEM

Heau padoThi: NproOpeTeHNE HABBIKOB MPU OpraHU3alMK BBO1a-BbIBOJIA.




4.1 Pabouee 3a1aHue

1. B Linux co3maiiTe Karajor coO CBOMM HMEHEM B JUPEKTOPUHU
/home/user/. Bce daiinbl B 3TOM 1abopaTopHOM padOTe AOKHBI HAXOIUTHCS
371ECh.

2. Cosnaiite ¢aiin filel, B koTopelii Hamo 3ammcaTh Bce ajapeca
AJIEKTPOHHOM TMOYTHI, BCTPEUAIOIIHECS B KAKOM-THOO0 Ha BBIOOp cTyneHTa (aiine
u3 qupekTopun /etc. BeiBeaute comepkumMoe ¢aiina Takke ¥ Ha dKpPaH.

3. Co3naiite ¢aiin file2, B koTopwlli BBIBOAATCSA CTPOKU (paiiia
Ivar/log/Xorg.0.log, coxepxamue mnpeaynpexkacHuss ©W  WHGOPMAIUOHHBIC
COOOIIIECHUS.

4. Cosnaiite daiin file3 u3 daiina file2, konupyst u 3ameHsIsT MapKephbl
npeIynpexaeHI 1 HHPOPMAIIMOHHBIX coo0IeHni Ha ciioa «\Warning:» u
«Information:».

S. Haiitu B nupexropuu /etC Bce (aiisbl, KOTOpbIE UMEIOT KaKoe-JIn0o
OJTHO Ha Baml BHIOOp pacIIMpPEHHE, BBIBEAUTE HA JSKpaH ¢aili ¢ pa3HbIMH
aTpuOyTamu (OMLUAMH).

6. BriBeauTe cnmcok mojib3oBatresiell cucteMbl ¢ ykazanuem ux UID,
orcoptupoBaB 1o UID. Csenenuss o monb3oBatTeneil xpaHsrcs B (ailie
letc/passwd. B kaxmoit cTpoke 3Toro Qaiisia mepBoe moje — UuMs MOJb30BaTEIIs,
TpeThe nojie — UID. Pa3nenurens — neoetoune.

1. [ToncumuTaiiTe o01iee KOJUYECTBO CTPOK B (haiisiax, HAXOIAIIUXCS B
nupektopun /var/log/ u umeronux pacmmpenue 0g.

4.2 MeToanuecKue yKa3aHUs K BbIINIOJHEHUIO JIA00PaTOPHOil padoThI

OcnoBHbIM HHTEpPeiicom B OC LinuX sBisieTcss KOHCONBHBIN HHTEpdEHc ¢
TEKCTOBBIM BBOJIOM M BBIBOJIOM JAHHBIX. JTO ONPEAEISAET NOAXO0/ K YIIPABICHUIO
00BEKTaMU OIEPALIMOHHON CUCTEMBI B UX TEKCTOBOM oToOpaskeHuu. Hanpumep,
COCTOSIHUE TTPOIIECCOB 0TOOpakaeTcs B BUJIe HAOOpa TEKCTOBBIX (pailyioB B
niceBno(aitiioBoii cucreme /Proc, CBeJICHUs O COOBITUSAX B CHCTEME XPAHSTCS B
TEKCTOBBIX (haiiiax *KypHajIoB, HACTPOMKHU OTAETbHBIX MMAKETOB B TEKCTOBBIX
KOH(UTYpPALIMOHHBIX (hailyiax. ITO HEOOXOIUMO JJIsl PEIICHUS 3a/1ad yIIpaBIeHUs
OC ocBoeHue UHCTPYMEHTApHUs pabOThI C TEKCTOBBIMU IMOTOKAMHU.

VY moboro mporiecca, Mo YMOJIYaHUI0, BCETIa OTKPBITHI TpH (haiiia — stdin
(cTaHmapTHBIN BBOJI, KJIaBuatypa), Stdout (crangapTHeIM BEIBOJ, 3KpaH) U Stderr
(cTanmapTHBIN BBIBOJ COOOIIEHUI 00 OMIMOKAX HA AKpaH). DT U JIIOObIE Ipyrue
OTKpBITBIE (pailyibl MOTYT ObITh IEpEHaNpaBlieHbl. B JaHHOM cityyae TepMuH
«TepeHanpaBieHue)» 03HavaeT: MOJYyYUTh BBIBOJ U3 (haiiia (KOMaHIbl,
MIPOTpaMMBI, CIICHApHs1) U TIEpeIaTh €ro Ha BXOJ B JIpyroi ¢aiin (KkoMaHay,
mporpammy, ciieHapui). Jleckpuntopsl (haiisioB OTKPHITHIX, IO yModaHuto: 0 =
stdin; 1 = stdout; 2 = stderr. IIpu 3TOM aeiCTBYET ClieayromIee:



1 KOMaH/1a > ¢aiil — mepeHanpaBiieHue CTAaHIapTHOTO BRIBOJIA B (haii,
COZCPKMMOE CYIIECTBYIOMIETO (paiiina ynansercs.

2 KOMaHaa >> Qaill — mepeHanpaBieHHe CTAaHAAPTHOTO BBIBOJIA B
¢aiin, mOTOK JOMKCHIBaeTCs B KOHEI (haiina.

3 komaHaal | komaHma2 — mepeHamnpaBiIeHUE CTAHIAPTHOTO BBIBOJA
nepBol KOMaHABl Ha CTaHIAPTHBIA BBOJ BTOPOM KOMaHIBl = OOpa3oBaHHE
KOHBEWEpa KOMaH/.

4 komanmal $(xkomanma2) — mepegada BeIBOJa KOMaHIBl 2 B KAYECTBE
napaMeTpoB MPH 3aIyCKe KOMaHIBI 1.

B nokymeHTaIuu mo KOMaHaaM TOBOPUTCS, UTO:

SOrt — copTupyeT MOTOK TEKCTa B MOPSIKE YOBIBAHUS HITU BO3PACTAHUS;

uniq — ynaisieT IOBTOPSIOIIMECs CTPOKH U3 OTCOPTUPOBAHHOTO (aiina; cut

— W3BJICKAET OTACIBbHBIC ITOJIS U3 TEKCTOBBIX (haiiiioB (ToJie —
MIOCJIeIOBATEILHOCTH CHMBOJIOB B CTPOKE OT Pa3JeIUTEINs 10

pazaenurtens); head — BBIBOIUT HaYalbHBIC CTPOKH U3 (haiiia Ha

stdout; tail — BeiBoaMT mOCIEAHIE CTPOKH U3 (aitna Ha Stdout; we —

CUMTACT KOJIMYECTBO CJIOB/CTPOK/CUMBOJIOB B (haiiyie WK B MMOTOKE; I

— 3aMEHSIET OJHU CUMBOJIBI Ha pyrue. [ToHOQyHKITMOHATILHBIC

MHOTOIICJICBBIC YTHIIATHI:

grep — MHOTOIIC/ICBas IOMCKOBAs YTHIIUTA, HCIIOJIb3YIOIIast BEIPAKCHUS;

grep pattern [file...] — yrumuTa morcka yuacTkoB TekcTa B daiiie(ax),
COOTBETCTBYIOIUX I1abJIOHY pattern;

Sed — HEMHTEPAKTUBHBIN «ITOTOKOBBIN PEAAKTOP», IPHHUMAET TEKCT JINOO
¢ ycrpotictsa Stdin, 1100 U3 TEKCTOBOTO (haiiiia, BBIMOIHSIET ONEPaIlut HaJl
CTPOKaMH U BBIBOJIUT PE3yJIbTAT Ha ycTpoiicTBo Stdout mim B (haiin. Sed
OIpEIeIISeT 10 33JaHHOMY aJJpeCHOMY IPOCTPAHCTBY, HAJl KAKUMHU CTPOKAMHU
CIICAYET BBITIOJIHUTH ONEPALMU. AJPECHOE IPOCTPAHCTBO CTPOK 337a€TCs JINOO
UX TIOPSIKOBBIMH HOMEpaMH, JIn0o 1radsionom. Hanpumep, komanna 3d 3actaBut
sed ynaiuTh TpeThIo CTPOKY, a koMaHaa /windows/d o3navaer, 4To CTPOKH,
coneprkariue "windows", mosmkHbI ObITH yaaneHsl. Hanboee yacto
UCTIONIB3YIOTCS KOMaH/IbI P — revats (Ha stdout), d — ynanenue u S — 3aMeHa,;

awk — yTHiIuTa KOHTEKCTHOTO MMOMCKa M IPpeo0pa3oBaHus TEKCTa,
WHCTPYMEHT JIJIsl U3BJICUCHUS U/WUITN 00pabOTKH MoJjei (KOJOHOK) B
CTPYKTYpHUpPOBaHHBIX (haiimax. AWK pa3donBaeT Kaxkyto CTPOKY Ha OTACIbHbIC
nojsi. [Tosist - 3TO moceI0BaTeIbHOCTH CUMBOJIOB, OTACICHHBIX APYT OT Apyra
npoOeaamMu, 0 JHAKO, MOYKHO Ha3HAYUTh JPYTrUe CUMBOJIBI B KAUECTBE
pasaenurens nmojiei. AWK aHanmmsupyet u o0padaThIBacT KaXk10€ MoJIe B
OTICIHLHOCTH.

4.3 CnucoK KOHTPOJIbHBIX BOINPOCOB
1 Kakue BapuaHThI BBIBOJA CYLIECTBYIOT?

2 Kakue KoMaH]1bl UICIIOJIB3YIOTCSI JIJIsl TOMCKA U 3aMEHBI Y4aCTKOB TeKCTa?



JlaGopaTopHasi padora NeS. DaiisioBas cucrema. locryn k dgaiinam.
Pab6ora ¢ ¢paitnamu n karajnoramu. U3yuyenne tunos ¢aiision. Ilonck
CHCTEMHBIX )KYPHAJIOB CHCTEM

Heau padoThi: NpuoOpeTeHNE HABBIKOB Pa0OTHI C (haliI0BbIMU
CUCTEMaMHU, C €€ 00bEKTaMU, CMEHOM UX aTpuOyTOB U hopMaTaM BHIBOJA
uH(OpMAIUU IO HUM.

5.1 PaGouee 3aganune

1. BBINOJIHUTG 3aJIaHKs 110 YIPABICHUIO MankamMu u ¢aiiamu B LiNux:

- 3aUTH B MeEHI TepMuHana, «Hactpoukm» - «YmpasieHue
npouiIsiMI», CMEHUTH LBET TEKCTa, (pOoHA, UKOHKY M CTPOKY C Ha3BaHHEM
KOHCOJIM Ha CBOIO (DaMUJINIO, YTOOBI 3TO (PUTypHUPOBAJIO B OTUETE;

- OIIPEENINTD UM TEKYLIETO Karajora. Coznatp B
/home/umsi_Bamero_moJib30BatesIs 2 Manku, NEPEMECTHTh OJIHY TAIKY B IPYTYIO;

- 3amucaTh KajeHJaph TEKYIIEero rojaa, mecsua B (aitnsl year.txt u
month;

- MPOBEPUTH CyllecTBOBaHUE ¢aiioB year.txt u yaer.txt B ganHoi
TAIKe;

- co31ath K (aiiry month Bce BHIIBI CCBLIOK;

- NEPEMMEHOBATh BCE CO3JaHHBIE CCBUIKM M J103alldcaThb WUMS U
damuuio B daiin month;

- YCTPOUTH TOUCK CTPOKH, COJepKaiied uMs U GpamMuinio B (aiimax
NAIKH; - CPABHUTH (DAIIIbI B MANKE;

- co37aTh KAaTaJlOT «OTYECTBO CTYJIEHTa» U MEPEMECTUTh B HETO BCE
(aiiner o Mmacke *.txt;

- 3aiTH B MAaNKy «OTYECTBO CTYJIEHTa» M YIOAIUTh BcEe (ailibl IO
Macke, CoJieprKallie B Ha3BaHUHM CHMBOJI Ha Balll BHIOOP;

- co3aath mycToi Qaitn and.txt. OobenuuuTh year.txt u month, ciauthb
B mycTod (paiis, no3amMcarh CIHCOK IMPOLIECCOB W HCTOPUIO KOMaHA U
IPOCMOTPETH €ro nocTpaHnuHo. Haiitu B Hem 2 kakue-11u0o0 nocie0BaTeIbHOCTH
CUMBOJIOB OJJHOBPEMEHHO Ha Ball BbIOOD;

- IOJICYMTATh KOJIMUECTBO CTPOK B (paite and.txt;

- M3MEHUTH (HA3HAUYUTH Pa3HbIC) MpaBa (JOCTYI, BIAJAEIbIEB, TPYIIIIbI)
Ha Tpu JItoOble OOBbEKTa B Ballled Mamke Ha KaxAbld (aili, coxpaHuB TaOIUILy
NepBOHAYANILHBIX JIOCTYTIA, PaB, TPy B (haitsie prava.txt u 3anucaB mogy4yeHHbIE
IpaBa MoCJie CMEHBI;

- yAAIUTh pabouyro Nanky U Bce OObEKThl B HEH PEKYPCUBHO.

2. B Windows otciieinTh COOBITHSI B CHCTEMHBIX JKypHaJIaX COOBITHH.

5.2 MeToanueckue yKa3aHusi K BbIIIOJTHEHUIO JIa00OPATOPHOM PadoThI
1. Ins pabotsl B Linux ¢ daitnamu n TUpEeKTOPUSIMU €CTh KOMaH/IbI:



pwWd - BEIBOJHT TEKYIIHUil ITyTh;
Is - BeIBomUT cnucok daitioB u katamoroB no mopsaky (Is -1 —

HanOoJIee TOJIHBIN BBIBOJI C aTpUOyTaMU COJIEPKMUMOTO MarKu);

cd - mepexo/] B IOMAITHIO TUPEKTOPHUIO;
cd /home - mepexox B mupekTopuio /home;
cd .. - mepexo/1 Ha YPOBCHb BHIIIIC;
cd - - BO3BpaT B MPEIBIIYIYIO TUPEKTOPUIO;
mkdir O - co3ganue qupekTopun ¢ uMeHeM 0;
rmdir O - ynanenue qupekTopuu ¢ uMeHem 0;
touch 2 — coznanue mycroro (aiina;
cp 1 2 — konupoBanue ¢aiina 1 B 2;
nano 1 (wmm gedit 1) — otkpbiTHe (aiina 1 yepe3 TEKCTOBOTO PelakTopa;
cat 1 - nmoka3zate copepxumoe Qaina 1;
tac 1 - mokazats conepxkumoe (paitna 1 ctpokamu B 00paTHOM MOPSJIKE;
echo «IlpuBeT» — BEIBOIUT Ha 3KpaH coodmienue «[IpuBery;
echo «IlpuBer» > 1 —3ameHa coaepxumoro ¢aiiia 1 crpokoit «IIpuBeT»;
echo «IIpuset» >> 1 — no3amuck B daiin 1 ctpoku «I[Ipusery;

echo «IIpuBer» | tee -a 1 - mobGasnenue k koHy (aiina 1 «[Ipusery; O
mv 1 2 — nepenmeHoBanue/mepemenienue 1 B 2 (s daiina u nanku);
head 1 — BeiBoMT Havaso ¢aitia (Mo ymoadaHuio nepssie 10 cTpok);
tail 1 - BerBouT KOHelr (haiia (o ymomvanuto nocieaaue 10 cTpok);
sort 1 — coptupyert cTpoku B daiine 1;

find 1 — mowuck (aiina 1 B Texyiei mamnke;

grep «23» 1 — nouck B ¢aiine 1 ctpoku, coaepxanieit «23»;

In 1 22 — cozpanue ccbutku 22 Ha (aiiia 1 (MMOJTHBIM KOITMPOBAHUEM );

In —s 1 33 — co3manue CUMBOJIbHOM CCHUIKHU 33 Ha daiia 1 (IpibIk);
locate 1 - mouck Bcex (haiiyIoB IO MaIlMHE, COACPKAIINUX B Ha3BAaHUH 1;
du -sh O - pa3mep 3aganHol qupekTopun 0, MOAXOIUT U IS (PaiiioB;
WC 1- moacyeT KoaudecTBa CHMBOJIOB, OyKB, OaiT B (aiine 1;

rm 1 - ynanenue daiina 1;

rm -r - peKypCcHUBHOE yIaJieHUE;

more 1 — moctpann4HbIi mpocMoTp (aiia 1; O yes abc — OeckoHeUHO

neuataer abc; O nl 1 — Hymepyer crtpoku ¢aiima 1. Is -l Beigaer
WH(OpMAIIMIO O TEKYIEH TaIKe B MOJTHOM 00beMe IO CBOUM aTpudyTam,
naTe M BIaJAENbIly, €ro rpymnmne u npaBamMu. OObeKTy COOTBETCTBYET 9
OWTOB pazpelieHnii, OHu (GOPMHUPYIOT PEKUM JIOCTYMA U OMPEACIISIOT,
KaKue M0JIb30BaTeNIM U IPYIIbI UMEIOT IIpaBa Ha 00BEKT (PUCYHOK 12).
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Pucynox 12 — Pacnipenenenue npaB BiaajieHUs] 00bEKTOM

[Tocne ogHOTO OUTA OMIpEIEICHNUS OO BEKTA:
- NIepBbIC TPY OHUTA OMPEACIAIOT MpaBa /s Biajenbla (aiina;
- BTOpBIC TPU OMTA ONPENESIOT MpaBa JJIsl TPYIIBI, K KOTOPOH

NIPUHAICKUT BIIaJIENell JaHHOTO (haiina;

- MOCNIEIHUE OMpEACNSIIOT TpaBa Uil BCEX OCTAJIbHBIX

I10JIb30BAaTEIIEH.

N3menuTh pesxum noctyra juist GpailioB MOXKET TOJIBKO Biajaenel daiina
WM cyrieprnoiib3oBatelb. Koa gqoctyna k ¢haiiny 3agaeTcsi OTHUM U3 JIBYX
PEKUMOB:

- uudposoii (1- BeIMosHEHUE, 2 - 3aMKCh, 4 - YTEHUE);
- CHMBOJIBHBIH (X - BBIIIOJIHEHHUE, W - 3aIHUCh, I - YTEHHUE).

O6o03Ha4YeHus 111 CHMBOJILHOTO pekumMa: U — USer (Biazener daina), g —
group (rpymrma Biajaenbiia), 0 — other (ocranbubie), a — all (Bce). B mudposom
BUJIC JJIS CMEIIIAHHBIX MPaB COOTBETCTBYIOIINE YHCIIA CKIIAABIBAIOT (PUCYHOK
13).

Jiis paGoTsl B LINUX ¢ mpaBaMu JocTyna Ha 00BEKTHI €CTh KOMaHIbl:

- chmod 777 1 — u3menuts npaB goctyna daiina 1, 0777 — pasperieHne
Ha YTCHHE/3alUCh/UCTIOTHEHUE I BCEX TPYII — MOJTHBIN TOCTYIT;
- chmod -R 777 0 - pekypcMBHOE H3MECHEHHE NpaB JOCTyma K
nupekropuu 0,
777 — pa3pelieHre Ha YTEHUE/3aMICh/UCTIOIHEHHE JIJISl BCEX TPYIII, BCE
BJIO’KEHHBIE TUPEKTOPUU U (aitibl OyayT UMeTh npasa 777;
- chown skazka:test 1 - u3MeHeHue BiajeNblla W TPYIIIHI
BJIQ/I€JIbIIA TOJIBKO 1715t (haiina 1;
- chgrp test 1 - u3smeHeHue rpynimsl Biazensia daiina 1;

Jlns nepenaun (aiina moap3oBaresro test: cat file.txt | write test pts/1. J{ms
otnpaBku (aiina BceM monb3oBatensaM: cat file.txt | wall.

- history | tail -30 - moka3zaTs nocieaare 30 HAOpaHHBIX KOMAHI.

KomaHn el B TepMUHATIE BEIBOISIT HHPOPMAIIUIO, MOYKHO HCTIOIH30BATh
METaCHMBOJIBI JJ1s1 HOPMHUPOBAHUS CIIOKHBIX KOMAHI:

a) > - 3anuch B ¢ain. Hanpumep, cymectByeT daiin goa ¢ HEKOTOPhIM
CoZIepKMMbIM, HaOupaeM «date>goa» - cogepkumoe (aiina CTUpAeTCs U B HETO
3aMMUChIBACTCS TEKYIAs J1aTa;

0) >> - no3amuch B KOHEI] CyliecTBytoIlero (daiina. Hampumep,
cyiiecTByeT ¢ailyr goa ¢ HEKOTOPBIM COJICPKMMBIM, HabupaeM «date>>goay -
coaepkumoe (paiina ocraeTcs + B KoHell (paityia goa 100aBiIsieTCsl CTPOKa ¢
TEKYILEH JaTou;



B) | - mpOTpaMMHBII KaHaNT - pe3yJIbTaT OJHON KOMaH/IbI ITepeaacTcs
Ipyrou
KOMaH/IE;
') & - IPOIIECC BBHIMOIHAETCS B (POHOBOM PEKUME;
1) ? — moboi 1 cuMBoOJI;
) * - mo0oe KOJIUYECTBO JTFOOBIX CHMBOJIOB;
K) ; - IEpeUnciIeHue, KOMaH/Ibl BBITIOJHSIOTCS JPYT 32 APYTOM;
1) && - nipu 00bEAMHEHNH KOMaH/I: TTOCIEeAYIoIIasi KoMaHaa
BBITIOJTHSCTCS
TOJIBKO TMPY HOPMAJIbHOM 3aBEPIICHUN TIPEABIAYIIECH;
K) || - mpu 00BEAMHEHNM KOMaH/I: TIOCTEAYIOMAast KOMaH/1a BBITOJTHSICTCS
TOJIbKO, €CJIM HE BBIMIOJIHUJIACH MPEABIAYIIAs KOMaH/Ia;
1) () - TpynIUpOBaHKE KOMaHI B CKOOKH, KaK B apu(PMETHUECKUX
pacyeTax;
M) { } - TpynnupoBaHUEe KOMaH]l ¢ 00bETUHEHHBIM BBIBOJIOM;
H) [ ] - yka3aHue Auana3zoHa JaHHBIX WJIH MIEPEUYHCIICHUE JaHHBIX (06€3
3aISIThIX ).

root@Debian: /home/skazkaz 1s -1

uToro 8

-rwxrwxrwx 1 root root S081 Wwn
root@Debian: /home/skazkaz chmod
root@Debian: /home/skazkaz 1s -1

uToro 8

---X----w- 1 root root S08l Wwn
root@Debian: /home/skazkaz chmod
root@Debian: /home/skazkaz 1s -1

uToro 8

-r--r-x--- 1 root root S081 Wwn
root@Debian: /home/skazkaz chmod
root@ebian: /home/skazkaz 1s -1

uToro 8

-r-xr-x--- 1 root root S08l1 Wwn
root@Debian: /home/skazka# chmod
root@Debian: /home/skazkaz 1s -1

uToro 8

-r-xr 1 root root 5081 Wwn 16 18:38
root@Debian: /home/skazka# chmod a+rw 1
root@ebian: /home/skazkaz 1s -1

uToro 8

-rwxrw-rw- 1 root root S08l WMwn 16 18:38
root@Debian: /home/skazka# chmod o-rw 1
root@Debian: /home/skazkaz 1s -1

uToro 8

-rwxrw---- 1 root root S08l1 WMwn 16 18:38 1
root@Debian: /home/skazka# chown skazka:test 1
root@ebian: /home/skazkaz 1s -1

uToro 8

-rwxrw---- 1 skazka test 5081 Wwn 16 18:38 1

Pucynox 13 — IIpumepbl cMeHBI IpaB J0CTyIa Ha OOBEKT




2. B onepanmonnoii cucteme Windows peanuzoBana ¢yHKIus
OTCIIC)KMBAHMSI BAKHBIX COOBITHIH, KOTOPBIE TIPOUCXOIST B paOOTE CHCTEMHBIX
nporpamM. 1o moHATHEM «COOBITHS MTOIPa3yMEBAIOTCS JIFOOBIC POUCIIIECTBUS
B CHUCTEME, KOTOpBIE (DUKCHPYIOTCS B CIICIIMATLHOM KypHAJIE U CUTHATIU3UPYIOT
0 ceOe MoIp30BaTESIM WIIH aIMUHUCTpATOpaM. ITO MOKET OBITh CITy>KeOHas
IporpaMMa, He JKeJIaroIas 3amycKaThes, cOoil B paboTe MpUI0KEHUH HITH
HEKOPPEKTHAsl yCTAaHOBKA yCTPOUCTB. Bece MpouCIIecTBUs perucTpupyeT u
coxpansiet xypHai coobrTrii Windows. OH Takke pacroyiaracT i MOKa3bIBaeT
BCE JICHCTBHS B XPOHOJIOTUIECKOM TIOPSIIIKE, IIOMOTAeT MPONU3BOIUTH CHCTEMHBIH
KOHTPOJIb, 00ecreunBaeT 6€30MacHOCTh ONEPAIIMOHHON CUCTEMbI, UCTIPABIISET
OIMOKH U TUATHOCTHPYET BCIO CUCTEMY.

Cremyer nepuoIu4ecKy MPOCMATPUBATh ATOT KypHAI Ha MIPEIMET
MOSIBJICHHSI TTOCTYTAIOMIEH HH()OPMAIH U TIPOU3BOIUTH HACTPONKY CUCTEMBI
JUIsL COXPaHEHHSI BaXKHBIX JAHHBIX.

[Tporpamma, oTBeHaromIas 3a PErUCTPALIUIO POUCIIECTBUMN, 3aITyCKACTCSI
HakaTeM KHONKH «Ilyck» - «Ilanenp ynpaBieHus» - « AIMHUHACTPUPOBAHUE) -
«IIpocMoTp coObITUI (PUCYHOK 14).
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Pucynok 14 — YTuinra nocne 3amycka

B Windows ycraHoBIieHbBI JiBa BUJIA )KyPHAJIOB COOBITHI: CUCTEMHBIC
apXUBBI U CIIY)KEOHBIN KypHas npuiiokenuid. [lepBorit nis puxcammm
0OLIECUCTEMHBIX MTPOUCIIECTBUM, CBA3aHHBIX C IPOU3BOAUTEIHLHOCTHIO
Pa3IMYHBIX TPUIOKEHUM, 3aITyCKOM M 0€30MacHOCThI0. BTOpoii 3anuchiBaeT
coObITUS UX pabOTHI. J{Js1 KOHTPOJIS U yNPaBIECHUS BCEMU TAHHBIMU CITy»K0a
«KypHan coObITUI» UcTONb3yeT BKiIanKy «IIpocMmoTpay, koTopas



NoJIpa3esisieTcsl Ha CASAYIOUIUE MyHKTHI:

1) [Ipunoxenue — XpaHATCsl COOBITHS, KOTOPHIE CBSI3aHBI C KAKOM-TO
ornpeneneHHoN mporpaMMoii. Hampumep, modtoBbie Cny»KObl XpaHIT HCTOPUIO
NepeCchUTKU UHPOPMAIIUHU, PA3IUYHbIE COOBITHS B IOUYTOBBIX AIUKAX.

2) be3omnacHOCTh - coXpaHsEeT BCE JaHHBIC, OTHOCAIIMECS K BXOJaM B
CHUCTEMY U BBIXOJIy M3 HEe, UCIOJIh30BAHUI0 aIMUHUCTPATUBHBIX BO3MOKHOCTEH
1 00paIIeHUIO K pecypcam.

3) YcTaHOBKa — B 3TOT )KypHaJI COOBITUH 3aHOCSATCSI JaHHBIE, KOTOPHIE
BO3HHKAIOT MPU YCTAHOBKE M HACTPOIMKE CHCTEMBI M €€ TPUIIOKEHUH.

4) Cucrema — (puKCUpyeT BCe COOBITUS ONEPAIMOHKU Takue, Kak cOon
IpU 3aIyCKe CIYKCOHBIX MPUJIOKECHUW WM TPH YCTAaHOBKE M OOHOBIICHUU
NpaiiBEpOB yCTPOWUCTB, pa3HOOOpa3Hble COOOIIEHUs, Kacaroluecs: padboThl Beel
CUCTEMBI.

5) [lepenanpaBiieHHbIE COOBITHS — €CJI 3TOT IIYHKT HACTPOEH, TO B HEM
XpaHuTcs uHPopMaIrs, KOTOpasi MPUXOJIUT C APYTUX CEPBEPOB.

OdeHb BaXXHBIM MOMEHTOM B MIPEAOXPAHCHUH CUCTEMBI OT COOEB U
3aBUCAHUM SBISETCS MEPUOIMYECKOE TPOCMATPUBAHKE KypHAJIa
«IIpunoxxenuey», B KOTOPOM (GUKCUPYIOTCS CBEJACHUS O MMPOUCIIECTBUSIX,
HEJIaBHUX JIEUCTBUSAX C TOM WJIM UHOM NIPOTPaMMON, a TaK)Ke MPEI0CTaBIsAETCS
BBIOOP JIOCTYIHBIX orneparnuid. 3aiiis B )xypHai coobrtuii WiNndows, B moaMeH o
«IIpunoxxeHne» MOXKHO YBUACTh CIIHCOK BCEX MPOTPaMM, BBI3BABIITUX
pa3IUYHbIC HETATUBHBIE COOBITHS B CUCTEME, BPEMS M 1aTy UX MOSBICHUSA,
UCTOYHHK, & TAK)KE CTETICHb MPOOJIEMHOCTH. B 3T0# KOHCOJIM MOKHO COXPAaHUTh
BCE COOBITHSA 3a MOCIIEHIE HECKOJIBKO MECAIIEB, OUNCTUTH JKYPHAJ OT CTApPBIX
3anucei, I3MEHUTh pa3Mep TaOJHIIbI.

Crnenyet HayIUTHCS IPUMEHSTH 3TO C ATHM IOJIE3HBIM IPHIIOKCHUEM
«IImanupoBmuk 3agau». st 5Toro He0OXOAMMO MPABOM KIJIABUIIIEH MBIIIN
KJIMKHYTh Ha JTF000€ MPOUCIIECTBUE U B OTKPHIBIIEMCSI OKHE BBIOPATh MEHIO
MIPUBSI3KYU 33/1a4u K cOObITHIO. B cremyromnuii pas, Korja mpou3oiIeT Takoe
npouciectsue, OC 3amyCTUT YCTAaHOBJICHHYIO 3a7a4y Ha 00pabOTKy OMIMOKH U
ee ucnpasyeHue (pUCyHok 15).

XKypnan coObiTuit — croco0, MO3BOJISIONINN TPOrpaMMaM U CHCTEME
(UKCUPOBATH U COXPAHSATH BCE COOBITHS Ha KOMITBIOTEPE B OJJTHOM MecTe. B
TaKOM YKypHaJie XpaHATCS BCE OMEPAIMOHHBIC OIIMOKH, COOOIIEHUS U
MPEAYNPEKICHNUS CHCTEMHBIX TIPUIIOKCHHM.
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24 Moanncku £ Mpeaynpex... 07.09.2017 10:55:56 DeviceSetu... 202 Orcyrc...
A Mpeaynpex... 07.09.2017 10:55:56 DeviceSetu... 201 Orcyrc...
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Co6bitne 200, DeviceSetupManager

O6wwme | MogpoBHocTi

He yaanoce ycraHoeuTe nogkntoyermne k cnyxbe Llentpa o6Hosnenns Windows.

Wms xyprana:  Microsoft-Windows-DeviceSetupManager/Admin

WcTounuk: DeviceSetupManager Aara: 07.09.2017 10:55:59
Koa 200 Kareropus sagaun: Ortcytcteyer
YposeHb: MpeaynpexaeHne Kntouesbie cnosa:

Monssos.: CUCTEMA Komnsrotep: HP-Probook
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Pucynok 15 — YcranoBka peakuuu Ha cOObITHE

5.3 CMCcOK KOHTPOJIbLHBIX BONPOCOB
1. Kak ncnons3yrorces nudpoBbie 1 OyKBEHHbIE HA3HAUEHUS ITPaB

o0bekTaM cucteme B Linux?
2. Kakue cymiecTByrOT BHJIbI )KYPHAJIOB coObIThi B Windows?
3. 3adem uzyuath padboty XKypHaia coObITHI?

JlabopaTopHas padora Ne6. Crpykrypa peecrpa OC. U3yuenue
padoThI peecTpa CUCTEM

Hean padoTni: mpruoOpeTeHre HAaBBIKOB pa0OTHI 1O paboTe C peecTpoM
Windows; usyuenue ctpykTypsl peectpa OC.

6.1 PaGouee 3agaHue

[Ipu BBITIOTHEHUHU ATOM JTabOpaTOPHOM pabOTHI HaJl0 PabOTaTh HA
BupTyansHoi MamuHe Windows. [epes HauamoM paboThl pEKOMEHIYETCS
clenaTh CHUMOK dKpaHa (Snapshot), uroObl ObL1a BOBMOKHOCTD «OTKATUTHCS» B
cllydace BO3HUKHOBCHHS HETOJIA0K B cucteMe. Heo0X01MMO BEITIOTHUTH
3aJIaHuUS:

1) [To3HaKOMHTBCS CO CTOPOHHUMH YTHIIUTAMU JIJIs1 paOOTHI C peeCTPOM
Process Monitor u Registry Monitor (regmon), ux He0OX0AUMO CKaJaTh.
Y CTaHOBUTH JOMOTHUTENBHO eIe 2 TPOrpaMMbl padOTHI C peeCTPOM B HEMHOTO
nopaboTath ¥ B HUX. ClienaTh aHaIHM3 IPOCITaHHONW PabOTHI.

2) [lo3HaKOMHUTBHCS ¢ TMPUHIUIIAMH  HWCIHOJIB30BAHUS  MPOTPaAMM
penakThpoBaHus peectpa regedt.exe (regedit32.exe) m HaiiTm mHbOpPMAIHIO,
YTOOBI:

- obecnieunTh yCKOpeHHYIo 3arpy3ky OC;



- obecnieunTh O6oJiee ObicTpoe 3aBepieHue OC;

- MOCTABUTH 3aIPET M Pa3pPEUICHHE PACIIMPEHHOTO pPEeXHUMa
CMD;

- W3MEHEHUE PACKJIAJKU KIABUATYPBI, IO YMOJYAHUIO, C
PYCCKOTO sI3bIKa HA aHTJIMNCKHUM;

- OTKIIIOYHUTH BO3BMOKHOCTDL CO31aHUA APJIBIKOB,

3aIlIPCTUTDH ITOJIB30BATCIIAM 3allyCKa JUCIICTUCPA 3a1aY;
- YBCIIMYNUTH UJIM YMCHBIINTL CKOPOCTH BbIBOJId BCIIBIBAOIIUX

MEHIO;

- CKPBITh 3HAYKH JINCKOB B OKHE «MON KOMITBIOTEPY;

- IpY BXOJI€ B cCUCTeMy Iepekitouatessb Num Lock BKiTtoUeH;

- 3alpeTUTh MOJB30BATEII0 3aMyCK 3aJaHHOTO0 WM CIIHCKa
porpamwm;

- o0ecreynTh aBTOMaTHYECKYI0 BhITpy3Ky DLL-6ubnuorexk;

- paspemiuth OC aBTOMAaTHYECKM 3aBEpPUIATh 3aBUCIINE
IPOTPaMMBI;

- 3aMpeTUTh KOMaHJIHYIO CTPOKY;

- CKpPBITh JOCTYNl K ammiery «YcTaHoBKa/ Y jalieHue
nporpammy B [lanenu ynpasienus;

- 3aIpPETUTH 3aIyCK amnruieTa « 9xkpan» B [laHenn yrpaBiieHus;

- OuuCTHUTH (aitn mogkauku Windows;
- W3MEHUTh MOPOr BbIAAYM NOPEAYNPEeKICHUS O HEIOCTaTKe
cBOOO/IHOTO MECTa Ha JIUCKE.

6.2 MeToanueckue yKa3aHus K BbIIOJHEHUIO JIa00OPATOPHOM PadoThI

Peectp Windows npencraBiser co00i pesiiiMOHHYI0 0a3y TaHHBIX, B
KOTOPOI aKKyMyJIMpyeTcs BC HE00X0oauMast 11l HOpMaJIbHOTO
(YyHKIMOHUPOBAHUS KOMIIbIOTEPA MH(OpMAIUs O HACTPOIKax ONepaluOHHOM
CHCTEMBI, IPOTPaMMHOM OOecrieueHIH U 000py0BaHnu. Bee xpansinuecs B
peecTpe AaHHBIC IPEICTABIICHBI B CTaHIAPTH3UPOBAHHON (DOpME M YETKO
CTPYKTYPHUPOBAHBI COTJIACHO MPEIoKeHHOM pa3padboTunkamu Windows
UepapXum.

B ciydae yCTaHOBKH WM yJAJICHUS] KAKUX-THOO YCTPOUCTB, MPHIIOKEHHIA
VI CHCTEMHBIX KOMIIOHEHTOB HH(POPMAIIUS O TTOT0OOHBIX H3MEHEHUSIX
3aITUCBIBACTCS B PEECTP U CUUTHIBACTCS OTTY/Ia B XO/1€ KaXI0H 3arpy3Ku
OIEPaIMOHHOM cucTeMbl. PeecTpsl pa3ubix Bepcuit WiNdOWS UMEIOT pa3inymusl.
PenaktupoBanue peectpa Windows mo3Boasier:

- pemate NpoOJeMbl, BO3HUKAIOIIKME B TMPOIECCe IKCIUTyaTalluu
MPUKIIAJHOTO IPOTPAMMHOT0 00ECIIeYeH I, THOKO HACTPAauBATh PEXKUMBbI PA0OOTHI
MIPUIIOKEHNM;



- YCTPaHSTh HEMOJAJKU B pabote o0opyI0BaHus,

BEI3BaHHBIC
HEKOPPEKTHBIM HCHOJIb30BaHNEM pecypcoB OC miu IpailBEpOB yCTPOUCTB;

- HACTpanBaTh MAapaMETPhl U OTPAHUYCHUS TIOJIb30BATEIIBCKON CpEeb
Windows, u3mMeHSTh 3a1aHHbIC, IT0 YMOJTYaHHI0, XapakTepuctuku OC;

- YIPABJIATH OBICTPOJCHCTBUEM KOMITHIOTEPA;

- nepepacnpeaensaTs pecypcbl OC Mo yCMOTPEHUI0 aIMUHUCTPATOPA;

- yIpaBJIATh KOHUryparped koMmnoHeHToB WINAdOWS ¥ CHCTEMHBIX
CEPBHUCOB, YTO TMO3BOJIIET ONTHUMH3UPOBATh PabOTy OMEPAIMOHHON CHCTEMEI, B
3aBUCUMOCTH OT Ha3HAYEHUS KOMIBIOTEpAa M CTOSIIMX TEepes] MOJIb30BaTeIeM
3a/1a4.

Crpykrypa peectpa 64-paspsaanoi Bepcur OC Windows HecKoJIbKO
OTJIIMYACTCS OT apXUTEKTYPHI peectpa 32-pa3psaabix Bepcuit OC Windows.
Peectp 64-bit umeer qBa HE3aBUCUMBIX pasjieia: B OJHOM COJICPIKATCS JaHHBIC,
OTHOCAIIMECA K 32-pa3psAIHbIM KOMIIOHEHTAM OINEPAIMOHHON CUCTEMBI, B
JIPYTOM - BCE CBEJICHUS 10 64-pa3psiAHBIM KOMIIOHEHTaM, - IPUYEM KITIOUU U
BETBH 00OMX Pa3/eiOB UMEIOT MPAKTUYECKU OJIMHAKOBbIE HAUMEHOBAHMUS U
obo3nauenus. B komiiekre noctaskun OC Windows 64-bit umeeTcst 1Be Bepcuu
Penakropa peectpa: onHa, 3amyckaemasi o yMOJYaHUIO, TEMOHCTPUPYET TOJIBKO
64-pazpsanbiit pazaen peectpa OC, a npyras npeaHazHayeHa ajis
penaktupoBaHus 32-pa3psaHoro pasnaena. s Toro 4ToObl 3ayCTUTh Ha
KOMITbIOTEpE, paboTaroleM 1noJi ynpasiaeHueMm 64-paspsanoi Bepcun OC
Windows, 32-pa3psanyto Bepcuio PegakTopa peectpa, HEOOXO0IMMO 3aKPBITh
OKHO 64-pa3psimHOl Bepcuu PenakTopa, eciu 3Ta mporpaMmma Obljia 3aImyIieHa
paHee, TOCKOJIbKY 00a 3TH MPUIIOKEHUS HE MOTYT paboTaTh OJTHOBPEMEHHO.

B Windows peectp xpaHuTtcs B OMHApHOM (IBOWYHOM) BHIE, TTOITOMY TSI
py4HOM pabOThI C HUM HE0OX0uMa ClieluaibHas MporpaMma - peIaKTop
peectpa - ato Regedit.exe, B 6osee pannux Bepcusax Windows umu sSBisiroTcst
Regedit.exe u Regedt32.exe, iMerOLIHA TOMOJHUTEIbHBIC BO3MOKHOCTH PaOOTHI
c peectpoMm (pucyHok 16). EcTe u gpyrue nporpaMMsbl, B TOM YUCJIE U
KoHcosbHBIC (Reg.exe).

BeeauTe uma nporpammel, Nanku, A0KYMEHTa WK pecypca
WHTepHeTta, koTopble TpeByeTca OTKpPbITh.

=)

OTkpeiTe: 1 M v
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Qaiin [paeka Bua WsBpanHoe Cnpaeka

4 {I',i Komnstorep Mma Tun 3HayeHue

HKEY_CLASSES_ROOT
HKEY_CURRENT_USER
HKEY_LOCAL_MACHINE
HKEY_USERS
HKEY_CURRENT_CONFIG

Komnbtotep

Pucynoxk 16 — Bb130B 1 BUJI IpOrpaMmsl JUisl pabOThI C pEECTPOM

Peectp Windows uMeeT MHOTOYPOBHEBYIO CTPYKTYPY, COCTOSIIIIYIO U3
yeThipex cryneHei. K mepBoii, camoii BepxHeil B uepapXxuu peectpa, CTyleHu
OTHOCSATCS TaK Ha3biBacMblie BeTBH (Hive Keys), uiu yiibu, KOTOpbIe IPUHATO
0003HayaTh MO MX aHTJIMKCKOMY HauMeHOBaHuIo ab0peBuatypoit HKEY |, rae 3a
CUMBOJIOM MOAYEPKUBAHUS CIIeAyeT OOBIYHO HA3BaHUE CaMOU BETBH.

B peectpe Windows cyriiecTByeT nsiTh BETBEH:

1) HKEY_CLASSES_ROOT wumu HKCR comocraBiseT pacumpeHus

daiinoB u uaeHtudukaropsl kinaccoB OLE. daxTuyecku OH yKa3bIBaeT Ha
HKLM\Software\Classes. Cucrema WuCIONIB3yeT 3TH COOTBETCTBHUS, YTOOBI
OTIPEJICNINTh, KAaKU€ MPHUIOKEHUS UM KOMIIOHEHTHI HYKHO HCIOJB30BaTh IMPHU
OTKPBITUU WIH CO3/IaHUU T€X WJIM UHBIX TUTIOB (halIOB 1M OOBEKTOB JIaHHBIX.

2) HKEY_CURRENT _USER wm HKCU yxka3esiBaeT Ha mpoduib
TEKYIIEro MOJb30BaTelisi (BOIIEIIET0 B JaHHBIA MOMEHT B CHCTEMY) BHYTPHU
HKU. Microsoft tpeOyer, 4ToObl TPUIOKECHHUS XPAHWIM BCE MPEIMNOYTCHHS
[10JIb30BaTENEH B nojapaszenax 3 (o) HKCU. Hanpuwmep,
HKCU\Software\Microsoft\Windows\ CurrentVersion\Applets\Paint coxepxut
JMYHBIC HACTPOWKH TOJIb30BaTEIeH IporpamMmmel Paint.

3) HKEY_LOCAL_MACHINE wmu HKLM xpanut Bce HacTpoiiku,
OTHOCSIIUECS K JJOKAIbHOMY KOMIIbIOTEpY. [[puiokeHus 10 KHBI XpaHUTD 3/1€Ch
JaHHBIC TOJBKO B TOM CiIy4ae, KOT/Ia OHW OTHOCSTCS KO BCEM, KTO TOJIb3yETCsI
KoMIibloTepoM. Hampumep, apaiiBep mpuHTEpa MOXKET XpaHUTh 371eCh HAOOp
HACTPOCK MPHUHTEPA, IPUMCHIEMBIX, IT0 YMOIYAHUIO, U KOTIMPOBATH 3TH JaHHBIC
JUTSL K@XKA0TO MPOQUIIS TIOJ30BaTENIs IPH BXO/IC TTOJIB30BATEIS B CHCTEMY.

4) HKEY_USERS wmmmu HKU coxepxxur 3ammcw s KaXIOro H3
MOJIb30BaTeNIeH, KOrjaa-Iuo0 BXOAMBIIMX B CHUCTeMy. Bianmenbliem Kaxjaou u3
ATUX 3aMHUCEH SBIIACTCS COOTBETCTBYIOIIAS MOJIH30BATEIbCKAS yUETHAS 3aIHCh,
TaM COJIEPKATCS HACTPONKH MPOUIIS ATOTO MOIb30BaTeNs. Eciiu ucnons3yrorces
IpynIoBasi MOJUTHKA, TO 3a/laBacMbIe B HEW HACTPONKH MPUMEHSIOTCS 37eCh K
pO(HUIISIM OTACIBHBIX MOTH30BATEIICH.

5) HKEY_CURRENT_CONFIG unu HKCC xpanut wHpOpManuio o
TEKylIeH 3arpy304HOd KoH(pUrypauuu KommbioTepa. B wacTHOCTH, 37€ch



XpaHuTCs HHPOpMAIHS O TEKYIIeM HabOpe CUCTEMHBIX CITYX0 1 00 yCTpoiicTBaX,
UMEBIINXCS BO BpeMs 3arpy3ku. Ha camowm zerne, 3TOT KOpHEBO# pas/ien SBIsSeTCs
yKkazartesneM Ha pasjaen BHyTpu HKLM.

BTopoii CTyneHbI0 B HEPAPXUUECKON CUCTEME PEECTpPa SABJISIFOTCS TAK
Ha3bIBacMbIe pa3aeisl, win kioun (Keys). B Windows et kakoro-imo6o
€IMHOTO CTaHJapTa B 0003HAYEHUU KITIOUEH CUCTEMHOTO peecTpa, MOITOMY UX
MMeHa ObLTM Ha3HAYEHBI pa3paboTYNKaMU, UCXOS U3 TUIIA JaHHBIX,
MPEICTABICHHBIX BHYTPH Kitoua. Kiroun orobpakaroTcst B mporpamme Pegakrop
peectpa B Buze noananok serseit HKEY . Cnengyer monumars, 4to He
CYILIECTBYET TaKKe KaKUX-JIMOO KECTKUX OTPAaHUYEHUH, COMTOCTABISIONINX
KJIF0YaM CTPOTO OIPEACIICHHbIN TUI TaHHbIX. IHBIMU CJIOBaMU, KIIOYH B
UEpapXUU PeecTpa CIy>KaT UCKIIOYUTEIBHO U 00JIeryeHus 10CTyma K
uHGOPMAIIUH U SIBISTFOTCS] OAHUM U3 CPEICTB €€ YIOPSII0UCHHUS.
OYHKIIMOHAIBHO KIIOYA MOXKHO Pa3/IeTUTh Ha JBE YCIOBHbBIE KATETOPUU:
OTIpe/IeTsieMbIE CUCTEMOM, TO €CTh T€, UMEHA KOTOPHIX Ha3HAYEHBI
OTIEPAITMOHHON CHCTEMOM, IPHYEM U3MEHEHUE ITHX UMEH MOXKET IMPUBECTH K
oTKa3y win c6osiM B padore WIndows, u orpeiensieMbie M0JIb30BaTeIeM - UMeHa
ATUX KITFOYEH MOTYT OBITh H3MEHEHBI aIMUHICTPATOPOM KOMITHIOTEPA, U TAKHUE
U3MEHEHHS HE MPUBEAYT K KAKUM-TTHOO0 (DaTambHBIM MOCIEACTBUSIM.

Peectp siBnsieTcs HacTosieit 6a30ii JaHHBIX, TO3TOMY B HEM UCIOJIb3YETCS
TEXHOJIOTHSI BOCCTAHOBJICHUS, TToX0xkas Ha ucnoiibzyeMyto B NTFS. LOG-daiinbr
coJiepKaT KypHaJl TPaH3aKIIMi, KOTOPBIA XpaHUT Bce u3MeHeHus. briaronaps
TOMY pealiu3yeTcss aTOMapHOCTh PEecTpa, TO €CTh B JJAHHBIA MOMEHT BPEMEHU B
peecTpe MOTyT OBITh JTMOO cTapble 3HAYCHHMS, JIMOO HOBBIE, Jake mociie cOos. B
otnnuane ot NTFS, 31ech obecrieunBaeTcsi COXpaHHOCTh HE TOIBKO CTPYKTYPBI
peecTpa, HO U IaHHBIX.

PeecTp unm ero oTaenpHBIC YaCTH MOKHO SKCTIOPTHPOBATH B TEKCTOBBIC
regdaiinel, pefakTHpOBaTh B OJIOKHOTE, @ 3aT€M UMIIOPTHUPOBATH 0OPATHO.
HexoppekTHoe n3MeHeHre XpaHsiencs B peecTpe nHhopMaIuy CrnocooHo
HapymuTh padoTocmocooHocTh Windows. JfocTaTodHO TOMYCTUTh OITHOKY B
3aMKiCH 3HAYCHHS KaKOro-JIM00 KITF0Ya WK TTapamMeTpa, U MoJIb30BaTeNb O0JIbIIe
HE CMOJKET 3arpy3uTh KOMITbIOTEP. TOra CacTH MOJI0KEHUE MOKET TOJIBKO
BOCCTaHOBJICHHE MOCJIEAHEN paboTOCIIOCOOHO0M KoMK, IMEHHO 10 3TOMH
npuyrHe paspadoTunku Windows 3aMeTHO OrpaHUYMIM JOCTYIT K PEECTPY H
pPETaKTUPOBAThH MApaMETPhI peecTpa, Kacarouuecs 0€30MacHOCTH, MOTYT TOJIBKO
M0JI30BATENIH, UMEIOIIHNE B CHCTEME YUSTHYIO 3aMMCh aIMUHUCTPATOPA.

JIyist co3manust apXUBHOM KOTIMH WJIM BOCCTAHOBJICHHS peecTpa MOKHO
BbI3BaTh YTUIUTY U3 MeHIO «CiykeOHbIe» - « ApxuBauus 1aHHbIx». [Tocne
3aIlyCKa YTUJIMTHI B OKHE HEOOXOIMMO BBIOPATh KHOMIKY «JIMCK aBapHitHOTO
BOCCTAHOBJICHHsI». byieT BbI1aHO cOOOIIeHHE, B KOTOPOM HEOOXOIMMO
MIOCTAaBUTh TAIOUKY «APXUBUPOBATH peecTpy». PeecTp OyaeT ckomupoBaH B
nanky %systemroot%\repair\RegBack, rie %systemroot% - mamnka, kyaa
yCTaHOBJICHA
Windows. Bynet co3nana pe3epBHas KOIUs peecTpa.



Ynpasenenue npomoronuposanuem ¢ HOMOWbIO Kiroyel peecmpa.
1) OuncTka (haiisa moIKauKu.

@aiin noakauku pagefile.sys HaXoaUTCSA B KOPHE KaXKIOTO MM TOJIBKO
CUCTEMHOT0 JHCKa. Tam MOryT OCTaBaThCs MAPOJIH K Pa3IMYHBIM pecypcam U
npyras KoHpuaeHmanpaas napopmaius. J{ias ouucTKy JaHHOTO ¢aitia mocne
3aBepIIeHus paboThl ycTaHaBnuBaeTcs napamerp tuna DWORD
ClearPageFileAtShutdown=1 B pazneine [HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\ Control\Session Manager\Memory Management].

VY cTaHOBKH BCTYIIST B CHITY TIOCIIE TIEpe3arpy3Ku CUCTEMBI.
2) ABTOMATHYECKOE yJalieHue BpEeMEHHBIX (aloB TMocie

paboTHI B

Wureprer [HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current

Version\Internet Settings\Cache] 3nauenne xmroua Persistent=0 3actaBut

Internet Explorer ynanste Bce BpeMeHHbIE (aiiibl.

3) OTMEHUTH COXpaHEHHUE CIHUCKA IOKYMEHTOB, C KOTOPHIMHU BbI
paboTanu

NoRecentDocsHistory=1 B [HKEY_LOCAL_MACHINE\Software\Microsoft\

Windows\CurrentVersion\Policies\ Explorer]

4) OTmeHa coxpaHeHust ”HHOPMAaIIUY O ACHCTBHSIX MOJIb30BATENS
Kirou Nolnstrumentation=1 3anpemaeT 3anuceiBaTh ¢ KAKUMH

IPUIIOKEHUSIMU HETaBHO padOTall MOJIb30BATENb U K KAKHUM JIOKyMEHTaM

MoJTy4das JOCTYI:

[HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\

Policies\Explorer]

5) [lapoim M 0€30MaCHOCTh: pacCMAaTPUBAEMble HACTPOMKH
XPaHITCS B BETBU
[HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\Networ
k]. Bce kmoun umeror Tunm DWORD, ecnu 310 He 00roBOpeHO OTACIBHO;
3Ha4YE€HUE KJII04a, paBHOE |, BKIIOYAET JAHHYIO OMIMI0, 0 BBIKIIIOYAET.

1. 3Be3mouku B mapoiisix. [Ipy mombpITKe MOCTyma K 3allMIIEHHOMY MapojeM
pecypcy Windows He ckpbiBaeT mapoJib, KOTOPBIA Bbl BBOaUTE. Ilapamerp
HideSharePwds=1 omnpezenseT ckpbIBaTh Mapoyid K paciiapeHHbIM pecypcam
3BE370YKaMHU.

2. 3anpet Ha JOCTYyI K (hailiaM ¥ IpuHTEepaMm: AJi 3allpelieHus JocTyna K (aitinam
ciyxut kmou NoFileSharing, a ms 3anpera ynpasienus: 1octymnom K ¢aitiam
- xrou NoFileSharingControl. 3anper goctymna k npuHTEpaM yCTaHABIMBACTCS
rkirodoM  NoPrintSharing. Kirou  NoPrintSharingControl  ycranasnuBaer
3ampeT Ha yMpaBlIEHUE JOCTYIIOM K MIPUHTEPAM.

3. 3anper nepevrciieHns pabouen rpynisbl

JUig TOro 4yToOBI 3aPETUTH MEPEUUCIEHUE COAECPAKUMOro padbouen
IPYIIIBI, HAJIO YCTaHOBUTH 3HaYeHue kiroua NoWorkgroupContents paBubim 1.
Jlaxxe pu 3anpeTe noab30BaTeNId MOTYT MOAKIIOUATHCS K KOMIIBIOTEpaM B CBOEH



paboueii rpynmne wim qomeHe. /[ 3Toro Heo6XoauMo HaOpaTh MOJTHOE CETEBOE
umMs paszjenieHHoro pecypcea B popmate UNC, B 11aioroBbIX OKHaxX KOMaH/
«BpmoaHuTh» nin «I1ogKITF0UNTh CETEBOW AUCKY.

4. 3ampeT mocTyma A1 aHOHUMHBIX I0JIb30BaTeNIeii: aHOHUMHBIN TOJIh30BATEIh

MOXET MOJYYUTh JOCTYN K CIUCKY MOJIb30BATENIEM M OTKPBITHIX PECYPCOB.
UtoObl 3TO 3ampeThTh, MOXHO BOCIOJb30BATHCA JAHHBIM  KITIOYOM:
[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\LSA]

RestrictAnonymous=1

5. BK1touuTh pekuM, Ipu KOTOPOM B PEKUME 0030pa CETH APYTHE TTOJTH30BATEIH
He OyayT Buaeth kommbiorepa: [HKEY LOCAL MACHINE\

SYSTEM\CurrentControlSet\Services\LanmanServer\Parameters] Hidden=1

6. ABTOMaTUYeCKHl BXOJ B CUCTEMY 0€3 BBOJIa UMEHHU U TapoJs - CO3/aTh WM
orpenaktupoBath B pasmene  peectpa [HKEY_LOCAL_MACHINE\
SOFTWARE\Microsoft\WindowsNT\CurrentVersion\Winlogon] ~ crtpokoBbie
napameTpsl «DefaultDomainNamey, « DefaultUserNamey, « DefaultPasswordy
B Ka4eCTBE UX 3HAUYCHUHN YKaXuTe TpeOyemble Il BXOJa B CUCTEMY UM
NOMEHA, WMs TIOJIb30BATENsI W NapoJib COOTBETCTBEHHO. (Co3maTh WM
OTPEIaKTUPOBATbL B ATOM  JK€  pasjelie  CTPOKOBBIA  MapaMeTp
«AutoAdminLogon» 115 aBTOMAaTHYECKOIO BXOJla B CUCTEMY, IPUCBOHUB €MY
3HaueHue 1. 0 oTMeHsieT aBTomMaTtuueckuil BxoJ. llaposib coxpansieTcs Kak
TEKCT, MO3TOMY 000N IMOJb30BaTENb, UMEIOMINI JOCTYIl K CUCTEMHOMY
peecTpy, MOXKET YBUAECTh 3aJaHHbI, IO YMOJYaHUIO, ApOJib, HO JOCTYH K
peecTpy MOKHO 3alPETUTh.

7.Mlapons  mocie  skaymero  pexkmma:  mapametrp tunma  DWORD
PromptPasswordOnResume=1 B
[HKEY_CURRENT_USER\Software\Policies\
Microsoft\Windows\System\Power].

8. 3amper Ha JOCTYI K COAEPKUMOMY BBIOPAHHBIX JUCKOB: MOKHO HE CKpPBHIBATh
CaMHM 3HAYKH JUCKOB, HO 3alPETUTh MOJIL30BATENIO IOCTYI K (haiiyiaMm 3aJaHHBIX
auckoB 4epe3 [IpoBomuuk, Mot kommbiorep, Boimoaauts wim komanay Dir,
Jliis sToro Heodbxomumo cosgath mapamerp NoViewOnDrive tuna DWORD B
paznene
[HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\
Policies\Explorer], comepskamuii OMTOBYyr0 MacKy Jjsi JAMCKOB. Hampumep,
muck A umeer out 1, quck C - 4, aquck D - 8. Takum oOpa3oM, 4TOObI CKPBIThH
mucku A u D, HyxHO cinoxuth ux 3HaueHus 1 (A) + 8 (D) u ycraHOBHTH
sgaueHue 9. Crmcok Bcex quckoB: A: 1, B: 2, C: 4, D: 8, E: 16, F: 32, G: 64,
H: 128, 1: 256, J: 512, K: 1024, L: 2048, M: 4096, N: 8192, O: 16384, P: 32768,
Q: 65536, R: 131072, S: 262144, T: 524288, U: 1048576, V: 2097152, W:
4194304, X: 8388608, Y:

16777216, Z: 33554432, Bce oucku: 67108863



9. YcranoBka criocoba JocTyna K paciiapeHHbIM pecypcaM KOMIbIOTEpa U3 CETH:
MO3BOJIAET APYTrOMY IMOJIb30BATEIO MOTYYUTh HHPOPMAITHIO O JOCTYIHBIX TS
OOIIero TOJB30BAaHUS JUPEKTOPUAX M 00 HMEIONMXCS Ha KOMITBIOTEpE
JIOKAJIbHBIX ITOJIb30BATESX. Paznen:
[HKLM\System\CurrentControlSet\Control\ Lsa], napaMmerp
restrictanonymous, tTum DWORD. Ecnm 3Hauenue paBHO 1 - 3amperiaer
AHOHHMMHBIM TI0JIB30BATENSIM MPOCMATPUBATh yNAJCHHO YYETHBIC 3allUCH H
paciapeHHbIe pecypchl, 2 - OTKa3bIBaeT JII000H HESIBHBIN JOCTYII K cucTeMe (B
CETEeBOM OKPYXEHUH KOMIBIOTEp HE OyAeT BHJIEH, OJHAKO, JOCTYH K HEMY
MOHO OyJIeT OJTy9HuTh, 00paTUBIIKCH 110 ero |P). Y cTaHOBKM BCTYIIAT B CUITY
Tocie mepe3arpy3ku cucteMsl. 6) Paborta ¢ peectpom.

1. Pasmep peectpa orpaHuumMBaeTcs mapamerpoM RegistrySizeLimit (tun

REG_DWORD) B paznene peectpa [HKEY_LOCAL_MACHINE\SYSTEM\

CurrentControlSet\Control].

2. 3ampemenue 3amycka peaakropa peectpa: [HKEY _CURRENT_USER\

SOFTWARE\Microsoft\Windows\CurrentVerson\Policies\System] napameTp

DisableRegistryTools=1 tuma DWORD. 3anyck pegakTopa peectpa OyaeT

3alpelieH, 0JJHAKO, OCTAHETCS BO3MOYKHOCTh BHOCUTh U3MEHEHUS C TIOMOIIIBIO

IPOrPaMMHOT0 00ECTIeYeHUsI CTOPOHHUX Pa3pabOTIUKOB U C TIOMOIIBIO

REGdaiina.

7) CMD. 1. 3anpet Ha pacIIMPeHHBINH PEKUM KOMaHIHOTO MpoIieccopa
CMD.EXE. Hanmpumep, B pacIIipeHHOM PEXHUME CYIIECTBYIOT TAKUE KOMAHIbI
kak del, erase, chdir, goto. /{ns 3anpera co3maercs napamerp turma DWORD
EnableExtensions=0 B pasneine [HKCU\Software\Microsoft\Command
Processor].

2. 3ampet Ha peKUM KOMaHIHOW CTPOKH U 00paboTku bat-daiinos. Jlns
storo B [HKCU\Software\Policies\Microsoft\Windows\System] wamo co3nath
napameTp Tiuria DWORD DisableCMD, koTopblit MOXKET MPUHUMATh 3HAYCHUS:

- 0 (uam OTCYTCTBHME 3alMCH B pPEECTpe) -  CHUCTEMa MOXKET
UCTIOJIB30BaTh PEXKUM KOMAaHIHOW CTPOKHU 1 0OpabaTeiBaTh bat-daiinsr;

- 1 - cucTema HE MOYKET UCIOJIB30BaTh PEKUM KOMAaHIHON CTPOKH, HO
MOKeT 00pabaTthiBaTh bat-daiis;

- 2 - cucTeMa HE MOJKET UCIOJIb30BaTh PEKUM KOMAHIHON CTPOKH U
oOpabatbiBaTh bat-daitisi.

8) HM3meHeHue mopora BbIIAYHM HPEAYIMPEKACHUS O HEIOCTATKE CBOOOIHOIO
Mecta Ha aucke. Ecim Ha aucke ocraercst ¢cBoOomHbIM MeHee 10%, mo
YMOJTYaHUIO, MECTa, TO CUCTEMa HHMOPMUPYET 00 ITOM TMOSBICHUEM UKOHKHU
B oOmactu yBeqOMJICHHS. MOXXHO W3MEHHTh TOPOT B MPOIEHTHOM
cootHomenun napamerpom tuna DWORD DiskSpaceThreshold, B xotopom
ykasbiBaeTcs 3HadeHue ot 0 10 99 (T.e. mporeHT OT 00beMa AUCKa) B pasene



[HKEY_LOCAL_MACHINE\System\
CurrentControlSet\Services\LanmanServer\Parameters].

9) OrtkiaroucHue CcOOOIICHUS O HEIOCTaTKe CBOOOJHOIO MeCTa Ha JUCKE
[HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Po
licies\E xplorer] xmrou Tuma DWORD NoLowDiskSpaceChecks=1.

10) Orkmouenne  (3amper) Task Manager: [HKEY_CURRENT_USER\
Software\Microsoft\Windows\CurrentVersion\Policies\System] co3maercs
kiaou turia DWORD non naszsanuem DisableTaskMgr, 3nauenue 1. Y nanus
3TOT KJIFOY MJTU MPUCBOUB eMy 0, MO’KHO BHOBB pa3permuth 1ask Manager.

11) 3aBepmieHne 3amav, KOTOPBIE «IIOBUCIM» W IEPECTATH OTBEYATh MOKHO
HACTPOUTHh TaKUM OOpa3oM, YTOOBI OHU 3aKpPHIBAIUCH aBTOMATHYECKH H,
3HAUWT, 3HAYCHWE  KJIOYa HAJAO  BBICTABUTh  COOTBETCTBYIOIINM
HungAppTimeout B  pasnene [HKCU\Control Panel\Desktop],
ompejieNsItoniee BpeMsi B MWUIMCEKYHJaXx (Bpems, 4Yepe3 KOTOpoe He
OTBEUarolIee MPUIOKEHNE CUYUTaeTcs 3aBucinm). Kpome storo kioya, B TOi
ke BeTke ecth kimoun WaitToKillServiceTimeout, kotopsrii 3amaét BpeMs
OXKHJIaHUS TIepe]] «yOMiicTBOM» 3aBHCIICH ciyxObl, u AutoEndTasks,
MPUCBOMB KOTOPOMY 3HAdeHHE |, MOXHO pa3peniuTh CUCTEME YyOWBATh
3aBUCIIME TPOIECCHl caMOCTOATENbHO. He clieyeT cTaBuUTh OYE€Hb Malible
3Ha4YeHHUS TIMEeoUt, MOCKOIBKY MOTYT BO3HHUKHYTH HPOOJIEMBbI C HEBOBPEMS
3aKpPBITHIMU TIPOTPaMMaMH M CITyKOaMH.

12) ABromarnueckoe BraroueHne NUumLOCK mpu 3arpyske aeiaaercsi CTpOKOBBIM
3HaYCHUEM InitialKeyboardIndicators, paBHBIM 2 B
[HKEY_CURRENT_USER\Control Panel\Keyboard].

13) Henyxxuble 3amucu B Onoke «YcrTaHoBka/YpaneHwe mporpammy». Bce
poTrpaMMBbl JTOJDKHBI BKitouath mporpammy Uninstall, waorna mporpamma
MOJKET YIAJIHUTHCS, HO 3alHCh B OJIOKe «YCTaHOBKA/YdalleHUE MPOTpamMm»»
OCTaeTcs:
[HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersi
on\Unin stall] - mox sTuM KiIr04OM psii TOJKIIOUEH, KaKI0E M3 KOTOPBIX
NpE/CTaBIsCT yCTaHOBICHHYIO mporpammy. [lapamerper DisplayName u
UninstallString - Ha3BaHus, HCIOOMB3yeMbIe B CIHCKE pOTrpamMM
«YcraHoBka/Y gajieHue» W IporpamMma, HCIIoJIb3yeMast T TISHHCTAUISIIIHH.

14) 3anperienune 3amycka nporpamm. Windows mo3BoJisieT OrpaHHYUTh JOCTYIT K
nporpaMMaM, KpOME€ pa3pelieHHBIX B  CICNHATbHOM crucke. s
OTpPaHUYCHHS 3aITyCKAeMBIX IMPOTPAaMM HAJI0 OTKPBIThH pa3ies

[HKEY_CURRENT_USER\SOFTWARE\Microsoft\Windows\CurrentVerson\Poli
cie s\Explorer] u coznath Tam kitou RestrictRun=1 turra DWORD. 3atem TyT e
HaJI0 CO3/1aTh IOJIpa3iell C aHaJOTHYHBIM MMeHeM RestrictRun u B Hem
MEePEYUCITUTH CITUCOK Pa3peIeHHBIX K 3aIyCKY MPOrpamMM ISl TEKYIIEro
MOJIH30BATElIs. 3alUCH B 3TOM MOJIpa3jielie MPOHYMEPOBBIBAIOTCS, HAUUHAasi ¢ 1, 1



coziepKaT CTPOKHU C MyTsIMU (HEO0s3aTEIBHO) M IMEHAMU TIPHIIOKEHUH. Daiiiibt
JOJOKHBI OBITH ¢ pacimupeHreM. HeoOxomumo ykasats daiin Regedit.exe, unaue
HEBO3MOXHO Oy/IeT 3allyCTUTh peakTop peectpa. s copoca orpannyueHus Ha
3aIlyCK MPOrpaMM HaJl0 yCTaHOBHTH 3HaueHue Kimoda RestrictRun B 0.

15) ABromartmueckas Bbirpy3ka DLL. O6Gonouka Windows Beirpyxaer

Heucnonb3dyembie DLL He cpady, a uepe3 HEKOTOpoe Bpems. ITOT
MPOMEKYTOK BPEMEHH HHOT/IA MOXKET JOCTHTaTh OOJBIINX WHTEPBAJIOB
(ocobeHHoO mpu OTNAgKe Imporpamm). Jljis aBTOMaTUYECKOM BBITPY3KH BCEX
DLL B paznene [HKEY_LOCAL _
MASHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer] namo
YCTaHOBUTH 3HaUeHHe cTpokoBoro mapamerpa AlwaysUnloadDLL, paBubim 1.
16) MoXHO YCKOPUTH JeHCTBUE (PAiJIOBON CHCTEMBI, YBEIIMYHUB MapaMeTp THIIA
DWORD loPageLockLimit B pazaene [HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Session Manager\Memory Management] or
3amaHHbeIX no ymonyanuto 512 Kb no 4 Mb u Gonee (tabmuua 1). Otot
napameTp MpeCTaBIsAET MAKCUMAIbHOE YHCIIO 0alT, KOTOPhIE MOTYT OBIThH
OJIOKMpOBaHBI JJIA orepanuii BBOJa/BhiBoja. Korjma 3HaueHue mapametpa
paBHO 0, TO cucTeMa HCIOIb3YET BCTPOCHHBIM AITOPUTM OMIPEACICHUS
HeoOXxonuMol maMmsaTH U ucnonb3dyer ooveM 512 Kb. VYcranoBka
MaKCHMAJIbHOTO 3HA4Y€HHUsI JIOJDKHA OCHOBBIBAaThCA Ha O0ObEME MNaMATH
CUCTEMBI. Y CTAaHOBKH BCTYIISIT B CUJTY MOCJIE MI€PE3arpy3Ku CUCTEMBI.

Tabnuua 1 — [TapameTpsl yckOpeHHs 1elicTBHE (aillIoBON CUCTEMBI
RAM (MB) loPagelockLimit

32 4096000
64 8192003
128 16384000
256+ 65536000

17) Yupasnenue pasmepom ¢aiima SHELLICONCACHE. Windows xpanut
HEKOTOpbIE 3HAUKH, UCIIOJIb3yEeMbIE 000JI04YKOH, B daiine
SHELLICONCACHE. Ilpu wyacToM W3MEHEHHWH TapaMeTPOB OOOJIOUYKH
pasMep naHHOro (haiijja yBEIMUYMBACTCS, YTO NPHUBOIAUT MOCTEIEHHO K
TOpMO3aM TpU TMEPEPUCOBKE 3HAYKOB M3-32 OTCYTCTBHUS MeECTa B KOIIE.
MoXHO yBenWUThH pasMmep KdIma 3Toro ¢aiina, yCTaHaBIIMBas CTPOKOBBIN
napamerp MaxCachedlcons paeueiv 5000 (5 MOaiit) B pasaene
[HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\
Explorer]. Ilo ymonuaHuio, 3TOT mapameTp HE MPUCYTCTBYET B peecTpe.
Pexomennyercs wnornma ynansath ¢aitn SHELLICONCACHE, ocobGenno,



KOTJIa BBl HAYMHAETE 3aMeYaTh, YTO 3HAUYKH CTAHOBSITCS YepHBIMU Ha Pabodem
CTOJI€.

18) CkpoiTne «CBolicTB mamkm» aenaetcs ¢ nomombsio [HKEY _CURRENT
USER\Software\Microsoft\Windows\Current  Version\Policies\Explorer] -
co3mate mapamerp Thia DWORD c¢ wnaspammem NoOFolderOptions wu
snadeHneMm 1. Ilocie mepesarpy3ku «CBOWCTB TamnKW» B MPOBOJHHUKE HE
Oyner.

19) 3ampeTsl: no6aBneHne kimoda Tuira DWORD co 3Hauenuem 1 o aapecy

[HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Policies\

Explorer] Bxirouaet ommuto, yaainenue win «0» oTkiodaeT MeHIO «I[Tyck»:
- NoRecentDocsMenu - CkpbITh «JIOKyMEHTBI»;

- NoFavoritesMenu - Cxpeith «30panHOe;
- NoRun CkpbITh - « BBITIOTHUTY;

- NoClose Ckpwith - «3aBeprienue pabotei»; O NolLogoff Ckpeite -
«3aBepIlcHUE CeaHCay;

- NoWindowsUpdate - ckpsite «Windows Updatey;

- NoSetFolders - ckpriTh «HacTpoiikay;

- NoSetTaskbar - 3amperuts HacTpoiiky [lanenu 3amau. Menwo «Ilyck»,
noaMeHro «Hacrtporikay:

- NoSetActiveDesktop - Ckpwite «Paboumnii cron Active Desktopy; 0O
NoSetFolders - ckpoith «IIpunTeps» 1 «IlaHenb yrnpaBieHus»;

- NoSetTaskbar - ckpoith «Ilanens 3amau» u MeHio «llyck»; 0O
NoNetworkConnections - ckpbITh «Y JaJ€HHBIH TOCTYII K CETH.

Menro «lIyck», nonmento «/JokyMeHTb»:
- NoRecentDocsHistory - He MOMHHUTbH HEITABHO OTKPBITHIX JOKYMEHTOB;

- MaxRecentDocCs - ko1M4ecTBO HEAABHO OTKPBITHIX TOKYMEHTOB;

- ClearRecentDocsOnExit - o0YHCTHTH CIHCOK HEIABHO OTKPBITHIX
JTOKYMEHTOB TIPH BBIXOJIC;

- NoSMDocs - ckpbITh «Mou TOKyMEHTBIY;

- NoSMMyPictures - ckpbITh «MOH PUCYHKHY.

Menrw «Ilyck», mogmento «Hactpoika», myHKT «[IpuHTEPHI»:

- NoPrinterTabs - ckpbiTh BriIanku B auanore «CBocTBa: nmpuHTEpY; O

NoDeletePrinter - 3anperuts ymaienune npuntepa; O NoAddPrinter -
3alpeTuTh 100aBJIeHNE TIPUHTEpPA.

«Pabounii cTomy:
- NoDesktop - otkmtounts «Pabounii cTOI;

- NoStartBanner - orkmounts «Haunute pa®oTy ¢ HaxkaTus 3TOM
KHOTIKI,;

- NoActiveDesktop - otkmrounts Active Desktop;

- NoActiveDesktopChanges - 3anpetuts u3meHenus Ha Active Desktop.



«Paznoe»:
- NoSaveSettings - 3anpeTuTh COXpaHEHHE YCTaHOBOK;

- NoDrives - ckpbiTh Bce nucku B «Moii kommnbsiotep» (FF FF FF FF). B
3aBHCHUMOCTH OT 3HAYEHUsI CKPBIBAIOTCS pa3Hbie OyKkBbI quckoB, 00 00 00
00 - He CKPBIT HU OJMH.

«ITanens ympaBneHus», nuanor «CeTby
[HKEY_CURRENT_USER\Software\
Microsoft\Windows\CurrentVersion\Policies\Network] :

- NoNetSetup - muanor «CeTp» HEJOCTYTICH;

- NoNeSetupIDPage - Bknaaka «aeaTudukanms HEJOCTYITHA;

- NoNetSetupSecurityPage-  Bkimagka  «YNpaBlI€HHE  JTOCTYIIOMY

HEJIOCTYITHA;
- NoEntireNetwork - ckpsiTh «Bes ceTby;
- NoWorkgroupsContents - CKpbITh COIEPIKUMOE CETH.

«[anens ynpasnenus», nuanor «Ilapomm»y [HKEY_CURRENT_USER\
Software\

Microsoft\Windows\CurrentVersion\Policies\System]: O

NoSecCPL - nuanor «Ilaponu» HEIOCTYTIEH;

- NoPwdPAGE - Bkianka «CMeHa naposiein» HeJIOCTYITHA;

- NoAdminPage - Bkumagka «YOajJeHHOE aJIMHHHCTPHPOBAHHCH
HEJIOCTYITHA;

- NoProfilPage - Bkianaka «IIpoduim mosib3oBaresci» HETOCTYITHA.

«ITanenp ympaBiaeHUs», TUATOT « DKPaH»:
- NoDispCPL - guanor «DkpaH» HEAOCTYIICH;

- NoDispAppearancePage - Bkinaaka «OdopmiieHne» HEAOCTYITHA;
- NoDispBackgroundPage - Bkiagka «®on» HemoctymHa; [

NoDispScrSavePage - Bkmagka «3actaBka»  HemocTymHa;, [
NoDispSettingsPage - Bknanka «Hactpoiika» HegocTyHa.
20) OrTxiIroueHNEe aBTOMAaTUYECKOH MPOBEPKHU aIJICHTOB MOXKHO MapaMeTpoM
turta DWORD EnableBalloonTips=0 B paznene [HKEY_CURRENT_USER/
Software/Microsoft/Windows/CurrentVersion/Explorer/Advanced].
21) Css3aHHbIE  JOKyMeHTHL. Ilpu  mepeMelieHdd  WId  yJaJIeHHU!
htmlgokymeHnTa OyayT Takke MEpeMEIICHbI MM YAaJCHbl U COMOCTABJICHHBIC C
3THM JOKYMEHTOM (haiijibl, KoTophie coaepxarcs B manke Mms/lokymenra.files.
Ecnu Heo0X0MMO OTKIIIOUHUTH MOJ00HOE OBEACHHUE, TO HAJO0 CO3/1aTh MapameTp
THUIIA
DWORD NoFileFolderConnection=1 B pa3gene [HKEY_CURRENT_USER\
Software\Microsoft\Windows\CurrentVersion\Explorer].
22) TIpoBOgHHMK BBICTYIAeT W B KadecTBe oOonouku Windows u B kauecTBe
daiin-menemxepa. Ha ucnosib3oBaHUM NMaMATH 3TO CKA3bIBAETCS HE JIYUIIUM



obpazom. [Ipu HOpManbHbIX ycnoBusix [IpoBogHuK oTHHUMAaeT menbix 8§ MOalT
namsata Windows. M3-3a mpo6iiem ¢ BeinenenueM mamsita Windows ucnons3yer
JBOMHYIO KBOTY mamsiTu Juisi [IpoBoiHMKa, cuuTas €e MCIOJb3yeMON pa3sHbIMU
nporpamMmMamMu. UYToOBl HM30aBUTHCS OT ITOW MPOOJIEMBI, HAAO 3ayCTUThH
[IpoBoHUK Kak JIBa OT/AEJBHBIX IMpoIlecca BMECTO OAHOTrO. [[Jisi 3TOro Hy>KHO
HU3MEHUTh 3HaueHue mnapamerpa tuna DWORD SeparateProcess (0" - omgun
npoIiece, "1 - JBa npoiiecca) B paszene
[HKEY_CURRENT _USER\Software\Microsoft\
Windows\CurrentVersion\Explorer\Advanced].

23) UH3MeHeHWe pacKIaJKd KIaBHATYyphl, [0 yMoJYaHWio. B pasnene
[HKU\DEFAULT\Keyboard Layout\Preload] na mepByr0 MO3MLHIO HAI0
MIOMECTUTh KenaeMyro packianky - 00000409 (anrnuiickasi packiagka) WIH
00000419 (pycckas).

6.3 CIUCOK KOHTPOJIBHBIX BOIIPOCOB
1 3auem pemaktupoBath peectp Windows?

2 Kaxkue ommums mis 32- u 64-paspsinasix Bepeuit Windows?

3 Kakum 06pa3omM MOKHO BOCCTAaHOBHUTH NMEPBOHAYAIBHBIC 3HAYCHUS
peectpa?

4 Kakue mnporpaMMbl JOTOJHUTEIHPHO MOYKHO HCIIOJIB30BATh IS
paboThI O U3MEHEHUIO peecTpa’?

JlaGopaTopHasi padora Ne7. U3yuyeHue 0a30BbIX NPaB JI0CTYMNA.
Ilepexoa B pe:xkum cynepmnoJib3oBaresisi. U3yuenune 0a3bl JaHHBIX
noJib3oBareseil. Jlo0aBieHue U yaajieHre moJib30BaTe/eid CUCTEM

Heaun padoTsi: npuodpeTeHne HaBbIKOB padoThl ¢ OC yepe3 TepMHUHAI
MIpU YPABIECHUN YUETHBIMU 3AMUCSIMU.

7.1 PaGouee 3ananue
BBIMOTHATE 3a/1aHUS 110 YITPABICHUIO YY€THBIMU 3anicsiMu B Linux:

1) Co3nate 2 moib3oBaTellie B cucTteme (10 MMEHM Tallbl U
Mambl) C TapoyisiMu, co3aate rpynmy Roditeli, no6aBute 00oumx
MOJIb30BaTele B ATy TPyNMy, BBIBECTH IO HHUM BCEBO3MOXHYIO
uH(pOpMAIHIO.

2) [Ton cynepmonb3oBaTeseM MEePeONpPeaeTUTy MapOIH IS
00eux y4eTHBIX 3aIncei.

3) OOmeHsThCA COOOIICHUSIMU BbIIIIEYKa3aHHbIM
M0JIb30BATEIISIM.
4) OOMeHnsATbes (paiiamMu BbILICYKa3aHHBIM MOJIb30BATEIISIM.

5) VY aanuth BcexX CO3JIaHHBIX MOJIb30BATENEH U TPYIIIY.



7.2 MeTtoanuyeckue yKa3aHusi K BbINIOJHEHHUIO J1a00paTOPHOii padoThl
KoMaH1Hast cTpoka HAUMHAETCS PUTIIAIIEHUEM - TOJICKA3KOM, YTO
CUCTEMa rOTOBAa PUHUMATh KOMAaH/Ibl 110JIb30BaTENs (pUCYHOK 17).
[Tpurnamenue MOXeT ObITh 0OPMIICHO TIO-Pa3HOMY, HO Yallle BCETO OHO
3aKaHYMBACTCS CUMBOJIOM «$,, (TipaBa 0OBITHOTO TOJIL30BATEIIS) WIIH «#» (TIpaBa
CYIIEpIOIb30BATEISA).
- /home/skazka : bash

File Edit View Bookmarks Settings Help

skazka@Debian:~$ su

Maponk:
root@Debian: /home/skazkaz |
Pucynok 17 - BBenennas koMaHa su B CTPOKE MPUTTIALICHUS TTO3BOJISIET

3aJIOTHMHUTLCA IO CYIICPIIOJIL30BATCIEM

Hanpuwmep, B konctpykipu abc@def:gh mo «@» - nmst mons3oBaTerns;
MEKIY «(@» U «:» - UM IOMEHA; ITOCIIE «:» - MyTh K IMaIKe, TA¢ HaXOIUTCS
TEKYIIUH MMOJIb30BaTEIb M B KOHIIC MMPU3HAK MOJIb30BATEIIS, HAIPUMEP, 3aIHCh
skazka@Debian:~$ o3nauaet: nonp3oBarenb Skazka cuaut ¢ JOMEHHBIM UMEHEM
Debian, ~ - naxoauTtcs B cBoei nomarinneii qupexkropun (/home/skazka), senssce
00BIYHBIM mOJIB30BaTeeM. M root@Debian:/ home/skazka# o3nauaer:
I0JI630BaTE b r00t CHIUT HA MAaIllMHE C JOMEHHBIM nMeHeM Debian, naxomurcs
B nupekTopun /home/skazka, siBisisich cynepriosib30BaTeieM.

B koHCOMM KOMaH/IBI )11 PaOOTHI C MOIB30BATEIIMU U TPYIIIIAMU
IIOJIb30BATEIIECH:
-id skazka - uHpopmanmio o mosaw3oBarento skazka (morumn, UID,

GID);

-finger skazka - mokasare uH(pOpManuio o mojs3oBareie skazka,;

-last - geicTBUS MOCIEIHUX 3apErHCTPUPOBAHHBIX I0b30BATEIICH;

-Who - mokassIBaeT MM TEKYIIETO MMOJIb30BATENSA U BPEMS BXO/Ia;

-whoami - moka3pIBaeT K KaKOW TPyIIe OTHOCHUTCS TEKYIIUH
10JIb30BAaTEb;

-useradd skazka - goGaBmenme HOBOro moiwn3oBarens Skazka (wmu
adduser);

-groupadd pritcha - no6aBnenue rpymmsl pritcha;

-usermod -a -G pritcha skazka - nmoGaenser B Tpymmy pritcha
nosib3oBarets skazka (s Debian-nmomgoonsix OC);

-passwd skazka - 3amanue mapoiis moias3oBatenno skazka;

-userdel skazka - ynanenue mosnb3oBatens skazka;

-groupdel pritcha - ynanenue rpymnmsl pritcha;

-login skazka - 3aoruHuTBHCS 10 TIOIB30BaTEeM Skazka,;

- exit - 3aBepIIIeHHE CeaHca TEKYIIEro MoJb30BaTelIs,



-SU (mmm Sudo SU) - BOWTH MMOJM AIMUHHCTPATOPCKON Y4YETHOM
3aIKChIO;

-sudo nano - 3amycTHTh TPWIOKEHHE Nan0 OT WMEHHU
anMuHECTparopa (sudo= substitute user and do) mo3BosieT MONTB30BATEINIO
BBITIOJIHATH YKa3aHHbIE TPOTPAMMBbI C aIMUHUCTPATUBHBIMH IPUBHIICTHSIMU
0e3 BBOJIa MapoJIsl CYIEPIIOIb30BaTENs);

-wall u write - ormpaBnsieT Ha TePMHHAIBI IPYTHUX IOJIb30BATEINCH
coo0IIeH . WIite Mo3BOJISeT OOIIATHCS C qPYTUMH TOJIb30BATEIISIMU ITyTEM
KOIIMPOBaHUsl CTPOK W3 Bamiero tepmMuHana B MX B PEXHUME OHJIAMH.
ANTOpPUTM JIEUCTBUI: Y3HAEM, KTO B JAHHBIII MOMEHT HAaXOJIUTCSA B CUCTEME
¥ K KaKOMY TEPMHHAITy MOJKIIOUYCH C MOMOIIBI0 KoMaHabl Who (pucyHok
18), manmee oTmpasisieM COOOIICHHE MOJIb30BaTeNto test, Hampumep: write
test pts/2. Korma mer Haskmem Enter, Hame cooOmienne Oyner OTpaBieHo B
ero tepmunain, Ctrl+D, 4yTo0s1 mpepBath Write.

JIJIs OTIIpaBKH MIMPOKOBEIIATEILHOTO COOOIICHUS BCEM IO IKITIOUCHHBIM
0JIb30BaTeIsIM, uctoib3yercst komanaa wall (wall = write to all), hopmar, kak
y KOMaH 16l Write, cooOIeHue OyIeT OTIPaBICHO MOCIIE TOT0, KaK Ha)KMETe
Ctrl+D

(pucynoxk 19).

/home/skazka : write v

Settings Help

on pts/1 at 16:36 ...

s sending to you!

t
t
M
Hel
E
[

write 2
rite per ion turned o

e: warning: write will appear from skazka

iing to you!

Pucynok 18 — Pabota komaH 161 Write



= homersskazka + basl - ’ X

File Edit WView Bookmarks Settings Help Broadcast: Hessage -from::skazka@Debi
I R ; {/dev/pts/1) at 16:48 ...

an: /home /sk 10

) >

this sent after I press Ctrl+D
look

Broadcast Message from skazka@Debi
(/dev/ptss/1) at 16:48 ...

this sent after I press Ctrl+D
look

- | /home/skazka : sh
File Edit WView Bookmarks Setti

""" lcast

this sent

Broadcast Message from skazka@Debi

LOO '»

(/dev/pts/1) at 16:48 ...

root@Debian: /home/

ss Ctrl+D
look
Pucynok 19 — Pabora koman s Wall

Komanzer write u wall paGoTarot nipu nepenaue cooOmIeHN Ha TEPMHUHAIIBI
Ipyrux nois3oBareneil. [Ipu 3ToMm MOXHO Takke nepenaBath U (aiissl: cat
file.txt | write user pts/1 u cat file.txt | wall.

Bce HacTpoiiku mosnb30oBaTeNeil U rpyIin XpaHITcs B TEKCTOBBIX (aiiax:
1) /etc/passwd
TyT XpanuTcs Bcst MHGOpMaIMs O OJIB30BATENAX, KpOME aposis, 0/1Ha
CTPOKA COOTBETCTBYET OIMCAHUIO OJHOr0 Nnojb3oBareis. Coaep:kaHue CTPOKU:
skazka:x:1000:1000:Yekaterina Zuyeva:/home/zuyeva:/bin/bash
Crtpoka COCTOUT M3 HECKOJBKUX MOJIEH, KaXKI0€ U3 KOTOPBIX OTIEIIEHO OT
JPyroro ABOETOYMEM. 3HaYeHHE KayKJ0To MoJIs pUBeIeHO B Tabnuie 2. Bropoe
Y TIOCJIeTHEE T0JI1 He0Os13aTeNbHbIE U MOTYT HE UMETh 3HAUCHHUS.

Tabnuna 2 — INapametpsl daiina /etc/passwd

MNone OnuncaHune
skazka Nmsa nonb3osartens gna Bxoaa B cMCTEMY
X HeobasaTenbHbIl 3aWMdPOBaHHbIN NApPO/b
1000 Yucnoson ngeHtnoumkatop nonbsosatens (UID)
1000 Ynucnosoit ngeHtTuduKaTop rpynnol (GID)
Yekaterina Zuyeva NNone KOMMmeHTapuA




/home/ zuyeva JJomallHMI KaTanor Noab3oBaTensa

/bin/bash Ob6on04Ka nonb3oBaTena

2) letc/group

Tyt xpanurtcs uHpopMalus o rpynmnax, 3anicaHHasi B aHaJJOTUYHOM C

[etc/passwd Buge (Tabmuna 3):

skazka:x:1000: skazka,test
B atom (haiinie BTopoe U 4eTBEpPTOE MOJISI MOTYT OBITH MTYCTHIMH.
Tabauia 3 — INapamerpsr (dhaiina /etc/group

MNone OnucaHue
skazka Ha3ssaHue rpynnbl
X HeobasaTenbHbIl 3aWnpPOBaHHbIN NAapob
1000 Yncnosoi naeHtndukatop rpynnbi (GID)
skazka, test |CnnUCOK Nonb3oBaTenen, HAXoAALWMX B rpynny

3) /etc/shadow

XpaHuT B cede Mmapoyii U MO3ITOMY IpaBa, YCTAHOBJICHHBIE HA 3TOT (paill, He
JAI0T CYUTATh €ro OOBIYHOMY MOJIb30BaTEN 0. 3HAUEHHUE KaX/I0T0 MOJIsl IPUBEICHO
B Tabyumiie 4. [Ipumep oaHoM 13 3anucedt daiina:
skazka:$63Yvp9VO2s$Vfl0t.0754QB3HcvVbz5hlOafmO.LaHXwfavJHNiHN
zg/bCI13 AE0562hhiWLoBSgxLy7RJINm3fwz.sdhEhHL0:15803:0:99999:7:::
Tabnuna 4 — INapametpsl daiina /etc/group

Mone

skazka

S65Yvp9V02sSVflOot.o754QB3HcvVbz
5hl0afmO.LaHXwfavJHniHNzq/bCI3
AEo562hhiWLoBSgxLy7RJINm3fwz.s
dhEhHLO

15803

0

99999

7

npeanocneaHee none

nocnenHee none

Onucanune

Mma nonb3osaTtena A4nda BXxo4a B CMCTEMY

Heobs3aTenbHbiN 3aliMppoBaHHbIN NAPO/b

[aTta nochegHen cMmeHbl Naponsa
MWHUMaNbHbIN CPOK AENCTBUA NAPOASA
MaKcMManbHbIM CPOK AEMUCTBMA Naponsa
Mepuopg npeaynperxaeHns o napone
[Nepuopn HeaKTMBHOCTU NApPONA

[aTta ncreyeHuma CpOKa ,D,GVICTBMH 3anncu




7.3 CHHCOK KOHTPOJbHBIX BOIIPOCOB

1 Yro conmepkat cTpoka mpuriameHus?
2 B kakux ¢aiinax coaepxxurcs tHPopMalus o moJb30BaTesIx ?
3 Kakwue komMaHabl AJi NIepeadynd Ha TEPMUHAIIBI TTOJIb30BATENCH ?

JladoparopHasi padora Ne§. Ymnpasienue cerbro. CereBble CJIyKObI.
H3yuyeHnne 0CHOBHBIX KOMaH/I 1Jisl pa00OThI B CETH CUCTEM

Leau pa6oThi: 0TpabOTKa HABBIKOB PaOOTHI IO HACTPOIKE IPOrPAMMHOTO
obecrieueHus 1o mudpoBanuio GaiioB U MarokK, pa3eioB; H3yYCHUE U
KOH(Urypauusi HaCTPOEK HHCTPYMEHTOB HACTPOMKHU U YIIPaBJIECHUS CETEBBIMU
IpaBUJIAMH.

8.1 PaGouee 3ananue
1. BeImomHUTS 3a1aHus 110 MUGPOBaHUIO (DANIIOB, MATMOK, pa3/ena JUCKa:
1) B xatanore /home/na3Banue IoJib3oBaTeis co3nath nanky Crypt.
2) B Heii co3nath 3 daiina:
- filel-sama damumus.txt (cogepxkumoe - TeKyliee BpeMs U J1ata);
- file2-Bamra damummst.txt (cogepxuMoe — COAEPIKUMOE TEKYIICH
TaIKu);
- key-Bamra damunus.txt (maposs npu mudpoBaHuu (Hanios).
3) 3ammdposats 2 daiina uepe3 KOHCOb:
- filel-sama_damwmus.txt — file3-ama gpammmus.txt.encoded;
- file2-Bama_damumus.txt — filed-sama_damumnms.txt.encoded;
- BBIBECTH COICPKUMOE TAITKH Ha IKPaH.
4) PacuudpoBats (aiisibl uepes3 KOHCOb:

- file3-Bama_¢amumus.txt.encoded — files-
Barra_ammus.txt.decrypt;

- filed-ama_¢amumus.txt.encoded — file6-
Barra_ammuus.txt.decrypt;

- BBIBECTH COZICPKUMOE MAINKN Ha SKPaH;

- CpaBHUThH uepe3 KOHCob coaepxumoe filel-
Barra_amuus.txt ¢ fileS-pama damunms.txt.decrypt; file2-
Bama_(amuius.txt ¢ file6-sama damums. txt.decrypt.

5) Co3nars BHyTpH nanku Crypt HoByto manky CryptDir, ckonupoBath
B Hee daitnel file3-Bama damumus.txt.encoded, file6-pamra damunms.txt.decrypt.

6) Hanucath npo OMIMK CYKATHS UCIIOIb3yeMON YTHUIIUTHI.

7) Ckavatp Jr00yI0 TIporpamMmy Jis IMHUQPPOBaHMUS TANOK U
sammdpoatek aupektopuro CryptDir; pacmmudpoBaTh U CpaBHUTH PE3yIbTATHI.

8) CkauaB mo0yr0 mporpaMmy Jjisi (PPOBaHUS JUCKOBBIX Pa3fIeiioB,
3amu¢poBaTh OJIMH U3 CBOMX JUCKOBBIX Pa3/IEioB.



2. Coequuutb OC1 u OC2 (kene3o ¢ xene3oM). Hactpouts Mexay HUMH
ceThb TpeMs crioco0amu (¢ opraHu3zaiueii oomein nanku u 6e3 Hee):

1) Cxonmposats u3 OC1 B OC2 3ammdpoBannbie 3 daitna:

- file3-Bama_dammmus.txt.encoded;

- file4-pama damumms.txt.encoded;

- key-pama_damums.txt.

2)  Pacmmdpoare B OC2 mnonyuennsie file3 u file4. Pesynprats
COCIMHUTH B OMH (aiin result-sama_damumms.

3)  @aiin result-samra damunus ckomupoBaTh result2-samma damumus,
JOMHCcaTh B KOHEI[ UCIIOJIb30BAaHHBIN KIIIOY JJIs1 paciii(pOBKH.

4) CkonpoBatb u3 OC2 B OC1 daiin result-sama_damumms.

5) HacTpouTts npaBuio B (aliepBoJie, HE MO3BOJISIIOIIEE KOITUPOBATh U3
OC2 B OC1, npoBeputh 310 (IBITAsICH TIepenarh ¢aiin result2-sama_davunus B
OC1). 6) YOpatb nocraBjieHHOE MPABUIIO, IPOBEPUTH PAOOTOCTIOCOOHOCTD.

3. Coequnuth OCI 1 OC2 (BUpTyanabHbIE MAIIUHBI HA OJHOM
KoMITIbloTepe). HacTpouTh MeXy HUMH CETh TpeMs crioco0aMu (C opraHu3anuen
oOmielt manku u 6e3 Hee). [Ipogenars myHKTHI 2.1-2.6 aHAJIOTMYHO Ha
BUPTYaJIbHBIX MaIlIMHAX.

8.2 Meroanueckue yKa3aHus K BbIIIOJHEHUIO JIa00OPATOPHOM PadoThI

1. C nosiBnieHnem B 2.6-X sigpax HU3KOYPOBHEBOIO JpaiiBepa JOTUYECKUX
ToMmoB - Device mapper craia Bo3MOKHOH paboTa HE TOJBKO C METIICBBIMU
YCTPOMCTBaMH, HO U HETIOCPEJICTBEHHO C IMCKOBBIMU pazjenamu. bosee Toro,
Onaromapst MOyJIbHOU CTpyKType Device mapper, HU4To He MeIIaeT,
KOMOMHUPYS pa3InyHbIe LI€JU, OpraHu30BaTh muppoBanue aHHbix Ha RAID-
MacCHBE WJIM co3/1aTh 3amudpoBanubii cBor. Llens ais Device mapper,
OTBeYaroIas 3a muppoBaHKe JaHHBIX, Ha3bIBaeTCss dM-Crypt.

PesynbraT mmdppoBanus ¢aiiiaa ¢ TOMOIIBIO0 BCTPOCHHOW YTUIIUTHI, a
uMeHnHo: OpenSSL npencrasnen Ha pucynke 20. Komanaa B KoHCOMH,
UCTIOJIb30BaHHas npH mudpoanuu ¢aitna filel-Zuyeva.txt, Haxoasiierocs B
/home/skazka/Crypt 6ynet cneayromeii: openssl enc -e -aes-256-cbc -in
/home/skazka/Crypt/filel-Zuyeva.txt -out file3Zuyeva.txt.encoded

[Tocne aToro mapoJib BBOAUTCA 2 pa3a Jyis mudpoBaHUs, OMIIKS -eNC 3HAYHUT,
yto mudpoBaHure UACT ¢ moMolkio anroputma (AES256); -e yka3piBaeT Ha
nporeaypy mudpoBaHus; -iN yka3sIBaeT BXOASIIHHA (aiiir; -OUt - BEIXO AT
(ait.

Jns nemmdpoBanus komanaa (mapametp -d yka3siBaeT Ha ACHIU(PPOBKY):
openssl enc -d -aes-256-cbc -in /home/skazka/Crypt/file3-Zuyeva.txt.encoded -out
file5-Zuyeva.txt.decrypt



Salted_ @@
# QOO OO QOO OOOHH QO @1

Pucynox 20 — Pe3ynbrar mmdpoanus filel-Zuyeva.txt ¢ momornipro Ssh

2. Coedunenue 08yx KOMHBLIOMEPOE NOCPEOCBEOM JTOKAILHOU Cemu.
Cnocob Nel.

Jlnia epenayu JaHHBIX 10 JIOKAJTbHOM CeTH (MIPU COSAMHEHHOM
EthernetkaGerne) HyxHO HacTpouTh |P-anpecanuro. B kauecTBe mpumepa
ucnons3oBaics |Paapec nns cepeepa 192.168.1.203, ¢ koToporo ObL1 3arpykeH
daiin shaika.txt ¢ 3ammdpoBaHHBIM COIEPKUMBIM (PUCYHOK 21).
[TocnenoBarenbHOCTH IEWCTBHI: HacTpauBaercs |P-agpec, ¢ kimenTa
3aryckaeTcs UHT cepBepa: pPing 192.168.1.203, muHT MPOXOAMT YCIIEIIHO,
3HAYUT YCTPOMCTBO BKJIFOYEHO, U OHO B CETH.

c64 bytes from 192.168.1.203: icmp seq=2 ttl=64 time=0.385 ms

64 bytes from 192.168.1.203: icmp seq=3 ttl=64 time=0.388 ms

64 bytes from 192.168.1.203: icmp seq=4 ttl=64 time=0.381 ms

cccb4 bytes from 192.168.1.203: icmp seq=5 ttl=64 time=0.380 ms

~C

---192.168.1.203 ping statistics ---

5 packets transmitted, 5 received, 0% packet loss, time 4000ms

rtt min/avg/max/mdev = 0.380/0.392/0.430/0.031 ms

[root@localhost shaikal# ssh shaikenov@l92.168.1.203:/home/shaikenov/shaika.txt
/home/shaika/

ssh: Could not resolve hostname 192.168.1.203:/home/shaikenov/shaika.txt: Name
r service not known

[root@localhost shaikal# scp shaikenov@192.168.1.203:/home/shaikenov/shaika.txt
/home/shaika/

The authenticity of host '192.168.1.203 (192.168.1.203)' can't be established.
ECDSA key fingerprint is SHA256:QotdDIhoPjNnXJo2BZZ13IUCYIWza7Um6Cte3Md8tjg.
ECDSA key fingerprint is MD5:08:19:c8:93:8f:9b:13:eb:f3:6c:7b:5b:45:be:86:bf.
Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added '192.168.1.203' (ECDSA) to the list of known hosts.
shaikenov@192.168.1.203's password:

Permission denied, please try again.

shaikenov@192.168.1.203"'s password:

shaika.txt 100% 0 0.0KB/s 00:00
[root@localhost shaikal# Nl

Pucynok 21 - Ilepenaua mexay AByMs MallMHAMU C IOMOIIBIO MPOTOKOJIA
ssh

Cnocob6 Ne2.

Eme oqaum criocobom nepenauu daitnos ¢ oguoit OC Ha Apyryro
apisieTcs peanuzanus FTP unmu TFTP-cepBepa. B kadecTBe cepBepa BhICTYMAeT
mamuHa ¢ |IP-agpecom 192.168.1.200. [{ns 3TOM HEenu HYKHO CKayaTh YTUJIUTY,

KOTOpas mo3BoJisieT odpamathest k TFTP-cepsepy, nanpumep, WIinSCP (pucyHku
22, 23).



[ Hosoe coeguHenme..,

=i

=z Mow gokymenTbl

&

CoeanHerue

Q Hosoe noaknio4eH1e
& administrator@192.168.1.200

C:\Users\User\Documents\
2 MpoToKkon nepeaaqm:

| SFTP

s Pazmep

=

Adobe Mma xocTa:

[opr:

BioWare |192.168.1.201

| 2E]

Bluetooth Folder

CyberLink UM nonb3oBaTens:

Maponb:

InstantCDDVD |Aci

| [owsevores |

LEGO Creations

CoxpaHute |¥ Ewe...
My ISO Files . -
My Videos
NetBeansProjects
Pinnacle Studio
Scratch Projects
Telltale Games
Virtual Machines
Monesoeatensckue ...
(@) Databasel.accdb

@_]Nurmanov.accdb

TS

560 KB

G438 KB | | WHCTpymeHTbl ¥ [eiicteug ¥ BoirTut |v 3aKpbITh Cnpaska

Pucynox 22 - Ytunura SFTP

& L2 3 Cumxpormzauua. @® [ & (5 Ouepeas ~  Hacrpoiiku nepegaum Mo ymonuamo v

a Shaika@192.168.1.201 a Hoeoe coeguHeHme. .,

Z Mom gokymerms v [ BER& % home =] &= - R & [D, Haitm daitner..  To

T b ) Hogwit + @ Monyunts ~ | [ Mpaewrs ~ 3 o4 [ Ceoiicrea | £ Hoewiii + [=

\Users\User\Documents\ /home/

IMa ° Pasmep Tun Vzmerero Wma " Pasmep Wsmenero Mpaea Bnaaen

| Pogurensckmit kat...  30.09.2017 18:39:52 (S 25.10.2017 20:11:46 I-XI-Xr-X root
Adobe Manka c paiinamn  25.01.2017 16:50:26 adil 09.11.2017 13:44:10 TWX-===-= adil
BioWare Manka c paitnamn  22.04.2017 11:35:47 Shaika 09.11.2017 13:53:51 TWX-===== Shaika
Bluetooth Folder Manka c paitnamn  16.07.2017 22:00:16 share 08.11.2017 17:33:36 rwxrwxrwx  adil
CyberLink Manka c paiinamn  04.08.2017 0:33:29 ﬂ encrypted 1KB  25.10.2017 22:07:21 W-r--r- root
InstantCDDVD Manka c paitnamn  18,05.2017 9:33:55 D file3-Nurmanov.bd.e... 1KB  25.10.2017 22:00:33 w-r--r- root
LEGO Creations Manka c paitnamn  15.08.2017 20:48:23 LIfi 1KB  25.10.2017 22:00:43 W-r--r- root
My ISO Files Manka ¢ paitnamn  21.09.2017 19:56:56 E 1KB  25.10.2017 22:00:59 W-r--r- root
My Videos Manka c paitnamn  25.01.2017 15:13:37 D 0KB 25.10.2017 22:05:58 w-r--r- root
NetBeansProjects Manka c paiinamu  07.11.2017 10:45:50 J result-Nurmanov.bd 1KB  25.10.2017 22:08:01 W-r-=r- root
Pinnacle Studio Manka c paitnamn  18,05.2017 9:34:00
Scratch Projects Manka c painamn  30.09.2017 18:39:52
Telltale Games Manka c paitnamn  06.10.2016 23:05:46
Virtual Machines Manka c paitnamn  05.09.2017 17:13:52
Monb30BaTensCkme .. Manka ¢ paitnamu  11.02.2016 11:14:10

Pucynok 23 - CxaunBanue ¢aiiyioB ¢ ceppepa

Cnoco6 Ne3.

Eme oqauM criocoOom coeuHeHus SIBISIETCS CO3/IaHUEe OOIIEH Manku
noctyna. OCyIecTBISIeTCs 3TO C MOMOIIBIO JOCTYTIA K MMarnKe (JIaHHBIH METOT
POJIEMOHCTPHUPOBaH OJaroaapst BoaMokHocTssM Ubuntu Ha pucynkax 24-25).



il Paboumit cTon i [ OTKpPLITHL B HOBOW BK/1afiKe

®dannosan OTKpbITh B HOBOM OKHE
IR (SO, S Documents and MUSI '
lisi CeTb Settings OTKpbITh B APYrOW NporpamMme..
[ —]
Kop3uHa
- Fop Boipe3aTtsh
(7| JJOKYMEHTbI :
i} Roky J KonuposaTb
& My3bika windows
8 KapTUHKK
i@ Bwupeo Co3AaaTh CChiNKY
iLJ 3arpy3ku MepeuMeHoBaTb...

KonuposaTh B

MNepeMecTuTh B

MNepeMecTuTb B KOP3UHY

OTnpasuTh...

OnybnuKoBaTh 3Ty Nanky
Pucynok 24 - JlocTyn K namnke u3 JOKaJIbHOU CETH

X ' O6wuK JocTyn K nanke

" el O6wui pocTyn K nanke

Ony61MKOBaTb 3Ty NANKy

HauMeHoBaHue: | 3arpysku

KoMMeHTapuii:

i PaspeluaTb APYrMM Mosib30BaTeNAM M3MEHATb COAEPXMMOE Nanku

| focTesoi goctyn (An4 nosb3osatesnen 63 10KaNbHOM YH4ETHOM 3aMUcK)

OTMEeHUTb MpUMeHunTb

Pucynok 25 - O0uuii 10CTyn K namnke

MesxceteBoit xkpaH, ¢haiipBoJI WU OpaHAMAay3p - KOMIUIEKC alllapaTHbIX U
MIPOTPAMMHBIX CPEJCTB B KOMITBIOTEPHOM CETH, OCYIIECTBIISIIOIIUN KOHTPOJb U
GUIBTpAIMIO TPOXOIAIINX Y€PE3 HETO CETEBBIX MAKETOB B COOTBETCTBUU C
3aJJaHHBIMU TTPaBUJIAMH.

Bo Bce siapa Linux, HaunHas ¢ 2.0, BCTPOESHO CPEACTBO s (PHIbTPAIIHH
ceTeBbIx makeToB. B 2.0 sto ipfwadm, 8 2.2 - ipchains, a B 2.4 u 2.6 - iptables.
[TpuHIun GUIBTpALMK TaKOM: KOTJa Yepe3 SAPO MPOXOAUT MaKET, OH


https://ru.wikipedia.org/wiki/IP-%D0%BF%D0%B0%D0%BA%D0%B5%D1%82
https://ru.wikipedia.org/wiki/IP-%D0%BF%D0%B0%D0%BA%D0%B5%D1%82
https://ru.wikipedia.org/wiki/IP-%D0%BF%D0%B0%D0%BA%D0%B5%D1%82

IIPOBEPSIETCS Ha COBMA/ICHNE C OJHUM WM HECKOJbKUMH MTpaBmwiiaMu. [Ipu sTom
B 3aBHCHMOCTH OT 3THX IPaBUJI OH MoXKeT ObITh nporyiieH (ACCEPT),
otoporieH (DROP) unu otknonen (REJECT). Kpome Toro, oH MOKET OBITh
OTIIPaBJICH Ha MPOBEPKY B CIEAYIOMIYIO LIETTOYKY MPABHII. 371ECh K€ MOKHO
yKa3aTh, 4TO (akT MPOXOXKIACHUS MAKeTa, MOAXOASIIEr0 MO I ONPEAeICHHOE
NPaBUJIO, TOJIKEH ObITh OTMeueH B Syslog. [IpaBuiia MOTYT BKJIFOUATh B CeOs
poBepKy aapeca. s u3MeHeHus: UCI0Ib3yeMOro Habopa MpaBuil
UCTIONB3YETCs MporpaMma, KOTopasi Tak 1 Ha3biBaeTcs - iptables. Bee mpaswmiia
XpaHATCS B TAMSATH sIpa U TIPH repe3arpys3ke copaceiBatorcs. [loaTomy
HEOOXO0MMO co3AaTh (haiia KOHPUTypalnu, U3 KOTOPOTro MpaBuiia GUIbTPALIUU
OyayT CUMTBHIBaThCS MpH 3arpy3ke MamuHbl. O0braHO 310 /etc/re.d/re.firewall.
DT0 0OBIYHBIN CKPUNIT 000JIOUKH, KOTOPBIH BhI3bIBacT /Shin/iptables c
OTpeIeICHHBIMU TTapaMeTPaMH, COOTBETCTBYIOIIUMHU COCTABICHHBIM MTPABUIIAM.
[ToaTOMY B OOJBIIMHCTBE AUCTPUOYTUBOB JJI1 U3MEHEHUSI KOH(PUTypaLuu
iptables HeoOXxoMMO OTpeIaKTUPOBATh YKa3aHHbIH (Dailsl ¥ 3aIyCTUTD €ro (3TOT
aiin, Kak MPaBUIIO, ABTOMATUYECKH BBITIOJIHSICTCS MPH 3arpy3Ke MaIIUHBI).
[Tocie 4yero MOKHO MOCMOTPETH OOHOBJICHHYIO TAOJIHILY PABUII KOMaH]IOM
iptables -L.

3. 3amycTuM elle oIHy BUPTYAIbHYIO MAIIMHY. Y CTAHOBUM Ha HEH ceTeBoe
HOJKITIOUYEHUE U a/IPEC MOJIb30BaTeNs (BTOPOI BUPTYAIbHON MaIIMHBI)
192.168.1.201, a anpec cepepa 192.168.1.200. C nomo1ipr0 KOMaHbI SCP
MO>KHO CKOTIMPOBATh (Paiisl 3 AUPEKTOPUN CEPBEPA, €CIIN U3BECTHO €TO
MECTOHAXOKJICHHE, 1aJiee IPOIKMCHIBACM MTYTh U IMAIKy, B KOTOPYIO MBI XOTHM

coxpanuTh Haur ¢air: scp 192.168.1.200:/home/ nurmanovadil/Crypt/file3-
nurmanovadil.txt.encoded

/home (pe3ynbTat npeacTaBiieH Ha pucyHke 26). Ha pucynke 27 oTkpbsiBaeM
daii.



The authenticity of host '192.168.1.200 (192.168.1.200)' can't be established
ECDSA key fingerprint is el:0c:5f:f3:b9:b9:8a:42:cd:e8:83:29:91:6f:18:20.

Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added '192.168.1.200' (ECDSA) to the list of known hosts
root@192.168.1.200's password:

file3-Nurmanov.txt.encoded 100% 65 0.1KB/s 00:00
[root@localhost network-scripts]# ls

ifcfg-enp@s3 ifdown-ppp ifup-ib ifup-Team

ifcfg-lo ifdown-routes ifup-ippp ifup-TeamPort

i1 ifdown-sit ifup-ipvé ifup-tunnel

ifdown-bnep  ifdown-Team i ifup-wireless )
ifdown-eth ifdown-TeamPort ifup-plip init.ipv6-globall
ifdown-ib ifdown-tunnel ifup-plusb  network-functions
ifdown-ippp ‘ ifup-post network-functions-ipvé
ifdown-ipv6  ifup-aliases ifup-ppp

11 : ifup-bnep ifup-routes

ifdown-post  ifup-eth ifup-sit

[root@localhost network-scripts]# cd /home/

[root@localhost home]# 1s

file3-Nurmanov.txt.encoded

[root@localhost home]# gedit file3-Nurmanov.txt.encoded

Pucynox 26 - KonupoBanue ¢aiina ¢ cepsepa

»* lNpunoxenna Mecta  TekcToBbIA pegakTop

n file3-Nurmanov.txt.encoded

OTKpbiTh ¥ ;
/home

Salted ! uzBRElEElEEe>~Ea5RxM2Ee] | V ' EojaEpaneac2z E¥iivEEGCOR:s 10HY+¢ACS [FxMEd<

Pucynok 27 - OtkpsiTue 3ammdpoBanHoro (aiina va Bropoit OC

HacTtpoiika npaBuia B ¢aiiepBose, He o3BoJsttolee Komuposath u3 OC2
B OC1, moka3zaHa Ha pucyHKe 28; mpoBepka Ha pucyHkax 29-30.
Y6upaem nocraBiieHHOE MPaBUIIO, IPOBEPsiEM padOTOCIIOCOOHOCTH (PUCYHOK

V' AKTMBHBIE MPUBAZKN Koudurypauus: = TocToaHHaa v
Coepuenna 3oHbl Cryx6ut IPSet

enp0s3 (enp0s3)

3oma: block 3ona firewalld onpepenseT ypoeeHs foBepUA ONA CETEBLIX COBAMHEHNI, MHTEpPCheCoB 1 appecos. 3oHa obweauHAeT
WnTepdericsi cny6el, NOPTHI, MPOTOKONbI, MaCKMPOBaHKeE, NepeaapecaLio NopToB U MakeToe, hUNLTPLI iCMP 1 paclUMpeHHsie npae

30HbI MOTYT ObiTh NPUBA3aHBI K wmep(bewhm ¥ agpecam.

_ 1 Cnyx6si Moprsl Mporokons Source Ports MackunposaHi

WIcTouHMKM

dmz
i 3eck MOXHO ONpenenyTL foBepeHHsie CnyX6el Ana 0Hel. [oBepeHHele cnyx6el nocTy!
rop BCEX Y3708 1 CETe, y KOTOPbIX €CTh AOCTYM K KOMMbOTEpY.
external -
Cnyx6a
home ("] amanda-client
internal [ amanda-k5-client
public [] bacula

trusted ("] bacula-client

work ("] bitcoin

Pucynox 28 - [lomenraem uaTepdeiic B OJTOKUPOBAHHYIO 30HY



Wwawn 1ipaska oug 1 10MCK repMuHan Lrnpaeka

[nurmanovadil@localhost Crypt]$ ping 192.168.1.201

PING 192.168.1.201 (192.168.1.201) 56(84) bytes of data.
From 192.168.1.201 icmp seq=1 Destination Host Prohibited
From 192.168.1.201 icmp seq=2 Destination Host Prohibited
From 192.168.1.201 icmp seq=3 Destination Host Prohibited

Pucynox 29 - 3anpeniaem tpaduk

[nurmanovadil@localhost Crypt]$ sudo scp 192.168.1.201:/home/result-Nurmanov.txt
/home/nurmanovadil/Crypt/

[sudo] mapons gna nurmanovadil:

ssh: connect to host 192.168.1.201 port 22: No route to host

Pucynox 30 - [TompiTka ckommupoBaTh (haiin

[nurmanovadil@localhost Crypt]$ ping 192.168.1.201

PING 192.168.1.201 (192.168.1.201) 56(84) bytes of data.

64 bytes from 192.168.1.201: icmp seqg=1l ttl=64 time=0.372 ms
64 bytes from 192.168.1.201: icmp seg=2 ttl=64 time=0.362 ms
64 bytes from 192.168.1.201: icmp seq=3 ttl=64 time=0.406 ms
64 bytes from 192.168.1.201: icmp seg=4 ttl=64 time=0.365 ms

Pucynox 31 - YcranaBiauBaeM nntepdeiic Ha myOIuYHbINA JOCTYI U CBA3b CHOBA
JTOCTYyIHA

8.3 CiuCOK KOHTPOJIBHBIX BONIPOCOB

1 Kaxkue mapameTpsl MOTYT OBITH e1ie B 0penssl enc, kpome -aes-256-chc?
2 Kakxum 00pa3om oCyIecTBISIETCS] HACTPOIKa mpaBuil ¢aiiepBosia’?
3 HazoBute 3 crmocoba HACTPOMKH OOIIETO JOCTYIIA.

JlabopaTopHas padora Ne9. ObecnieueHue 0€30MaACHOCTH
ONepanMoOHHOM cucTemMbl. 3yyeHne NporpaMMHBIX U CHCTEMHBIX YIPO3 U
TUIIOB CETEBBIX ATAK CHCTEM

Ieaun paGoThl: npuoOpETEHNE HABBIKOB 110 OPTaHU3alUU O€30MaCHOCTH
IIPU 3arpy3Ke B pasHbIX pexxumax OC; 0CBOEHHE Mep ICaKTUBALNN U
OTPaHUYEHUS NOJIb30BATEIIEH.

9.1 Pabouee 3a1anune
1. 3anyctuts OC B MUHUMAJIBHOM OKPYKE€HHH: SIAPO U KOMaHAHBIH
HUHTEPIIPETATOP:

1) mepe3arpy3uTh CUCTEMY M BOHTH B MeHIO 3arpy3unka GRUB2;

2) U3MEHUTH TIapaMeTPhl 3aycKa sapa;

3) nonpoboBaTh co3math Gaiin «proba.txty B kopHeBoM Kartajore; 4)
NEPEeMOHTHPOBATh KOPHEBOW pasliel B PEXHME UYTCHHUS-3aMMHCH; 5)
nornpo6oBaTh co3aath (hain «proba.txt» B kopHeBOM KaTasore;

6) 3arpy3UThCs B OOBIYHOM PEKUME.



2. Co3znath yueTHble 3amucu USerl, user2, user3. OTKIIOYUTh YYETHYIO
3amuch USerl omHmM cmocoOom, USEer2 apyrum cmocoOom, USEer3 TpeThum,
BOCCTAHOBUTH X PaOOTOCIIOCOOHOCTb.

3. [Toka3aTe cMeHy maposs Ha root-nosbs3oBaresss B OC uepes B3JI0M C
nomonipio LiveCD u depe3s B3JI0oM 3arpy3duka.

9.2 Meroanuyeckue yKa3aHusi K BbIIIOJIHEHHUIO J1a00paTOPHOii padoThl

1. dns 3amycka OC B MUHUMaJIbHOM OKPYKCHHH: HAJI0 BBHITIOTHUTH
CIICYIOIINE ACHCTBHS:

1) [lepezarpy3uth cucTeMy U BOWTH B MeHIO 3arpy3urka GRUB2.

2)  HM3meHuTh mapameTpsl 3amycka  sjpa, JONKCaB  HapameTp
init=/bin/bash B konen ctpoku mnapamerpoB sapa (kernel) (pucynox 32).
BrITIoTHUTE 3arpy3Ky sapa ¢ JaHHBIM MapaMeTpoOM M JI0KIAThCS MPUTITANICHUSI
TepMUHAaJA.

GNU GRUB wersion 1.99-27+deb7uz

setparams 'Debian GNU/Linux, c Linux 3.2.0-4-486'

load_video

insmod gzio

insmod part_msdos
insmod ext2

set root='(hd0,msdos1) '

search --no-floppy --fs-uuid --set=root adic6773-b3bc-4493-9d2e-dcefy
6f292f9a

echo '3arpyxaeTca Linux 3.2.0-4-486 ...
linux sboot/vmlinuz-3.2.0-4-486 root=UUID=ad7c6773-h3bc-4493-9d2e-dck
efef292f9a _init=sbinsbash ;
echo '3arpyXaeTca HadanbHbW ramdisk ...

initrd sboot/initrd.img-3.2.0-4-486

—_—
Pucynok 32 — M3MeHeHuns pexxnma 3arpy3ku TEKyLIEN 3alucu
3)  IlompoGoBath co3maTh aitn «proba.txt» B KOpHEBOM Kartajore:
«touch /proba.txty. OTBeTOM OyJIeT KOMMEHTAapuili 00 OIIMOKE O TOM, YTO
KOpHeBas (pailyioBasi cucteMa JOCTYIHA TOJIBKO JIJIsl YTeHUsI (PUCYHOK 33).

Running /scripts/local-bottom ... done.

Running /scriptss/init-bottom ... done.

.8994981 usb 1-1: New USB device found, idVUendor=80ee, idProduct=0021
.9011021 usb 1-1: New USB device strings: Mfr=1, Product=3, SerialNumber=0
.9020651 usb 1-1: Product: USB Tablet

.9028571 usb 1-1: Manufacturer: UirtualBox

bash: cannot set terminal process group (-1): Inappropriate ioctl for device
bash: no job control in this shell

root@(none) :/# touch /proba.txt

ouch: cannot touch "/proba.txt’: Read-only file system

root@(none) : /# _ P D o —"

Pucynok 33 — Coob1ienue o0 omuodke



4) [lepeMOHTHPOBATL KOPHEBOW pa3Aeil B PEXKUME YTEHHUSA-3AMNCH:
«mount -o remount, rw /», Tie Femount, rw - oy NEPEeMOHTHPOBAHUS B PEXKUM
YTEHHUS3AMUCH (TOJNBKO sl yTeHus: Oyner ro - read-only). A ciemr - KopHEBOit
paszen
(pucynok 34).

bash: cannot set terminal process group (-1): Inappropriate ioctl for device
bash: no job control in this shell
root@(none)d : /# touch proba.txt

ouch: cannot touch ‘proba.txt’: Read-only file system
root@(none) : /# mount -0 remount, rw /

28.6495611 EXT4-fs (sdal): re-mounted. Opts: (null)d
root@(none) : /# _

Pucynok 34 — KomaHia nepeMOHTUPOBaHUSA

5)  TlompoGoBark co3math Gaitn «proba.txt» B KOpHEBOM Kartaiore:
«touch proba.txty. ®aiin ycnenHo co3aaH (pUCyHoK 35).

root@(none) :/# touch proba.txt
ouch: cannot touch “proba.txt’: Read-only file system
root@(none) :/# mount -o remount, rw /

28.6495611 EXT4-fs (sdal): re-mounted. Opts: (null)
root@(none)d :/# touch /proba.txt

root@(none) :/# s

bin etc lib mnt proc sbin sys wvar

boot home lost+found opt root selinux tmp wvmlinuz
initrd.img media proba.txt run srv usr

root@(none) :/# _

Pucynok 35 - Peakiust OC Ha komaHy co3nanus daiiaa proba.txt

6)  BoemonHute KomMaHIy «exec /shin/inity mns Havama HopMabHOM
3arpy3ku OC. 3arpy3ka CUCTEMbl B MUHUMAJIHHOM OKPY>KEHUU MOXKET OBITh
M0JIE3Ha B PA3JIMYHBIX ClIydasX, OCOOEHHO, €CIIU MPOUCXOJUT BOCCTAHOBJICHUE
YAQJICHHBIX CIy4alHO JaHHBIX, KOTJa Jr000e BO3JEHUCTBHME HA AUCK (3aIKCh)
He)xenaTenbHbl. [Ipu jkenmaHuM MOXKHO MEPEeMOHTHUPOBATH KOPHEBOHM paszzen B
peKUME UYTCHUS3AMUCH U TPOJOJDKUTH pPEaHHMaIio cucteMbl. Kak TONbKO
Olepal 1O BOCCTAHOBIECHHUIO-AMATHOCTUKE OyAyT BBIMOJTHEHBI, MOXHO
IPOAOKUTH HOPMAJIbHYIO 3arpy3Ky CUCTEMBI.

2. Croco6 1. PegaktupoBanue daiina /etc/shadow. B nanxom daiine

XpaHsaTCs 3amudpoBaHHbie maponu u3 /etc/passwd. K npumepy, BoT Tak
BBITJISLIUT 3amupoBaHHbIN Mapojb B (aiine shadow:
userl:$6$KYriHdKR$Yku3LWgJmomsynpcle9BCA:15711:0:4444:5::: ns
OTKJIIOYCHHUS aKKayHTa HaJIo mepe 3amn@poBaHHBIM MapoJieM 100aBUTh
CUMBOJIBI | v *:
user:1$6$KYriHdKR$Yku3LWgJmomsynpcle9BCA:15711:0:4444:5::: wu:
user:*$6$KYriHdKR$Yku3LWgJmomsynpcle9BCA:15711:0:4444:5:::

[Tocre vero mosb30Bateltb USErl He CMOXKET ceOst aBTOPHU30BaTh, TAK KaK
CHCTEME He yJacTcs paciu@poBarh napoiib. UToObl BEpHYTh, HAJIO yIAIHUTh U3



daiina /etc/shadow cumBosb! | 1 *, KOTOpBIE T0OABUIM PaHBIIIE.

Croco6 2. O6onouka nologin. CymiecTByer eliie crocod 1eaKTUBALNN
aKKayHTa T0JIb30BATEINS - 3TO MOJIb30BaTeNIbCKas 00os104ka nologin, koropas
HaxoAuTcs Mo aapecy: /usr/shin/nologin. B gaiine passwd usmMeHUTH 110
npumepy. user2:x:1001:1001:Test,User,,:/home/user:/bin/bash na
user2:x:1001:1001:Test,User,,:/home/user:/usr/sbin/nologin

[Tocne "ero moyb3oBaTehb USEr2 He CMOKET aBTOPU30BAThCS, HECMOTPS Ha
BBO/I IPABUJILHOTO TTAPOJIS.

Crioco6 3. To ke camoe MOKHO CJIeNaTh C MOMOIIBI0 KOMaH Ibl: «usermod
-L user3». JItoboii MeTo1 aBTOPU3AIIMH, UCTIONB3YIOMUN I ayTeHTU(UKAIINN
noJnb3oBarens (aiin /etc/shadow, 6ombiie He OyaeT paboTaTh, Tak Kak
pacudpoBarth maposs oyaer HeBo3MokHO: $ su user3 Password: su:
Authentication failure

JIJIst akTHBAIMK aKKayHTa MOYKHO BBECTH KOMaHy: «usermod -U user3».

3. UToOBI OCYyIIECTBUTD B3JIOM ¢ momotisio LiveCD, HeoOxoaumo
3arpy3uThes ¢ Live-maucka, moMOHTHPOBATh KOPHEBO# pased,
OTpeaKTUPOBATh /etC/shadow, KOTOPBIIl COCTOUT U3 CTPOK, KaXKIasi U3 KOTOPBIX
uMeeT 9 TIoJIeH pa3eIeHHbIX JBOCTOUHSIMH. B TepBoM 1moJie XpaHUTCS HMSI
MI0JIL30BATEIIsI, BO BTOPOM - Xelll apoiist. Hajo ynanute conepkuMoe BTOPOTo
OJIsL HY’KHOUW CTPOKH, COXPAHHUTH (Daiil, OTMOHTHPOBATH (DAalJIOBYIO CUCTEMY,
nepe3arpy3uThCs M, 3arPy3UBIINACH C KECTKOTO TUCKA, BOWTH B CHCTEMY KakK
root, 6e3 mapoJsi.

9.3 CiMCOK KOHTPOJILHBIX BOIIPOCOB

1. Haiitu ¢aiinet: passwd, group, shadow u gshadow; mokazatp,mosiCHUTS.
2. Omnmcath anroput™ B3soMa yepe3 CD-muck.
3. Omnmcarh alropuT™M B3JIOMa Yepe3 3arpy3uuK.

JlaGopaTopHuasi padora Nel(. ApxuBupoBanue. BoccranoBiieHue
Hean paGoThi: npuoOpeTeHNE HABBIKOB Pa0OTHI ¢ yakoBIIUKOM TAR;

HAy4YUTHCS YIIAKOBBIBATH M PACMAKOBBIBATH (paitsibl mocpeactsom GZIP u BZIP2.

10.1 Pabouee 3aganue

1. BoimorHUTS 3aaHUS TIO apXUBUPOBAHUIO OOBEKTOB:

- co3JaTh Manky, B Hel Qaitn ¢ kajneHmapeM |-Bama damunus.ixt; B
daiin  2Bama gammwmma.iXt  3anucate  wH(OpMamui0O 0  paboTaronIUX
nosib3oBatessix (W); B aitn 3-Bama damunus.txt 3anmucate uHPOpMaIMioo o
3aIyIIEHHBIX TPOIIECCax B CHUCTEME; co3/aTh apxuB 4-amra_ (amwmms.tar us
daiina 1-pama ¢amunus.txt, 106aBUTH B HETO OCTaJIbHBIC ABa (haiiia; yIaauTh
Tpu (aiiia, OCTaBUB B IAIKE TOJHKO apXHWB; paclakoBaTh (ailibl B TEKYIIYIO
nmanky W Ha YpPOBEHb BHIIIE, YAAIUTh apXWB, IMPOBEPUTH COJEPKUMOE
MOJTy4YE€HHOT0; MIOKa3aTh MIPUMEP apXUBUPOBAHUS C UCKIIOYCHHEM O0OBEKTOB;



- CO3/1aTh BTOPYIO MAnKy; B Hel co3aath (aiin S-pama_pamunus.txt u
6Bama_Qammiua.txt (B8 mepBoMm - nHpoOpmamus O JUCTPUOYTHUBE, BO BTOPOM
uH(pOpMaIUs O M0JIB30BATENIE); YIIAKOBATh COAECPKUMOE NAallKU B apXuB tar;

- yIaKoBaTh COJEPKUMOE IMAaNKH B apxXwB tar ¢ NPUMEHEHHEM
apxuBaTopa gzip (v bzip2), cpaBHUTE pazMepsr;

- IIEPEHECTH apXUB BO BPEMEHHBIN KaTaJor, YAAIUTH CONEPKUMOE
IIEPBOHAYAJIBHOI'O KaTaJ0ra; BOCCTAHOBUTH COJIEPKUMOE U3 apX1Ba;

- YCTAaHOBUTh  apxXuBaTop rar, 3aapxuBupoBarth  ¢aiiasl  5-
Bama_ (amunusa. txt u 6-Bama damumusa.txt mo mapomo «123», ynanuTth
MEPBOMCTOYHUK (DalijIOB U BOCCTAHOBUTD U3 apXuBa (hailiibl.

2. Caenatb pe3epBHYIO KOIUIO CUCTEMbI, TOKA3aTh MPUMEP YJIa4YHOTO
BOCCTaHOBJICHHIO U3 00pa3a CUCTEMBI.

10.2 MeTtoan4yeckne yKa3aHUA K BBINOJTHEHHUIO J1a00PaTOPHOil padoThI
1. ApxuBaTOp HYKEH JIJIsl YMEHBILIEHHSI pa3MepoB (pailyioB, yImaKOBbIBAaHUS
KaTaJIOTOB B €/IMHbIC OOBEKTHI /7151 OoJiee OBICTPOI Mepeaaun 1Mo KaHajaaM CBA3U
Y KOMIAKTHOTO XPaHEHHS.
B Linux ecTh Tpu pa3auuHBIX METO/A YIIAKOBKH: tar, gzip u bzip2.
Komanie! niist paboThI:
tar cf 2.tar 1.txt - co3maTh tar-apxus ¢ umenem 2.tar, cogepxaimuii 1.txt;
tar czf 2.tar.gz 1.txt - co3nats tar-apxus ¢ cxxaruem Gzip o UMeHH
2.tar.gz; tar cjf 2.tar.bz21.txt - cozmats tar-apxus ¢ cxkarueM Bzip2 mo
umenn 2.tar.bz; tar xf 2.tar - pacmakoBate apxuB 2.tar B TeKyIIyto narnkys;
tar xzf 2.tar.gz - pacnakoBats tar-apxus ¢ Gzip; tar xjf 2.tar.bz -
pacmakoBarth tar-apxus ¢ Bzip2. tar --exclude='/home/user/*" -cvzf
archive.tar.gz /nome/* - apxuBupoBath
BCIO IUpeKTOpHio /NOME, HO UCKITIOYUTh U3 apxuBa manky /home/user.
ITocne cozmanust ¥ MPOCMOTPa COACPKUMOTO (HaitsIoB MOCMOTPUM
CoJIep >KMMOe KaTayiora (pucyHok 36).

root@debian: /home/skazka# ((uname -a)>5-Zyueva.txt) & ((id root)>6-Zyueva.txt)
[4] 3547

root@debian: /home/skazka# cat 5-Zyueva.txt & cat 6-Zyueva.txt

[5] 3549

id=0(root) gid=0(root) rpynns=0(root)

[4] Done ( ( uname -a ) > S5-Zyueva.txt )

root@debian: /home/skazka# Linux debian 3.2.0-4-486 #1 Debian 3.2.57-3 1686 GNU
oot@debian: /home/skazka# 1s -1

TOoro 8

rw-r--r-- 1 root root 59 Wn 27
rw-r--r-- 1 root root 45 Wn 27
oot@debian: /home/skazkaz J

Pucynok 36 — Co3nanue u mpocMoTp COACPKUMOTO (haityioB

24 5-Zyueva. txt
24 6-Zyueva. txt

19:
19:

Komanga «xxd -1 100 5-Zyueva.txty» BeiBoauT nepsbie 100 OaiT daiina.

YtoObl yriakoBaTh BCe 3TO B apxuB 7.tar, Hallo BOCIONIB30BATHCS OJHOM U3
KOMaHJ BBIIIIE.



Janee mocMoTpeTh pazmep apxusa: «/s -lh 7.tar», npu atom mosryuaercs,
YTO UCXOJIHBIE (haiiiibl OBLIU JAa’Ke MEHBIIIE IO pa3Mepy, a B ApXUBE CTaIN BECUTh
OoJbIIIe, TaK KaK caM 1o cede tar He cxumaeT (pailiibl, a MPOCTO YIaKOBBIBAET UX
B CBOETO POJIa KOHTEMHED, U YK€ ITOT KOHTEUHEP MOKHO «CKOPMUTB)»
YTHIMTaMYIaKOBIIMKaM (Zip uiu bzip2 (ux MOKHO MCITIOJIL30BaTh B tar, ¢
TIOMOIIIBIO KJTFOUEH Z ¥ | COOTBETCTBEHHO).

CoxMmEM Tenepsb 3TOT (ailil npu NOMOILM gzip: «gzip 7.tary». HetpyaHo
3aMETHUTh, UTO K paclIupeHuIo ¢aiiia Tenepb NPUIMHILIETCS §Z aBTOMAaTHYECKH U
pa3mep (haiina yMeHbIHICS (OOJBIION YPOBEHB CIKATHS).

PacniakoBka n3 pe3epBHOM KOIIMM BEAETCA MOX0Ke. ECTh TyT 1Ba MyTH:

a) MOCJICIOBATEIILHBIN: paciiaKyeM apXuB .gzZ: «gzip -d 7.tar.gz», ko4 «-
d» o3HaugaeT «decompressy, B mamke HosBHIICS (aiii 7.tar mpeskHero pasMepa.
Hanee: «tar -xvf 7.tar» - pacmakyeT copepkuMoe 3TOro KOHTeiHepa.

BBuy 601611101 TIOMYISIPHOCTH apXUBATOPOB gzip (1 bzip2), ux mopuepxka
YK€ BKJIFOUE€HA BO MHOTHE YTHIUTHL. B wactHoCTH, B tar. lns gzip mpubaBnsercs
ommus Z, 1yt bzip2 — j;

0) MOKHO 00OWTHCH OJTHOM KoMaHou: «tar -xvzf ~/backup.tar.gz» u
JIEKOMITPECCUPOBATh U Pa3KaTh cpasy.

Ecnu apxuBarop He ycraHoBiieH: «apt-get install rar». J{is apxuaruu
BceXx (haiioB u manok B aupexkropun /home/skazka/lab9/z1-5 u nupexropun
/home/skazka/lab9/z1-3 nano ucmonb3oBaTh «rar a -r -md myarchive.rar
/home/skazka/lab9/z1-5/* Thome/skazka/labh9/z1-3/*», rne «-a» - 100aBUTH
nannbie (add); «-m5y - crenens cxxatus ot 0 10 5. 0 - 6e3 cxxarus; myarchive.rar
- IMs apXWBa; OCTAILHOE - ApXUBUPYEMBIC TUPEKTOPHH Yepe3 MPOOeIT; «-I» -
OIS, KOTOpas 100aBiIsieT HHPOPMAIIUIO AJis BoccTaHOBIeHHS. Onius «-hp»
MIO3BOJISIET 33]1aTh MAPOJIb HA APXUB.

PacnakoBaTh apxuB: «rar € myarchive.rar» B TeKyIyr ITUPEKTOPHIO,
IPOBEPUTH aPXUB. «rar t myarchive.rary; BOCCTAHOBHUTD «rar myarchive.rary.

2. PesepBHOC KommupoBanue cuctembl (backup) seisercs onHoit u3
BXXHBIX TIPOPHIAKTUICCKUX MEP IO MOJIEPKAHUIO CTAOUIBHOCTH PaOOTHI
cHCTeMBI. J[J1s1 pe3epBHOTO KOITMPOBAHUS MTOHAIO0OUTCS YTHIIUTA IO PaboTe C
apxuBamu — tar.

Jlns BeIoNTHEHKS 3a1aHus motpedyercs ¢uteni-LiveCD, ¢ kotoporo
CTaBWJIA CUCTEMY, M pa3Jiel, Ha KOTOPBIH HY»KHO COXpPaHHTh JaHHbIC. Ero Takke
HY)KHO IIPUMOHTHPOBATb.

Urak, npeanonoxuM, uto OC ycTaHOBIIEHA HA MIEPBOM pa3eiie NEPBOTO
*xecTkoro aucka (/dev/sdal). Barpyxaemcs ¢ LiveCD u MoHTHpYeM 3TOT paszen
CKa)kKeM B /mnt, MpoBepsisi MOMYTHO pa3zelibl KoMIbloTepa (pUCYHOK 37).



:~# mount /dev/sdal /mnt

:~# fdisk -1
Disk /dev/sda: 20 GiB, 21474836480 bytes, 41943040 sectors
Units: sectors of 1 * 512 = 512 bytes
Sector size (logical/physical): 512 bytes / 512 bytes
I/0 size (minimum/optimal): 512 bytes / 512 bytes
Disklabel type: dos
Disk identifier: 0x0d3d7496

Device Boot Start End Sectors Size Id Type
/dev/sdal * 2048 40038399 40036352 19.1G 83 Linux
/dev/sda2 40038400 41940991 1902592 929M 82 Linux swap / Solaris

Disk /dev/sdb: 931.5 GiB, 1000204885504 bytes, 1953525167 sectors
Units: sectors of 1 * 512 = 512 bytes

Sector size (logical/physical): 512 bytes / 512 bytes

I/0 size (minimum/optimal): 512 bytes / 512 bytes

Disklabel type: dos

Disk identifier: Oxa4b57300

Device Boot Start End Sectors Size Id Type
/dev/sdbl 16065 1953520064 1953504000 931.5G f W95 Ext'd (LBA)
/dev/sdb5 16128 1538882414 1538866287 733.8G b W95 FAT32

Pucynok 37 — MOHTUpPOBaHKE U TPOCMOTP pa3/iesioB

MonTHpyeM pa3aen, Ha KOTOPOM MPEANnoaraeTcs pa3MeCcTUTh PE3EPBHYIO
konuto. [Ipy BO3HUKHOBEHUY OLIMOOK CJIElyeT OTMOHTUPOBATH pa3zien U
o0paTHO MPUMOHTHPOBATH (pUCyHOK 38). [lanee nmepexoiuM B TUPEKTOPUIO
MPUMOHTHUPOBAHHOTO PA3Zesia C CUCTEMON U CMOTPUM KaKUE TUPEKTOPUU €CTh, B
MPUMOHTHPOBAHHOMN AUPEKTOPUU OYyJEM CO34aBaTh PE3EPBHYIO KOIMHUIO (PUCYHOK
39). YBUAEB CIMCOK AUPEKTOPUH, BKIIFOUAEM HY>KHbIE ISl pE3EPBHON KOIUU
(pucynox 40). ITpouecc co3ganust pe3epBHOI KOMUHU OTPaXeH HAa pUCyHKeE 41.

:~# mkdir /backup

:~# mount /dev/sdb6 /backup
Mount is denied because the NTFS volume is already exclusively opened.
The volume may be already mounted, or another software may use it which
could be identified for example by the help of the 'fuser' command.

:~# umount /dev/sdb6

:~# mount /dev/sdb6 /backup

Pucynok 38 — MouTupoBanue paseia s backup

:~# cd /mnt
:/mnt# 1s -a
bin home lost+found proc sys
S boot initrd.img media root
0 .cache initrd.img.old mnt run  usr
123 dev lib opt shin var
.bash history etc Lib64 proba.txt srv  vmlinuz

Pucynok 39 — CucremHbIe AMPEKTOPUN

:/mnt# tar -cvjpf /backup/Backup.tar.bz2 bin boot dev

2 1Lib64 media mnt opt proc root sbin sys tmp usr var



Pucynoxk 40 - Komanzaa s co3gaHusi apxuBa

bin/dd

bin/fuser
bin/vdir
bin/ntfssecaudit

bin/mv

bin/ping
bin/dmesg
bin/nisdomainname
boot/

Pucynoxk 41 — IIpouecc co3manusi pe3epBHOM KOITUU

JIJ1sl yCIeImHoro BOCCTaHOBIICHHSI TOHAI00UTCs Bee TOT ke LiveCD, cama
pe3epBHAs KOMHS U HEKOTOPOE KOJIMYEeCTBO BpeMeHH. 3arpyskaemcs ¢ LiveCD u
MOHTHPYEM Pa3Jeibl 0 YXKe BBIICONUcanHoi cxeme. Eciu He mepeHocumm
PE3EPBHYIO KOMUIO HA APYTOM )KECTKUHN JUCK, TO UMEIOIIYIOCSI CHCTEMY HYKHO
NpeBaPUTENILHO yIAIUTE KoMaHaou: rm —rf /mnt/*. Komupyewm apxus ¢
pe3epBHOM Komuel Ha neneBoi pasaen: cp /backup/Backup.tar.bz2 /mnt/.
[TepexomuM B Halry OyayIIylo CHCTEMY U pa3apxuBupyem backup (mpormecc
NoKa3aH Ha pucyHke 42). Ha 3ToM BocCTaHOBJIEHHE pPE3EPBHOM KOIUU
3aBEpIICHO.

:/mnt# tar -xvjpf Backup.tar.bz2

bin/
bin/ntfsinfo
bin/df
bin/loginctl

Pucynok 42 — BoccTaHOBJIEHHE CUCTEMBI

10.3 CnuCcOK KOHTPOJIbHBIX BONIPOCOB
1. C kakumu TUNamMu PaillioB-apXHUBOB MOKHO pabOTaTh?
2. 3aueM genaTh ODKaIl CUCTEMBI?
3. Pacckaxxute mpo crmocoObl pe3epBHOTO KOMTUPOBAHUS.

JlaGopaTopnas padora Nell. Peanusanus
NMPOCTHIX CHIeHAPUEB

Lean padoThi: mpruoOpeTeHNE HABBLIKOB PAOOTHI 10 HACTPOUKE pabOTHI
OC nytem nporpaMMHUpPOBAHUS HECTOKHBIX CKPUITOB.

11.1 PaGouee 3aganue

1. 3amaTh NOCTOSIHHEIE AJIMAChl B CUCTEME.

2. Hanucathb ¥ 3amyCTUTh CKPHUIITHI, 3aJeCTBOBAB pa3HbIC IBETa U
3aJINBKU:



- BbIBECTM Ha Jucruied wuHpopmammio o000 Bcex pazjaenax,
CMOHTHPOBAHHBIX B CHCTEME B MTOHITHOM JJIsl YEJIOBEKa BUJIE U 3aMUCaTh €€ B
daiin, co3nath K noxyyuBlieMycs ¢aiay Bce BUAbI CChUIOK;

- TOKa3aTh COJEPKUMOE TEKYIIEH Manku, co3aarh (ain (¢ TeKyien
JaTOW M BpeMeMeH paboThl CUCTEMBI), BRIBECTH MH(OpMaIHio 00 aTpulyTax
daiina, MOMEHITh UX, TPOCMOTPETH (Al ¢ ero aTpudyTaMu U yJIaduTh (ami,
MO0Ka3aTh OMATH COACPKUMOE TUPEKTOPHUH;

- OCYMTaTh KOJIMYECTBO OYKB B CTpPOKE, HaWTH JIOOYIO
MOCJIEIOBATEIBHOCTh OYKB; IMOCYUTATh KOJIMYECTBO CHUMBOJIOB TEKYIIETO
CKPHIITA;

- TOCYUTATh KOJUYECTBO CTPOK B (haiise;

- 1OKa3aThb  COACPKMMOE  TEeKYyIIero CKpPUNTa, CKOMUPOBATH
COJIEP’)KUMOE, OUUCTUTH €TO U MEPENHcaTh €ro 3aHOBO;

- BBIBECTHU B CKPHUIITE 3HAUEHUSI CUCTEMHBIX [IEPEMEHHBIX;

INPUBECTU IPUMEP pacueTa apu(hMEeTHUECKUX OTIEPALIHIA;

IMPUBCCTH ITPUMCP OKNAAHUA YTCHUA C KIIABUATYPHI,

NPUBECTU IpUMeEP PabOThl C KOOPIUHATAMH;

MoKa3aTh paboTy KOMaH/ AJIs MANoK u (paiisos;

- TPUBECTH TpUMEp pPaOOTHl CKPUNTA C TATHIO TMEPEMEHHBIMH U
YTEHHUEM C KJIaBUATYPBbI;

- 3aIyCTUTh 3 CKpHUITa OJHOBPEMEHHO B OJHOM CKPHUIITE W BBIBECTH
COOOILIEHUSI.

3) Ha aBro3arpysky B cCTEMe MTOCTaBHUTB JIFOOYIO 3a/1a4y.

4) TlocTaBUTh CKPHIIT Ha 3arpy3Ky B ONpe/IeICeHHOE BpeMs (Hampumep,
CKPHIIT 3aIlyCKa JI000i CiIy>KObl B CUCTEME) Yepe3 IITAHUPOBIIMKA.

11.2 MeToanueckne yKa3aHUs K BHIIIOJHEHHUIO J1A00PaATOPHOIT padoThl
1. Komanza alias mo3BosisieT mojib30BaTelIio CO3/1aBaTh MPOCTHIC TICEBIOHUMBI
JUJIS KOMaH1 JIF0OOM CITOKHOCTH (BMECTE C OMUMSIMU, apTyMEHTaMH,
TIepeHaNpaBICHUSIMU M IPOTPAMMHBIMU KaHasaMu). [IceBmormmamu
3aMCHSIOTCS KOMAH bl WUIH TPYIITBI KOMaH 1, KOTOPBIE JOJTO UM HEYI00HO
HaOMpaTh Ha KJIIABHATYpPE, UX MPUMEHEHNE YCKOPSET U YIPOIIaeT paboTy B
KOMAaHIHOU CTPOKE.

Ho ocobeHHOCTh TakoBa, UTO €CJIM aMCHI OBLITU 3aJ1aHbl Yepe3
KOMaHJIHYIO CTPOKY, TO OHU ACHCTBUTEIBHBI JUISI TEKYIIEH CECCUU TEKYIIIETO
MIOJIB30BATEJISI, TOCIIE BBIXO/1A UITU TIEpe3arpy3Ku OHU UCUYE3HYT.

J171st TOro 94TOOBI OHU OBLTH ACHUCTBUTEIBHBI HABCETIA, PEKOMEHTyEeTCS
3amucarh ux B ¢ain bashre (s yro6cTBa Mx MOXKHO 3amucaTh B KOHeIl (aiiia).
YHUBEpCAIbHBIM SBISCTCS METOJ] C MCIOJIb30BaHueM (aitna bashrc.
CHavajia Hy)KHO TPOBEpUTh Hanmuuue ¢aiina bashrc B cucreme: «locate bashrey.
B 3aBucumocTu ot Haauuus ¢aitnos tumna bashrc (.bashrc, bash.bashrc u T.im.) B

Pa3IMYHBIX AUPEKTOPHUSX, BOZMOKHO HECKOJIBKO BApPUAHTOB:



a) 4TOOBI CO3AaTh MMOCTOSHHBIE TICEBJJOHUMBI JIJISl TaHHOTO MOJIb30BATEIIs,
€CIIU B IOMAIITHEH AUPEKTOPHH eCTh (haiii .bashrc (ckpeIThlit), TO HY>KHO IMTPOCTO
BITMCATh B KOHEII 3TOro (haiiya HyKHBIE TICEBAOHUMBI 110 OJHOMY Ha CTPOKY.
Hampumep:
alias c='clear' alias
grep='grep --color
U TaK Jajiee, a eCJIM B JOMAITHEH TUPEKTOPUH He nMeeTcs ¢aiira .bashre, To
HYKHO CO3/71aTh TEKCTOBBIN (haiil BOUCATh Ty/la HY)KHBIC TICEBIOHUMBI KaK
MIOKa3aHO BBIIIIE.
3apaboTaroT CO3/1aHHBIC IICEBIOHUMEI TIOCIIE MTepe3arpy3Ku;

0) 4TOOBI CO3/1aTh MTOCTOSTHHBIC TICEBIOHUMBI JIJISI TTOJIH30BaTENs FOOt: eciu
cymiecTByeT (haiii /root/.bashrc (ckpbiThlit), TO BIUCaTh HYKHBIE TICEBIOHUMBI B
sToT (paitni. Ecnu TakoBoro (aiisia HET, TO cieayeT co3aaTh €ro U BIUCATh
IICEBJAOHUMBI. A BIIMCaB HOBbIE TICEBJOHUMBI, HE 3a0yAbTE MEPE3arpy3nuThHC.
3apaboTaroT CO3/1aHHbIE [ICEBJOHUMBI OCIIE MEPEe3arpy3Ku;

B) /etc/bash.bashrc (ecm ucmonb3yercs oboouka bash). Bee To e camoe kak
Y OIIHMCAHO BBHIIIIE.

Komanna alias HeoObIYHA TeM, YTO UMEET BCETO OJHY OIIIHUIO -, YTOOBI
«OJHUM MaxOM» CO3JIaTh TICEBJAOHUM H MPOCMOTPETH CITUCOK YK€ CO3aHHBIX.
Hanpumep: «alias -p p="pwd'» moka3siBaeT CO31aHHBIC aJTHACHI IO ITOTO
MOMEHTA U CO3/IA€T MPHU ITOM CIEAYIOINMA (HE MOKa3bIBasi €ro B 00ILEM CITUCKE).

UYtoOBl U3MEHUTH MOBEACHUE KOMaH/IbI, IO YMOJIYaHUIO, HAIIPUMED, BBEIS
nceBIOHUM: «alias Is=’ls —a’», MOXHO OBbITh YBEPCHHBIM, YTO KoMaHa IS
MOKAXET TaKXKe CKPBIThIE (haliIbl, YET0O IO YMOJIYaHUIO, OHA HE JIeTIaeT.

Ecnu B3saTh KOMany df, koTopast BeIBOAMT HHpOpMaInio 000 Bcex paszenax,
CMOHTHPOBAHHBIX B CHCTEME, TO MOKHO YBUJIETh, YTO MH(POPMAIIHS HE COBCEM
JI0XO/IYMBA, TaK KaK eIUHUIIEH pa3Mepa pasjelia, o yMOJIYaHUI0, BHIOpaH
OJTHOKMJIOOAMTHBIN OJIOK (3TO TAHETCS C T€X JHEH, Koraa KUIo0aluT cunTacs
OosbmM KommuecTBOM). CyIecTByeT Onius -n, KoTopast UCIOIb3yeT B
KauecTBE eIMHUI] pa3Mepa MeradaiTsl U rurabaiThl, ’TO HAMHOTO HarJIsATHEE,
MMOATOMY UMEET CMBICI BBECTH NICEBIOHUM «alias df="df —h’».

[Tone3HpIM Taxke OyaeT NCEeBAOHUM «alias grep="grep —color’», KOTOPHIH
c/ieJIaeT BBIBOJ KOMaHAbl Jrep [BETHHIM (PUCYHOK 43).


http://rus-linux.net/lib.php?name=/MyLDP/consol/HuMan/grep-ru.html
http://rus-linux.net/lib.php?name=/MyLDP/consol/HuMan/grep-ru.html

etc$ grep '1' 1

D' 3L
/etc$ alias grep='grep --color’
1:/etc$ grep '1' 1

0 10 11

Pucynok 43 — lI3mMeHeHne mapaMeTpoB BBIBOAA KOMAH/Ibl YEPE3 aruac

Uto06bI n30€XaTh MOCAEACTBUIM HEMTPaBUIBHOTO HA0Opa KOMaH,
HaIpUMep, €CIIH M0JIb30BaTENb OCTOSTHHO OIINOAETCs ¥ OCTOSTHHO NeYaTaeT
pdw BMecTo pwd, OH MOKET CO31aTh IICEBAOHUM: «alias pdw="pwd’» n OoJblIIe
HE 33yMBIBaThCSl O TOM, IIPABUJILHO JIX OH BBEJ KOMaHIy.

YToOBI NOBBICUTH 0€30IIACHOCTh CUCTEMBI, C/I€JIaB HEKOTOPHIE «OTIACHBIE
KOMaH/1bl HHTEPAaKTUBHBIMU: 3TO 3aCTaBUT I10JIb30BATENs IOATBEPKIATh CBOU
nerctBusd. Hanpumep, komanaa rm ynanser ¢paiiasl 1 JUpeKTOpun 0e3
BO3MO>KHOCTH BOCCTAHOBIICHUSI, IOSTOMY HMEET CMBICIT CO3/1aTh AJIs Hee
NICeBIOHUM: «alias rm="rm —i'». B HHTepaKTUBHOM BapHaHTE KOMaH/a HE CTOJIb
omacHa. My B3sTh KOMaHIy CP, KOMUPYIOIIYIO COAEPKUMOE OJHOTO (aiina B
npyroii. Eciam no ommoOKe yka3aTh B KaueCTBE apryMEHTa CYIIECTBYIOIINI (aii,
TO KOMaHJIa COTPET €ro COJAEP>KUMOE U TIepe3anuiieT HOBbIM. M30exkaTh 3Toro
MIOMOXET MCEeBIOHUM: «alias cp='cp -i’», KOTOPBIN 3aCTaBUT MOATBEPINUTH
oTepalyio KOMUPOBaHUsI, CHU3UB TEM CaMbIM PUCK OLIMOKH.

VY nanenue nceBnoHUMOB: «Unalias uMs_1ceBIoHMMaY, 3Ta KOMaH/Ia YAaJseT He
TOJIKO CO3/IaHHBIE JUIsl TEKYIIEH CecCUu TICEBAOHUMBI, HO U IOCTOSTHHBIE,
IpONUCaHHbIE B KOHPUTYpallMOHHOM (aiine. Onuus «-a» Mo3BOJISIET yAaIUTh
BCE MICCBIOHUMBI JIJIsl TAHHOTO TI0JIb30BaTe sl U IaHHO# ceccuu: «unalias -ay».

2. Xoporiieii uaeei ObUTO ObI CO3/1aTh JUPEKTOPHIO ~/SCIriptS, B KOTOPOit
OyAyT HaXOAUTHCSA BCEe CKPUNTHL. B3anMoeiicTBre ¢ KOMaHIHBIM
untepnperaropom Shell ocymecTrisiercs: ¢ mOMOIBIO KOMaHIHOM CTPOKH.
Komananelit Gaitsn uiam CKpUnT COASPIKUT OHY WIIH HECKOIBKO BBITIOTHSIEMBIX
KOMaH 1 uin npouenyp. CKpunT menecoodpa3Ho AenaTh, KOTAa UCIIOIb3YETCs
OJTHA ¥ Ta K€ MOCJIeIOBATEILHOCTh KOMaH/I, 3alMCaB KOTOPYIO MOYKHO BBI3BIBATh
Ha BBITIOJIHEHNE MHOTOKpaTHO. [1o mpaBuiam xopoiero Tona
nporpammupoBanusi B OC CKpUNT JODKEH UMETh pacimperue Sh, 4ToObl JItoIu
OTJIMYAJIM MPOCThIE (PAMIIBI OT UCTIONHIEMBIX, HO 3TO MPABWIIO HE BCET/IA
UCIIOJIB3YETCS.

Ecnu ckpuntsl B OC He 3aIlycKaroTcsi, U CUCTEMa BbIJIaeT OUIMOKY, TO
HE00X0IUMO ITPOBEpUTH B (aiiie /etc/fstab HanpoTus HyxHOTO pa3aena
CHCTEMBI, CTOUT JIU IapaMeTp exec K (aitnam (ucrnonuseMmocTs Qaitno). [lepen



HAIKMCAaHUEM CKPHUITA CTOUT 3aiitu B /DIN 1 mocMoTpeTsh, kKakast 0060109k
ycranoBjeHa (komanaa «find *sh*y), B nanpHeiteM, Hanpumep, Oyaem
noJjb3oBatbes bash. PaGora co ckpunramu BeeTcs uepes3 TepMUHAIL.
AJITOPUTM CO3/1aHUS CKPUIITA:
- B HY)XHOH mamke co3iarh (paia W 3aloHUTh €ro NMPUBBIYHBIM IS
CKPHUIITA COJICPYKAHUEM - KOMaHIaMH, HAYMHAS C YKa3aHUs KOMITHISTOPA
(B HameM cirydae 3to bash);

- M3MEHUTh IpaBa K (Pailiry-CKpUITY: 100aBUTh X — UCHOJHAEMOCTD; -
3aMyCTUTh (DAlJl B TEpMUHAJIE.

Hanumiem HECKOIbKO CKPHUIITOB.

[Ipumep 1. BeiBecTr B cOOOLIEHNN HA3BaHUE CKPUIITA M €r0 aBTOPA,
KaJIeHAaph, MPOCMOTPETH TEKYIIYIO JUPEKTOPHIO.

BriOupaem nanky, Harpumep, /home, 3axonum, co3zaaem (cat>primerl.sh)
C COACPKUMBIM, TIPEJICTABICHHBIM Ha pUCYHKE 44a, TPy 3TOM YYUTHIBATH HAJO,
YTO «#» - pemeTka ¢ mpoOeIoM 3T0 KOMMEHTapHii; a 0e3 mpoodesa - CUCTEMHBIH
CUMBOJI. ['0TOBBIH (aiis1 HYy)KHO ceNIaTh 3aImyckaeMbIM B TepMmuHaie (chmod 777
primerl.sh). 3anycTuth Ha BeinoaHeHue: «./1.5hy» nmm «bash primerl.shy
(pe3ynbpTaT mpeicTaBlieH Ha pUCYHKeE 440).

File Edit View Bookmarks Settings Help
GNU nano 2.2.6 dann
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Pucynox 44
a) JIMCTUHT; 0) BBINIOJIHEHUE CKPUIITA.

[Ipumep 2. Hanucath CKpUIIT, BHIBOJSIINNA TEKYIIYIO 1aTy, CO3/1aTh (haiii
Y TI0Ka3aTh aTpuOyTHI 3TOrO (ailyia 10 U Mocie UX CMEHBI.
Yepes koHCOIb co3aaeM (daiia (primer2.sh), B KOTOPBIii MUIIEM:



#!1/bin/bash

date

touch file_for_primer2.txt
echo “byl sozdan fail, vot ego prava:’
Is —I file_for_primer2.txt chmod
777 file_for_primer2.txt echo “a vot
prava posle izmenenii:”

Is -I file_for_primer2.txt

daiin B KoHCOJE primer2.sh cienath ucroHseMbsiM «chmod primer2.shy.
3amycTuTh Ha BBIIOJHEeHHME: ./primer2.sh wim bash primer2.sh.
Jli1st 0003HAYCHHS IEPEMEHHBIX UCIIOIB3YIOTCS TIPABUJIA:

- IOCJEN0BaTEIbHOCTh OYKB, HU(P U CHMBOJIOB NOJYEPKUBAHNUS;

b

- MepeMEHHbIC HE MOTYT HAYMHATHCA C IUDPHI;

- MpUCBaMBaHUE 3HAYCHUU TPOBOJUTCS C HCIOJB30BAHUEM «=),
Harnpumep, PS2 = '<,

- nana oOpalleHus K 3HAUYCHHIO TEPEeMEHHON IMepell €€ HMEHEM
craBuTcs 3HaK $. IlepeMeHHbIC MOKHO pa3/IeIUTh HA CIICIYIOIIHE TPYIIIIbL:

- HIO3UIIMOHHBIC TTepeMeHHbIE BHIa $N, Tae N - menoe yucio;

- MPOCThIE TMEPEMEHHbIC, 3HAYEHUSI KOTOPHIX MOXKET 3a7aBaTh
MOJI30BaTeNIb WJIM OHU MOTYT YCTaHABIUBATHCSI HHTEPIIPETATOPOM;

- CIelualbHble TiepeMeHHble # ? - | §  ycTaHaBiIMBarOTCS
HMHTEPIIPETATOPOM U MO3BOJISIFOT MOJYYUTh UHPOPMAITUIO O YUCIE MO3UIIUOHHBIX
MEePEMEHHBIX, KOJI€ 3aBEpIIEHUs TOCIETHEH KOMaHIbl, HJICHTU(DUKAITMOHHOM
HOMEpe  Tekymero © (OHOBOTO  TPOIECCOB, O  Tekymux  (rmarax
untepnperaropa Shell. Ilpumep 3. IlepeMeHHONl X TPUCBOUTH 3HAYEHHUE
MePEMEHHOMU Z. JINCTUHT:

z=1000

x=$z

echo $x

[Ipumep 4. IIpucBonTts nepemMeHHbIM X, Y, Z 3Hauenus 10, 100, 200,
BBIBECTH X2, Y2, 22 (X2=X, Y2=Y, 22=1):

x=10; y=100; z=200

x2=%x && y2=%y &&

22=%z echo

X2=$x2,y2=%y2, 72=%z72

[Tpumep 5. IloacyeT yucna CUMBOJIOB B IIEMOYKax CUMBOJIOB. Onepanus
BBITIOJTHSIETCS ¢ UCTIONIb30BaHueM GyHKIMU length B koMane expr, a « » -
HaXOJUTCS HA KJIABUIIIE C OYKBOU «&»:

X="The program is

written™ y="expr length

"$x'"" echo $y

[Tpumep 6. BbiBoa cooOliieHrs U CYUThIBaHUE HH(POPMALIUH C



KJIABUATYPBIL:

echo -n "Please write down your

name:" read x echo x=$x

[lepemeHHbIe HAUMHAIOTCA C cUMBOJIA $. UTOOBI BBINOJIHUTH KOMaHAYy U
MIPUCBOUTH BHIBOJ] IEPEMEHHOM, HY>KHO 3aKIIOYUTh KOMaHIY B atocTPOdbI («'»).

CpaBHHTE BBIBOJ IByX CKPHUIITOB:
#!/bin/bash

x=Is $$ echo
$x u #!/bin/sh
x="ls" $$
echo $x

Yt00bI 00paTUTHCS K CUCTEMHBIM 3HAYEHUSIM, HAJI0 3HATh UH()OPMALIHIO:

-$UID - comepxuT uACHTU(DHUKATOP, KOTOPBIA yCTaHABIMBAETCSA IPH
JIOTHHE,

- $GROUPS - rpy1isl, K KOTOPBIM MIPUHAIEKHUT TEKYIIUH TOJI530BaATEb;

- SHOME — nomMaiHuii KaTaaor MoiIb30BaTENs;

- $HOSTNAME — hostname kommbroTepa;

- $HOSTTYPE — apxuTeKkTypa MaliiHbl;

- $PWD — paboumii karajor;

- $OSTYPE — tun OC;

- $PATH — nyTh moricka nporpamwm;

- $PPID — uaeHTH(HKATOP POIUTEIBCKOTO MPOIECCa;

- $SECONDS — Bpemst paboThI CKpUNTa (B CEKYHIAX);

- $# — oO1Iee KOTMYECTBO MAPaMETPOB, MEPEIAHHBIX CKPHIITY;

- $* — Bce apryMeHTHI, epeanHbie CKPUNTY (BBIBOIATCS B CTPOKY);

- $@ — 10 K€, YTO U MPEABIAYIINI, HO MapaMeTPhl BBIBOAATCS B CTOJIOHK; -
$! — PID nocnenuero 3anymenHoro B gore mpouecca; - $$ — PID camoro
CKPHIITA.

B Tabnuiie 5 qaHbl TUCTUHTH CKPUIITOB M PE3YJIbTAT X BBITIOJTHCHHS.

Ta6numa 5 — JIMCTUHTY CKPHUITOB C BHITIOJIHEHUEM

JInctunHr Pe3ynbTaT BbINONHEHMA

BbIBOA, HAa 3KpaH Hello World
#!/bin/bash echo
"Hello World"

BbIBOJ, HA 3KPaH Yyepes nepemeHHyto HELLO WORLD!!!
#!/bin/bash
peremennaya="HELLO WORLD!!!"
echo Speremennaya




rnobasnibHble U NOKaNbHbIE NEPEMEHHbIE
#!/bin/bash

VAR="global variable"

function bash {

local VAR="|ocal variable"

echo SVAR

}
echo SVAR
bash echo
SVAR

global variable
local variable
global variable

BbIMOJIHEHNE B CKPUNTE KOMaH/, 060104KM

#!/bin/bash
echo ‘uname
-0" echo
uname -o

GNU/Linux
uname -o

yTeHne/BBOA, NepeMeHHbIX

#!/bin/bash

echo -e "Type 1 word: \c"

read a

echo "The word you entered is:

Sa" echo -e "Enter two words: "

read b c

echo "Here is your input: \"Sb\" \"Sc\""
echo "How do you feel about bash
scripting? " read echo "You said SREPLY,
I'm glad to hear that! " echo "What are
your favorite colours (3 colors)?" read -a
colours

echo "My favorite colours are also
S{colours[0]},

S{colours[1]} and S{colours[2]}:-)"

Type 1 word: eferfref

The word you entered is:

eferfref Enter two words:
rvreverfvefverver rv

Here is your input: "rvreverfvefverver"
"rv" How do you feel about bash
scripting? fevfeverver

You said fevfeverver, I'm glad to hear
that!

What are your favorite colours (3
colors)? e344

My favorite colours are also e3, 4 and
4:-)

apndmeTnyecKkme onepaumm
a=7

b=7

r=5(( Sa + Sb

)) echo Sr

echo

r=5(( ${a} + ${b}))

echo Sr

14

14




KOOPAWHaTbI
#!/bin/bash Hello, world!
echo -en "\E[3;3f Hello, world!"
#Kypcopa KoopanHaTthl (3;3), a 3atem
BblBeZleH TEKCT

BpeMeHHOe OXunaaHue BBOAa | waiting you: print me 2 simbols
#!/bin/bash now df

echo "I waiting you: print me 2 | waiting you: print me 3 simbols
simbols now" read -n 2 B echo during 5 sec dff

echo "l waiting you: print me 3 simbols

during 5 sec"

read-t5-n3B

dainos B Tekyuer nanke #!/bin/bash Is -I |1.txt -rwxr-xr-x 1 root root 35 Mar 15
| grep "\.txt$" 18:58 2.txt
hanee yxe He B ¢panne, a B
KoHcone alias z="bash 1”

paboTa c o6beKkTamu, aHanor Is -l gna .txt |-rwxr-xr-x 1 root root 35 Mar 15 18:58

3. Opranu3zanus aBTo3arpy3ku. UToObI MpaBUIIbHO 3aITyCTUTH/OCTAHOBUTH
CepBHUC, HEOOXOAMMO OIKCATh CIICHAPHIA C KOMaHAaMH JJIs 3aI1yCKa/OCTaHOBKH.
Conepxumoe katasnora /etc/init.d - conepkuT CKpUMThI, KOTOPBIC YIPABIISIOT
3arpy3kamu/octaHoBkamu cepBucoB B OC. Utak, nepBbiif, HO HE MOCJICTHUMA
IYHKT YCIIEIIHOW HACTPOWKH - Hammune ckpunta B /etc/init.d. B ckpunre He
OITMCBIBAETCSI, KOT/IA TOJIKEH BBIMOIHATHCS TOT WM HHOU crieHapuid. OH JIHIIb
MOKET NpUHUMAaTh apametpsl start, stop, restart u tak nanee. OC 3Haer, koraa
HEOOXOIUMO BBI3BATh CKPHUIIT, TaK KaK B KaTAIOTaX XpaHATCS CUMBOJIUYECKHE
cchUIKM Ha ckpurtel u3 /etc/init.d /etc/reN.d, rae N - sto mdpa ot 0 1o 6. Uto
O3Ha4aeT KaX bl karanor: - rc0.d - BEIMOJHEHUE CKPUIITA TP BBHIKIFOUYCHUH
CHCTEMBI;

- rcl.d - BBINOJHEHHWE CKpWMIITA TPU 3alMyCKe CHUCTEMBI B
OJTHOTIOJTE30BATEIILCKOM PEIKUME;

- rc2.d - BBINOJHEHHWE CKPHIITa IIPA 3aIMyCKe CHCTEMBI B
MHOTOITOJIb30BaTEILCKOM PEIKUME;

- rc3.d - rc5.d - 3ape3epBupoBaHoO;

- rc6.d - BBIMOJIIHEHNE CKPUIITA TIPH [TEpe3arpy3Ke CUCTEMBI.

Hanpumep, eciii MPOMCXOAUT Tepe3arpyska, To OyayT BBITOJHEHBI BCE
CKPHIITBI U3 KaTtayiora /etc/rc6.d, npu Beikmodennun u3 /etc/rc0.d u Tak nanee.
[{udpa B Ha3BaHMK KaTaIOTa Ha3bIBACTCS YPOBHEM 3aIlyCKa, T.€. €CTh KaTajaor
/etc/rc0.d OymeT Ha3bIBATHCSI HYJICBBIM YPOBHEM 3aIlycKa U Tak jnanee. Ecthb
OYepPETHOCTD BBIMOJHEHUS CKpUNTOB U3 Katamoros rCN.d. Beapb a1 npaBuiibHOI
OpraHM3aIl|iK 3aI1yCKa/OCTAaHOBKU PaObOThI MOKET MOTPEOOBATHCS



3aIyCKaTh/OCTAHABIMBATH CEPBUCHI B OMPENCICHHOM TOPSIKE. DTOT MOMEHT
pernraercs CrerralbHBIM UIMEHOBAaHUEM (aiiyIoB B KaTalorax ypoBHEH 3aIrycka.
daiiner umetot cienyromue umena: [S|K]JNN[umst], rae [S|K] - aTo ogun cuMBOI

(«S» o3Hayaer, 4YTo CKPUNT 3ammyckaeT cepBuc, «K» — octanaBiuBaet), NN —
MOPSIKOBBINA HOMED, [uMs| — uMs aiina. CumBoI «S» uin «K» caMoCTOSTENBHO
BBIOMPATH HE MPHUETCS, TAK KaK BCE CKpUNTHI B KaTajorax rcl.d-rc5.d gomkHsl
HAYMHATBCS C CUMBOJIA «S», a B Katajorax rc0.d u rc6.d — ¢ cumBomna «Ky.
Yucio «NNy» ompenensieT ouepeTHOCTh 3aIycKa CKPUITOB, KOTOPBIN
MIPOU3BOMUTCS OT MEHBIIETO K OoJibiieMy. YeM MEeHBIIe YHCIIO Y CKPHUIITa JJIS
3aImycKa, TeM paHbIle OH OYy/IeT 3alyIeH MPU CTapTe CUCTEMBI; YeM OOJIbIIe
YHUCJIO y CKPHUITAa OCTAHOBKH CEPBHCA, TEM IT03KE OH OYACT BBITOTHEH.

[Tpu HE0OX0IMMOCTH 3aImycKa KaKou-1100 CIy>KObI WIIH MPHIIOKEHUS JI0
WM TIOCJIe KOHKPETHOTO CYIIECTBYIOIIETO CEPBUCA HAI0 IOCMOTPETH €T
HOPSIKOBBIA HOMEP B COOTBETCTBYIOIICH AupekTopru FCN.O ¥ yuauTHIBaTH TIPU
BBIOOpE TIOPSIKOBOIO HOMEpA JIJIsi CBOETO CKPUIITA.

B karasore /etc/init.d HaxoauTcs mpuUMep CKpHUIITA JUIs yIIPaBICHUS
3aITyCKOM/OCTaHOBKOM cepBHCcOB. D10 (aiin /etc/init.d/skeleton, a B mpumepe
HUXKE OH OyJieT ynporieH. /[ co3ganus HOBOTro CKpHUITa HEOOXOUMO ClIeTaTh
KOIHUIO MIPUMeEpa U OTPEIAKTUPOBATh €ro. Jlanee Hajmo BOCMOIb30BATHCS
xomanou: «sudo cp /etc/init.d/skeleton /etc/init.d/myscript && vi
[etc/init.d/myscripty. [Ipu coznanuu HOBOTO CKpUNITAa HAJIO JIaTh €My IpaBa Ha
BbINIOTHEHME: «chmod +X
/etc/init.d/myscripty.

MoO3KHO BOCITOJIB30BaThCS CIEIHAIM3UPOBAaHHON yTrauTON Update-rc.d, ¢ eé
MTOMOIIIBIO MOKHO JT00aBUTH HOBBII CKPUNT B JIFOOOW YPOBEHB 3arpy3KH,
yIAIHTh CYIIECTBYIOIIMI U TakK Janee. BoT mpumep ucmonb3oBanus: «Sudo
update-rc.d myscript start 992 34 5. stop 01 0 1 6» - 100aBUT HOBBIN CKPHIIT
«myscript» Bo Bce ypOBHH 3arpy3Kd. byieT BHIMOIHEH 3aIyCK CepBUCa Ha
YPOBHSIX CO 2 110 5 ¢ mMpuopuTeTOoM 99 (B MOCIEIHIO 0Yepe/ib) U OCTAaHOBKA
cepsuca Ha 0, 1 u 6 ypoBHsix ¢ nmpuopureroM 01 (cambim niepBbIM). UTOOBI
yIQIATh CKPUIIT M3 aBTO3arpy3ku: «sudo update-rc.d -f myscript removey.

4. Cron - maaHupoBIIKK LINUX, OH BBIMOIHSIET 3aJaHuUs TI0 PACIIHCAHUIO.

CronTab — yrunuTa, mo3BOJISONIAsS ABTOMATHYCCKH 3aITyCKaTh
IIPOTPaMMBI B OIIPEICIICHHOE BPEMSsI, B TOM YHCJIC M IIEPUOANYCCKH, HAIIPUMED,
pa3 B yac, KaKIYI MATHUILY U T.1.

Crpykrypa (aiina ¢ 3amanusamu aius CronTab:
* ** ** command

m
|| | +—— Hens negenu (0 - 6) (Sunday=0)
|

+ - Mecsi roga (1 - 12)
| +——— Jlenb mecsima (1 - 31)
+——— Yac ans 3anycka (0 - 23) +————- Munyra yaca s 3amycka (0

- 59) command - 3amyckaemasi mporpaMMa MM CKpUIIT; 3Ha4O0K * 3a1aéT
napameTp (JIeHb, T0Jl, MECsI, Yac).



[Ipumep:

01 * * * * xclock - 3amyck nmporpammbl XClOCK Kak/1bIii yac B OHY
MUHYTY.

0 6 * * * script - 3amyck CKpHUIITa KaK/bli JCHb B 6 4aCOB yTpa.
3HaueHUS MOTYT OBITh YNCIIOM, TPEXOYKBEHHBIM Ha3BaHUEM, a TAKIKE

JMara3oHoM, HaIpuMep, 3amuch «1-5» B moisie day Oyaer o3HadaTh «¢
MOHEICJIbHUKA 110 MATHUILY». 3HAYEHHSI MOTYT OTACNIAThCS 3ansThiMu: «1,15,31»
B noJie day Oyxer 3amyckaTh yKa3aHHYIO KoMaHay 1-ro, 15-ro u 31-ro uucna
Ka)kJ10T'0 MECsIIa.

Bce msth mosieit BpeMeHH JO0MYCKAIOT UCIIOIb30BaHHE CHMBOJIA «*),
KOTOPBIN 0003HAYACT «HCIOIB30BATh JH000E JOMYCTUMOE 3HAUCHHE ISl 3TOTO
nojsi. [ co3manus 3alaHusl MOKHO MCITOJIb30BaTh KOMaHIbI:

- crontab -e - u3menwut crontab gaitr nim co3aacT HOBBII;

- crontab -l - otoOpasut coaepxuMoe cyiecTByromiero crontab daiina;
- crontab -r - ynamut crontab dgaii;
- crontab -v - oToOpaskaeT Korza B IMOCIEHUHN pa3 U3MEHSUTH CBO# crontab.

11.3Cnucok KOHTPOJIbHBIX BONPOCOB
1. YTo TaKOE «CKPHUIIT» U JJISI YETO OH CO3HAETCS?

2. Kak 3amycTuTh CKpUNT 10 BpeMeHU?

JlabopaTopHas padora Nel2. Peasu3anus CJI0KHBIX CLIEHAPUEB
Hean padoThl: IpuoOpeTEeHNE HABBIKOB PAOOTHI 110 HACTPOMKE pabOThHI
OC nyTtem nIporpaMMHUPOBAHMS CIIOKHBIX CKPUIITOB Pa3HBIX CTPYKTYP.

12.1 PaGouee 3a1anne

Hamucatp 1 3amyCcTUTh CKPHUIITHI:

- MOKa3aTh paboTy apru(pMETUIECKOTO CPABHEHUS;

- MmokaszaTth paboTy Mo YTeHHWIO M3 (DAWIOB, CPaBHEHUS KOJIMYECTBA

- BBIBECTH B IIUKJIE Ha 3KpaH U B (aitn uncna ot 10 1o 20;

- MPUBECTU TIpUMEP PabOThI 2 ITUKIIOB B 1 CKpUIITE;

- MOJYYUTh CHUCTEMHYIO HWH(OpMaIMIO, BBIBECTM Ha DJKpaH W
3aBEPIINThH PadOTYy CKpUMTA BHIBOJOM ITUKINUYECKOTO COOOIICHHUS;

- C UCIOJIb30BAHUEM YCJIOBHBIX KOMaH/I;

- C UCIIOJIb30BaHUEM I'PYIITUPOBKUA KOMaH];

- C HUCIIOJIb30BaHHEM 00pabOTKH IOJIH30BATEIILCKOIO BBOJIA M BRIBOJIA
Gbaiinos;

- IUKJIMYECKAN TOKa3 C OYHMCTKOM SKpaHa W BBIBOJOM KaJeHAaps
TEKYILEro Mecs1ia;



- BBIBECTU Ha AMCIUICH MOJHYI MH@OpMalKio 000 Bcex mpoleccax,
HANTH CTPOKH, COJIEPIKaIIUE MOCIEeI0BATEIbHOCTh CUMBOJIOB «Ballla_(haMuius»,
MOCUUTATh UX U 3aMUCATh UX (aii;

- B TIapaMeTpax CKpUINTa TNEpeJaloTcs JIB€ CTPOKU. BriBecTn
COOOIIICHHE O PABEHCTBE MJIM HEPABEHCTBE NIEPEIAHHBIX CTPOK;

- B IIapaMeTpax MpHU 3alycKe CKPUNTa MepeatoTCs TPH LETIbIX YUCIIA.
BriBecT MakcuManabHOE U3 HUX;

- npuMep paboThl C MACCUBAMU;

- CUMTATh C KJIaBUATYPHI LIeJIbIE YUCIIA, TIOKA HE OYJIET BBEJCHO YETHOE
YHCJIO, OCIIE ATOTO BHIBECTH KOJMYECTBO CUUTAHHBIX YUCEN;

- MOoKa3aTh TPYNIUPOBKY omepanuid mno padbore c daitnamu u
CTpOKaMH;

- CO3/1aTh TEKCTOBOE MEHIO C YeThIpbMs NyHKTamu. llpu BBOjE
NOJIb30BATEIEM HOMEpa ITyHKTa MEHIO IPOMCXOTUT 3amyck penakTopa gedit,
penakTopa Ha BaIl BIOOp, Opay3epa links mimu BeIXo1 13 MEHIO;

- 3ampamuBath uMs (ailsia, ecau (ailyl He CYUIECTBYET, BBIBOJMT
coobmieHre o0 ommubke, HO, eciu (ailsl CylecTBYeT, BHIBOJUT UHMOPMAIUIO O
daiine B popmate: ums Qaitna (He BKiIOYas myTh K daiiny), Tun daiina, pazmep
daiina, Bnagenen (aitna, npaBa A0cTyna, gata co3nanus ¢aina;

- pabota C apxXxMBaMH, KOTOPBIM 3alpalldBaeT THUI JCHCTBUS:
pa3apXMBUPOBATh WM 3aapXMBHUPOBATH; JUJIsI apXUBAIMH: 3allpalinBaeT KaTrajor
JUTSL apXUBAIMHM ¥ UMST apXUBa, CO3MaET apXUB C STUM UMEHEM; IS PaClIaKOBKH
CrpaunBaeT UMs (paiisa c apXUBOM U pacClaKOBBIBAET €rO0;

- BBIBOJIUT MMS TEKYIIETO KaTajaora v 3alpalinBacT IepBOe U BTOPOE
pacimupenue QailioB, HaXOAUT B TEKYIEM Karajore Bce (pailyibl ¢ MepBbIM
paciiMpeHHeM M MEHSEeT UX pacUIMpeHue Ha BTOpoe paciuvpeHue. Eciau takux
(aiiyIoB HE CYHIECTBYET, BBIBOJUT COOOIICHHE 00 OIIMOKE U HAUMHAET CHAYasa;

- paboTa ¢ mapossiMu, 3alpalIuBaeT UMsI T0JIb30BATENIs; 3allpalliiBaeT
TUT JEHCTBUS U1 TaHHOTO TIOJIL30BATENs: 3a0JIOKUPOBATh WIIA Pa30I0KUPOBATh
1 OJIOKUPYET WK Pa30JIOKUPYET TAaHHOTO MOIh30BaATEIIS;

- MOCMOTPETH CITUCOK 3aMyIIeHHBIX MTPOLIECCOB, JaTh OTBET 3aIyIIEHO
JIM OTIpeIeJICHHOE TIPUJIOKEHHE;

- NOCYUTATh KOJIMYECTBO IPOLIECCOB, 3aMyIIEHHBIX MOJb30BaTEIEM
user, ¥ BeIBeCTH B ¢aiin nmapel PID:xomanga st Takux mpoueccos;

- CKPHIIT, MO PE3yJIbTATy BBIIOJHEHUS KOTOPOTO MOXET BO3HHKHYTh
MPUHCKPHH, NPEICTABICHHBIN HA PUCYHKE 45.



EepuUTe OUeHKY KoTopyk Bbl Dbl mocTaBunu???
0 b6annos|50-54 npoueHTOB|ypoB
6ann|54-59 npoueHTOoB|YypoB

banna|60-64 npoueHTOB|ypoB
6anna|65-69 npoueHTOB|yRoB
banna|70-74 npoueHTOB|ypoB
bannos|75-79 npoueHTOB|X0p
6annos | 80-84 npoueHTOB|X0p
bannoe|85-89 npoueHToB|X0p
bannoe|90-94 npoueHTOB|0OTN
6annos|95-100 npoueHToB|0TN

10) ABTOMAT

S
Bul Boibpanu 5 xop

Pucynox 45 — IIpuHCKpuH pe3yabTaTa pabOThl CKPUIITA

1
2
3
4
)
6
7
8
9

12.2 Metoanuyeckne yKa3aHusl K BbIIIOJHEHHIO J1a00PATOPHOI padoThl
[Tpumep 1. Oprann3oBaTh HUKIMYECKUN TOKA3 HHPOPMALIMH 110 IPOLIECCaM U
ouucTKy 9kpana (Ctrl+Z — 6v1x00):

while

clear

dops -a

done

[Tpumep 2. OpranuzoBaTh MUKINIECKUN TPOCMOTP criucka GhaiiioB U
BbIJIa4y COOOIIEeHus (est) IpHu MOSABICHUU 3aJaHHOTO UMeHH (Primer6.sh) B
CTIMICKE:

while Is do find primer6.sh &&

echo est

done

dopmar ycioBHOTO orneparopa if:

if <ycrosue>

then

listl

else

list2

fi

Omnepatop 1wmkna ¢ yciaosuem While true u while false. Komanna while
(moka) popMUPYET HUKIIBI, BBIMOIHAIOIIMECS 10 TEX MOp, Moka komana While
OTpeieNIsIeT 3HaueHUe CICIYIOIIEro 3a HUM BhIpakeHus Kak true uiu false.
dopmar omneparopa nukia ¢ ycaosuem While true:

while

listl



do

list2

done

3nech listl u list2 - cniucku komann. While mposepsieT ko Bo3Bpata
CHHCKa KOMaHI, CTosmux mociie While, u ecim ero 3Hadenue pasHo 0, TO
BBITIOTHACTCSI KOMAH/IbI, CTOsIE Mexk 1y do u done.

Omneparop 1ukia ¢ yciosuem While false nveer

dopmart: until listl do list2 done

B oTiimume oT nmpeapIIynero cirydas yCJIIOBUEM BBIITOJTHCHUS KOMaH/I
Mexay 00 m done sBisieTcss HEHyJEBOE 3HAUeHWE BO3Bpara. [IporpaMMHBIN
LUK MOET OBIThb pa3MELIEH BHYTPU APYroro LHUKIA (BIOKEHHBINA LUKII).
Omnepatop break mpepeiBaer Ommxkaiimuii k Hemy nuki. Ecim B mporpammy
BBecTH onepaTtop break ¢ yposuem 2 (break 2), To 310 00eCneuuT BBIXOJ 32
TIpEeJIeIIbl IBYX IIUKJIOB U 3aBEPIICHHE TIPOTPAMMBI.

Omneparop 1ukIia ¢ nepeuncicauem for:

for name in [wordlist]
do
list

done

rae name - nepemenHas; wordlist

- II0CJIEI0BATEIBLHOCTE ¢JIoB; list -

CIIHUCOK KOMaH/I.

[lepemenHass Name moJrydaeT 3HaYCHHE MIEPBOTO CI0BA
nocaenosareasHocT Wordlist, mocie 5Toro BEITTONHSAETCS CIIMCOK KOMAaH/I,
crosii Mmexxay do u done. 3areM name mojydaeT 3HAYE€HHE BTOPOTO CIIOBA
wordlist u caoBa BeIToNHsIETCS cMCOK list. BeimonHenne npekpariaeTcs mocie
TOro, Kak KoHuuTcs crucok wordlist.

Jist pa®oThI ¢ daililaMy ¥ CHMBOJIAMH B HUX CYIIECTBYET HEKast
IPYIIIAPOBKA ONEPALU:

- KoMaH1a > ¢aiia — nepeHanpaBieHUe CTAaHAAPTHOTO BBIBOAA B (haidl,
COJICP)KUMOE CYIIIECTBYIOIIETO (aiiyia yaaisieTcs;

- KOMaHAa >> ¢aiiyl — mepeHanpaBlICHUE CTaHJAPTHOTO BHIBOJIA B
daiin, moTOK JONMUCHIBACTCS B KOHEI[ (aiina;

- koMaHgal | koMaHga2 — mepeHarnpaBieHUEe CTaHAAPTHOTO BHIBOJAA
NepBOM KOMaHAbl HAa CTAaHAAPTHBIA BBOJ BTOPOW KOMAaHIbI = 0Opa3oBaHUE
KOHBEHEepa KOMaH/I;

- komanaal $(komanma2) — mepegada BeIBOJa KOMaHABl 2 B KAYECTBE
napaMeTpoB TpH 3amycke KomaHabl 1. BHyTpH cKpunra KOHCTPYKIIHS
$(xomaHma2) MOKET HUCIOJB30BATHCS, HANPUMED, JUIA Tepeaadyd Pe3ybTaToB
paboThI KOMaH/IBI 2 B MapaMeTpsl LIUKIA for ... in.

PaboTa co ctpokamu (BHyTpeHHHE KOMaH b1 bash):

- ${#string} — BeIBOOUT MIHHY CTPOKH (StriNQ — MMsI IEpeMEHHOI);



- ${string:position:length} — uzsnekaer $length cumsomaos u3 $string,
HauyMHAas ¢ mo3uiuu $position. YactHeiid cimyyaii: ${string:position} u3Bnekaer
noACTpoKy u3 $string, HaunHas ¢ mo3unuu $position;

- ${string#substring} — ynanser camyro KOPOTKYIO H3 HaMICHHBIX
nojctpok $substring B crpoke $string. ITowck BemeTcss ¢ Havajga CTPOKH,
$substring — peryssipHoe BeIpaXKeHHE;

- ${string##substring} — ymamser camyio IJIMHHYIO W3 HaWICHHBIX
noactpok $substring B crpoke $string. Ilouck BemeTcss ¢ Havaia CTPOKH,
$substring — peryssipHoe BeIpaXKeHHE;

- ${string/substring/replacement} — samemiaer mepBoe BXOXKICHHE
$substring crpoxoii $replacement, $substring — perynspHoe BoIpakeHHE;

- ${string//substring/replacement} — 3amemiaer Bce BXOKICHUS
$substring ctpoxoii $replacement, $substring — peryasiproe BbIpaxkeHue.

B Tabuiie 6 JaHbI JUCTUHTH CKPUIITOB M PE3YJIBTAT MX BBITOJIHCHHS.

Ta6n1/1ua 6 — JIuctuarHU CKPHIITOB C BBIIIOJIHCHHUCM

JInctnur Pe3ynbTaT BbINONHEHMUA

LUMKAbI Proshlo 1 sec from Start
forain'seq15’; do Proshlo 2 sec from Start

echo "Proshlo Sa sec from Proshlo 3 sec from Start
Start" sleep 1; done echo Proshlo 4 sec from Start
"Final" Proshlo 5 sec from Start

Final

MaCCUBbI Pervyi Element
#1/bin/bash Vtoroi
ARRAY=( 'Pervyi Element' 'Vtoroi' 'Tretii' | Tretii
'4-yi') 4-yi
ELEMENTS=S{#ARRAY[@]}
for (( i=0;i<SELEMENTS;i++));
do echo S{ARRAY[S{i}]}
done




yTteHune n3 panna 1

#!/bin/bash

declare -a

ARRAY

# exec <filename c knasbl stdin B

¢daiin exec 10<1 let count=0

while read LINE <&10; do

ARRAY[Scount]=SLINE
((count++))

done echo Number of elements:

S{#ARRAY[@]} echo S{ARRAY[@]}

3aKpbiBaem Ppann exec 10>&-

Number of elements: 13

#!/bin/bash declare -a ARRAY # exec
<filename c knasbl stdin B ¢paiin exec
10<1 let count=0 while read LINE
<&10; do ARRAY[Scount]=SLINE
((count++)) done echo Number of
elements: S{#ARRAY[@]} echo
S{ARRAY[@]} # 3aKkpbiBaem ¢aiin exec
10>&-

yc/i0BUE ec/in-uHave
#1/bin/bash a=4

echo "1. Bash"

echo "2.

Scripting" echo

"3. Tutorial"

echo -n "Please choose number [1,2 or 3] "
while [ Sa-eq4]; do

read a

if [ Sa-eq1];thenecho

"You have chosen: Bash"

else

if [ Sa-eq2];then

echo "You have chosen:

Scripting" else

if [ Sa-eq3];then

echo "You have chosen:

Tutorial" else

echo "Please make a choice
between 1-3 !" echo "1. Bash" echo
"2. Scripting" echo "3. Tutorial"
echo -n "Please choose a word [1,2
or3]?"a=4fi fifi

done

1. Bash
2. Scripting
3. Tutorial

Please choose number [1,2 or 3] 5

Please make a choice between 1-3
I

1. Bash

2. Scripting

3. Tutorial

Please choose a word [1,2 or 3]? 3
You have chosen: Tutorial




apdmeTUYecKmne cpaBHEHUA
-t <

-gt >

-le <=

-ge  >=

-eq ==

-ne I=

#1/bin/bash

a=2 5SS b=2

Both Values are equal

if [ Sa -eq Sb ]; then echo
"Both Values are equal”
else echo "Values are NOT

equal" fi

CpaBHEHMe nepemeHHbIX
#1/bin/bash

a=2

b=1

if [ Sa-eq Sb ]; then echo
"Both Values are equal”
elif [ Sa -gt Sb ]; then
echo "Sa is greater then
Sh" else

echo "Sb is greater then
Sa" fi

2 is greater then 1

CMMBOJIbHO-TEKCTOBbIEe CPaBHEHMUA
= OfMHaKoBble

= He oauHaKoBble

< MeHblle Yem

> b6onble yem

-nsl nepemeHHana sl He nycTan

-zsl nepemeHHas sl nycraa
#1/bin/bash

a="Bash"

b="Scripting" if

[ Sa=Sb]; then

echo "Both Strings are equal"
else

Strings are NOT equal




echo "Strings are NOT
equal" fi

umnkn for

#!/bin/bash

forfin S(Is /var/); do
echo Sf

done

nnm
for (( value=1; value<5; value++
)) do echo “Like it” done

umkn while
#1/bin/bash

a=6

while [ Sa-gt0]; do
echo Value of count is:
Sa let a=a-1 done

backups
cache
lib

local
log
mail
opt

run
spool
tmp

Value of count is:
Value of count is:
Value of count is:
Value of count is:
Value of count is:
Value of count is:

until unkn
#1/bin/bash
a=0

Value of count is:
Value of count is:
Value of count is:

until [ Sa-It5]; do
echo Value of count
is: Sa let a=a+1 done

Value of count is:
Value of count is:
Value of count is:
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onepaTop Bbibopa select
#!/bin/bash

a='Choose one word: '

select b in "linux" "bash" "scripting"
"tutorial" do

echo "The word you have selected
is: Sb" break done

1) linux

2) bash

3) scripting

4) tutorial

#? 2

The word you have selected is: bash

exit 0
onepaTtop Bbibopa case What is your lovely language?
#1/bin/bash 1) bash

echo "What is your lovely
language?" echo "1) bash" echo
"2) perl" echo "3) python" echo

"4) nothing"

read a;

case Sain

1) echo "You selected bash";;
2) echo "You selected perl";;

3) echo "You selected python";;
4) exit esac

2) perl

3) python
4) nothing
4

What is your lovely language?
1) bash

2) perl

3) python

4) nothing

3
You selected python

#!/bin/bash echo "Bbibepute

pegatop anAa 3anycka:" echo "1

3anyck nporpammbl nano" echo

"2 3anyck nporpammbl vi' echo "3
Bbixoa"

read a # uMtaem B Sa co CTaHAAPTHOrO
BBOJA case Sain

1)

Jusr/bin/nano ;; #echrnSa=1, 10
3anycTuTb hano 2)

/usr/bin/vi ;; # ecnn Sa = 2, To 3anNycTUTb Vi
3) exit

0

*) #ecnum BBEAEHO C KNaBMaTypbl TO, YTO B
case He OMuCbIBaeTCs, BbIMOJIHATb
cnepytouwee: echo "BeegeHo

BoibepuTte pegaTtop ANS 3anycKa:
1 3anycK nporpammbl hano

2 3anyckK nporpammeoil Vi

3 Bbixoa,

Mocne Bbi6Op uMdpbl U HaxKaTms Enter
3aNyCTUTbLCA TOT PeAaKTOp, KOTOPbIN
Bbl BbIOpanu (ecnm KOHEYHO BCe NyTH
YKa3aHbl NpaBu/IbHO, Ny BaC
YCTaHOB/IEHbI 3TN PeaaKTopPbI)




HenpaBuUAbHOE aencTeme" esac
H#OKOHYaHUWe ornepaTtopa case.

12.3 CircoK KOHTPOJIbHBIX BOIIPOCOB

1. Yro Takoe MUKINYECKHUHN BBIBOL?
2. Kak ¢ ximaBuaTyphl OTCIICIUTh BBOJ JAHHBIX?
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