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OcHoOBBI MOCTPOCHUA 3AIUNIICHHBIX KOMIIBIOTEPHBIX cerei

Kpatkoe conepxanue

[IpobneMbl Ge30MacHOCTH B KOMIBIOTEPHBIX ceTsAx. OO00O0IIeHHBIN
cueHapuii  araku. Krnaccubpukanus  arak. Mogenbs  ceTeBoit
o0e3onacHoctd. Kpunrorpadus u ayreHTHUKAUSA COOOIIEHUA Ha
ocHOoBe oOmero xmouda. OOnacTd HpUMEHEHHs KpUOTorpapuu ¢
OTKpPBITBIM  KJIIOYOM.  Metoasl  ayTeHTU(UKAlUU  COOOIICHUH.
bezonacubie k3 ¢yHkuu. Mexanu3ambl odecnieueHus: 6€30MacHOCTH
KOMMYTHPYEMBIX JIOKaIbHBIX ceTeid. OrpaHudyeHue KOJMYeCTBa
YIPABJISIFOLIUX KOMITBIOTEPOB. Hacrpoiika Oe3omacHoCTH
uHauBUayanbHoro mnopra. dunbrpanus MAC-agpeco. TexHomorus
¢unbrpaumu  IP-MAC  Binding. Cnmcku  KOHTpOJS — JIOCTYIIA.
Cermenranmsi tpaduka. Ilporokon IEEE 802. Pomu yctpoiicTs.
[Iponecc ayrentudukamun. CocTosiHEE TOPTOB KOMMYTaTopa. MeTo bl
KOHTpOJISI AocTyna mnpu wucnojb3oBaHuu mnpotokona IEEE 802 1x.
Buptyansusie cetu. Cetn Ha 6a3e MAC-anpeco. Cetu Ha 6a3e MOpPTOB.
Cerp Ha 0aze MapKUpPOBaHHBIX KagpoB. AyauT 0€30MacHOCTH
poTokoiia ces3yromero aepesa STP. O630p npoTtokona Spanning Tree.
[Ipotokon STP u Buptyanshbeie cetu VLAN. Bo3moxHbIE CXE€MBI aTak.
[Mony4yenne nOMOTHUTENHHON MHpOpManuu o cetu npu momoum STP.
Mexanusmbl obecrieueHus: 0e30macHOCTH OeCIpPOBOAHBIX JIOKAIbHBIX
cereil. Kiaccudukanus mexaHuamoB Oe3omacHOCTH B ceTsix Wi-Fi.
Mexanusm mudposanus WEP (IEEE 802 11). Cneundukanus WPA.
Cranmapr cern 802 ¢ moBbimeHHOW Oe3omacHocThio (WPA2).
yrentudukanus B OecrnpoBogubix  Wi-Fi  cerax.  Ilpunnun
ayreHTuukauuu abonenta B IEEE 802. OtkpbiTas ayTeHTUPUKALMS.
Aytentudukanus ¢ obmuM kiarodoM. AyreHtudukanus nmo MAC-
aapecy. Crangapt IEEE 802 1x/EAP. lomomHuTenbHbIE MEXaHU3MBI
samuTel SSID. OOmme MexaHU3MBI oOecrieueHnss 0e30macHOCTH
JOKaJIbHBIX  ceTe.  MeXaHu3Mbl  MEXCeTeBOW  OE30MaCHOCTH.
Me:xcereBble DKpaHbl. APXHUTEKTypa MEXCETEBOro 3KpaHa. DuibTp
nakeroB. DOUIBTP HWHCHEKIUU COCTOSIHUK. TpaHCIATOp aapecos.
Tpancnoptuele 1utro3el.  1Imro3sl  mpuiiokeHuit  (MpoKcH-cepBepa).
Cucrembl oOHapyxeHust aTak v BropxeHui. Knaccuduxamus COB.
Cuctembl TyHenupoBaHus. Ilporoxkon PPPoE. OG630p mnportokona
PPPoE. O630p mporokona PPP. Bupryanbusie dactHeie cetu. O0630p
npotokonoB PPTP u L2TP. Ilporokon IPSEC. IIporokon SSL/TLS.
besonacHocth  ynman€HHoro  ympaBiieHHs. AyauT — 0€30MacHOCTH
nporokosa SNMP. Bepcun nporokona SNMP. Mognens nporokosa
SNMP. Ilporokon SNMPv3. be3zonacHocts mnpotokosa SNMPv3.
IIporoxonn SSH. IIporoxon SSH. CymectByroniee mnporpamMmmHoe
oOecrieuenne. PexoMmeHmanmu 10 OE30MMACHOCTH  MCIIOJIB30BaHMUS
nporokosia SSH.

PesynbTaThl  OCBOCHUSA
JTUCITUTLIAHBI (MOTYJIS)

AHamM3UpyeT  KOMIBIOTEPHYIO Ce€Th C  [ENbI0  ONpeAeCHHUs
HEOOXOAMMOTO YpOBHS 3alllMIIEHHOCTH W JOBepHs; (OpMYIHpYyeT
3ajaHusl 1o 0e30macHOCTH U pa3palbaThiBaeT pPEKOMEHJIALUU IO
9KCIUTyaTallil CUCTeMBbI 3amuThl uHpopmauuu. IIpoextupyer u
pa3pabarblBaecT ~ KOMITBIOTEPHBIE  CHCTEMBI C  COOTBETCTBHEM
OTEYECTBEHHBIM U 3apyOeKHBIM CTaHAApTaM B 00JacTH KOMIBIOTEPHOU
6e3omacHocTi. CriocoOeH NPOBOAMTH aHAJIU3 COBPEMEHHOW Hay4YHO-




TEXHUYECKOH  JIUTepaTypbl ¥  TNPUMEHATH  METOABl  HAYYHBIX
WCCIICIOBAaHUIM TIpU peIIeHWH 3amad oOecredeHuss Oe30MmacHOCTH
KOMITBIOTEPHBIX CeTel. 3HACT OCHOBHBIC MPOTOKOJIBI HICHTH()HUKAIINN U
ayTeHTU(UKAIUA a0OHEHTOB CETH; 3aIIUTHBIC MEXaHU3MBI U CPEACTBA
oOecrieyeHnsT  CeTeBOM  OE30MACHOCTH;  CPEACTBA M METOIBI
MPEIOTBPALCHUS U OOHAPYKCHHSI BTOP)KEHUH. YUHUTHIBAET MPOOIEMBI
MH(POPMAIIMOHHOM 0€30ITaCHOCTH MPH MPOCSKTUPOBAHUH U OTITUMH3AIIHA
(YHKITMOHUPOBAHHSI KOMITBIOTEPHBIX CETEH.

TpynoeMKocCTb, 3.€.
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DOopMBbI OTYETHOCTH

DK3aMeH; KypcoBas paborta

IlepeyeHb OCHOBHOM
AUCHHUILJIMHBI

U JIONOJHHUTEJIbHONH JINTEepaTypbl, HeOOXOAMMOW [JIsi OCBOCHUSA

OcHoBHast TuTepaTypa

Cromnmunre, B. OcHoBbl 3amuthl ceteil. [IpunoxeHuss u cTaHAapThl:
[lep. ¢ anrn. — M.: U3n. nom "Bunbsamc", 2002. — 430 c.: un. — Ilapain.
TuT. n.airi. — ISBN 5-8459-0298-3 (pyc.), sx3emmisipoB 19

Omudep, B. TI'. KommnbroTepHble ceTH: TNPHHIUIBL, TEXHOJIOTHH,
nporokonsl: [yuebnuk]| / B.I'. Omudep, H.A. Onudep. — 4-e uzg. —
CIIG.: IMutep, 2011. — 944 c.: un.  (YueOHuk s By3oB). Ha
yuebnuke rpud: Pex.MO. — bubmuorp.: c. 917. — ISBN 978-5-469-
00920-0, sx3emmsipoB 10

JlonomHUTEIbHAS
JauTepaTypa

[Ipaktukym no auciuiuinHe CeteBas 0€30MacCHOCTh M €€ TUIAHUPOBAHHE
DOnekTpoHHBIA pecypc / cocT.. B. A. JlokywaeB [u np.] / pen. B. A.
Joky4aeB. — IIpaktukym mo aucuuiuinHe CereBasi 0€30MAaCHOCTh U €€

wiaaupoBanune,2022-04-04. — MockBa: MOCKOBCKUN TEXHHUYECKUN
YHHUBEPCUTET CBS3U U MHpopmaTuku, 2016. — 28 c¢. — Knura Haxogurcs
B mnpemuym-Bepcun OBC [PR BOOKS. - ISBN 2227-8397,

9K3EMILIIPOB HEOIPAHUYECHHO
3amuTa OT XakepoB KopropaTuBHBIX certedd / IaBuag M. Axman, Mno
Hy6pasckuii, Xan ®nunH 1 ap.; nep. ¢ aHr1. A.A. Ilerpenko. — 2-e
u3Jl., (OOHOBJIEHHOE U JOI. HOBBIMH (DAKTaMM,CTaBUIMMH HU3BECTHBIMU
M0 MPOIIECTBUM roja nocie 1-ro u3za.). — M.: Komnanus AiiTu: JIMK-
ITpecc, 2005. — 863 c.: un. — (Mudopmanmonnas 6€30MacHOCTh). —
ISBN 5-98453-015-5. — ISBN 1-928994-70-9, sx3emmuisipos 1




