[loKyMeHT NoAnucaH NpocToit 3NeKTPOHHOM NOANMUCHI0

WUHbopmaumsa o Bnagenbue:

®WO: MopoxHs AHppeit Anekceesuy MHUHHUCTEPCTBO H
[lomkHoCTb: U.0. AMpeKTOpa MHCTUTYTa NepCnekTUBHOM mee]a@@C]
[lara noanucatma: 19.06.202€DI@IePAIbHOE TOCY JapCTBEH
YHUKanbHbIA MPOrpaMMHbIA KIKOY: BE

AYKH U BBICILIEI'O OBPA30OBAHM A
N1ICKOM ®EJIEPALIMN

HOC aBTOHOMHOC O6paSOBaTeHBHOC YUPCIKACHUC
ICIIIETO 00pa3oBaHUs

990bea3aeecc48c23bd8699e4828 U PBIRPO)-K ABKA3CE

(1 ®EJIEPAJIbHBIN VHUBEPCUTET»

YTBEPXKIAIO
N.o0. nupexropa UHCTUTYTA
NEepCHEKTUBHON MHKEHEPUH,
KaHJl. TEXH. HayK, JOLEHT
A.A. Tlopoxus

®OHJ OHEHOYHBIX CPEACTB IIO JUCIHUIIJIMHE
Bsenenne B OdkeHI-pa3padbOTKy

Ha3BaHUC NUCHUIIIMHBI

Hanpasnenue noaroToBku
Hamnpasnennocts (mpoduis)

I'on Havana oOy4eHus
®dopma o0ydeHus
Peanmusyercs B cemecTpe

09.03.04 [TporpaMMHasi HH>KEHEPHsI
Pa3paboTtka 1 cCONpoOBOKACHUE TPOTPAMMHOTO
o0ecrieyeHust

2026

ouHas

7



BBenenue

1. Haznauenue:  ®OC  mpenHasHayeH I  OOBEKTHBHOM  OLIGHKHM  ypPOBHS
c(OPMUPOBAHHOCTH KOMITETCHITHH.

2. ®OC sBsieTcs NPUIOKEHUEM K ITporpamme TUCHUIUIMHBI O0IauHbIe TEXHOJIOTHN

3. Paspaborumk bemuk AWM., acCHCTEHT MEXKWHCTHUTYTCKOH  0a30BoW  Kadeapsl
JnenapraMeHTa MuQPOBBIX, pPOOOTOTEXHHYECKUX CHCTEM U SJICKTPOHUKH.

4. Tlposenena skcneptuza POC.
HiieHsI DKCIIEPTHOM TPYIIIBL:

[Ipencenarens: HopukoBa Enena HukosiaeBHa, 3aB. MEXKUHCTUTYTCKON 06a30BOU

kadenpoit

(PHO, 10mKHOCTD)
YrieHbI KOMUCCUH:

Huxomnaes EBrenuii IBaHOBHY, JIOLIEHT JIEIAPTAMEHTHI [IMGPOBLIX U POOOTOTEXHUYECKUX

CHUCTEM H JJICKTPOHHUKH.
(®UO, nomKHOCTB)

Bunokypckunii /1. JI., 7OIIEHT JienmapTaMeHTa I_II/Id)DOBHX, DO6OTOT€XHI/I‘ICCKI/IX CHUCTCEM U
OJICKTPOHUKH

(®UO, 10mKHOCTB)
Hpe)ICTaBI/ITeJ'IB opraHH3auHH-pa60TonaTen${: A. B. HOBI/IKOB, HadYaJIbHUK OTACJIa

ACVYTII 000 «EHAC-Crasponoiny»

(®UO, n0IKHOCTB)

OkcneptHoe  3amoueHne: @POC 1o JUCHMIUIMHE TIO3BOJISIET OLIEHUTh  YPOBEHB
c(hOopMUPOBAaHHOCTH KoMrieTeHIuH. [Ipuctynute kK anpodamuu.

5. Cpok neiictBuss DOC ompenensiercss CpOKOM — peanu3aid  00pa3oBaTebHOM
MIPOTPaMMBI.



1. Onucanmue KPHTECPHUEB OLCHUBAHUA KOMIICTCHIHHU HA pPa3s/InYHbIX
ITAIlaxX UX (l)OpMI/IpOBaHI/IH, OIuCaHMC IIKAJ ONCHUBAHUA

YpoBHH JeckpunTopsl
copmupoBaHHOCTH | MUHUMAIbHBIA YPOBEHD MuHNMaIbHbII . N
KOMIETeHIM(1il), HE JIOCTUTHYT YPOBEHBb Cpenmuii yposenr | Bricokuid yposeHb
HHIUKATOPA (OB) (HeynosnerBopurenbHo) | (yIOBIETBOPHUTEIBHO) (xopomo) (oTmrano)
4 Ganmna 5 6amnos
2 Ganna 3 bama
K-5
[K-5 He criocoben Homyckaer B ocHoBHOM OcymecTBisieT
Cnocoben OCYIIECTBIISITH CEepbE3HBIE OIHOKH MOXKET COIPOBOX/ICHUE,
OCYIIECTBIISITH COIPOBOX/ICHUE, IIPU OCYIIECTBICHUN | OCYIIECTBIATH HaCTPOIIKy,
COIIPOBOXKCHHE, HACTPOHKY, COIIPOBOXICHHS, COIIPOBOXICHHE, pa3BepTHIBAHHE U
HACTPOUKY, pa3BepTHIBAHHE U HACTPOUKH, HaCTPOWKY, 9KCIUTYaTaLHIO
pa3BepThIBaHHE ¥ | AKCIUIyaTaIHIO pa3BepTHIBAHUS U pa3BepThHIBAHUE U | MPOIPAMMHOTO
IKCILTyaTaIHIO MPOrPaMMHOTO 9KCILTyaTal|N 9KCILTyaTaIHIO obecrieueHusl, B
MPOrPaMMHOTO obecrieueHus1, B TOM MPOrPaMMHOTO HPOrPaMMHOTO TOM YHCJIe B
obecrieueHus, B TOM | YUCIIE B Cpeiax obecrieueHus1, B TOM o0ecrieueHusl, B cpenax
Yucie B Cpelax | KOHTeHHepu3aluu U YHCIIE B Cpeaax TOM 4YHCJIC B KOHTEIHepU3aLn
KOHTEHHEepU3aliy U | 00JavHbIX aThopMax | KOHTCHHEpU3aluu U cpenax 1 00JIaYHBIX
00JIaYHBIX 00JIauHBIX KOHTEHHepU3aluu | Tiathopmax
iatpopmax rarpopmax U 00JIaYHBIX
iatopmax
MK-7
IK-7 He criocoben Homyckaer CrocobeH Crocoben
CrocobeH TPUMEHSITh Cepbe3Hble  OLIMOKH | MPUMEHSTh NPUMEHSITh
MPUMEHSTh COBpEMEHHBIE npu NPUMEHEHUH | COBPEMEHHBIE COBpEMEHHBIE
COBpEMEHHBIE MH(OPMaIMOHHbIE COBPEMEHHBIX uH(OpPMaIMOHHBIE | MH(POPMALMOHHBIE
nH(OPMaIMOHHbIE TEXHOJIOTUH, UH(POPMAIIMOHHBIX TEXHOJIOTUH, TEXHOJIOTUH,
TEXHOJIOT U, MHCTPYMEHTHI U TEXHOJIOT U, UHCTPYMEHTHI U WUHCTPYMEHTHI U
WUHCTPYMEHTBI U | mwiathopMsbl (BKIIOUAs UHCTPYMEHTOB U | iarhopMsl wiaThopmbl
IaT(GopMBI OTCYCCTBEHHEIE), m1aTGopMBI (BrumFOUast (BruTROUaAsT
(BKiHOUAst ucnonb3oBaTk DevOps- | (BKIFOUas OTEYCCTBECHHBIC), OTEYCCTBEHHBIC),
OTEYCCTBEHHBIC), NPaKTUKH, 00JIauHbIC OTEYCCTBEHHBIC), HCIIOJIb30BATh HCIIONIB30BATh
HCTIONH30BaTh CEpPBHUCHI U CPEJICTBA UCTIONIB30BaTh DevOps- DevOps-
DevOps-TpakTHKH, | aBTOMaTH3alN DevOps-1pakTHKH, NPaKTUKH, NPaKTUKH,
o0JaYHbIe CEPBUCHI oOayHbIe CEPBUCHI U | OOIaYHBIE o0JiauHbIe
" cpezncTea CpeacTBa CEePBHCHI U CEPBHCHI U
ABTOMAaTH3alUH aBTOMAaTH3aLNH cpeJcTBa cpercTBa
aBTOMAaTHU3ALHH, aBTOMAaTH3aLUH
HO JIOITyCKaeT
HEe3HAYHUTEIIbHbIC
OIITMOKH
OI_ICHI/IBaHI/Ie YPOBHA C(I)OpMHpOBaHHOCTI/I KOMIICTCHLIU 8(0) JUCHUITIIINHE

OCYHIECTBJIACTCA HAa OCHOBE «ITonoxxenus o MPOBEACHHUHN TCKYILICTO KOHTPOJIA YCIICBAEMOCTH U
HpOMC)KyTO‘-IHOﬁ aTTeCTalun 06yqaroumxc;[ 110 O6paBOBaTCJ'H:HBIM nporpamMmam BBICHICTO

oOpazoBaHusl -
MarucTpaTypbl

mporpaMmaM 0OakajiaBpuara,
roCyJIapCTBEHHOM

B (enepaibHOM

mporpaMmaM  CIIEIIHAINTETA,
o0pa3oBaTensHOM

ABTOHOMHOM

MporpaMMam

yupexJeHuu Bbicuiero ooOpazoBaHusi «CeBepo-KaBkasckuii (enepanbHbIi YHUBEPCUTET» B
aKTyaJbHOM pPEIaKIUH.




OLIEHOYHBIE CPEJICTBA IS HIPOBEPKH YPOBHS C®@OPMUPOBAHHOCTH KOMITETEHIIAM

Homep

IIpaBuJbHBII OTBET Conep:xkanue Bonpoca Komnerenuust
3a1aHus

®opma o0y4eHus1 ouHas1, cemecTp 7

Kakoit HTTP-metTon siBisieTcst HIEMIOTEHTHBIM U UCITOJIB3YETCS IS
MOJIHOTO OOHOBIIEHUS pecypca?
A) POST
B) PUT
C) PATCH
D) OPTIONS

[IK-10

Kaxoi craryc-kog HTTP Bo3Bpamaercs mpu yCremHoM CO3/1aHAN
pecypca (POST)?
A) 201 Created
B) 200 OK
C) 204 No Content
D) 202 Accepted

I1K-10

Kaxkas xomanga B Node.js ycranaBnuBaeT rnaketr nodemon kak dev-
3aBHUCHUMOCTH?
A) npm install nodemon
B) npm install --save nodemon
C) npm install --save-dev nodemon
D) npm add nodemon --global

I1K-5

Kakoii onepatop SQL ucnomnb3yercs 1uist BHIOOPKU JaHHBIX C
YaCTUYHBIM COBIA/IEHUEM CTPOKHU?
A)=
B) LIKE
C)IN
D) EXISTS

I1K-10

B 4uéMm ocHOBHOE OTIIMUME CEeCCHOHHOM ayTeHTU(uKauu oT Basic

Auth? TK-10




A) Basic Auth ue Tpebyet nmapomns
B) Ceccuu He ucmonb3yrot cookies
C) Basic Auth mumdpyer naposb
D) Ceccuu xpaHsT COCTOsSIHUE Ha cepBepe, Basic Auth mepenaér
credentials ¢ KaXXpIM 3aITPOCOM

Kakyro 6ubnmuoreky B Node.js peKOMEHyeTCsl UCTIOIb30BaTh IS
XCUIMPOBAHUS TIAPOJICH?
A) berypt
B) md5
C) shal
D) crypto-js

[IK-10

Yro takoe nepemenHas okpyxeHuss NODE ENV?
A) Iloprt cepBepa
B) Ilyts k 0a3ze qaHHbIX
C) Unaukatop cpeanl Boinonnenus (development/production)
D) Cexpernsiit karou qist JWT

IIK-5

Kakoit arpulyT cookie 3ampeniaer 1octyn k Heil u3 JavaScript (3amura

ot XSS)?

A) Secure
B) HttpOnly
C) SameSite
D) Domain

[IK-10

st gero ucnonsiyercs middleware morgan B Express?
A) Inst mapcunra JSON
B) [lns cxxatus oTBETOB
C) Anst ayTeHTH)UKAITAN
D) dns norupoBanust HTTP-3ampocos

[IK-5

10

Kakoii onepatop SQL co3naér HOBYIO Tabmuiry?
A) CREATE TABLE
B) ALTER TABLE
C) INSERT INTO
D) DEFINE TABLE

I1K-9
(TOKYMEHTHpPOBaH
ue cxemsl bJ])

11

Urto takoe SQL-UHBEKIUS U KaK OT He€ 3alUTHTHCS?

[IK-10




A) Braenpenue Bpe1oHOCHOTO Koj1a uepes cookie — 3ammra: HTTPS

B) IMonmena ceccuun — 3amura: HitpOnly

C) Baenpenue BpenonocHoro SQL-koaa yepe3 BXOHbIC JaHHBIC —

3alIMTa: apaMeTPU30BaHHBIC 3AIIPOCHI
D) Ilepenonuenue Oydepa — 3anmura: BaIAIANMS JTHHBI

12

Kaxkoit 3aromoBox HTTP ucnonbe3yercs s nepenayu credentials B

Basic Auth?
A) Authentication
B) Authorization
C) WWW-Authenticate
D) Credentials

[IK-10

13

B xakoii (aiin criiegyer 100aBUTH .env, 4TOOBI CITyYaifHO HE
3aKOMMHTUTB CEKPEThI?
A) .gitignore
B) .env.example
C) package.json
D) Dockerfile

IIK-5

14

Kaxkoii cratyc Bo3Bpaniaercs npu MomnbITKE T0CTyIa K pecypcey,
TpeOytomemMy ayTeHTU(UKauu, 6e3 y4ETHBIX JTaHHBIX?
A) 400 Bad Request
B) 403 Forbidden
C) 404 Not Found
) 401 Unauthorized

[IK-10

15

[ gero ciyxut oneparop JOIN B SQL?
A) J1ns o6benunenus apyx 3anpocoB UNION
B) lnsa xonupoBaHus TaOIUIIBI
C) st oObeiuHEeH s CTPOK U3 IBYX TAOJIHUII 110 YCIIOBUIO
D) Jlns co3manust BHEIIHETO KITo4a

I1K-9
(MpoexkTupoBaHUe
CXEMBbI JaHHBIX)

16

Urto nemaer ¢pynkmus berypt.hash(password, saltRounds)?
A) Hludpyer naposb 1y o0paTHOro nmpeoOpa3oBaHUs
B) I'enepupyer xem naposist ¢ Colbio
C) Kogupyer naposs B Base64
D) IlpoBepseT ClI0KHOCTH MapoIIst

[IK-10




17

Kakoii uHCTpyMeHT 03BOJISET 3aycKaTh Kouiekuuu Postman u3
KOMAaHJIHOM CTPOKHU?
A) Newman
B) Newt
C) Postman CLI
D) Swagger

IIK-5

18

Kakue nannsie HE cnenyer noruposats B production-npuiosxeHun?
A) IP-anpec xnuenTa
B) URL 3anpoca
C) Bpewmst BoimiosiHEHUS
D) ITapons nonb3oBatesns

[IK-10

19

UYro takoe REST API?
A) Ilporokon nepenauu ¢ainos
B) S3b1k 3anpocoB k 6a3e JaHHBIX
C) ApXUTEKTYpPHBIHI CTHIIb 17151 TOCTPOCHUSI BEO-CEPBUCOB,
ucnons3yromuid HTTP-MeTons! u pecypcsl
D) bubnuoteka st ppoHTEH 1A

I1K-9
(IOKYMEHTHPOBaH
ue API)

20

Kakas xomanna B Docker co3mgaér o6pa3 u3 Dockerfile?
A) docker run
B) docker build
C) docker commit
D) docker create

IIK-5

21

Kakoii crannapt onucsiBaeT TpeOboBaHus K 0)QOPMIIEHUIO OTYETOB 11O
1a0opaTOpHBIM paboTaM B pOCCUHCKUX By3ax?
A)TOCT 7.32-2017
B) ISO 9001
C) IEEE 829
D) RFC 2616

I1K-9

22

Kaxkoit Mmeron HTTP He sBisgeTcs HAeMIOTEHTHLIM?
A) GET
B) PUT
C) DELETE
D) POST

[IK-10




23

Kaxkas matdopma rmo3sosnseT 6ecriaTHO pa3BepHYTh O9KEHI-
NPUIIOKEHUE C aBTOMaTHIecKuM sieruioeM u3 GitHub?
A) AWS EC2
B) Google Compute Engine
C) Render
D) Microsoft Azure VM

IIK-5

24

Kakoe mone SQLite siBIsieTCs MIEPBUYHBIM KITFOUOM M aBTOMAaTHYECKU
yBeJIUYUBaeTCs?
A) INTEGER KEY
B) INTEGER PRIMARY KEY AUTOINCREMENT
C) SERIAL PRIMARY KEY
D) AUTO _INCREMENT PRIMARY KEY

I1K-9

25

Urto o3nauaet abOpeBuarypa CRUD?
A) Create, Read, Update, Delete
B) Connect, Request, Update, Display
C) Copy, Run, Upload, Download
D) Create, Restore, Update, Drop

I1K-9

26

Kak B Express nosnyuuts query-napamerp ?page=27
A) reg.params.page
B) req.body.page
C) req.headers.page

D) req.query.page

IIK-5

27

[Touemy B production Henb3sl BO3BpallaTh KIMEHTY stack trace ommoOku?
A) YBenuumuBaeT BpeMsi OTBETa
B) Hapymaer kaumpoBanue
C) MoxeT packpbITh BHYTPEHHIOIO CTPYKTYPY IIPUIIOKEHUS U CO3/1aTh
ySI3BUMOCTh
D) 3arpyaHsier oTnaaky

[IK-10

28

Kakoif ”HCTpyMEHT UCTIONB3YeTCs I aBTOMAaTHYECKOU TIepe3arpy3Ku
cepsepa Node.js ipu usmMeneHnu ¢Gaiaos?
A) forever

B) nodemon
C) pm2

I1K-5



https://req.params.page/
https://req.body.page/
https://req.headers.page/
https://req.query.page/

D) supervisor

29

Kaxkoi 3aronoBok orBera HTTP yka3bIBaeT KIMEHTY THII
COJICPIKUMOT0?
A) Content-Type
B) Accept
C) Transfer-Encoding
D) Content-Disposition

[IK-10

30

UYro takoe nmaruHanus B KoHTekcTe API?
A) llInudpoBanue TaHHBIX
B) Cxarue otBera
C) IlpeodpazoBanue JSON B XML
D) Pa36uenue 60:1b1110r0 HabOpa JTaHHBIX HAa CTPAHULbI C IIOMOILBIO
napameTpoB page u limit

I1K-9

31

Kakas xomanna co3naér gaiin package.json B Node.js mpoekre?
A) npm start
B) npm install express
C) npm init -y
D) node init

IIK-5

32

Kakoii atpuOyt cookie rapantupyer nepenaudy tonbko no HTTPS?
A) HttpOnly
B) Secure
C) SameSite=Strict
D) Domain

[IK-10

33

Kak HasbiBaercs ¢aiis, B KOTOpOM ONUCHIBAIOTCS 3aBUcUMOcTH Python-
MPOEKTA ISl IeTUIO0S?
A) requirements.txt
B) package.json
C) Pipfile
D) setup.py

[IK-5

34

UYro takoe BHemHui kitou (FOREIGN KEY) B SQL?
A) Ilone, kotopoe MmoxkeT 661TH NULL
B) Ilone ¢ yHMKaNbHBIMU 3HAUYEHUSIMU
C) MHpexc 11 yCKOpeHus MoKucKa

I1K-9




D) IMoute, ccputaromieecs: Ha MEPBUYHBIN KITFOY IPYTOM TaOIUIIBI IS
00€CIeYeHUsI CCHUIOYHOM IEJIOCTHOCTH

35

Kaxko¥ craryc-ko/ BO3Bpalaercs Mpu MOIbITKE y1aIUuTh
HECYIIECTBYIOIIUIA pecypc?
A) 400
B) 500
C) 404
D) 410

I1K-10

36

UYro Takoe CORS u xorja oH BO3HUKaeT?

A) IlpoTtokon muppoBanust — BO3HUKAET IpH ucrosibzoBanuu HTTP
B) Mexanusm 6ezonacHocTu Opaysepa, OJOKUPYIOLINi 3aIPpOCHI C
JPYyroro AOMEHa/TIoOpTa — BOZHUKAET MPH pa3paboTKe Ha Pa3HBIX MOPTaxX
C) ®opmar gaHHbIX — BO3HHUKAET npu nepeaaye JSSON
D) Mertoa ayrentudukanyu — Bo3HUKAET npu Basic Auth

I1K-5

37

Kakoit MmeToq MmaccuBa B JavaScript HCIIOIB3yeTCs VTS JMHAMUYECKOTO
nobasyienus seMenTa B DOM?
A) appendChild
B) push
C) addElement
D) insertAfter

ITK-9 (¢pponTena-
JIOKYMEHTaIus)

38

Kaxk mpaBunbsno nepenats SQL-mapametp B prepared statement (Node.js
better-sqlite3)?
A) KonkareHarueii cTpok
B) Uepes mabmonnbie utepansl ${}
C) Yepes eval()
D) Yepes placeholders ? win @param

[IK-10

39

Uro Takoe nertoit (deployment)?
A) Hanucanue koma
B) TectupoBanue npuaoxKeHus
C) Pazmenenne npuiiokeHus Ha yIaaéHHOM cepBepe ISl JoCTyna
4yepe3 NHTEPHET
D) Co3nanue pe3epBHOI KOIIUH

I1K-5

40

Kakas undopmanus nomxuaa 661tb B README.md mpoexra?

I1K-9




A) TonbKo crucox aBTOpoB
B) UHCcTpyKLMs IO YCTaHOBKE, 3aIlyCKY, IEPEMEHHBIM OKPYKEHUS,
onucanue API
C) Kon Bcex monyineit
D) Tonbko munieH3us

41

Kakoii orepatop ucrnonssyercs B SQLite 111 u3sMeHeHUs
CyllecTBYOIEeH TabmuIs! (106aBieHue cToiaona)?
A) ALTER TABLE ... ADD COLUMN
B) MODIFY TABLE ... ADD
C) UPDATE TABLE ... SET
D) CHANGE TABLE ... INSERT

I1K-9

42

Kakoii mpoTOKOJI JIEKUT B OCHOBE B3aUMOJICHCTBUSI KJIMEHTA U CEPBEpPA
B BeOe?
A) FTP
B) SMTP
C) HTTP/HTTPS
D) WebSocket

I1K-10 (6a3oBbIe
CTaH/IapPThI)

43

Kak B Express co3gars middleware myist 06paboTku ommook?
A) app.use((req, res) => {})
B) app.error((err, req, res) => {})
C) app.handle((err, req, res) => {})
D) app.use((err, req, res, next) => {})

IIK-5

44

Kakoii popmaT pekoMeH1yeTcst HCTIOJIb30BaTh ISl BO3BpaTa OMIHOOK
Bamuganuu B REST API?
A) Ilpocrast cTpoka ¢ TEKCTOM OIINOKU
B) MaccuB o6bekToB { field, message } B JSON
C) HTML-cTpanuna c onucaHuem
D) XML-nokymeHT

I1K-9

45

Kaxkoit atpulyT Oe3o0macHoCcTH cienyeT n100aBuTh kK cookie ceccuu B
production?
A) Domain
B) Path
C) SameSite=Lax wu Strict

[IK-10




D) MaxAge

46

Kaky1o nepeMeHHYI0 OKpY>KEHHsI JOJKEH UCTIOIb30BaTh CEpPBEP s
olpeieNieHus opTa npu Jerioe?
A) PORT
B) NODE PORT
C) SERVER PORT
D) HTTP_PORT

IIK-5

47

Yro Takoe ngemnoreHTHocTh HTTP-MeToma?
A) BO3MOXHOCTB KAIIIMPOBAHUSI OTBETA
B) O6s3arenpHOE HATMYHE TeJIa 3ampoca
C) ABToMaTuuecKkas MOBTOPHAs OTIPAaBKa IPH OIIHOKE
D) MHorokpaTHoe BBIINOJIHEHUE METOJIAa AET TOT XK€ PE3yJIbTAT, YTO U
OJIHOKPATHOE

[IK-10

48

Kakoit ”HCTpyMEHT HCIIONB3yeTCs TSl BU3yallbHOU paboTsl ¢ SQLite
(cozmanue TabauIl, MPOCMOTP JAHHBIX)?
A) MySQL Workbench
B) DB Browser for SQLite
C) pgAdmin
D) SQL Server Management Studio

I1K-9

49

Kak B berypt mpoBepuTh, COOTBETCTBYET JIM BBEAEHHBIH MApOIIh
COXpaHEHHOMY Xelry?
A) berypt.decode(hash) == password
B) berypt.verify(password, hash)
C) berypt.compare(password, hash)
D) berypt.match(password, hash)

[IK-10

50

UYro takoe Procfile mpu nensoe Ha HEKOTOPBIX 00JAUHBIX MIaT(GopMax?
A) Daiin, onpeaensomnii KOMaHTy 3allycKa BeO-Tporecca
(manpumep, web: node server.js)

B) ®aiis1 ¢ nepeMEHHBIMU OKPYKEHHS
C) ®aiin 3aBucUMoOCTEN
D) ®aiin noros

[IK-5




2. Onucanue MIKaJbl OEHUBAHUS
OrneHka ycCreBaeMOCTH CTYJEHTOB IO AUCIHUIUIMHE OCYIIECTBIISIETCS B XOJ€ TEKYIIETO KOHTPOJS W MPOMEXYTOUHOW arrecrauuu. [is
MIPOBEPKH YPOBHS C(HOPMUPOBAHHOCTH KOMIETEHITUH HCITONIB3YETCSI COBOKYITHOCTh OIICHOUHBIX CPEJCTB, IMO3BOJISIONIMX OIEHUTh 3HAHUS, YMEHUS U
HaBBIKU, HpI/I06peTéHHLIC CTYI[GHTaMI/I B Hpouecce I/I3y‘-IeHI/I$I JUCIIUITIINHBI.
OcHOBHBIMU (hOpMaMU TEKYIIIETO KOHTPOJIS SBJISIOTCS:
— BBITIOJTHEHHUE | 3alIUTa JJAOOPATOPHBIX padoT;
— YCTHBIE ONPOCHI (co0ece0BaHus) IO TEMaM 3aHATUH;
— MPOBEpPKa MHAUBHUAYAIbHBIX 33aHUH;
— TECTUPOBAHHUE IO OTACIBHBIM pa3/ieiaM IUCIUTIINHBL.
[IpomexyTouHas arTecTalysl MPOBOAUTCSA B (popMe 3aueTa C OLEHKOW M BKIIOYACT BBINOJIHEHUE MPAKTHUYECKOTO 3aJaHus W/WIA OTBETHl Ha
TEOPETHUUYECKUE BOTIPOCHI.

3. Kputepuu oneHMBAHUSA KOMIIETEHIMA 3aIaHUI OTKPBLITOTO TUIIA

OneHka «OTJIMYHO» BBICTABIISIETCS CTY/IEHTY, €CJIM B X0JI€ BBIIIOJIHEHUS JIAOOPATOPHBIX PabOT U UTOrOBOIO MPOEKTa MPOJEMOHCTPUPOBAHO
YMEHHE CaMOCTOSITENILHO Pa3BEPTHIBATH U COMPOBOXKIATH MONHBINA cTek W -nipunoskeHust B 001a4HbIX 1aTopMax, BKIIOYas CO3AaHNE BUPTYaTbHbIX
MallliH, HACTPOWKY Ipyln Oe30MacHOCTH, MOJKIIOUEHHE YNpaBisgeMbIX 0a3 JaHHBIX U1 XpaHEHUS NMPHU3HAKOB U METaMH()OPMALUU O MOJENX, a
TaK)K€ OpraHM3alMi0 OOBEKTHOIO XpaHUJIMILA JJIs AaTaceToB U apTedakToB o0yueHUs. CTyJeHT YBEPEHHO UCHOJb3yeT KoHTelHepusanuto (Docker)
JUI YIaKOBKHM cepBHca MH(epeHca, nuier MHorocraiauiteie Dockerfile, ontumusupytronie pasmep obpasa, u 3arpyxaer oOpasbsl B 0OIayHbBII
Container Registry. IIpumensier opkectpamuio Kubernetes (Managed Kubernetes) mist 3amycka u macmtabupoBaHusi UHPEPEHC-MOJENEH: co31aéT
Deployment ¢ readiness- u liveness-ipobamu, HacTpamBaeT Service tumna LoadBalancer ans BHemHero aocTtyma, peanu3yeT TOPU30HTAlIbHOE
aBToMacitabupoBanue 1nojaoB no CPU umnu xonmuuecTBy 3ampocoB. OOecneunBaeT OTKa30yCTOMYMBOCTh 4epe3 pacHpesesieHHe PErIMK M0 30HaM
JIOCTYITHOCTH M HACTPauWBaET MPOBEPKHU 370pOBbs. B 0TuéTe mpeacraBieHa netanbHas cxema B3auMoeicTBUA KoMroHeHTOB (BM, konteiinepsi, b1,
00BEKTHOE XpaHWJIUILE), NMPUBEIEHO 00OCHOBaHME BbIOOpa BhMUCIUTENBHBIX pecypcoB (VCPU, RAM) nns uHdepeHca Mozeneil pa3HbIX THIIOB
(manmpumep, NLP winn komnsrotrepHoe 3penne). Komnerennus [1K-5 ocBoeHa Ha BEICOKOM YpOBHE.

OneHka «XOpomio» BBICTABISETCA CTYAEHTY, €CIU CTYJIEHT JeMOHCTpHpYeT yMeHHe pa3BépThiBaTh WMH-mpunoxenue B oOnake ¢
UCIIOJIb30BAaHUEM KOHTeHHEepHU3aluu 1 0a30BbIX OOJIAYHBIX CEPBUCOB, HO O€3 MOJIHOTO MOKPBITHS BCEX aclEeKTOB OTKA30yCTOWYMBOCTH. KoHTEHepbl
coOuparotcs u myoiukyrotest B Container Registry, Kubernetes npumensiercsi, Ho MaHu(eCTbl MOTYT COIepKaTh YIPOUIEHHBIE HACTPONKU (HanpuMep,
tonbko Deployment 6e3 npo6 3mopoBbst uinu Service tuma Cluster]P Bmecto LoadBalancer). I'pynmel 6e30macHOCTH HacTpOEHbI KOPPEKTHO, HO
aBToMaciTabupoBaHue MO0 OTCYTCTBYET, MO0 HE MPOTECTUPOBAHO MOJ HAarpy3Kou. Yipasisemas 0a3a JaHHBIX CO3JjaHa, OJHAKO PETUIMKAIMs WIN
pe3epBHOE KOMHMPOBAHHWE HE HACTpPOEHBl. B OoTuéTe mpuBeneHBI OCHOBHBIE ATanbl pabOThl, HO CXeMa B3aUMOCWUCTBUS KOMIIOHEHTOB COJEPKUT
HEe3HaYUTeNIbHbIe HETOYHOCTH, a 000CHOBaHHE BHIOOpA PECYpPCOB J1aHO He JJisi BceX KoMIOHEeHTOB cuctembl. Komnerenuus I1K-5 ocBoena Ha cpennem
YPOBHE.



OneHka «y10BJ1eTBOPHTEIbHO» BBICTABIISIETCS CTYAECHTY, €CIIM CTYJEHT JEMOHCTPUPYET 0a30BO€ YMEHHE CO3/1aBaTh BUPTYaJIbHYIO MAIIUHY
B oOxake, ycraHaBiuBarh Ha He€ HeoOxoaumoe [1O (Hampumep, BeO-cepBep it MH(pepeHca win cpeay BbimonHeHus Python) u moakmouyarses mo
SSH. KoHreliHepu3alusi UCIOJIb3yeTCsl B MUHUMAJIbHOM 00BbEME (3alyCcK OJHOTO KOHTeHepa Ha BM 06e3 ucnonb3oBanus Container Registry nim ¢
pPY4YHBIM KONHMpoBaHUEM o0paza). Ympasisemble cepBuchkl (B, Kubernetes) mub6o He mpuMeHSIOTCS, JTUOO CO3MAIOTCS C TPyOBIMH OHIMOKaMU
(manpumep, 0aza maHHBIX ¢ myOonmuHbiM [P Ge3 rpynmer 6e3omacHocTh, kimactep Kubernetes ¢ ogHuM y3imom 0e3 HacTpoek cetu). B otuére
OTCYTCTBYET CX€Ma apXUTEKTYPHhl, He 000CHOBAH BHIOOP THIIOB IMCKOB M BBIYUCIUTEILHBIX PECYPCOB, IPUCYTCTBYIOT OMIMOKY B KOH(PUTYpALIUU TPYIIIT
6e3011aCHOCTH (OTKPBITHI BCE MOPTHI WIIM HE OTKPBIT HeoOxoauMbli opt). Komnerennus [1K-5 ocBoeHa Ha MUHMManbHOM ypOBHE.

OneHka «HeyI0BJIETBOPUTEIBLHO» BBICTABISETCS CTYACHTY, €CIM CTYIEHT HE yMEeT CO3[aBaTh BHUPTyallbHbIE MAIIMHBI B OOJaKe, He
UCIMOJIb3YeT KOHTEHHepHU3alMio, He MOXET HacTPOUTh CETEeBOE B3auMojeicTBHe Mexay komnoHeHTamu MU-cuctemsl. JlaGopaTtopHble paOoThl He
BBITIOJTHEHBI JINOO BBIMOJHEHBI ¢ KPUTHYCCKMMH omuOkamu (HeT mocryma mo SSH, BeO-cepBep He 3allyCKaeTcs, yIpaBIsieMble CEPBHCHI HE
pa3BEpHYThI). OTCYTCTBYET NOHMMaHUE Ha3HAYEHUs TPy O€30M1acCHOCTH, 0OBEKTHOIO XpaHUJIUILA U yIpaBisieMbiX 0a3 nanHbix. Komnerennus 11K-5
He chopMUpOBaHa.

OneHka «OTJIMYHO» BBICTaBIIETCS CTYJEHTY, €CJIM B XO/1€ BBIIOJIHEHHUS JJaOOPAaTOPHBIX pabOT U UTOTOBOTO MPOEKTA MPOAEMOHCTPUPOBAHO
nojiHOe BiageHue mHPpacTpykrypoit kak ko (IaC) ¢ mcmonp3oBanuem Terraform: omwcaHbI ceTh, MOACETH, TPYIIBI O€30MIACHOCTH, BUPTyaIbHBIC
MallluHbl, yrpaBiseMble 0a3bl JaHHBIX, OakeTbl 0OBEKTHOro XpaHuiauina u kiaacrep Kubernetes; mpuMeHeHbI NepeMEHHbIE, BBIXOIHbIC 3HAYECHUs
(outputs), yaan€HHbIA Od3KEHJ IJIsi XpaHEHUsI COCTOSIHUS (Hampumep, B S3-COBMECTUMOM XPaHWJIMIIE) U MOIYJIH JJIsi TTIOBTOPHOTO HCIOJIb30BAHHU
kona. Hacrpoen CI/CD-naiinunaiin (GitLab CI, GitHub Actions win ananoru) ¢ aBromarudeckoil coopkoit Docker-o6pasa, ero nymem B Container
Registry m o6HOBnennem Deployment B kiactepe Hpu KakJOM H3MEHEHHH pero3utopus ¢ komom MU-monemu. CTymeHT NMpHUMEHSIET CHCTEMBI
MonuTopusra u aneprunra (Cloud Monitoring, Prometheus + Grafana) mist oTcinexuBaHUsI METPUK MTPOM3BOAUTENIBHOCTH MH(pepeHca (JaTeHTHOCTS,
KOJIMYECTBO OMINOO0K, 3arpy3ka GPU npu HeoOX0IMMOCTH), a TaKkKe UCTIOJIB3YeT oTeuecTBeHHbIe 00aunblie Tuiardgopmel (Yandex Cloud, VK Cloud)
ux S3-coBmectumble APl nns xpaHeHus naHHbIX. B oTuére mpuBeneHsl nonuble auctuHru Terraform-gaiinos, konpurypamus CI/CD, ckpuHIIOTHI
ambop/10B MOHUTOPUHTA U PUMEpPBI aBTOMAaTHYecKuX 00HOBIeHUH npunoxenns. Komnerenmus [1K-7 ocBoeHa Ha BBICOKOM ypOBHE.

OneHka «X0pouIo» BBICTABISAETCS CTYIEHTY, €CIIU CTYAEHT Hcmonb3yeT Terraform st onmucaHus ocHOBHBIX pecypcoB (BM, cets, rpynna
Oe30macHOCTH), HO 0e3 ynanéHHoro OskeHAa, Oe3 pa30OMeHuss Ha MOAYJIM U 0Oe3 MCIOJIb30BaHMs NEPEMEHHBIX OKPYXEHMS JJsl CEKPETOB.
ABToMaTu3anys pa3BEPTHIBAHUS OrpaHUYEHA Py4HbIM 3amyckom terraform apply u pyunsiMu komanzamu docker push/pull, CI/CD nactpoen
YacTUYHO (HampuUMep, TOJIbKO cOopka oOpa3a 0e3 aBTOMaTHYECKOTO JIEIJIosd B KiacTep). MOHUTOPUHT pPeaanu30BaH uyepe3 BCTPOCHHbIE HMHCTPYMEHTHI
oOmnaka 0e3 co3aHus COOCTBEHHBIX JNAIIOOPAOB MM ajepToB. [IpMMEHSIOTCS COBpEMEHHBbIE 00JauHble CEPBHCHI, HO MX MHTErpalus Mexay coOoi
BBITNIOJIHEHA HE B MOJHOW Mepe (Hampumep, Tpurrep Ha Object Storage HacTpoeH, HO QYHKIMSI-00paOOTUMK HE MUIIET METPUKU B MOHUTOPHUHT). B
OT4YETE MNPHUCYTCTBYIOT OCHOBHBIE KOMaHAbl M KOH(UTYypaluu, OJHAKO aHalu3 KoMIpomuccoB (trade-offs) mexnmy pasHbIMH MOAXOAaMHU K
aBTOMaTHU3aluu NpuBeAEH He I Beex atanoB. Komnerenuus [1K-7 ocBoeHa Ha cpeiHEM ypOBHE.

OneHka «yI0BJIETBOPHUTEIbHO» BBHICTABIISAETCS CTYAEHTY, €CIU CTYAEHT JIEMOHCTpUpYET 0a30Boe yMEHHe HCIojib30BaTh Terraform mmst
CO3JIaHUs OJTHOTO-/IBYX pecypcoB (Hampumep, oa1Hoi BM) o roroBomy 06pasily, HO He IPUMEHSET IepEMEHHbIE, He BBIBOJAMUT BBIXO/HbIC 3HAUCHUS U
HE UCHOJb3YyeT yAanéHHoe cocTosHue. DevOps-npakTUKU CBEJIEHBl K pyYHOMY KOMMPOBAHUIO (hailjIoB Ha cepBEp U BBHINOJHEHUIO KOMaH] BPYUYHYIO.



CucreMbl MOHUTOpPUHTA U allepTUHTra He 3aaeiicTBoBanbl, CI/CD orcyrcrByeT. Obnaunbie cepBHUCH (00BEKTHOE XpaHUIUIIE, QYHKIIUN) TPUMEHSIOTCS
dbopManpHO, 03 aBTOMATHU3AIMHM HMX B3aWMMOJCHCTBHUSA. B oTuéTe mpuBENEHBI OTAEIbHBIE KOMAaHIbI, HO HET IIEJIOCTHOTO OIMHCAaHWs MalIuIaifHa
aBToMaru3anuu, koia Terraform comepXUT CHUHTaKCHYeCKHE OMIMOKM WM HECTpyKTypupoBaH. JlomylieHbl OIIMOKM B HACTpOWKe MpoBaiiiepa
(HampuMep, KECTKO 3aKOJMPOBaHHbIN TokeH B ¢aiine .tf). Komnerenmus [1K-7 ocBoeHa Ha MUHUMaJIbHOM YPOBHE.

OneHka «Hey/JA0BJIETBOPUTEIbHO» BBICTABIISCTCS CTYIEHTY, €CIM CTYACHT He ucrnoib3dyer Terraform unu npyrue laC-uHCTpyMeHTHI, Bce
PECYPCHI CO3/IAl0TCS BPYUHYIO uepe3 BeO-KOHCOIb. CucTeMa KOHTPOJIS BEPCHid Ui KOHPUTYpaluii He MPUMEHSETCS TU00 UCIONIb3yeTcss (OpMaTbHO
(omuH KOMMHT Bceil paboThl). DevOps-npakTHUKHU TMOTHOCTBIO OTCYTCTBYIOT (HET aBTOMaTu3amnuu, HeT MoHutopuHra, HeT CI/CD). CrtynmeHT He
JIEMOHCTpHUPYET yMeHHs paboTarh ¢ oOmauynsiMu APl m mHCTpyMEeHTaMu aBTOMAaTu3amud. B OoT4éTe OTCYTCTBYIOT JOKA3aTElIbCTBA HCIIOIH30BAHU S
COBpeMEHHBIX HHPOPMaIMOHHBIX TexHonorui u miardgopm. Komnerenmus [1K-7 ve chopmuponana.

4. Kputepuu onleHMBAHUS KOMIIeTEHIIMA 3aJaHUI 3aKPBLITOr0 TUIIA

O1eHKa «OTJIMYHO» BBICTABIICTCS CTYACHTY, €CJIU OH MpaBMIIbHO OTBETHI HA 88-100% ot ob61mero kosmuectsa 3aaanuii. Komnerenmus I1K-5
OCBOEHA Ha BHICOKOM YPOBHE.

OrneHKa «XOpOIIO» BBICTABIISCTCS CTYNIEHTY, €CIIM OH MPAaBWIBHO OTBETHI Ha 72-87% ot obmiero komuvectsa 3amanuii. Kommerenmus [1K-5
OCBOEHA Ha CPEJIHEM YPOBHE.

OrneHka «yJOBIETBOPUTENHHO» BBICTABISETCS CTYACHTY, €CIM OH NpaBWIbHO OTBeTWN Ha 53-71% ot oOmiero KojuuecTBa 3aJlaHMil.
Komnerennus [1K-5 ocBoeHa Ha MUHMMaIbHOM YPOBHE.

OreHKa «HEYIOBJIETBOPUTEILHO» BBICTABISETCS CTYACHTY, BBICTABIISICTCS CTYJIEHTY, €CJIM OH MPaBUJILHO OTBETHJ Ha MeHee 53% oT obiiero
komnuecTBa 3aganuii. Komnerenuus [1K-5 ve copmuponana.

Or1eHKa «OTJIMYHO» BBICTABIISIETCS CTYJEHTY, €CJTU OH MpaBMIIbHO OTBETHII Ha 88-100% ot ob61miero konmnuectsa 3aaanuii. Komnerenus 11K-7
OCBO€HA Ha BBICOKOM YPOBHE.

Or1eHKa «XOpOII0» BBICTABIISIETCS CTYACHTY, €CJIM OH MPaBUILHO OTBETHN Ha 72-87% oT obmiero konudectBa 3amanuii. Kommerenuus [1K-7
OCBOEHA Ha CPEIHEM YPOBHE.

OrneHka «yJOBIETBOPUTENHHO» BBICTABISETCS CTYAEHTY, €CIM OH NpaBWIbHO OTBeTHN Ha 53-71% ot oOmiero KojuuecTBa 3aJlaHMil.
Kommnerennus [1K-7 ocBoeHa Ha MUHMMaIbHOM YPOBHE.

OreHKa «HEYIOBJIETBOPUTEIBHO» BBICTABISETCS CTYACHTY, BBICTABIISICTCS CTYJICHTY, €CJIM OH MPaBUJILHO OTBETHJ Ha MeHee 53% oT obmiero
konmuecTBa 3aganuii. Komnerennus [1K-7 ve copmuponana.



