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1. lesp 1 3a1a4u 0CBOCHUSA IUCHUILIMHBI (MO1YJIA)

Llenpto u3y4yeHHs AUCUUILIUHBI «AYyAUT HH(OOPMAIMOHHBIX TEXHOJOTMH M CHCTEM
obecrieueHuss WHOOPMAIMOHHOW OE30MACHOCTHY  SIBIIIETCA OCBOCHHE JTUCIUTIMHAPHBIX
KOMIIETEHIIMHA [0 NMPUMEHEHUIO0 KOMILIEKCa MEPOIPHUIATUI B CUCTEME 3aIllUThl HH(OpMAIMK Ha
OCHOBE OpraHHM3allMd W TPOBEIACHUS ayauTa HH(POPMAIMOHHOW OE30MacHOCTH, a TaKkKe
npuoOpereHre Habopa OOIIEKYIbTYPHBIX M 00LIeIPO()eCCHOHAIBHBIX KOMIIETEHIIUH Oyay1ero
OakanaBpa no HanpaieHuto noaroroku 10.03.01 «MadopmanmonHas 6€30MacHOCTh

OCHOBHBIMU 3a0auamy N3y4€HUs] TUCIMILIUHBI SBIISIOTCS:

1. 3y4yeHureM MeTO/I0B U CPEICTB yIIpaBiieHUs: HH(OPMALlMOHHON 0€3011aCHOCThIO Ha
00BeKTe

2. M3ydeHneM OCHOBHBIX ITOJIXO0B K pa3paboTKe, pean3alliy, SKCIUTyaTalliH, aHaTH3y,
COIIPOBO’KJICHUIO U COBEPILLICHCTBOBAHHIO CUCTEM YNpaBIeHUS HH()OPMAITMOHHON
0€30MaCHOCTBIO OIPEIETIEHHOTO 00BEKTA.

2. MecTo AucuMinHbl (MOyJis1) B CTPYKTYpe 00pa3oBaTe/IbHOIi POrpaMMbl

JucuuruinHa Ayaur  MHQOPMAIMOHHBIX TEXHOJOTMH U cHUCTeM oOecreuyeHHs
UH(GOPMALlMOHHON  0€30IaCHOCTHM  OTHOCUTCS K  JUCHUIUIMHAM  4acTH, (opMUpyeMoi
YYaCTHUKAMU 00pa30BaTEeNbHbIX OTHOIICHUI.

3. IlepedyeHb NIAHHPYEMBIX Pe3yJIbTATOB O0Oy4YeHHs1 MO AUCHHUILVIMHE (MOAYJIO),
COOTHECEHHBIX C IVIAHUPYEeMBbIMH pPe3y/JbTATAMHU 0CBOCHHS 00pa30BaTe/IbHOI IPOrpaMMBbl
IInanupyeMsble pe3yabTaTsl
O6y‘IGHPI$[ 10 AMCHUITIIMHEC
(MOITyIT0), XapaKTepU3yIOIIHe
9Tarbl (GOPMHUPOBAHUS
KOMHGTCHHHﬁ, HHAUKATOPOB

-aHaIM3UPYeT
PYKOBOZSIINE u
METOJIMYECKUE JTIOKYMEHTHI
YIOJHOMOYEHHBIX
henepabHBIX OpraHoOB
WCIIOJIHUTEJIbHON BJIACTHU 110
3amuTe nHpopManuu;
-IIPUMEHSIET
MHCTPYMEHTAJIbHbIE
CpeacTBa KOHTPOJIA
3aIUIIEHHOCTH
uHpopMauu B
aBTOMATU3UPOBAHHBIX
CUCTEMAX;

-IIPOBOJIUT DKCIEPTURY
COCTOSIHUA 3aIIUIIEHHOCTH

Kopa, popmynuposka

Ko OPMYIIMPOBKA KOMIIETEHITNHU
A, hopmymap 1t WHIUKaTOpa

ITIK-3 Cnocoben o0ecnieunBaTh
3alMTy UH(GOPMAINH B
aBTOMATH3MPOBAHHBIX CHCTEMaX B
npoIiecce MX KCILTyaTaluu

NJI-3 Cnocoben
MPOBOANTD ayIUT
3alUIEHHOCTH
uHpOpMaLnU B
aBTOMATU3UPOBAHHBIX
crucTeMax

uH(popMaIuu OT
HECaHKIMOHUPOBAHHOTO
JOCTYTIa

nHpopmaruu
aBTOMAaTH3UPOBAHHBIX
CHCTEM
IIK-6 CniocoGeH mpoBOIUTH N-2 Cnocoben [IpoBoaut OIICHKY
KOHTPOJIb 3aIIUIIEHHOCTH NPOBOJUTH KOHTPOJIb | 3alIMIICHHOCTH
uHpOpMauu 3aIUIIEHHOCTH uHpopMauu oT

HECaHKITMOHHUPOBAHHOT'O
JOCTyla W CHEIHATBHBIX
BO3JIEUCTBUI

OdopMIIseT OTYEeTHBIC
MaTepHuabl 10 pe3yJIbTaTam
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KOHTPOJISI 3aIUIEHHOCTH
uHpOpMAaLIUU OT
HECaHKLMOHUPOBAHHOTO
JOCTYIA U CHEeIHMAIbHBIX
BO3JICUCTBUH (TIPOTOKOIT
KOHTPOJIS 3aIIUIIIEHHOCTH
uH(pOopMalnu OT
HECAHKIIMOHUPOBAHHOTO
JOCTyTa U CHEeIHaIbHBIX
BO3JICHCTBUIN)

4. O0beM yueOHOH TUCHHUILIMHBI (MOaYJis1) U GOpMBI KOHTPOJIA *

O6bem 3ansaTHi: Bcero: 3 3.e. 108 actp.u. 000,

B acTp. Hacax
KonrakTHas padora:
Jlex1uu/u3 HUX NpakTUYECKas MOATOTOBKA 18
JlabopaTopHBIX pabOT/HU3 HUX MPAKTHIECKas OITOTOBKA
[TpakTHYeCKUX 3aHATHUN/U3 HUX MPAKTHICCKas MMOATOTOBKA 36
CamocrosiTeqibHas padoTa 54
DopMBbI KOHTPOJISA
3ayeT ¢ OLIEHKOHI

*  JlucuuruinHa (MOJYyJb) NpeAyCMaTpUBaeT NPUMEHEHUE HIIEKTPOHHOIO O0ydeHus,
JMCTAaHIMOHHBIX 00Pa30BATEIBHBIX TEXHOIOTHUI (eciu uHoe He YCmaHo81eHo 00pa308amenbHbIM

cmaunoapmom)



5. Coaepikanue JUCHUILUINHBI (MOYJIs1), CTPYKTYPHMPOBAaHHOE N0 TeMaM (pa3aejiaM) ¢ yKa3aHHeM KOJIM4YecTBAa YacoB U BU0B 3aHATHI

ouHas popma
KonraktHas pabora
00yyarommxcs ¢ a8
npenojaBaTeNeM /13 §
HUX B popme <
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1. Tema 1. IMponeccHslit moaxon u MHGOPMAIMOHHAsA 6€30MaCHOCTh [IK-3 TIK-6 2 4 6
[TaccusHbii ayauT Ha ypoHe TCP (sniffing). BapuanTtel npumMeHeHus yTUIUT-CHU(EPOB.
2. Tema 2. Iukauyeckas MOJEIh MEHEKMEHTA KAYeCTBA MPOLIECCOB U CUCTEM IIK-3 IIK-6 2 4 6
Crenudukanus nporokojia TCP. Onucanue nporpaMmsl Sniphere v2.0
3. Tema 3. Lukanueckas MOJEb MEHEKMEHTA KAUeCTBA POLIECCOB M CHCTEM TIK-3 TIK-6 2 4 6
AyauT 3aMIEHHOCTH CETEBOTO y3j1a MPH MOMOIIM yTHIUT rpotokojia TCP/IP. JluarHoctudeckue
yrunutsl TCP/IP.
4, Tema 4. Posnu 1 0043aHHOCTH 110 TIPOBEIAECHHIO OLICHUBAHUS TIK-3 TIK-6 2 4 6
[IpoBepka npasuiabHOCTH KoHGuUrypamuu TCP/IP. TectupoBaHue CBS3M ¢ UCIIOIb30BAHUEM YTHUIUTHI
ping
5. Tema 5. Meponpustist poriecca OleHUBaHKUs ¥ BBIXOHbIE JaHHbIE OlleHUBaHUs. PaKTOPbI TIK-3 TIK-6 2 4 6
YCHEIIHON OLICHKH Ipolecca
W3ydenue cpeacTB yAaNEHHOTO ayIUTa 3alUINEHHOCTH CETEBOTO y3J1a KOMITBIOTEPHOHN CeTH. Y TUIIHTA
JUIsI CKAHUPOBAHUS M MCCIIeI0BaHMs OC30IMaCHOCTH CETH Nmap.




Tema 6. MexayHapo/IHbIC IPABOBbIE aCIIEKTHI, CTAHAAPTHI U PYKOBOJCTBA IT0 OCHOBaM ayanuTa
WHGOPMAIMOHHOW 0€301MacHOCTH

Merons! ckanupoBanus. «Hepunumoe» FIN, Xmas Tree m NULL-ckaaupoBanue. OnpenencHre
BEpCUil.

[IK-3 TIK-6

Tema 7. Meto/p! OlleHUBaHUS HH(POPMALIMOHHON 0€30MaCHOCTH
M3ydeHnne METOIOB ayIuTa 3alIUIIIEHHOCTH MTPOTrPAaMMHBIX IIPOAYKTOB. Peamn3anusimMu 3auThl Ha
OCHOBE CEpUIHOT0 HOMEpa.

[IK-3 TIK-6

Tema 8. OuenuBanue HHPOPMAIIMOHHON 6E30MACHOCTH HAa OCHOBE MOJIENIEH 3PEIOCTH MPOIIECCOB
obecrieuenust HOOPMAITMOHHON 0€30IMacCHOCTH
HccnenoBanue TpeHUpoBOUHOM nporpammel crackmel-1.exe. Peructpet EBX u EDI.

[IK-3 TIK-6

Tema 9. OueHnBanue pe3ynbTaToOB ayAuTa U CAMOOLICHKH HH(POPMAILIMOHHOH 6€30MacHOCTH
KommnekcHbli ayaut 3¢ QEeKTUBHOCTH CUCTEMBI 3aIIUTh MH(pOpMamy npeanpuatus. Mozaens
IpeACTaBICHUs CUCTEMBI HHPOPMAIIMOHHOM 0€30MaCHOCTH.

[IK-3 TIK-6

HUTOI'O3a 5 cemectp

18

36

54

HUTOI'O

18

36

54




6. @oH1 OLIEHOYHBIX CPEACTB MO JUCHUILIUHE (MOTYJII0)

®onn oneHouHbix cpencts (POC) nmo aucuurmHe (MOAYJ0) Oa3upyeTcs Ha MepedHe
OCBaMBaEMbIX KOMIIETCHIIMH C yKa3zaHueM HHAUKaTOpoB. POC obecrieunBaeT OOBEKTUBHBIN
KOHTPOJIb TOCTHIKEHUS 3aIUTAHUPOBAHHBIX pe3ynbTaToB 00yueHus. ®OC Briro4aeT B ceos:

— OIKMCaHME TTOKa3aTeNIe U KPUTEPHUEB OLICHUBAHUS KOMIIETEHIIMN Ha Pa3JIMUHbIX dTanax
ux (popmupoBaHUs, ONMUCaHUE IIKAT OLIEHUBAHUS;

— METOJMYECKHE MaTepHalbl, ONPEACIIAIONINE IPOLIEAYPbl OLICHUBAHUS 3HAHUM, YMEHUH,
HABBIKOB U (WJIM) OTIBITA JEATEILHOCTH, XapaKTEPU3YIONINX 3TAIbl (HOPMUPOBAHMS KOMIIETEHITUN
(BKITIOYAIOTCS B METOJIMYECKUE YKa3aHUS MO TeM BHJaM paboOT, KOTOpbIE MPEayCMOTPEHBI
y4eOHBIM IIAHOM U MPEeyCMaTpPUBAIOT OLIEHKY C(OPMUPOBAHHOCTH KOMIIETEHIHH);

— TUIIOBBIE OLICHOYHBIE CPEJICTBA, HEOOXOAUMBIE I OLEHKU 3HAHUN, YMEHUN U YPOBHS
c(hOpPMUPOBAHHOCTH KOMITETEHITUH.

DOC sBisIETCS MPWIOKEHUEM K TAHHON ITPOrpaMMe JUCIUIUIMHBI (MOTYIIs).

7. MeToan4eckue yKa3aHHUs IS 00y4AIOLIUXCS 110 OCBOCHHMIO TUCIHUIIIMHBI

[Ipuctynas k paboTe, KaXAbIi CTYACHT NOJKCH MPUHUMATh BO BHUMAHHE CIEAYIONIUE
MIOJIOKEHUSI.

JuctumnuHa (MOJDynb) TOCTPOEHA IO TEMAaTHYeCKOMY NPHHIUITY, Kaxaas Tema
MIPEICTABISIET COOOM JIOTMUECKH 3aBEPIICHHBIN pa3iel.

JIeKIIMOHHBIN MaTepuall TOCBSIIEH PACCMOTPEHUIO KIIIOUEBBIX, 0a30BBIX IOJIOKEHUI
KYPCOB U pa3bsICHEHUIO Y4EOHBIX 33JaHU, BIHOCUMBIX Ha CAMOCTOSITENIbHYIO pabOTy CTYACHTOB.

[IpakTudeckue 3aHATHS TPOBOMATCS C IENBIO 3aKpPEIUICHHs] YCBOCHHOW WH(pOpMaIuHy,
npuoOpeTEeHUs HABBIKOB €€ MPUMEHEHUSI TPU PELICHUH IPAKTHYECKUX 3a/1a4 B COOTBETCTBYIOLIEH
MpeIMETHOM 00JIacTH.

CamocTodaTenbHass paboTa CTYACHTOB HampaBieHa Ha CaMOCTOSTENIbHOE H3Yy4YeHHE
JOTIOTHUTEIHLHOTO MaTepualia, MOArOTOBKY K MPAKTUYECKUM U JTa00paTOPHBIM 3aHSATHSM, a TAKKE
BBITMIOJTHEHUSI BCEX BUOB CAMOCTOSATEIbHON pabOTHI.

Jis  ycmemrHoro  OCBOEHHUSI  TUCHUIUIMHBI, HEOOXOJUMO BHIIOJHUTH BCE  BUIBI
CaMOCTOSITENIbHOM paboThl, HCIOB3YSl PEKOMEHIyEeMble HCTOYHUKH UH(POPMAIIUH.

8. YueOHo-MeTOAMYecKOEe U MH(OPMAITMOHHOE O0ecTievyeHre JUCHMILTHHbI
8.1. IlepeueHb OCHOBHOMW M JOMOJHUTEIBHOMN JTUTEPATypPhl, HEOOXOIUMOMN ISl OCBOCHHS
JTUCITUTITAHBI (MOYJIs)

8.1.1. IlepeueHb OCHOBHOM JINTEPATYPBI:

1. I'pannuun, O. H. UHpOopManmoHHbIE TEXHOJIOTHH B YIPABICHUH : Y4eOHOE TTocodue /
O. H. I'pannunn, B. U. Kuse. — 3-e uzn. — Mocksa, CaparoB : HTepHEeT-YHUBEPCUTET
Nudopmarnmonnsix Texunonoruit (MHTYUT), Aii ITu Ap Menua, 2020. — 400 c. — ISBN 978-
5-4497-0319-4. — Texkcr : anekrpouHsbiit // Lludpposoii oOpasoBarenbusblii pecypc IPR SMART :
[caiit]. — URL: https://www.iprbookshop.ru/89437.html

2. buprokos, A. H. Ilponecce! yrnpasneHust ”HGOPMAMOHHBIMHA TEXHOJIOTHIMH : yueOHOe
nocodue / A. H. buprokoB. — 3-e¢ m3a. — Mocksa, CapatoB : HHTepHeT-YHUBEpCUTET
Nudopmannonnsix Texnonoruit (MHTYUT), Aii [Iu Ap Menua, 2020. — 262 c¢. — ISBN 978-
5-4497-0355-2. — Tekcr : anexkTponnsbiit // LudpoBoii oopazoatensHbIid pecypc [IPR SMART :
[caiiT]. — URL: https://www.iprbookshop.ru/89467.html8.1.2. TlepeueHb NOMOTHUTEIHLHOM
JUTEpaTypPhl:

8.2. llepeyeHp yueOHO-METOJUYECKOTO OOECIEUEHHUs CAMOCTOSTEIbHOW pabOoThI
00ydJaronuxcs mo JUCHUIITHHE (MOJTYITIO)
1.  Meroauueckue peKOMEHIALMU 110 OPraHU3alUU U IPOBEIEHUIO CAMOCTOSITEIbHOM
paboThI CTYJCHTOB 10 Y4eOHOM AUCIUILTUHE «AyIUT WHPOPMALMOHHBIX TEXHOJIOTUN U CUCTEM
obecrnieueHnus THHOPMAIIMOHHON OE30ITACHOCTH.



2. Meromuveckne pPEKOMEHIAIMM IO BBHIMOJHEHUIO J1TA0OpaTOPHBIX padoT TIO
y4eOHOH NUCHHUIUTMHE «AyIuT HHGOOPMAIIMOHHBIX TEXHOJIOTUH W CHCTEM OOECICYCHHUs
nH(DOPMAITMOHHOM 0€30ITaCHOCTIY.

3. Meroauueckue peKOMEHIAIUH IO BHITIOJHEHHUIO MPAKTHUECKUX paOoT 1Mo y4eOHOM
TUCIUIUTNHE «AyIUT HHPOPMAIIMOHHBIX TEXHOJIOTHIA U CUCTEM oOecrieueHus HH(HOPMaIMOHHON
0€30MacHOCTH.

4.  Meroauyeckue peKOMEHAIIUH 10 BBITTOIHEHUIO 10 BHIMIOTHEHHUIO KyPCOBBIX PaboT
(mIpoexToB) MO y4eOHOW ITUCIUIUIMHE «AyAUT WH(OPMAIMOHHBIX TEXHOJOTHH H CHUCTEM
obecrnieueHus THOOPMAIIMOHHON OE30ITACHOCTH.

8.3. Ilepeuenn pecypcoB MHPOPMALMOHHO-TEIEKOMMYHUKAIIMOHHONW ceTn «MHTepHET»,
HEOOXOANMBIX IJIS1 OCBOCHHS AUCIMIUTAHBI (MOTYJIST)

www.biblioclub.ru - Dnekrponnas OnbIMOTEUHAs cCHCTeMa « Y HUBEPCUTETCKAs
OubIMoTeKa OHJIANH

www.eLibrary.ru - Hayunas snexrponHas 6ubauorexa

www.iprbookshop.ru - DnexTponHo-6nbaM0TeUHas cuctema IPRbooks

9. llepeyenb MHGPOPMALMOHHBIX TEXHOJIOTHIl, HCNOJb3YeMbIX MPH OCYLIECTBIECHUH
00pa3oBaTe/ILHOIO TMpolecca MO JAUCHUNJIMHE (MOAYJKW), BKJIWYAsA MNepevyeHb
NMPOrpaMMHOro odecrnedeHus 1 HHPOPMANMOHHBIX CIIPABOYHBIX CHCTEM

[Ipn 49TeHWHM JEKIUH HWCIOJIB3YeTCS KOMIBIOTEPHAs TEXHUKA, JEMOHCTpAIUs
MPE3EHTAIIMOHHBIX MYJIbTUMEINHHBIX MAaTepUAIIOB, IPOrpaMMHOe oOecriedeHue i MPOBEACHUS
BeO-KOH(DepeHInH.

[Ipn mpoBegeHHM NPAKTUYECKUX 3aHATUH U J1a0OpaTOPHBIX PabOT HCHOIB3YIOTCS
WH(POPMAITMOHHO-CIIPABOYHBIE CHCTEMBI, HHTEPAKTUBHAS JIOCKA JIJIST COBMECTHOM pabOTH KOMaH,T
U CEpBHUC JI1 COBMECTHON paOOTEHI.

[lpn peanw3anuu JUCHUIUIMHBI C TPUMEHEHHEM DJJIGKTPOHHOTO OOyYeHUsS U
JTUCTAHIIMOHHBIX 00pa30BaTENbHBIX TEXHOJOTHM MaTepual MOXKET pa3MellaTbCs B CHCTEME
AJEKTPOHHOTO 00Yy4YEeHHUS.

s olecrniedeHus YIOaJGHHOTO JOCTyHa, B TOM 4HCIE B CiIy4ae NpPUMEHEHUs
ANIEKTPOHHOTO OOy4YeHUSs, JAMCTAHIIMOHHBIX OO0pPa30BATEIBHBIX TEXHOJOTHHA, HCIIOIB3yeTCs
nporpaMMHoe oOecrliedeHne Al MPOBEACHHUS BeO-KOH(EepeHIUH, BUPTyalIH3aluu padodmnx
CTOJIOB ¥ CUCTEMa 3JIEKTPOHHOT'O 00yUYeHHUS.

HNupopMannoHHbIie CIPABOYHbIE CHCTEMBI

NupopMannoHHO-CIIpaBOYHBIE U MHPOPMAITMOHHO-TIPABOBBIC CHCTEMBI, UCTIOJIb3yEMbIC
PU U3YYCHHUH TUCIUTUINHBIL:

1. T'ocynapcTBeHHBIN peecTp cepTUPHUIMPOBAHHBIX CPEACTB 3aIIUThI HH(pOpManuu //
@enepasibHasg ciiy’)k0a 1O TEXHHUYECKOMY U JKCIOpPTHOMY KoOHTposto: [caiit]. — URL:
https://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty-po-sertifikatsii/1 53-sistema-
sertifikatsii/591-gosudarstvennyj-reestr-sertifitsirovannykh-sredstv-zashchity-informatsii-n-ross-
ru-0001-01bi00

2. Peectp akkpeautoBaHHbIXx D®CTOK Poccum opranoB 1o cepTudukanud u
UCTIBITATENbHBIX Jaboparopuit // denepanpHas choyk0a MO TEXHUYECKOMY U IKCHOPTHOMY
koHTpouto: [caifT]. — URL: https://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty-po-
sertifikatsii/153-sistema-sertifikatsii/588-perechen-ispytatelnykh-laboratorij-n-ross-ru-0001-
01bi00

3. Peectp omepatopoB, OCYIIECTBISIONINX O0paOOTKY MEPCOHANBHBIX NAHHBIX //
®denepasibHas ciryxk0a 1o Haa30py B chepe cBsi3u, HHPOPMAIIMOHHBIX TEXHOJIOTHH M MaCCOBBIX
koMmyHukaruit: [caiit]. — URL: https://pd.rkn.gov.ru/operators-registry/operators-list/

4.  baHk maHHBIX yrpo3 Oe3omacHOCTH WH(popMammu. // denepanpHas CiIy)ba 1Mo
TEXHUYECKOMY M dKCIOpTHOMY KOHTpouto: [caiiT]. — URL: https://bdu.fstec.ru/threat



https://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty-po-sertifikatsii/153-sistema-sertifikatsii/591-gosudarstvennyj-reestr-sertifitsirovannykh-sredstv-zashchity-informatsii-n-ross-ru-0001-01bi00
https://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty-po-sertifikatsii/153-sistema-sertifikatsii/591-gosudarstvennyj-reestr-sertifitsirovannykh-sredstv-zashchity-informatsii-n-ross-ru-0001-01bi00
https://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty-po-sertifikatsii/153-sistema-sertifikatsii/591-gosudarstvennyj-reestr-sertifitsirovannykh-sredstv-zashchity-informatsii-n-ross-ru-0001-01bi00
https://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty-po-sertifikatsii/153-sistema-sertifikatsii/588-perechen-ispytatelnykh-laboratorij-n-ross-ru-0001-01bi00
https://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty-po-sertifikatsii/153-sistema-sertifikatsii/588-perechen-ispytatelnykh-laboratorij-n-ross-ru-0001-01bi00
https://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty-po-sertifikatsii/153-sistema-sertifikatsii/588-perechen-ispytatelnykh-laboratorij-n-ross-ru-0001-01bi00
https://pd.rkn.gov.ru/operators-registry/operators-list/
https://bdu.fstec.ru/threat

5. baza maHHBIX OOIIEHM3BECTHBIX YSA3BUMOCTEH MH(POpPMAIMOHHON Oe30macHOCTH //
Common Vulnerabilities and Exposures: [caiiT]. — URL: https://cve.mitre.org/

6. MITRE ATT&CK® - baza 3HaHu# 0 TaKTHKE U MeTOJ1ax MpoTuBHUKA // Common
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IIporpammHuoe obecnevyenue:

1 | OneparmonHas cuctema: AnbT oOpazosanme 11.1

2 | Poccuiickmii makeT opucHbIX mpmioxeHuid P7-Oduc

10. Onucanne MaTepuaIbHO-TEXHNYECKO 0a3bl, HEOOXOAMMOI VISl OCYIIeCTBICHHUS
00pa3oBaTeIbLHOI0 Npolecca No JMCUUILINHE (MOTYJII0)

JleKIMOHHbIE VYuebHass ayauTopus A NPOBEICHHS 3aHATHUH JIEKIMOHHOIO THIIA

3aHATUA YKOMILJICKTOBaHa CHGIII/IaJ'II/I?)I/IpOBaHHOI\/JI MeOENIbI0 MW TEXHUYECKUMH
CpeAcTBaMU OOydYeHUs, CIyKallUMU JUId TpPEACTaBICHUS y4eOHOM
uH(popMalMyu  OONBILION ayAMTOPUM: HOYTOYK, MpOeKTop. YueOHo-
HarjsiiHple  1mocobus B BUJAE  TEMAaTUYEeCKMX  IPE3CHTalMi,
COOTBETCTBYIOIIUX padOYUM MporpaMmmam JUCHUIUIHH.

[IpakTrueckue VYuebHass aynuTopHsi JUIsl NPOBEJCHMS 3aHATUI CEMHUHApCKOTO THIIA

3aHATUSA YKOMIUIEKTOBaHA CIELMAIU3UPOBAHHON MeOelbl0 U TEXHUYECKHUMH
cpeAcTBaMU OOydYeHHs, CIyKallUMU JUIs TIpEACTaBICHUS y4eOHOM
nH(pOpMaLIMU: TPOEKTOP, MHTEPAKTUBHAS J0cKa. EcTh moakitoueHue K cetu
«HTepHET», BBIXO B 00Pa30BaTENIbHYIO CETh YHUBEPCUTETA.

CamocrositensHast| [lomemenue Ayt cCaMOCTOSITEIBHON paOOThl 00YyJArOIITUXCsI OCHAIIICHHOE

pabota KOMITBIOTEPHOM TEXHUKOM C BO3MOXXHOCTBIO TMOAKJIIOYEHUS K CETH
"UnaTepHeT" M BO3MOXHOCTBIO JOCTyNa K 3JIEKTPOHHOW MH(GOPMAIIMOHHO-
00pa3oBaTeNbHON cpe/ie YHUBEPCUTETA

11. OcoGeHHOCTH OCBOEHHMSI TUCUMUILIMHBI (MOAYJsl) JUIAMH € OrPAHUYEHHBIMH
BO3MOKHOCTSIMH 3/10POBbSI

OOyyaromyMcst € OrpaHUYEHHBIMH  BO3MOKHOCTSIMH ~ 3/I0POBbSl  IIPEIOCTABIISIOTCS
CIICHUAJIBbHBIC y‘-ICGHI/IKI/I, y‘IC6HBIe HOCO6I/IH U JUIAKTHYCCKUC MaTCpuajibl, CICHUAJIBHBIC
TEXHUYECKHE CPeICTBAa OOYy4YEeHHsI KOJIJISKTUBHOTO M WHAMBHIYAJIbHOTO MOJIb30BaHUS, YCIyTH
accucTeHTa (IIOMOIIHUKA), OKAa3bIBAIOIIEro OOydYalomMMcs HEOOXOAMMYI TEXHUYECKYIO
MOMOIIIb, & TAKXKE YCIYT'H CYpIOTIEPEBOAUYNKOB U TH(IIOCYPAONIEPEBOTUHKOB.

OcBoenue JUCHUITIIIMHBI (MOZ[YJISI) O6y‘-IaIOH_II/IMI/ICSI C OrpaHM4YCHHBIMH BO3MOKHOCTAMU
3I0pOBbsSl MOKET OBITh OpPraHU30BaHO COBMECTHO C JAPYTMMHU OOYyYalOUIMMHCS, a TaKke B
OTACJIbHBIX I'PYyIIIIax.

OcBoeHHe AUCHUIUIMHBI (MOAYJIS) OOYYarOIIMMHCS C OTPaHMYEHHBIMH BO3MOKHOCTSIMH
3I0pPOBbSI  OCYLIECTBIISIETCS C YYETOM OCOOCHHOCTEH TCHXO(U3UYECKOTO  Pa3BUTHA,
WHAMBUIYyaIbHBIX BO3MOKHOCTEH M COCTOSIHUS 3/I0POBBSI.

B 1ensix JOCTYHOCTH MOTYYeHHUs BBICIIET0 00pa3oBaHMs 0 00pa30BaTeIbHOM IporpamMmme
JUIAMH C OTPAaHUYEHHBIMU BO3MOXKHOCTSIMHU 370POBbsI IPH OCBOCHUM JTUCIHUIUIMHBI (MOJYJIS)
o0ecrieunBaeTcs:

1) ans nui ¢ orpaHUYEHHBIMUA BO3MOYKHOCTSIMU 3/0POBBS 110 3pEHUIO:


https://cve.mitre.org/
https://attack.mitre.org/
http://www.pravo.gov.ru/
http://www.consultant.ru/
https://www.garant.ru/

- IPUCYTCTBHE aCCUCTEHTA, OKA3bIBAIOILIUI CTYIEHTY HEOOXOAUMYIO TEXHUUECKYIO TTIOMOIIIb
C yYETOM WHAMBUIYaIbHBIX OCOOCHHOCTEH (IIOMOraer 3aHsTh pabodee MECTO, IepeABUraThCs,
IPOYMUTATh U OPOPMUTH 3a/laHUE, B TOM YHCIIE, 3aHChIBas MOJI AUKTOBKY),

- MMMCBbMEHHBIC 3aJaHMsl, a TAK)KE MHCTPYKLUUHU O TOPSIIKE UX BBIMOJHEHUS 0()OPMIIIOTCS
yBEJIMYEHHBIM HIpUpTOM,

- CIeIHaJbHbIC YUeOHHKH, yuyeOHble MOCcOOUs M TUNAKTUYECKUE MaTepHajbl (MMEIoIIne
KPYIHBIA PUGT WK ay1nodans),

- UHIUBUYaJbHOE paBHOMEpHOE ocBelieHne He MeHee 300 Jrokc,

- NpU HEOOXOIMMOCTH CTYIEHTY JJis BBINOJHEHUA 3aJaHUS TPEAOCTaBISIETCS
YBEJIMUHBAIOILIEE YCTPOKCTBO;

2) AJis UL ¢ OTPAaHUYEHHBIMHU BO3MOKHOCTSIMU 3/TOPOBBS IO CITYXY:

- IPUCYTCTBHE aCCUCTEHTA, OKa3bIBAIOLIHN CTYIEHTY HEOOXOAUMYIO TEXHUUECKYIO TOMOIIIb
C y4eTOM MHAMBHAYAJIbHBIX OCOOCHHOCTEH (IIOMOTraeT 3aHATh paboyee MECTO, MepeIBUraThCs,
IpoYUTaTh U 0HOPMUTH 3aJlaHKE, B TOM UHUCIIE, 3aIUCHIBAs O] AUKTOBKY ),

- oOecrieynBaeTcsl HajJMuMe 3BYKOYCHUJIMBAIOUICH  ammaparypbl  KOJUIEKTUBHOTO
NOJIb30BAaHUsA, NPH HEOOXOAMMOCTH OOydYaromeMycs MpeJOCTaBISAETCS 3BYKOYCHUIMBAIOIIAS
anmnaparypa UHAUBUIYaIbHOTO TOJIb30BaHUS;

- obecrieunBaeTCs HaUIeKaIMMH 3ByKOBBIMH CPEICTBAMU BOCIIPOM3BEICHNS HH(OPMAIIHH;

3) Iuist UL ¢ OTPaHUYEHHBIMU BO3MOXHOCTSIMU 3/10POBbS, UMEIOLIUX HAPYILIECHUS OTIOPHO-
JIBUTATENIFHOTO ammapara (B TOM YHCJe C TSDKEJIBIMU HapyIICHUSIMU JBUTaTeIbHBIX (YHKIIMNA
BEPXHUX KOHEYHOCTEH WIJIM OTCYTCTBUEM BEPXHUX KOHEUHOCTEH):

- MUCbMEHHBbIE 3aJaHMs BBIMOJHAIOTCS Ha KOMIIBIOTEpE CO CHEHUATU3UPOBAHHBIM
IPOrpaMMHBIM 0OecTIeYeHUEM UM HaIUKTOBBIBAIOTCS ACCUCTEHTY;

- 10 JKEJIAHUIO CTY/IEHTA 3aJJaHHsI MOTYT BBITOJIHATHCS B YCTHOM hopme.

12. OcoGeHHOCTH peaju3allu¥ IUCHUILIMHBI ¢ NPUMEHEHUEM INUCTAHUMOHHBIX
00pa3oBaTeJIbHbIX TEXHOJOTUHA M 3JIEKTPOHHOTO 00y4YeHUs

Cornacno uactu 1 cratbu 16 @enepanbHoro 3akoHa oT 29 nexkadps 2012 r. Ne 273-D3 «O6
obpazoBanuu B Poccuiickoit Deneparuu» TMOI  3IeKMPOHHBIM O0OYUeHueM TIOHUMAETCS
opranu3zaiys 00pa3oBaTeIbHON IEATENTFHOCTH C IPUMEHEHHEM coieprKaleiics B 0a3ax JaHHBIX U
UCIIOJIb3YEMOM MPH peanu3aiii 00pa3oBaTeIbHBIX MPOrpaMM HH(OPMALIMK U 00ECTICUUBAIOIINX
ee 00paboTKy HHPOPMAIIMOHHBIX TEXHOJIOTUN, TEXHUYECKHUX CPEICTB, a TAKXKe HH(POPMAIIMOHHO-
TEJIEeKOMMYHUKALIMOHHBIX CeTel, 00ecleynBaIoUX Iepeaayy MO JUHHUSIM CBS3M YKa3aHHOU
UHPOpPMALIMK, B3aMMOACUCTBHE OOydYaIOUIMXCS M MEAaroruyeckux paboTtHukoB. Ilox
OUCMAHYUOHHBIMU ~ 00PA308AMENILHbIMU — MEeXHOIo2UAMY — TIOHUMAIOTCS  00pa3oBaTelbHbIE
TEXHOJOTHH,  peaJn3yeMble B  OCHOBHOM ¢  TNpPUMEHEHHEM  HMH()OpPMAIMOHHO-
TEJIEeKOMMYHUKALIMOHHBIX CETed MpH OMOCPEJOBAHHOM (HAa pAaCcCTOSHUHU) B3aWMOJAEUCTBUU
00yyYaromuxcs U NeJarorndeckux paboTHUKOB.

Peanu3zanust TUCHUIUIMHBI MOKET OBITh OCYLIECTBIIEHA C TPUMEHEHHUEM JIHUCTAaHIIMOHHBIX
00pa30BaTeNbHBIX TEXHOJOTUA U O3JIEKTPOHHOTO OOYYCHHs TMOJHOCTBIO WM YaCTUYHO.
Kommonentst YMK nmucnmmiuabel  (paGodass mporpamMma AUCIUIUIMHBI, OIEHOYHBIE U
METOIMYECKUE MaTePHAaIbl, POPMBI ATTECTAIINHN ), PEATU3YEMOU C MPUMEHEHUEM TUCTAHIIHOHHBIX
00pa3oBaTeNbHbIX TEXHOJOTHMM M 3JEKTPOHHOTO OO0Yy4YeHMs, coiepXaT YyKa3aHHe Ha HX
UCIIOJIb30BaHUE.

[Ipn opranuzanuu oOpa30BaTENbHOM JEATENBHOCTH C NMPUMEHEHHWEM JUCTAHIIMOHHBIX
00pa3oBaTeNbHBIX TEXHOJOTHM U DJIEKTPOHHOTO OOY4YeHHS MOTYT TpeayCMaTpUBATHCS
ACUHXPOHHBII W CHHXPOHHBIH CHOCOOBI OCYLIECTBICHHS B3aUMOJACWCTBHUS YYAaCTHUKOB
00pa30oBaTeNbHBIX OTHOIICHUN TOCPEACTBOM HH(POPMAIMOHHO-TEICKOMMYHHKAIIMOHHON CeTH
«HTEepHETY.

[Ipn mpuMeHEeHUW AMCTAHIMOHHBIX O0pPa30BATEIbHBIX TEXHOJIOTUH W DIIEKTPOHHOTO
oOydeHHss B pacHUCaHMM 10 JAMCUUIUIMHE YKa3bIBaIOTCS: CHOCOOBI  OCYIIECTBICHUS
B3aMMOJICHCTBYSI YYaCTHUKOB OOPa30BATENbHBIX OTHOIIECHUH MOCPEACTBOM HWH(MOPMAIMOHHO-
TenekoMMyHuKarmonHon cetu «MatepHer» (BKC-Buneoxondepeniicssa3p, 3T — a1eKTpoHHOE
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TECTUPOBAHUE); CCHUIKH Ha JJICKTPOHHYIO0 HHPOpMAIIMOHHO-00pa3oBarensHyto cpeny CKDY, Ha
oOpa3oBaTenbHbIe TIATGOPMBI U PECYpChl MHBIX OPTraHU3alMii, K KOTOPBIM IMPEIOCTaBIAETCS
OTKPBITBIA JOCTYN uepe3 HH(OPMAIMOHHO-TEICKOMMYHHKAIIMOHHYIO ceTh «MHTepHeT»; mis
CHHXPOHHOTO OOYYeHHsI - BpeMsl MpOBEACHUS OHIAWH-3aHATHA U TperojaBaTeNd; sl
ACHHXPOHHOTO OOYYEHUS - aBTOPHI OHJIAWH-KYPCOB.

[Ipu opraHM3anMu TPOMEXKYTOUYHOM aTTECTallMM C TNPUMEHEHHEM JUCTAHIIMOHHBIX
00pa30oBaTeNbHBIX TEXHOJOTUH M O3JCKTPOHHOTO OOYYEHHUS HCIIONB3YIOTCS MeTroaudeckue
PEKOMEHIAIMU MO MPUMEHEHHIO TEXHHYECKUX CPEICTB, 00ECIeUMBAIONINX OOBEKTHBHOCTD
pe3yJIbTaTOB MPH MPOBEICHUH MPOMEKYTOYHONH W TOCYTApCTBEHHONH WUTOTOBOHM aTTECTAaldU IO
o0Opa3oBaTeNbHBIM TMpPOTrpaMMaM  BBICIIEr0 00pa3oBaHMs - HporpaMMaM OakajaBpuaTa,
nporpaMMaM CIelHaJiuTeTa U MporpaMMaM MarucTpaTypbl ¢ NMPUMEHEHUEM JHUCTAHIIMOHHBIX
oOpa3oBatenbHbIx TexHoJorui (Ilucekmo MunoGpnayku Poccum ot 07.12.2020 r. Ne MH-
19/1573-AH "O HanpaBlieHHH METOUYCCKUX PEeKOMEeHAAIi").

Peanuzanust AUCUMIUIMHBI ¢ IPUMEHEHHEM 3JIEKTPOHHOTO OOYyYEHHUS M JUCTAaHIIMOHHBIX
00pa30oBaTeNbHBIX ~ TEXHOJIOTUH  OCYHIECTBISIETCS € KCIOJIB30BAaHHEM  DIJIEKTPOHHOMN
uH(pOopManoHHO-00pa3oBarenbHOM cpeapl CKDY, k KoTopoit obecriedeH 10CTyn 00yqaronuxcs
4yepe3 MH(GOPMAIMOHHO-TEJICKOMMYHHUKAIIMOHHYIO ceTh «VHTEpHET», WIH C HCIOJIb30BaHHEM
PECYpPCOB HMHBIX OpraHU3allMii, B TOM 4HCJIE IUIAT(HOPM, MPEIOCTABISAIOMINUX CEPBHUCHI JUIS
MIPOBEICHUS BUICOKOH(DEpeHIIN, OHTaiH-BCcTped U nuctannuonHoro (MTC JIuHk), a Takxke ¢
UCTIOJIb30BAaHUEM BO3MOXKHOCTEH COLMANBHBIX CeTed JUIsl OCYIIECTBICHUS KOMMYHMKALIUU
00yJaromuxcs 1 MpernojaBaTeiei.

Y4eOHO-MeToIn4Yeckoe O00ecleueHne UCIMIUIMHBI, PeaTu3yeMoil ¢ NpUMEHEHHEM
AJMIEKTPOHHOTO OOydYeHHWs] W TUCTAHIIMOHHBIX OOpa30BATEIbHBIX TEXHOJIOTHH, BKIIIOYACT
NpeCTaBICHHBIE B JIEKTPOHHOM BHJIE pabouyio mporpaMmy, y4yeOHO-METOAMYECKHE MOCOOUs
WIA Kypc JEKIUi, METOIUYECKHE yKa3aHWs K BBHIMOJHEHUIO DPA3JIMYHBIX BUIOB YYeOHOMH
NeSITeIbHOCTH  OOYYaloUIMXCs, TPEAyCMOTPEHHBIX TUCHMIUIMHOM, W Tmpoune y4deOHO-
METOAMYECKHE MaTePHAaIIbl, pa3MEIIeHHbIC B MH(POPMAaIIMOHHO-00pa3zoBaTenbHOl cpene CKDY.
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