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1. Onucanue KpuTepueB OLEHUBAHMS KOMIIETEHIIMM HA Pa3JIUYHbIX
Tanax ux (JOpMUPOBAHNS, ONTUCAHNE KAJ OIleHMBAHUSA

YpoBHu Jeckpuntopsl
c(popMUPOBAHHOCT MuHuManbHbIN MuHuManbHbIN
1 KOMITETEHITU(HI), | YPOBEHb HE JOCTUTHYT YPOBEHb Cpennuii yposeHb | BeICOKuii ypoBeHb
UHIUKaTOpa (OB) (HeynosnerBopurensH | (yIOBIETBOPUTEIHHO (xopo1o) (oTIM4HO)

0) ) 4 bayna 5 bamioB

2 bama 3 Gamna

MK-11
na-1 nk-11. | C Tpynom rapantupyer | Cmabo rapantupyer | B memom rapaHTupyer
rapaHTHPOBaTh kaugectBo MIC kaygectBo MC rapaHTHPYET kagectBo VIC
kagectBo MC kagectBo MIC
WA-2 mx-11. C tpyznom rapantupyer | Crmabo rapantupyer | B menom rapaHTHPYET
rapaHTHPOBaTh HazgexHocTs C HagexHocTs C rapaHTHPYET HagexHocts VC.
HagexHocTs C HagexHocTs UC
WNI-3 mx-11. C tpynom rapantupyet | Crnabo rapantupyer | B menom rapanTupyer
rapaHTHPOBaTh MH)OPMAIMOHHYIO MH(OPMAIMOHHYIO rapaHTHpyeT uH(popMaMOHHY
nHdopmannonuyto | 6ezonacHocts UC 6e3onacHocTh UC WHQOPMAIMOHHY | 10 6€30I1acHOCTh

6e3omnacHocts UC

10 0€3011aCHOCTh
nc

nuc

OIIK-6

na-1 onk-6. | C Tpyzom uccnenayer Cnabo uccnenyer B ocHoBHOM UCCIIeTyeT
HCCIIeI0BATh COBpEMEHHEIE COBpEMEHHBIE HCCIIeAyeT COBpPEMEHHBIE
COBpEMEHHEIE po0JIeMBbl IPHUKIIaTHOH | poOIIEeMbI COBpEMEHHBIE TpoGIeMBI
po0IeMBbl UH(POPMATHUKH JUIS MIPUKITaTHON po0IeMBbl IpHKTAHORN
MIPUKITATHON pasBUTHUS nH(GOPMATHKH IS TIPUKIIaHON

nHGOPMATUKN UIs | HHPOPMAIIMOHHOTO pasBUTHS MHQOPMATUKH JUIS HEQOPMATHKH U1
pa3BUTHA obuiecTsa UHGPOPMAIIMOHHOIO | Pa3BUTUS PasBUTHA
WH(POPMAIIIOHHOTO obmiecTBa uHdopMauoHHor | HHOOPMAITHOHHOT
o0I111eCTBa; 0 obOmecTBa 0 oOmecTBa

NA-2 onk-s. C tpyaom uccnenyer Cnabo uccnenyer B ocHoBHOM UCCIIEyET
HCCIeI0BaTh COBpPEMEHHBIE METO/Ibl | COBPEMEHHBIE ucciexyer COBpEMEHHbBIE
COBpPEMEHHBIE TIPUKITATHON METO/IbI IPUKJIQJHON | COBPEMEHHBIE METOJIBI

METOJIBI UH(POPMATHKH VIS nH(pOPMATHKH IS METOJIBI TIPUKJIIaJHOM
TIPUKITATHON pasBUTHUS pasBUTHS TIPUKIIAHON MHQOPMATUKY JUIs
nHpOPMATUKA A1 | HHOOPMAIIIOHHOTO nH(pOPMaNOHHOTO MH()OPMATUKY IS | Pa3BUTHA
pa3BUTHL obmiectBa oOmecTBa pa3BUTHS MHPOPMAIIMOHHOT
WH(POPMAIIOHHOTO nH()OPMAIMOHHOT | 0 o0IIecTBa
00111eCTBA; 0 obmecTBa

IK-1

na-1 mk-1. | C 1pymom ¢opmupyer | Crabo  dopmupyer | B OCHOBHOM | (pOpMHpPYET
(dbopmMHupoBaTH CTpaTEeruio CTpaTeruio ¢dopmupyer CTpaTeruio
CTpaTeruio nH}pOpMaTH3aIU uH(popMaTU3auU CTpaTEeruio nHpOpMaTU3aUU
nHpOpMATHU3aMU | MPHUKJIAIHBIX MIPUKIIATHBIX nHpOpMATH3AIMU | HPUKIATHBIX
TIPUKITaHBIX MIPOLIECCOB B | NIPOIIECCOB B | MPHKIaIHBIX HPOLIECCOB B
MIPOLIECCOB B | COOTBETCTBUH CO | COOTBETCTBHUHU co | mporeccoB B | COOTBETCTBHH CO
COOTBETCTBUHM  CO | CTpaTeredl  pa3BUTHS | cTpaTerueit COOTBETCTBUHM CO | CTpaTeruei
cTpareruei TIPEATPUATHN pas3BUTHUS cTpareruei pa3BHUTHSL
pa3BUTHUA TPEATPUATHI pa3BUTHUS TIPEANPHUATHHA
HIpEIIPUATHIA. IpeIpUATHHA

WUA-2 k. C tpymom wnccnenyer | Cnabo uccrnenyer | B OCHOBHOM | HCCIIELY€ET
¢dbopMupoBath ¢dopmupyer crpareruro | GopMupyer HCCIIeAyeT ¢dbopmupyer
CTpaTEeruio CO3JaHMsl TPUKIATHBIX | CTPATETHIO CO3AaHUs | GopMUpyeT CTpaTeruto
CO3/IaHUs NC B coorBerctBun co | npuknaaaeix MC B | cTpareruto CO3JIaHUS
npuxnaaHeix MUC B | cTpaterneif  pas3BUTHSA | COOTBETCTBHH €O | co3maHus npukiansasix UC B
COOTBETCTBUH CO TPEATPUATHIA cTparerueit npukinagaeix IC B | COOTBETCTBUM  CO
cTpareruei pa3BUTHUA COOTBETCTBUM CO | cTpareruei
pas3BUTHUS TpeATPUATHN cTpareruei pa3BHUTHA
IpeaIpUATHHA pa3BUTHSA MIpeIpUATHIA

peAIpUATHHA




OneHnBaHue ypoBHs C(POPMHUPOBAHHOCTH KOMIIETEHIMH 110 JUCLUIUIMHE OCYLIECTBISIETCS
Ha ocHoOBe «IlonoxeHust 0 IPOBEAEHUM TEKYLIEr0 KOHTPOJIS yCIEBAEMOCTH U NMPOMEKYTOUHON
aTTecTaluyi OOyYaroluxcsi Mo o0pa30oBaTeIbHBIM IMPOrpaMMaM BBICIIETO OOpa3oBaHUS -
nporpaMMaM OakanaBpHara, HporpaMMaM CIEIHMajJnTeTa, MporpaMMaM MarucTpaTypsl - B
(enepasbHOM TOCYJIapCTBEHHOM aBTOHOMHOM OOpPa30BaTEIbHOM YYPEXKIEHUU BBICILETO
oOpasoBanus «CeBepo-KaBkaszckuil ¢penepanbHblil YHUBEPCUTET» B aKTyalbHON pEaaKIHH.



OIIEHOYHBIE CPEJICTBA IJIsI IPOBEPKH YPOBHSI COOPMUPOBAHHOCTH KOMITETEHITAM

Ho
Mme
3a1 IIpaBUIBLHBINA OTBET Coaeprxanue Bonpoca Komnerennus
aH
usl

dopma o0yueHusi 0OUHas1, ceMecTp 2

K  mnpaBoBelM  MeTomam,  obOecredyMBalOmMM  HH(POPMAIMOHHYIO
0€30M1aCHOCTb, OTHOCSTCS:

1. Pa3zpaboTka anmapaTHbIX CpeACTB 00€CTIeUeHUs MPABOBHIX JIAHHBIX

l. 3 2. Pa3zpaboTka M yCTaHOBKa BO BCEX KOMIIBIOTEPHBIX MPABOBBIX CETIX OIIK-6
JKYPHAJIOB y4eTa JeHCTBUU

3. Pa3paboTka M KOHKpETH3alMsl MPABOBBIX HOPMATHBHBIX AaKTOB
oOecrnieyeHus 6€300aCHOCTH

OCHOBHBIMH HCTOYHHKAMH yTpo3 HH(OpPMAIMOHHONW 0€30MacHOCTH
SBIISIFOTCSI BCE YKA3aHHOE B CIIUCKE:
1. XulilleHrue ®eCTKUX JUCKOB, MOAKIIOYEHUE K CETH, HUHCAUEPCTBO

2 2 2. IlepexBat naHHBIX, XUILEHUE JAHHBIX, U3MEHEHHE APXUTEKTYPhI CUCTEMBI TK-1
3. XuiieHue AaHHBIX, TOJKYT CUCTEMHBIX aIMHHHUCTPATOPOB, HAPYIICHHUE
peryiaMeHTa paboThl
Buas! uHpopManmonHoii 6€30MacHOCTH:

3 1 1. IlepconanbHas, KOpoOpaTUBHAsA, TOCYIAPCTBEHHAS MK-11

' 2. Kiinentckasi, cepBepHasi, ceTeBast

3. JloxanpHas, rio0ajibHas, CMelIaHHas
Hemn uHpOpMAMOHHONW 0E30MACHOCTH — CBOEBPEMEHHOE OOHApYKEHUE,
nperynpexacHue:

4. 1 1. HECAaHKIIMOHUPOBAHHOI'O JOCTYIA, BO3JEHCTBHS B CETU OIIK-6
2. MHCalIepcTBa B OpraHu3auu
3. upe3BbIYAMHBIX CUTYaLUH

5 1 OcHoBHBIE 00BEKTHI HH(DOPMAITMOHHOW 0€301MaCHOCTH: K1

1. KomnpioTepHble ceTr, 0a3bl JaHHBIX




2 WNudopmanmonusie CHCTEMBI, IICUXO0JIOTUYECKOE COCTOSIHUE
IOJIb30BaTENEH
3. buzHec-opueHTHPOBAaHHBIE, KOMMEPUECKHE CUCTEMBI

OCHOBHBIMU pHUCKaMH UH()OPMALIMOHHONW O€30MaCHOCTH SIBIISIFOTCSL:

1. UckaxxeHue, yMeHbllIeHuEe 00beMa, IEPeKOANPOBKa HH(POpMALUU

2. TexHUYECKOE BMEILATENbCTBO, BBIBEIEHUE U3 CTPOSI 000pPYI0BAaHUS CETH
3. IloTteps, McKakeHHe, yTeuka HH(pOpMaIU

ITK-11

K ocHOBHBIM mpuHIIUIIaM obecrieueHuss WH()OPMAITMOHHOW O€30MacCHOCTH
OTHOCHTCS:

1. DxoHOMUYECKOH 3()(HEKTUBHOCTH CUCTEMBI 0€30ITaCHOCTH

2. MuoromnathopMeHHOU pealn3aiuy CUCTEMbI

3. YcuieHus 3alUIIEHHOCTH BCEX 3BEHBEB CUCTEMBI

OIIK-6

OcHOBHBIMHU CyObeKTaMU HH()OPMAITMOHHON 0€301aCHOCTH SIBJISIFOTCS:
1. pykoBoHTENN, MEHEDKEPHI, aIMUHACTPATOPHI KOMITAHUH

2. oprassl IpaBa, TOCyAapcTBa, bu3Heca

3. ceTeBbIe 0a3bl JAHHBIX, (haePBOILIBI

[IK-1

K ocHOBHBIM (QYyHKIHMSAM cHCTEMBbl O€30MaCHOCTH MOXKHO OTHECTH BCE
MEPEYUCIICHHOE:

1. YcTaHoBneHME pernaMeHTa, ayIuT CUCTEMBI, BBISIBIIEHUE PUCKOB

2. YcTaHOBKA HOBBIX O(PUCHBIX MTPUIIOKEHUN, CMEHA XOCTUHT-KOMITAHUH

3. Baempenwe ayTeHTH(PUKAIUU, TPOBEPKU KOHTAKTHBIX JAHHBIX
10JIb30BaTENEH

IK-11

10.

[MpunnunoM WHPOPMALMOHHOW  OE30MAaCHOCTH  ABISETCS  MPUHLUI
HEJIOMYIICHUS:

1. HeonpaBaaHHbIX OrpaHUYeHuil mpu paboTe B ceTu (cucteme)

2. PuckoB 0€3011aCHOCTH CETH, CUCTEMBI

3. [Ipe3yMmniuu CEeKpeTHOCTH

OIIK-6

1.

[TpyHUMIIOM TONUTHUKKA HWHGOPMALMOHHONW OE30MacHOCTH  SIBJISIETCS
HNPHHIIAIL

1. HeBO3MO>KHOCTH MUHOBATh 3aIIUTHHIE CPEACTBA CETU (CHUCTEMBI)

2. YcuieHnst OCHOBHOT'O 3B€HA CETH, CUCTEMBI

3. IToaHOTO GJIOKMPOBAHUS JOCTYIIA IPH PUCK-CUTYAIHSIX

ITK-1

12.

[IpyHUMIIOM TNOJUTUKA HH(OPMALMOHHONW OE30MacCHOCTH  SIBJISIETCS
HPUHIIMIL

[K-11




1. VYcwieHus 3alMIIEHHOCTH CaMOro0 HE3aIlMIIEHHOTO 3BEHa CETH
(cuctemsr)

2. Ilepexona B 6e30macHOE COCTOSTHHE PAOOTHI CETH, CUCTEMBI

3. [losHOTO 1OCTYIIA OJIB30BATENEH KO BCEM pECypcaM CETH, CUCTEMBI

13.

[MpuHIMNIOM TOMUTHKM HMHGOOPMALMOHHONH  OE30MacHOCTH  SIBISIETCS
HPUHLINIIL

1. Paznmenenus nocryma (00s3aHHOCTEW, NPHBWIETHH) KIUEHTaM CETH
(cuctemsr)

2. OnHOYpOBHEBOM 3aIUTHI CETH, CUCTEMBI

3. COBMGCTI/IMBIX, OAHOTHUIIHBIX ITPOTPaMMHO-TCXHUYCCKHUX CPECACTB CCTH,
CHCTEMBI

OIIK-6

14.

K OCHOBHBIM THIIaM CpEACTB BO3ACHCTBUS HAa KOMIBIOTEPHYIO CETh
OTHOCHTCS:

1. KomnerorepHslii cOoit

2. Jlorndeckue 3aKiIaku («MUHBD))

3. ABapuifHOE OTKJIFOUECHUE MUTAHUS

[IK-1

15.

Korna nosyuen criam o e-mail ¢ npuinoxeHHbIM ¢aitiom, cieayer:

1. IIpounTaTh NPUTIOKEHUE, €CIM OHO HE COACPNKHUT HUYEro LIEHHOTO —
yAAIUTh

2. Coxpanuth npuiioxenue B napke «Cram», BbISICHUTH 3aTeM [P-aapec
reHepaTopa crama

3. YaanuTe NIMChbMO C IPUIIOKEHUEM, HE PACKpbIBasi (HE YUTasl) ero

IIK-11

16.

[Mpunnun Kupxroda:

1. CexpeTHOCTH KITIOYA OIpeieTIeHa CEKPETHOCTHIO OTKPBITOTO COOOIICHNUS
2. CekpeTHOCTb HH(POPMALIUHU OIpeIesieHa CKOPOCTHIO Mepeaun JaHHbIX
3. CexpeTHOCTh 3aKpHITOTO COOOIIEHHS OIpPENENsIeTCs CEKPETHOCTHIO
KIII04a

OIIK-6

17.

HaubGonee pacnpocTtpaHeHbl yrpo3bl HHGOPMAIIMOHHOW OE€30MacHOCTH
KOPIIOPAaTUBHOMN CUCTEMBI:

1. TToxynka HenuuensuonHoro 110

2. OmuOKy KCIUTyaTallii U HEYMBIIUICHHOTO U3MEHEHUS peKuMa paboTh
CUCTEMBI

3. Co3HaTeNnbHOIO BHEAPEHUS CETEBBIX BUPYCOB

[IK-1

18.

HawnbGouee pacripocTpaneHsl yrpo3bl HHOOPMAITMOHHON 6€301aCHOCTH CETH:

ITK-11




1. PacnpeeneHHblil JOCTYN KIMEHT, 0TKa3 000PYA0BaHUS
2. MopanbHbIi U3HOC CETH, MHCAIEPCTBO
3. Cooii (oTKa3) 060py10BaHMsl, HeJleraJbHOE KOMMPOBAaHHUE JAHHBIX

19.

Hawubonee pacipocTpaHeHsI CpeICTBa BO3ICHCTBUS Ha ceTh oduca:

1. Cnalwlit Tpaduk, MHGOPMAITMOHHBIN 0OMaH, BUPYCHI B UHTEPHET

2. Bupycel B ceTu, JIOTHYECKHE MHHBI (3aKJIalIku), WHPOPMAIMOHHBINA
nepexsar

3. KommbloTepHbIie cOOM, H3MEHEHHE aIMUHUCTPUPOBAHHS, TOMIOJIOTH

OIIK-6

20.

VYreukon uHbOopMaIuu B CHCTEME Ha3bIBACTCS CUTYyalus,
XapakTepuzyemasi:

1. [ToTepeil naHHBIX B CUCTEME

2. N3meHenneM Gopmbl HHGOpMAIIH

3. U3menenueM conepskanus nHGOpMaIuu

IIK-1

21.

CeoiictBamu uH(pOpMaIuu, HanboJee aKTyaJlbHBIMA TIPH OOECreYCHUH
UH(POPMALMOHHON 0€30MaCHOCTH SBISIOTCS:

1. IlemocTHOCTD

2. JlocTynHOCTb

3. AKTyaJIbHOCTh

ITK-11

22.

VYrpo3a nHpopMaMoHHOH cuctemMe (KOMITBIOTEPHOM CETH) — 3TO:
1. BepositHOE cOoOBITHE

2. JleTepMHUHUPOBAHHOE (BCETAa ONPEICIICHHOE) COOBITHE

3. CoObITHE, MPOUCXOIAIIEE TEPHUOTUIECKH

OIIK-6

23.

WNndopmanus, KoTopyro cienyer 3alluiiarh (M0 HOpMAaTHBaM, MpaBHIaM
CETH, CUCTEMbI) Ha3bIBACTCS:

1. PernaMeHTUpOBaHHOM

2. [IpaBoBoi

3. 3ammmaemMon

IK-1

24.

PazHoBuaHOCTSMH yrpo3 0€30MacHOCTH (CETH, CHCTEMbI) SIBISIOTCS BCE
MIEPUYUCIICHHOE B CITHCKE:

1. [TporpaMMHBbIe, TEXHUYECKHE, OPTaHU3ALIMOHHbBIE, TEXHOJIOTUYECKUE

2. CepBepHbl€, KIIMEHTCKUE, CITyTHUKOBBIE, HA36MHbBIC

3. JInuHble, KOPIOPATUBHbIE, COLIMANIbHbIE, HALIMOHAJIbHBIE

ITK-11

25.

OKOH‘I&TCJ’IBHO, OTBETCTBCHHOCTD 3a 3alIUIICHHOCTD JaHHBbIX B
KOMHLIOTepHOﬁ CCTHU HCCCT.

OIIK-6




1. Bnagenen cetu
2. AqMUHHCTpATOp CETU
3. I[lons3oBareis ceTu

26.

[TonuTrka 6€30MacHOCTH B CUCTEME (CETH) — ITO KOMILIEKC:

1. PykoBoactB, TpeboBaHMii oOecrieueHUss HEOOXOAUMOTO YpPOBHS
0e30MacHOCTH

2. MHcTpyKuuid, alrOpUTMOB MTOBEACHHUS MOJIB30BATENS B CETH

3. HopMbl HH(OpPMAIIMOHHOTO TTpaBa, COOJII0IaEMbIC B CETH

[IK-1

27.

HauOosiee BaXHBIM TIpU  pealu3alliil  3al[UTHBIX MEp IOJUTHKH
0€e30MMacHOCTH SIBIISIETCS:

1. Aynur, aHanu3 3aTpaT Ha MPOBEJICHHUE 3alIUTHBIX MEp

2. Aynut, anaiu3 6€30MacHOCTH

3. Aynut, aHanu3 ys3BUMOCTEH, PUCK-CHTYaIui

IIK-11

28.

3TO MCKYCCTBEHHOE 3aTPyJIHEHHE IO0CTyIla
MOJIb30BaTENEN K KOMIBIOTEPHOM
uHopmaIMu, HE  CBS3aHHOE C €€
YHUYTOXKEHUEM. JlpyruMu cioBamMu, 3TO
COBepIIeHHEe C WH(poOpManuen AeUCTBUH,
pe3yibTaToM KOTOPBIX SIBJISIETCS
HEBO3MOKHOCTh MOy YEHUS W
UCIIOJIb30BAHUE €€ 10 HAa3HAYEHUIO IMpHU
MIOJITHOW COXPAHHOCTH caMOil HHGOpMAITN

brokupoBanrue KOMIBIOTEPHOU HHPOPMAITUH

OIIK-6

29.

KaK TMpaBWIO, PEATH3yeTCs TOCPEICTBOM
BHECCHUS HECAHKIIMOHUPOBAHHBIX
U3MEHeHU! B 0a3bl JJAHHBIX, B pe3yJbTare
4Yero €€ TMOoTpeOWTeNb BBIHYXACH JIMOO
OTKa3aTbCsi OT Hee, JMOO MpeanpuHUMAThH
JIOTIOJTHUTEJIbHBIC YCWIIMS JJISi BBISBICHHS
U3MEHEHUH M BOCCTAHOBJICHHUSA HCTHHHBIX

cBelieHU. B ciydae  MCMOJb30BaHUS
CKOMIIPOMETHUPOBAHHOU uHpOpMaIUU
MOTpeOUTENh  MOJBEPracTcss  OMAaCHOCTH

IIPUHATUS HEBEPHBIX PELICHUH CO BCEMH
BBITEKAIOIIMMU TOCJIEACTBUIMM.

Komnpomeranust nunpopmanuu

[IK-1




30.

3TO HPOTOKOJ yTpaBlICHUS
HapauIeIbHOCTHIO, OCHOBHAS L1EJIb KOTOPOH
COCTOMT B YCTaHOBIECHHM TJIOOAIBEHON
OYEPEIHOCTH BBITIOJIHEHUS TPAH3AKIUHA, IPU
KOTOpoli ~ Ooie  cTapple  TpaH3aKIHUU
(TpaH3aKMM C MEHBUIMM  3HAYCHHEM
BPEMEHHOI OTMETKH) UMEIOT O0JIee BBICOKUI
NPUOPUTET TIPU Pa3pEIICHUH BO3SHUKAIOIINX
KOH(JIMKTOB.

MeTto ucnoiab30BaHUS BPEMCHHBIX OTMETOK

IIK-11

31.

CymiecTBytoT HEKOTOpbIE CBOIiCTBa,
KOTOPBIMU JIOJDKHA 00nafath mrodas wu3
TpaH3aKIUK:

e ATomapHOCTh — Jr00as TpaH3aKIHUA
NPECTaBIseT COO0H HEeNETMMYIO EIMHUILY
paboThl, KOTOpas MOXET ObITh MO0
BBIIIOJIHEHA  BCA  LEJIMKOM, JHOO He
BBITIOJTHEHA BOBCE.

e CoOrnacoBaHHOCTb — KaxKJash TpaH3aKLHUs
JoJbKHa — mepeBoauth b/ W3 omHOro
COTJIaCOBAaHHOTO  COCTOSIHUA B JpPYyroe
COIIACOBaHHOE COCTOSIHUE.

e U30oaMpoBaHHOCTh — BCE TpPAaH3AKIUU
BBITOJIHAIOTCS. HE3aBUCUMO OZIHA OT IPYIOM.
Jpyrumu  cioBamu, MIPOMEKYTOUHBIE
pe3ynbTaThl HE3aBEPILIEHHOM TPAaH3aKIMK HE
JTOJIKHBI OBITh JOCTyHHBl  TPYI'HM
TpaH3aKIUsAM

e [IponomKUTENBHOCTE —  PE3yJIbTaThI
YCHEIIHO 3aBepUICHHON TpaH3aKIUU
JOJDKHBI  COXpaHAThCSI B 0a3e JaHHBIX
MOCTOSTHHO U HE JOJIKHBI OBITh YTEPSIHBI B
pe3ysbTare NocaeayoUMX cOoeB

CaoiicTBa TpaH3aKIuil

OIIK-6

32.

NPUKJIaHBIMU IporpaMMaMu. On
B3aMMOJECHCTBYET C  IUIAHMPOBIIHUKOM,

Menemxep TpaH3aKUun
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OTBEYAKOIIUM 3a PEaM3alUi0 BHIOpAHHOU
CTpaTervy YMPABICHUS IMAPAILICITBHOCTBIO.
B HeKOTOpBIX chy4asXx IUIAHUPOBIIMK
HA3bIBAIOT MEHEKEPOM OJIOKHPOBKH, €CITH
UCIIOJIB3YEMBIX ~ TPOTOKOJI  YIPaBJICHHUS
MapajuIeIbHOCTEI0O  CTPOUTCS HA OCHOBE
OmokupoBkH. L{enb paboOThI TUIAHUPOBIIKKA
COCTOUT B JOCTHUKXCHUU MAaKCHUMAJIbBHO
BO3MOXXHOTO YPOBHS MapaJIeIbHOCTH, TPU
YCJ'IOBI/H/I HNCKIIFOUCHU A BIIUSHUA
HapajlIeIbHO BBIMOJIHSAIONIMXCS TPAH3aKIHA
Ipyr Ha Jpyra, MOCKOJIBKY 3TO MOXKET
TIOCITY KHTh HUCTOYHHUKOM HapyIICHUSI
COIIAaCOBAHHOCTH 0a3bl JAHHBIX.

9TO ympaBjieHHe (U3MYCCKON peann3aiueit
NpWIOKEHNH 0a3 JaHHBIX: (HU3HUECKOe
IPOCKTHPOBaHUE 0a3bl JaHHBIX M e¢
peanuzauus, OpraHu3amus  IMOLIEPKKHU

A,I[MI/IHI/ICTpI/IPOBaHI/IC 0a3nl JaHHBIX

33. | LIETOCTHOCTH u 3aIUTHI JIaHHBIX, TIK-11
HAOJMIOJIeHUe  3a  TEKYIIUM  YpPOBHEM
MPOU3BOJUTENILHOCTH CHUCTEMBI, a TaKkKe
peopranuzanms 0a3bl JNaHHBIX 1O Mepe
HEOOXOIUMOCTH.
¢ Ouenka u BoiOop 1eneBoit CYB/] 3anaun agMuHUCTpUpoBaHus bJ]
e Ousnueckoe nmpoekTuposanue b/
e Peanmuzamus ¢usmveckoro npoekra b/ B
cpene uenesoit CYBJ]
34 | Omnpenenenre TpeOOBAHUN 3alIUTHl U OIIK-6

MOJIICPIKKU [ETOCTHOCTHU JTaHHBIX
e BsaumogeiictBue ¢ pa3paboTUMKaMu
npunoxxenud bJ]

¢ Pa3zpaboTKa cTpaTeruu TECTUPOBAHUS

e OOy4eHHe oJIb30BaTeNIeH




e  OTBeTCTBEHHOCTh  3a  cIadyy B
HKCILTyaTalyI0 FOTOBOrO MpuioxeHus b/{

e KoHTpoJib TeKylIel NpOrU3BOAUTEILHOCTH
CHCTEMBI M COOTBETCTBYOIAs HacTporka b/l
e PerynsipHoe pe3epBHOE KOIMMMPOBAHUE

e PaspaboTka TpeOyeMbIX MEXaHH3MOB U
MPOLIETyP BOCCTAHOBIICHUS

e (OO0ecrieyeHre TMOJHOTHI HCIIOJIb3YEeMOU
JOKyMEHTalluM,  BKJIKOYas  MaTepuabl,
paszpaboTaHHBIE BHYTPU OPTaHU3AINH

e [Toanepxka akTyalbHOCTH HUCIHOJIB3YEMOTO
MPOrpaMMHOTO TMPOAYKTa M alapaTHOro
obecrieueHus, BKJIIOYasi 3aKa3 M YCTAHOBKY
MIAKETOB OOHOBJICHUS B ciyyae
HEOO0XOMMOCTH.

35.

DTOT METOJ TPEAYCMATPUBAET OPraHU3ALIUIO
Ha BpEMs BBIMOJHEHUS TPAH3AKIUU JBYX
TaONIMIl CTPaHUI] — TEKYIIyl0 U TEHEBYIO.
Korna tpanszakuus HaunHaet padotars, 00e
TaONUIbl WIACHTHYHBL. TeHeBas TaOnuia
CTpaHHI] HUKOT/Ia HE WM3MEHSETCS U MOXKET
OBITh HCIIONIb30BaHA JJIs BOCCTaHOBICHUS
bJl B ciywyae otkasza cucremsl. B xozme
BBITIOJTHEHHSI TPaH3aKIUK TeKyIas Tabauma
CTpaHHUI] KCMOJb3yeTcs s 3anucu B B/
BCEX  BHOCUMMBIX  u3MeHeHu#. Ilocne
3aBepLICHUs] TpaH3aKLUUU TeKyllas Tadiuua
CTpaHHUI[ CTAHOBUTCS TEHEBOW TaOIHIICH.
DTOT METOJ UMEET Psi/i MPEUMYIIECTB Mepe]]
NpeAbIIyIIUMH METOJAMM: - HCKII0YAeTCs
Harpyska, CBA3aHHas C BEJCHHMEM >XypHaia
TpaH3aKUUH; - MPOLECC BOCCTAHOBICHUS
MPOUCXOAUT 3HAYUTENIbHO obIcTpee,
MOCKOJIBKY ~ HET  HEOOXOAMMOCTH B

MeTto 1 TeHeBBIX CTPpaHUL
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IIOBTOPHOM IIPOTOHE WJIM OTKATe OIEpaLuil.
OpnHako eMy CBOMCTBEHHBI U OIpE/IECICHHbIE
HEIOCTaTKU: (parMeHTanus JaHHBIX U

HEO0XO0IUMOCTh MEePUONYECKOTO
BBINOJIHEHHS TPOLEAYpbl COOpPKH Mycopa
IS BO3BpAICHUS B CUCTEMY

HCHUCIIOJIE3yCMBbIX OJIOKOB IaMSTH.

36.

IIpn ucnonap30BaHUM 3TOrO IMPOTOKOJIA BCE
u3MeHeHus BHocAtcs B b/l cpa3y ke mocie
W3  BBINOJHEHUs B  TPAaH3aKIUH, HE
nokuaasch, ee  3aBepuieHus. Ilomumo
HEOOXOJUMOCTH  IMOBTOPHOTO  IPOroHa
U3MCHEHUH, BBINOJHEHHBIX TPaH3aKLMAMU,
3aKOHYMBLIMMUCS JIO TOfABIEHUs c0o0s, B
JAHHOM  Clly4ae MOXET IOTpeOOoBaThCs
BBIIIOJIHUTh OTKaT W3MEHEHWM, BHECEHHBIX
TPaH3aKUMAMH,  KOTOpble  He  ObLIM
3aBEPILIECHBI K 9TOMY MOMEHTY.

MeToa BOCCTaHOBIICHHS C HCIOIb30BaHUEM HEMEIJICHHOTO OOHOBJICHUS

IIK-11

37.

[Ipy wucnonb3oBaHWM 3TOTO MPOTOKOJA
oOHoBNeHus He 3aHocaTcs B Bl no Tex mop,
MOKa TpPaH3aKLUMs HE BBIIACT KOMAaHIY
(duKcau BHITIOJHEHHBIX W3MeHeHud. Ecnu
BBITTOJTHEHHE TpaH3aKIUU Oyner
MPEKPAIICHO A0 JOCTHKEHUS 3TOW TOYKH,
HUKaKUX H3MeHeHuN B Bb/[ BBIIIOJHEHO HE
Oyner, MOATOMY HE TOTpeOyeTcss U UuX
orMeHa. OJHAaKO B JITaHHOM CIIy4ae MOXKET
noTpeOOBaThCS TMOBTOPHBIA TPOTOH  YXKE
3aBEPIIMBIINXCS TPAH3AKIUHN, TOCKOJIBKY UX
pe3yabTaThl MOIVIM  €IIE€ HE JOCTUYb
BTOPUYHOU MAMSATH.

MeTo BOCCTaHOBIICHHS C MCHOJIb30BAHUEM OTJI0XKEHHOTO OOHOBJICHUS

OIIK-6

38.

Jlng obecrieueHus: MOBBILIEHHOTO YPOBHSA
NapaJuIeIbHOCTH  MOJKET HCIOJIb30BaThCs
MOJIEPHU3UPOBAHHBIM  0a30BbI  IPOTOKOJ

[IpaBuiio 3anucu Tomaca
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YHOPSAIOYMBAHUSA MO0 BPEMEHHBIM OTMETKAM,
KOTOpLIfI IIO3BOJISICT JOCTUYb MCHEC
YKECTKOU YIOPSIIOYEHHOCTH 33 CUET OTMEHBI
YCTapeBIIMX  OMEpaluii  3amucu.  ITO
pacIIMpeHre U3BECTHO, KaK IPABUIIO 3alUCH
Tomaca

39.

NEPUOJANYECKH  BBINOJHAEMas  Ipoueaypa
MoJTlyuyeHus: Konmuid 0a3bl NaHHBIX U e€ (aiina
JKypHaJla  Ha  HOCWUTENe,  COXpaHsIeMOn
oTaensHO OT cucteMsl. JIrobas CYBJl nomxHa
MIPEIOCTABIISATh CpencTBa pEe3epBHOTO
KOITUPOBAHUS, MO3BOJISIIOLIKE
BOCCTaHAaBIMBaTh 0a3y B  ciydae  e€
pazpywenus. Kpome TOro, pexomeHuayercs
CO3/1aBaTh pe3epBHbIC KOMUHU 0a3bl JAHHBIX U
eé daima  KypHasia  C HEKOTOpPOU
YCTAaHOBJIEHHON MEPUOAMYHOCTBIO, a TaKkKe
OpraHM30BaTh XpaHEHHE CO3/IaHHBIX KOMUU B
MecCTax, o0ecreveHHbIX HEOOXOAUMOMN
3aIIUTOM. B ciydae OTKaza B
paboTocriocobHOCTH 6a3bl JAHHBIX, pe3epBHAs
Komus M 3aUKCUpOBaHHas B (Qaiiyie KypHaia
orpenenéHHas WHGOPMALUS HCIOIB3YETCS
JUIs  BOCCTaHOBJEHHUS 0a3bl JaHHBIX 0
IOCJIEHETO  COIVIACOBAHHOTO  COCTOSIHUS.
Benenue xypHana — npoueaypa co3laHusi U
oOciry>)xuBaHus (aiia )KypHalia, CoIeprKaIlero
CBeJICHHsI 000 BCEX M3MEHEHUSIX, BHECEHHBIX B
B, ¢ MomeHTa co3dgaHus  TOCIETHEN
pe3epBHOM KOIHWHU, U MpPEeIHA3HAYEHHOTO MJIs
obecnieueHus: 3PGEKTUBHOTO BOCCTAHOBIICHHS
CHCTEMBI B CiIy4ae €€ OTKas3a.

PC3CpBHOC KOIMMUPOBAHNEC U BOCCTAHOBJICHUC

[K-11

40.

N3buparenpbHoe  ympaBi€HHE  JOCTYIIOM
MO IEPKUBAETCS MHOTHUMH CYB/I.
M30uparenpbHoe  ympaBji€HHE  JOCTYIIOM

N30uparenbHOe yrnpaBieHHE JOCTYIIOM
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nojanepxkuBaercss B s3bike SQL.B  obmem
ciydae cucrema 6e3omnacHoctr Takux CYB/]
OazupyeTcss Ha  TpeX  KOMIIOHEHTaX.
[Tons3oBarenmu. CYB/] BemonHsSET MH000C
gerctBus ¢ bJ[ OT HMEHHM Kakororo
nosib3oBaTens. KaxaoMy — 1oJIb30BaTelnio
npuUcBanBaeTCs UACHTU(DUKATOP — KOPOTKOE
M, OJHO3HAYHO ompeenstonee
nosb3oBatens B CYB/L. Jlns moarBepxkaeHus
TOTO, YTO TOJIb30BATEIh MOXET padoTaTh C
BBEJACHHBIM uaeHTUu(GUKaTOpOM
UCIIOJIB3YETCSl Mapoyib. TakuMm 00pa3om, C
MOMOIIbI0  HIEHTUPUKATOpA U  MApOJs
MIPOU3BOIUTCS UIeHTU(DUKAIUS 51
ayTeHTU(UKanug monb3oBaTens. OObeKThI
BJI. Tlo cranmapty SQL2 3amumiaeMbeiMu
oO0bekTamMu B BJI  sABISIOTCS  TaOIHUIIBI,
MIPE/ICTABJICHUS, JOMEHBI W ONpPEIeIICHHbIE
MOJIL30BaTEIIEM HaOOPBI CHMBOJIOB.
bonpmmHCTBO KOMMEPUYECKHUX CYB/
paciupsieT CIUCOK OOBEKTOB, M0OaBIsisi B
HEro XpaHUMBbIE MPOLEAYPHI U AP. OOBEKTHI.
[IpuBuneruun. IlpuBuierun mNOKa3bIBAIOT
HAa0oOp JCUCTBUM, KOTOpPhIE BO3MOXKHO
MPOU3BOJIUTH HAJl TEM MU UHBIM OOBEKTOM.
Hamnpuwmep, II0JIE30BaTEIIb HMEET
MPUBUJIETHIO JJISI POCMOTPA TAOJIHIIBI.

41.

Metonpl  00s3aTENIBHOTO  YIIpaBJICHUSA
JOCTYTIOM NMPUMEHSIOTCS K 0a3aM JIaHHBIX, B
KOTOPBIX  JIaHHBIE HMMEIOT  JIOCTaTOYHO
CTaTUYHYK0 WM JKECTKYIO  CTPYKTYpY,
CBOMCTBEHHYIO, HaIlpuMmep,
IIPABUTEIBCTBEHHBIM WIH BOCHHBIM
opranmszamsM.  Kak  yxe oTmedanocs,

O06s13aTeNbHOE YIIPABJICHHUE IOCTYTIOM
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OCHOBHAs HJesl 3aKII0YaeTCs B TOM, 4YTO
KKl 0OBEKT JAaHHBIX UMEET HEKOTOPBIi
YpOBEHb  KJaccCHU(HKAIUH, Hampumep:
CEKPETHO, COBEPIICHHO CEKPETHO, JIs
CITyEeOHOTO MONb30BAHUS U T.1I., & KaXIbIi
MOJIb30BaTEIh HMMEET YPOBEHb JOIyCKa C
TaKUMH K€ TpajalusMd, 4TO U B YPOBHE
Kkinaccudukanuu. Torma Ha OCHOBE JTHX
CBEJICHH MOXHO c(OpMYyIUpOBaThH JBa
OUYEHb MPOCTHIX MpaBuUjia OE30MACHOCTU: a)
MOJIb30BaTeNb HMMEET JOCTYyNm K OOBEKTY,
TOJIBKO €CJIM €r0 YPOBEHb JOIMycKa OOJbIIe
WIM paBeH ypPOBHIO  KJIacCHU(PUKAIUU
00BbeKTa. b)  momp3oBaTeNL  MOXKET
MOIU(ULIIMPOBATH OOBEKT, TOIBKO €CITU €0
YPOBEHb JIOTTyCKa paBeH YPOBHIO
KjaccupuKaluu o0bEKTa.

42.

B neiictByromem crangapre s3bika SQL
MpeayCMAaTPUBAETCS  HOAJEPKKA  TOJBKO
U30MpaATENTbHOTO  YIPABJICHUS  JTOCTYTIOM.
Ona ocHOBaHa Ha JIByX Oojee WM MeHee
He3aBucHUMBIX 4acTsx SQL. Opgna w3 HUX
Ha3bIBAETCSI MEXAHU3MOM IpEeICTaBICHUMH,
KOTOpBIA (KaK TOBOPHWJIOCH BBIIIE) MOKET
OBITh HCTOJB30BAH JJSI CKPBITUS OYEHBb
BaXXHBIX JAHHBIX OT HECAHKIIMOHUPOBAHHBIX
M0JI30BATENECH. Hpyras Ha3bIBACTCS
MOJACUCTEMON TIOJIHOMOYHMM W  HAJAEINSIET
OJIHMX TI0JIb30BaTEJIE MOJNb30BATEISAM, a
TaKkKe OTOMpaTh Takue TOJTHOMOYHS B
ciayvae HEO0OXOTUMOCTH. Mexanusm
npeactaBieHnit  s3pika  SQL  mo3BossieT
pa3IMYHBIMH cIoco0aMu  pa3fAenuTh 0azy
JAHHBIX Ha YacTU TakuM oOpa3oMm, 4TOObI

[Tonnepxka mep obecnieuenust 6e30macHOCTH B si3bike SQL
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HeKoTopass uH(popmanus ObUTa CKpbITA OT
MOJI30BATENCH, KOTOphIE HE HMMEIOT TMpaB
s poctyna K Hed. OgHako 3TOT PEexXUM
3a/1a€TCsl HE C TOMOIIBIO IMapaMeTpoB
orepanuii, Ha OCHOBE KOTOPBIX
CaHKIIMOHUPOBAHHbIE IIOJIE30BaTCIU
BBIIOJIHSAIOT T€ WJIM HHBIE JEHCTBUA C
3aJIaHHOW YacThIO JAHHBIX. OJTa (QYyHKIUS
BBITMIOJHSETCSI C  TMOMOIIBIO  JAUPEKTUBHI
GRANT.

43.

o [IpenoTBpamieHne — 10CTyN K ”HOpMAIIUN
U TEXHOJOTMH TOJBKO Ui TEpCoHaja,
KOTOPBI MMEET JIOIMyCK OT COOCTBCHHHKA
UH(pOpMaLIUY.

e OOHapyxeHue — 00ecreunBaeTCsl paHHEe
oOHapyKeHHe NPECTYIUICHU I u
370yNOTPEOJICHUH, Jake €CITM MEXaHU3MBI
3aIUTHl OBLIA 000N ICHEI.

e OrpaHuyeHue — YyMEHbBIIACTCA pa3Mep
NOTEPb, €CIU  MPECTyIUICHHE BCE-TaKU
IPOM301ILIO.

e BoccranoBieHnne — oOecrieuyuBaeTcs
s dexTrBHOE BOCCTaHOBJICHHE
UHPOpPMALIUU npu HATHYUHU
JNOKYMEHTUPOBAaHHBIX M MPOBEPEHHBIX
TUIAHOB 10 BOCCTAHOBJICHHIO

VYpoBHM 3auTh HHGOpMAITUH

OIIK-6

44,

(anrn. deface — yponmoBaTh, HCKaKaTh) — TUIT
XaKepCKOW aTakW, INpU KOTOPOM IJIaBHAs
(wnmu nmpyras BakHas) CTpaHMIIA BeO-caiiTa
3aMEeHseTCS Ha JPYyTyro. JTa CTpaHUIA Kak
NpaBUiIO, BBI3BIBAIOLIETO BHUAA (pekiiama,
NpeaynpexaeHle, yrposa...). 3adacTyro
JOCTYIT KO BCEMY OCTalbHOMY CalTy
OJIOKMPYETCSI, WIIH YK€ TIPEKHEE COACPIKUMOE

Hedeiic
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caiita  BOBce ynamsercs. Hekoropsie
B3JIoOMINMKH JnenatoT deface canrta mis
TIOJTYYCHHUS] TPU3HAHUS B XaKEPCKUX KPyTrax,
ITIOBBIIIICHU A CBOGﬁ N3BCCTHOCTU WJIIN JIs1
TOTO, YTOOBI YKa3aTh aJJMHHUACTPATOPY CalTa
Ha y513BI/IMOCTI)

45.

B3JIOM KpCOUTHBIX U ,Z[C6CTOBBIX KapT

Kapnunr

[IK-11

46.

B3nom mporpammHoro obecrieueHus (aHri.
software cracking) — JIeNCTBHA,
HalpaBJICHHbIE Ha YCTPaHCHHE 3aIIUTHI
MPOrPaMMHOTO obecrieueHus (I10),
BCTPOEHHOM pa3paboTYrKamMu TUISt
OTpaHUYECHUS (bYHKIIMOHATBHBIX
BO3MOXkHOCTeH. Ilociaenuee HeoO0XOaMMO
JUIST  CTUMYJILIMA ~ TIOKYNIKH  TaKoro
nponpuerapHoro [IIO, mocne kotopoi
OTpPaHUYEHUS] CHUMAIOTCS

Kpexunr

OIIK-6

47.

i «d.o.s.»-ataku (Denial of Service) —
NEUCTBHUS,  BBI3BIBAIONIME  «OTKa3 B
00CITy )KUBAaHUW» (d.o.s.) yIaJICHHBIM
KOMIBIOTEPOM, TMOJKIIOUYEHHBIM K CETH,
rOBOpsT Ha  «KOMIIBIOTEPHOM»  SI3BIKE,
«3apucanuey I[IK. OnHum w©3 MeToaoB
B3s10Ma MIHTEepHET-CcailTOB sByIsieTCs «d.0.8.»-
aTaka ¢  TOCIEAYIOUIMM  3aIyCKOM
IPOrPaMMHOTO KOJ1a Ha YJAJICHHOM CETEBOM
KOMIBIOTEPE C MIPaBaMH aIMUHUCTPATOPA.

Hroxunr

[IK-1

48.

Kak mnpaBmio, B MHOTrOIOJIb30BaTEIbCKOM
cucreMe ¢ 0a30if JaHHBIX OIHOBPEMEHHO
paboTaeT  HECKOJbKO  IOJIb30BaTEsei.
HeKOTopBIe nu3 HUX MOTYT TbITaThCA
OJHOBPEMEHHO U3MEHATH coctossuue bJI.
Eciiu oHu OyAyT enath 3TO HE3aBUCHMO, TO

HeynpansieMblii napanienn3m
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pesyabTHUpytoliee coctosHue b/l moxer
0Ka3aTbCs HECOTTIACOBAHHBIM.

49.

Ha3bIBAIOT Ka4CCTBCHHOC OIMHUCaHUuC
KOMIIJICKCa OpraHru3alluOHHO-
TCXHOJIOI'MYCCKUX n IIporpaMMHO-

TEXHHUYECKHUX MEP 10 00CCIICUYCHUIO 3alTUTHI
maaueix B KC, Bkaroyaer B cebg aHamus
BO3MOJKHBIX yrpo3 u BEIOOD
COOTBETCTBYIOIIUX Mep MPOTHBOJCHCTBUSI.
IMonutnka 0e30IacHOCTH, SIBJISIACH
AKTUBHBIM KOMIIOHECHTOM 3aIUTHI,
oTOOpa)kaeT TOT HaOOp 3aKOHOB, MPaBUI U
HOPM TIOBEACHHS, KOTOPHIM TMOJIB3YyEeTCs
KOHKpETHAsl OpraHu3aius Mpu 00padboTke,
3alUTe U PACHpPOCTPAHEHUU HH(OPMAIIIH.
Bri6op KOHKPETHBIX MEXaHH3MOB
oOecrieueHHsT  OC30MMACHOCTH  CHCTEMBI
MpPOU3BOAUTCS B COOTBETCTBUH co
c(hopMyIUPOBaHHOMN TTOJIMTUKOMN
0€30ITacHOCTH.

[TonmuTukoii 6e30macHOCTA

OIIK-6

50.

MACCUBHBIN KOMIIOHEHT CHUCTEMBHI,
XPpaHSAILIHM, MPUHUMAIOIIHI UIIN
nepefaronmii - uHopManuio, AOCTYym K
KOTOPOM  periaMeHTUpYeTCs IpaBUIIaMU
pasrpaHU4eHHsl  JOCTyIa. O6bexTamu
noctyna B b/ sBisieTcss MpakTHYECKH BCe,
YTO COJICPKUT KOHEUHYI HH(POPMAIHIO:
TaOymiel  (0a30BbIC WM BUPTYAIBHEIC),
NpEJCTaBICHUs, a Takxke Ooree MeIKue
JJIEMEHTHl JAHHBIX: CTOJOLBI M CTPOKH
TaOJIMIL ¥ 1a)Ke OTAENbHBIE MOJISL.

OO0bekT noctymna

[IK-1

51.

COBOKYITHOCTb IPaBUJI, PETJIAMEHTHPYIOIINX
npaBa CyOBEKTOB JOCTyHma K OOBEKTaM
nocryna. Jloctyn kK nHGOpMaIum pa3aessiioT

[IpaBuia pasrpaHudeHus JOCTya

IIK-11




Ha CaHKLIMOHHPOBAHHBIH "
HECaHKI[MOHUPOBAaHHBIN:

CaHKUMOHHMPOBaHHBIK goctyn (authorized
access to information) - goctym K
uHpopManny, KOTOpBIA HE HapyliaeT
YCTaHOBJICHHBIX TPaBWJI  pa3rpaHUYCHHUS
JOCTyNa, a HECAaHKIIMOHWPOBAHHBIA JTOCTYII
(unauthorized access to information) -
JOCTYN K WH(POPMAIMH, KOTOPBI HapyIIaeT
YCTaHOBJICHHBIE TpaBWJIa pPa3TPaHUICHUSI.
KonTtpons noctyna 00s3aTeNbHO BKIIOYAET
uacHTHGUKao  (MEpPCOHAIM3AINIO) U
AyTCHTU(HUKALUIO BCEX CYOBEKTOB M HX
MPOLECCOB M Pa3rpaHUYCHHE MOJTHOMOYHI
CyOBEKTOB MO OTHOUIICHHIO K OOBEKTaM C
nocjeayromei  00s13aTeIbHON  MTPOBEPKOI
BBE/ICHHBIX TTOJIHOMOYHH.

52.

MIPUCBOCHUE 00BEKTAM U CyOBEKTaM JI0CTyTa
uaeHtudukatopa u  (WIM) CpaBHEHHUE
IPEIbIBISIEMOTO UICHTU(PHUKATOPA c
TIEpPEYHEM TPUCBOCHHBIX HICHTH()UKATOPOB.
Nnentudukarop mocryma (access identifier)
- YHUKaJbHBI TIpU3HAK OOBEKTa WIH
cyOBeKTa JIOCTyTIA.

Unentuduxanus

OIIK-6

53.

NpOBEpKa  MPHHAUIEKHOCTH  CYOBEKTY
JOCTYyTIa MIPEIbSIBICHHOTO UM
UCHTUPHUKATOPA, HOJTBEPXKICHUE
MO JIMHHOCTH. Tem  caMbiM, 3aja4ya
UIEHTU(QHUKALIUY — OTBETUTH Ha BOIIPOC «KTO
3T0?», a 3a]ja4a ayTeHTU(UKALIUY — «a OH JI
9TO Ha caMoM Jieney. [locne naeHTuukanum
Y TIPOBEPKH TOJIMHHOCTH yCTaHABINBACTCS
cdepa neicTBUIl cyObeKTa (AOCTYMHEBIE eMy
pecypcesl KC). D1y mponeaypy Ha3bIBaloT

AyTteHTuduxanms
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IPEeI0CTaBICHUEM MOJTHOMOY U
(aBTOpM3aIMEH)

54.

3TO IpeoCTaBICHUE npas (nm
NPUBWJIETHI ), TIO3BOJISIFOIINX UX BIIAJCIBILY
UMETb 3aKOHHBIN JOCTYI K CHUCTEME WJIH €€
o0bekTaM. MHOTIa B mporiecc aBTOpU3AINH
BKJIIOYAET u UACHTUDUKALHIO, U
ayTeHTU(UKAUIO CYOBEKTOB, TPEOYIOIIHX
NOJy4YeHHus  JocTyma K OOBEKTaM.
[TpuBunerus JOCTyTIa (YpoBeHb
MOJTHOMOYMI cyObekTa pgoctyma) (subject
privilege) - COBOKYNHOCTH MpaB HOCTyIa
cyObeKTa JoCTyIa.

ABTOpHU3aLMs

[K-11

55.

CBOWCTBO JAaHHBIX COXPAHATh TOYHOCTh W
HENpPOTUBOPEYUBOCTh ~ HE3aBUCHUMO  OT
BHECCHHBIX  HM3MEHEHHWH. 3aBUCUT  OT
CHOCOOHOCTH HMH(POPMALMOHHOM CHCTEMBI
o0ecreunTh HEM3MEHHOCTh JTAHHBIX
(naHHBlE, XpaHALIMecs B CHCTEME, He
OTJIMYAIOTCSI B CEMAaHTHYECKOM OTHOIICHHU
OT JaHHBIX B MHCXOAHBIX JIOKYMEHTax) B
YCIIOBHSIX CIIy4alHOTO " (um)
peHaMEepPEHHOTO UCKa)KEHUS
(pa3pymenus). Ecu ObITh 60J1€€ TOYHBIM, TO
cyOBEKTOB MHTEpecyeT obecreueHue Oolee

IIAPOKOTO CBOWCTBA — JOCTOBEPHOCTH
TAHHBIX (uadopmarum), KoTopas
CKJIaJIbIBACTCS M3 aJIEKBATHOCTH (ITOJTHOTHI U
TOYHOCTH) 0TOOpaKEeHUSI COCTOSIHUS

MpEeAMETHOM 00JIACTH U HEMOCPEACTBEHHO
LIEJIOCTHOCTH JAHHBIX, T. €. €€ He
ACKaKEHHOCTH.

IleaocTHOCTD JaHHBIX
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56.

BO3MOKHOCTb peanu3anum
OecnpensiTCTBEHHOTO Joctyna K

I[OCTYHHOCTL JaHHBIX
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uHbopMaIuu CyOBEKTOB, UMEIOLIUX Ha 3TO
HaJIeKanye mojanoMounss. O0ecrneunBaeTcs
CIIOCOOHOCTBIO  CHCTEMBI  OD€ECIIEUHMBATH
CBOEBPEMEHHBIN OecrpensiTCTBEHHBIN
JIOCTyll CyOBEKTOB K 3alpaninBacMbIM
JTAaHHEIM.

57.

B crampapre SQL omnpenenensl jaBa
oneparopa GRANT wu REVOKE mus
MPEJIOCTAaBICHUSI W OTMEHBl TPUBUIIETUI
COOTBETCTBEHHO. Omneparop
MIPEI0CTABIICHUS MIPUBUIIETUI UMeEeT
cnenyrormmii  popmar:  GRANT  {|ALL
PRIVILEGES} ON TO {|PUBLIC} [WITH
GRANT OPTION] rae ompenenser Habop
JIEUCTBUN U3 JOCTYIIHOTO CIIMCKA JEHUCTBHUM
HaJ OOBEKTOM JaHHOrO THUHa (Mapamerp
ALL PRIVILEGES ykaseBaer, 4TO
paspelieHsl Bce ACUCTBUS, TOMYCTUMBIC NSt
00BEKTOB JAHHOTO THIA), ONMPEAENseT UM
00BbEKTa 3aIIUThI: TAOIUIIBI, TPEACTABICHUS,
XpaHUMOM  MpoLEeAypbl WM  TPUITEpa,
OTpECNIeT  CIHUCOK  HICHTH(PUKATOPOB
MOJIb30BATENE, KOMY MPEIOCTaBISIOTCS
JaHHblE TpuBWIErHU. Bwmecro cmmcka
UACHTU(DUKATOPOB MOKHO BOCTIOJIB30BATHCS
napamerpom PUBLIC. [lapamerp WITH
GRANT OPTION SABJISACTCS
HE00s13aTeIFHBIM U ONIPECIISCT PEXKUM, TIPH
KOTOPOM TMEpeaaroTcs He TOJbKO MpaBa Ha
yKa3aHHbIE  JCHCTBUA, HO U  IPaBO
nepeaaBaTh 3TH npasa IpyTuM
nosib3oBaTessiM. [lepenaBaTh mpaBa B 3TOM
ClIy4yae IIOJIb30BaTelb MOXKET TOJIBKO B
paMKax pa3pelieHHbIX €My JelcTBUi. B

Omnepatops! SQL npexocTaBieHust 1 OTMEHbI IPUBUIIETHIA
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o0rmieM ciy4ae HaOOp NMPUBUIICTHI 3aBUCHT
or peammsaiuun  CYBJ] (ompenensercs
POM3BOJIUTEIIEM).

58.

Mogens wnenoctHocty Kitapka-Bunibcona
ObL1a mpeasiokeHa B 1987 r. kak pe3ynbrar
aHayIM3a MIPAKTUKU OyMa)xHOTO
JOKYMEHTOO0OpOoTa B~ KOMMEPYECKHX
KOMITaHUSX, YPPEKTUBHON C TOYKH 3pEHHS
o0ecrieyeHHs LEJIOCTHOCTH HH(OpMaIuH.
Mopaens Knapka-Bunbscona SIBIISICTCS
OTHCATEIbHON U HE COJEPKUT KaKUX Obl TO
HU  OBUIO  CTPOTUX  MaTeMaTHYECKUX
KOHCTPYKLUH — cKopee e€ Lenecoodpa3zHo

paccMaTpuBaTth KakK COBOKYITHOCTb
MPAKTHYECKHUX peKOMeHIalui o
MOCTPOEHUIO CHCTEMBI oOecrieyeHus
nenoctHoctd B KC. OcCHOBHBIE NOHSTHS
JAHHOM MOJAENW — 93TO KOPPEKTHOCTh
TpaH3aKUIUH u pasrpaHuyeHue

(GyHKIMOHAIBHBIX 00si3aHHOCTENH. Monenb
3amaer npasuna ¢yHkiuonuposanus KC u
ONpeAeNsieT BE KaTEropvu JaHHBIX U JBA
Kjlacca  omepauMid  Hax  HUMH.  Bce
COAEpKaBIIMECS B  CUCTEME  JIaHHBIE
MO/IPA3/IEIIAIOTCS HA KOHTPOJIIUPYEMBIE U Ha
HEKOHTPOJIUPYEMBIE  DJIEMEHTHl  JaHHBIX.
lemocTHOCTh MEpBBIX MNOAAEPKUBAETCH, a
IIEJIOCTHOCTh BTOPBIX HHKaK He
KOHTPOJIUPYETCS.

Mogens Knapka-Bunscona
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