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1. Heab u 3a7a4u 0CBOEHMS IUCHUILIHHBI (MOTYJIA)

l'ocynapctBenHblit  0011€00pa30BaTeNIbHBIN  CTAaHAAPT BBICIIETO MNPOPECCHOHATBHOTO
oOpaszoBanust Poccuiickoit @Penepauuu, (HOpMUpPYIOMUN TrocylapcTBEHHbIE TpeOOBaHUA K
MUHUMYMY COJEpXaHHUsl W YPOBHS MOJTOTOBKH CIEHUAINCTOB, BKIIIOYAET B 00S3aTeIbHBIN
MUHUMYM  CIELMAJbHBIX AWCUMIUIMH  JAMCUMIUIMHY IIOA  Ha3BaHUEM  «OKCIEepTH3a
BBIYHMCIUTENILHON TEXHUKU U KOMITBIOTEPHBIX HOCUTENEeH nHpopMaumy.

Lenbto u3yuyeHUs] JUCHUIUIMHBI SBJISETCS (OPMHPOBAHME KOMIETEHLUH y CTYJIEHTOB
cnenuanpbHocty 10.05.01 «KommbroTepHass 6e30macHOCTb» U (OPMHUPOBAHHE TEOPETHUECKHX
3HAHUW M NPAKTUYECKHX HABBIKOB I10 BBISBIEHUIO CIEAOB KOMIIBIOTEPHBIX NPECTYIUIEHUN U
WHIUICHTOB.

3amaueil OCBOGHMS AMCLUUIUIMHBI SBJIseTCS OOy4YeHHME NPUHIMUIAM U TEXHOJIOTUSM
MIPOBEJICHUS SKCIIEPTU3bI BEIYUCIUTEIHLHON TEXHUKH U KOMIIBIOTEPHBIX HOCUTENEH HHPOpMAIIN

2. MecTo AucHUIIMHBI (MOAYJIA) B CTPYKTYpe 00pa3oBaTe1bHOM NPOrpaMMbl
JlaHHas JAUCUUIUIMHA OTHOCHTCA K JUCLUUIUIMHAM O0s3aTeIbHONM YacTH MPOrpaMMbl
crienanuTeTa. Ee ocBoeHHne NpoucxoauT B 8 ceMecTpe.

3. IlepeyeHb IUIAHUPYEMBIX Pe3yJabTATOB O0YYeHHUS MO JAUCHUIIMHE (MOIYJIIO),
COOTHECEHHBIX € INIAHUPYEMbIMH Pe3yJIbTATAMHU 0CBOEHHs 00pa30BaTeIbHOM IPOrPaMMBbI

[InanupyemMsbie pe3yapTaThl
00y4eHHs 10 TUCIUIUINHE
(Momymr0), XapakTepH3yIolue
aTaIbl POPMHUPOBAHUS
KOMIICTCHIINM, HHIUKATOPOB

Kona, popmynuposka

Kox, hopMyIupoBKa HHIUKATOPA
KOMIIETEHLIUU 2, bopmynp it P

OIIK-6.2 Cmnocoben mpoBoauts | MJI-1 OIIK-6.2  mpumensier | [Ipumenser JIefiCTBYIOIIIE
JKCIIEPTHBIE WCCIIEJIOBAHUS | JIEUCTBYIOIINE HOPMATHBHBIC | HOPMATUBHBIC IIPABOBBIC AKTHI,
BBIYHCIUTEIFHON TEXHUKH U | IPAaBOBBIC aKTbl, HOPMAaTUBHBIE W | HOPMATHBHBIE M METOJUYECKHE
KOMITBIOTEPHBIX HOCHTENEH | METOAMYECKUE TOKYMEHTHI, | TOKyMEHTBI,
rHpOopMaITUN B pamMKax | periaMeHTHPYIOIIHE TPOBENEHHE | PeTIaMEeHTUPYIOIIHNE
rH()OPMAITHOHHO- KOMNOBIOTEPHO-TEXHUUYECKUX | MPOBEJCHIE KOMITBIOTEPHO-
AHAIMTUYECKON M TEXHUYECKOH | IKCIEePTH3, COBPEMEHHBIE METOIBI | TEXHUUECKUX IKCIIEPTHU3,
JKCIIEPTU3BI KOMIIBIOTEPHBIX | H CpencTBa MIPOBEJICHHUS | COBpPEMEHHBIE METO/IbI u
CHCTEM. 9KCIIEPTH3 BBIYMCIUTEIBHON | cpeacTBa MIPOBEACHUSA
TEXHUKU u HOCHUTENIECH | SKCIEPTU3 BBIYUCIIUTEIBHOU
KOMITBIOTEPHOM MH(OPMAITUH. TEXHUKU u HOCHUTeNeH
KOMITBIOTEPHON HH(GOPMAIIHH.
na-2 OIIK-6.2 cobupaer, | Cobupaer, oOpabaThIBaer,
00pabaTeiBaeT, aHAIM3UPYET W | aHAIM3UPYET M XPaHUT JIaHHEIE,
XpaHUT JaHHBIE, TOJIy9aeMble B | MOJyYaeMbIe B XOJ€ MPOBEICHUS
XOJle  TPOBENEHUS  OJKCIEPTH3 | SKCIIEPTH3 BBIYHACIUTETHHON
BBIUHCIUTEIBHON  TEXHHUKH ¥ | TEXHUKH u HOCHTENeH
HOCHUTEJIeH KOMITBIOTEPHOH | KOMIBIOTEPHOUW HH(pOpMAITHH.
HHpOPMAITHH.
na-3 OIIK-6.2 cocraBisier | CocTaBusieT SKCIIEPTHOE
9KCIEPTHOE 3aKJIIOUEHHE B | 3aKJIIOYEHHE B COOTBETCTBUHU C
COOTBETCTBMU C TpeOOBaHUSIMH, | TpeOOBAHUSIMH,
MPEeIbABISIEMBIMU K paboOTe | MpenbsABISIEMBIMH K paboTe
MIPUBJIEKAEMOr0  DKCHEpTa TIpH | MPUBJIEKAEMOro JKCIepTa MpH
MIPOBEJICHUH  CIIEJICTBEHHBIX M | IPOBEJEHUM CJEICTBEHHBIX H
CyJIeOHBIX JCHCTBUMN; 00pamarbes | CyaeOHbBIX JIEUCTBUIA;
c WHCTPYMEHTAIBHBIMH | 00pamaThes c
CpeICcTBaMH MIPOBEICHUS | HHCTPYMEHTAIHLHBIMU
JKCIIEPTH3 BBIYMCIIUTEIBHON | CpeicTBaMuU MPOBEICHUS
TEeXHUKH u HOCHTEJEH | IKCIepTH3 BBIYHACIUTETHHON
KOMITBIOTEPHON WH(OPMAIIHH. TEXHUKU u HOCHUTeJeH

KOMIBIOTEPHOU HH(pOPMAIHU.




OIIK-6.3 Cnocoben B xauectBe | MJ[-2 OIIK-6.3 moxrorasnuBaer | [logroTaBiamBaeT  DKCIIEPTHBIC
MPUBJICKAEMOTO JKCIepTa TMpPH | SKCIEPTHBIE  3aKIIOYCHUS  TI0 | 3aKIIOYCHUS TI0  pPe3ylibTaram
MPOBEICHUH CJIEJCTBEHHBIX U | pe3yibTaTam BBIMTOJTHCHHBIX | BBIMTOJHEHHBIX pabot no
CyJeOHBIX IEHCTBUN MPUMEHATh | paboT 10  MH(GOPMAIMOHHO- | HHPOPMAIUOHHO-

HOPMATHUBHBIC TIPABOBBIC AKThI, | AHATUTHUYECKOW W TEXHUYCCKOW | aHAUTHYECKOH M TEXHHYECKON
METOANYECKHE JOKYMEHTHI, | DKCIIEPTU3E KOMITBIOTEPHBIX | DKCIIEPTU3E KOMITBIOTEPHBIX
OCHOBEI KOMITBIOTEPHON | CHCTEM. CHCTEM.

KPUMUHAIUCTHUKH.

OIIK-13 Crocoben | UJ1-2 OIIK-13 IIpoBogut ananu3 | [IpoBoauT aHanu3 ys3BUMOCTEH
pa3pabareiBaTh  KOMIIOHEHTHI | YS3BMMOCTEHl MPOrpaMMHBIX H | MPOTPAMMHBIX W TPOrPaMMHO-
NPOrpaMMHBIX U TPOrPaMMHO- | IPOTpaMMHO-ammapaTHBIX | alllapaTHBIX CPENICTB CHUCTEMBI
anmapaTHbIX CPEJCTB 3allUTHl | CPEJCTB CHCTEMBI 3alIUTHI | 3AIIUTHI HHpOpMAITUH
WHPOPMAITUK B KOMITLIOTEPHBIX | HHMOpMAIUU KOMITBIOTEPHOU | KOMIIBIOTEPHOW CHCTEMBI.
cHCTEMax W TPOBOJMTH aHAIU3 | CUCTEMBI.

nX OE30IIaCHOCTH.

4. O06beM yueOHOl JUCUMIIMHBI (MOaYJisi) 1 ()OPMBI KOHTPOJIS *

O6beM 3ansThii: Beero: 4 3.e. 144 akaj.u. 00,
B aKaza. yacax

KonrakTHas padora:
Jlexuu/v3 HUX MpaKTUYeCKasl MOATOTOBKA 32
JlaGopaTopHBIX pabOT/H3 HUX MPAKTHYECKasl MOATOTOBKA 32
[TpakTHUECKUX 3aHITHUI/U3 HUX MTPAKTHUECKAs IOJrOTOBKA 32
CamocTosiTeJibHasi padoTa 48
DopMBbI KOHTPOJIA
DK3aMeH
3auer +

*  JlucumruinHa (MOJYyJb) NpeAycMaTpUBaeT NPUMEHEHUE JJIEKTPOHHOrO OO0ydYeHHs,
JMCTAHIIMOHHBIX 00pa30BaTEIbHBIX TEXHOJOTHIH (eciu unoe He yCmanoeieHo oopazoeamenbHbiM

cmaunoapmom)

5. Coaepkanue TUCHUILINHBI (MOAYJIs1), CTPYKTYPHPOBAaHHOE 110 TeMaM (pa3aejam)
€ YKa3aHHeM KO0JIMYecTBA YacOB U BUAOB 3aHATHI
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8 cemecTp
1 DKcrepTH3a 1Mo rpakKIaHCKAM U OIIK-6.2 2 2 2 3
YTOJIOBHBIM JIEIaM /-1 OIIK-6.2,
W/J1-2 OTIK-6.2,
W/J1-3 OTTK-6.2
OIIK-6.3
WJI-2 OTIK-6.3
OIIK-13
2 DKcnepTr3a o rpakKIaHCKUM U OTIIK-6.2 2 2 2 3




YTOJIOBHBIM ACJIaM

W/JI-1 OITK-6.2,

WJI-2 OTIK-6.2,
WJI-3 OIIK-6.2
OIIK-6.3
Na-2 OIIK-6.3
OIIK-13
3 KomMnerorepHass KpUMHUHAITHUCTHKA OIIK-6.2
1. JIBoitHOE Ha3HAYEHHE KOMIIBIOTEPHOM WJ1-1 OIIK-6.2,
KPUMHHAIUCTHKH WJI-2 OIIK-6.2,
2. HeoTmoxHbBIE IEUCTBUS MTOCIIE W/J1-3 OIIK-6.2
VHITU/ICHTA OIIK-6.3
WJI-2 OTIK-6.3
OIIK-13
4 KomMmneroTepHas KpUMHHATIHUCTHKA OTIIK-6.2
1. JIBoiiHOE Ha3HAYCHHE KOMIIBIOTEPHOM WJ-1 OIIK-6.2,
KPUMHHAINCTHKH WJI-2 OIIK-6.2,
2. HeoTitoxkHbIE IEHCTBHS ITOCIE MJ1-3 OIIK-6.2
UHIUJIEHTA OIIK-6.3
HUAa-2 OIIK-6.3
OIIK-13
5 KomMnbroTepHast KpUMHUHAIMCTUKA OIIK-6.2
1. Lenu paccie10BaHUs MHIMIEHTA gﬁ-é 83?2%
2. ®opMupOBaHKE KpYyra MOJ03PEeBaeMbIX 113 OIIK.6.2
OIIK-6.3
WJI-2 OTIK-6.3
OIIK-13
6 KomMmneroTepHas KpUMHUHAIUCTHKA OIIK-6.2
1. Llenu paccrieJoBaHus UHIMAEHTA WA-1 OIIK-6.2,
2. ®opmupoBanue Kpyra nogospepaemprx | AA-2 OLK-6.2,
NA-3 OIIK-6.2
OIIK-6.3
NA-2 OIIK-6.3
OIIK-13
7 KomnbroTepHast KpUMHUHAIMCTUKA OIIK-6.2
1. OcHoBHBIE cyObekTHI 11 npousBozactea | UA-1 OIK-6.2,
paccienoBanus NJ-2 OIIK-6.2,
2. IlocnenoBaTenbHOCTD AEUCTBUN MpH gﬁ’}g 60?}('6'2
paccienoBaHuU W2 OTTK-6.3
OIIK-13
8 KoMmneroTepHas KpUMHUHATUCTHKA OIIK-6.2
1. OcHoBHBIE CyOBeKTHI 115 npoussoacta | W/-1 OIIK-6.2,
paccrienoBanus NJI-2 OIIK-6.2,
2. [locnenoBaTenbHOCTb ACHCTBUN NIPH gll'[[_lg ?I;IK-6.2
paccieoBaHUH W12 OTTK-6.3
OIIK-13
9 KomMnbroTepHast KpUMHUHATMCTUKA OIIK-6.2
1. OCHOBHBI€E TIPUHIUIIBI U3BSTHS /-1 OIIK-6.2,
KOMITBIOTEPHON TEXHUKH WJI-2 OIIK-6.2,
2. MeponpusiTusi Ipu UCCIEA0BaHUN WJ1-3 OIIK-6.2
KOMITBIOTEPHOM TEXHUKHU EE_I;-?)% K63
OIIK-13
10 | KomnbroTepHas KpUMHHAIMCTHKA OIIK-6.2
1. OCHOBHBIE TIPUHIUIIBI U3BATHS H-1 OIIK-6.2,
KOMIIBFOTEPHOM TEXHUKH /-2 OIIK-6.2,
2. Meponpusrtust pu UCCIETOBAHUU MJ-3 OIIK-6.2
KOMITBIOTEPHON TEXHUKH I(/)IELI-I;_6013'[K- 6.3

OIIK-13




11 | KomnbroTepHas KpUMHHAIMCTHKA OIIK-6.2 2 2 2 3
1. [paBwia 0cMOTpa KOMITLIOTEPHOM /-1 OIIK-6.2,
TeXHHKH -2 OIIK-6.2,
2. [IpaBuna odopmileHHS JOKYMEHTALUH gll'[[ig 213_[K'6'2
IIPU OCMOTPE TEXHUKH W12 OITK-6.3
OIIK-13
12 | KoMmbroTepHas KpHMHUHAIHUCTHKA OIIK-6.2 2 2 2 3
1. TIpaBuiia 0CMOTPa KOMIIBIOTEPHOIM NJ1-1 OIIK-6.2,
TOXHUKH UJ1-2 OTIK-6.2,
2. IIpaBuia opopMIIEHHS TOKYMEHTALMH gﬁ’}g ?;IK-6.2
MPH OCMOTPE TEXHUKH W12 OTIK-6.3
OIIK-13
13 | KomnbroTepHas KpUMHHAIMCTHKA OIIK-6.2 2 2 2 3
1. OnepatuBHOCTD /-1 OIIK-6.2,
2. IIpHOpUTETHOCTH PacCIeIOBAHHS UJ-2 OlIK-6.2,
Na-3 OIIK-6.2
OIIK-6.3
WA-2 OIIK-6.3
OIIK-13
14 | KoMmbroTepHass KpHMHUHATHUCTHKA OIIK-6.2 2 2 2 3
1. OnepatuBHOCTD /-1 OIIK-6.2,
2. IIpHOpUTETHOCTH PACCICIOBAHUS WJ-2 OIIK-6.2,
WJ1-3 OITK-6.2
OIIK-6.3
W12 OTIK-6.3
OIIK-13
15 | KomnbroTepHas KpUMHHAIMCTHKA OIIK-6.2 2 2 2 3
1. OnyaliH-MONIEHHHYECTBO /-1 OIIK-6.2,
2. Knesera, ockopOiaeHUS 1 WJ1-2 OIIK-6.2,
3KCTpeMucTcKue neicTBus B Cetn WJI-3 OIIK-6.2
OIIK-6.3
WJI-2 OTIK-6.3
OIIK-13
16 | KomnbloTepHasi KpUMHHAIMCTHKA OIIK-6.2 2 2 2 3
1. OHnaiH-MONIEHHUYECTBO /-1 OIIK-6.2,
2. Knesera, ockopOneHus u WJ-2 OIIK-6.2,
JKCTpeMucTckue Aeiicteus B Cetu UJI-3 OIIK-6.2
OIIK-6.3
V-2 OTTK-6.3
OIIK-13
HUTOI'O 3a 8 cemectp 32 32 32 48

6. ®OH/ O1IEeHOYHBIX CPEJACTB /sl MPOBe/IeHUsI TEKYIIero KOHTPOJIS yCIeBAeMOCTH U
NPOMEKYTOYHOM aTTecTAUMU 00y4aroIMXCs M0 JUCHUILTHHE (MOIYJII0)

®onp oueHnounbix cpeactB (POC) mis nmpoBeeHUsT TEKYIIEro KOHTPOJIST YCIEBAEMOCTH
U TPOMEXKYTOYHOM aTTeCTalMu OOYYaloIUXCs MO AUCHMIUIMHE (MOIyJI0) Oa3upyercs Ha
MEpeyHEe OCBAaMBAEMBIX KOMIIETEHIIMI C yKa3aHHEM 3TamoB WX (OPMUPOBAHHS B Mpoliecce
ocBoeHHUs muciUIuMHbl (Moayis). @OC obecrnieunBaeT OOBEKTHBHBIH KOHTPOJIBb JTOCTHIKEHUS
3arIaHUPOBAHHBIX pe3yabTaToB 00yueHus. @OC BkIoUyaeT B ceOsi:

- OMMCaHUEe MOoKa3aTeaei U KPUTEPUEB OLICHUBAHUS KOMIIETEHIIMN HA Pa3IMYHBIX dTarax
ux (popmupoBaHUs, OMUCAHHE LITKAJ OLEHUBAHUS;

- METOAMYECKHE MaTepHUaJIbl, ONIPEACIISAIONINE TPOLIETyPhl OLICHUBAHUS 3HAHUN, YMEHHI,
HaBBIKOB M (MJIM) OIbITa JEATENbHOCTH, XapaKTepU3YIOIIUX dTanbl  (OPMUPOBAHUS
KOMIICTCHITHH;

- TUINOBBIE KOHTPOJIbHBIE 3aJlaHUsl M HHbIE MaTepuasbl, HEOOXOAMMBIE ISl OLEHKHU
3HAHWW, YMEHUW W YPOBHS OBJIAJICHUSI (POPMUPYEMBIMH KOMITETECHIIUSMH B IPOIIECCE OCBOCHUS
JTUCIUTUTAHBL (MOTYJIS).




®OC sBnsieTcs MPUIOKEHUEM K JaHHOW MPOrpaMMe AUCIUILTUHBI (MOIYJIS).

7. MeToau4yeckne yKazaHus I 00y4al0UIUXCS 10 OCBOEHHIO JUCIHUNIMHBI

[Ipucrynas k pabote, KaXIblii CTYJEHT JOJDKEH NMPUHUMATh BO BHUMAHHUE CIEIyIOIINE
ITOJIOKEHHSL.

HucuunnuHa (MOIyJb) TMOCTPOEHAa IO TEMaTUYECKOMY MpPHUHIMITY, Kaxaas Tema
IpeJICTaBIsIeT COOO0 TIOTUYECKH 3aBEPIICHHBIN pa3/elt.

[IpakTuueckue 3aHATHS TPOBOAATCA C LENbI0 3aKpeIUIeHUS YCBOCHHOW HH(OpMaINH,
npuoOpeTeHNs] HABBIKOB €€ NPHUMEHEHHs TMPU PEIICHUH MNPaKTHUYEeCKUX 3a1ad B
COOTBETCTBYIOIICH MpPeIMETHON 00IacTH.

CaMmocTtosTenpHass paboTa CTYJCHTOB HalpaBiIeHAa HA CAaMOCTOATEIbHOE U3yYCHUE
JOIIOJTHUTCIBHOT O MaTepHaﬂa, HOI{FOTOBKy K HpaKTI/IIIGCKI/IM nu J'Ia60paTOpHI)IM 3aHATUAM, a
TaK)Ke BBIMIOJTHEHUS BCEX BUIOB CAMOCTOSTEILHON paOOTHI.

I[J'If{ ycnemHoro OCBOCHUA JAUCHUIIIINHBI, H€O6XO)II/IMO BBIITOJTHUTH BCC BUbI
CaMOCTOSITENIHOM pabOThI, UCIIONB3YSl PEKOMEHIyeMble HCTOYHUKH UH(OPMAIIHH.

8. YueOHO-MeTOANYeCKOE M HH(POPMALIMOHHOE o0ecTieYeHre I CIHIIIMHbI

8.1. [lepeueHb OCHOBHOW U JTOMOJIHUTEIBHON JIUTEPATYphl, HEOOXOAUMOMN JJISi OCBOCHUS
JTUCIUILTAHBI (MOJTYIsT)

8.1.1. IlepeueHb OCHOBHOM JIUTEPATYPHI:

1. IIpocuc, K. PaccinenoBanue xomnbrotepHsix npectymiennit / Kpuc Ilpocuc, KeBun
Mannua; [nep. ¢ anrin. O. Tpydanos]. — M.: Jlopu, 2013. — 476 c.: mn.d23. — ISBN 978-5-85582-
314-1

8.1.2. IlepeueHpb NONONHUTEIBHON JIUTEPATYPHIL:

1. Digital Forensics and Incident Response. Gerard Johansen. 2017.

2. Acharyulum, G.V.R.K. (2011), Information Management in a Health Care System:
Knowledge Management Perspective. International Journal of Innovation, Management and
Technology, Vol. 2(6), 534-537.

3. Biros, David P., Mark Weiser and John Witfield. (2007). Managing digital forensic
knowledge an applied approach. Proceedings of the 5th Australian Digital Forensics Conference,
Edith Cowan University, Perth Western Australia.
https://ro.ecu.edu.au/cgi/viewcontent.cgi?referer=https:// www.google.com/&httpsedir=1&article
=1010&context=adf.

4. Brown, John Seely and Paul Duguid. (1998). Organizing Knowledge. California
Management Review, Vol. 40(3), 90-111.

5. Chang, Weiping and Peifang Chung. (2014). Knowledge Management in Cybercrime
Investigation — A Case Study of Identifying Cybercrime Investigation Knowledge in Taiwan.
Pacific-Asia Workshop on Intelligence and Security Informatics (PAISI 2014:Intelligence and
Security Informatics), pp. 8-17.

6. Chow, Peter. (2012). Surfing the Web Anonymously - The Good and Evil of the
Anonymizer. SANS Institute InfoSec Reading Room. https://www.sans.org/reading-
room/whitepapers/detection/surfing-webanonymously-good-evil-anonymizer-33995. Citizen Lab
(n.d.). Research. https://citizenlab.ca/category/research/.

7. Cybercrime Centres of Excellence Network for Training, Research and Education
(n.d.).

8.2. [Ilepeuenp yuyeOHO-METOIUYECKOTO OOECIEUEHUS CaMOCTOSTEIIbHOW pPaOOThI
00y4aromuxcs Mo AUCUUTUTHHE (MOJIYIIIO)

1. Digital Forensics and Incident Response. Gerard Johansen. 2017.

2. Acharyulum, G.V.R.K. (2011), Information Management in a Health Care System:
Knowledge Management Perspective. International Journal of Innovation, Management and
Technology, Vol. 2(6), 534-537.



3. Biros, David P., Mark Weiser and John Witfield. (2007). Managing digital forensic
knowledge an applied approach. Proceedings of the 5th Australian Digital Forensics Conference,
Edith Cowan University, Perth Western Australia.
https://ro.ecu.edu.au/cgi/viewcontent.cgi?referer=https://www.google.com/&httpsedir=1&article
=1010&context=adf.

4. Brown, John Seely and Paul Duguid. (1998). Organizing Knowledge. California
Management Review, Vol. 40(3), 90-111.

5. Chang, Weiping and Peifang Chung. (2014). Knowledge Management in Cybercrime
Investigation — A Case Study of Identifying Cybercrime Investigation Knowledge in Taiwan.
Pacific-Asia Workshop on Intelligence and Security Informatics (PAISI 2014:Intelligence and
Security Informatics), pp. 8-17.

6. Chow, Peter. (2012). Surfing the Web Anonymously - The Good and Evil of the
Anonymizer. SANS Institute InfoSec Reading Room. https://www.sans.org/reading-
room/whitepapers/detection/surfing-webanonymously-good-evil-anonymizer-33995. Citizen Lab
(n.d.). Research. https://citizenlab.ca/category/research/.

7. Cybercrime Centres of Excellence Network for Training, Research and Education
(n.d.). 2Centre.http://www.2centre.eu/.

8.3. [lepeuens pecypcoB MH(DOPMAITMOHHO-TEICKOMMYHHUKAIITMOHHONU ceTH «HTepHET,
HEOOXOIUMBIX JUIS OCBOEHHSI JTUCIUIUTMHBI (MOJYJIs)

1. http://catalog.ncfu.ru/catalog/ncfu—3nexkTpoHHBI KaTaqor HaydyHOH OuUOIMOTEKH
CKdY.

2. http://biblioclub.ru — OBC «YnuBepcurerckas 6uémmorexa OHTAH».

9. [lepeuyenb HHPOPMALHOHHBIX TEXHOJIOTHI, HCMOJIBL3YeMbIX NMPH OCYLIECTBIECHUH
o0pa3oBaTe/IbHOIO Tpolecca MO JAWCHUIVIMHE (MOAYJII0), BKJIWYasg IepeyeHb
NMPOrpaMMHOro odecnedeHusi 1 HHGOPMANMOHHBIX CIPABOYHBIX CHCTEM

Ha ceMuHapckux M NpPaKTUYECKUX 3aHATHUSAX CTYJIEHTHI NMPEACTaBIAIOT MPE3CHTALHH,
MIOJITOTOBJICHHBIE UMH B Yachl CAMOCTOSITEIIbHOI paboTHI.

WHbopmanoHHbIe CIIPAaBOYHbIE CUCTEMBI:

WNudopmanmoHHO-CIIpaBOYHbIE U WH(POPMAIMOHHO-TIPABOBBIE CHUCTEMBI, MCIIOIb3yeMbIe
IpU U3yYEeHUH AUCHUIUINHBL:

1. Wndopmammonnas cmpaBounas cucrema ['APAHT.PY // Pexum nocryma:
http://www.garant.ru/

[IporpamMmMHoe obecrieueHue:

1. JIuuensuonHoe nporpammuoe odecnieuenue: Microsoft Office Standard 2013

2. Jluuensunonnoe nporpammuoe odecrieuenue: Audit Expert

3. Acrobat Reader; Internet Explorer u np.

10. Onucanue MaTepuaIbHO-TEXHUYECKOM 0a3bl, HEOOXOAUMOI 115l OCYIIEeCTBJICHUS
00pa3oBaTeILHOIO NMpoIecca Mo JMCUUILUINHE (MOTYJII0)

JlexoHHBIE AyanTopusi, yKOMIUIEKTOBaHHAS CIIEIIHATM3UPOBAHHON MEOENbI0 M TEXHUIECKUMU

3aHATHA cpeAcTBaMH OOYYEHUS, CIIy>KaIlUMH JJIsl IpeAcTaBieHus yueOHol nHpopManuu
OOJIBIIION ayAMTOpPHM: TIEPEHOCHOW HOYTOYK, HPOEKTOp, JOCKa MAarHUTHO-
MapkepHas Y4eOHO-HarsiiHble MOCOOMSI B BHIE TEMAaTHYECKUX IPE3CHTALMM,
COOTBETCTBYIOIINX pabOYNM MporpaMMam JUCIUILIINH

[IpakTnueckue AyIuTopusi, YKOMIUIEKTOBaHHAs CIICLHAIM3UPOBAHHON MEOEIbIO M TEXHUUECKIMHU

3aHATHA CpeAcTBaMH OOYYEHUs, CIIy>KalllUMU AJIsl IpeAcTaBieHus yueOHol nHpopMannu
OoJIBIION ayauTOpHH: AMNMApaTHO-MPOrPAMMHBIA KOMILUIEKC JJISl UCCIIEIOBAHUS
1 BOCCTAHOBJIEHHUS MOBpEXACHHBIX Hocutene nanHeix HDD PC-3000 Express
AnnapaTHO-IPOTrpaMMHBIM KOMIUIEKC AJISI KPUMHUHATIMCTHUECKOTO UCCIIeIOBAHUS
¢onorpamm MKAP Jla6 II+ JKK-monmrop DELL UP3216Q XK- Tteneuzop
LG55UF680V  Kommiiekt akyctuueckux cuctem JBL LSR305 IIK ITS



http://catalog.ncfu.ru/catalog/ncfu
http://biblioclub.ru/

Power(Core i7- 6700.16GbDDR4.240GbSSD.3Tb.DVD-
RW.GeForceGTX10708Gb.GLAN.Win 10 Pro) IIK ITS Power(Corei5-
6500.8GbDDR4.240GbSSD.3Tb.DVD-
RW.GeForceGTX10502Gb.GLAN.LED27 Winl0 Pro) x10 wt YcrpoicTBo ass
KOMTUPOBAaHUS HMHQPOPMAIMKA C KOMIIBIOTEPHBIX HOCHUTENIEH C BO3MOXKHOCTBIO
OylokupoBaHus onepanuii 3amucu Tableau T8-R2 VcrpoiicTBO it KommpoBaHUs
nHGOPMAIUK C KOMITBIOTEPHBIX HOCUTENEH C BO3MOXKHOCTHIO OJIOKMPOBAaHUS
omeparmii 3anucu Tableau OEM T3iu YueOHO-HarisgHbIe MMOCOOMS B BHJIE
TEMATUYECKUX  IPE3CHTAlMH, COOTBETCTBYIONIMX pabodyuM  Mporpammam
JTUCIHTLINH

CamocrosiTenbHas |AyaUTOPUS, YKOMIUIEKTOBAaHHAS CIICIIUATU3UPOBAHHON MEOCIBIO0 U TEXHUYCCKUMU
pabota cpencTBamMu OOydYeHUS, CITYKAITUMHU IS TIpeACcTaBIeHus yaeOHO! nH(opMauu
OOJBITION ayIUTOPUU: ATIApaTHO-TIPOTPAMMHEIN KOMIUIEKC IS MCCIIECIOBAHUS
¥ BOCCTAHOBJICHUS MOBpEeXIeHHBIX Hocutenei ganasix HDD PC-3000 Express
AnmapaTHO-ITPOrPaMMHBIA KOMIUICKC JUIsl KpUMUHATHCTUIECKOTO UCCIICIOBAHUS
¢dororpamm MKAP Jla6 II+ XKK-monmrop DELL UP3216Q XK- Tteneuzop
LG55UF680V  Kommiekr akyctmueckux cuctem JBL LSR305 IIK ITS
Power(Core i7- 6700.16GbDDR4.240GbSSD.3Tb.DVD-
RW.GeForceGTX10708Gb.GLAN.Win 10 Pro) IIK ITS Power(Corei5-
6500.8GbDDR4.240GbSSD.3Tb.DVD-
RW.GeForceGTX10502Gb.GLAN.LED27 Winl0 Pro) x10 wt YcrpoicTBo asns
KOMTUPOBaHUS HMH(POPMAIMKA C KOMIBIOTEPHBIX HOCHUTENIEH C BO3MOXKHOCTBIO
OyiokupoBaHus onepanuid 3amucu Tableau T8-R2 VcrpoiicTBO miist KommpoBaHUs
nHGOPMAIMK C KOMIBIOTEPHBIX HOCUTENEH C BO3MOXKHOCTHIO OJIOKMPOBAaHUS
omepanmii 3anucu Tableau OEM T3iu YueOHO-HarisgHbIe MMOCOOMS B BHJIE
TEMaTHYECKUX TIPE3CHTAIi, COOTBETCTBYIOIINX pabO4YuM IporpaMMam
JTUCIHTLINH

11. Oco0eHHOCTH OCBOEHHMSI TMCHUIUIMHBI (MOXYJIS) JIMIAMH € OrPaHUYEeHHBIMH
BO3MOKHOCTSIMH 310POBbSI

OOyuaommmMcsi C OrpaHUYCHHBIMH BO3MOXXHOCTSMH ~ 37I0POBbS  MPEIOCTABIISIOTCS
CrelMalbHble y4eOHUKH, Y4eOHbIE MMOCOOMS W JUAAKTHUYECKHE MaTepuaibl, ClenuaIbHbIe
TEXHUYECKHE CPEJICTBa OOyUYCHUS KOJUIEKTUBHOTO W HHAMBUAYAJTHLHOTO IOJIB30BAHMS, YCIYTH
acCUCTEeHTa (TIOMOIIHUKA), OKA3bIBAIOLIETO OOYYarOIMMMCS HEOOXOIUMYI0 TEXHHYECKYIO
MOMOIIIb, & TAKXKE YCIYTH CYPAOTIEPEBOTIMKOB U TUHIOCYPAOTIEPEBOTINKOB.

OcBoeHHE AUCHUIUIMHBL (MOAYJISI) OOYYAIOIIMMHUCS C OTPAHUYCHHBIMH BO3MOXKHOCTSIMHU
3I0POBBSI MOXKET OBITh OPTraHU30BAaHO COBMECTHO C JPYTMMH OOYYalOIUMHCS, a TaKkkKe B
OTJICBHBIX TPYIIIaX.

OcBoeHHEe AUCHUIUIMHBI (MOJYJI) OOYYAIOIIMMHUCS C OTPAaHUYCHHBIMH BO3MOKHOCTSIMHU
3I0pOBbSI  OCYIIECTBISIETCSI C YY€TOM OCOOEHHOCTEH TMCHUXO(H3UYECKOrO  pa3BUTHS,
WHIUBUTy UTBHBIX BO3MOXHOCTEH M COCTOSTHUS 3/I0POBBSI.

B 1mensax JOCTymHOCTHM TONy4Y€HHUs BBICHIETO OOpa3oBaHHWs IO 00pa3oBaTeIbHOU
nporpamMme JIMIIaMH ¢ OTPAaHUYECHHBIMH BO3MOKHOCTSIMH 3/I0POBBSI TP OCBOCHUU JTUCIIUTUIMHBI
(Momynsi) obecrieunBaeTcs:

1) st I ¢ OTpaHUYEHHBIMU BO3MOKHOCTSIMU 3/I0POBbSI 110 3pEHUIO:

- TPHUCYTCTBUE aCCUCTEHTA, OKA3bIBAIOIIETO CTYICHTY HEOOXOAMMYIO TEXHUYECKYIO
MOMOIIb C YYETOM WHJMBUIYaJIbHBIX OCOOEHHOCTEH (IOMOraer 3aHATh padoyee MecCTo,
NepeIBUTATHCS, TPOYUTATh U OPOPMUTH 33/JaHKE, B TOM YHCIIE, 3aITUCHIBAS MO JUKTOBKY ),

- MMUCBMEHHBIC 3aIaHUS, & TAKXKE WHCTPYKIIUH O MOPSIKE WX BBITOJHECHUS O(POPMIISIFOTCS
yYBEIMUYEHHBIM HIpUPTOM,

- CHeluaibHble YIYCOHHKH, yueOHBbIE MOCOOMS M JUIAKTHYECKHE MaTepuaibl (MMEIOIINe
KPYIHBIN WpudT win ayauodaiinsr),

- MTHAMBUAYaJbHOE paBHOMEpPHOE ocBeleHne He MeHee 300 ok,




- TpU HEOOXOJMMOCTH CTYAEHTY JJIsl BBINOJHEHUS 3aJaHus MPEAOCTABISACTCS
YBEIIMYMBAIOIIECE YCTPOUCTBO;

2) Ui U1 C OTPAaHUYEHHBIMH BO3MOXHOCTSIMHU 3/I0POBBS IO CIYXY:

- TPHUCYTCTBHE aCCHUCTEHTA, OKAa3bIBAIOIIETO CTYIEHTY HEOOXOAUMYI0 TEXHUYECKYIO
IOMOIIb C YYETOM MHIMBHIYaJbHBIX OCOOCHHOCTEH (IIOMOTraeT 3aHATh paboyee MecCTo,
MIepeIBUraThCs, MPOYUTATh U 0QOPMUTH 3aJ]aHKe, B TOM YHUCIIE, 3alIUChIBasl MO TUKTOBKY),

- of0ecrmeynBaeTcss HaJIM4yhMe 3BYKOYCWJIMBAIOUIEW  ammaparypbl  KOJUIEKTUBHOTO
MOJIb30BAHUSA, MpPH HEOOXOAMMOCTH OO0ydYaroleMmycsi MpeIOoCTaBIIsIEeTCS 3BYKOYCHIJIMBAOLIAs
anmnaparypa UHAUBHYyaJIbHOTO MOJIb30BaHUS;

- ofecneunBaeTcs  HaJUIeKAIIMMH  3BYKOBBIMH  CpPEJCTBAMH  BOCIPOHU3BEICHUS
UHpOpMaLUY;

3) uist UL ¢ OTPaHMYEHHBIMU BO3MOXHOCTSIMU 3/10POBbS, UMEIOLIUX HApYILIEHHUS OTIOPHO-
JIBUTATENILHOTO anmapara (B TOM YHCJE C TSDKEIbIMH HapyIIEHUSAMM IBUTaTeNbHBIX (DYyHKIHIA
BEPXHUX KOHEYHOCTEN WJIM OTCYTCTBUEM BEPXHUX KOHEUHOCTEH):

- TNHMCbMEHHBIE 3aJaHMsl BBINOJHAIOTCS HAa KOMIBIOTEPE CO CIELHMAIU3UPOBAHHBIM
IPOrpaMMHBIM 00€CTIeYeHUEM U HaIMKTOBBIBAIOTCSI ACCUCTEHTY;

- 10 JKEJIAHUIO CTYJIeHTA 3aJJaHHUsl MOTYT BBINIOJIHATHCS B YCTHOU (hopMme.

12. OcoOeHHOCTH peaju3alli¥ IWCHUILIMHBI € NPUMEHEHHEM INCTAHUMOHHBIX
o0pa3oBaTe/IbHBIX TEXHOJIOTHI M 3JIEKTPOHHOI0 00y4YeHHs

Cornacho yactu 1 crarbu 16 ®enepanbHoro 3akoHa ot 29 nexadbps 2012 r. Ne 273-D3
«O06 oOpazoBannu B Poccuiickoit Denepanuu» TMOJ 971eKMPOHHLIM 00yYeHuem TOHUMAETCS
opranu3zanysi 00pa3oBaTeIbHON 1EATENLHOCTH C MPUMEHEHHEM COAeprKallencs B 6a3ax JaHHbBIX
U HCIONb3yeMOM TpU  peaau3aluu  o0pa3oBaTelIbHBIX MporpamMm  HHpoOpManuu U
o0ecrnieunBarOIUX ee 00paboTKy HH(POPMALMOHHBIX TEXHOJOTUH, TEXHUYECKHX CPEJACTB, a
Takke WH(POPMAIMOHHO-TEJIEKOMMYHUKAIIMOHHBIX CeTel, olecneuyuBarolMX Iepenady Io
JMHUSAM CBSI3M yKa3aHHOM MH(pOpMalMM, B3aUMOAEHCTBUE OOYyYarOMIMXCS M IMEAaroruuyecKux
pabotHukoB. Ilox oOucmanyuonnvimu obpazosamenvuviMu mexHOIO2UAMY TIOHUMAIOTCS
o0Opa3oBaTeNbHbIE TEXHOJIOIHUH, pealu3yeMble B OCHOBHOM C IMPUMEHEHHEM HH()OPMaIMOHHO-
TEJIEeKOMMYHUKALIMOHHBIX CETed MpH ONOCPEAOBAHHOM (Ha pacCTOSHUU) B3aUMOJEHCTBUU
o0yyaroImuxcs 1 NeJarorndyeckux paboTHUKOB.

Peanu3zanust TUCHUIUIMHBI MOXKET OBITh OCYILECTBJIEHA C IPUMEHEHUEM JUCTAHIIMOHHBIX
00pa30BaTEeNbHBIX TEXHOJOTHUH U 3JEKTPOHHOrO OOYy4YeHHMsI MOJHOCTHIO WJIM YaCTHYHO.
Kommnonentst YMK npucuumimssl  (paboyass mnporpamma JUCUUIUIMHBI, OLEHOYHBIE U
METOAMYECKHEe  Marepuanbl, (GOpMbI  aTTECTallMM), pealu3yeMod ¢  [pPUMEHEHHEM
JUCTAHIIMOHHBIX 00pa30BaTEIbHBIX TEXHOJIOTUHN U 3JIEKTPOHHOTO 00YUYEHMsI, COIEPIKAT yKa3aHUe
Ha MX UCIOJIb30BaHUE.

[Tpu opranumzamuu 00pa30BaTEIBLHOW AEATEIHHOCTH C MPUMEHEHHEM JHCTaHIIMOHHBIX
00pa30BaTEeNbHBIX TEXHOJOTHUH W 3JEKTPOHHOro OOyudeHHs MOTryT IpeaycMaTpUBaThCs
ACHHXPOHHBIA ¥ CHHXPOHHBII CIOCOOBI OCYIICCTBJICHHS B3aMMOJACWUCTBUS yYAaCTHHUKOB
00pa30BaTeNbHBIX OTHOIIEHUI MOCPEACTBOM HH(POPMALMOHHO-TEIEKOMMYHHUKAIIMOHHONW CEeTH
«nTepHeT.

[Ipy mpuMeHEeHMM IUCTAHIMOHHBIX OOpa30BATENbHBIX TEXHOJOIMH W 3JIEKTPOHHOIO
o0y4eHHss B pAaclUCaHMM TO JAWCHUIUIMHE YKa3bIBAIOTCS: CIOCOOBI  OCYIIECTBICHUS
B3aUMOJICHCTBUS YYaCTHUKOB OOpa30BaTENbHBIX OTHOIIEHUI MOCPEICTBOM HH()OPMAIMOHHO-
TenekoMMmyHuKannoHHoi cetu «MutepHer» (BKC-Bumeokondepeniicsszp, DT — anekTpoHHOE
TECTUPOBAHUE); CCHIJIKU HA IEKTPOHHYIO HH(OpMAIIMOHHO-00pa3oBarebHyto cpeny CKDY, na
oOpa3oBaTenbHbIe TUIAT(GOPMBI U PECYPCHl MHBIX OpPTraHU3aIlUil, K KOTOPHIM IPEIOCTABISACTCS
OTKPBITBIA JOCTYN uYepe3 MH(OPMAIMOHHO-TEICKOMMYHHUKAIIMOHHYIO ceTb «MHTepHeT»; s
CUHXpPOHHOTO OOydYeHHUsi - BpeMsl MPOBEACHUS OHJIAWH-3aHATUN U NpernojaBaTenu; A
ACUHXPOHHOTO 00Yy4€HUs - aBTOPBI OHJIAWH-KYPCOB.



IIpn opraHM3anuu NPOMEXKYTOUHOM aTTeCTallud C INPUMEHEHUEM JAMCTAHLIMOHHBIX
00pa30BaTeNbHbIX TEXHOJOTHMH M 3JIEKTPOHHOTO OOy4YeHHs HCIOJIb3YIOTCS Meroanyeckue
PEKOMEHJAIMU MO TMPUMEHEHHIO TEXHHUYECKUX CPEJICTB, O00ECIeYMBAIONMX OOBEKTUBHOCTD
PE3yNbTAaTOB MPHU MPOBEIECHUH MPOMEKYTOUHON M rocyAapCTBEHHOM MUTOrOBOM aTTECTallMH IO
oOpa3oBaTeNbHBIM IMpOrpaMMaM BBICIIEr0 00pa3oBaHMs - MporpaMmaM OakajaBpuaTa,
MporpaMMaM CIeNHaInuTeTa U IporpaMMaM MarucTpaTypbl ¢ MPUMEHEHHEM JIMCTaHIIMOHHBIX
oOpasoBatenbHbIX TexHoJorui (Ilucemo MunoOpHayku Poccun ot 07.12.2020 r. Ne MH-
19/1573-AH "O nHanpaBiieHUN METOIUYECKUX peKOMEeHaui'").

Peanuzanust AUCUUIUIMHBI ¢ IPUMEHEHHEM 3JIEKTPOHHOTO OOYyYEHHUS M JAUCTaHIIMOHHBIX
o0pa3oBaTeNbHbIX  TEXHOJOTHM  OCYIIECTBISETCS C  HCIHOJB30BaHUEM  AJIEKTPOHHOMU
uHpOopMaImoOHHO-00pa3oBarenbHO cpenbl CKDY, k koTopoii obecnedeH JoCTyn 00yJaronuxcs
yepe3 MH(POPMALMOHHO-TEIEKOMMYHHUKAIIMOHHYIO ceTh «VHTepHeT», WM C HCIOJb30BaHUEM
PECYpPCOB HMHBIX OpraHM3alMif, B TOM 4HCIE IUIaT(HOPM, MPEIOCTABISAIOMINX CEPBHUCHI JUIS
MIPOBE/IEHUS] BUJCOKOH(epeHIMil, OHNaliH-BCTped U TucTaHIMOHHOro o0yuenus (Bigbluebutton,
Microsoft Teams, a Takke C HCHOJIb30BAHUEM BO3MOKHOCTEH COLMAIBHBIX CETeH Ui
OCYIIECTBIICHUS KOMMYHHKAIIMN 00YYaIOIUXCs ¥ TIPETojaBaTesieH.

VY4ebHO-MeToIM4YecKoe o0ecleyeHne IUCLUIUIMHBI, peaqu3yeMoil ¢ NpUMEHEHHEM
ANEKTPOHHOTO OO0y4YeHHs] U JUCTAHLMOHHBIX OOpa30BAaTENbHBIX TEXHOJOTHM, BKIIOYAET
IpeCTaBICHHbBIE B JEKTPOHHOM BHJIE pabouyro MmporpamMmy, yuyeOHO-METOJUUECKUe Mocoous
WIM KypC JIEeKIUHA, METOAWYECKUE YKa3aHWs K BBIIOJIHEHUIO Pa3JIMYHBbIX BUJOB YyueOHOM
NESTeIbHOCTH  OOy4YaloUIMXCs, MPEeIyCMOTPEHHBIX JTUCHMIUIMHOM, H mpouue ydeOHo-
METOMYECKUE MaTEPHAIIbl, pa3MEIICHHbIC B MHPOPMAIIMOHHO-00pa3oBaTeabHoi cpene CKOY.



