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3ansaTueNe 1.
Co3nanue kubepmupa

Ieau 3aHATHSA

B pesynpTare HACTOSIIETO 3aHATUS W TOCIEAYIOUIEH CaMOCTOSTEIbHONH pPabOTHI

CTYACHTHBI NOJIKHBI:

1. 3akpenuTth MaTepHUall, MOJYYCHHBIN HA JICKIIMOHHBIX 3aHATHSIX.
2. YMerp HacTpanBaTb0a30BbIE KOMIIOHEHTHI CEpBEpa.
3. IlpmoOpectn HaBbiku paspepTbiBanus ciyx0 FTP, amextponnoit moutsr, DNS,

NTP, AAA u BeO-ciyxObl Ha HECKOJIBKHX CEpBEpax.

4. TlpuoOpecTy HaBBIKH aHAIHM3a U 00OOIICHHUS MTOyUYEHHBIX PE3yIbTATOB.

Y4eOHbIe BONIPOCHI 3aHATHUS

1. Hacrpoiika FTP-cepBepa

2. Hacrtpoiika BeO-cepBepa

3. Hactpoiika cepBepa 3JI€KTPOHHOMN MOYThI
4. Hactpoiika DNS-cepsepa

5. Hacrpoiika NTP-cepepa

6. Hactpoiika ceppepa AAA

O0opynoBaHue U MaTepHaJIbI
1K ¢ ycranoBnenusiMPacket Tracer

OO0mue cBegeHust/cueHapui
BoinonHsis 910 3a1aHue, Bbl HACTpouTe 0a30Bble KOMIIOHEHTHI cepBepa. HacTpoiika [P-B

COOTBETCTBUH ¢ Tabnuie anpecanuu. [Tonp3ysach Bkiaakoi Services (CiykO0bl), BbI BBITOTHUTE
pa3BepThiBanue ciyx0 FTP, snektponnoit moutsl, DNS, NTP, AAA wu BeO-cimyxObl Ha
HECKOJIbKHX CepBepax.

Tabauua agpecanuu

YerpoiicTBo IP-aapec Macka nmoacern Caiur
Cepsep FTP/Web 10.44.1.254 255.255.255.0 Metropolis Bank HQ
Cepsep Email/DNS 10.44.1.253 255.255.255.0 Metropolis Bank HQ
Cepeep NTP/AAA 10.44.1.252 255.255.255.0 Metropolis Bank HQ
Cepsep PE3CPBHOTO 10.44.2.254 255.255.255.0 Gotham Healthcare Branch
KonupoBaHus (aiton

Y4ye6HbIN Bonpoc 1: Hacrpoiika FTP-cepsepa

War 1: AxruBaunus cayxost FTP.

a.
b.

C.

Ortkpoiite 06sexT Metropolis Bank HQ u Beibepure cepsep FTP/Web.
[Mepeiinure Ha BKiIaaky Services (Ciyx0b1) u BeIOepuTe paszaen FTP.

Brurounte cimy0y FTP ¢ moMoIipio ceneKTUBHOW KHOIIKHU, KOTOpasi HAXOIUTCS B BEpXHEW 4acTu
OKHA.



War 2: IIpenocTraBbTe MoJb30BaTedsM A0cTyn K FTP-cepBepy.

a. CosmaiiTe yueTHbIE 3alTUCH TIOIb30BaTeNeH ¢ uMenamu bob, mary u mike, Ha3HaunB Kax a0 U3
HHX MapoJb CiSC0123.

b. Kaxnas yuerHast 3ammch JO/DKHA UMETh TosHbIe pasperinerns (RWDNL) Ha noctym k cepBepy
FTP/Web.
Y4eOHbIM Bonpoc 2: Hacrpoiika Bed-cepBepa

War 1: AxruBanus cay:xost HTTP.

a. Ortkpoiite o6bexT Metropolis Bank HQ u BeiGepute cepsep FTP/\Web.
b. Tlepeiimure na Brnaaky Services (Ciyx0bi) u Beioepure HTTP.
C. Bxmounre ciry:x661 HTTP 1 HTTPS ¢ moMo1iibto celeKTHBHBIX KHOTIOK, KOTOPBIE HAXOIATCS

B BEpXHEH 4aCTU OKHa.

War 2: IIposepka padorocnocodHocTu cay:xo61 HTTP.

a. BriOepute xommbroTep ¢ umenem "Sally" u nepeiinure Ha Bkinanky Desktop (Pabouwnii crod).
b. Ilenxuure 3aagox Web Browser (Bpay3sep). Ilepeiiaute Ha Be6-caliT WWW.CISCO.COrp.
c. Ilomp3yscek BeO-Opay3epom, nepeinute no [P-aapecy 10.44.1.254.

IIpeanonoxum, nepexon no IP-agpecy npoucxoauT KOPpEKTHO, HO ITPU 3TOM HEBO3MOKHO
BBINIOJIHUTD HIEPEXO/]] C UCTIOJIb30BAaHUEM ITOJIHOI'O IOMEHHOI'0 UMEHH. B yem MoxeT ObITh
MpUYHUHA?

Y4ye6HbIN Bonpoc 3: Hacrpoiika DNS-cepBepa

War 1: AxruBamus ciayxon1 DNS.
a. Ortkpoiite oobexT Metropolis Bank HQ u Beibepure cepsep Email/DNS.

b. Tlepeiinure Ha Bknanky Services (Ciyx06bi) u Beioepute DNS.

C. Bxmrounre ciy:x6y DNS ¢ momoIpio cenekTHBHOM KHOTIKM B BEPXHEH YyacTH OKHa.

War 2: Co3nanue 3anuceiit DNS A.

a. Cosmaiite 3amucek A email.cisco.corp ¢ IP-ampecom 10.44.1.253. Haxxmure Add (JIo6aButs),
9TO0BI COXPAHHUTh 3aIUCh.

b. Cosnaiite 3amcs A Www.cisco.corp ¢ IP-aapecom 10.44.1.254. Haxxmute Add ([To6aButh),

YTOOBI COXPAHUTH 3AITUCH.

War 3: IIposepka padoTocnocodHoCTH cay:k0b1 DNS.

a. Bnibepute koMmbroTep ¢ umenem "Sally" u nepeiinure Ha Bkinanky Desktop (Pabouwnii crod).
b. Mlenxuure 3uauox Web Browser (bpaysep). Ilepeiinnre Ha Be6-caiiT WWW.CISCO.COrp.

[TouemMy 1oJIB30BaTENb YCIENTHO MEPEXOIUT 110 YKa3aHHOMY TIOJTHOCTHIO KBATU(PUIIMPOBAHHOMY
AMEHU JomeHa?




YuyebHbIn Bonpoc 4: Hacrpoiika cepBepa 3J1eKTPOHHOM MOYTHI

LWar 1: AxkTuBanusi CEpBUCOB YJIEKTPOHHOI MOYTHI.

a. Ortkpoiire 06bexT Metropolis Bank HQ u BeiGepute cepsep Email/DNS.
b. Tlepeitnure na Brianky Services (Cimyx0b1) u BeiOepute pasnen EMAIL (DnekTpoHHas moura).
c. Bxmtounre ciry:x661 SMTP 1 POP3 ¢ moMoIbio CeeKTUBHBIX KHOTIOK, KOTOPBIC HAXOASTCS

B BEPXHEU 4acTH OKHa.

War 2: Co3naiiTe 1yis moJib3oBaTelieil y4eTHbIE 3aNHCH YJIEKTPOHHOI MOYTHI.

a. Cosmaiite JOMEHHOE UM CiSCO.COrp.
b. Cosnaiite yuernsie 3anucu none3osareneii ¢ umenamu phil, sally, bob, dave, mary, tim u mike,
Ha3HAYMB KaKIOW YUETHOM 3aIMCH MapoJib CiSC0123.

War 3: Hacrpoiika moJib30BaTeIbCKUX KJIMEHTOB 3JIEKTPOHHOM MOYTHI.
a. BniOepute xommbroTep ¢ umeHem Sally u nepeiiaure Ha Bkiaaky Desktop (PabGounii cTom).
b. Ilenkuure 3nawox Email (DnexTpoHHas mouTa) ¥ BBEIUTE CIACIYIONLYIO0 HHOOPMAIIHIO.
Name (Mms): Sally
Email Address (Aapec anextporHo# mouTtsl): sally@cisco.corp

Incoming&OutgoingEmailServer(s) (cepsep (-b1) BXOSIICH 1 UCXOASIICH ITOYTHI):
email.cisco.corp

Username (ums moss3oBatens): sally
Password (mapouis): €isc0123
c. TloBropwure mar 3b Ha kommbsroTepe ¢ umeHem Bob, 3amenus ums sally na bob.

[Mouemy juis pabOTHI CepBHCa SIEKTPOHHOMN MOYTHI HEOOXOJMMO OJTHOBPEMEHHO aKTHBUPOBATh
ciyx0b1 SMTP u POP3?

Y4ye6HbIN Bonpoc 5: Hacrpoiika NTP-cepBepa

War 1: AxruBauus ciayxobt NTP.

a. Orkpoiite 06bexT Metropolis Bank HQ u Beibepute cepsep NTP/AAA.
b. Tlepeiinute Ha Briaaky Services (CiyxObi) u BeiOepute NTP.

c. BxmounTte cayx6y NTP ¢ moMomipto cenekTUBHOM KHOIIKYM B BEpXHEH YacTH OKHa.

War 2: 3ammura cayxos1 NTP.

a. Bxmounre dpyHkumo ayrentudukanud NTP ¢ moMoIipio COOTBETCTBYIONIEH CEICKTUBHON
KHOIIKH.

b. Hasnausre ximouy Key 1 maposns Cisco123.
Y4yeOHbIN Bonpoc 6: Hacrpoiika AAA-cepBepa

War 1: AxTuBanus ciy:kob1 AAA.
a. Orxkpoiite o0bexkT Metropolis Bank HQ u Beioepute cepsep NTP/AAA.



b. Tlepeiimure Ha Bkmanky Services (Ciry:x0b1) u Beioepure AAA.

C. Bxmrounre ciry:x0y AAA ¢ TOMOIIBIO CENEKTUBHOM KHOIIKY B BEPXHEH YaCTH OKHA.

LWar 2: CereBas konurypamus AAA.

a. Bseawure ums Client Name (ums kiuenta) HQ_Router, agpec Client IP (IP-aapec kivenra)
10.44.1.1 u maposs ciscol23. Haxmute Add ([]06aBuTh), 4TOOBI COXpaHUTh ApaMeTPhI

KJIHMCHTA.

b. Hacrpoiire yuetnyto 3anuch nosip3oBarenss AAA admin ¢ maposiem cisco123. Haxmure Add
([1o6aBUTE), 9TOOBI COXPAaHUTH HHPOPMAITHIO O TOJIE30BATEIIE.

Ipennaraemslii cnocod noacyera 6a/10B

MaxkcumaJjibHOe
IMaru 3apaGoTaHHbIe
Bomnpocs! 3ansaTHst KOJHYECTBO
BOIIpOCa 0as1bI
0aJ10B
Bompoc 2. Hactpoiika BeG-cepBepa Iar 2 2
Bompoc 3. Hactpoiika DNS-cepsepa Iar 3 2
Bompoc 4. HacTpoiika cepBepa 371eKTPOHHOM
MTOYTHI Iar 3 2
Bonpocsi 6
Bana Packet Tracer 94
O0mee ynciio 6aJ110B 100

Coaep:xkanue oT4yeTa

OTuer 1o NpakTUYECKOMY 3aHATHUIO JOJDKEH COJIEPKaTh:

1. Crpykrypy ucxonusix nanHbix B Packet Tracer ¢ IP-agpecarueii ycTpoiicTs.

2. OTBeTHI Ha BOIPOCHI, IOCTABJICHHBIE B XO/I€ BHIOIHEHHUS TPAKTHYECKUX 33 JaHUH.

3. BBIBOfIBI 0 TIPOJIETTaHHOM PabOTE U MOTYIEHHBIX PE3yIbTaTax.

PesynbraThl paboThl JOIDKHBI OBITH OTPaXXEHBI B pabodeil TeTpaan M 3allUIIeHBl YCTHO
KaX/IbIM CTYJICHTOM.

KOHTpOJ’l])H])le BOIIPOCHI

1. Ilpennonoxum, nepexox no IP-agpecy mpoucXoauT KOPPEKTHO, HO IIPU 3TOM
HEBO3MOKHO BBINIOJHUTh IIEPEXOJ C UCIIOJIB30BAHUEM IIOJHOIO JIOMEHHOIO HMMEHH. B uem
MOYET OBITh IPUYKHA?

2. Tlouemy monb30BaTEdh YCHEHNIHO MEPEXOAUT [0 YKa3aHHOMY IOJIHOCTHIO
KBaJIM(ULMPOBAHHOMY UMEHU JIoMeHa?

3. Tlouemy nmnsi paboOTHI cepBHCA AJIEKTPOHHOM IMOYTHI HEOOXOIMMO OJHOBPEMEHHO
akTUBHpOBaTH ciyx061 SMTP u POP3?



3ansTueNe 2.
OO0menue B kubepmupe

Ieau 3aHATHSA
B pesynpTare HACTOSIIETO 3aHATUS W TOCIEAYIOUEH CaMOCTOSTENBbHOW paboThI

CTYJICHTHI JI0JKHBI:

1. 3akpenuth MaTepua, NOJYyYESHHBIN Ha JTEKIIMOHHBIX 3aHATHSIX.

2. YMeThb nepeiaBaTh IEKTPOHHBIE COOOILIEHHS OT MOJIb30BATENS K [TOJIb30BATEIIO.

3. IIprobpectu HaBBIKK BHITPY3KH (DaiiiioB Ha cepBep / ¢ cepBepa 1o nporokoay FTP.

4. YMeTh OCYILIECTBIISATh yIAJICHHBIM TOCTYI K MapLIpyTU3aTOpy KOPIOPATUBHOM CETH 110
npotokoiy Telnet.

5. YMeTb OCYILIECTBIISATh YAICHHBINA TOCTYII K MapLIPyTH3aTOPy KOPIIOPATUBHOM CETH 110
nporokoiry SSH.

6. IpruoOpecTy HaBBIKK aHaJK3a U 000OIICHUSI TOTYICHHBIX PE3YJIbTATOB.

YueOHbIe BONPOCHI 3aHATHSA

1. Tlepenaya 3JeKTPOHHBIX COOOLICHUIA OT MOJIB30BATENS K TTOJIL30BATEIIO.

2. Beirpyska ¢aiinos Ha cepsep / ¢ cepepa no nporokory FTP.

3. YnaneHHslid IOCTYI K MapIIpyTH3aTOPy KOPIIOPATUBHOM ceTH 1o npoTokoiny Telnet.
4. VY naneHHbl JOCTYN K MapLIpyTH3aTOpy KOPIOPATUBHOM ceT 1o npoTokony SSH.

O0opynoBanue u MaTepuaJbl
1K ¢ ycranoBnennsim Packet Tracer

Oo01ue cBe1eHus

Brimonnsist 3T0 3amanue, Bl o0ecnieynTe OOIICHHE Yepe3 yAaleHHbIE CETH C ITOMOIIIBIO
O6H_II/IX CCTCBBIX CCPBUCOB. HaCTpof/’IKa IP-aszecauI/H/I, CCTU U CCPBUCOB B COOTBETCTBUU C
Ta6J'IPH.[eI>i aZpecalu. Bri 6YI[6TC II0JI30BAaThCA KIIMCHTCKHUMU YCTpofICTBaMH, KOTOPBIC
HaxXo4dATCsa B PA3JIMYHBIX C sTux YCTPOP’ICTB BbI 6y):[eTe

MOAKIOYAThCAI K APYT'UM KIIMCHTCKUM YCTpOﬁCTBaM " CEpBCpaM.

reorpa(pﬂqecxnx peruoHax.

Tadauua agpecanuu

YacrHbiii IP- [ O0menocTynHbli
YcrpoiicTBo aapec IP-agpec Macka nojaceTu Caiit
Cepsep FTP/Web 10.44.1.254 | 209.165.201.3 255.255.255.0 Metropolis Bank HQ
Cepsep Email/DNS 10.44.1.253 209.165.201.4 255.255.255.0 Metropolis Bank HQ
Cepeep NTP/AAA 10.44.1.252 209.165.201.5 255.255.255.0 Metropolis Bank HQ
Cepaep PE3CPBHOTO 10.44.2.254 | — 255.255.255.0 Gotham Healthcare Branch
KOIIMPOBaHUS (paiyioB

Y4ye6HbIN Bonpoc 1: Ilepeaaya 3JIeKTPOHHOIO COOOLIEHHS OT

moJIb30BaTe I K I0JIb30BaTEJ/I10

War 1: OtkpoiiTe KJIMEHT JIEKTPOHHOIT MOYTHI HA KOMIIbIOTEPe MoJib3oBaressi Mike.

d. Ortkpoiite 06sexT Gotham Healthcare Branch u BeiGepute kommbioTep ¢ umerem Mike.




e.

Iepeiinure Ha Briaaky Desktop (PaGouwmii cron) u menkauTe 3Hadok Email (DnexTponnas moura).

War 2: OrnpaBka 3J1eKTPOHHOI0 CO00IIeHH MoJIb30oBaTeno Sally.

a.
b.

Haxxmure knonnky Compose (Cozaats), 4TOObI CO3aTh 3JIEKTPOHHOE COOOLICHUE.
B none To: (Komy:) BBeaute aapec sally@cisco.corp.
B none Subject: (Tema:) Beemure Teket "Urgent- Call me™.

B nonre Message (Coobmienne) BBeaute crnenyrommii Teket. "Call me when you are free today to discuss
the new sale."

Haxxwmure krorky Send (OtmpaBuTh), 9TOOBI OTIIPABHTH DIIEKTPOHHOE COOOIIICHHE.

[To xkakoMy IPOTOKOITy TICHEMO OBIJIO OTIIPABIECHO HA CEPBEP IEKTPOHHOMN MOYTHI?

War 3: IIpomepka mourthl mojib3oBatesem Sally.

Ortkpoiite 06vexT Metropolis Bank HQ u Beibepute kommbiotep ¢ umeHem Sally.
[epeiinure Ha Briaaky Desktop (Pabouwmii cron) u menkuute 3Hauok Email (Qnexrponnas moura).
Haxxmure kaonky Receive (ITony4nTs), 4TOOBI ONYyYHTh MUCHMO, OTIPABICHHOE MMOJIb30BaTeaeM Mike.

[To xakOMy IPOTOKOITy HHCHEMO OBIIO TTOJYIEHO C CePBEpa JIECKTPOHHON TTOUTHI?

Y4eOHbIn Bonpoc 2: 3arpy3ka (aiijioB Ha cepBep 1o nporokoay FTP

War 1: Hacrpoiika anaiau3aTopa NnakeToB HA NMepPexXBaT TPa(UKa COOTBETCTBYIOLIETO

nopra.

[epeiinure k reorpaduueckomMy (KOpHEBOMY) BUIY, YTOOBI IPOCMOTPETh BCE TPU YAAIECHHBIX 0OBEKTA.
Beibepute ananuzatop tpaduka Cyber Criminals Sniffer.
Bri6epure nmopt Portl, yTo6s!1 mepexBaThIBaTh MaKeTH HA 3TOM TOPTE.

Ocrasbre ananusarop tpaduka Cyber Criminals Sniffer oTkpsITEIM ¥ BUIUMBIM 0 KOHIIA 9TON YaCTH
paboTEI.

War 2: Ynanennoe noakiawdenue k FTP-cepBepy.

Orxkpoiite 06bexT Healthcare at Home u Beibepute kommbrotep ¢ umenem Mary.

Iepeiinure Ha BRiTaaky Desktop (Pa6ouwnii cron) u menkuure 3Hagok Command Prompt (Komaugaas
CTPOKa).

IMoaxmountech k cepBepy FTP/Web o6bexkra Metropolis Bank HQ. [1yis1 aToro BBeaute komanay ftp
209.165.201.3 B kOMaHIHOH CTPOKE.

Beenute nms mosip3oBatesisi mary u napoib Ciscol23.

War 3: 3arpysure ¢aiin na FTP-cepep.

d.

B xomaHHyI0 CTPOKY ¢ Tockaskoii ftp> Bemure komany dir, 4TO6BI IPOCMOTPETH CITHCOK (aiiiios,
XpaHsuxcs Ha ynainenHoMm FTP-cepsepe.

VY nonp3oBarens Mary umeercst daiin ¢ KoHpUAEHIMANEHONH HHPOPMAIHEi 0 HOBBIX KIIMEHTaxX
MEIUIUHCKOI0 YUPEIKJCHHUS.

3arpysure ¢aiin newclients.txt na FTP-cepsep. s aToro BBenute koManay put newclients.txt.

B xoMaHHYIO CTPOKY ¢ nojcka3koii ftp> Beenure komanay dir, 4ToObl yOSAUTHCS B TOM, YTO (haiin
newclients.txt reneps Haxoaurcs na FTP-cepsepe.

ITouemy 3arpy3ka mo npotokory FTP cunraercs Hebe3omacHsIM criocoOoM nepenadn (aiinos?


mailto:sally@cisco.corp

War 4: Ananus FTP-tpaduxa.

[Mepeiinure k reorpaduyeckoMy (KOPHEBOMY) BHIY, YTOOBI IPOCMOTPETh BCE TPH YAATICHHBIX O0BEKTA.
Bei6epute ananuzatop tpaduka Cyber Criminals Sniffer.

Ha Brnanke GUI (I'paduueckuit narepdeiic) ciesa Beioepute nepssiit noctynusiid FTP-naker. [Tocne
3TOTO MOJHOCTHIO MIPOKPYTUTE BHU3 COAEPKUMOE OKHA, 0TOOPakaeMOro CIpasa.

Kakas napopmanns n3 FTP-3aronoBka oToOpaxaercst B BHIE OTKPBITOTO TeKcTa?

Cnesa BeiOepuTe BTOpoii focTynHsiii FTP-nmaket. ITocie 3TOTO MOTHOCTHIO MPOKPYTHUTE BHU3 COACPKAMOE
OKHa, oToOpaxxaemoro crpasa. [ToBTopure Te sxe aericTBus ¢ TpersiM FTP-makerom.

Kakas kondpunennnansaas nadopmarst n3 FTP-3aromoska (moMrMo HMEHH TIOJIB30BATEINS) OTOOPaKaeTcs
B BHJIE OTPHITOTO TeKcTa?

Y4eOHbIn BonpocC 3: YaajaeHHBI J0CTYIl K MAPIIPYTH3ATOPY

KOPIOPATUBHOM ceTH 10 nporokoJay Telnet

War 1: ¥YaajgeHHnoe noak/jroveHne K MAPIIPyTH3ATOPY KOPIIOPATUBHOM CETH.

d.

e.

Orkpoiite o6bekT Healthcare at Home u BeiGepure kommbrotep ¢ numenem Dave.

IMepeiinure Ha BKiIaaky Desktop (Pa6ouwnii cron) u mienkuure 3aasok Command Prompt (Komaugaas
CTpOKa).

OrnpaBbTe ping-3ampoc Ha MapIIpyTH3aTOP KOPIOPATUBHOM CETH, YTOOBI yOSIUTHCS B HATMYHH CBSI3H
¢ Mapuipytuzatopom. Jlist aToro BBenute komauy ping 209.165.201.2.

C nomoiisio komanast telnet 209.165.201.2 ycranosute coeaunenue mo nporokony Telnet
¢ MapIIpyTH3aTOPOM KOPIIOPATHBHOM CETH, KOTOPOMY Ha3Ha4YeH yKa3zaHHbI [P-axpec.

BhInoIHATE ayTEHTH(UKALMIO HA MapIIPYTH3aTOPE KOPIIOPATUBHOM CETH, UCTIONB3Ys MM [10JIb30BATENS
admin u maposns Cisc0123.

Beemure komanay Show Users, urobsr 0To6pa3utsh nHGopMaimio 06 aktueHOM Telnet-coeanHeHnn
C MapIIpyTH3aTOPOM KOPIIOPATUBHOM CETH.

ITouemy mportokoi Telnet cuntaercss HeOE30MACHBIM CPEICTBOM YIAAJCHHOTO YIIPABICHUS yCTpOicTBaMuU?

Y4eOHbIn Bonpoc 4: YaajeHHBIi J0CTYIl K MAPIIPYTH3ATOPY

KOPNOPAaTUBHOI ceTH 1o nporokoay SSH

War 1: YaanenHoe moak/Io4YeHHe K MAPIIPYTH3aTOPY KOPNOPATHBHOM CETH.

Orxkpoiite 00bekT Gotham Healthcare Branch u BeiGepute xommbrotep ¢ uMenem Tim.

[Mepeiinure Ha Bri1aaky Desktop (PaGouwnii cron) u mienkuaure 3Hasok Command Prompt (Komanguas
CTpOKa).

OrtmpaBbTe ping-3a1poc Ha MapIIpyTU3aToOp KOPIIOPATUBHOMN CETH, YTOOBI yOSTUTHCS B HAIMYUH CBSI3U
¢ MapupyTtuzaTopom. J{iis atoro BBegute komanay ping 209.165.201.2.

C nomoiisio komanast ssh -1 admin 209.165.201.2 ycraHoBUTE COeTUHEHHE TI0 TPOTOKOIY SSH
€ MapLIPYTU3aTOPOM KOPIIOPATUBHOW CETH, KOTOPOMY Ha3Ha4yeH yka3aHHbIi IP-anpec.

BeimonHuTe ayTeHTH(DUKAINIO HA MAPIIPYTH3ATOPE KOPIOPATHBHOMN CETH, MCTIONB3Ys mapois Cisc0123.

Beemure komanay ShOw USers, aro6br 0To6pas3uTh uHpopMaIwio 06 aktuHOM SSH-coennHeHnm
C MapIIpyTH3aTOPOM KOPIIOPATHBHOM CETH.



ITouemy npoTtokon SSH cunraeTcst 6e30macHBIM CPEICTBOM IS YAAJIEHHOTO YIIPABIECHUS yCTPOUCTBAMU?

g. Iepeiimure B pesxuM ritobambpHOM HacTpoiiku. st aToro BBeaute komauay configure terminal.

C momorsio koManzel enable secret cosmaiite maposs Cisco. Jist aToro BBenute komanmy enable secret
cisco.

IIpeanaraemslii cnocod nojacyera 6aj10B

MakcumaiabHoe
Mlaru 3apaGoTaHHbIE
Bomnpocs! 3ansaTust KOJIHYECTBO
BOIIpOCa 0as1bI
0aJ10B

Bompoc 1. [lepenaga 31eKTpOHHBIX Iar 2 2
COOOIIEHNIT OT MOJIB30BATEIS
K I10JIb30BaTEIIO [ar 3 2

ar 2 2
Bompoc 2. Beirpy3ska ¢aiiioB Ha Ilar 3d 5
cepBep /¢ cepepa 1o npotokoay FTP

Ilar 3e 2
Bomnpoc 3. Y nanennstit foctyn
K MapIIpyTU3aTOPy KOPIOPATUBHOM
cetu o nporokony Telnet Hlar 1 2
Bompoc 4. YpaneHHslit 1ocTyn
K MapIIpyTU3aTOPy KOPIOPATUBHOM
ceTH 110 ipotokoay SSH [Mar 1 2
Bomnpocst 14
Bann Packet Tracer 86
O6mee Ynca0 6aI0B 100

Coaep:xkaHue oT4yeTa

OTuer 1o NpakTUYECKOMY 3aHATHUIO JOJDKEH COJIEPKaTh:

1. Crpykrypy ucxonHbix naHHbIx B Packet Tracer ¢ IP-anpecarueii ycTpoicTs.

2. OTBeTHI Ha BOIPOCHI, TOCTABJICHHBIE B XO/I€ BHIOJHEHHUS TPAKTHYECKUX 33 JaHHUH.

3. BBIBOAIBI 0 TIpOJIETTaHHOM PabOTe U MOTYYEHHBIX PE3yIbTaTax.

PesynbTaThl paboThl HOMKHBI OBITH OTPaKEHBI B paboueil TeTpaan W 3alIUIICHBI YCTHO
KaX/IbIM CTYJICHTOM.

KOHTpOJ’l])H])le BOIIPOCHI

1. Ilo kakoMy IPOTOKOJTy MUCHMO OTIIPABIIIETCS HA CEPBEP IEKTPOHHOM MOYTHI??

2. Ilo xakoMy ITPOTOKOJIy MMCbMO IIPUHUMAETCS C CEPBEPA ANEKTPOHHON MOYTHI?

3. [Touemy 3arpy3ka no nporokonry FTP cunTtaercs Hebe3onacHbIM cliocoO0OM mepeaun
¢aiinos?

4. Kakas nnpopmanus u3z FTP-3aronoska otoOpakaercsi B BUAE OTKPBITOTO TeKcTa?

5. Kakas xoHdunenuumanbHas uHpopMmanuss u3 FTP-3aronoBka (IOMHUMO HMEHHU
MOJIH30BATENS ) OTOOPaXKAETCS B BHJIE OTPHITOTO TEKCTA?

6. ITlouemy mnporoxon SSH cuurtaercs O€30MaCHBIM CpEICTBOM ISl YAAJIEHHOTO
yIpaBIEHUsS yCTpOHCTBaMuU?



3ausTueNe 3.
HIudpoBanue painioB U JTaHHBIX

Ieau 3aHATHSA
B pesynpTare HACTOSIIETO 3aHATUS W TOCIEAYIOIIEH CaMOCTOSTENbHONW paboThI

CTYACHTBI JJOJKHBI:

1. 3akpenuts MaTepHal, MOJTYUYCHHbIN Ha JTEKIIMOHHBIX 3aHSATUSX.

2. YMETb OCYIIECTBIIATh MOUCK JaHHBIX yueTHo# 3anucu FTP.

3. YMeTb OCYIIECTBISTh BHITPY3KY KOHGUIACHIMAIBHBIX HaHHBIX Ha CepBep IO
npotokony FTP.

4. YMeThb OCYIIECTBIATH 3arpy3Ky KOH(HICHIMAJIbHBIX JJaHHBIX Ha CepBep IO
nporokony FTP.

5. Tlpuobpectn HaBBIKK pacInPOBKH COACPKUMOTO (haiina.

6. IIproOpecTy HaBBIKM aHAIM3a U O0OOIIECHHS TIOTYUYEHHBIX Pe3yIbTaTOB.

YueOHbIe BONPOCHI 3aHATHSA
[Touck nanubix yuetHou 3anucu FTP ans HoyTOyka monbs3oBarens Mary.

Brirpyska koHbUACHIIMATBHBIX JaHHBIX Ha cepBep 1o npoTokoixy FTP.
[Touck nanubix yuetHoi 3anucu FTP ans kommnerorepa nonb3osarens Bob.
3arpyska KOH(pHISHINATBHBIX JaHHBIX ¢ cepBepa mo npoTtokory FTP.

gk owneE

PacumdpoBka conepxumoro daiina clientinfo.txt.

O0opynoBaHue U MaTepuaJbl
1K c ycranoBnennsiM Packet Tracer.

Oo01ue cBe1eHus

BeimonHas 3T0 3amaHue, BBl MOJYYMTE JOCTYN K 3alIM(POBAHHOMY COJAEPKUMOMY
HECKOJIbKUX (aiiyioB u nepenaaute daiin yepe3 MuTepHer Ha nieHTpanbHbiil FTP-cepep. 3atem
Jpyroii monb3oBaTenb 3arpy3uT ¢aitn ¢ FTP-cepsepa u pacmmdpyer copepxumoe Qaiina.
Hacrpoiika IP-agpecaryu, ceTi 1 cepBHCOB B COOTBETCTBUU ¢ Tabauuel aapecanuu. [lonb3ysacsk
KIIMEHTCKUMU YCTPOMCTBAMMU, KOTOPbIE HAXOJATCS B Pa3IMUHbIX reorpapuueckux peruoHax, Bbl
nepenaaute $aii ¢ 3amndpoBaHHBIMU JIAHHBIMU C OJIHOTO YCTPOMCTBA Ha JIPYroe.

Tadauua agpecanuu

OomenoctynHsbrii IP-

YecrpoiicTBo Yacrubiii [P-aapec aapec Macka noacerun Caiit
Cepsep FTP/Web 10.44.1.254 209.165.201.3 255.255.255.0 Metropolis Bank HQ
Mary 10.44.3.101 — 255.255.255.0 Healthcare at Home
bo6 10.44.1.3 — 255.255.255.0 Metropolis Bank HQ

Yuye6HbIN Bonpoc 1: Ilouck nannbix yuernoi 3anucu FTP nist HoyTOyKka
noJib3oBarenst Mary

War 1: IToayyeHue qocTyna K TEKCTOBOMY JIOKYMEHTY Ha HOYTOYKe moJib3oBarens Mary.

a. Ortkpoiite oovekT Healthcare at Home u BeiGepute HOyTOYK Mary.



[epeiinure Ha Briaaky Desktop (PaGouwnii cton) u mienkuuTe 3Hadok Text Editor (TekcroBbiii pegakTop).

B okne npunoxenus Text Editor (TexkcToBbli penakrop) BeiGepure myHKTH MeHio File (Daiin) >Open
(OTKpHITH).

Bei6epute moxkyment ftplogin.txt u naxxmure kHonky OK.

War 2: Pacumdporka nanubix yueTHoii 3anucu FTP moan3oBarenst Mary.

Beizenute Bech TEKCT, comepskammuiics B ¢aiine ftplogin.txt, u ckomupyiite ero.

OTkpoiite BeO-Opay3ep Ha BalleM IepCOHATFHOM KOMITBIOTEpE U IeperanTe Ha BeO-caliT
https://encipher.it.

[TomecTute Kypcop B OeJioe moJie, KOTOpPOe HAXOAMTCS B NIPABOI YacTH Bed-caiiTa, U BCTABbTE
3alu(POBAHHBIN TEKCT.

YT008I pacimdpoBats TeKCT, Haxkmure kHonky Decipher It (PacumdposaTs) 1 BBeanTE Mapoib
pacurdposku maryftpl23. Haxmure Decrypt (Pacumdposarts).

Kakue nneHTnKannoHHbIe JaHHbIEe (MM ITOJIb30BaTENs U 1apoJib) COOTBETCTBYIOT yueTHOM 3anucu FTP
nons3oBatesst Mary?

Y4yeOHbIN Bonpoc 2: 3arpy3ka KoHGUAeHIHAIbHBIX JAHHBIX HA cepBep 1o

nporokoay FTP

War 1: IIpocMoTp KOH(PHUIEHIINAIBLHOTO JOKYMEHTA HA HOYTOYKe MoJb3oBaTeass Mary.

Ortkpoiite 06vexT Healthcare at Home u Beibepute HOyTOyK Mary.
[epeiinure Ha Briaaky Desktop (Pabouwnii cron) u mienkuute 3Ha4ok Text Editor (TekcroBeiii pepakTop).

B okne npunoxenus Text Editor (TekcToBslii penakrop) Beibepute myHKTh MeHIo File (Daiin) >Open
(OTKpPHITH).

Bribepure nokyment clientinfo.txt u Haxxmure knonky OK.

B kakoii popme npesicTaBiIeHb JaHHBIC?

War 2: VYnpajennoe noakiaioueHue k FTP-cepsepy.

Ortkpoiite 06wexT Healthcare at Home u Beibepute HOyTOyK Mary.

[epeiinure Ha Briaaky Desktop (Pabouwnii cron) u mienkuute 3Hauok Command Prompt (Komanguas
CTpOKa).

IMoaxmountecs k cepepy FTP/Web o6nexra Metropolis Bank HQ. [Tist atoro BBeaute komanay ftp
209.165.201.3 B kOMaHIHOM CTPOKE.

Baenute nms mosib30BaTeNs U Mapoiis, HaiineHHsle Ha llare 2 B Yactu 1.

War 3: 3arpysure ¢aiinn na FTP-cepBep.

a.

B xomaHzHYyI0 CTPOKY ¢ nojcka3koii ftp> Beenure komanay dir, 4ToObI IPOCMOTPETH CITHUCOK (haiiioB,
XpaHaluxcs Ha ynaieHHoM FTP-cepsepe.

Y nonw3oBatens Mary umeeTcs ¢aiin ¢ 3amudpoBanHON nHGOpManHel 0 KIMEHTaX METUITTHCKOTO
yupexaenus. 3arpysute ¢aiin clientinfo.txt ua FTP-cepsep. Jlist aToro BBequTe KOMaHay put
clientinfo.txt.

B xomaHHy0 CTPOKY ¢ mojickaskoit ftp> Beemure komanay dir, aro6b1 yOEAUTHCS B TOM, UTO (haiin
clientinfo.txt naxogurcs na FTP-cepBepe.

Ecnm xubepripectynHuky nepexsatsT (ais npu ero nepenade yepes MHTEpHET, TO Kakyro nHpopManuio
OHH CMOT'YT MOJIYYHUTb B BHJE OTKPBITOTO TeKcTa?



https://encipher.it/

Y4ye6HbIN Bonpoc 3: Ilouck nanubix yuerHoi 3anucu FTP pias

KOMIIbIOTEpa moJib3oBaress Bob

War 1: IMoayyenue qocTyna K TEKCTOBOMY JIOKYMEHTY HA KOMNBbIOTEPe M0JIb30BaTeIs

Bob.

Orxkpoiite 06bexT Metropolis Bank HQ u BeiGepure kommbrotep Bob.
Iepeiimure Ha BKiIanky Desktop (PaGouwnii cton) u menkuute 3Hadok Text Editor (Texcrossrit pempakTop).

B okne nmpunoskenus Text Editor (TexcToBsiit penakTop) BeiOepure myHKTH MeHO File (Daitm) >Open
(OTKpPHITH).

Bei6epute moxkyment ftplogin.txt u naxxmure kHonky OK.

War 2: Pacumdporka nanubix yueTHoii 3anucu FTP nmoab3oBaressi Bob.

Beienute Bech TEKCT, copepkaniuiics B ¢aiine ftplogin.txt, u ckonupyiite ero.

OrtkpoiiTe BeO-Opay3ep Ha BalleM NEpCOHATLHOM KOMITBIOTEpE U IepeiiuTe Ha BeO-cailT

https://encipher.it.

ITomecTute Kypcop B GeJioe moJjie, KOTOpOe HAXOAMTCS B IPAaBOil YacTu Bed-caiiTa, U BCTaBbTe
3amu¢pPOBAHHBIN TEKCT.

Yt00sI pacimdposats TeKcT, Haxmure kHonky Decipher It (PacumdposaTs) u BBeanTE Mapoib
pacurdposku bobftpl23. Haxmure Decrypt (Paciundposarts).

Kakue nneHTH(KaMOHHbIe JaHHbBIe (MM ITOJIb30BATENsl U IIapoJib) COOTBETCTBYIOT yueTHOM 3anucu FTP
noss3oBaresnst Bob?

Y4ye6HbIN Bonpoc 4: 3arpy3ka KoHGHIEHIHAJIbHBIX JAHHBIX ¢ cepBepa Mo

nporokoay FTP

War 1: Yaanennoe noakiawdenue k FTP-cepBepy.

Ortkpoiite 00bexT Metropolis Bank HQ u BeiGepure kommbiotep Bob.

Iepeiinure Ha Briaaky Desktop (Pabouwii cron) u menkuute 3uauok Command Prompt (KomanHas
CTpOKa).

Hoaxmountech k cepBepy FTP/Web o6bvexra Metropolis Bank HQ. [Iyist atoro BBeauTe B KOMaHIHON
crpoke komanny ftp 10.44.1.254.

BeenuTe nMs MoJib30BaTeNs U Maposib, HaiizienHsie Ha [llare 2 B YacTu 3.

War 2: 3arpy3ure ¢aiin Ha KOMIILIOTEP NoJAL30BaTest Bob.

a.

B xomaHAHYIO CTPOKY ¢ nojcKa3Kkoii ftp> BBenure komanay dir, 4ToOBI HPOCMOTPETH CITUCOK (hailiIoB,
XpaHsuxcs Ha ynanenHoMm FTP-cepsepe.

[onp3oBarens Mary 3arpy3uia Ha cepsep daiin clientinfo.txt ¢ 3amudpoBannoii nHGOpMaren
0 KJIMEHTaX MEJUIIMHCKOTO YUPEXKICHUS.

3arpysure ¢aiin clientinfo.txt wa kommsrorep monp3oBatesst Bob. [t aToro BBeanuTe KomaHmy get
clientinfo.txt.

B xomaHmHYIO CTPOKY ¢ mojicKa3koit ftp> BBemure komangy quit.

B xomaHmHyI0 CTpOKY ¢ mojcka3koit PC> Beeante komaumy dir, 9T00bI yOEAUTHCSA B TOM, YTO (haiin
clientinfo.txt Haxomurcst Ha KOMIIBIOTEpPE TTOJIB30BaTENsE Bob.

Ecnm xubepripectynHuky nepexsatsT (ais npu ero nepenade yepes MHTEpHET, TO Kakyro nHpopManuio
OHH CMOT'YT MOJIYYHUTb B BHJIE OTKPBITOTO TeKcTa?



https://encipher.it/

YuyebHbIn Bonpoc 5: Pacmudposka comep:xumoro (paiiia clientinfo.txt

War 1: I[oay4yenue kiaw4a pacmupoBKH OT MoJIb30oBaTessi Mary.

Ortkpoiite 06sexT Metropolis Bank HQ u BeiGepute kommbsiotep Bob.

a
b. Tlepeiinute na Braanaky Desktop (PaGounit cron) u menkauTe 3Ha90k Email (DmekrponHas moura).
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B okue npuiioskenust Email (DnekTponHas mouta) Haxxmure kHonky Receive (IomyanTs).

d. Bsibepure snmekTpoHHOE coobuieHue ¢ Temoit "Decryption Key" («Kirou paciindpoBki») U 3amUIInTe
KJII0Y paciin(poBKH HIKE.

Kakoii xirou pacimmppoBKr HEOOX0AUM IS TOCTyIa K KOH(UASHINAIBHOI nHpopManny, coaepsKamencs
B (aiine clientinfo.txt?

LWar 2: Pacmmdposka conepxumoro gaiiaa clientinfo.txt.

a. Orkpoiite 06bpekT Metropolis Bank HQ u BeiGepute kommbroTep Bob.

b. Tepeiigure na Bxnaaky Desktop (PaGouwuii cton) u menkuuTe 3Ha4ok Text Editor (TekcroBbrii
peaaxkTop).

c. B oxne mpunoxenus Text Editor (TexkcToBbIif pemaktop) Beibepute myHKTH MeHio File (Daitn) >Open
(OTKpPHITH).

d. Beibepure noxyment clientinfo.txt u Haxxmute kaonky OK.
e. Brzenute Bech TeKCT, coepikamuiics B (aitne clientinfo.txt, u ckonupyiire ero.

f.  Otkpoiite Be6-Opay3ep Ha BalieM NEPCOHATLHOM KOMITBIOTEPE U NepeHanTe Ha BeO-CalT

https://encipher.it.

0. Ilomecture xypcop B 0es10e moJie, KOTOpoe HAXOAUTCS B IPABOi YacTu Bed-caiiTa, U BCTaBbTe
3amu¢pOBAHHBIN TEKCT.

Yr00sI pacimdposars TeKcT, Haxmure kaonky Decipher It (PacumdpoBats) n BBeanTE Mapoib
pacndpoBKH, MOTYICHHBIH B 3JIEKTPOHHOM COOOIIEHUH OT Tonb3oBaTens Mary. Haxmute Decrypt
(Pacumdposars).

KakoBo nmst nepBoii yueTHoii 3anucu B (aitne clientinfo.txt?

IIpensiaraemslii crocod noacyera 6ajII0B

MaxkcumajibHOe
Mlaru 3apadoTaHHble
Bomnpocsl 3aHsATHSA KOJINYeCTBO
BOIpOCa 0aIbI
0aJ10B

Bomnpoc 1. ITouck nanubIx yuetHoii 3anucu FTP

JUI HOyTOYyKa moJik3oBarens Mary lar 2 2
Bomnpoc 2. Beirpy3ka koH(GUICHINATbHBIX JaHHBIX [lar 1 2
Ha cepBep 110 rporokoiy FTP Ilar 3 2



https://encipher.it/

Bomnpoc 3. INouck ganubix yuetHoi 3anucu FTP
JUISL KOMIIbIOTEpa Iojb3oBaTess Bob Hlar 2 2

Bomnpoc 4. 3arpy3ka KOHQUACHITUATBHBIX JTaHHBIX

¢ cepBepa 1o nporokoiy FTP Iar 2 2
Bomnpoc 5. Pacmudporka copep:xumoro daiina ar 1 2
clientinfo.txt
Iar 2 2
Bonpocst 14
Bana Packet Tracer 86
Oomiee ynciao 6a/1710B 100

Coaep:xkanue oT4yera

OTuer 1o NpakTUYECKOMY 3aHATHUIO JOJDKEH COJIEPKaTh:

1. Crpykrypy ucxonubix nannbix B Packet Tracer ¢ IP-anpecarueii ycTpoicTs.

2. OTBeThl Ha BOIPOCHI, IOCTABJICHHBIE B XO/I€ BHIOIHEHHUS [TPAKTHYECKUX 3aJaHUH.

3. BBIBOABI 0 TIPOJIETaHHOM PabOTE U MOTYYECHHBIX PE3yIbTaTax.

PesynpTaTel paboThl JOJKHBI OBITH OTPaXXEHBI B paboueil TeTpaan M 3allUIICHBl YCTHO
KaX/IbIM CTYJICHTOM.

KoHTposabHbIe BONPOCHI

1. Kakue nnenTrduKanMoHHbIe JaHHBIE (MMS [I0JIb30BATEN U NApOJib) COOTBETCTBYIOT
yuetHoi 3anucu FTP nonb3oBatens Mary?

2. Ecnu xubepnpecTynHUKH nepexBaTaT (aiin npu ero nepenaue depe3 MHTepHeT, TO
KaKyr MH()OpMaIUI0 OHU CMOT'YT HOJIY4YUTh B BUAE OTKPBHITOTO TeKcTa?

3. Kakue nneHTu(rKkaoHHble 1aHHbIe (MMl [T0JIb30BATENS U Mapojib) COOTBETCTBYIOT
yuetHoi 3anucu FTP nons3oBarens Bob?

4. Kakoii 104 pacuiu@poBKH HEOOXOAUM JUIsl JOCTyNa K KOH(PUACHITUATHHON
uH(popmManuu, coaepxaiueiics B ¢aiine clientinfo.txt?

5. KakoBo ums nepBoii yueTHo# 3anucu B ¢aiine clientinfo.txt?



3ansaTueNe 4.
IIpoBepka meJJOCTHOCTH (PAJIOB M JAHHBIX

Ieau 3aHATHSA

B pesynpTare HAcCTOSIIIETO 3aHATUS W TOCIEAYIOUIEH CaMOCTOSTENbHOW paboThI
CTYJEHTBI JOJKHBIL:

1. 3akpenuts MaTepual, MOJYyYEHHbIH HA JICKIIMOHHBIX 3aHATUSAX.

2. YMeTb IpOBEPATH LIETOCTHOCTD (DAJIOB C IOMOIIBIO XEIIMPOBAHUSL.

3. Ilpuobpectn HaBBIKM NPOBEPKM LEJIOCTHOCTH KPUTHUUECKH BaXKHBIX (aMIoB ¢
nomorpro Mexannzma HMAC.

Y4eOHbIe BONIPOCHI 3aHATHUS

1. 3arpyska ¢aiinoB ¢ nHpOpMAaIKEH 0 KIMEHTaX Ha KOMITBIOTEp moJib3oBarenst Mike.

2. 3arpyska ¢aiiiioB ¢ HHPOpPMAIMEH 0 KIMEHTaX Ha KOMIBIOTEp Mojb3oBaTens Mike ¢
pe3epBHOro (aiioBoro cepepa Backup File.

3. IlpoBepka menocTHocTH (ailyioB ¢ HHPOPMAIMEH O KIMEHTaX C I[OMOIIBIO
XCIIUPOBAHMSI.

4. TlpoBepka IIEIOCTHOCTH KPHUTHYECKHM Ba)KHBIX (DalJIOB C TIOMOIIBI MEXaHW3Ma
HMAC.

O0opynoBaHue U MaTepHaJIbI
1K ¢ ycranoBnennsiM Packet Tracer.

Oo01ue cBe1eHus

BrimonHsist 310 3aanue, BeI OyIeTe MPOBEPSTh IEIOCTHOCTh (DAKIIOB C TIOMOIIBIO XEIIl-
CyMM, 4YTOOBI YOEAWTBHCS B TOM, YTO cojepxkumoe (aitsioB He ObUIO HCKaxeHo. Daiibl,
LEJOCTHOCTh KOTOPBIX BBI3OBET COMHEHHE, CIEAYyeT NepelaTb Ha KOMIIBIOTEP IOJIb30BATENs
Sally nns nanbnelimero ananusa. Hactpoiika [P-aapecanuu, cetu 1 cepBUCOB B COOTBETCTBUH C
tabnuuei agpecanuu. Bbl Oymere mpoBepsATh W MEpechUlaTh MOA03pUTETbHBIC  (Daiiibl
C TIOMOIIBI0 KJIMEHTCKUX YCTPOWCTB, KOTOpBIE HAXOIATCS B Pa3UYHBIX TeorpapuvecKux
permuoHax.

Tabauna agpecanun

Yacrusbiii 1P-
YcrpoiicTBo anpec Oomenocrynnslii IP-anpec| Macka noaceru Caiit

209.165.201.3 .
Cepeep FTP/Web 10.44.1.254 . 255.255.255.0 Metropolis Bank HQ
http://www.cisco.corp

PesepaHBIi 209.165.201.10

(aiinoBslii cepBep — ] . 255.255.255.248 Wntepner

Backup File https://www.cisco2.corp

Mike 10.44.2.101 — 255.255.255.0 Healthcare at Home
Sally 10.44.1.2 — 255.255.255.0 Metropolis Bank HQ

bo6 10.44.1.3 — 255.255.255.0 Metropolis Bank HQ




YuyebHbIN Bonpoc 1: 3arpy3ka ¢aiijioB ¢ nHpopmanueii 0 KIMeHTAX HA

KOMIILIOTEP noJib3oBartesass Mike

War 1: Iloayuyenme nocryna k FTP-cepBepy ¢ komnbioTepa nojb3oBareisi Mike.

a.
b.
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Ortkpoiite 06sekT GothamHealthcare Branch u seibepure kommnbrotep ¢ nmenem Mike.
[epeiinure Ha BKiIaaky Desktop (PaGounii crox) u menkuute 3Hauok Web Browser (Bpaysep).
Beemure URL-anpec http://www.cisco.corp u maxxmure kaonky Go (ITepeiitu).

[epetiauTe Mo cchUTKE, YTOOBI 3aTPY3UTh HOBEHIITNE BepcHH (ailyioB.

[To xakOMy IIPOTOKOITY OBLT MIPEIOCTABIEH NOCTYII K 3TOH BeO-CTpaHHUIIE HA pe3epBHOM (pailJIoBOM cepBepe
Backup File?

LWar 2: ®aiinoBblii cepBep B3aoMaH. 06 ITOM HEOOXOIUMO YBEJOMHTD MOJIb30BATE s

Sally.
Ortkpoiite 00bexT GothamHealthcare Branch u Beibepure komnbtotep Mike.
[epeiinure Ha Brnaaky Desktop (Pabouwnii cron) u mienkuute 3Hauok Email (Onexrponnas moura).

COSHaﬁTC QJICKTPOHHOC COO6H.I6HI/IC C COO6HICHI/IGM O B3JIOME€ (I)aﬁHOBOFO CCpBEpa U OTHPABLTC 3TO MUCBMO

Ha azapec Sally@cisco.corp.

Y4ye6HbIN Bonpoc 2: 3arpyska ¢aiiioB ¢ nHpopManueii 0 KJIMeHTaX HA

KOMIIbIOTEP noJib3oBaresss Mike ¢ pesepBHOro ¢aiijioBoro
cepsepa Backup File

War 1: Iloayyenue qocryna k BHemiHemy FTP-cepBepy ¢ koMnbioTepa moJib30BaTeJisi

T &
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Mike.

Ortkpoiite 00bexT GothamHealthcare Branch u Beibepure komnbtotep Mike.

[epeiinure Ha Bkaaaky Desktop (PaGouwmii cton) u menkuute 3a40k Web Browser (Bpaysep).
Beeaute URL-anpec https://www.cisco2.corp u naxxmure kaonky Go (Iepeiitn).

IepeiinnTe 1Mo cCHIIKE, YTOOBI MPOCMOTPETH CIIMCOK HOBEHUIIHX (DAaiiIOB M COOTBETCTBYIOIIUX XEII-CYMM.

ITo kakoMy TIPOTOKOJY OBLT IPEJOCTABIICH JOCTYIT K 3TOI BeO-CTpaHHUIIE HA pe3ePBHOM (DailjIoBOM cepBepe
Backup File?

KaxkoBbI nMeHa 1 Xenr-cyMMBI (haillioB Ha pe3epBHOM (aitioBoM cepBepe?

LWar 2: 3arpy3ka ¢aiiioB ¢ uHGopManueil 0 KJIHEHTaX HA KOMIBIOTEP MOJIb30BATENs

Mike.

Ortkpoiite 06sexT GothamHealthcare Branch u Bei6epure kommbrotep Mike.

[epeiinute Ha BkiIaaky Desktop (Pa6ounii croxn) u menkaute 3Hauok Command Prompt (KomannHas
CTpOKa).

VYcraHoBUTE coeiMHEHHE ¢ pe3epBHBIM (aiiobiM cepepoM Backup File. Iis atoro BBenute
B KOMaHIIHYIO CTPOKY KomaHxy ftp www.cisco2.corp.

Beeaute umst ojbp3oBarens mike u maposs Cisc0123.


mailto:Sally@cisco.corp

e. B komanaHyro cTpoky ¢ mojckaskoit ftp> BBeante komanmy dir, 4ToGBI IPOCMOTPETH CITUCOK (PaiiIoB,
xpansuxcs Ha ynaneHnHom FTP-cepsepe.

f. 3Barpyswure mects (aitnos ¢ napopmanueii o kianenrax (NEclients.txt, NWclients.txt, Nclients.txt,
SEclients.txt, SWclients.txt, Sclients.txt) Ha kommbroTep mMoap30Barenst Mike ¢ momomnpio KOMaHAbI get
FILENAME.txt, rne "FILENAME" — nms 3arpykaeMoro Qaiiia.

ftp>get NEclients.txt

Yrenuedaiina NEclients.txt ¢ www.cisco2.corp:
File transfer in progress...

[[MepenayazaBepiicna — 584 Gaiira)

584 bytes copied in 0.05 secs (11680 bytes/sec)
g. 3arpysuB Bce (aiiibl, BBEAUTE KOMaHIy Uit B KOMaHIHYIO CTPOKY C MojcKaskoi ftp>.

B komaHHYI0 CTpOKY ¢ mojckas3koit PC> BBenute komanay dir, 4o0bl yOSIUTHCS B TOM, 4TO (haiiibl
¢ nHdopMaIueil 0 KITHEeHTaX IeHCTBUTENFHO HAXOAATC Ha KOMIIbIoTepe mob3oBatesst Mike.

YuyebHbIn Bonpoc 3: IlpoBepka nenoctHocT ¢aiinos ¢ unGpopmanueii
0 KJIMEeHTaX ¢ MOMOUIbIO XeIIMPOBAHUSA

LWar 1: I[IpoBepka xem-cymMM Ha KoMIbIOTepe nojab3oBatesss Mike.

a. Ortkpoiite 06sexT GothamHealthcare Branch u Bei6epure kommbrotep Mike.

b. Tlepeiigure na Bknaaky Desktop (PaGouwuii cton) u menkuuTe 3Ha4ok Text Editor (TekcroBbrii
peaaxkTop).

c. B oxne mpunoxenus Text Editor (TekcToBbIit penaktop) BeiOepute myHKTH MeHIO File (Daitn) >Open
(OTKpPHITH).

d. Beibepure noxkyment NEclients.txt u nasxkmute kaonky OK.
e. TloNHOCTBIO CKOMMPYHTE COASPIKIMOE TEKCTOBOTO JOKYMEHTA.

f.  Orkpoiite Be6-Opay3ep Ha BallleM IEPCOHAILHOM KOMITBIOTEPE U TIepeiiinTe Ha BeO-callT
https://www.tools4noobs.com/online tools/hash/.

g. Ilomecture kypcop B Oeoe mojie BBOJA U BCTABBTE COACPIKMMOE TEKCTOBOTO JOKYMEHTa. Y 6equTech
B TOM, 4TO BbIOpaH anroputm md2. Haxxmure kxonky Hash this! (Beraucnuts xeu-cymmy).

h.  YToObI yI0CTOBEPUTHLCS B TOM, YTO COAEPKUMOE (haiiia He OBUTO UCKaXKEHO, CPABHUTE TOJTyYEHHYIO XEIll-
CYMMY C COOTBETCTBYIOIICH XEII-CyMMO# U3 crucka (ailyioB, KOTOPBIi BbI MOJYYWIN Ha I1are 1 B yacTu 2.

i. Tloropure maru d-h mst kaxaoro daiiia ¢ HHGOpPMAIUEN O KIHEHTaX M CPABHUTE MOTyUEHHBIE XEIll-
CYMMBI C TIEPBOHAYATBHBIMH XEII-CYMMaMH U3 CITUCKa (aiiIoB, KOTOPHIN BbI MOTYyYMIH Ha mare 1
B 4acTH 2.

Kakoii u3 ¢aitnoB uMeeT HEKOPPEKTHYIO XEeII-CYMMY (TO €CTh ObIT HCKaXkKeH)?

LWar 2: 3arpy3ka nogo3puTeabHOro (aiija Ha KOMIbIOTEp MoJib3oBaTens Sally.

a. Orkpoiite 06sexT Metropolis Bank HQ u Beibepute kommsiotep Sally.

b. Tepeiiaure Ha Brnaaky Desktop (PaGouwmii cron) u menkauTe 3Hauok Command Prompt (KomanHas
CTPOKa).

C. YcTaHOBHTE COSIMHEHHUE C pe3epBHBIM (aiinoBsiM cepBepoM Backup File. [Inst aToro BBeaute
B KOMaHIIHYIO CTPOKY KomaHy ftp www.cisco2.corp.

d. Beeaute ums nosp3osatens sally u nmapoins €iscol23.

e. B xomanmHyro cTpoky ¢ nonckaskoii ftp> Beenure komanay dir, 4ToOBI IPOCMOTPETH CHHCOK (aiinos,
XpaHsuxcs Ha ynanenHoMm FTP-cepsepe.


https://www.tools4noobs.com/online_tools/hash/

3arpysure ¢ cepBepa MCKaKCHHBIH (haiiil, BRIABICHHBIN Ha miare 1 B gacTu 3.
B koMaHIHYIO CTPOKY ¢ mojcka3koii ftp> BBeauTe komManmy quit.

B xoMaHIHYIO CTPOKY ¢ moacka3koit PC> BBeaute komanmy dir, 4T00bl yIOCTOBEPHUTHCS B TOM, UTO
MCKa)KeHHBIH (aiiyl yCIenTHo 3arpykeH Ha KoMIbIoTep mons3oBareist Sally mms nocnenyromiero aHamu3a.

YuyebHbIn Bonpoc 4: IlpoBepka 1eJJOCTHOCTH KPUTHYECKH BAKHBIX

¢daiisioB ¢ nomombo mexannsma HMAC

War 1: Pacyer HMAC-cyMMbI KpUTHYECKH Ba:KHOTO (aiina.

Ortxkpoiite 06sexT Metropolis Bank HQ u BeiGepute kommsiotep Bob.

[epeiinute Ha BKIaaky Desktop (Pa6ounii crox) u menkuaute 3aauok Command Prompt (KomaunHas
CTPOKa).

B xoMaHAHYIO CTPOKY ¢ mojckaskoit PC> peeaute komanay dir, 4066l yOeIUTHCS B TOM, YTO KPUTHICCKH
BaXHBIN (baitn income.txt HaxouTCst Ha KOMITbIOTEpE TOIb30BaTesns Bob.

[Mepeiinure Ha Bkaaaky Desktop (PaGouwmii cton) u menkuuTe 3Ha4ok Text Editor (Tekcrobrii
penakrop).

B oxue npunoxenus Text Editor (TekcToBslit penakrop) Beibepure myHkTsl MeHio File (Paiin) >Open
(OTKpPHITH).

Bribepute mokymeHT income.txt u Haxkmute kaonky OK.
[TonHOCTBIO CKOIMPYHTE COAEP)KUMOE TEKCTOBOTO JOKYMEHTA.

OTkpoiite BeO-Opay3ep Ha BallleM IIePCOHATFHOM KOMITBIOTEpE U IIepeanTe Ha BeO-calT
http://www.freeformatter.com/hmac-generator.html.

[Tomecture Kypcop B Oesioe mojie BBOJa U BCTaBbTE COJEPKUMOE TEKCTOBOTO JJOKyMeHTa. BBeanTe
CEKPETHBIN K04 CisC0123. Y6eautecs B ToM, uto BhiOpan anroput™m SHAL. Haxmure kHonky Compute
HMAC (Paccuurats HMAC).

Kakoa HMAC-cymma conepxumoro daiina?

Iouemy mexaummM HMAC Oe3onacHee 0OBIYHOTO XEIIHPOBAHUS?

LWar 2: Iposepste moayyennyro HMAC-cymmy.

a.
b.
C.
d.

Ortkpoiite 00bexT Metropolis Bank HQ u BeiGepure kommbiotep Bob.

[epeiinure Ha Baaaky Desktop (PaGouwmii cton) u menkuute 3a40k Web Browser (Bpaysep).
Beeaure URL-aapec https://www.cisco2.corp u naxmure kHonky Go (Ilepeiitn).

[epetinuTe Mo CCBUIKE, YTOOBI MPOCMOTPETH CITUCOK HOBEHIIHNX (HalIoB M COOTBETCTBYIOLINX XEII-CYMM.

CoBnanaer u nonydenHas xem-cymma HMAC aitna income.txt ¢ Xemr-cyMMoii B circke?



http://www.freeformatter.com/hmac-generator.html

IIpeanaraemMslii cnoco6 nmoacyera 6ajj10B

MaxkcumajibHOe
Ilaru 3apaGoTaHHbIE
Bonpocs! 3ansiTHS KOJIN4eCTBO
BOIIpoOCa 0aJLIBI
0a110B

Bomnpoc 1. 3arpy3ka ¢aiiios ¢ uHGoOpMaImen o KIHeHTaX
Ha KOMIBIOTEp monb3oBatels Mike Hlar 1 2
Bompoc 2. 3arpyska ¢aiinos ¢ nHpopMaImen o KINeHTaxX Hlar 1 2
Ha KOMIBIOTEp monb3oBaTelst Mike ¢ pesepBHOTO
(aitmoBoro cepsepa Backup File Mar 1 6
Bompoc 3. [IpoBepka 1emocTHOCTH (PaiiioB
¢ nH(popMaIHel 0 KIMEeHTaX C IIOMOIIBIO XCITNPOBAHUS Hlar 1 5
Bompoc 4. I[IpoBepka 1eI0CTHOCTH KPUTHYECKH BayKHBIX Mar 1 5
(haitroB ¢ momomrsio Mmexaamsma HMAC

Hlar 1 5

lar 2 5
Bompocst 30
Banna Packet Tracer 70
Oobu1ee yncso 6a1J10B 100

Coaep:xkanue or4yera

OT4er 1o MPaKTUYECKOMY 3aHSATHIO JOKEH COJIEPIKATh!
1. Crpykrypy ucxoausix naHHbix B Packet Tracer ¢ IP-agpecarueii ycTpoiicTs.

2. OtBernl Ha BOIIPOCEHI, ITOCTABJICHHBIC B XOAC BBIITOJIHCHUA MPAKTUYCCKUX BaI[aHHﬁ.

3. BriBoaBI O HpO,I[CJ'IEIHHOfI pa60Te U IIOJIYYCHHBIX pE3yJIibTaTax.

Pe3yanaTH pa6OTBI JOJIXKHBI OBITh OTpPa’XXCHBI B pa60qel71 TETpaJau U 3alMUIICHBI YCTHO

KaKIbIM CTYACHTOM.

KOHTpOJ’l])H])le BOIIPOCHI

1. ITo xakoMy MPOTOKOJY ObUI IPEAOCTABIIEH JIOCTYN K BEO-CTpaHUIIE Ha PE3CPBHOM

¢aitnoBom cepsepe Backup File?

2. KakoBbl UMEHa U XelI-CyMMBbI (aitioB Ha pe3epBHOM (paitioBoM cepBepe?
3. Kakoii u3 (aiiioB UMeeT HEKOPPEKTHYIO XeII-CyMMY (TO €CTh ObLT UCKaXeH)?
4. KakoBa HMAC-cymma conepxumoro ¢aiina?

5. ITouemy Mexann3smM HMAC Ge3onacHee 0OBIYHOTO XEIIMPOBAHUA?
6. CoBnanaer yin nonydyeHHas xem-cymma HMAC @aiina income.txt ¢ Xxem-cymmoin

B CITUCKE?



3auaTueNe 5.
WEP/WPA2 PSK/WPA2 RADIUS

Ieau 3aHATHSA
B pesynpTare HACTOSIIETO 3aHATUS W TOCIEAYIOUIEH CaMOCTOSTEIbHONH pPabOTHI
CTYJEHTBI JOJKHBIL:
1. 3akpenuts MaTepHal, MOJTYUYCHHbIN Ha JTEKIIMOHHBIX 3aHSATUSX.
Ywmertp HactpanBath WEP Ha oObekTe.
Ywmertp HacTpanBath WPA2 PSK Ha oObekTe.
YnMmets HactpauBath WPA2 RADIUS.
[TprobpecTr HaBBIKK aHAIM3a U 000OIIEHHS TTOTyYEHHBIX PE3YJIbTATOB.

o s~ wn

Y4eOHbIe BONIPOCHI 3aHATUSA

1. Hacrpoiika WEP na o6bexte Healthcare at Home.

2. Hacrpoiika WPA2 PSK na o6wekre Gotham Healthcare Branch.
3. Hactpoiika WPA2 RADIUS na o6wekte Metropolis Bank HQ.

Oo6opynoBanue U MaTepPUAIbI
IIK ¢ ycranoBnennbim Packet Tracer.

OO0mmue cBeneHus

Bemonssas 310 3amanue, Bl HacTtpoute ceth Wi-Fi Ha Bcex Tpex oObekrax. B aTom
yrpaxHeHun Bel Oymere pabotars ¢ 3ammroit WEP, WPA2 PSK u WPA2 RADIUS. Takum
00pa3oM, BBl MMO3HAKOMUTECH C PA3IMYHBIMH KOH(purypamusmu cereii Wi-Fi u ocoOeHHOCTSIMU
oOecnieueHus ux 6e3omnacHoctu. Ha o6bexTe Healthcare at Home Bbl HacTpouTe 3amuty WEP.
Ha o6wvextax Gotham Healthcare Branch u Metropolis Bank HQ HyxHO Oyzaer HacTpouTh
3anmuty WPA2 PSK u WPA2 Radius coorBerctBenHo. Hactpoiika IP-agpecanuu, certu
U CEPBUCOB B COOTBETCTBMM C Talnuueil anpecauuu. Bel HacTpouTe HECKOJIBKO O€30IMacHBIX
OeCIpOBOJIHBIX CETEH, MOJb3ysCh OECHPOBOJHBIMH MAapUIpPyTU3aTOPaAaMH M KIMEHTCKUMHU
yCTPOMCTBAMH, KOTOPBIE HAXOATCS B PA3JIMYHBIX reorpapuueckux peruoHax.

Tabauna agpecanun

Yacruslii IP- OO01enocTynHbIi
YcrpoiicTBO ajapec IP-anpec Macka nojaceTu Caiit
Cepsep .
NTP/AAA 10.44.1.252 209.165.201.5 255.255.255.0 Metropolis Bank HQ

Y4eOHbin Bonpoc 1: Hacrpoiika WEP na oonexte Healthcare at Home

War 1: Hacrpoiika unenrupuxaropa SSID 6ecnipoBoaHOii ceTH.

a. Ortkpoiite o0vekT Healthcare at Home u Bei6epute PCO.

b. Beibepure Brnanky Desktop. lllenkuaure Komananas crpoka. Beenute B KOMaHAHYIO CPOKY KOMaHIy
ipconfig.

PC>ipconfig



FastEthernet0 Connection:(default port)

Link-local IPv6 Address.........: FE80::20B:BEFF:FEB4:1262
IP Address......................: 10.44.3.100

Subnet Mask.....................: 255.255.255.0

Default Gateway.................. 10.44.3.1

Kaxkoit [P-angpec HazHaueH NUTIO3y IO YMOTIaHUIO?

c. [Ilepeiinure B mpunoxenue Web Browser (Bpaysep) u BBeaute [P-anpec numosa mo ymonuanuioo. Beeante
admin B kauecTBe UMeHH ToNB30Barels u naposs. [lemxante OK.

d. B aT0ii ceTeBoi HHPPACTPYKTYPE ILTIO30M MO YMOIYAHHUIO SBISETCS] OECIIPOBOAHOI MapLIpyTH3aTOP
Wireless Router. Tlepeiinute Ha Bknagky Wireless (becripoBoanast cets).

e. MUsmenute ugentudukarop SSID ¢ DefaultWIFI va Home.
f.  Brmounte nepenauy unentuduxaropa SSID. st sToro BeiGepute Bapuant Broadcast (Ilepenasats).

g. Haxwmure kHonky Save Settings (Coxpanuts mapamerpsr). lllenkuaure Continue.

LWar 2: Hacrpoiika 3ammThl 6€CTPOBOHOI CETH.

a. Beibepute GecnipoBoaHo# Mapipytusatop Wireless Router u nepeiimure B pasmen Wireless
(BecnipoBoanast ceth) >WirelessSecurity (3amura GecripoBOAHON CETH).

b. B packpsiBatomiemcs meHio Security Mode (Pexum 3amutsr) Beioepure WEP.

c. IMapamerp Encryption (IlIudpposanue) umeet 3HaueHue o ymoadanuto 40/64-bits (40/64 Gura).
He mensiite 310 3HaueHue. B kauectse kimovya Key 1 Beequte 0123456789.

d. Haxwmure kHonky Save Settings (Coxpauuth napamerpsi). [lenkunure Continue.

3amura WEP u xmrou 0123456789 nenanexusl. [louemy anroputm WEP cunrtaercs HetocTaTouHO
0Oe30macHbIM?

War 3: I[oakiaovYeHne KINEHTCKUX YCTPOHCTB.

a. Orxkpoiite 06bext Healthcare at Home u Beibepute HOyTOYK Dave.

b. Tlepeiinure na Briaaky Desktop (Pabouwmii cron) u Haxkmure 3Ha4ok PC Wireless (becripoBosiHast cBsi3b).
c. [Ilepeiinute Ha Brinaaky Connect (IToakrounTthest) 1 Hakmute kHonky Refresh (O6HoBUTD).

d. Bribepute Ha3Banue 6ecripoBoaHON ceTr HOMe u Haskmute kHonky Connect (TToakmounThCest).

e. B kagectse xirroua WEP Key 1 Beeure kirou 0123456789 u maxxmure kHoriky Connect (IToakmodantecs).

f. TloBropure nraru a—€ Ha HOyTOYKe Mary.

Y4ye6HbIN Bonpoc 2: Hacrpoiika WPA2 PSK Ha 06bexTe Gotham
Healthcare Branch

LWar 1: Hacrpoiika unenruduxaropa SSID 6ecnipoBoaHOIi ceTH.

a. Orkpoiite 06sexT Gotham Healthcare Branch u Beibepure PCL.

b. Bribepure Briranky Desktop. [llenxkuure Komananas crpoka. Beeante B KOMaHIHYO CPOKY KOMAHIY
ipconfig.

3anumute [P-agpec muiro3a no yMmoadaHuo.




> e

Iepeiinure B npunoxenne Web Browser (Bpaysep) u BBeaute IP-anpec numo3a 1mo ymoryanuo. Beeaure
admin B kayecTBe nMeHH mojb3oBaTeNs U napois. Ilenkuure OK.

[epetinute Ha BKIaaky Wireless (becripoBommast cetp).

Wsmenure unentudpurarop SSID ¢ DefaultWIFI wa BranchSite.

W3menute 3nauenune nmapamerpa Standard Channel (Ctarmaptasrii kanan) Ha 6 — 2.437GHz.
Bxirounte nepenauy unentuduxatopa SSID. Jlist aToro Beibepute Bapuant Broadcast (Ilepenasats).

Haxwmure kHonky Save Settings (Coxpanuts mapametpsl). Llenkaute Continue.

LWar 2: Hacrpoiika 3ammThl 6€CIPOBOIHOI CETH.

a.

Bri6epute GecripoBoHoii Mapipytusatop Wireless Router u mepeiinure B pasmen Wireless
(BectipoBomnas ceth) >WirelessSecurity (3amuTa GecripoBOHOM ceTH).

B packpsiBaroremcst Mento Security Mode (Pexxum 3amursr) Bsioepure WPA2 Personal.

Iapametp Encryption mo ymonganuto umeet 3Haucune AES. He mensiite 510 3Hauenue. B kauectse
(pasbI-Tiaposis BBeIUTE CiSCOSEcUre.

Haxxwmure knonky Save Settings (Coxpaunuts mapametpsl). llenkaute Continue.

War 3: I[oakiaoyeHne KIMEHTCKUX YCTPOHCTB.

T o

@

Ortkpoiite 00bexT Gotham Healthcare Branch u Beibepure kommbrotep Tim.

[Mepeiinure Ha BRinaaky Desktop (PaGouwnii cton) n Haskmute 3Ha90K PC Wireless (BecripoBoHast cBsi3b).
[Mepeiinure Ha BRaaky Connect (IoakitounThest) u Haxmure kHonky Refresh (O6HOBHTS).

BriGepure HazBanue GecrnipoBoaHoii cetu BranchSite u naxxmure kaonky Connect (IToaKIFOYUTHCS).
Beeaute PSK-kiir0u ciscosecure u naxxmure kHonky Connect (IToakarouuThest).

[ToBTOpHTE MIaru a—e Ha KommsioTepe Mike.

Y4eOHbin Bonpoc 3: Hacrpoiika WPA2 RADIUS Ha o6bexTe Metropolis

Bank HQ

LWar 1: Hacrpoiika unenruduxaropa SSID 6ecnipoBoaHOIi ceTH.

@

Ortkpoiite 00bexT Metropolis Bank HQ u BeiGepute kommsiotep Sally.

Mepeiinure B npunoxenue Web Browser (Bpaysep) u BBeaute [P-asipec 6ecripoBoaHOTO
mapipyrusatopa (10.44.1.251). Beequre admin B kauecTBe MMEHH MOJb30BaTe st U maposist. Llenknure
OK.

Mepeiinure Ha Briaaky Wireless. Msmenure unentudukarop SSID ¢ DefaultWIFI va HQ.
H3menure 3Hauenue napamerpa Standard Channel (CrannaprHsblii kanan) Ha 11 — 2.462GHz.
Brirounte niepenauy uaentudukaropa SSID. st aToro Beibepute Bapuant Broadcast (Ilepenasats).

Haxxmute kaonky Save Settings (Coxpauuts mapamerpsi). lllenkaure Continue.

LWar 2: Hacrpoiika 3ammThl 6€CIPOBOHOI CETH.

a.

Bri6epute OecnipoBoanoii Mapipytusatop Wireless Router u nepeiinure B pasnen Wireless
(BecnipoBoanas cets) >WirelessSecurity (3ammra GecripoBOAHON CETH).

B packpsiBatoremcst Merio Security Mode (Pexxum 3amutsr) Betoepute WPA2-Enterprise.

IMapamerp Encryption no ymonruanuto umeet 3HaueHne AES. He mensiite 3to 3HaueHue. Beeaure
cienyromue napamerpsl cepsepa RADIUS:

RADIUSSERVERIP (IP-agpeccepsepaRADIUS): 10.44.1.252
Shared Secret (O6muiicekpeTHBIKIIIOY): CiSCOSecUre

HaxxmuTe kHomky Save Settings (Coxpanuth napamerpsi). lllenkaute Continue.



War 3: Hacrpoiika cepsepa RADIUS.
a. Ortkpoiite 06vekT Metropolis Bank HQ u Beibepute cepsep NTP/AAA.
b. Tlepeitnure Ha Brmanky Services (Ciyx0b1) u Beibepute pasmen AAA.

c. Bseaute cneayromnryio unpopmaimio B oonactu Network Configuration (Kouduryparms cetn):

Client Name (VM5 KITHEHTA): ..........c....... HQ

Client IP (IP-ampec KIHEHTA): .....cveneee. 10.44.1.251
Secret (KIo): cvevevevece e ciscosecure
ServerType (THIICEPBEPA): . ccvrverrererrennns Radius

d. Haxmure/lo6aBUTD.

e. Baenwure ykazanuble HIKe naHHbIe B 00macti User Setup (ITapameTps! moap30BaTeneil) 1 HAKMHUTE
kHonky Add (Jlo6aBuTh), 9T00BI TOGABUTH HOBOE UMSI TIOJIB30BATEIIS.

Username (MMst osib30BaTensn): bob Password (ITaposb): secretninjabob

Username (MMs mosib30BaTess): phil Password (ITaposb): philwashere

War 4: IMoak/iawyeHne KINEHTCKUX YCTPOMCTB.

a. Orkpoiite 06bekT Metropolis Bank HQ u Beibepute kommbiotep Bob.

b. Tlepeiiaute Ha Bknaaky Desktop (Pabounii cron) u Haxxmute 3Ha40k PC Wireless (becnipoBojiHas CBsI3b).
c. [Ilepeitnure Ha Brnanky Profiles (Ipodwnm) n naskmute kHonky New (Co3nats).

d. Bseaute ums mpodunss RADIUS u saxxmure kaorky OK.

e. Haxwmure Advanced Setup (PacumpenHast HACTPOWKa).

f. B mone Wireless Network Name (HasBanue 6ecripoBoanoii cetr) BBeaure HQ u naxxmure Next ([anee).
g. He menss cereBble HacTpoiiku, BHOBb Haskmute Next ([lanee).

h. B packpsiBatoriemcst merto Wireless Security (Pesxum 3ammter) Beioepure WPA2-Enterprise u naxxmute

Next (daee).
i. Bsemure ums noss3oBatesst bob u mapons secretninjabob. Haxxmurte Next ([Jainee).
j. Haxwmure Save (Coxpanuts), 3atem Haxxmute Connect to Network (IToakmrounTscs K ceTh).
k. Tloakmtouenue kommpioTepa Bob Gyner BBITONHEHO aBTOMATHYECKH.

I.  TlosTopwure mmaru a—j Ha HOyTOyKe Phil, ncmone3ys ayreHTHOHUKATHOHHYO HH(DOPMAIIHIO, YKA3aHHYIO
B OIMCAHMH I11ara 3€.

ITouemy B KpyIHO opranu3anuu pasymHee npuMeHuTs pexxumM WPA2 RADIUS smecto WPA2 PSK?

IIpeanaraemslii cnocod nmoacuyera 0ajJioB



MaxcuMmaJibHoOe
laru 3apaGoTaHHbIe
Bonpocsl 3aHATHS KOJIH4YeCTBO
BOIIPOCa 0aIbI
0aJ10B
Bompoc 1. Hactpoiika WEP na o6nexte Healthcare
at Home Hlar 2 5
Bompoc 3. Hactpoiika WPA2 RADIUS Ha o0bekTe
Metropolis Bank HQ [lar 4 5
Bonpocst 10
Bana Packet Tracer 90
O6mee yucao 621108 100

Conep:kanue oTyera

OTyer Mo NPaKTUYECKOMY 3aHSATHIO JOJDKECH COAEPIKATh:
1. Crpykrypy ucxonubix naHnbix B Packet Tracer ¢ IP-anpecarueii ycTpoicTs.
2. OTBeThI Ha BONPOCHI, IOCTABJICHHBIE B XO/I€ BHIIOJHEHHUS MTPAKTHYECKUX 33 JaHUH.

3. BBIBOAIBI 0 TIpOJIETaHHOM PabOTE U MOTYYECHHBIX PE3yJIbTaTax.
Pe3ynbrarel paboThl 10JKHBI OBITH OTPa)KEHBI B pad0OYeil TeTpaau U 3alMILEHbl YCTHO

KaXIbIM CTYACHTOM.

KOHTpOJ’lBHLIe BOIIPOCHI
1. Kakoit [P-anpec Ha3HaueH MUTIO3Y TTO YMOTYAHHUIO?
2. 3ammrta WEP u xmrou 0123456789 nenanexusl. [louemy anroputm WEP cunraercs
HEJ0CTaTOYHO O€30MacHbIM?
3. 3anummute [P-aapec mro3a no yMoJa4aHuIo.

4. Ilouemy B KpYITHOI OopraHuzanuu pasymMHee npuMeHuTh pesxxuM WPA2 RADIUS
BMecTo WPA2 PSK?



3ausTueNe 6.
Hacrpoiika TpancnopTHoro pexxuma VPN

Ieau 3aHATHSA
B pesynpTare HACTOSIIETO 3aHATUS W TOCIEAYIOUIEH CaMOCTOSTEIbHONH pPabOTHI
CTYJICHTHI JI0JKHBI:
1. 3akpenuts MaTepHal, MOJTYUYCHHbIN Ha JTEKIIMOHHBIX 3aHSATUSX.
Ymertb nepenaBarh HezammdpoBanubiid FTP-Tpaduk.
Ymerb nepenaBars 3ammdpobannbiii FTP-Tpaduk.
[Tpuobpectu cioco6HOCTH HacTpauBaTh VPN-KiIMEeHTa Ha 0OBEKTE.

o s~ wn

[TproOpecTr HaBBIKK aHaJH3a U 0000IICHUS TTOTYIEHHBIX PE3YJILTATOB.

Y4eOHbIe BONIPOCHI 3aHATHUS

1.  Tlepenaua nesanmgpposanHoro FTP-rpaduxa.

2.  Hacrpoiika VPN-knmenTa Ha o6bexre Metropolis.
3. Ilepemaua 3ammdpoannoro FTP-tpaduxka.

Oo6opynoBanue U MaTepuabl
IIK ¢ ycranoBnennbim Packet Tracer.

Oo01ue cBe1eHus

BeimonHsist 9T0 3amanue, BBl OyjeTe OTCISKHUBATh nepeaady HesamudpoBanHoro FTP-
Tpapuka MeXAy KIMEHTOM M yAaleHHbIM 00beKTOM. 3aTeM Bbl HacTpoutre VPN-kimeHT s
nonkitoueHus: k 00bekTy Gotham Healthcare Branch w Haunere mepemady 3ammdpoBaHHOTO
FTP-trpapuka. Hactpoiika IP-agpecarnuu, cetd U C€pBHCOB B COOTBETCTBUM C TaOIuUIleH
aapecaruu. llepemauy 3ammdpoBaHHBIX U He3amudpoBaHHbix FTP-manHeix Bbl Oymere

BBITIOJIHATH C IIOMOIIIBIKO KIIMCHTCKOI'O YCTpOP’ICTBa, KOTOPOC HaXOAUTCs B IIpCACiIax 00BeKTa
Metropolis Bank HQ.

Tadauua agpecanuu

Yerpoiictso ?;f:;;:? Oﬁmlfgl_(;;)):zm’m Macka noaceru Caiir
Private_FTP server 10.44.2.254 | — 255.255.255.0 Gotham Healthcare Branch
Public_FTP server 10.44.2.253 209.165.201.20 255.255.255.0 Gotham Healthcare Branch
Branch_Router — 209.165.201.19 255.255.255.248 Gotham Healthcare Branch
Komnbiorep Phil's 10.44.0.2 — 255.255.255.0 Metropolis Bank HQ

Y4ye6HbIN Bonpoc 1: Ilepenaua Hesamupposannoro FTP-Trpaduka

War 1: Ioayuyenue nocryna k anaausatopy tpapuka Cyber Criminals Sniffer.

a. Bsibepure ananmmsatop tpaduka Cyber Criminals Sniffer u mepeiinute na raaaxy GUI (I'paduueckumii
uHTEpdEC).

b. Haxwmute xkronky Clear (Oumctuts), 9T00BI yIaIUTh BCE COOpAHHBIC paHEe 3aIMCH ¢ HH(OpMAaIHe
o Tpaduke.




C.

Caepuure 0KHO aHanu3aropa tpapuxa Cyber Criminals Sniffer.

War 2: ¥YcranoBure Hede3onacHoe FTP-coennuenue ¢ cepsepom Public FTP.

a.
b.

Ortkpoiite 06vekT Metropolis Bank HQ u Beibepute Hoytoyk Phil.

[epeiinute Ha BkiIaaky Desktop (Pa6ounii cron) u Haxxmute 3Ha40k Command Prompt (Komananast
CTPOKa).
Beenure komany ipconfig, uto6sr oTo6pasuts Tekymmii [P-anpec kommerotepa Phil.

VYcranosute coenunenue ¢ cepsepoM Public_FTP o6bexta Gotham Healthcare Branch. s sToro
BBE/INTE B KOMaHHYI0 cTpoky komanay ftp 209.165.201.20.

Baeaure umst Tiost30Batens Cisco u mapois publickey, uro6sr Boiitu Ha ceprep Public_FTP.

C momorkio koMaH el put Beirpysure ¢aiin Publiclnfo.txt ma cepsep Public_FTP.

War 3: IIpocmorp nundopmannu o Tpaduke ¢ NOMOIIbI0 aHATH3aTopa Tpaduka Cyber

Criminals Sniffer.

PasBepHuTe CBepHYyTOE paHee OKHO aHanu3aropa Tpaduka Cyber Criminals Sniffer.

B anammzatope Tpaduka BeiOepuTe coobmerns FTP 1 TOTHOCTBIO MPOKPYTHUTE COACPIKUMOE KaXKIOTO U3
COOOIIEHNIA.

Kakas nHpopmarys otodpaskaeTcsi B BUE OTKPHITOTO TEKCTa?

Beeaute quit, utoObI 3aBepinTh ceanc Ha cepsepe Public_FTP.

Y4eOHbin Bonpoc 2: Hacrpoiika VPN-k/IHeHTa Ha KOMIbIOTEpe

noJsb3oBaresa Phil

Ha kommsrotepe Phil's BeimonanTe koMmangy ping, ykaszas IP-aapec mapupytusaropa Branch_Router.
[epBble HECKOJBKO Ping-3ampocoB MOTYT OCTAaThCs 0€3 OTBETA W3-3a TPEBBIIICHAS BPEMEHH OXKUIAHHUS.
Beenure komManay ping. Bbl JOKHEL ONYYHTH OTBETHI HA YETHIPE ping-3ampoca.

Mepeiinure Ha Briaaky Desktop (Pabouwnii cron) u Haxkmure 3Ha4ok VPN

B oxue VPN Configuration (Hactpoiika VPN) BBeuTe ciieyromine napamMmerpb:

GroupName (VIMSI TPYIIIIBI): ...ocuvveuveneriniieniieieeiesie e sne e VPNGROUP
Group Key (KITHOU TPYIIIIBL): .couviieeiiiiiircesreeeeee e 123

Host IP (Server IP) (IP-aapec xocta (IP-afpec cepBepa)): ..c.ceoveververereennes 209.165.201.19
Username (MIMSI IIOJTB3OBATEIIN): ....vevververeniesieeseenresresressesieeseeeessesneseesnennes phil

PasSWOTd (TTaPOIIB): ...vviviieieieiieieie et cisco123

Haxxmute kaonky Connect (IToaxirounthest) u 3ateM kHonky OK B ciemyroiem okHe.

Kakoii [P-anpec xnuenTa nmpuMeHsiercs A yCTaHOBKH VPN-coeTMHEHUS «KIHEHT-00beKT»?

Y4ye6HbIN Bonpoc 3: Ilepexaua 3ammdppoannoro FTP-Tpaduka

War 1: IpocmoTp Tekyumux napamMerpos IP-agpecannu Ha KOMIbIOTEPE MOJIHL30BATESA

Phil.

Ortkpoiite 06vekT Metropolis Bank HQ 1 BeiOepure kommbrotep Phil.

[epeiinute Ha BkiIaaky Desktop (Pa6ounii croxn) u Haxxmute 3Ha490k Command Prompt (Komananast
CTpOKa).

C momorisio koman el ipconfig otobpasure tekymuii IP-agpec kommbrotepa Phil.



Buaure nu BB nonoaHUTENbHBIH [P-anpec, KOTOphIil He oToOpaxaics paHee Ha mrare 2¢ B yactu 1? Kakoit
3TO azapec?

War 2: Ilepenaua 3ammdpoBannoro FTP-tpaduka ¢ komnbroTepa moab3oBartens Phil na
cepsep Private FTP.

a. YcranoBute coenunenue ¢ cepsepom Private FTP o6sekra Gotham Healthcare Branch. [Tnst storo
BBenuTe Komauy ftp 10.44.2.254 B kOMaHHYIO CTPOKY.

b. Beeaute uMs mosp30BaTeNs CiSCO U mapoiib Secretkey, uroOst BoiTH Ha cepsep Private_FTP.

c. Bmrpysure daiin Privatelnfo.txt va cepsep Private_FTP.

War 3: IIpocmorp undopmanuu o Tpaduke ¢ NOMOIIbI0 aHaTU3aTopa Tpaduka Cyber
Criminals Sniffer
a. PasBepuure cBepHyTOE paHee OKHO aHanu3aropa Tpaduka Cyber Criminals Sniffer.
b. Beibepure coobuienust FTP B okHe aHanu3aTopa Tpaduka.

Ectp mu cpenn Hux FTP-cooOuienusi, B KOTOPBIX 0TOOpaXkaeTcst BHYTPEHHHU I apoilb WM HHPOpMaIus
0 BeITpy3Ke (aiina Privatelnfo.txt Ha cepBep? [laiiTe nosicHeHue.

IIpennaraemslii cnocod noacyera 6aJ110B

laru MaxkcumaJibHoe 3apadoTaHHble
Bomnpocsel 3ansiTus
BOIIpOCa KOJIM4eCTBO 0aJ1710B 0aJL1bI
Bomnpoc 1. [Tepexaua vezammpposannoro FTP- [Mlar 3 20
Tpaduka
Bompoc 2. Hactpoiika VPN-KJ'I.I/IeHTa Ha Mlar 1 10
KoMObloTepe mons3oBarens Phil
Bomnpoc 3. [lepexaua 3ammdposannoro FTP- [Mlar 1 10
Tpaduia Ilfar 3 20
Bomnpocst 60
Bann Packet Tracer 40
O01ee yuciio 6a/1J10B 100

Coaep:xkanue oT4yera
OT4er no MPaKTUYECKOMY 3aHSATHIO JOKEH COJIEP/KaTh!

1. Crpykrypy ucxonusix naHubix B Packet Tracer ¢ IP-agpecarueii ycTpoicTs.

2. OtBernl Ha BOIIPOCEHI, ITOCTABJICHHBIC B XOAC BBIITOJIHCHUA MPAKTUICCKUX SaHaHHfI.

3. BBIBOJIBI O TIPOJIEIIAHHOM PadOTE U IMOTyYSHHBIX PE3yIIbTaTax.

PesynpTaThl paboThl JOJKHBI OBITH OTpaXkeHbI B paboueil TeTpaau M 3allUIIeHbl YCTHO
KaX/IbIM CTYJICHTOM.

KOHTpOJ’lLHLIe BOIIPOCHI

1. Kakas ungopmarus oroOpakaercsi B BUJe OTKPHITOTO TeKcTa?

2. Kaxkoit [P-anpec knueHTa npuMeHsieTcsl 11l yCTaHOBKA VPN-COeMHEHNs «KIUEHT-
00BEKT»?



3. Bumure nu Bel jgomonHuTENbHBIM [P-agpec, KOTOphlii He oTOOpaXkaics paHee Ha
mare 2¢ B yactu 1? Kakoit aTo agpec?

4. Ectp mu cpemu FTP-cooGmennii FTP-cooOmieHusi, B KOTOPBIX OTOOpaskaeTcs
BHYTPEHHUH maposib win uH(popmMaims o BeITpy3ke ¢aitna Privatelnfo.txt Ha cepsep? [laiite
HOSICHEHHE.



3anaTueNe 7.
Pe3epBupoBaHre MAPIIPYTH3aTOPOB U KOMMYTAaTOPOB

Ieau 3ansaTUs

B pesynpTare HACTOSIIETO 3aHATUS W TOCIEAYIOUIEH CaMOCTOSTEIbHONH pPabOTHI
CTYJCHTBI JIOJKHBI:

1. 3akpenuts MaTepHal, MOJTYUYCHHbIN Ha JTEKIIMOHHBIX 3aHSATUSX.

2. Ilpuobpectr crocoOHOCTh HAOMIONEHUS 3a TEPEKIIOYCHUEM TpU OTKa3e CETeBOM
UHPPACTPYKTYPHI C UCIIOIH30BAHUEM PE3EPBHBIX MAPIIPYTU3ATOPOB.

3. Ilpuobpectr crocoOHOCTh HAOMIONEHUS 3a TEPEKIIOYCHUEM TpU OTKa3e CETeBOM
UH(PACTPYKTYPHI C UCTIOIH30BAHUEM PE3EPBHBIX KOMMYTATOPOB.

4. TlpuoOpecTy HaBBIKK aHATH3a  0000IIIEHHS TIOTY4YEHHBIX Pe3yIbTaTOB.

Y4eOHble BONIPOCHI 3aHATHUS

1. HaOmomenwe 3a TEPEKIIOYCHHUEM TIPU OTKa3e CETEBOM HMH(MPACTPYKTYpHI C
UCTIOJIb30BAHUEM PE3EPBHBIX MAPIIPYTU3aTOPOB.

2. HabmogeHue 3a TEpeKIIOUEHHEM TIPU OTKa3e CETeBOM HUHQPACTPYKTYpHI C
UCTIOJIb30BAHUEM PE3EPBHBIX KOMMYTATOPOB.

Oo6opynoBanue U MaTepUAIbI
1K ¢ ycranoBnennsiM Packet Tracer.

Oo01ue cBe1eHus

B sTOoM 3amanumu BEI 6yI{eTe HaOIIONaThL 3a YCHEIIHBIM IEPEKIIIOUYCHUEM MpPHU OTKase
ceteBoid mHGpacTpykTypel Metropolis. [lns pe3epBuUpoBaHUsS TLIIO3a 10  YMOJYAHHIO
UCIIOJIB3YIOTCS ~ HECKOJIBKO  MapIIpyTH3aTopoB. 3areM OyAeT TPOBEIEHO  YCIEIIHOE
NEepeKIoYeHre MpU OTKaze ceTeBod HHPpacTpykTypsl Gotham. PesepBupoBaHue ceTeBbIX
MapuIpyToB OyneT oOecreuyuBaThCS C MOMOIIBI0 HECKONbKHX KoMMyTaTopoB. Hactpoiika IP-
azpecanu, CE€TU U CCPBUCOB B COOTBCTCTBUU C Ta6JIPILIefI aapecanuu. I[J'ISI TCCTUPOBAHUA
MapaIipyToB A0 W IOCJIC YCIICHIHOIO MEPCKIOUYCHUA IMPU OTKA3C ceTeBoil I/IH(i)paCTPYKTypBI BbI
OyJIeTe UCIOoJIb30BaTh KIIMEHTCKUE YCTPONCTBA B PA3IMUHBIX TeorpaduyecKux peruoHax.

Tadauua agpecanuu

11}
YerpoiicTBo IP-aapec Macka noaceru JH03 1o Caiur
YMOJIYAHHIO

Buewmnwmii BeG-cepBep 209.165.201.10 255.255.255.0 — Wntepner

R1 10.44.1.2 255.255.255.0 — Metropolis Bank HQ
R2 10.44.1.3 255.255.255.0 — Metropolis Bank HQ
Kommsrotep Phil's 10.44.1.12 255.255.255.0 10.44.1.1 Metropolis Bank HQ
Kommsiorep Tim's 10.44.2.11 255.255.255.0 10.44.2.1 gfat:]‘;r]" Healthcare




YuyebHbin Bonpoc 1: Ilonadaioxaiite 3a nepexkJUYeHneM MPHU 0TKAa3e
ceTeBOM HHPPACTPYKTYPHI € UCII0JIb30BAHUEM Pe3epPBHbBIX
MapuIpyTH3aTOPOB.

War 1: OrtkpoiiTe KOMaHAHYIO CTPOKY Ha KOMIBIOTepe NmoJib3oBarelisi Phil.

a. Bsibepure y3en Metropolis Bank HQ u Bribepure HoyToyk Phil.
b. Tlepeiinute Ha Bruaaky Desktop (Pabounit cron) u menkuuTe 3aauok Command Prompt (Komannuas
CTpOKa).

War 2: Ilpociaenure MapmpyT K BHEIIHEMY BeO-cepBepy.

a. Ornpaebte ping-3amnpoc k cepsepy External Web g MuTepHere. /115t 3T0ro B KOMaHAHOM CTPOKE BBEIHUTE
ping 209.165.201.10.

b. TIpocienute mapmipyt k cepepy External Web B UnTepuere. JIi1st 3TOro B KOMaHIHOM CTPOKE BBEIANTE
tracert 209.165.201.10.

c. IP-agpeca B BrIBOze KOMaHIbI tracert mpeacTaBlIsAIOT CETeBbIC YCTPOMCTRA, Yepe3 KOTOPBIE MPOXOAUT
ceTeBoil Tpaduk.

Vxaxwute IP-anpeca ycTpoicTs, uepe3 KOTOpbIe TPOXOAUT TpaduK OT HOYTOYKa mosb3oBareis Phil xo
BHEIITHETO BeO-cepBepa.

IlepBbIif agpec, KOTOPBIHM BEIBOJUT KOMaHIa tracert, — 3To ceTeBoil UTI03 (TOYKa BBIX0JIA) IO
YMOITYaHHIO.

d. CpaBuure BBIBOJ KOMaH/bI tracert ¢ Tabnuieit agpecanuu, NpUBEICHHON B Havae JJabopaTopHOi
paboTbl. Kakoii MapmpyTi3aTop B JaHHBIH MOMEHT SIBIISIETCS] TEKYLIMM [IUTIO30M TI0 YMOJIYaHUIO?

LWar 3: 3amycTuTe mepex0YeHne MPH 0TKAa3e ceTeBOii HHPPACTPYKTYPHI.

a. B ysne Metropolis Bank HQ naxxmute kommyrtatop HQ_S1.
b. Ulenkuure Brnaaky «Aurepdeiic komananoi crpoxm» (CLI).
C. Bseaute cienyromnue KOMaH Ibl, YTO0BI OTKIIOYHUTE MOPT KackaaupoBauus Gig0/2:

enable

configure terminal

interface GigabitEthernet0/2
shutdown

LWar 4: CuoBa npociieauTe MapuipyT K BHellIHEMY BeO-cepBepy.

a. B ysne Metropolis Bank HQ uaxxmute HOyTOyK Phil.

b. Tlepeiiaure Ha Bkiuaaky Desktop (PaGouwmii cton) u menkuute 3aa40k Command Prompt (Komanauas
CTPOKa).

c. OtmpaBbTe ping-3anpoc k ceprepy External Web 8 Unrepuere. [I1st 5TOro B KOMaHHON CTPOKE BBEIUTE
ping 209.165.201.10.

d. TIpocneaute mapupyT Kk cepBepy External Web B MuTepHere. 115 3TOro B KOMaHAHOM CTPOKE BBEIHUTE
tracert 209.165.201.10.

IP-anpeca B BbIBosie KOMaHbI tracert nmpeacraBisioT ceTeBbIe YCTPOMCTBA, Yepe3 KOTOPhIE IPOXOANT
ceTeBol Tpauk.

Vxaxure [P-agpeca ycTpoicTB, uepe3 KOTOpble TPOXOAUT Tpaduk oT HOyTOyKa noss3osarens Phil no
BHEIITHET0 BeO-cepBepa.




e. Ilepssrit agpec, KOTOPHIH BHIBOIUT KOMaH A tracert, — 3To ceTeBoii T3 (TOYKa BHIX0/1a) 110
YMOTYAHHIO.

Kakoit mapmpyTu3arop Terneps paboTaeT Kak IUTI03 [0 YMOTYaHHIO?

f. B mosBuBmIIEHCS KOMAaHAHO# cTPOKe BBeauTe Komaumy ipconfig. s mutro3a mo ymosdanuto mokasad IP-
aapec 10.44.1.1, xotopsrit He coBmanaeT HU ¢ epBbIM (10.44.1.2), Hu co BTopeM (10.44.1.3) BEIBOTOM
KOMaH/IbI tracert. DTO yKa3bIBaeT Ha TO, YTO MapUIpyTH3aLus Tpaduka 1IIro3a no ymondanuto 10.44.1.1
(baKTHYECKH BBINOJHIETCS Yepe3 pe3epBHbBIC MApLIPYTH3aTOPHI ¢ pa3nuyHbiMu [P-anpecamu: R1 ¢ anpecom
10.44.1.2 umu R2 ¢ agpecom 10.44.1.3, ecnu mapurpytuszatop R1 HenocTymen.

Y4eOHbIn Bonpoc 2: Ilonab/oaaiiTe 3a nepeKJIIOYeHHEM IIPH 0TKAa3e
ceTeBOi HHPPACTPYKTYPHI ¢ HCIOJIb30BAHHEM Pe3epPBHBIX
KOMMYTATOPOB.

War 1: OtkpoiiTe KOMaHIHYI0 CTPOKY Ha KoMnbioTepe Tim's.

a. Bsibepure y3en Gotham Healthcare Branch u Beibepure kommbrotep Tim.
b. Tlepeiiaure Ha Brnaaky Desktop (PaGouwii cron) u menkaute 3Hauok Command Prompt (KomaugHas
CTPOKa).

War 2: IpocaennTe MapumIpyT K BHEIIIHEMY Bed-cepBepy.

a. OrmpaBbre ping-3amnpoc k cepsepy External Web B Murepuere. [y 5TOro B KOMaHIHON CTPOKE BBEIUTE
ping 209.165.201.10.

b. Jlns nabroneHus 3a nepeKIi0UeHrEM ITPH OTKa3e CETEBOU MHPPACTPYKTYPhI MOXHO HCIIOJIB30BATh
KOMaHJy constant ping.

BrmonanTte koMmaHay constant ping i cepsepa External Web. /Inst aToro B koMaHIHOH CTpOKe BBEIUTE
ping -t 209.165.201.10.

CBepHI/ITe OKHO JI1 KOMIIBIOTECPA MMOJIb30BATCIIA Tim.

LWar 3: 3amycTuTe mepex0YeHNne MPH 0TKAa3e ceTeBOii HHPPACTPYKTYPHI.

a. BysneGotham Healthcare BranchuaxmurekommytaropS3.
b. Tlepeiiaure na Bkmaaky CLI.
€. Bseaute creayrome KOMaH/Ibl, Y4TOOBI OTKITFOYHUTE MOPT Kackaauposaunus Gig0/2:

enable

configure terminal

interface GigabitEthernet0/2
shutdown

lar 4: CnoBa npocieanuTe MapmpyT K BHEIIHEMY Bed-cepBepy.

a. B ysme Gotham Healthcare Branch passepuute okHO, 0TOGpaXkaroliee KOMIBIOTED MOIb30BaTest Tim.

b. Tlomoxaure 30—60 cexyrnm. Takxe MOKHO HAOIIOAATE 38 MHANKATOPAMHE COSANHEHUI KOMMYTAI[HOHHOTO
nmopra B ceteBoi mHPpacTpykType Gotham Healthcare Branch.

C. BrIBOA pe3ynbTaTOB BBITOJHCHHS KOMaH/bl Ha KOMITBIOTEPE MOIh30BaTeNs Tim JOKEH OBITh aHAIOTUYCH
CIEAYIOIIEMY:
PC>ping -t 209.165.201.10
Pinging 209.165.201.10 with 32 bytes of data:

Reply from 209.165.201.10: bytes=32 time=47ms TTL=126
Reply from 209.165.201.10: bytes=32 time=42ms TTL=126
Reply from 209.165.201.10: bytes=32 time=42ms TTL=126



Reply from 209.165.201.10: bytes=32 time=43ms TTL=126
Request timed out.
Request timed out.
Request timed out.
Request timed out.
Request timed out.
Request timed out.
Request timed out.
Request timed out.
Reply from 209.165.201.10: bytes=32 time=41ms TTL=126
Reply from 209.165.201.10: bytes=32 time=42ms TTL=126
Reply from 209.165.201.10: bytes=32 time=42ms TTL=126

3akpoiiTe OKHO.

INo xakoMy kaberro nepenaBaaich JaHHbIC IPU MOJTYYSHUH OTBETOB Ha Ping-3ampoChl A0 MMOSBICHUSL
coobmenns "Request timed out" (Bpems oxxumanus 3ampoca UCTEKIIO)?

o xakoMy kabenro nepeaaBaaich JaHHbIC IPU MMOJIYYSHUH OTBETOB Ha Ping-3alpoChl MOCJ/Ie OSBICHU
coobmenns "Request timed out" (Bpems oxxumaHus 3ampoca UCTEKIIO)?

O kakoi 0COOEHHOCTH pe3epBUPOBAHUS KOMMYTATOPOB JJIsl IEPEKIIIOUEHUS IPU 0TKa3e TUrabuTHOTO
Ethernet-opra cBUaETENBCTBYET STOT CIIEHAPHIA?

IIpennaraemslii cnocod noacyera 6aJ110B

MaxkcumaJjibHOe
larn
Bonpocs! 3ausiTust KOJIMY€eCTBO 3apa0doTaHHble 0aJ1IbI
BOIIpoOCa
0ay10B
Bompoc 1. Habmonenue 3a Iar 2 10
MEPEKITIOYCHUEM TIPH OTKAa3e
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Coaep:xkanue oT4yeTa
OT4YeT Mo MPaKTUYECKOMY 3aHATHIO JOJIKEH COJIEP)KATh:

1. Crpyxrypy ucxonubix nannsix B Packet Tracer ¢ IP-anpecarueii ycTpoicTs.
2. OTBeThI Ha BOIPOCHI, OCTABJICHHBIE B XO/I€ BHIOIHEHHUS ITPAKTHYECKUX 3aJaHUH.



3. BbIBOABI 0 IIpOJIETaHHOM PabOTe U MOTYUYEHHBIX PE3yIbTaTax.
PesynpTaThl paboThl HOJKHBI OBITH OTPaXEHbI B paboueil TeTpaau U 3alIMIICHbI YCTHO
KQKJIbIM CTYJEHTOM.

KoHTpoJsbHbIE BONIPOCHI

1. Ykaxute IP-ampeca ycTpoiCTB, Yepe3 KOTOpbIE MPOXOIUT Tpaduk OT HOYTOyKa
nosib3oBates Phil 1o BHemHero Be6-cepBepa.

2. Vkaxute IP-ampeca ycTpoiicTB, 4epe3 KOTOpbIE MPOXOAUT TpaduK OT HOYTOyKa
nosib3oBatens Phil 1o BHemHero BeO-cepBepa.

3. Kaxkoiif MmapmpyTu3zarop paboTaer Kak IUTI03 10 YMOTYaHHIO?

4. Tlo xakoMy Ka0enio IMepelaBaMCh JaHHBIE MpPHU TOJTYYEHHH OTBETOB Ha ping-
3ampockl 10 nosBieHus coodmenus "Request timed out" (Bpems oxxumanust 3ampoca UCTEKI0)?

5. Tlo kakoMy Kabenmio IepenaBaJiiCh NaHHbIE NpPU TOJIYYEHHH OTBETOB Ha ping-
3anpockl moclie mosiBieHus coodbmeHus "Request timed out" (Bpems oxumanust 3ampoca
HCTEKJIO)?

6. O xakoil OCOOEHHOCTH pE3epPBUPOBAHUS KOMMYTATOPOB JI MEPEKIIOUEHUS MPH
otkaze rurabutHoro Ethernet-opra cBUaETENLCTBYET 3TOT CLICHAPUIA?



3ausaTueNe 8.
Me:kceTeBble IKPAaHbI HA CepBepe U CMUCKH KOHTPOJIS I0CTYNAa Ha
MapuipyTu3zaTope

Ieau 3aHATHSA
B pPE3YIbTATC HACTOALICIO 3aHATHUA H HOCJIC,Z[yIOHleI;'I CaMOCTOATEIbHOMN pa6OTBI

CTYACHTHI OOJI>KHBI:

IIOYTHI.

1. 3akpenuts MaTepHal, NOJTYUYEHHbIN Ha JTEKIIMOHHBIX 3aHATUSX.

2.  YMeTb OCYIIECTBIIATH MOAKIIOUYEHHE K BeO-cepBepy.

3. YMeTb oCyIecTBIATh NpeAoTBpaltieHre HesamuppoBanHbix ceaHncoB HTTP.

4. Ilpuobpectn HaBBIKM JOCTYyNa K MEXKCETEBOMY 3KpaHy Ha CEpPBEPE JIEKTPOHHOM

5. Ilpnobpectn  cnocoOHOCTE  (QopMUpOBaTh  MPOUEAYPbl  JUId  YIPABJIECHUS

MH(POPMAIIMOHHON 0€30MaCHOCTHIO.

YueOHbIe BONPOCHI 3aHATHA

1. TlomxmoueHue K BeOG-cepBepy.

2. IlpenorBpamenue He3amudpoBanHbix ceanco HTTP.

3. JlocTym K MeXCeTeBOMY SKpaHy Ha CepBepe IEKTPOHHOM MOYTHI.

O0opynoBaHue U MaTepHaJIbI
1K ¢ ycranoBnennsiM Packet Tracer.

Oo01ue cBe1eHus
B oroM 3amanum BBl MOAyYyHMTE JOCTYI K MOJIb30BaTel0 B y3ie Metropolis

u noaxiounteck no nporokonam HTTP u HTTPS k ynanennomy Be6-cepsepy. Hacrpoiika IP-

ajipecalluy, CeTH ¥ CEPBUCOB B COOTBETCTBHUHM ¢ Tabiuien aapecanuu. C MOMOUIbIO KIMEHTCKOTO
yCTpoOMCTBa B y3i1e Metropolis Bl mpoTecTHpyeTe [IMOoAKIIOUeHHE K yIaleHHOMY BeO-cepBepy.

Y1005l

oOecrieunTh 3amuTy y3iaa Metropolis, Bbl 3ampeTuTe HE3aIHM(PPOBAHHOE COEAMHEHUE

C BHEIIIHUMHU BeO-CeaHCaMU.

Tabdauua agpecanuu

Yacrbiii IP- | O0menocTynHbIi
YcrpoiicTBo aapec IP-anpec Macka nojaceTu Caiit

Beb-cepsep — 209.165.201.10 255.255.255.0 WuaTepHeT

Y4ye6HbIN Bonpoc 1: Tloakiawuenne K Bed-cepBepy.

LWar 1

o 2

o

. Ycranosute noctyn K Bed-cepsepy HQ Internet ¢ IIK nosbs3oBaress Sally nmo

nporoxoay HTTP.
Bei6epute y3en Metropolis Bank HQ u Bribepure I1K Sally.
[Mepeiinure Ha Briiaaky Desktop (PaGouwnii cron) u mienkuute 3Hadok Web Browser (Bpaysep).
Beemure URL-anpec http://www.cisco.corp u Haxmute Go (Hauats).

lenxuute cepuiky Login Page (Ctpanuna Bxona).



ITouemy monB30BaTENb JOKEH OBITH 00ECITOKOCH MPH OTIPaBKe HHPOpPMAIMH Yepe3 ITOT BeO-calT?

War 2: ¥YcranoBure 1octyn Kk Bed-cepBepy HQ Internet ¢ koMnbHTepa MoJIL30BaATENSA

Sally no nporoxoy HTTPS.

Ortkpoiite Bed-0003peBaTesb Ha KommbioTepe Sally's.
Beemure URL-anpec https://www.cisco.corp u saxxmute Go (Hauats).
lenkuute cepuiky Login Page (Ctpanuna Bxona).

VY mosp30Batetsi MEHbILE TOBOIOB ISl OECIIOKOMCTBA IIPU OTIIpaBKe HH(MOPMAIMU Yepe3 STOT BeO-cailT.
Iouemy?

3akpoiite KoMIbIOTEp TToIB30Batess Sally.

YuyebHbIN Bonpoc 2: 3anper He3amudpoanubix ceancos HTTP.

War 1: Hacrpoiite mapmpytuzatop HQ Router.

a.
b.

C.

e

Ortkpoiite 06wexT Metropolis Bank HQ u BeiGepure maprupytuzatop HQ Router.

Haxxmure Brnanky CLI u naxxmure Enter.

s BXxoza B cucteMy MapuipyTu3aTopa UCIOJIb3yHTE Napoib cisco.

Beeaute komany enable, a 3atem configure terminal ms goctymna k pexumy ri00anbHON HACTPONKH.

YroObl PeOTBPATUTH Niepeauy HesamupposanHoro HTTP-tpaduka yepe3 [ITOIOBHON MapIIpyTH3aTOp,
CETEBbIC aMHHUCTPATOPEI MOTYT CO3JIaTh U Pa3BepHYTh CIUCKU KOHTpourst goctyna (ACL).

CJ'IG,HYIOH.[I/IG KOMAHABI BBIXOJAT 3@ pAMKH 9TOT'O Kypca. Onn HCHOJIB3YIOTCA 11 AEMOHCTpAalun

BO3MOYKHOCTH TIPEIOTBPAIICHHUS TIepeIavun He3amn(ppoBaHHOTO TpaduKa depe3 MapIIpyTU3aTop
HQ_Router.

B xomanmHoO# crpoke HQ_Router(config)# B pexume rmo0ansHONH HACTPONKH CKOMUPYNUTE H BCTABBTE
MOKa3aHHYI0 HIKe KOHPUTypaIunio crcka KoHTpoist qoctyna B HQ_Router.

access-list 101 deny tcp any any eq 80
access-list 101 permit ip any any
]

int gig0/0

ip access-group 101 in
!

end

3akpoiire mapmpytusatop HQ_Router.

LWar 2: ¥YcranoBure nocryn k Bed-cepsepy HQ Internet ¢ IIK mosas3oBaTens Sally mo

nporoxoay HTTP.
B y3ne Metropolis Bank HQ naxwmure 1K none3zosarens Sally.
[epeiinure Ha Briaaky Desktop (PaGouwuii cton) u mienkuute 3adok Web Browser (Bpaysep).
Beemure URL-anpec http://www.cisco.corp u naxmute Go (Hauats).

MoskeT i KoMIbroTep nosib3oBarens Sally nonyunts noctyn k Be6-cepepy HQ Internet mo npoTtokoiy
HTTP?

War 3: ¥YcranoBure 1octyn Kk Bed-cepsepy HQ Internet ¢ komnbioTepa moJib30BaTes

Sally mo nporoxory HTTPS.



a. Orkpoiite Be0-0003peBaTesib Ha KoMibioTepe Sally's.
b. Bseaure URL-aapec https://www.cisco.corp u naxxmure Go (Hauats).

MosxeT 11 KoMnbroTep mons30Batess ""Sally" momyunts goctyn k Bed-cepBepy HQ Internet mo mpoTokory
HTTP?

C. 3akpoiite KoMIbIOTEp TOMB30Batess Sally.

Y4eOHbIin Bonpoc 3: JlocTyn K MesKceTeBOMY IKpaHy Ha cepBepe
3JIEKTPOHHOM MOYTHI.

a. B ysne Metropolis Bank HQ uaxxmute cepsep Email.

b. Haxwmure Briranky Desktop (PaGouwnii cton) u BeiGepute Firewall (MesxcereBoii axpan). [Ipasuna
MEXKCETEBOI0 KpaHa He 3a1aHbl.

YroObl IPEAOTBPATUTH OTIPABKY HITH MOJIYyYCHHE Yepe3 cepBep AIEKTPOHHOM MouThl Tpaduka, He
CBSI3aHHOT'O C HEM, CETeBbIC a[MHHUCTPATOPHI MOTYT CO3/1aBaTh MPABUIIA MEKCETEBOTO IKpaHa
HEMOCPE/ICTBEHHO Ha cepBepe. JInho, Kak MoKa3aHo paHee, MOKHO HCIOJIb30BaTh CITUCKH KOHTPOJISI
noctryna (ACL) Ha ceTeBOM yCTpOWCTBE, HAPUMED, MapIIPyTU3ATOPE.
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Coaep:xkaHue oT4yeTa

OT4er o MPaKTUYECKOMY 3aHSATHIO JOKEH COJIEPIKATh!

1. Crpykrypy ucxoausix nanHbix B Packet Tracer ¢ IP-agpecarueii ycTpoiicTs.

2. OTBeTHI Ha BOIPOCHI, TOCTABJICHHBIE B XO/I€ BHIOJHEHHUS ITPAKTHYECKUX 33 JaHUH.

3. BBIBOAIBI 0 TIpOJIETTaHHOM PaboTe M MOTYIECHHBIX Pe3yIbTaTax.

PesynpTaThl paboThl JOJKHBI OBITH OTpaXXeHbI B paboueil TeTpaau M 3aIlUIIeHbl YCTHO
KaX/IbIM CTYJICHTOM.

KOHTpOJ’lLHLIe BOIIPOCHI

1. [Touemy monp30BaTesb JOJKEH ObITh 00ECIIOKOCH MPH OTHpPaBKe UH(OpMAIMK yepes
3TOT BeO-calT?

2. YV monbp30BaTessl MEHbIIE MOBOJOB ISl OECIIOKONCTBA MPH OTNpaBKe MHPOpMaIUU
yepe3 BeO-caiT https://www.cisco.corp. [Touemy?



3. Moxer au kommbioTep mojb3oBarens Sally momyuuts moctym k Be6-cepBepy HQ
Internet nmo nporoxony HTTP?

4. Mosxet i komnbroTep nosib3oBatess "Sally" momyuuts goctyn k Bed-cepBepy HQ
Internet no nporoxony HTTP?



3ausTueNe 9.
O1padoTKa KOMILIEKCHBIX NPAKTHYECKUX HABBIKOB

Ieau 3aHATHSA

B pesynpTare HACTOSIIETO 3aHATUS W TOCIEAYIOUIEH CaMOCTOSTEIbHONH pPabOTHI
CTYJEHTBI JOJKHBIL:

1. 3akpenuTh HaBBIKU, IOJYYCHHBIE B IIPOIIECCE OCBOCHHUS YUEOHOT0 MaTepuaia.

2. Tlpnobpect KOMIUIEKCHbIE IMPAKTUYECKUE HABBIKM HACTPOMKU MaplIpyTHU3aTOpa
OeCpOBOJTHOM CBsI3M, 3arpy3Kd U BBITPY3KH (DailJIoB C ucnosib3oBaHnueM mpotokona FTP,
0e30MacHOro MOAKIIOUEHHUS K yJAJICHHOMY Y3iy ¢ ucnois3oBaHueM VPN wu obecnedenue
3amuThl Mapmpytusaropa Cisco 10S.

O0opynoBanue U MaTepuaJIbl
1K ¢ ycranoBnennsiM Packet Tracer.

Tabuauna aapecaumuu

Ilr03 Mo
YerpoiicTBo Hutepdeiic IP-aapec Macka noacern YMOJTYAHHIO

G0/0 10.44.1.1 255.255.255.0 —
HQ_Router

G0/1 209.165.201.2 255.255.255.248 —
VPN-cepBep NIC 209.165.201.19 255.255.255.248 —
HQ_Wireless LAN 10.44.1.254 255.255.255.0 10.44.1.1
Cepsep FTP/Web NIC 10.44.1.252 255.255.255.0 10.44.1.1
Cepsep BackupFiles NIC 10.44.2.10 255.255.255.0 10.44.2.1
Cuenapuii

JlaHHO€ 3aKJTIOUUTENIFHOE 3aHATHE TOMOXKET OTpaboTaTh MHOTHE HABBIKU, OJYYECHHBIE
B IIpOIIECCE OCBOCHMs y4eOHOro MaTepuaia. Bbl BBINOJHHTE HACTPOWKY MaplLIpyTH3aTopa
OecrpoBOIHON CBSI3M, 3arpy3Ky U BBITPY3KY (aiiioB c ucnons3oBanueM mnportokona FTP,
Oe3omacHoe MOJIKIIOYCHHE K YAAJIGHHOMY Y31y ¢ ucnojib3oBanrneM VPN u obecnieunTe 3amuTy
mapupyrtuzaropa Cisco 10S.

Peanuzanus

[Tpumeuanue. Y Bac ecTh IOCTYI TOJIBKO K y311y Metropolis HQ. Ber Mmoxere momy4urtsb
JIOCTYII KO BCEM CEpBEpPaM U KOMIIbIOTEPAM Ha 3TOM Y3JI€ JJIsl BBIITOJIHEHUS IIPOBEPKHU.

Peanuzyiite cnemyroniue TpeOOBaHMUS:

KommnbioTtep noan3oBarens Sally — Metropolis Bank HQ

e  Brirpysute ¢aiin secure.txt na cepsep FTP/Web, ncrions3yst nporoxon FTP:
o Tone3osatens sally, mapouss ftpaccess
o  @aiin 1y BEIFPY3KH: Secure.txt
o HUcnone3syiite IP-anpec cepsepa FTP/Web u3 TaGnuip agpecarmu.

e Tloaxmounte koMmbploTep nonbe3oBatens Sally k yzny Gotham Healthcare Branch mo cetu VPN
KIIUEHT-Y3eJD»:




o OrmpassTe ping-3anpoc Ha cepBep VPN, ncrions3ys [P-anpec n3 Tabmuus! agpecaunu.
o Toaxmtounte ceth VPN «KIHEHT-y3em», HCIOb3Ys uMs nonb3oBartesst Sally u mapons vpnsally
o MHcnonssyiite rpymry VPNGROUP u kimrou 123

e Ucnone3ys VPN-coequnenue, 3arpy3ute ¢aiin transactions.txt ¢ cepsepa BackupFiles mo nporokoiny
FTP:

o MUcmome3yiite IP-anpec cepsepa BackupFiles u3 Tabmuier agpecarim.
o Toms3osarens sally, mapons securesally
o  ®aiin ms 3arpy3ku: transactions.txt

Hoytoyk moan3oBareis Phil — Metropolis Bank HQ
e  Hacrpoiite Mmapupytusatop HQ_Wireless.

o MUcmoms3yiite IP-anpec maprupyrusatopa HQ_Wireless u3 taGmuisr agpecarnum.

o MHcnons3yiite Be6-0603peBarens 1iis HACTPOiKH MapiipyTusaropa HQ_Wireless ¢ HoyrOyka
noss3oBaress Phil.

o Ionwe3osarens admin, maposns p@ssword

o 3amenure s SSID 3nauenune DefaultWIFI va HQwifi

o  Hactpoiite SSID xak BUAMMBIN (IIHPOKOBEIIATENbHBIN) 17151 OECIPOBOAHBIX KJIUCHTOB.

o Hactpoiite 6e3omacuocts 6ecripoBoanoii cetr WPA2 Personal, ucrions3ys ¢pasy-mapouns Cisco321.
e Oo0ecrnieusTe 3amuTy Mapuipytuzaropa HQ_Router.

o MHcnons3yiite IP-anpec mapmipyruszatopa HQ_Router u3 Tabnuiis! aapecanu.

o HcnonpsyiiTe koMaHIHYIO CTPOKY A moakitodeHns k HQ_Router o nporoxony SSH. Nms
none3oBarens phil, mapons securessh

o Hcmons3yiite komanay enable u maposs cisco.
O  AKTHBHpYHTE QYHKINIO OTKa30ycTOiunBo# kKoHpurypamun Cisco 10S.

o Hactpoiite mist 6anHepa coobienue aust (motd), Bkmrouaroinee ¢ppazy Authorized Access Only
Hoyr0yk nmoan3oBarenst Gina — Metropolis Bank HQ

e ToxxmounTe HOYTOYK monb3oBareis Gina k 6ecrpoBoHOM CeTH.
o Cospnaiite coequnenue ¢ SSID HQwifi
o HUcnonesyiire PSK-xiou cisco321

o Yb6emutech, uTo Ha HOyTOYKe Hcnoab3yercss DHCP

IIpensiaraemslii crocod noacyera 6ajII0B

Bann Packet Tracer: 90 0amios.



