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1.

BBEJIEHUE

He.]'ll/l H 3a1a494 OCBOCHUSA JUCIHHUIIINHBI

HGJ'IBIO HU3YyUCHUS IUCHUIIINHBI «TexHoJIOrNM 00CeCIICUCHUS I/IH(i)OpMaIlI/IOHHOI‘/'I

O0e3zonacHocTU»  sBisieTcst  (hopMUpOBaHHE MPO(ECCUOHANBHBIX  KOMIIETEHIIUM

Oynymiero maructpa mno HampasiaeHuto noarotoBku 10.04.01 Uudopmanuonnas

0€30MacHOCTb.

3aoauamu TUCUUIUINHBI ABJISIOTCA:

l.

U3y4YeHUE OCHOBHBIX MOJIOKEHUM, TOHATUN U KaTeropuid, OTHOCSAIIUXCS
K 0a30BBIM U PACIIUPEHHBIM TEXHOJIOTHSAM 00€CTICUCHHUS
nH(}OpMAITMOHHOM 0€30TaCHOCTH;

U3y4YeHHE OTEYECTBEHHBIX U MEKIyHAPOAHBIX CTAHAAPTOB U
creuudukauii “tHPoOpMaIMOHHON 0€30MaCHOCTH, UX KJIacCU(pUKAIUS U
BBISIBJICHHE B3aMMOCBSI3CH;

U3ydeHUE TpeOOBaHUH, IPEIBABIICMBIX K TIPOIIECCaM 3alllUThI
nH(OpMAITUU B COBPEMEHHBIX HH()DOPMAITMOHHBIX CUCTEMAX;

U3y4YeHHUE MOJIeTIEH U METOJIOB aHAIN3a PUCKOB U BbIICJICHUS OMACHBIX
¢daktopoB Mb, mpruMeHAEMBIX B MEKTyHApOIHBIX CTAHAAPTAX;
M3Yy4YeHUE TUTIOBBIX MOJIXO0/I0B U METO0B MPOTUBOICUCTBUS Haubosee
pacnpoCTpaHEHHBIM YIpo3aM HHPOPMAIIMOHHON 6€30MacHOCTH;
M3y4YeHUE PUHITUIIOB OPTaHU3aIMH, KOMITJIEKCHOTO TTOAX0a K BEIOOPY
CPEJIICTB U TEXHOJIOTHI oOecrieueHusi THHOPMAIIMOHHON 0€301aCHOCTH
00BEKTOB 3aIIUTEHI,

dbopMupoBaHUE YMEHUH, CBSI3aHHBIX C OCYIIECTBICHUEM
KJaccu(UKauu yrpo3 ¥ 00bEKTOB 3alIUThI, IPUMEHEHHEM
KOHIICTITYaTbHBIX OCHOB TEXHUYECKOH 3alUThl HHPOPMAIIHH,
oOecrieueHneM TPeOOBAHMI U PEKOMEHIAIIMH TI0 3aIIUTe MHPOPMAIIUH,
oOpabaTbIBaeMO CpeICTBAMU BBIYMCIUTEIbHON TEXHUKH, CO3/IaHUIO
cpencTB 0€30MMacCHOCTH, OTBEYAOIINM TPEOOBAHUSAM K apXUTEKTYPE,
yKa3aHHBIM B COOTBETCTBYIOIUX CTaHIAPTaX;

(bOpMPIpOBaHI/IC HaBBIKOB CaMOCTOATCIBHOI'O OCBOCHUA U aAallTallii K



3alMIIAeMbIX 00BEKTaM METOOB, CHICITU(DUKAIINI, pEKOMEHIAINA 1

CTaHIapTOB.

2.

(Monay.110),

COOTHECEHHBIX

C

o0pa3oBaTeIbHOM MPOTrPaMMbI

INIAHUPYEMBIMHA

IlepeyeHb MJIaAHNPYeMBbIX Pe3yJbTATOB O00YYEeHHUSs] MO JUCHUINIHHE

pe3yJbTaTaMUl  OCBOCHMS

Kon, bopmynupoBka

Kon, dopmynupoBka

[Tnanupyemble pe3yabTaThl 00yUeHUs Mo

KOMITETEHIIUHT MHIUKAaTOpa NUCUUIITMHE (MOYIIO), XapaKTepU3YIOIIHe
STanbl (OPMUPOBAHMSI KOMITETEHIIUH,
WHUKATOPOB

OIIK-1 Cnocoben N /1-2 OIIK-1 - BBIIEIIIET COBPEMEHHYK) HOPMATUBHYIO

000CHOBBIBaTh TPEOOBAHUA K |popMUpYET 6aszy u ['OCTsl, pernmameHTHpYIOLIHE

cucreMe obecreueHust
nH(pOPMAITMOHHOM
0€301acHOCTH U pa3padaThIBaTh
MPOEKT TEXHUYECKOTO 3aaHuUs
Ha €€ CO3JIaHMHCE;

AKTYaJIbHYIO0 MOJEIIb
yTpo3 AJst
ABTOMATHU3UPOBAHHBIX
H(GOPMalMOHHBIX
CHUCTEM U yUYUTHIBAET
e€ MOJI0XKEeHUs pU

nporiecc pazpabotku T3;

- (GopMyIUpyeT HaNpaBICHUS PAa3BUTHUS U
po0OsIeMbl KOMIIBIOTEPHOTO
MOJIETIMPOBAHHUS CIOKHBIX CUCTEM;

(bopMupOBaHUU - IlpumeHsieT crmocoObl OLIGHWBAHUS POJIU
TpeOOBaHMI uHpopmanuu, uH(}OPMAITMOHHBIX
TEXHUYECKOTO 3aJaHUS| TEXHOJIOTHI 5 nH(OPMAIIMOHHOU
Ha MPOCKTUPYEMYIO  |0€30MaCHOCTH B COBPEMEHHOM OOIIecTBe,
cucTemy o0ecrieueHus [UX 3HAYCHHE TUTST obecrnieueHus
HGOpMalMOHHON OOBEKTUBHBIX MOTPEOHOCTEH JUYHOCTH,
0€30MacHOCTH o0111ecTBa U rocy1apcTBa
/1-3 OIIK-1 UCIIONIb3YET HOPMAaTUBHO-IIPABOBbIE
[pa3pabaTbIBacT U JOKYMEHTBI, PErjJaMeHTHPYIOIINE OLECHKY
000CHOBBIBAET 3¢ (HEeKTUBHOCTH CUCTEM 3aIUTHI
KPUTEPUU OLICHKH uHbopMauu
b (HEeKTUBHOCTH
[IPOEKTUPYEMOI PUMEHSIET nH(pOpPMaILIMOHHO-
CHUCTEMBbI 00ECTICUCHUSI [ KOMMYHHUKAIIHOHHBIC TEXHOJIOTHH,
HGOpMallMOHHON IpPOrpaMMHBIE CpPEACTBA CHUCTEMHOTO H
0€3011aCHOCTH, MPUKJIATHOTO HA3HAYCHHS, B TOM YHCIEC
OLICHUBAET OTEYECTBEHHOIO0  MPOU3BOJCTBA, IS
A (HEKTUBHOCTH perieHus 3a/1a4 podecCHOHABLHOM
[peIIeHUI 1 eI TEIbHOCTH
AHATH3UPYET
MoKa3aTenu
eI TEIIbHOCTH
OIIK-2 Cnocoben MJI-1 OTIK-2 Hcnonb3dyer MeToAbl KOHLENTYaJIbHOTO
pa3zpabaThIBaTh TEXHUYECKH  [MCHOJB3YET METOABl  [IPOEKTUPOBAHUS TEXHOJIOT Ui
MIPOEKT CUCTEMBI (TIOJICUCTEMBI [KOHIIETITYaTBHOTO obecrieueHUs nH(OPMAITMOHHON
MO0 KOMIIOHEHTA CUCTEMBI)  [IPOEKTUPOBAHUSA 0e30MacHOCTH;, HAMpaBICHUS Pa3BUTHS U




obecrieueHust
MH(POPMAIIMOHHOMN
0€30IaCHOCTH;

TEXHOJIOTHI
oOecIrieueHHs
MH)OpMAITMOHHON
0e30macHOCTH

POOIIEMBI KOMITBIOTEPHOTO
MOACIINPOBAHUA CJIOXKHBIX CHUCTEM,
HANpaBJICHUS  Pa3BUTHA  TEXHOJIOTUH
POCKTUPOBAHUSA MH(POPMALIMOHHBIX,

ABTOMATHU3UPOBAHHBIX W aBTOMATHUYCCKHUX
CUCTECM; COBPEMCHHBIC METOJbI U CPCACTBA
TECTUPOBAHMA,

- (opmynMpyeT NPUHIUIBI TOCTPOCHUS U
(YHKIIMOHUPOBAHUS COBPEMEHHBIX
MH(GOPMALIMOHHBIX CUCTEM;

- ompejesseT Ha3HAYCHHUE KOMILICKCHOM
CHUCTEMBI 3aIUTHI uHpopManuy,
OPUHIMIBl €€ OpraHu3allMd W JTallbl
pa3paboTku u TpeOOBaHUS K CHUCTEMaM
KOMIUIEKCHOM 3aIUThl HH(POPMAIHH

1/1-3 OIIK-2 pemaer
TUTIOBBIC 3a]1a41
pa3paboTKu U
MCCIICIOBAaHHS CUCTEM
3l Thl HH)OPMAIH
KOMITHFOTEPHBIX
CHCTEM U CETEU U
CUCTEeM obecrieueHus
MH(OPMALIMOHHOM
0€301MacCHOCTHIO

[IpoBoaUT pabOTHI 1O U3TOTOBJIECHUIO,
MOHTa)Xy, HAJIaJIKe, NCTIBITAHUHA U CITa4d B
IKCIUTYaTaII0 CUCTEM U CPEJICTB
obecnieuennst THPOPMAITMOHHON
0e30MmacHOCTH

- Y4aCTBYET B OpraHU3alMy KOMIUIEKCHOMN
CHCTEMBI 3alIUThl 0OBEKTA.




[Ipaktuueckas pabora Ne 1
«Tpe0oBaHuA U peKOMEeHIANUN 110 3a1uTe HHGOpMalu, 00padaTbIBaeMOu
CpeACTBAMY BHIYUCIUTEIbHOH TEXHUKI)

Y4yeOHble U BOCIUTATEIbHbIE 1EJIN:
B pe3ynbrare HaCTOSAMIETO 3aHATHUS U IMOCIICIYIOIICH CAMOCTOSTEIIBHON pabOThl BbI JOKHBEL:
1. M3yuuTh TpeOOBaHUS U PEKOMEHJAIUH 10 3alIUTE HH(OPMALIUH.

Bpemsa 90 munyT

Y4eb6HO-MaTepuaibHOE 00ecnieyeHne: [15BM
Pacnpenesienne BpeMeHH 3aHATHSA:

BcerynurenbHas yacTs. - 2 MUH

[TpoBepka rOTOBHOCTH CTYJECHTOB K 3aHSITHIO. - 3 MUH

Y4eOHbIe BOIPOCHI 3aHATHSA:

1. Teopernueckas yacThb - 40 muH
2. IlpakTdeckas pabora - 40 muH
3akiroueHue - 3 MuH.
3agaHue CTyACHTaM Ul CAMOCTOATENIBHOM paboThI - 2 MUH.

1. Meroauyeckne PpeKOMEHIANUU IO BbINOJHEHUID) MNPAKTHYECKOM
padoThI

Teopemuueckaa uacmo

«CnenuanbHple TpeOOBaHUS M PEKOMEHIALMM [0 TEXHUYECKOW 3alluTe
KOH(HIEHIIMATIEHON uH(popmManuu (CTP-K)», YTBEPKIAEHBI IIPUKA30M
INocrexxomuccun Poccum ot 30.08.2002 No282.

CTP-K sBisieTcs HOpMAaTMBHO-METOJUYECKUM JOKYMEHTOM W YCTAaHABIIMBAECT
MOPSAJIOK OpraHu3aluu padoT, TpeOOBaHHUA W PEKOMEHAAIMH IO OOECIEeYEHUIO
TEXHUYECKOW 3aluThl UHPOPMAIMU C OTPaHUYEHHBIM JIOCTYIIOM, HE CojepKalieit
CBEJCHUM, COCTAaBJISIOIIMX TOCYJAAapCTBEHHYIO TaWHy Ha Tepputopun Poccuiickon
Penepauuu.

TpeGoBaHUsg U PEKOMEHAIIMU ITOTO IOKYMEHTa PACIPOCTPAHSIOTCS Ha 3aIUTY
roCyJIapCTBEHHBIX MH()OPMAIIMOHHBIX PECYPCOB HE KPUNITOTPAPUUECKUMU METOIAMU
(cmy>xeOHasi TailiHa), HANMpaBJICHHBIMM Ha MPEAOTBPAIEHUE YTEUYKH 3alUIIaeMOn
uH(pOpMaIIK MO TEXHUYECKUM KaHajlaM, OT HECAaHKIIMOHUPOBAHHOTO JOCTYIA K HEH
U CICNHATBHBIX BO3JMECUCTBHM Ha HHPOPMAIMIO B IENIX €€ YHUYTOKEHUS,
UCKa)XKEHUS U OJIOKUPOBAHMS.



[Ipn mpoBeneHun paboOT MO 3aIIUTE HETOCYIAPCTBEHHBIX HHGOPMAIIMOHHBIX
PECYPCOB, COCTAaBJISIONIMX KOMMEpPYECKYH0 TaiiHy, OaHKOBCKYI0 TalHy # T.1I.,
TpeOOBaHMS HACTOAIIETO JOKYMEHTA HOCST PEKOMEH IaTeIbHBIM XapaKTep.

JIOKYMEHT ompenessieT Cleayloie BOMPOCHl 3alIUThl KOH(HIECHIIMATBHON
uHbOpMaITIu:

0 OpraHu3alrio padoT Mo 3amuTe HHHOPMAIIUY, B TOM YKCIE MPU Pa3padoTKe U
MOJIEpHHU3AINN 00BEKTOB MH(DPOPMATU3AINH U UX CUCTEM 3aIlIUTHI HHPOPMAIIUH;

O COCTaB W OCHOBHOE COJEp)KaHUE OpraHU3alMOHHO-PACIIOPSIUTEIBHOM,
MPOEKTHOM, IKCILTyaTAI[MIOHHON U WHOM IOKYMEHTAIIUH 110 3a1iuTe HHGOPMAIIHH;

0 TpeOOBaHUS M PEKOMEH/IAIMH TIO 3aIUTe peueBOi MH(POPMAIIUU MPH BEICHUH
IIEPEroBOPOB, B TOM YHUCJIE C UCIOIb30BAHMEM TEXHUUYECKHUX CPEICTB;

0 TpeboBaHUSI W pEKOMEHJAuu 1o 3aumTe uHbOpMALMK TpU €€
aBTOMATHU3HPOBAaHHOW 00paboTKe M Iepenaye C HUCHOJIb30BAHUEM TEXHUYECKHX
CPEJICTB;

0 TIOPSIIOK OOecredeHusl 3alUThl MHPOPMAIMU MpPU SKCIUTyaTallud OOBEKTOB
uH(popMaTH3aUK;

0 0co0eHHOCTH 3amuThl MHpOpMauu mpu paspadorke u skcruryatamuu AC,
ucnoyb3yronux paznuyasie Tuibl CBT u nuHopmanmoHHbie TEXHOIOTHH;

0 TIOpSAMOK oOOecTedeHrs] 3amuThl WHGOPMAIMK TIPH  B3aWMOJICHCTBHH
aboneHToB ¢ CeTsmu.

3ammTa wuHbopManuu, 00padaThiBAEMON C MCIOJIB30BAHUEM TEXHUYECKHUX
CPEICTB, SIBISETCA COCTAaBHOM dYacThl0 palbOT MO CO3JaHUI0 W DKCIUTyaTalluu
00BEKTOB MH(OPMATU3ANN PA3TUYHOTO HA3HAUCHUS M JOJDKHA OCYIIECTBISITHCS B
BUJIE CUCTEMBbI (IIOJCUCTEMBI) 3alIUThl WH(OPMAIIMU BO B3aUMOCBS3U C JIPYTUMU
MEpaMH MO 3aluTe HHPOpMAIMHU. 3allUTe MOAJICKHUT pedeBas WHPOpMalusi u
uHdopmarusi, oOpabaTbiBaeMass  TEXHHYECKMMU  CPEACTBAaMH, a  TakKke
NIPE/ICTAaBIICHHAs B BHJIC MH(MOPMATHBHBIX JJICKTPUUECKHX CUTHAIIOB, (PU3MUYECKHX
ToJIeH, HOCHTENIeH Ha OyMakHOM, MAarHUTHOM, MarHUTOOIITHYECKON U MHON OCHOBE.

OOBbeKTaMU 3aIIUTHI TIPU STOM SIBJISIOTCS

o cpeactBa u cucrembl uHpopmartuzanuu (CBT, AC pa3znuuHOrO ypoBHA U
HazHadeHnss Ha ©Oaze CBT, B Tom umcne wuHGOPMAIMOHHO-BBIYUCIUTEIHHBIC
KOMIIJIEKCHI, CETH M CHUCTEMBI, CPEJICTBA W CHUCTEMBI CBSI3M W Tepefavyd JaHHBIX,
TEXHUYECKHE CpEACTBa MpueMa, rnepegayd U o0padoTku nHpopmanuu (TenedoHud,
3BYKO3allMCH,  3BYKOYCHUJICHHS,  3BYKOBOCIIPOM3BEJEHHUS, IEPErOBOPHbIE U
TEJICBU3UOHHBIE YCTPONCTBA, CPEACTBA M3TOTOBIICHUS, THPAKUPOBAHUS JTOKYMEHTOB
U JIpyrue TEXHUYECKHE CpeacTBa 00pabOTKH peueBOi, rpaduueckoi, BHAEO- U
OyKBeHHO-IM(PPOBON uH(OpMaIMK), NporpaMMHBIC CpelcTBa (OMepallMOHHBIC



CUCTEMbI, CHCTEMbl YIpaBleHUs O0a3aMu JaHHBIX, APYroe OOIIECUCTEMHOE U
NpUKIATHOE TMpOrpaMMHOE oOOecreyeHue), CpeAcTBa 3aluThl UHOOpMAaINH,
UCIIOJIb3yeMbIe JUIsl 00paboTKU KOHPUACHIIMAIBHONW HH(POpMAIUK;

0 TEXHUYECKHE CPEJCTBAa M CUCTEMbI, HE 00padaThIBAIOIINE HENOCPEICTBEHHO
KOH(MUICHIIUATBbHYI0 HWH(QOpPMAIMI0, HO pa3MEIIEHHbIE B TMOMEIICHUSIX, TJe OHa
oOpabatbiBaeTcs (LUPKYIUPYET);

O 3aIlHIIAEMbIE TOMEIIECHU.

3ammTta uwHbOpMaUM Ha  00bEKTe  HWH(POpMATH3AlMHU  JIOCTUTAETCS
BBITIOJITHEHUEM KOMILJIEKCA OpPraHWU3allMOHHBIX MEPOIPUSATHNA ¥ MPUMEHEHUEM
CpPEeICTB  3alllUThl HMHPOpPMALMM OT YTEUKHM 1O TEXHUYECKUM KaHallaM,
HECAHKIIMOHUPOBAHHOT'O AOCTYyNa, MPOrPaMMHO-TEXHHYECKUX

BO3JIEUCTBUM €  LENbI0O  HApPYUIEHHS  LEJOCTHOCTH  (MoauduKaluu,
YHUUTOXEHUS) U JOCTYIHOCTH MH(OpManuu B mporecce €€ o0paboTkH, neperadu u
XpaHEHHUs], a TaK)Ke pabOTOCIIOCOOHOCTH TEXHUYECKUX CPENICTB.

[Ipn 3amurte wHpOpMAUMU B JOKaJIbHBIX BBIYMCIHUTENBHBIX ceTax (JIBC)
KOH(uAeHIIMabHAas HHpOpMaIs MOXeT oOpabarpiBaThcss TONMBkO B JIBC,
pPacnoJIOKEHHBIX B IIPeieaX KOHTPOIHPYEMOM 30HBI.

CpeactBa 3amuthl uHdopmanuu or HCJ] momKHBI MCIONB30BAThCS BO BCEX
yznax JIBC He3aBucumMo OT Haauuusi (OTCYTCTBHS) KOH(MUIICHIIMATBHOMN
uHpopmaimu B nanHoM ysie JIBC u TpebyroT moCTOSHHOrO KBaJIU(DHUIIMPOBAHHOTO
KoHTpoJdsi Hactpoek C3U agmMuuuctpaTtopom Oe3zonmacHocTd uH(popmanuu. Kiace
samumEnnocT JIBC omnpezensiercst B COOTBETCTBUU € TPEOOBAHUAMU JEHCTBYIONTUX
pykoBogsamux qokyMeHToB ®CTOK Poccun.

Jns ynpasienus, KoHTposs 3amuiéHHocty JIBC u pacnipeneneHus CHCTEMHBIX
pecypcoB B JIBC, BKiIO4asi ympaBjieHHE CpPEACTBAMM 3alllUThl HHQpOpMAIIUH,
obpabarbiBaeMoil (XpaHumoi, mepenaBaemoii) B JIBC, m0DKHBI HCIIOIB30BaTHCS
COOTBETCTBYIOIIME  CEePTUPUUMPOBAHHBIE MO  TpeOOBaHUSM  OE30MACHOCTHU
uH(OpMAINH CPEJICTBA 3AIUTHI.

Ilpakmuueckasa uacmeo
3aoanusn:

ba3zoewtii yposens:
1. YUto siBisieTcst 00bekTOM MH(MOpMaTHU3aIuu?
2. Onpenenenue CTC.

Iogbtuiennwlii yposenn:

1. O6o6menHas crpykrypHas cxema TKYU, o6padarsiBacmoii CBT.



[Tpaktuueckast pabora Ne 2-3

«Kimaccnpukanmus TeXHHUYECKHX KAHAJIOB YTEUYKH HH(pOpMaum»

YyeOHble U BOCIUTATEIbHbIC EJIN:
B pesynbrare HaCTOAMIETO 3aHATHUS U MOCIEIYIONICH CAMOCTOSATENBHON paboThl Bl TOMKHBIL:
1. M3y4uth KIacCUPUKALUIO TEXHUYECKUX KAaHAIOB YTEYKU UWHPOPMAITUH.
Bpemsa 90 munyT
Y4eOHO-MaTepuaJbHOE 00ecnieyeHmne: [15BM
Pacnpenenenue BpeMeHH 3aHATHS:
BerynurensHas 4acTs. - 2 MUH
[TpoBepka rOTOBHOCTHU CTYJCHTOB K 3aHSITHIO. - 3 MUH

YueOHbIC BONPOCHI 3AHATHS:

1. TeopeTnueckas 4acThb - 40 muH
2. IlpakTdeckas pabora - 40 MuH
3akiro4eHue - 3 MuH.
3aaHue CTyJAeHTaM Il CaMOCTOSTEIbHON pabOThI - 2 MUH.

1. MeToauyeckue PpeKOMEHJAIMU 1O BBINOJHEHUIO TPAKTHYECKOI
padoThI

Teopemuueckan yacmo

[loxg TexHMYeCKMMHU CpeacTBaMM NpueMa, 00pad0TKH, XpAaHEHHUS W Nepeaadyu
uHpopmannu (TCIIN) noHUMAIOT TEXHUYECKHE CPEACTBA, HEMNOCPEICTBEHHO
oOpalartbiBaronie KOHpuACHIMaNIbHYIO HHpopManutoo. K Takum cpeactBam
OTHOCSITCS: DJIEKTPOHHO-BBIYMCIUTENbHAA TEXHUKA, pexumHble ATC, cucremsl
ONEPATUBHO-KOMAHAHOM W TPOMKOTOBOPSIIEN CBSI3H, CUCTEMBI 3BYKOYCHJICHHS,
3BYKOBOT'O CONPOBOKJIEHHUS U 3BYKO3AIIUCH U T.JI.

[Tpu BbIsIBICHUU TeXHHUYECKUX KaHaioB yreuku uHpopmanuu TCIIN Heobxommmo
paccMaTpuBaTh  Kak CHCTEMY, BKJIOYAIOIIYI0O OCHOBHOE  (CTAaMOHAPHOE)
000pyI0OBaHUE, OKOHEYHBIE YCTPOICTBA, COEAUHUTENbHBIE JIMHHUH (COBOKYMHOCTH
OpOBOJOB M Kabeneil, NpokmanpiBaeMblx Mexay otaenabHeiMu TCIIM u  ux
3JIEMEHTaMu), paclpeAe/IUTEIbHbIE W KOMMYTAIIMOHHBIE YCTPOICTBA, CHUCTEMBI
AJIEKTPOIIUTAHMS, CUCTEMBI 3a3E€MJICHHUS.

OtnenpHblE TEXHWYECKHE CpEeACTBAa WM Tpynna TEXHUYECKUX  CPEJICTB,
peaHa3HAYCHHBIX IS 0OpaboTKH KOH(HACHIMAILHONH HHGOPMAIU, BMECTE C
MOMEIIICHUSAMH, B KOTOPBIX OHM pa3Memiarorcs, cocTaBiisitoT 00bekT TCIIHU. Ilon

9



oobektamu TCIIM moHMMarOT Tak)Xe BbIJICICHHBIC TOMEIICHUs, MpeIHa3HAYCHHbIC
JUISL IPOBEACHUSI 3aKPBITBIX MEPOIIPUATHM.

Hapsany c¢ TCIIMA B nomemeHHsX yCTAaHAaBIMBAIOTCS TEXHUYECKHE CpPENCTBA M
CUCTEMBbI, HEMOCPEJICTBEHHO HE Yy4YacTBYIOIIMEe B 00pabOTKe KOH(PUACHIIMAIbHOU
uHdopmaiu, HO ucnoisiyromuecs coBMectHo ¢ TCIIM m Haxopsimiuecss B 30HE
AJIEKTPOMArHUTHOIO II0JIs, CO34aBAEMOr0 MMH. Takue TEXHUYECKHE CpeAcTBa U
CUCTEMBbl  HA3bIBAIOTCA  BCIOMOraTeJbHBIMHM  TEeXHHMYECKHMMH  CpeACTBaMH
u cucteMamu (BTCC). K HUM OTHOCATCS: TEXHUYECKHE CPEIACTBA OTKPBITOU
TeneOHHOM, TPOMKOTOBOPSIIEH CBS3M, CHUCTEMBI TOXapHOM ¥ OXpaHHOU
CUTHAJIM3alUH, dJeKTpUPHUKAIUH, paanopuKaluy, 4acoPpuKaluu, dJIEeKTPOOBITOBBIC
npuOOpHI U T.J.

B kayectBe KkaHanma yTeuku uWHGOpPMAIMUM HAUOOJBIIMN MHTEPEC MNPEACTaBISIOT
BTCC, umeroniue BbIXOJ 3a npeaeibl KOHTposaupyemoi 30ubl (K3), T.e. 30HBI, B
KOTOPOM HCKIIIOUEHO TMOSIBJICHUE JIUI[ M TPAHCHOPTHBIX CPEJCTB, HE HMEIOIINX
MOCTOSIHHBIX WJIM BPEMEHHBIX IPOITYCKOB

Kpome coenumnurtensubix muaui TCIIN n BTCC 3a npenenbl KOHTpOIUPYEMOU 30HbI
MOTYT BBIXOJIUTh MPOBOJAA U KaOeIu, K HUM HE OTHOCSIIIUECS, HO TPOXOISIINE Yepes3
IIOMELIEHHUsI, T/I€ YCTAHOBJEHbl TEXHUYECKUE CPENICTBA, & TAKKE METAUIMYECKHE
TpyObl CHUCTEM OTOIUIEHUS, BOJOCHAOXEHHUSI UM JApyrde TOKOMPOBOMSIIME
METAIJIOKOHCTPYKIMU. Takue mnpoBoAa, KaOeiaun M TOKOIPOBOJSAILIME 3JIEMEHTHI
Ha3bIBAIOTCS MOCTOPOHHUMM NMPOBOJIHUKAMM.

B 3aBucuMoctH 0T (HU3MUECKON MNPUPOJBI BO3HUKHOBEHHS HH(POPMALIMOHHBIX
CUTHAJIOB, a TAK)KE€ CPENIbl UX PaCIpPOCTPAHEHUs U CIIOCOOOB NepexBaTa, TEXHUYECKUE
KaHaJbl yTEYKM MHPOPMALMUU MOKHO pa3leNuTh Ha 3JeKTPOMArHHMTHBIE,
JJIEKTPUYECKUE U MapaMeTPpHYecKHe.

DJIEKTPOMATHUTHbIE KAHAJIBI YTe4YKH MHGOpMAIIUN

K 3/1eKTpOMarHUTHBIM OTHOCSITCSl KaHAJIBI YTEUKH WHGOPMAINH, BO3HUKAIONIUE 32
CYET Pa3IUYHOT0 BHUJIa MOOOYHBIX AIEKTPOMArHuTHhIX uznyuenuit (OMUN) TCIIUA:

- u3nyuyenuit anemenToB TCIIH;
* M3JIyYEHUH Ha yacToTax padoTsl BeiIcokouacToTHRIX (BY) reneparopos TCIIN;

* M3JIy4YEeHUH Ha 4acTOTaX caMOBO30YIeHHus ycuiurtened Hu3kou yactotel (YHUY)
TCIIN.

daekTpoMariuTHble u3ayuenusi 3jaemeHtoB  TCIIM. B TCIIM nHocuTenem
uHpOpMAIIUU SBISETCS BJICKTPUYECKUN TOK, MapaMmeTpbl KOTOPOro (cuia TOKa,
HanpsOKEHUE, 4YacToTa U (pa3a) U3MEHSAIOTCS M0 3aKOHY MH(POPMAIIMOHHOTO CHUTHAJIA.
[Ipr mpoxoKIEeHMM HINEKTPUYECKOTO TOKAa MO TOoKoBeaymmm snemeHtam TCIIA
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BOKPYT HUX (B OKPY’aIOLIEM IPOCTPAHCTBE) BOZHUKAET JIEKTPUUECKOE U MAarHUTHOE
nosie. B cuiy aroro snmementsl TCIIM MoOXHO paccMaTpuBaTh Kak H3JIydaTesd
ANEKTPOMAarHUTHOIO  MOJIA,  MOAYJIMPOBAaHHOIO IO  3aKOHY  H3MEHEHUs
MH(OPMAIMOHHOIO CUTHAJA.

JIEKTPOMATHUTHbIE M3Jy4yeHHusi HA yacToTax padoTsl BY reneparopos TCIIN
u_ BTCC.B cocra TCIIM u BTCC wMoryr BXOAWTh pPa3IWyHOTO pojaa
BBICOKOYACTOTHBIE TeHepaTopbl. K TakuMm ycTpolcTBaM MOYKHO OTHECTH: 3aJAOIIHE
TEHEpaToOpbl, TEHEPATOPbl TAaKTOBOM  YacTOThl, TE€HEpPAaTOpbl CTUpAHUS U
MOIMATHUYUBAHUST MarHUTO(OHOB, TETEPOJANHBI PATUOTIPUEMHBIX M TEICBU3HMOHHBIX
YCTPOMCTB, TEHEPATOPHI UBMEPUTEIBHBIX IPUOOPOB U T.I.

B pe3ynbTaTe BHEWIHUX BO3JCHCTBUN HH(POPMAIMOHHOTO CHUTHaNA (HAmpuMep,
AJIEKTPOMAarHUTHBIX KosneOaHui) Ha oiaemMeHTax BY renepaTtopoB HaBoaATCs
ANIEKTpUYECKUE CUTHadbl. [[pMeMHMKOM MarHMUTHOIO MOJIE MOTYT OBbITh KaTYIIKU
MHAYKTUBHOCTH KOJIEOATENIbHBIX KOHTYpPOB, APOCCENIU B LEMAX AJIEKTPONUTAHUS U
T.J. IIpUeMHUKOM 3JIEKTPUYECKOrO IIOJIS SBIISAIOTCS IPOBOJA BBICOKOYACTOTHBIX
LEleW U Ipyrue dJIeMeHThl. HaBeneHHbIE 3JIEKTPUYECKUE CUTHAIBI MOT'YT BbI3BATh
HEMPEeTHAMEPEHHYI0 MOIYJAIUI0 coOcTBeHHbIX BU konebanuii reHepatopoB. OTu
npomoaynupoBanHbie BY koneOanust U3my4yaroTcsi B OKpyKaroliee MpoCTPaHCTBO.

DJIEKTPOMATHUTHbIE M3JIYYeHHsl Ha 4acrorax camMoBo30y:xkaeHusi YHY
TCIIN. CamoBo30yxaeane YHY TCIIM (manpumep, yCWIHUTENIEeH CHCTEM
3BYKOYCHUJIEHUSI UM 3BYKOBOTO  COIPOBOXKIEHUS, MAarHUTO(POHOB,  CHCTEM
I'POMKOTOBOPSIIEH CBA3U T.M.) BO3MOXKHO 3a CYET CIy4YallHBIX MpeoOpa3oBaHUi
OTpHULIATETLHBIX OOpPATHBIX CBSI3eW (MHIYKTUBHBIX HIJIA €MKOCTHBIX) B Mapa3uTHBIC
IIOJIOJKUATEIIBHBIC, YTO NPUBOAMUT K IIEPEBOJY YCWIHTENd W3 PEKUMA yCUIICHUSA B
peXHUM aBTOTeHEepaluu cUrHaioB. YacToTa caMoBO30YXKIEHHUS JIEKHUT B Ipeiaenax
pabouynx 4YacToT HeIUMHEHHBbIX ieMeHToB YHY (Hampumep, mosrynpOBOJHUKOBBIX
npuOOpoOB,  DJIEKTPOBAaKyyMHBIX JamMn W T.a1.). CurHair Ha  YacTtoTax
CaMOBO30YKI€HUS, KaK IIPaBHUJIO, OKa3bIBaETCA IPOMOLYJIMPOBAHHBIM
uH(popMalMOHHBIM cUTHaJIOM. CamMoBO30yXeHrUe HaOJI0/1aeTCsi, B OCHOBHOM, MPH
nepeBoae YHY B HemMHEHHBIN PEXXUM pabOThI, T.€. B PEKUM HEPETPY3KH.

[lepexBaTr mOOGOYHBIX J3nekTpoMarHUTHBIX wu3iaydeHud TCIIM ocymecTBusiercs
CpeACTBAaMHM  Paauo-, PAJUOTEXHUYECKOM  pa3BEIKH, PpPA3MEUICHHBIMU  BHE
KOHTPOJIUPYEMOU 30HBI.

30Ha, B KOTOPO BO3MOKEH MepexBaT (C MOMOILbIO Pa3BeIbIBATEILHOIO IPUEMHHUKA)
NOoOOYHBIX 3JEKTPOMArHUTHBIX H3JIYYEeHUH M Toclenyrouas pacmudpoBka
cojepxaiieiicss B HUX HHpopManuu (T.e. 30HA, B MpeJesnax KOTOpPOl OTHOILIEHHE
"uHQOpMAIIMOHHBINM CcUTHAJ/TIOMexa" TMPEBBIIMIAET JAOMYCTUMOE HOPMHPOBAHHOE
3Ha4YCHUE), Ha3bIBaeTCs (OMacHO) 30HOI 2.

:‘)JICKTpl/I‘leCKI/Ie KaHaJIbl YTCUKH I/IH(l)OpMaHI/II/I
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[IprynHaMy BO3HMKHOBEHHS JJIESKTPHUCCKHUX KAHAJIOB YTEUYKH HH(POPMAIUA MOTYT
OBITh:

* HaBOJAKH 3eKTpoMarHuTHBIX u3nydeHuid TCIIN na coenunutensabie ntunun BTCC
Y IIOCTOPOHHUE MPOBOJHUKH, BBIXOIAIINE 32 MPEAETIbl KOHTPOJIUPYEMOM 30HBI;

* MpocavyrBaHue WHOOPMAITMOHHBIX CUTHAJIOB B 11enu annekrpornutanus TCIIU;
* MpocayrBaHuE MH()OPMAIMOHHBIX CUTHAJIOB B Lenu 3azemiueHust TCIIN.

HaBoaku 3jekTpoMarHuTHbIX u3jay4deHuid TCIIM BO3HUKAIOT TpPU H3IYyYECHUH
sanemeHtamu TCIIM (B TOM 4YmMCl€ W HUX COCIUHUTEIBHBIMU JIMHUSMHU)
WH(OOPMAITMOHHBIX CUTHAJIOB, a TakXKe IMPU HAJIWMYUM TajJbBaHUYECKOW CBSI3U
coeaunutTenbubix JUHUN TCIIA u noctoponHux npoBoanukoB unu jauHuid BTCC.
YpoBeHb HABOAMMBIX CUTHAJIOB B 3HAYUTEJbHOW CTENEHU 3aBUCUT OT MOIIHOCTH
U3JIy4a€MbIX CUTHAJIOB, PACCTOSIHUSI 10 TPOBOJHUKOB, & TAKXKE JIJTMHBI COBMECTHOTO
npobera coequuuTenbHbIX JUHUN TCIIN 1 moCTOPOHHUX MPOBOIHUKOB.

IIpoctpanctBo Bokpyr TCIIM, B mpenenax KOTOpPOro Ha CIyYallHBIX AHTEHHAX
HAaBOAMUTCS WHGOPMAIIMOHHBIA CUTHAJI BBIIIE JOMYCTUMOTO (HOPMHUPOBAHHOTO)
YPOBHS, Ha3bIBaeTCA (ONacHoi) 30H0iM 1.

CnyuaitHon aHTteHHOM sBisiercs nHenb BTCC wmnM mOCTOPOHHHME MPOBOIHUKH,
CHOCOOHBIE MPUHUMATh MOOOYHBIE 3JIEKTPOMArHUTHBIE U3ITyYEHUSI.

Cnyyaiinbie AHTEHHBI MOTYT OBITh COCPEIOTOYEHHBIMU u
pacnpeneneHHbIMU. Cocpe0TOUYeHHAsI CJIyYaiiHas aHTEHHAIPEACTABISIET COO0OM
KOMITAKTHOE€  TEXHHUYECKOE  CpEeACTBO, Hampumep  TenedOHHBIM  ammapar,
TPOMKOTOBOPUTEINb  PATUOTPAHCISIMMOHHON ceth U T.J. K pacnpenesieHHbIM
CJAY4YallHbIM aHTEHHAM OTHOCATCS CIy4ailHble aHTEHHBI C paclpe/leIeHHbIMU
napaMeTpaMmu: Kabeiu, MpoBoja, MeTAUNINYECKUE TPYObl U APYTrue TOKOIPOBOISIIIHE
KOMMYHUKAIINH.

IIpocaunBanue HHpOPMAIMOHHBIX CHMTHAJIOB B nenu
3JIEKTPONUTAHMUS BO3MOKHO TNPU HAJIMYUMK MArHUTHOM CBSI3M MEXAY BBIXOIHBIM
Tpanchopmaropom  ycunutens (Hanpumep, YHY) wu  Tpanchopmaropom
BEITIPSIMUTEIIFHOTO yCTpoicTBa. KpoMe Toro, TOKH yCHIMBaeMbIX HH(POPMAITMOHHBIX
CUTHAJIOB 3aMBIKAIOTCA 4Yepe3 MCTOUYHMK JJEKTPONUTAHMS, CO3[aBasi Ha €ro
BHYTPEHHEM CONPOTHUBJICHUU MAJICHUE HAINPSKEHUS, KOTOPOE MPU HEJOCTATOUHOM
3aTyXaHUM B (UIBTPE BBIIPSIMUTEIHHOTO YCTPOUCTBA MOXKET OBITH OOHAPYKEHO B
JUHUU dJiekTponuTaHusa. MHOOpMaMOHHBIA CUTHAJT MOXXET MPOHUKHYTh B IIEMH
AJIEKTPONUTAHUS TAaKXKE B Pe3yjbTaTe TOro, YTO CpeAHEee 3HAYEHHE MOTPeOsIsIeMoro
TOKa B OKOHEYHBIX KacKaJaxX ycuiuTesen B O0JbIel M MEHbIIICH CTENEHU 3aBUCUT
OT aMIUIUTY/IbI UH(POPMAIIMOHHOTO CUTHAJa, YTO CO3/1a€T HEPABHOMEPHYIO HArPy3Ky
Ha BBIIPSIMUTENIb M MPUBOJUT K H3MEHEHHUIO MOTPEOSIEMOTO TOKa IO 3aKOHY
HU3MEeHEeHUsI THHOPMAIIMOHHOTO CUTHAJIA.
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IIpocaunBanue HMHPOPMALNMOHHBIX CHUTHAJIOB B lenu 3azemiieHusi. Kpome
3a36MJBIIOIIMX TPOBOJHMKOB, CIYXKAIIUX JUISI HENOCPEICTBEHHOIO COCAWHEHMS
TCIIN ¢ KOHTypOM 3a3eMJICHHUs], TaJbBAHUYECKYIO CBA3b C 3€MJIEM MOTYT MMETh
pa3IMYHbIE MMPOBOJHUKH, BBIXOJAIIME 3a IPEAENBl KOHTpONIUpyeMon 30HbL. K HuUM
OTHOCATCS HYJICBOM TIPOBOJ CETH DIIEKTPOINUTAHUA, O3KpaHbl (METaNIMYeCcKue
000JI0YKH) COEANMHUTENbHBIX Kabenei, MeTalinyeckue TpyObl CUCTEM OTOIUIEHUS U
BOJOCHA0XEHUS, METAJUIMYECKas apMarypa Keie300€TOHHBIX KOHCTPYKLIMA U T.A.
Bce 3TM NpOBOJHMKM COBMECTHO C 3a3€MIIIOIIMM YCTPOWCTBOM 00pas3yroT
Pa3BETBICHHYIO CHUCTEMYy  3a3€MJICHUS, Ha KOTOPYKHD MOIYT HAaBOJIUTHCS
uHpOpMalMOHHbIE curHambl. KpoMe TOro, B TpyHTE BOKpPYI 3a3eMJISIOLLErO
YCTPOMCTBA BO3HUKAET 3JEKTPOMArHUTHOE II0J€, KOTOPOE TaKXKe SBIAETCS
HUCTOYHUKOM HH(POPMAIIHH.

[lepexBar uHGOPMALIMOHHBIX CHUTHAJIOB TIO DJIEKTPUYECKUM KaHallaM YTEUKH
BO3MOXEH IMYTEM HEMOCPEACTBEHHOTO MOAKIIOYEHUSI K COCAUHUTEIbHBIM JTUHUIM
BTCC u mnOCTOPOHHMM MPOBOJHUKAM, MPOXOASIIMM YEpe3 MOMELICHUS, Te
ycradoBieHbl TCIIM, a Takxe K UX CHCTEMaM 3JIEKTPONMMUTAHUS U 3a3eMiieHus. s
ATUX UEJIEM HCIOJb3YIOTCS CIEUHAIbHBIE CPEICTBA PAIMO- U PAIUOTEXHUYECKOU
pPAa3BEKH, a TAKXKE CHENHaIbHas U3MEPUTEIIbHAS amapaTrypa.

Cbem uMH(pOpMAUMH ¢ HCIOJb30BAHMEM aNNapaTHBIX 3aKJAA0K. B mocienHue
roJibl YYaCTHWJIMCh clly4an cbeMa HH(opMmauuu, oOpadatsiBaemoir B TCIIU, nmytem
YCTAaHOBKHU B HUX 3JIEKTPOHHBIX YCTPONCTB NepexBaTa HHPOPMaLUU — 3aKJIAAHbIX
YCTPOMCTB.

DNeKTpOHHBIE YCTpoiicTBa mepexBara uHpopmMmanuu, ycraHaBnuBaembie B TCIIU,
MHOT/Ia Ha3bIBAIOT alMapPaTHbIMM 3akjaagkaMu. OHU MPEACTaBIAIOT cOOOW MHHHU-
nepeJaTuuKy, H3Iy4eHHEe KOTOPBIX MOAYJIHUPYETCS HH(POPMAIMOHHBIM CHUTHAJIOM.
Haunbonee yacto 3aknanku yctanasnuparoTcs B TCIIM nHOCTpaHHOTO MPOU3BOACTBA,
OJIHAKO BO3MO’KHA UX YCTAaHOBKA U B OT€YECTBEHHBIX CPEIICTBAX.

[lepexBaueHHass ¢ TOMOINBIO  3aKJIaAHBIX  YCTPOWCTB  HMH(OpMAIUs  WIH
HEMOCPEJICTBCHHO IIepeaaeTcs I0 pajJuOKaHally, W CHadvajla 3alliChIBaCTCS Ha
CIeIMaIbHOE 3allOMHHAOIIEE YCTPOMCTBO, a YXKe 3aTeM 10 KOMaHJIe TiepeaacTcs Ha
3aIPOCHBIIUI €€ 0OBEKT.

IHapameTpuyecknii KaHAJ yTe4YKH HHpopMauuu

[lepexBaT oOpabaThiBaeMOl B TEXHUYECKUX CpPEICTBaX HMHQPOpPMALUU BO3MOXKEH
TaKXK€ IMyTeM UX “BbBICOKOYACTOTHOr0 oOayuenusi”. Ilpu B3aumMoaelCTBUU
oOnydaromiero saekTpoMarHutHoro monst ¢ anemeHtamu TCIIM  mpoucxomut
NEPEU3TYUYEHUE DJIIEKTPOMAarHUTHOro mnoiss. B psge ciiydaeB 3TO  BTOPUYHOE
U3yyeHUue MOAyIHpyeTrcs MHGOpMaluoHHbIM curHaioM. [Ipu cheme muHbopmannu
JUTS MCKITIOYEHHS] B3aUMHOTO BIIMSHUS OOJTYYaloOUIero U Mepeu3IydeHHOTO CUTHAIOB
MOKET HMCIIOJIb30BaThCA MX BPEMEHHAs WJIM 4YacTOTHas pa3Bs3ka. Hanpumep, ms
o0nyuenus TCIIN MoryT UCnosib30BaTh UMITYJIbCHBIE CUTHAIIBI.
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[Ipu nepensnydyeHun napaMmeTpbl CUTHAJIOB M3MEHSIOTCS. [103TOMY HaHHBIA KaHAI
yTeUKU MHGOPMAIMHN YaCTO HA3bIBAIOT MAPAMETPUYECKHM.

Jns mepexBata uwHGOpPMAlUM IO JAaHHOMY KaHady HEOOXOJMMBI CICIHATbHBIC
BBICOKOYACTOTHBIE TE€HEpPaTOphl C AaHTCHHAaMH, HWMEIOIIMMU Y3KHUE JUarpamMmMsbl
HAIIPABJICHHOCTH U CIIENUAJIBHBIE PAAUOIIPUEMHBIE YCTPOMCTBA.

Nudopmanusa nocne o6padotku B TCIIN mMoxkeT nepenaBaTbes MO KaHAJIaM CBS3H,
I'JIe TAKXKE BO3MOJKEH €€ IepexBar.

B wnacrosimee BpeMsa Ui mepenadyd MH(OpManUU UCIONb3YIOT B ocHOBHOM KB,
VKB, paguopeneiinbsie, TpornochepHble M KOCMHUYECKHE KaHalbl CBSI3M, a TaKKe
KaOeJIbHbIE M BOJOKOHHO-ONTHUYECKUE JMHHUHM CBsi3U. B 3aBUCHMOCTH OT BHIa
KaHAJIOB CBSA3U TEXHUUYECKHE KaHajbl MepexBaTa WHGOPMAIMM MOXKHO pa3iesiuTh
Ha 3JIEKTPOMATHUTHBbIE, JJIEKTPHUYECKHE U MHAYKIIMOHHBbIE.

Bricoko4acTOTHBIE 3JIEKTPOMArHUTHBIE H3JIYUEHHUs TEpPEJaTUYUKOB CPEJICTB CBS3H,
MOAYJUPOBaHHBIE  HMHPOPMAIMOHHBIM  CUTHAJIOM, MOTYT  IEpPEXBaThIBATHCS
MOPTATUBHBIMU CPEJICTBAMHU PAJAMOPA3BEIKH U MPU HEOOXOIUMOCTH MEePeIaBaThCs B
HEHTpP 00paOOTKU JUIsl UX PACKOAUPOBAHUS.

JlaHHBIN KaHaN TepexBaTa HHQPOpMAIMM Haubojee IIMPOKO HCHOIb3yeTCs IS
OPOCIyIIMBaHUS Tene(OHHBIX pPa3rOBOPOB, BEAYLIMXCA MO paauorenchoHam,
COTOBBIM TeJe(POHAM WX MO PaIUOPEIECHHBIM U CIIyTHUKOBBIM JIMHUSM CBSI3U.

DNeKTpUYecKuid KaHall mepexBara WHGOpMalMH, MepeaaBaeMoil Mo KaOelbHbIM
JMHUSIM CBSI3U, TMPEANOJaraeT KOHTAKTHOE MOJKIIOUEHHE amnmaparypbl pa3BeIKu K
KaOeJIbHBIM JIMHUSIM CBSI3H.

Campblif TpocTOil cI0OCO0 — 3TO HEMOCPECTBEHHOE MapajlieIbHOE MOAKIIOUYEHHUE K
auaun cBsizu. Ho naHHbld (pakT jerko oOHapyKUBAaeTCs, TaK KakK MPUBOJUT K
M3MEHEHUIO XapaKTEPUCTUK JIMHUU CBSI3U 34 CUET MaJCHUS HAMPSHKCHUS.

[loaToMy cpencTBa pa3BEeNKHM K JIMHUM CBSI3M  TMOJKIIFOYAKOTCS WM 4Yepe3
COIVIACYIOIIEE YCTPOWCTBO, HECKOJIBKO CHMXKAIOLIEE MAJCHHUE HANPSOHKCHUS, WU
yepes CHeUHAIbHbIE YCTPOMCTBA KOMIIEHCALIMU NAJCHUS HapsbKeHusd. B mocnegnem
CIydae arrmaparypa pa3BeIKd U YCTPOMCTBO KOMIIEHCALMU IAJICHUS HANPSIKECHUS
BKJIFOYAIOTCS B JIMHUIO CBSI3M IIOCIIENOBATEIIBHO, YTO CYLIECTBEHHO 3aTPYIHSET
oOHapyxeHne (akTa HeCAHKITMOHUPOBAHHOTO MOAKIIOYCHUS K HEH.

KonTakTHBIE CcnocoO HCHONB3YyeTCS B OCHOBHOM JUIsl CHATHS HMHGOPMAIUU C
KOAKCHAJIbHBIX U HU3KOYACTOTHBIX KabOenei cBs3u. [[ns xabesnei, BHyTPH KOTOPBIX
MOJJICPKMUBAETCSI TIOBBIIICHHOE JIaBJICHHWE BO3/yXa, TNPUMEHSIOTCS YCTPOWCTBA,
HCKITFOYAIOIINE €T0 CHIDKCHHE, B Pe3ysIbTaTe Yero MpeaoTBpaIiaeTcs cpadaThIBaHHE
CIIEUAJIBHON CUTHAJIN3AlUH.
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ONeKTpUyYeCKui KaHall HauboJiee 4acTo MCIOJIb3YeTCs JUIsl IepexBaTa Tese(OHHBIX
pasroBopoB. Ilpu 3ToM mepexBaThiBaeMas WH(GOpPMALKs MOKET HEMOCPEICTBEHHO
3alHUChIBATHCS HA JUKTO(POH WM NEpenaBaThCsl MO paJUOKaHAIYy B IIYHKT MpUEMa
JUIsL €€ 3allMCH W aHaiu3a. Y CTPOMCTBA, MOJKIIOYAEMbIE K TeNe()OHHBIM JIMHUAM
CBA3M UM KOMIUIEKCUPOBAHHbIE C YCTPOMCTBaMM Mepenayd HMHPOpMAalUu 0
pasvoKaHaly, 4acTO Ha3bIBAIOT TeAe(POHHBIMHU 3aKIATKAMM.

B caydae uCnosb30BaHMS CUTHAJIBHBIX YCTPOMCTB KOHTPOJISI LIETOCTHOCTU JIMHHUH
CBSI3M, €€ AaKTUBHOTO U PpEAaKTUBHOIO CONPOTHUBICHUS (AKT KOHTAKTHOIO
NOJKIIOYEHUS] K Hell ammapaTypbl pa3Beaku Oyaer oOHapyxkeH. I[lostomy
crencnyx0pl HanOoliee YacTO HCHOJB3YIOT HHIAYKTHBHBIA KaHall IepexBara
uHbopMaluu, He TPEOYIOUINI KOHTAaKTHOTO MOJKIIOYEHHUS K KaHajaMm CBs3U. B
JAHHOM KaHalle HucHoJib3yercss 3((EeKT BO3HUKHOBEHMS BOKpPYr KaOens CBS3H
AJIEKTPOMATHUTHOTO TMOJS MpU MNPOXOXKIACHUU IO HEeMy HH(POPMALMOHHBIX
JNEKTPUYECKUX  CHUTHAJIOB,  KOTOpbIE  IEpPEXBAThIBAIOTCS  CHEUUATbHBIMU
UHAYKIUOHHBIMUA JaTYMKaMHU. MHIYKIIMOHHBIE TaTYUKH MCMOJIB3YIOTCSI B OCHOBHOM
U1 cheMa MH(POpPMAalLlMU C CUMMETPUYHBIX BBICOKOYACTOTHBIX KaOened. CUrHaisl ¢
JAaTYNKOB YCWIMBAIOTCS, OCYLIECTBIISIETCS YAaCTOTHOE pa3JelIeHHe KaHajoB, U
uHpopMalus, MepedaBaemasl 10 OTIACJIbHBIM  KaHajlaM, 3allMChIBaeTCid Ha
MarHuTOpOH WM BBICOKOYACTOTHBIM CUTHAJl 3alUCHIBACTCSI Ha CIELUAIbHBINA
MarauTo(oH.

CoBpeMeHHbIE HWHIYKIMOHHBIC JaTYUKU CHOCOOHBI CHUMATh HMHGOPMAIUIO C
Kabeseil, 3alUIEHHBIX HE TOJBKO U30JSLMEH, HO U IBOMHOU OpOoHEW M3 CTaIbHOM
JICHTBI U CTAIbHOU MPOBOJIOKH, IIJIOTHO OOBUBAIOIIUX KAOEIb.

Jlist GECKOHTAKTHOTO CheMa MH(OpMAIMU C HE3aIUIIEHHBIX TeNe()OHHBIX JIMHHMA
CBS3U MOTYT HCIOJIb30BaThCSl  CHCIHAIBbHBICE HHU3KOYACTOTHBIE  YCHUJIUTEIH,
CHA0O>XKCHHBIC MAarHUTHBIMHU aHTCHHAMU.

Hexotopsele cpencTBa 6ECKOHTAKTHOTO cheMa WH(pOpMaIY, epeiaBaeMon 1o
KaHajgaM CBS3M, MOTYT KOMIUIEKCUPOBAaTbCA C paaudonepefaTiukamMu  AJis
pETpaHCIIALMH B LIEHTP €e 00pabOoTKH.

Ilpakmuueckasn wacmo
3aoanusn:

bas3zoewtit yposenn:

3. ICcTOYHUKM cUTHAIA.
4. OyHKUMH NEPENATUNKA.
Iogviuennnlii ypogens:

4. Knaccuduxaius TeXHUYECKUX KaHAJIOB YTeUKHU UH(POpMAIIUH.
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[Tpaktuueckast pabora Ne 4-5
«YHerbipexdazHasa MoaeJab npouecca ynpapjeHuss HHHOPMALUOHHOMN

0€30MACHOCTBLIO»

Y4yeOHble U BOCIUTATEIbHbIE HEJIN:
B pesynbrare HaCTOSMIETO 3aHATHUS U IMOCIEYIOIICH CAMOCTOSTEIBHON paboThl BbI JOKHBEIL:
1. W3yuuth "yeThipex(aszHyro MOJENb MPOoIecca ypaBlieHUss HHPOPMAIIMOHHON O€301aCHOCTHIO.
Bpems 90 munyT
Y4eb6HO-MaTepuaibHOE 00ecnieyeHne: [15BM
Pacnpenesienne BpeMeHH 3aHATHSA:
BcerynurenbHas 4acTs. - 2 MUH
[IpoBepka rOTOBHOCTH CTYJIEHTOB K 3aHSTHUIO. - 3 MuH

YueOHbIE BOIIPOCHI 3aHATHUSA:

1. Teopernueckas 4acThb - 40 MuH
2. IIpakTaeckas pabora - 40 MmuH
3akiroueHue - 3 MuH.
3ajaHue CTyJeHTaM JJisi CAMOCTOSITEIbHON paboThI - 2 MUH.

1. MeToauueckue PeKOMeHIallUM 110 BbINOJHCHHIO HpaKTH‘IeCKOﬁ

padoThI

Teopemultecxaﬂ uacmo

Ms1 npucTynaeM K JCTaIbHOMY PAacCMOTPEHHUIO0 udeThipexdasHout ( nianuposanue -
peanuzayusi - oyenka - koppekmuposka, IIPOK)  monmenu  mpouecca ynpagnenus
ungopmayuonHot bezonacHocmoio, IpUMEHEHHOU B ctanmapte BS 7799-2:2002.

llpoyecc ynpaenenus UMeeT TUKIMYECKUNM XapakTep, Ha ¢a3e NepBOHAYATIHLHOIO
IJJAHUPOBAHUS OCYILECTBIISIETCS BXOJ B UK. B KauecTBe mepBOro mara JOJDKHA
OBITh ompe/ereHa U IOKYMEHTUPOBaHA NOJUmMuUKa 6e30nacHocmu OpraHu3alyi.

3areM ompenensieTcs obiacms  Oelcmeus CUCTEMBI YIpAasieHus: UHGOPMAYUOHHOU
bezonacnocmoio. OHAa MOXKET OXBATHIBATh BCIO OpPraHM3alnI0 WK ee yactu. Crenyer
ceupUIMPOBaTh 3aBUCUMOCTH, WHTEP(EHCH U MPEAMNOIOKEHHS, CBSI3aHHBIE C
rpanuneit mexay CYUD u ee okpyx’eHueM; 3T0 0COOEHHO Ba)KHO, €CIIU B 00.1acmb
Oelicmeus MONAAAET JUIIb YacTh OpraHu3anuu. boiblryto o0igacTe 1enecoodopa3Ho
MIOJICTUTH Ha TI0I00TIaCTH yIIpaBlIeHUSI.
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KitoueBbiM 3eMeHTOM (pas3bl niranuposanus sIBISETCS aHAIU3 pUCKO8. DTOT BOIIPOC
JeTaabHO paccMoTpeH B Kypce "OcHoBbl nHpopMmanuonHon 6e3zonacHoctu" [ 91 |;
3/1ech MBI He OyieM Ha HEM OCTaHaBIIMBATHCSI.

Pesynbrar ananusa puckos - BBIOOp pecyramopog 6Gezonachocmu. IlnaH noikeH
BKJIIOYATh epaghuk U TPUOPUTETHI, JACTAIbHBIA padouuii TIJIaH U pacnpedeieHue
00s3aHHOCMell no PEANTU3AIUU ATUX PETYIISTOPOB.

Ha Bropoii dasze - ¢a3ze pearusayuu - pyKOBOACTBOM OpIaHU3ALUHN BBIIEIAIOTCS
HeoOXonuMble pecypchl ((h)MHAHCOBBIE, MaTepUajbHbIE, JIOJCKHE, BPEMEHHBIE),
BBINIOJIHAETCS peaiv3alisl U BHEAPEHHE BBIOPAHHBIX PETYJSTOPOB, COTPYAHHKAM
OOBSACHSIOT BaXXHOCTh MpoOsieM HMHPOPMALKUOHHON O€30MaCHOCTH, MPOBOISATCS
Kypchl 00yUYeHUsl U MOBbIIEHUS KBanUpuKau. OCHOBHAs LEeIb 3TOU (a3bl - BBECTU
PHUCKHU B PAMKH, OIIPEJEIICHHBIE IIJIAHOM.

Hasznauenne asbl oyenxu - mpoaHaIU3upOBaTh, HACKOIBKO 3(PGEKTUBHO pabOTarOT
PETYISATOPBl M CHUCTEMA YHPAGLeHUsS UHDOPMAYUOHHOU OEe30naACHOCHbI0 B TICIIOM.
Kpome Toro, cmemyer mnpuHATH BO BHUMAaHWE W3MCHCHHUS, IPOU3OIICIIINE B
OpraHW3allMk M €€ OKPYKCHHH, CIOCOOHBIC TMOBIHATH Ha PE3yJbTAThl aHaIN3a
puckoB. Ilpum HEOOXOOIUMOCTH HaMEUalOTCs  KOPPEKTUPYIOIIHUE  JICHCTBUS,
npeanpuHIMaeMble B 4yeTBepToi (haze. Koppekyus NOKHA TIPOU3BOIUTHCS, TOJIBKO
€CJIA BBITIOJIHEHO 710 KPAaUHEW MEPE OJTHO U3 IBYX YCIIOBUU:

BBISIBJIICHBI BHYTPEHHUE NTpOoTHBOpeuns B JokyMeHTanuu CYUD;
PUCKHU BBIIUIM 32 IOMYCTUMBIE TPAHULIBI.

Oyenka MOXET BBITIOJIHATHCS B HECKOIBKUX (OpMax:

peryisipHbie (DyTUHHBIE) IPOBEPKU;

IPOBEPKH, BbI3BAaHHBIE MOSIBJICHUEM MTPOOIIEM;

U3yYCHUE OMbITa (ITOJIOKUTEITFHOTO U OTPUIIATENILHOTO) IPYTHX OpraHU3aIlHii;
BHyTpeHHMI ayoum CYUD;

MHCIEKIUH, IPOBOJUMBIE 10 UHULIUATUBE PYKOBOJICTBA;

AHAIU3 MeHOCHYUI.

Ayoum HOTMKEH BBIMIOJNHATHCS PEryjsipHO, HE pexXe OJHOro pasa B roia. B
npolecce ayouma cienyeT yOeauThesl B CISAYIOIIEM:

ROIUMUKA 6€30nacHOCmU COOTBETCTBYET MPOU3BOJICTBEHHBIM TPEOOBAHUSIM;
pe3yabTaThl aHAIN3a PUCKOB OCTAKOTCS B CHJIC;

JOKYMEHTUPOBAHHBIE TMPOLEAYPHl BBINOIHAOTCA W JOCTUTAIOT ITOCTABJIEHHBIX
LICJICH;

TEXHUYECKUE pe2yiamopsl 0e3onacHocmu (HalpuMep, MEXKCETEBbIe AKPaHbl WIIH
CpencTBa OorpaHUYCHUS (PU3UYECKOTO JTOCTYIA) PACIIONIOKEHBI JTOHKHBIM 00pa3oMm,
MPABUIILHO CKOH(PUTYPUPOBAHBI U pa0OTAIOT B IIITATHOM PEKHUME;

17


http://www.intuit.ru/studies/courses/30/30/literature#literature.91

JNEUCTBUSI, HAMEUYEHHBIE 10 PE3yJIbTaTaM NPEABIAYIINX NPOBEPOK, BHIIIOJIHEHBI.

Jlaxxe eciii HENONMYCTHUMBIX OTKJIOHEHHUW HE BBISIBICHO U YPOBEHb 0€30MacHOCTU
NpPU3HAH YJOBJIETBOPUTEIBHBIM, IIeJIecO00pa3Ho 3a(UKCUPOBATh HM3MEHEHHS B
TEXHOJIOTMM W TPOU3BOACTBEHHBIX TpEeOOBaHUAX, IOSBICHUE HOBBIX YIpo3 U
ySI3BUMOCTEM, YTOOBI IPEeBUETh OyAyIIME U3MEHEHUS B CUCTEME YIIPABJICHHUS.

Cucremy ympaBiaeHuss HWHPOPMAIMOHHONW O€30MAaCHOCTHI0O HAJI0 TOCTOSHHO
COBEPIIICHCTBOBATh, YTOOBI OHAa OcTaBaiach d(PPEKTUBHON . DTy IENb MpecleayeT
yeTBepTas (paza paccMaTpUBaeMOIro B CTaHIAPTE Yyukid - Koppekmuposeka. OHa
MOKET MOTpeO0BaTh KaK OTHOCUTEIbHO HE3HAYUTENIbHBIX JEHCTBUHN, TaK U BO3BpaTa
K  (dazaM niaHuposanus (HaipuMep,  €CJIM  TOSIBWJIMCh ~ HOBBIE  YIPO3bI)
WK peanuzayuu (€CIIU CIEIyET OCYIIECTBUTh HAMEUCHHOE paHee).

[Ipu KOppEKTUPOBKE MPEXKIE BCErO CIEAYET YCTPAHUTh HECOOTBETCTBUS CIETYIOLINUX
BUJIOB:

OTCYTCTBHE UJIM HEBO3MOXHOCTh peajan3alud HeKoTopbix TpeboBanuit CYUb;

HecriocooHocts  CYUB  obecneunth  mpoBeneHUE B KU3HB HOJAUMUKU
be3onacnocmu MM 00CITYKUBATh MPOU3BOICTBEHHBIC 1IETTU OPTaHU3ALINH.

3amauya Qa3bl oyenxu - BbIABUTH NpoOiembl. Ha daze koppexkmuposxu neodxoaumo
JIOKONaThCs /10 WX KOpHEH W YyCTpaHUThb NEepPBONPUYMHBI HECOOTBETCTBHA, UTOOBI
n30eKaTh MOBTOPHOro mosiBIeHHA. C 3TOH LEIbl0 MOTYT NPEANPHHUMATBHCS Kak
pEaKTHBHBIC, TAK U MPEBEHTUBHBIE EHCTBUSA, PACCUMTAHHBIC HA CPETHECPOUHYIO UITH
JOJITOCPOYHYIO MEPCIIEKTHUBY.

TakoBO (B C)KaTOM M3JI0KEHUHU) COJEepkKaHUE ABYX uacTedl cranmapra BS 7799.
MoskeT moka3aTbCs, YTO KaXKJ0€ U3 €ro MOJOKEHUM caMOOYeBUIHO; TEM HE MEHee,
coOpaHHBIE BMECTE M CHCTEMaTU3UPOBAHHBIC, OHU 00JaJal0T HECOMHEHHOU
LEHHOCTBIO.

Ilpakmuueckasn wacmeo
3aoanusn:

bas3zoewtit yposenn:

1. ®opmbl OLIEHKWU.
2. OnuumTe nNpouece ayauTa.

IHosvtuennstii yposens:

7. Onumure npouecc KOppeKUuu.
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[Tpaktuueckas pabora Ne 6-7
«IKCMITyaTAMOHHOE OKPY KEeHHe, YIPaBJeHue Kpunrorpapuieckumu
KJIIOYaM i)

Y4yeOHble U BOCIUTATEIbHbIE HEJIN:
B pesynbrare HaCcTOSIIETO 3aHIATHS U MOCIEAYIOIIeH caMOCTOATEIbHOM paboThl BBl JOMKHBI:
2. HW3y4uTh 3KCIUTyaTallMOHHOE OKPYKEHHUE.
3. PazoOparp ynpasieHue KpunTorpapuuecKuMi KIIIOYaMH.
Bpems 90 munyT
Y4eOHO-MaTepHaIbHOE 0O0ecIIeYeHue: I[15BM
Pacnpenesnenue BpeMeHH 3aHATHSA:
BerynurenpHas 4acTs. - 2 MUH

[IpoBepka rOTOBHOCTH CTYAEHTOB K 3aHSTHIO. - 3 MUH

YueOHbIC BONPOCHI 3aHATHS:

1. TeopeTnueckas 4acTb - 40 muH
2. llpakTudeckas pabora - 40 muH
3akiroueHue - 3 MuH.
3aaHue CTyJeHTaM Il CaMOCTOSITEIbHON pabOThI - 2 MUH.

1. MeToauyeckue PpeKOMEHJAAIMU 1O BBINOJHEHUIO TPAKTHYECKOI

padoThI

Teopemuqecmm yacmo

IKkcnayamayuonnoe  OKpyyceHue - STO  COBOKYIMHOCTh  HEOOXOJUMBIX  JUIS
(GyHKUIMOHUPOBAHUS MOOY/Is CPEACTB YNPABICHUS alMapaTHBIMU U MPOTPAMMHBIMU
KoMmrnoHeHTamu. B cranpapre FIPS 140-2 paccmaTpuBaeTcsi HECKOJIBKO BHJOB
OKPY>KEHUS:

YHUgGepcaibHoe, ¢ KOMMEPUYECKOU OnepayuoHHou cucmemou, YNpaBJISIOMEH Kak
KOMIIOHEHTaMU M0O0YJs, TaK U APYTUMU MPOIECCaMU U TIPUIIOKEHUSIMU;
02paHuYeHHOe, SBISIONICECS CTaTHYECKUM, HeMoaudumupyemMbiM (Harmpumep,
BUpTyaJbHasd Java-MallMHa Ha HENPOrpaMMHUpPYEeMOW IulaTe sl MEePCOHATBHOTO
KOMITBIOTEPA);

Moouguyupyemoe, KOTOPOE MOXKET OBbITh PEKOHPUTYPUPOBAHO U BKIIOYATH
cpeacTBa yHuBepcaibHbix OC .
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AO0po yrusepcanvro2o 1 MOOUPUYUPYEMO20 OKPYIHCEHUs. - ONEPAYUOHHASL CUCTeMA.
Ha mepBom ypoBHE 6€301aCHOCTH K HEH MPEIBSIBISIOTCS CICTYIONTNE TPEOOBAHUS:

UCIIONB3YETCSI  TOJBKO 0OHONONIb308AMENbCKULL  pedicuM, TapajielbHas padoTa
HECKOJIBKMX OTIEpaTOPOB SIBHBIM 00pa3oM 3ampeniacTcs;

JOCTYII TIPOIIECCOB, BHEIIHUX IO OTHOIICHHWIO K MOO0Y1i0, K TaHHBIM, KPUTHIHBIM
s 0e30MacHOCTH, 3ampeniaeTcs, HeKpunTorpaguueckue Mpouecchl HE JIOJDKHBI
npepsIBaTh paboTy Kpunmozpaguyeckoco Mmooy ;

MPOrpaMMHOE 0OECTICUCHHE MOoOY/s CIASAYET 3alUTUTh OT HECAHKIIMOHUPOBAHHOTO
PACKPBITHS U MOJIU(DHUKAITNN;

1e1ocTHOCTE 110 Modys1 KOHTPOTUPYETCS YTBEPIKICHHBIMH CPEICTBAMHU.

Jlnss  BTOporo  ypoBHsS  Oe3omacHocTd  TpeOyercs — ucnonb3zoBanue OC,
CepTU(ULMPOBAHHBIX HAa COOTBETCTBUE OIPEACICHHBIM npoduiam 3aujumsl Ha
ocHOBe "OOnMX KpUTEepUEB" ¢ OLIEHOYHBIM YPOBHEM JOBEPHS HE HIMKE BTOpOro. Jlis
3alIUThl KPUTHYHBIX JaHHBIX JOJDKHO MPHUMEHSTBCS NPOoU3B0IbHOE YHpagieHue
0ocmynom ¢ onpeaeneHueM COOTBETCTBYIOIINX podeii.
Heob6xonumo npomoxonuposanue AeNCTBUIN kpunmo-oguyepa.

XapakTepHasi uepTa TPEThero YpOBHsI O€30MaCHOCTH - MCIOJIb30BaHUE 008EPEHHO20
mapwpyma.

Ha uyetBepTOoM ypoBHE 0€30mMacHOCTH Kpunmoepaguueckoeo mooyiasa nyxHa OC ¢
OIICHOYHBIM YPOBHEM JIOBEPHUS HE HUKE YETBEPTOTO.

TpebGoBanus 6e30macHoOro YIOPABJICHUS KpUnmMozpaghuieckumu
KII0YaAMU OXBAThIBAIOT  BECh MHCUBHEHHLIN — YUKJI KPUTUYHBIX  JAHHBIX MOOYJIA.
PaccmarpuBarotcs cnenyromue ynpasiaowue GyHKITIN:

2eHepayus CIy4atiHblX Yucer,;
2eHepayus Kaodeu ;
pacnpeodeneHue Kaodel ;
BBOJI/BBIBOJI KAIOYell
XpaHEHUE Kurouel |
OOHYJICHUE KIt0Uel.

CCKpGTHI)IC Kiro4du HGO6XOIII/IMO 3alIUIIATh OT HCCAHKIMUOHUPOBAHHOTO PACKPBITHA,
MOI[I/I(I)I/IKEU_II/II/I " ITIOAMCHBI, OTKPBITBIC - OT MOI[I/I(i)I/IKaHI/II/I U IIOIMCHEI.

Kommpomeranus METOJ0B 2ceHepayuy WIN pacnpeoenenus Kiroyel (HapuMep,
yraJibIBaHUE 3aTPaBOYHOTO 3HAYEHUA, MHULAATU3UPYIOLIETO
JNETEPMUHUPOBAHHBIN ceHepamop CIlydalHbIX YHWCeN) [OJDKHA ObITh HE MpoIIe
ONPENIEIICHNS 3HAUCHUH KAtouel.
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Jns pacnpedenenuss knrouel MOKET TPUMEHSATHCS KaK PY4YHAs] mMpaHcnopmuposKa,
TaK ¥ aBTOMaTHUYECKHUE MPOLEAYPbl COTJIACOBAHUS KIIOYel.

JlomyckaeTcst py4HOi (C KJIaBUATypbl) 1 aBTOMAaTHYECKUH (Hampumep, IpHu MOMOIIH
cMapT-KapThl) BBOJ katoveu. Ha JByX HWKHHUX YpOBHAX O€30IaCHOCTH IpHU
aBTOMATUYECKOM BBOJIE CEKPETHBIE KI!0YU OJIKHBI OBbITh 3alIM(POBaHbI;, PyYHOU
BBOJI MOXKET OCYIIECTBIISITHCS B OTKPHITOM BHJie. Ha TpeTbeM U 4eTBEPTOM YPOBHSIX
IpU PYYHOM BBOJIE K/t0UYeli B OTKPHITOM BUJIE MPUMEHSIOTCS npoyedypsl pazoeieHus
3HAHUU.

MoOoynb nofIKeH acCOUMUPOBATh BBEJIEHHBIN Kt04 (CEKPETHBIM WM OTKPBITHINA) C
BJIJIEJIbIIEM (JTUIIOM, ITPOIIECCOM U T.I1.).

Ilpakmuueckasn wacmeo
3aoanusn:

bas3zoewtit yposenn:

Bunp! okpyxeHus.
TpeboBanus k OC.
Ilogviuwennslii yposenn:

VYnpasnstonye QyHKIIUH.
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[Ipaktrueckas pabora Ne 8-9
«Pasmewmienne Web-cepsepoB. Bo3moskHbIe BONIpochl K nmoctaBuiuky Intemet-
yCayD»
YueOHBIE M BOCTUTATEILHBIC 1EJIH:

B pe3ynbrare HaCTOSAMIETO 3aHATHUS U IMOCIICIYIOIICH CAMOCTOSTEIIBHON pabOThl BbI JOKHBEL:

1. M3y4uTh BO3MOKHBIE BOIIPOCHI K MOCTABIIMKY Internet-yciyr.
2. Pazobpatp pazmenienue Web-cepBepoB.
Bpemsa 180 munyTt
Y4eOHO-MaTepualbHOE 00ecnieyeHmne: I[15BM
Pacnpenesnenue BpeMeHH 3aHATHSA:
BcerynurenbHas 4acTs. - 5 MuH
[IpoBepka roTOBHOCTH CTYAEHTOB K 3aHSTHIO. - 5 MUH

YueOHble BONPOCHI 3aHATHS:

1. Bo3MoxHbBIE BOIPOCH! K OCTAaBIIUKY Intemet-yciyr - 60 MuH
2. Yenyru pasmetmienust Web-cepBepoB - 60 muH
3. [Ipaktrueckas pabota - 40 muH
3akiroueHue - 5 MuH.
3amaHue CTyACHTaM Ul CAMOCTOATEIbHOM paboThI - 5 MuH.

1. MeToauueckue peKOMeHIallM 110 BbINOJHCHHIO HpaKTH‘IeCKOﬁ

padoThI

Teopemultecmm yacmo

1. Bo3Mo:KkHBIEe BONPOCHI K NocTaBIIUKY Intemet-ycayr

IHepenaya unpopmauuu U ayreHTHPUKALUA

ITocraBmmkam Wutepuer-ycayr CJIEAYET ummers sicHple mpaBwiia U MpOLENYPHI,
Kacaromyecs: pasfeieHusi UHQopMalud O HapyHIeHMH O€30MacHOCTH CO CBOMMU
NOTpEeOUTENSIMU, C JAPYTMMHM MOCTaBUIMKAMHM WM TpPYIIaMHU pearupoBaHusi, C
IPaBOOXPAaHUTEIbHBIMU ~ OpraHaMH, CpEICTBaMHU MAacCcOBOM HH(OpMAIMH U
0O0IIIECTBEHHOCTHIO.

[TocraBmukam Wurtepner-ycnyr CJIIEAYET umers cpencrBa s OpraHu3aiuu
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3aIUMIEHHOTO KaHajla C IeNbl0 mepenadu mnogoOHod uHbopmarmu. OTMeTHM,

OJHAaKO, 4YTO HC BE3AC 3aKOHbBI pPa3pCliaroT 3alllUIICHHBIC KOMMYHHKAIIUH.

3amura UHTEpHET-CcO001IECTBA

[ToctaBmuku WHTEpHET-yCOYT WTparOT KPUTHYECKH BAXKHYIO pPOJIb B TIOBBIIICHUU
0e3onacHoctu MHTepHET. B 3TOM UM cneayroieM pasjenax paccMaTpUBAIOTCS MEpHI,
KOTOpblE, B Cllyda€ UX CKOOPJUHUPOBAHHOTO UM OMNEPATUBHOTO MPHUHATHUA
nocraBmykaMu MHTepHeT-ycinyr, oka3ajiu Obl Ha CETeByl0 0€30MacHOCTb
CYLIECTBEHHOE  IOJIOKUTEIbHOE  BIMSHHE W 3HAYUTENBHO  3aTpyJHWIU
37IOYMBIIIJICHHUKAM COKpBITHE CJIEIOB.
3aTeM Mbl OTHOCUTEIBHO MOJPOOHO PACCMOTPUM BOIPOCHI, Kacarouuecs
cnenu@UUecKnx yciayr, TaKuX Kak BXOAHAsl GUIbTpALMs U OpraHU3alMs OTKPBITHIX
CUCTEM TPOMEXKYTOYHOTO XpaHEHUS W TEPEChUIKM TIOYTOBBIX COOOIICHHIA.
CornacoBaHHOE pelICHHE 3THX BOINPOCOB MOCTaBUIMKaMu HHTepHET-yciayr Takxke
Jaj1o OBl 3aMETHBIN MMO3UTUBHBIN ahdexr.
Kaxnomy nocraBmuky  Wurtepner-ycnyr  CIIEAYET  umers  nonmtuky
JTO0OPOIOPSAOUYHOTO MIOJIb30BAHUS.
KoHTpakT MeXOy MOCTaBIIMKOM U TmoTpedutenem HHTepHET-yciayr crieayer
COCTaBIISITh C YYETOM STOM MOJMUTUKH, OBITH MOXKET, NIEpecMaTpUBasi MOJUTUKY TpU
npojyieHun KoHTpakta. [loTpeOutens cnexyer 3apanee uHGOpMHpPOBATH 00
U3MEHEHUSX B TIOJTUTHKE.
B monuTuke cnenyer SiCHO OMPENENUTh, YTO MOTPEOUTENN MOTYT WIA HE JOJIKHBI
JIeNaTh B Pa3HbIX YacTSIX CETU M HA PAa3HBIX CUCTEMax, BKJIIOYas JOIYCTUMBIE THUIIbI

Tpaduka.

3amuTa JaHHBIX

Bo MHOrux crpanax ectb 3aKOHBI O 3allUTE JAaHHBIX. B cuTyanusx, Korja nojo0HbIe
3aKOHBI TPUMEHHMMBI, TMOCTABIIMKK HHTEepHET-yCIyr IOJDKHBI IMPOaHATU3UPOBATH
XapakTep MOCTYMAIIMX K HUM IMEPCOHANBHBIX JAHHBIX U, €CIU HYXXHO, MPUHATH

MCPBI, IPCIATCTBYIOINUC IIPOTHBO3AaKOHHOMY HMCIIOJIB30BAHHWIO OdHHBIX. YuuteiBas
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rio0anbHbIA XapakTep MHTepHeT, mocTaBiiukaM MHTEpHET-yCIyT, 1eHCTBYIONUM B
CTpaHax, IJle TaKuX 3aKOHOB HET, CJIEAYET XOTS Obl O3HAKOMMTBCS C WUJICCH 3aIUTHI

JAHHBIX, MIPOYUTAB, HaInpumep, Data Protection Act [5].

O0y4enue

Baxxno, 4Tro0bl Bech mTaT mocraBiiuka MHTEpHET-yCcIyr ObUT COOTBETCTBYIOIIUM
00pa3oM MOJrOTOBJIEH, TO €CTh MOCTOSHHO MOMHUIJ O MpoOeMax HH(OPMAIMOHHON
0€30MacCHOCTU, C TOHMMAHUEM MOAXOJUI K UX PEIICHHUI0, YMEeI JOJLKHBIM 00pa3oM
OPUMEHSTh CpeAcTBa TMOBbIMIEHUsT Oe3zomacHocTH. K umciy Hambonee BaKHBIX
NpUHAJJIKAT BOMPOCHl HCIOJB30BAHUS 3AIUINCHHBIX KaHAJIOB ISl TEpeaadu
KOH(DUICHIINATFHON HHPOPMAIINH, PUCKA aTaK C IPUMEHEHUEM METOJIOB MOPAILHO-
MICUXOJIOTUYECKOTO BO3JICHCTBUS, YNPABICHUS ayTeHTU(PUKAIUOHHBIMU JAHHBIMU U

T.O.

CeteBast undpacrpykrypa

[TocraBmmkn HMHTEpHET-yCIyI OTBETCTBEHHBI 3a TAaKO€ YIPAaBICHHUE CETEBOMU
UHGPaACTPYKTYpOit WNurepHer, YTOOBI:
%0 obOecrieunBaiach pa3yMHasi yCTOMYMBOCTD K IMOSIBJIEHUIO MU3BECTHBIX clabocTel B
3aIlUTE;

%0 arakyrolMe HE MOIJM JErK0 M NPOCTO OpraHU30BaTh IUTALIAPM IS

MMoCaCaAyrommx aTak.

MapupyTu3zaTopbl

MapuipyTu3aTopsl HE TOJBKO caMU MO ce0e SABISIOTCS NMPUTATaTEIbHBIMU LIEISIMU
aTak Ha O0€30IMaCHOCTh, HO M TPEACTABIAIOT COOOW OTIWYHBIA IUTAIIApM ISt
OpraHu3aluu aTak Ha Apyrue LEIH.
MHorue mMapupyTu3aTopbl MO3BOJSIOT 3JI0YMBIIUIEHHUKAM JieJlaTh ONMACHbBIE BEIIH,
HaIpumep:

%00 "mpocaymuBaTh"” TPaH3UTHbBIC MOTOKH JAHHBIX;

%0 MaHUITYJMPOBATh TAONHMIIAMU MaplIpPyTU3alUUU JJi1 NEpPEHANpPABICHUS MOTOKOB
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JAHHBIX;
%0 W3MEHATh COCTOSHUE HWHTEp(PECOB C UENbI0 HapyLIEHUs OOCITyKUBAHUS;
%0 BBI3BIBATH 'TpembIXaHue" MapIIPYTHBIX TaOdHIl, YpeBaTOE€ OTKAa30M B
o0Ocny>KMBaHUU JJI KpyNHbIX yacTteit luTepHer;

%o co3laBaTh MAKEThl C MOJJCIBHBIMU aJpecaMy U JIFOOBIM >KellaeMbIM Ha0OpOM
¢naros;

%0 Tmopoxkaatk mropMbl ICMP-nakeToB, ycTpauBaTh IpyTrUe€ aTakd Ha JOCTYIHOCTb;
%0 OTHNpaBIATH NOTOKM JAHHBIX B '"depHyro Jblpy" (Hampumep, OpraHuzys
JOKANbHBIA MapuipyT Ha MyCTOM WIM HEKOPPEKTHBIM UWHTEpeic umm Ha
HEKOPPEKTHBIM  CIEAYIOLIMA MAapLIPyTU3aTOp, KOTOPBIA HE 3HACT HYKHOIO
MapuipyTa ¥ He MMEET MOAPa3yMeBaEMOI0 MapIIpyTU3aTOpa, Ui, YTO XYy>KE BCETO,
UCIOJIb3Ysl TPOTOKOJN JAMHAMUYECKOW MaplipyTH3auuMd s apuimpoBaHUs
MapuipyTa ¢ HU3KOM CTOMMOCTbIO, AKTUBHO BTATHBAsI TEM CaMbIM TpapuK B YEPHYIO
ZBIPY);

%o CKpbIBaTH OOpaIleHus M0 BHEIIHUM aJpecamM, 4To 00Jierdaercsi HeJOCTaTOYHbIM
IIPOTOKOJINPOBAHUEM B MapuIpyTH3aTOpax.
VYcunennto noio0HBIX yrpo3 CIOCOOCTBYET Ta LIEHTPaJbHAs POJib, KOTOPYIO UIPaAIOT
MaplIpyTHU3aTOPbl B CETEBOM HHPPACTPYKTYpE, a TAKKE HEPEAKO JOCTyIHas UM
LIMPOKas M0JI0Ca IPOITYyCKaHUs.

Takum oOpazom, goctyn k Mapupyrtuzatopam CIIEJJYET ocHoBbiBaTh Ha
OJIHOPA30BbIX MAPOJIAX WJIM elle 0osee CHIbHBIX CPeICTBaX (TaKUX, HAIPUMEP, Kak
Kerberos) u orpannumBath B MaKCHUMaJbHO BO3MOXHOW creneHu. OOpaieHus K
MapuIpyTH3aTOPY CIEAYET MPOTOKOIMPOBATh, NPUBJIEKAs PECYPCHl APYIUX CHCTEM.
Ecnu mapmipyTu3atop noaaepKuBaeT pa3jnyHble YPOBHU aBTOPU3ALMH, 3TH YPOBHH
ClIeAyeT MCIONb30BaTh JUIi OIPAHUYEHUSA IPUBUWICTMPOBAHHOIO JOCTyHa K
MapuIpyTH3aTOpY.

CeaHcbl B3aMMOJEHCTBHSL C MapUIpyTHU3aTOpamMHu clieqyeT mupoBaTh s
NpEeAOTBPAIlCHUSI Kpa)X CEaHCOB WJIM JaHHbBIX M JUIsl HENONMyUIEHUs aTak,
OCHOBAHHBIX Ha BOCIIPOU3BENEHUN Tpaduka.

Ha mapmpytusartopsl He cielyeT BO3JaraTh BBINOJHEHUE MEJIKHUX YCIYT, KOTOpPbIE
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HEPENKO BKJIIOYEHBI Mo ymondaHuto. Mmerorcs B Buay bootp, chargen, daytime,

discard, echo, finger u T.]I.

KommyTaTopsl, TepMHHAJIBbHBIE CepBepbl, MOJEMbI W JpPyroe cereBoe
o0opynoBaHue

[TocraBmukam HWHTepHET-yCclIyr cienyeT ObITb CTOJNb K€ OIUTENbHBIMU TpU
KOH(UTypUpPOBAaHUU BCEX BUIOB CETEBOT0 000pynoBaHus. K coxkaneHuio, MHOTHE
NOJO00HBIE YCTPOMCTBA, HAXOASIIMECS B JKCIUTyaTallMH, NOAJEPKUBAIOT JIMIIb
ciabple METOJbl ayTeHTU(UKALWHU, MPEAOCTABISIOT MpaBa JOCTyNa IO MPUHIMITY
"Bce WM HUYEro" u He MPOTOKOJIMPYIOT MOYTH (MM cCOBCeM) HUYero. B mpouuiom y
NOCTaBIIMKOB MHTEpHET-yCIyT HE OCTaBajOCh YIHK, MO0 KOTOPHIM MOXKHO OBLIO OBl
IPOCIEANTh HAPYUIUTEINS, MOCIE TOTO KaK OH MepeKOH(DUTrypUpoBaiI KOMMYTATOPBI,
UCIIOJIb30BaJI TEPMHUHAJIbHBIE CEPBEPHI Il aTaK Ha CTOPOHHUE OpraHu3aluu WU
BBIKJTIOUMJI HICTOYHUKH OecriepeOOoiHOTO MUTAHUS.

[To BO3MOXXHOCTHM JOCTYH K CETeBOMY OOOpPYJIOBaHHUIO CJEAyeT OrpaHUYUBATh,
IPEIOCTABIISASA €0 TONIBKO YIIOJTHOMOYEHHBIM CETEBBIM aIMUHUACTPATOPAM.
OOopynoBaHHe, COCTaBIAIONIEE CETEBYIO  HMHPPACTPYKTYpy, HEPEAKO  HE
NOJJIEP)KUBAET CKOJIbKO-HUOYb Pa3BEepHYTOr0 BHYTPEHHETO MIPOTOKOJIMPOBAHUS,
IIOCKOJIBKY B HEM HET JOJIOBPEMEHHOW IaMsTH, TAKOM KaK JKECTKHE JUCKHU
KOMITbIOTEpOB. Brnpouem, MHoOrHe ycrpoiictBa nouanep:xkuBator syslog mmu SNMP-
COOOIIEHUs] WM, MO KpailHel mepe, HeOONbIIONH BHYTPEHHHH pPErucTpalioOHHbIN
KYpHaJI WM OTJIAJJOYHBIA PEXHUM, TaK YTO COOTBETCTBYIOILIYIO HH(OPMALIUIO MOYXKHO
HaIlpaBUTh Ha KOHCOJIb WJIn B yAAJICHHBIN IPOTOKOJL.
Kondurypanmonnyo uHGOpMALMIO MapUIPYyTU3aTOPOB U KOMMYTAaTOPOB CIEAYET
00s13aTeIbHO COMPOBOXKAAaTh Ha (paillioBoM cepBepe, uyTOObI BO3BpAaT K MPEKHEH
KOH(Urypallui MOT OBITh BBIMOJHEH JErko M OblcTpo. Pasymeercs, momoOHbIE
pe3epBHbIE KOH(UTYpaIlMOHHBIE Gaitnbr CIelyeT 3aIUTUTh oT
HECAaHKIMOHUPOBAHHOM nepegayu W 3JI0yMBIIIEHHOTO VU3MEHEHUS.
AHOHUMHBII telnet U Ipyrue HEMPOTOKOIUPYEMBIE COEJIMHEHHUS

HNmeeTcss MHOrO CETEBBIX YCTPOWMCTB, OT HEIOPOTMX MAPIIPYTU3ATOPOB IO
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IPUHTEPOB, MPUHUMAIOIINX COEIMHEHUs MO MpoTokoidy telnet 6e3 3ampoca mapois.
Pazymeercs, no00HbIC YCTpPOWCTBA, 3a4acCTylo JIAIIEHHBIE CpEIICTB
IPOTOKOJIMPOBAHUS, BECbMA MOMYJSPHBI CPEIH 3JO0YMBIIUICHHUKOB, XEIArOLIUX
CKPBITh CBOU CJIEZIBI.
Ecnu B cetnm mocraBmuka MHTEpHET-yClIyr €cTh Takoe O0OpyAOBaHHUE, JOCTYI K
HEMY clleyeT orpaHu4yuTb. KpoMme TOro, morpeOUTEnsiM cieayeT pEeKOMEHI0BATh
OJOKMpOBaTh  JOCTYIl K MOJOOHBIM  YCTPOMCTBAM M3  BHEIIHHUX CETEH.
KpailHe HexenaTenpHO HCHONB30BaTh MPOTOKOJ telnet Uit ympaBiieHHs

KOMIIOHCHTaMH CCTH.

LleHTp ynpaBJ/ieHHsl CETHIO M CeTeBOE¢ aAMUHUCTPUPOBAHHE

Heutp ymnpaenenus cerbto (ILIYC) sBnsercs KpUTUYECKH BaXKHOW 4YacCThIO
UH(QPACTPYKTYphl MOCTaBIIMKAa MHTEpHET-yCcllyr, MO3TOMY €ro paboTy cleayer
CTPOUTH c co0IroiIeHreM JOJKHBIX Mep 0€30IMacHOCTH.
ayce 3a4acTyl0  pacroJjiaraet aIMUHHACTPATUBHBIM KOHTPOJIEM HaJ
KOH(UTypallMOHHON HH(OpManueld ceTeBoro oO0OpYyIOBaHUs, IOATOMY CIEAYyeT
OpOSIBUTH ONUTENBHOCTh, OrPAaHMYMB JOCTYNl K Takoil uHopmanuu. 3arpyska
KOH(UTypallMOHHBIX (aillioB B ceTeBble YCTPOMCTBA JO CHUX TOp HEPEIKO
npousBoauTcs 1o nporokony TFTP [12], KoTOpblii HE TONBKO JIMIIEH CPEICTB
ayTeHTU(PUKALMK W HUCIOJIb3YeT HE3alllUIEHHbIE KOMMYHMKAIMU, HO U Tpedyer
NOBBIIIEHHON OCTOPOXHOCTH MPU KOHPUI'YPUPOBAHUHM HA CEPBEPHON CTOPOHE (CM.
[1D).

Kakx mnpaBuno, LIYC BbinosnHseT (QYyHKIMM MOHUTOPUHTA CETH, MNEPUOJUYECKU
onpamuBas (Hampumep, mnocpeacTBoM SNMP-coobumenuss Echo) MHoXkecTBO
ceTeBbIX ycTpoucTB. [Ipu onpenenenun Habopa OMpanuBaeMblX YCTPOUCTB CIEAyeT
NOMHUTh O KPUTUYECKH BAXXHOW POJIM 0OOPYJIOBaHUs, NEPEUUCICHHOTO B pa3fele
5.2.

ITomumo mpoctoro ompoca, HYC nia B3auMOAENCTBUS C CETEBBIMU YCTPOMCTBAMMU
MOXKET TaKyK€ HMCIOJb30BATh YNPAaBIAIOMIMN MPOTOKOA, Takoi kak SNMP. O0bryHO

MPOTOKOJI MPUMEHSETCS AJIsI BBISICHEHUS (ITOCPEACTBOM oOIepanuu get) 3HaYCHUi
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pa3IMYHBIX IIEPEMEHHBIX, TAaKUX KAaK YHUCIO TIAKETOB, IPUHATHIX 4Yepe3
omnpeneneHHbld uHTepdeiic. OpHako, MPOTOKOJ MOXKET MPUMEHAThCS U IS
YCTAaHOBKM MNEpEeMEHHbIX (omepauus set), BO3MOXKHO, C JaJ€KO HIYILIHMH
MOCIIEICTBUAMH (TaKUMHU KakK MepeKkoH(UrypupoBanue ycTpoictsa). B mobom
camydyae, B nporokoire SNMPvl  npucyrctByeT  TOJNBKO — TpHUBHAJIbHAsA
ayreatudukamus. [lo Bo3moxknoctu, SNMP cnegyer npUMEHSTh TOJIBKO Kak
CPEeICTBO 4YTEHUs, MoaydeHus (get) HHPOpMaUUM OT YAAJNEHHBIX YCTPOWCTB.
[lonyyennyro wuH(pOpMaUIO CcHeAyeT TPaKTOBAaTh Kak KOH(PUACHIMAIbHYIO.
Eme ogHo mpumenenue npotokona SNMP cocTouT B yBEIOMJIEHUH YHPABISIONICH
CTAaHIIMM O BO3HUKHOBEHHUU HCKIIOYUTENbHBIX cutyanuii (SNMP trap). Takyro
uHPOpPMAIMIO TaKXKe CleAyeT cuuTarh KoHpuaeHuuaiabHou, a B L[YCe cnemyer
MPOSIBUTH OCTOPOKHOCTH, 4TOOBI Mo00HBIe SNMP-cooOmienust camu mo cebe He

BBIJIIMJIMCH B aTaKy Ha AOCTYITHOCTD.

du3znyeckas 0e30MACHOCTD

duznyeckoi 3amuTe HHPOPMAITMOHHBIX CUCTEM CIIEAYET YACISITh COOTBETCTBYIOIIEE
BHUMaHHE. DTO OCOOCHHO BEpPHO, €CIM B OJHOM MECTE paCIOiaraeTcs HECKOJbKO
CHUCTEM, TaK YTO K HUM HMECIOT JIOCTYN COTPYIHUKH Pa3IMYHBIX OpPraHU3AIMHA C
paszHon MOJINTUKOU 0€30MacHOCTH.
Hac OyayT ocoOeHHO wuHTEpecoBaThb TpU Clydas COBMECTHOTO PAaCIOIO0KEHHUS
pecypcoB:

%0 o0oOpymoBaHHME TOTpPEOMTENCH pacroiaraeTca Ha IUIONIAJKE I[OCTaBIIUKA
WNurepuer-ycnyr;

%0 o00opynoBaHue mocTaBlIMKa WHTEpHET-yCIyr pa3MelieH0 Ha YyAaJICHHOU
TUTOMIATIKE noj IPUCMOTPOM YIOJHOMOYEHHOTO MepCcoHaNa;
%0 o00oOpynOoBaHME TMOCTaBIIMKA MHTepHET-yCIyr pacmoyiaraercsi Ha yAaJICHHOM
TUTOMIAKE 6e3 KOHTPOJIS (bu3nIecKoro JOCTyTIA.
Ckopee Bcero, morpeOUTenss MOKET HEMOCPEACTBEHHO 3aTPOHYTh MEPBBIA CIydai.
Ecmm mocraBmmk WHTEpHET-yCIyr NpeaoCTaBIsSeT IUIOMAMN JUIsl Pa3MelieHUs

000pyI0BaHUs IMOTPEOUTENCH, TO BO3ZHHMKAET MHOXKECTBO BOIPOCOB, CBSI3aHHBIX C
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JOCTYIIOM TOCJEAHUX K CBOEMY OOOpYJIOBaHHUIO, COCEACTBYIOLIEMY C CHCTEMaMu
MIOCTaBIIKA YCIIYT.
B wupeane, kaxnplii mnoTpeOUTENb MODKEH TMOJYYUTh IOJHOCTBIO 3aKpBITYIO,
3anuparouryrocst "KieTky'", To eCTb HeOOJbIIYyI0 KOMHATYy CO CTEHaMH U MPOEMaMHU
JUIA TIPOKJIAJKH MHOXECTBa TPOBOJOB, a TaKXe CO CTOMKaMU Jii MOHTaXa
obOopynoBanus. [lorpeOuTensiM npeaocTaBisieTcs JOCTYN B OTBEACHHOE MOMEIICHHE
B CONPOBOXKJIEHUU COTPYIHUKA MHocTaBlIMKa MHTepHET-yciyr (aubo moTpeduTesnn
MOJTy4aeT KITIOUH TOJIBKO oT CBOCH KOMHATBHI).
Boigenenue oTAenbHBIX KOMHAT, OJHAKO, MOXKET OKa3aTbCs CIMILKOM HAKJIaJIHBIM,
TaK YTO MHOTHE MOCTaBIIMKH MHTEpHET-yCIyr UAyT Ha KOMIIPOMHCC, cOOMpasi Bce
"gyxoe" 000pyAOBaHHE B OJJHOM MAIIMHHOM 3aJI€ M TIIATEIbHO KOHTPOJIUPYS BCE,
4To nAenaroT norpedurtenu. K cokanaeHuio, 3TOro MOXET 0Ka3aTbCs HEAOCTATOYHO,
yTOOBI U30€KaTh HEAOPA3yMEHUH, TAKUX KaK HEYAsTHHOE OTKIIFOUEHUE 000PY1I0BaHUS
apyroro mnotpebutrens. BmecTo eAMHOro OTKpPBITOrO MPOCTPAHCTBA, CIEIYET
pa3fennuTh 3a] MEepPeropoiKaMu, IMOCTPOUB AJI KaXAOro HOTPEOUTENs] OTAEIBHOE
IOMEIICHUE C 3anuparoIencs JBEPBIO.
[ToTpebutens He cienyeT OCTaBIATh 0€3 MPUCMOTpa BOJIU3H Uy>KOTO 000PYyI0BaHMUS.
Takoe oOopymoBaHue 3ampeniaercs TporaTh, (GoTorpadupoBaTh WIW HCCIEI0BATh.
CrenyeT MOMHUTH Takxke O O€30MacHOCTH Ha BTOPOM YPOBHE CEMHUYPOBHEBOM
MOJIENH, 3anpenias pa3ieiaeHre GU3nIecKoro CerMeHTa CETU MeXay 000py0BaHUEM
noTpedutTenass M KOMIBIOTEpaMU, MPHHAICKAIIMMHE JAPYTUM TOTPEOUTENSIM WIH
noctaBuuky UWHrepHer-ycmyr. Hepeaku ciayuyam, Korzna 3J10yMbBIIUICHHUKH
HOJIB3YIOTCS Ca00CTSIMU B 3alllUTE WM He3alIU(PpOBaHHBIMU yAAJEHHBIMU BXOJIaMHU
B 00OpyIOBaHUE TMOTPEOUTENS, MOTY4YalOT KOHTPOJb Haa ATHMH YCTPOMCTBAMH,
HEPEBOAT €ro B PEKUM MPOCITYIINBAHUS CETMEHTA JIOKAJIIbHOM CeTH, NOTEHLIUATbHO
HapyImIas TeM CaMbiM KOH(QHUACHIIMATFHOCTD WK 0€30MacHOCTh APYTUX YCTPOMCTB B
TOM CErMEHTE.
Bonpocel 6e30macHOCTH Ype3BbIUaiHO BaXKHbI M TOTJa, KOI/1a KOMIIOHEHThI CETEBOM
UHPPACTPYKTYpHl MOCTaBIIMKAa VHTEpHET-yCIyr pa3MelieHbl BHE €ro TePPUTOPUU

(HanmpuMmep, y napTHEpa WK B YJaJ€HHOW TOYKE MPUCYTCTBUs). Takue KOMIOHEHTHI
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HEPENKO SBISAIOTCS KU3HEHHO BAXKHBIMU C TOYKH 3PEHUS TOIOJIOTMH CETH U, B TO K€
BpEMs, OHM MOTYT CTaTb OOBEKTOM aTaKh WM MOCTPaJaTh OT HECHACTHOIO CITydas.
Jisa orpaHuyeHus (PU3NYECKOro J0CTyma OOOpyJOBaHHME B HACAJIHLHOM Clydae
CllelyeT pa3MellaTb B IIOJHOCTBIO 3aKpBITHIX, 3alNUPAKOLIMXCS KOMHATaX WIN
"knerkax". Ecnm Ha 4yXOM IUIOIIAAM XPAHATCA 3aM4acTH, WX TAKXKE CIEAYeT
3allMIIaTh OT KPaKH, IOPYM WK BCTpauBaHus "KydkoB'. [Io BO3MOXKHOCTH clieyeT
UCIOJIb30BaTh CUCTEMbI 0€30IaCHOCTH M 3aMKH, OTKPBIBAIOLIUECS NEPCOHAIbHBIMU
kaptamu. [lepuonnyecku yaaneHHble KOMIIOHEHTHI HY>KHO MPOBEPSITh HA MpPEIMET
BCTPAUBAaHMsI MOCTOPOHHETO 00OPYJOBaHUs, KOTOPOE MOKET MCIIOJIb30BAThCs IS
IPOCTYIIMBAHUS CETEBBIX coeMHEeHUN. Kak v Ha Apyrux miomaakKax, KOMIbIOTEPb
HE CJIEIyeT MOJKII0YaTh K TPAH3UTHBIM CETMEHTAaM HJIM JOIYCKATh MOJCOEINHEHUE

K CeTH HEHUCIOJIb3yEeMbIX buznuecKux UHTEP(EHCOB.

HNudpacrpykrypa MapumipyTu3anuu

CrnocobHocTh mocTaBuMKa VIHTEpHET-yClIyr HampaBisTh IOTOKM JAaHHBIX K
IIPAaBWJIBHOMY KOHEYHOMY IYHKTY 3aBHCHUT OT IPAaBWJI MapLIpyTU3aliH, 3aJaHHbBIX B
Bujie MapmpyTHeIX Tabmuiy (cMm. [13]). IlocraBmmukam HHTepHET-yCayr ciaeayeT
yOeIUThCs, UTO HAXOAAIIAsACS B UX BEICHUM MapLIpyTHAsi HH(OpMAIUS MOKET ObITh
U3MEHEHA TOJBKO IOCJIE HAJCKHON ayTeHTH(PHUKAIMU M YTO IpaBa HA BHECEHUE
U3MEHEHUI JOJKHBIM obpazom OTrpaHUYECHBI.
JIBOVIHYIO OCTOPOKHOCTB CIEAYET NPOSABIATh U MPHU PELIEHUH BOIPOCA O TOM, KOMY
Oonbllle TOBEPSTh NPU HAIWYUM HECKOJbKUX MAapLIpyTOB, BeAylIUX K Iead. B
IPOIUIOM 3J0yMBIIUIEHHOE apUIIUPOBAHUE MAPLIPYTHOM MH(OpMaLUU MPUBOIUIO
K IONAJaHUI0 TOTOKOB JAHHBIX B "YEpPHYIO IBIPY'" WM, YTO XYK€, K IEpeXBaTy
coequHEHU. B TrpaHMyHBIX MapuIpyTHU3aTOpax CJleayeT ayTeHTU(UIUPOBATH
cocenen B pamkax IPOTOKOJIA BGP.
[Ipu BBIOOpE MPOTOKOJIOB BHYTPEHHEW MapUIpyTH3alMU MOCTaBIIMKaM MHTepHeT-
yCIyr TaKkXke CcleAyeT MOMHUTb O Oe3omacHocTH. llpu KoHurypupoBaHuu He
ClIeAyeT NPEANoJiaratb, 4YTO TMEPEBBIYMCIECHUS MAapLIPyTOB pEIKH W JOPOTH,

IMIOCKOJIBKY 3TO OTKPBIBACT IIYTb JIXI aTdK HaA JOCTYIIHOCTB. HpI/I HU3MCHCHHNU
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MapuipyTOB CJE€AyeT WCIOJIb30BaTh HAWBBICHIMK ypOBEHb ayTCHTU(PUKAILINUH,
MOEPKUBAEMBI MPOTOKOJIOM BHYTPEHHEU MapUIPyTU3ALIHH.
Ecnmu oT mapTHEpOB HaYMHAET MOCTYMATh OOJBIIOE YUCIO OOBSBICHUN O HATMYUU
crenu@UUeckuX MapupyToB K YacTsAM BBIICJICHHOTO MOCTaBIIMKY WHTepHET-ycIyT
MPOCTPAHCTBA AJIPECOB, CIEAYET MPOSBIATH OCTOPOKHOCTh, pellasi, YUYUTHIBATh JU
3T 0OBsABICHUs. BrpoueM, ¢ maHHOW MPOOIEMONl MOTYT CTOJIKHYTHCS TOJBKO
MOCTABIIMKH, JOMMyCKatoume (pparMeHTaIluI0 CBOET0 MPOCTPAHCTBA aJIpecoB (TO €CTh
MO3BOJIAIONIME MOTPEOUTENSIM COXPAHSTh aJipeca Npu CMEHe NmocTaBiuka MHTepHeT-
yciayr). llpenmomaraercs, YTO HUCHONB3yeTCs OecKiiaccoBas  MEXJIOMEHHas

MapuIpyTH3aLHAs (CIDR).

BxoaHas ¢puabTpanus mo HCXOAHBIM ajJpecam

HamnpaBnenue BxonHoH ¢uiabTpanuu — OT nepudpepuitHoi cuctemsl (MOTPEOUTEND)
K NutepHer (puc. 1).
Hepenko arakyromiue CKpBIBAIOT CIINbI, MOJJEIbIBas HCXOJHBIC aapeca. UToObl
OTBJICYb BHUMAHHE OT CBOEH CHCTEMbI, OHU BHIOUPAIOT B KAUECTBE UCXOIHOIO aJpec
HEBUHHOW YJAJICHHOW CHCTEMBI WM JAXXE U3 IMPOCTPAHCTBA aAPECOB, BBIACICHHBIX
JUISl 4aCTHBIX oObeauHeHui cereit [16]. Kpome Toro, mojaenbHbie UCXOAHBIE aapeca
4acTO NPUMEHSIOTCS B aTaKaX, OCHOBAHHBIX HA MCITOJIb30BAHUU OTHOILICHUS JTOBEPUS
MEXITY y3J1amMu CETH.
UTtoObl yMEHBIIUTH OOJACTh PACHPOCTPAHEHHUs aTaK, OCHOBAHHBIX Ha MOJCIKE
MCXOJHBIX apECOB, NMOCTABIIUKUA MHTEpHET-yCIIyT JOJDKHBI enaTh caeayruee. Bo
BCEX TpaHUYHBIX MapUIPYTH3aTOpaX, K KOTOPHIM MOJKJIIOYEHBI IOTPEOUTENH,
cieayer cpa3dy OT(WIBTPOBBIBATH MOTOKU MAHHBIX, MAYLIUME OT MOTpeOuTEnei u
UMEIOIIINE MCXOJHBIC aJpeca, OTJIMYHBIE OT BBIJCICHHBIX JAaHHOMY MOTPEOUTEINIO.
bonee moapoOHO TOT Bompoc ocBelleH B crienudukanuu [26]. MHorIa BO3HUKAIOT
CUTyalW¥, Korja BXOJHAas (UIbTpAIMs TOKAa OKa3bIBAETCS HEBO3MOXHOM.
Hanpumep, Oomnbiiolt arperupyroomuil  MapuipyTH3aTop MOXET HE BBIJAEpXKaTh
JOTIOJIHUTENIbHYIO HArpy3KYy, BbI3BAHHYIO IPUMEHEHHEM NaKeTHhIX PpuiibTpoB. Kpome

TOTO, MOJ00HasT (PUIIbTpaIvs CIOCOOHA MPHUBECTH K TPYIHOCTSIM JUIsi MOOUITBHBIX
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noJjip3oBateneid. CieoBaTeNbHO, XOTS UCIIOJIb30BAHKUE IAHHOTO MeTo/1a JiJ1si 00phObI
C TOJAJENIKOM aapecoB HACTOSATEIBHO PEKOMEHAYETCs, OHO HE BCerja BO3MOKHO.
B Tex peakux ciydasx, Korma BXOAHas (UIbTpals Ha CThIKE MOTpEOUTENs U
NOCTaBIIMKa VIHTEpHET-yCIIyT HEBO3MOXKHA, CIEIYeT PEKOMEHA0BAaTh MOTPEOUTEIIO
OpraHu30BaTh BXOAHYIO (WIBTPALMIO BHYTpH €ro ceth. BooOuie, ¢uibTpanuio

cJIcayceT IIPOU3BOJUTH KakK MOKHO OmKe K XOCTaM.

BoixoaHast guiabTpanms M0 HCXOAHBIM aJpecam

Hamnpasnenue BbixogHoi (unbrpanuu — ot UHTEepHET K nepudepuiiHoil cucteme
(motpebuTenp) (puc. 2).
B Hacrosmee Bpemss B MHTEpHET MIMPOKO HCIOIB3YETCSI MHOTO IPUIIOKEHUM,
CUMTAIOIIMX APYTUE Yy3Jbl CETU HAJEKHBIMU, OCHOBBIBASACH MCKJIIOUUTEIBHO Ha [P-
anapecax (Hampumep, r-koMmaHiwl, npumenmue w3 BSD). Takue npunoxeHus
yS3BUMBI 10 OTHOIIEHUIO K mozaaenke IP-anpecoB (cm. [2]). Kpome Toro, umerorcs
YSA3BUMOCTH [0 OTHOUIEHWIO K 3JIOYMBIIUIEHHOMY HCIOJIb30BAaHHUIO aJPECOB,
KOTOpPBIC MPEANoaaraloTcs JoKaabHbIMU (Hanpumep, land, cm. [4]). UTOOBI ycuiIuTh
3aIUTy MOTpeOuTeNneld OT aTak, OCHOBAaHHBIX Ha TMOJICNIKE HMCXOJHBIX aJ[PECOB,
nocTtaBIMKU VHTEpHET-yCcIyr AOJDKHBI JIeNIaTh cieayromiee. Bo Bcex rpaHUUYHBIX
MapIIpyTH3aTOpax, K KOTOPHIM TMOAKIIOYEHBI TMOTPEOUTENH, CIEIyeT Cpasy
OT(QWIBTPOBLIBATH MOTOKU JAHHBIX, UAYIUE K MOTPEOUTETIO U UMEIOIINE UCXOIHBIC
azpeca u3 IIPOCTPAHCTBA, BBIJIEJIEHHOTO ATOMY NOTPEOUTENIO.
[IpensTcTBUS 11 BXOMHOW (PUIIbTpaliMy, OMUCAaHHBIE B TYHKTE 5.7, nenaror

HEBO3MOXHOM u BBIXOIHYIO bunbTpaLuIo.

duiabTpanus MapuIpyTHOH HHpoOpMaLuKH

N30bITOYHBIE HM3MEHEHUST MapUIPYTHOM HH(POpPMAIUM MOTYT HCIOJIb30BaTHCS
3MIOYMBIIUICHHUKOM KaK CpEACTBO YBEIWYEHHUS 3arpy3kd, Ha 0a3e KOTOpOro
pa3BUBAaETCs aTaka HAa JOCTYMHOCTh. Kak MHHUMYM 3TO NMpPUBENET K JErpajaluu
MIPOU3BOJUTEIILHOCTH.

[ToctaBuukam  UHTepHeT-ycnyr  ciemyeT  OTGUIBTPOBBIBATH  MOCTYIAIOIIHE
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OOBSBIIGHUS O MapIIpyTax, UTHOPUPYSA, HANpuUMep, MapHIpyThl K ajpecaMm s
YaCTHBIX OObEeIMHEHUN ceTell, u3beras (UKTUBHBIX MAapIIPyTOB U peau3ys
MOJIUTUKY pacuierneHus u arperupoBaHUs MapuIpyToB.
[TocTaBuuku MHTEpHET-yCIIyTr MOKHBI MPUMEHSATh METOJbl, YMEHBIIAIOIINE PUCK
HapacTaHMUsl Harpy3kd Ha MaplIpyTU3aTopbl B JApyrux dacTsax cetu. Cuemayet
OTQWIBTPOBLIBATh "KyCTapHbe" MapmpyThl, HACTOMYMBOE arperupoBaHue U
pacuieruienne mapuipytoB. Bee 3To cHimkaer Bame Bo3nelicTBue Ha Apyrux, Koraa

Bor IMIPOU3BOJUTC BHYTPCHHHUC HU3MCHCHMUA, APYyTux HC KaCaromuecs.

HanpasJieHHOe Belanue

IIporoxon IP monmnep:kKuBaeT HAINPABICHHOE BEIIAHWE — IIOCBUIKY YEpe3 CETh
MaKETOB, KOTOpbIE B OMNPEAECICHHON TMOACETH CTAaHYT NIUPOKOBEIIATEIbHBIMHU.
[IpakTUueckold MOJIb3bI OT TAKOM BO3MOXKHOCTM BE€CbMa HEMHOIO, 3aTO Ha HEH
OCHOBBIBAETCSI HECKOJIBKO PAa3JIMYHBIX BUJIOB aTak (B MEPBYIO OY€pe]ib, ITO aTaKU HA
JOCTYITHOCTh,  HCHOJB3yIOmME d3(PPeKT pasMHOXKEHHS [IUPOKOBEIIATENbHBIX
nakeroB). CrnegoBaTellbHO, MapLIPYTH3aTOPbI, IOJKIIOYEHHbIE K BeLIaTEIbHOU
cpene, HE CJIEAYET xondurypupoBaTh Tak, 4YTOOBI OBUIO BO3MOXKHBIM
HETOCPECTBEHHOE Belanue Ha 3Ty cpeay (cm. [28]). Ecnu mpuxoaut maker, Ha
KOTOPBI MapHIpyTHU3aTOp OTBETUI ObI, OyJbh MakeT MOcIaH B "HE BemaTeIhbHOM"
pexume, Mmapmpytuzarop MOXET mnocnare (oguHounbiil) oTBeT. Ecnu oH He
oTBe4aeTr (JubO MOTOMYy, 4YTO 3TO HE HYXHO, JMOO TMOTOMY, YTO OH TakK
ckordurypuposBan), o MOXET mnocmare ICMP-omubky. JlomyckaeTcs Takxke H
MOJIYAJIMBOE UTHOPUPOBAHHUE MOAOOHBIX MakeToB. B mo00oM ciyuae, Takue MakeThl
HY’)KHO CUWUTaTh, YTOOBl BBISIBUTb BO3MOXHBIE TOMBITKK 3JI0YHNOTPEOICHUS

BCIIaHHUCM.

CucreMHasi HHppPaCTPYKTypa
To, kak mocraBmUK MHTEpHET-yCIyr ynpaBiiieT CBOMMHM CUCTEMaMH, KPUTUYECKH
BAXXHO i1  O€30MACHOCTM M HAAEKHOTO  (YHKUMOHUPOBAHUS  CETH.

Hapymienuss B paboTe cucteM MOTYT B JIy4IlIeM cCliy4ae MPUBECTH K CHUKEHUIO
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MPOU3BOJAUTEILHOCTH WM (YHKIIMOHAJIBHOCTH, HO MOTYT TaKXKe BbI3BaTh MOTEPIO
JAHHBIX WM ClIeNaTh BO3MOXHBIM IEpEXBaT CETEBOro Tpaduka (ObITb MOXKET, C
MOCIIEYOIIEN aTakoun METOJIOM "HeNerajJbHOro nocpeaHuka').
Cnenyer neiicTBoBaTh IO NpuUHIUNY "bBonuBap He BBIBE3ET NIBOUX', pacrpenenss
CEpBUCHI 10 cucteMaM. MHBIMU clOBamH, MPEAOCTABICHUE Pa3HbIX YCIYT CIEAyeT
BO3jaraTh Ha pa3Hble cucteMbl. Kpome BbIrog oOT o0OJerdyeHuss CUCTEMHOIO
aMUHUCTPUPOBAHHUS, MOKHO COCIAThCA HAa MHOTOKPATHO MPOBEPEHHBIN (DakT, 4TO
ropaszio Mpolle NOCTPOUTh 3AIIMILEHHYI0 CUCTEMY, €CIU Pa3Hble YCIYru (Takue Kak
moura, TelleKOH(PEepeHInn Wiau pasmelnneHne Web-cepBepoB) MOANEPKUBAIOTCS Ha
Pa3HbIX CUCTEMaX.
Bce oOcysxmaembie ganee yCIyru BBIMTPAIOT OT OpraHU3alliy HaJleKHOW 3alIUThl Ha

CETEBOM YpOBHE cpencTBamMu [Psec.

ITomuTHKA 0€30MMACHOCTH

[TonuTrka mocraBnuka MHTEpHET-YCIyT MO OTHOIICHHUIO K 3aIlUTE MEPCOHATBHBIX
JAHHBIX, OOECMEUECHUI0 ayTEHTUYHOCTU, MOJOTUYETHOCTH, HAIIOXKEHUIO 3aIUTHBIX
3araTt, MOJJEPKKE JOCTYIMHOCTH, pPEarupoBaHMIO Ha JOKJIAJbl O HapyIICHUSX
NpeACTaBIsAeT HHTEpec M mnorpedbuteneii. Ee crnemyer omyOJMKoBaTh B
oOmeocTymHOM — MecTe, Hampumep, Ha Web-cepBepe mocTaBmMKa — yCIyT.
bonee nerasbHOE OOCYXXJEHHME TIOJIUTUKH OE€30MaCHOCTH MOXKHO HAaWTH B

PykoBoactBe mno wuH(opmMarnmoHHoil Oe3omacHOCTH mnpennpustus (cm. [25]).

YupasjeHue cuCTeMaMHu

Jloctym kO BcemM cuCTeMaM TNOCTaBIIMKa MHTEpHET-yClIyr, BBINOJIHSIIOIIUM
KPUTUYECKU Ba)KHbIE (PYHKIUHU, TAKUE KaK MMOYTa, TEICKOH(GEPEHIIMU U Pa3MeIlCHHE
Web-cepBepoB, cienyeT OrpaHU4YUTh, MPEAOCTABIISS €0 TOJBKO aJIMHUHHCTPATOPAM
COOTBETCTBYIOIIMX YCIYT. JlOCTyn clienyeT NpeIoCTaBiIsATh TOJIBKO MOCIE HAAECKHOU
ayTeHTU(PUKALMK U OCYIIECTBIATH Mo mudpyemomy kaHamy. Cremyer pdenatb
JOCTYIIHBIMM W3 BHEIIHUX CETEH TOJBKO TE€ IOPThI, HAa KOTOPBIX OXKUJAKOT

IIOAKITFOYCHU A MpcaoCTaBIIACMBIC YCIyru.
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Ecimu mocTaBmuK yciayr BeAeT y4eT paboThl IMOTpeOUTeNeld, TO CHCTEMBI,
o0eCTeYnBaKOIIAE 3TOT YYeT, CICAYeT H30JIMPOBATh OT OCTAJIbHOW YACTH CETH.
Ecnu pacnipoctpaHeHre 1 0OHOBJICHHE MPOTPAMMHOT0 00ECIICUCHHSI IIPOU3BOIUTCS C
MIOMOIIIBI0  aBTOMATH3UPOBAHHBIX CPEACTB, Takux Kak rdist, UM criemyer
NPEIOCTABIIATh 3allUIICHHBIA KaHAl M HAJCKHYIO ayTeHTH(UKAIMIO, TMPUMCHSS,
HaTIpuMep, Secure Shell (ssh) [31].
CucteMbl  HEe  CleayeT  TOJKIOYATh K TPAaH3UTHBIM  CETMCHTAM.
Ecimn  pomyckaeTcsl TNpUMEHEHHE Iapojiell  YCIOBHO-IIOCTOSIHHOTO — JICHCTBHS,
TI0JTb30BAaTENICH CIIeyeT 03HAKOMUTH C MPaBUJIAMH BBIOOpA M COXPAHCHHMSI ITapoJis B
TailHe, NPEIBAPUTEILHOM TPOBEPKH KauecTBa IMapojisi, YIPABICHUS CPOKOM

ronHoct mapodia.  Cregyer 3aJeicTBOBaTh MpOrpaMMbl MOAOOpa MapoJei.

Pe3epBHOe konmupoBaHue

Her cmpicia yummHui pa3 MNOAYEPKHBATh BAXXHOCTh PE3EPBHOTO KOMUPOBAHMSL.
OpHako, pe3epBHOE KOIMPOBAHHWE MOXKET SIBIATHCA CAaMbIM CJIaObIM 3BEHOM B
CUCTEMHOI 0€30MacHOCTH, €CJIHM 3alluTa pPE3EpPBHBIX HOCHUTENEH HE HalaKeHa
JTOJIKHBIM o0Opazom.
[Ipyn KOMMpPOBaHUU IO CETH CIEAYET MOJb30BAaThCS 3AILUIICHHBIM KaHaIoM. Eciu B
IIPOLIECCE PE3EPBHOIO KOIMPOBAHUSA JAHHBIE ITOMEIIAIOTCA HA NPOMEKYTOYHBIE
JUCKH, TO JOCTYII K 3TUM JHUCKaM CJIETyeT OIPaHUYUTh B MAaKCUMAJIBHO BO3MOXKHOU
CTEIICHH.

[Tocne HapymeHus: 6€30MaCHOCTH PE3epPBHBIE KOMMU MPUOOPETAIOT JOMOIHUTEIBHOE
3HAYCHHE KaK HOCHUTEIN JAHHBIX JUISL aHaJIM3a.
OTciyKuBIIME CPOK HOCHUTEIW JOJDKHBl YHHMUYTOXKAThCS, a HE BBIOPACHIBATHCS.
[Tonb3oBareneil cucrem U yciyr cieayer UHQOPMHUPOBATH O TOM, YTO COXPAHSETCA
Ha pe3epBHBIX KOIHUAX, a 4TO HET. boiiee TOro, eciiv mnonb30BaTEN0 COOOUIMIN, YTO
ONPENCIICHHBIE JAaHHBIE HE COXPAHAIOTCA, TO MX HE CIEAYyEeT KOIMPOBATh.
Pacnipoctpanenue IIPOrPaMMHOTO o0ecniedyeHus
[ToctaBuukam HWHTEpHET-yCcayr OpUXOAMUTCS YacTO PACHPOCTPAHITH MPUKIATHOE

nporpammHoe obOecneuenne. llemoctHocts [1O gomxkHa rapaHTUPOBATHCS ITyTEM
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BBIYKCIICHUS U pacnpocTpaHeHus: Bmecte ¢ [10 kpunrorpaduuecknx KOHTPOIbHBIX

CyMM, TaKuXx, HaIrpumep, Kak B aJIropuT™Me SHA-1 [SHA].

JlomeHHas1 cucTeMa UMEH

JHomennas cucrema umeH (DNS) urpaer KpuTUUECKH BaXXKHYIO POJIb B OBCETHEBHOM
NESTENTPHOCTH  MHWJITMOHOB — mojb3oBarenedt  WMurtepHer.  IlpuckopOHO, 4TO
MPUIOKEHUS 3a4acTylo cieno noBepstoT uHpopmauuu DNS, yBepeHbl B TOCTOSIHHON
noctynHoctd DNS. Onpnako, 10 BBenenust npotokona DNSSEC [20], 8 DNS sBHO
HEJI0CTaBaJIO CPEJCTB 3aIIMTHI, a Peall3allii COJIEPKaJIU Cepbe3HbIE CIAab0CTH (CM.
[32]). XoTs nanee u mpeasiaraloTcsi HEKOTOPbIE METO/Ibl MOBBIIICHUS 3aIUIIICHHOCTH
u HagexxHoctn DNS, xodeTcss mog4epkHyTh, YTO ayTeHTU(UKAIMsI, OCHOBaHHAs Ha

HNMCHax, BHYTPCHHC HeOe3omacHa.

AamunucrpupoBanue DNS-cepBepa

B nononHeHue Kk Mepam, ONKCAaHHBIM B pazjene 6, nocraBimukam VHTepHET-yciIyr
npu aaMuHHCTpUpoBaHuM DNS-cepBepoB ciieqyer oOpaTUTh BHUMAaHUE €IIe Ha
HECKOJIBKO acneKToB: %o MonuTtopuHr. ClielyeT KOHTPOIUPOBaTh JOCTYMHOCTH DNS
(cmocoOHOCTh OTBEUYaTh Ha 3ampockl). %o CuHXpoHM3anus yacoB. CepBepam cieayer
CHHXPOHM3HUPOBaTh 4Yachkl ¢ mnoMmouiplo mnpotokona NTP (cm. [RFCI1305]) c

ayrentudukanuein. Cremayer HCMONb30BaTh MO KpaitHe mepe nBa NTP-cepsepa.

Hanexxnast noMeHHas cucTeMa UMEH

Hanexnsiii cepBep B cmbiciie DNS obnamaer jokanbHbIM 3HaHuEeM DNS-30HHI,
MOATOMY [IJIi OTBETOB Ha 3ampochl MO 3TOM 30HE €My HE HYKHO OO0palmiarbcs K
npyrum cepBepam. I[lotpebutensim ciemyer obaymars (cM. [23]), Ha Kakux
BTOPUYHBIX DNS-cepBepax OCTAaHOBUTH CBOM BBIOOD.
[TocTaBuukn MHTEpHET-yCIIyT OOBIYHO BBITIOHSIIOT JUIsl CBOMX MOTPEOUTENEH POJIb
BTOPUYHBIX (ITOJYMHEHHBIX) CEPBEPOB, U AT CEPBEPHI MOTYT OOCIYKUBATh THICSIYH
30H. He3aBucMMO OT uKcia 30H, aAIMUHUCTPATOPAM CEPBEPOB CIEAYET O3HAKOMUTHCS

¢ nokymeHntoM "Operational Criteria for Root Name Servers" [19] kak ¢ oTnpaBHO#
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TOYKOM Ha MyTHU OOECIEUYECHHs BBHICOKOW JTOCTYMHOCTU CIy>KObl MMeH. B wacTHOCTH,
clielyeT pyKOBOJCTBOBAaTbCA TaKUMHU MoJIoKeHUsIMU: %o [Ipu oOpaboTke 3ampocos
clelyeT 3alpeTuTh peKypcuro. %o llepenauy 30H cinegyer orpannuuth. [lomumo
3HAYUTEIBHON HArpy3KH, BbI3bIBAEMOM MEpeiaveii 30H U YBEIUYMBAIOIIEH PUCK aTak
Ha JJOCTYITHOCTh, OCTaBIIMKaM MHTepHET-yCIyr ClelyeT y4ecTb, YTO HEKOTOPhIE U3
norpeduteneit  cumTtaroT cBoM  (aitbl  30H  KOH(PUACHIHAIBHBIMU. %0
[Ipon3BOAUTENBHOCTE CIIEAYET KOHTPOJUPOBATH, OTCIICKHUBAs TaKHUE KIFOUEBBIE
XapaKTEPUCTHKW, KaK YHCIO 3alpoCOB B CEKYHAYy M CpeIHsd 3aJepiKKa.
VYcenyra DNS-pa3zpemenus
KaK MpaBWiO, MOCTaBUIUMK VHTEpHET-yCiIyr MperocTaBiseT CBOMM MOTpeOUTENsIM
cepBuc DNS-paspewrenus. Ilpu 3tom norpedurenu xoHpurypupyrot csou "DNS-
paspemuTenu" (KJIMEHTHI) Tak, 4ToObI Te oOpamanuch k ceppepam DNS-pazpernienus
nocraBmvka HWHTEpHET-yCcayr, KOTOpOMY CIEeAyeT pPYKOBOJCTBOBATHCS TAKUMU
noJjioxkeHusIMU: %o Ilpu 0O6paboTke 3ampocoB cieayeT AOMYCKaTh PEKYpPCUI0. DTO
3HAYUT, YTO MOCTABIIMK MHTEpPHET-yCIyr HE JOJKEH MCIOJIb30BATh OJMH M TOT KE
CepBeEp I CEpPBUCOB paspeuieHus u HagexHoro DNS. %o [lepenauy 30H ciaexyer
3anpeTuTh. XOTs MPU HOPMaAIbHOU paboTe 30HBI NepeIaBaTh U HE MPUIIETCS, JIyUIle
JIMIIHUM pa3 3alIUTUTHCS OT aTak Ha JOCTYMHOCTb. %o [IpOM3BOAUTENBHOCTD CHEAYET
KOHTPOJIUPOBaTh, OTCJICKUBAS TaKUE KIIOUEBBIE XapaKTEPUCTHKH, KaK YHUCIO
3alIpOCOB B CEKYHIy M CpelHsis 3aaepxkka. Kpome Toro, ciemyer nepuoguyecku
coo0IaTh O XOCTaxX, TEHEPUPYIOIIMX HauOOJbIlIee YUCIO 3ampocoB. %o B
POrpaMMHOM 00€CTIeUeHNUU CepBepa UMEH HE JIOJDKHO OBITh C1a00CTH, CBSI3aHHOM C
"oTpaBieHneM" KdIlla, KOrja 3J0YMBIIUICHHbIE WJIM OLIMOOYHBIE JIaHHBIE,
NOJIyYEHHBbIE OT YAAJIEHHOIO CepBepa UMEH, KILIUPYIOTCS U CTAHOBATCS TIOCTYITHBIMU

JUISL DNS-pazpenienusi.

IHouToBBIE YyCaAyTH
DNeKTpoHHAs MoYTa CTaja IeNIbl0 psifla HanboJiee U3BECTHBIX aTak, a TaKXKe ThICSIY
JETCKUAX Iy TOK 151 IAJIOCTEN.

[TocTaBuuku WHTEpHET-yCIyr WUrparOT TJIaBHYKO pOJIb B 3alUTe OOIIecTBa OT

37



3II0yMOTPEeOICHN, a TakXke B OOYYEHHH CBOUX MOTPEOUTENECH COOTBETCTBYIOIIUM

MeToaM obecrieueHust nH(pOpMAITMOHHOM 0€30IacCHOCTH.

AJIMUHHMCTPUPOBAHME MMOYTOBBIX CEPBEPOB

[Ipu xoHuUrypupoBaHUM TMOYTOBBIX CEpPBEPOB TNoOCTaBIIMKaM MHTepHeT-yciayr
ClenyeT pPYKOBOJICTBOBATHCS TAaKUMH TIOJNOKEHHsIMU: BwiOop mporpaMMHOTO
obOecrieuenusa. [lo Bo3MokHOCTH crleayeT wucmnosnb3oBaTh [0 ¢ pazgenbHbBIMU
areHTaMM IpueMa/oTIpaBku U 00paboTku. Maes cocTouT B TOM, YTOOBI areHt
npremMa/oTIpaBKi, B3aUMOJCHCTBYIONIMI C yAAJICHHBIMU TOYTOBBIMU CEPBEPAMH,
BBITIOJTHSJICS. ¢ MUHUMAJIBHBIMHM TIpUBWIECTUAMHU. OrpaHUdYeHue yJaJIeHHOTO 3aIlycKa
ouepenel cooOmieHW. 3amyck ouepenei mo 3ampocy (MPeaoCTaBISIEMBIA s
yn00cTBa moTpedutesnel, MoJydaroluX IMOYTY B CBOEM JIOMEHE M HE HMMEIOUIUX
MOCTOSTHHOTO COEJMHEHMs) JIOJDKEH OBITh OTrPaHMYEH, J>KeNaTeIbHO CPEACTBAMHU
HAJe)KHON  ayTeHTH(PUKAIMU. YJaJICHHBIA  3alycK  odepeaed  cooOIIeHMA
peanusyercss pa3HbIMH MEXaHU3MaMmH, Takumu, Hanpumep, Kak ETRN —
pacmupenue SMTP-cepsuca (cm. [18]). Otkimrouenue VRFY and EXPN. He cnenyer
MPENOCTaBIATh HMH(POPMAIMIO O JIOKAJIbHBIX IOJIB30BATEISIX WM MEXaHU3Max
JIOCTABKHU, BBIXOJSIIYIO 32 paMKH HeoOxoaumoro. CuHxpoHuzanus yacoB. CepBepam
CIeAyeT CUHXPOHHU3UPOBATh Yachl ¢ mnoMouipio mnporokosa NTP (cm. [11]) c
ayrentudukanuein. Cremayer HCMONb30BaTh MO KpaitHe mepe nBa NTP-cepsepa.
NudopmupoBanue 00 HCKIIOUUTENBHBIX CUTyalusx. VCKItOUMTENbHBIE CUTYaIluH,
TaKhe KaK TOBTOPSIOIIMECS HEylayu ayTeHTU(UKAINKM, 3alMKIMBAHUE TOYTHI,
HEHOpMajbHas  JJWMHA  OYEPEAH, CIEAyeT BBIBIATH M  T'€HEPUPOBATH
COOTBETCTBYIOIIME AokiaApl. OrpaHuyeHue JOCTyla K  PEruCTPallMOHHOU
uHdopmaruu o moure. Peructpannonnas mHdopmaius o padoTe MOYTHI JIOJDKHA

OBITH AOCTYIIHA Ha YTCHUC TOJIBKO CUCTCMHOMY AJIMHUHUCTPATOPY.

3amueHHas mo4Ta
Kak otmeuanocs B paznene 3.4, KpUTUYECKH BaKHO, YTOOBI MOCTaBUIMKU VHTEpHET-

YCIIYT M, B YaCTHOCTH, X TPYIIIbI pearupoBaHusl Ha HapylIeHUs WH()OPMAITMOHHON
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0e30MacHOCTH, pacrHojarajd CpelcTBaMu 3alllUIIEHHOI0 OOMeHa COOOIEHUSMHU.
OTKpBITBIE ~ CHCTEMBl MPOMEXKYTOUHOIO  XPAHEHUS M  TEPECBUIKA  IMOYTHI
I'oBopst, uro mourtoBslii SMTP-cepBep (yHKUMOHHpPYET B pexuMe "OTKpPHITOR"
CHUCTEMBbl MPOMEKYTOYHOTO XPAHEHUS] W MEPECBUIKM IMOYThI, €CIM OH JOMYyCKAaeT
IpUEM U TEPECHUIKY HEJOKAJIbHBIM aJpecaraM TaKUX COOOIIEHHM, KOTOpble ObLIN
MOPOKJEHbl HEJOKaIbHO (MHBIMH CJIOBaMH, aJpeca Kak OTIPABHUTENs, TaK H
noJiy4aresis SIBISIOTCS HEJIOKalIbHbIMM). Takue OTKpBITbIE CHUCTEMbI MEPECHUIKU
NOYThl HEPEAKO HCIHONb3YIOTCA 'cllaMepaMH', OpraHu3ylIMMH MacCOBYIO
HE3aMpOIICHHYI0 pacChUIKy C COKPBITUEM MHUIMATOpa. TOJBKO B BECbMa
cnenuUUeckux OOCTOATENbCTBAX MOXHO OIpaBIaTh pPEIICHHE aJIMHHHCTPATOPa
cAenatb  CUCTEMY  HepecbUlKM B VHTEpHET  NOJHOCTBIO  OTKPBITOM.
CriocoObl OrpaHUYEHMs] TEPECHUIKM TMOYTHl XOPOIIO JIOKYMEHTHpOBaHbL. Bechbma
IPUCKOPOHO, YTO HEKOTOpbIE KPYIHBIE MOCTABIIMKKA MPOrPaMMHOI0 OOecreyeHus
MOCTaBJISIOT CBOM areHThl Mepenadd COOOUICHHM ¢ BKJIIOUEHHOW MO YMOJYaHUIO
onuuen NIEPECHUIKU.
be3onacHOCTh 37€KTPOHHOM MOYTHl — 3a00Ta obulas, HO nmocraBmMKamMm MHTepHeT-
yCIyr cieayeT ObIThb OCOOCHHO OIUTENbHBIMH, OTKIIOYas (DYHKIIMIO OTKPBITOM
NEPECHUIKM Ha aJMUHUCTPUPYEMBIX HMH CEpBEpax, IMOCKOJbKY JOCTyIHAas UM
HIMPOKAsl MTOJIOCA MPOMYCKAHUA AEJIaeT UX CEPBEPHI OCOOEHHO NMPHUBJIEKATEIbHBIMU B
KAauecTBe maggapma criamepa.
[TocTaBuukam WHTEpHET-yCIyr CcJleAyeT HACTOSTENIbHO PEKOMEHAOBATh CBOHUM
NOTPEOUTENSIM 3alPETUTh OTKPHITYIO MEPEChUIKY Ha "MOTPeOUTENhCKUX" MOYTOBBIX
cepBepax. CuTyauuu, B KOTOPBIX pa3pelieHa OpPraHu3alusl OTKPBITOW IMEPECHUIKH
MOYThI, CIEAYET AOKyYMEHTHpoBaTh B '"llosnTHKEe AOMYCTUMOrO HMCHOJIb30BAHUSA"

MOCTaBIIMKA NnTepuer-yciyr.

IIpeacraBiieHne coo0IEeHUIT A1l OTIIPABKH
UtoObl 00JIETYUTh TPOBEICHUE B KU3Hb MOJUTUKU OE30MACHOCTH, MPEACTABISTH
cooOmienust st ornpaBku cieayer udepe3 nopt MAIL SUBMIT (587), kak 3To

npeajiaraeTcs B MPOBOAUMON B HacTosIee Bpems padote "Message Submission and
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Relay", a ne uwepes SMTP-port (25). Kpome Toro, mpeacraBieHHE COOOIICHUS
ciaeayer ayreHTuduiuponaTh ¢ nomoibio pacmupenus AUTH SMTP-cepsuca (B
COOTBETCTBHUM C TMPOBOAMMOW B HacTosmiee Bpemst padoroir "SMTP Service
Extension for Authentication"). Ilpu takom nmoaxoxae ¢bynkuuu SMTP-mopra (25)
MOTYT OBITh OTPaHUYECHBI JIOKaJIbHOU JOCTaBKOM.
IlepeuncnenHble Mepbl HE TOJBKO 3alIMIIAIOT MHOCTaBUIMKa HWHTEpHET-yCcayr OT
IpeBpallieHys B IUIAlIapM CllaMepa, HO U MO3BOJIAIOT NOAEPKUBATh OJOTYETHOCTD
IPEACTABICHUS] COOOUIEHUH B CUTyalUsiX, KOI/a NOTPEOUTENb PACChUIAET CIIaM.
Hanee, ucnonb3oBanue nopra MAIL SUBMIT B coderanuu c¢ dynkuueir SMTP
AUTH wumeer eme u TO NpenMYyIIECTBO INEpe]l orpaHnueHusMu 1o IP-agpecam Ha
OpEICTaBICHUE COOOIIEHUH, YTO OHO JaeT MOTPEOUTENs M JAOMOJHUTEIbHYIO
rHOKOCTb, TIO3BOJISISI MPEJCTABISATh COOOIIECHUS, JaKe €CIM OHU MOIKIIOYUINCH HE
yepe3 CeTb CBOEro OOBIYHOrO MnocTaBliMKka WHTepHeT-ycinyr (Hanpumep, mOpu
oTIpaBke MUchMa ¢ pabotel). Kpome Toro, obecnieunBaeTcsi 60bIIasi yCTOMYUBOCTD
Kk noanaenke [P-agpecoB u coxpaHsercss BO3MOKHOCTh MOJEPHHU3AIMU MEXaHU3MOB
ayTeHTU(UKALUY TPU MOSIBJICHUN HOBBIX MOIIHBIX CPECTB.

3acimykuBaeT BHUMaHUS M (HegoKyMmMeHTHpoBaHHOe) pacwmupeHue XTND XMIT
POP3, no3Bonsitoniee KIMEHTaM OTOPABIATH MOUTY B pamkax ceanca POP3, a He nmo
nporokory SMTP. Tlpu »stom obecnedmBaeTcs TOAIEPKKA MOOMIBHBIX
MOJIb30BaTeNIe  MPU  OTKIIOYEHHOW  (DYHKIMH  OTKPBITOW  TMEPEChUIKH,

IPEJOCTABIACTCS  ayTEHTU(PUUHUPOBAHHOE,  IPOTOKOJIUPYEMOE  COEAUHEHME.

CepBucsi POP u IMAP

[TocraBmukam MHTEepHET-yCAyT, NPEACTABISIIONIMM CBOMM MOTPEOUTENSAM JOCTYI K
MOYTOBBIM simMKaM 1o nporokoiramM POP wumum IMAP, cinenyer, kak MUHHUMYM,
nojjaep>kuBaTh MexaHu3Mbl ayreHTHuukanuu CRAM-MDS [24] unmu APOP [17].
Cnegyer  paccMOTpeTh  BO3MOXKHOCTh  HMCIOJIb30BaHUS  Oojiee  CWIBHOU
ayTeHTU(UKALMK, paBHO KaK W 3alpeT Ha ayTeHTU(]UKAIMI0O Ha OCHOBE

nepeaaBacMbIX B OTKPBITOM BUAC HUMCH n H&pOJ’ICﬁ.
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2. Pazmemienuss Web-cepsepos

MHuorue opranu3aiuu nepeaaroT cBou Web-cepBepsl moctaBmmkam MHTepHET-yCITyT
BMECTE C 00S3aHHOCTSAMH IO SKCIUTyaTalluu U aJ]MUHUCTPUPOBaHUIO. [ 1aBHYIO pOJIb
OpU TOPUHATAM TAKOTO PEIICHUS HWrpaloT CooOpakeHUs UH(OPMAIIMOHHOM
oe3omacHoctu. Tema manHOrO pazaena — pasMmenieHue Web-cepBepoB u
comyTcTByIolKe yciuyru. bonee getanbHyto HHPOpPMALIMIO MOKHO HalTH B paboTax
[6] U [7].
AJIMUHUCTPUPOBAHUE cepBepa C pa3MelIEHHBIMU Web-cepBepamu
[ToMUMO acmekToB, OMUCAHHBIX B paszjeine 6, mocrabivkaMm WHTepHET-yCayr npu
aIMUHUCTPUPOBAHUM CepBepa ¢ pasMmemeHHbIMH Web-cepBepamu  creayer
PYKOBOJICTBOBAThCSA TaKUMU MOJIOKEHUSIMU:
%0 llocTostHHBIN MOHHMTOpPUHI. ClenyeT KOHTPOJMPOBATH JOCTYIHOCTh CEpPBHCA
(crocoOHOCTD OTBEYaTh Ha HTTP-3amnpocsr).
%0 CuaxpoHuzanus yacoB. CepBepam claeqyeT CHHXPOHU3UPOBATH Yachl C MOMOUIBIO
npotokosia NTP (cm. [11]) ¢ ayrentudukanueii. CieayeT UCOIL30BaTh MO KpalHeu
Mepe JiBa NTP-cepsepa.
%0 Pazymuoe ucnonb3zoBanue DNS. B MOMEHT MOJKIIOYECHHUS! KJIMEHTA HE CIEIyeT
BBITIOJTHATH TIOUCK €r0 UMEHH, TIOCKOJIBKY 3TO AenaeT Web-cepBephl ysI3BUMBIMHE IS
aTak Ha JOCTYNIHOCTb M 3aMETHO CKa3bIBAa€TCA HA MPOU3BOAUTEIBHOCTH.
%0 Munumuzamnust npuBuieruii. Web-geMoH clielyeT BBINOJHITH OT HWMEHHU
MOJIb30BATEIISI U TPYMIbl, CIECHUAIbHO BBIJACICHHBIX JJISI 3TOW LEIW U UMEIOIINX
MUHUMaJbHble NpuBWIerud. OTBETCTBEHHBI 3a MHGOPMAIMOHHOE HAmNOJHEHUE
Web-cepBepa  nmomkeH  paboTaTh  OT  HMMEHM  JIPyroro  MOJb30BaTelsl.
%0 Kontpons DocumentRoot. Bce, 4to pacmojaraercsi HUXKE OSTOrO Karajora,
CJIeAYeT TIIATEIbHEHIIIUM 00pa3oM MIPOKOHTPOJIUPOBATh. JKenaTeIbHO UCII0JIb30BATh
CUCTeMHBbIN BbI30B chroot s cmenbl kopHeBoro karajgora HTTP-memona.
%0 Kontponp UserDir. Ha cepBepe He cieayeT UMETh IpYryx MOJIb30BaTENeH, KpoMe
aaMUHHUCTpaTopoB. Ecnu Takue mojib30oBaTeNu BCe-Taku e€cTh, aupektuse "UserDir"

(ecmu oOHa pa3pelieHa) HE ClenyeT MPeAoCTaBlIATh JOCTyHn K HH(popMmanuu
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nosib3oBareneil. B 4acTHOCTH, HE clenyeT pa3peliaTh BBINOJHEHHE KOMaHIHBIX
npoLesyp oT MMEHU TUX IIOJIb30BATEINIEH.
%0 Pa3Onenue Ha BUpTyalibHbIE cepBepbl. ENMHBINA cepBep, HA KOTOPOM pa3MELIEHO
MHOXXECTBO cepBepoB (BUpTyanbHbIX aoMeHoB), CJIEJJYET opranuzoBath Tak,
yTOOBl BCE JAaHHBIC, MPOTPAMMbl M PErUCTPALMOHHBIE KYpPHAJbl pPAa3THYHBIX
BUPTYJIBHBIX CEPBEPOB ObUIM OTMEIEHBI IPYT OT APYyra U 4TOOBI AOCTYH K '"dyxKo0it"
KOH(MUTypallui WKW JAaHHBIM ObLI HeBO3MOKeH. Kpome Toro, ciemyer MCKIIOYUTH
JOCTYII K JAaHHBIM MJIM [IpOrpaMMaM Ha CepBEpe OJHOr0 MOTPEOUTENI Yepe3 JJIOKATOP
pPECYpCOB, B XOCTOBOM 4acTU KOTOPOIO yKa3aHO MMsI CEpBepa JIpyroro noTpeOuTes.
%0 Ynpasnenue noctynom. Cienyer caenaTb BO3MOKHBIM pa3rpaHUYEHUE T0CTyna K
ONpENEICHHbIM  4YacTsIM  CepBepa HAa  OCHOBE  MEXaHU3MOB  HAJAECKHOU
ayTeHTU(PUKALMKA, TAKUX KaK CcepTU(UKATHI WM OJHOpPA30Bbie mHapoiu. [pyrum
BO3MOXHBIM BAapUAaHTOM SIBJISIETCS NMPUMEHEHHE XOpOIIO BBIOpAaHHBIX Maposiel B
COYETaHUU C MPOTOKOJOM SSL, KOTOpBI MO KpalHEel Mepe UCKIIYaeT Nepeaavy
napoJieu 1o ceTu B OTKPBITOM BUJIE.
%0 YcTaHOBKa 3aIrjiaT M CEPBUCHBIX JOMOJHEHUH. Dkciuryartanus Web-cepBepa —
JeSITeIbHOCTh 0CO00 OTBETCTBEHHAs, MO3TOMY aJMMHUCTpPATOpaM CJenyeT ObITh
0COOEHHO aKKypaTHBIMHU B YCTAaHOBKE 3aIljlaT U CEPBUCHBIX JOMOJIHEHUH M0 Mepe UX

IIOABJICHHA.

IIporpamMMbl Ha cepBepPHOIl CTOPOHE

[Iporpammbl Ha cepBepHO cTOpoHe, moanepxkuBatomue CGl wim kakoi-mubo
npyroil uHtepdeiic, BaKHbI I TMOKOCTH web KaKk KOMMYHHKAlMOHHOM Cpe[bl.
OnHako, 3Ta THOKOCTh JOCTUTAETCS LEHOM MOSABICHHS YTpo3 0€30MacHOCTH, a cliadas
IporpaMMa MOXET CJeJaTh YSA3BUMBIMU BCE BUPTYyalbHBIE JOMEHBI Ha CEpBEpE.
[lonmutnka mnocrtaBmuka HWHTEpHET-ycoyr @pu  pa3ldeleHWd NOporpaMM  Ha
JNOIYCTUMBIE W HEIOIYCTUMBIE SBISAETCA ITOKA3aTEIbHBIM AaCIEKTOM BCEM €ro
MOJIUTUKH 0€30MacHOCTH.
[TocraBmuky MHTEpHET-YCIyT ClAEAYEeT pyKOBOJACTBOBATHCS TAKUMU MOJOKEHUAMMU:

%o Ilomutuka Oe3omacHoctu. [locTtaBiuky MHTEepHET-yCIyr ciienyeT BbIpaOOTaTh
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JUIsI CBOMX MOTpeOuTeneil SICHYI0 METOAMKY HamucaHus Oe30MacHbIX MPOrpaMM B
uMeroIiencs cpene pasmenieHuss Web-cepBepoB U OTHAEIBHO OINKUCATh MPUEMBI
NpOrpaMMHUPOBaHUs, MPU MPUMEHEHUU KOTOPBIX MPOTrpaMMmbl OyJyT OTBEpPrarhCsl.
%0 YcranoBka nporpamm. [loTpeOutensiM He cieayeT pa3peliarh yCTaHABIUBATH
COOCTBEHHbBIC MpOrpaMmbl. Bce mporpaMmbl M KOMaHJHbBIC MNPOUEAYPHl CIEAYET
nepefaBarh MOCTABIIMKY WHTEepHET-ycayr sl MEepBOHAYAIBHOM MPOBEPKU Ha
cootBeTcTBHE nosiuTHKe O0e3omacHocT. [Iporpammer CJIEAYET ycranaBnuBaTh Tak,
yTOOBl  TOJBKO  AJAMHUHHUCTpPATOp  CepBepa MOr HUX  MOAU(DUIIMPOBATH.
%0 BwpiOOp momnb3oBatens u Tpynmsl mporecca. [Iporpammel cienyeT BBITOIHATH OT
MMEHHM TIOJIb30BATENIsl W TPYIIbl, CHEIUAIbLHO BBIOPAHHBIX JUISI ATOM LEIU WU
UMEIOIUX  MHUHHMAJIbHBIE  TMPUBWIECTHU  (4acTO  HMCHOIB3YIOT  "nobody").
%0 OTtoOpakenune B HaBuratopax. Hu mpu kakux obcrositensctBax HE CIIEAYET
JOTMYCKaTh OTOOpakeHUs mporpamMMm B HaBuraropax. CrneactBue: mporpammbl HE
CJIEAYET pa3Mearhb O DocumentRoot.
%0 Paznenenue BupryaneHbix cepepoB. IIporpammer HE CIJIEAYET nenarts
JTOCTYIHBIMHU 4epe3 cepBep Apyroro norpedutens winu st Web-mactepa npyroro
oTpeOuTEIs.

%0 O0OpaboTka TOJIL30BATEIBLCKOTO BBOAAa. B monb3oBaTenbckom BBoje HE
CJIEAYET BblUMCHATH BBIpXKEHUS, €CJIM HET MEXaHW3Ma U30JISIIIUU HeOe30MacHbIX
el CcTBUI (kak, HaIpuMmep, B Perl).
%o JlumuTupoBanue norpedneHust pecypcon. st Bcex nporpamm CJIEJAYET BBectu
JUMUT TOTPEOIIEMOTO aCTPOHOMHYECKOTO W TMPOIECCOPHOTO BPEMEHH, a TaKKe
JTUCKOBOTO IPOCTPAHCTBA.
%0 MapumpytHeie umena. Bce wapmpytaele umena CIIEAYET npenars
aOCONMIOTHBIMU WU  HayuHatomuMmuca ¢ DocumentRoot. ITlepemennyro PATH

clenyer yCTaHaBJIUBATh CHUCTEMHOMY aIMUHUCTPATOPY.

/laHHbIe ¥ 0231 JAHHBIX
JlaHHBIE, KOTOpBIE NHUUIET NpPOrpamMMa CEPBEPHOM CTOPOHBI, CIEAYET CUUTATH

KOH(i)I/II[eHI_[I/IaJII)HBIMI/I. YTtoOBI CACIaTb HCBO3MOJXHBIM JOCTYII K TaKHMM JaHHBIM
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yepe3 HaBUTATOPBI, MpaBa CIeAyeT yCTaHaBJIMBATh Tak, 4yToObl y Web-neMona He
OBLIO npaBa Ha YyTEeHHUE ITHX JTAHHBIX.
Ecnu uepe3 Web-cepBep npenocrapisieTcss AOCTYM K 6a3aM JaHHBIX, TO IPOTPAMMAM,
OCYIIECTBIISIONMIUM TAaKOW JOCTYI, CJIEAyeT BBIJACIUTh TOJBKO T€ ITOJTHOMOYMSI,
KOTOpBIE a0COJIFOTHO HEO0OXOIUMBI TSt 170.4 (YHKIITMOHUPOBAHUSI.
JlaHHBIE, OTHOCSIIIUECS K YIIPABJICHUIO COCTOSHUAMU (MASHTU(PHUIIUPYIONMINE IETIOUKH
— cookies), cruemyer cuutath KOH(PUACHIUATbHBIMU. CleayeT HUCKIIOYUTh

BO3MOXHOCTbD A0CTyIIa K HHUM nu3 HaBHUI'aTOPOB.

O0padoTKa perucTPpaMOHHON U CTATUCTUYECKOM NHpOpMaAIUU

Peructpanmonnas wuHdopmaius, reHepupyemas Web-geMoOHOM, MOXET OBITh
[OJIE3Ha C TOYKM 3peHUs HMH(POPMAIMOHHOM O€30MacHOCTH, MOCKOJIbKY B HEH
cozepkaTcsl CBelleHHusa 00 omepanusx, BBITOJHIBIIMXCS cepBepoM. Yaie, 0lHAKO,
3Ty HH(OPMALMIO MCHOJB3YIOT IS BBICTABJICHHS CUETOB, a Takxke s
MapKETUHIOBOTO aHajW3a WIM YJIydlleHUs HWHQOPMAIMOHHOIO HAIMOJIHEHHUS.
Perucrpanmonnyo HHPOpMALIHMIO CIEAYyET CYUTATh BECbMa KOHPUACHIIMAIbHOU. J1s
peanuszanuu 9TOTO IIOJIOXKEHHUS:
%0 IlocraBmmky WHTEpHET-yCAyr CJlEAyeT pa3pelinTh BBINOJHEHUE JIMILIb
HEOOXOIMMBIX OIEpalMii ¢ PETUCTPALMOHHON MH(pOpMaLUel — TeHepaluio CYETOB
U NIEPUOINYECKYIO pOoTaLHIo.
%0 PeructpauoHHy0 MHGOpPMALMIO CIIEAYyEeT XPaHUTh BHE JepeBa C KOPHEM B
DocumentRoot, 4TOOBI HCKIIOYUTH BO3MOMKHOCTH JOCTYINa 4Yepe3 HaBUTaTOPHI.
%0 PerucrpaniioHHyr0 MH(GOpPMAIMIO B NEPBOHAYAIBHOM WM OOpaOOTaHHOM BHJE
clenyeT ImepeJaBaTb  NOTPEOMTENH0  TOJBKO MO  3alMUICHHOMY  KaHaly.
Yenyru IIPUHY IUTEIBHOU 1581051 INOTOKOBOM rnepeaayu
Hepenko nocraBmuku MHTEpHET-yCayr JalOT CBOMM MOTPEOUTENSIM BO3MOXKHOCTH
JOCTaBIATh MH(OpPMALMIO C TOMOIMIbIO MPOTOKONOB, oTinuHbiXx oT HTTP. Ilpu
HJIWYUHU TOAO0OHBIX JOMOJHUTEIBHBIX YCIYyI U MOCTaBIIMKY-WHTEpHET-ycnyr, u

NOTPEOUTENSIM  CJIeAyeT OCO3HAaThb WX BO3JCHCTBHE Ha HMH(OPMALUMOHHYIO
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0€30MaCHOCTb.

JJIeKTPOHHAs1 KOMMepPUus

Muorue mnoctaBuku HWHTEpHET-yCcayr MpenoCcTaBiIsiOT CBOUM MOTPEOUTENAM
CpeACTBa JJisl MPOJaXKU TOBAPOB WIIM YCIYT Yepe3 pa3MelleHHbIe y ocTaBiuka Web
-cepBepbl. M X0Ts cepBep, crmocoOHbI 0OMEHHBATHCS HH(POpPMAIIMEH ¢ HABUTATOPOM
o mpoTokody SSL, mHOrAa Ha3bIBAIOT '3alIMIIEHHBIM', 3TOT TEPMHUH B JaHHOM
cllyyae  Henp3s  nmoHuMarb  OykBaibHO.  IloctaBummky — MHTepHer-yciyr,
pasMecTuBIIEMY Yy ce0si TNPUIOKEHUS DIEKTPOHHOM KOMMEpPIMH, CIEIyeT
PYKOBO/JICTBOBAThCS TaKUMU MOJIOXKEHUSIMU:
%o LludpoBanne Tpanzakumii. TpaH3aKIMM HA B KOEM CiIydae HE CIEIyeT XPaHUTh
Ha cepBepe B OTKPHITOM BHUEC. MOXKET UCIIONIB30BATHCA KPUNTOrpadusi ¢ OTKPHITHIMU
KJIIIOYaMHd, TaK 4YTO TOJBKO MOTPEeOUTENb CMOXKET pacmudpoBaTh TpPaH3aKIIUU.
OTMeTuM, YTO JaXKe €CIM TpPaH3aKIHMH TEPeNaroTcs HampsMylo B (uHAHCOBOE
yUpexACHUE WIH MOTPeOUTeNto, MocTaBUIMK MHTEepHET-yCcayr MOXKET COXPaHSITh Y
cedsi  KaKylo-TO  4YacThb  JaHHBIX  JJIsI  OOECMEYeHUs]  MOJOTYETHOCTH.
%o Ilepenaua tpanzakuuii. Ecnu Tpanzakuuu He oOpabaThIBalOTCS HEMEJICHHO, a
nepearoTcs MOTPEeOUTENI0 TaKeTaMu, TO TepeAady CieayeT IPOU3BOJIUTH IIO
3aluIeHHomMy (HampuMmep, cpeinctBamu SSL) kaHally U TOJIBKO TMOCJE MPOBEICHUS
HaZeKHOW ayTeHTuPukauuu. Creayer akKypaTHO MPOU3BOJUTH  POTAIUIO
TpaH3aKIMOHHBIX (hailJIoB, YTOOBI KaXK[as TPaH3aKIMs BBIMOJHSUIACHK POBHO OJUH
pas.

%0 PeszepBHOoe KkomupoBaHue. Ecnu TpaH3akLMM 3alUChIBAIOTCS Ha PE3EPBHBIC

HOCHTENH, CIIEAyeT TapaHTUPOBATh (PU3NYECKYI0 OE€30IaCHOCTh 3TUX HOCUTENIEH.

3arpy3ka uH(GpOPMAMOHHOI0 HATIOJIHEHHS M pacnpeaejeHHOe aBTOPCTBO

3arpy3ky MH()OPMAIMOHHOTO HAMOJIHEHHs Ha cepBep mocraBiiuka VHTepHeT-ycmyr
clenyeT MIPOU3BOAUTH o 3aIUIIEHHOMY KaHaiy.
Ecnu cepBep noaaepkuBaeT CpeAcTBa sl pacpeieIEHHOTO aBTOPCTBA, UX CIEAYyEeT

aIMUHUCTPUPOBATH C OCOOOW OCTOPOKHOCTBIO, TapaHTUPYs, YTO HUMEET MECTO
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Ha/Ie’KHas ayTeHTU(UKALKs, YTO TOCTYI MPEJOCTaBISAETCS TOIBKO K BUPTYaJIbHOMY
cepBepy NOTpeOuTEeNs] M TOJBKO [UIS JIML, YNPAaBIAIOMMX HHGOPMAIIMOHHBIM

HaIIOJIHCHHUECM.

IonckoBbie MALIUMHBI U APYTrUe CPeCTBA

[TocraBmnku HHTEpHET-yCIIyT HEpPEAKO MPEAOCTABISAIOT Uil HMCIOJb30BAHUSA
NOTPEeOUTENSIMU TTOMCKOBBIE MAIIIUHBI, CPEJCTBA KOHTPOJIS LIETOCTHOCTU CCHUIOK U
T.J. 3a4acTyl0 TakKH€ CPEICTBA CO3[JAI0T BECbMa CYIIECTBEHHYIO JOIOJHUTEIBHYIO
HarpysKky, IO3TOMY HX 3aIlyCK IO 3alpocy CJIeNyeT 3alpeTUTh, YTOOBI 3aIIUTUTHCS
OT aTak Ha JNOCTYIHOCTb.
[TonckoBbie MAIIMHBI CIIEAYET CKOH(UTYPUPOBATH TaK, YTOOBI OUCK OrPaHUYUBAJICS
yactssmu Web-cepBepa, OCTYNmHBIMU BceM. Pe3ynbTaT NpOBEpPKH 1ETOCTHOCTU
CCBUIOK CJIEyeT CUYuTaTh KOHPUAEHIMANbHbIM. JlocTym K HeMy cleayer

MPEIOCTABUTDH TOJIBKO JIUITY, YIIPABJISIOMeMy HH(GOPMAIITMOHHBIM HATTOJTHCHHEM.

Ilpakmuueckasn wacmeo
3aoanusn:

Ba3zoewuit yposenn:

1. TlomuTrka 7OOPOMOPSIOYHOTO MOJIL30BATE.
2. OmnoBemlenue 00 aTakax.
Hogvluennutii yposens:

3. I'pynna pearupoBanus Ha Hapyuienue Ub.
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M3y4YEeHHE OCHOBHBIX MOJIOKEHUMN, TOHATUN U KaTErOpUid, OTHOCSIIUXCS K
0a30BbIM U PaCIIMPEHHBIM TEXHOJOTHIM obecrieueHust nH(HOPMAIIMOHHON
0€e30IacHOCTH;

M3Y4YCHHE OTEUECTBEHHBIX U MEKIYHAPOIHBIX CTAHAPTOB U cielM(pUKAIIil
MH(pOPMaLIMOHHON OE€30MaCHOCTH, UX KJIacCU(UKALINS U BbISIBICHHUE
B3aHMOCBS3€I;

u3yudeHue TpeOOBaHUH, MPEIBIBIAEMBIX K IPOLIECCaM 3alIUThI HH(OpPMAIUU B
COBPEMEHHBIX NH(POPMAIIMOHHBIX CUCTEMAX;

M3y4YeHHE MOJIeTIC 1 METO/I0B aHallM3a PUCKOB U BBIJCIICHUS OMACHBIX ()aKTOPOB
Wb, npruMeHsieMbIX B MEKIyHAPOAHBIX CTAaHAAPTAX;

M3y4YEeHHE TUIOBBIX MOAXO0/A0B U METOJI0OB MPOTUBOACHCTBUSI Hanboee
pacnpocTpaHEeHHBIM yrpo3aM HHPOPMAIIMOHHON 0€30MacHOCTH;

U3y4eHHue MPUHLUIIOB OPraHn3allui, KOMIUIEKCHOTO MOX0/1a K BEIOOPY CPE/CTB
Y TEXHOJIOTUI oOectieueHus] THPOPMAITMOHHON 0€30MacCHOCTH OOBEKTOB 3aIlHUTHI;
(dbopMUpOBaHNE YMEHHI, CBA3AHHBIX C OCYIIECTBIEHUEM KIaCCU(PHUKAIIUN YIPO3 U
00BEKTOB 3aIIUTHI, IPUMEHEHHUEM KOHIENTYaIbHBIX OCHOB TEXHUUECKOM 3alUThI
nHpopmanuu, obecrieueHrneM TpeOOBaHUI M PEKOMEH/IAIMH T10 3aIIUTe
uHpopmanuu, oopabaTeiBaeMoii CpeCTBAMU BBIYUCIUTEIHHON TEXHUKH,
CO3/IaHHUIO CPEICTB 0€30MaCHOCTH, OTBEYAIOIINM TPeOOBAaHUSAM K apXUTEKTYpeE,
YKa3aHHBIM B COOTBETCTBYIOLLIMX CTaHAAPTaX;

(dbopMHIpOBaHKE HABBIKOB CAMOCTOSITEIILHOIO OCBOCHHUS U aJJalTalluH K
3alUIIaeMbIX 00bEKTaM METOJIOB, crienu(UKaIHi, peKOMEeHIallui 1 CTaHJapTOB.

KOMHCTCHI_[I/II/I 06yqa}0meroc>1, q)OpMpreMBIe B pE3YJIbTAaTC OCBOCHUSA NUCHUIIIINHBI:

11\/@11 CoaeprxaHre KOMIETEHIUN Mudp

IIpodeccuoHanbHbIE KOMIETEHIIUNT OIIK-

(Ne)

1. Crocoben  obOocHOBbIBaTh  TpeOoBanusi Kk  cucreme obOecneuenus | OITK-1
nH(popMallMOHHONH 0Oe30MacHOCTH M pa3padaThiBaTh MPOEKT TEXHUYECKOIO
3aJlaHuUs Ha €€ CO3JaHMue;

2. CniocobeH paspabaThiBaTh TEXHUYECKHM MPOEKT cuctembl (moacuctemsl | OITK-2
aub0  KOMIIOHEHTa  CHCTEMBI) obecrieyeHuss  MH()OPMAITMOHHOU
0€e301acHOCTH;

B pe3ynbrare ocBOeHUS AUCHUTIIMHBI 00y4YatOIIUNCS TOKEH:
— OCHOBHBIE TIPUHITUIIBI OPTaHU3AIUN TEXHUIECKOT0, IPOTPaMMHOTO H
3HATE nH(OPMALIMOHHOTO 00eCTIeYeHHSI 3AIUIIICHHBIX HH()OPMAIIMOHHBIX CHCTEM;
- METOJbI KOHIICNITYaJIbHOTO IPOCKTUPOBAHUS TEXHOJOTHH 00ecIeueHus
nHGOpPMALIMOHHOW O€30MaCHOCTH.
VMETh — OCYLUECTBJISATH BHIOOP (PYHKIIMOHAIBHON CTPYKTYPhI CUCTEMBI
obecnieueHus nHHOPMAIIMOHHON OE30MMaCHOCTH,
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- O60CHOBBIB3.TB MPUHIUIIBI OpraHu3alu TEXHUYCCKOI 0, IPOIrpaMMHOI0 U
nH(popManoHHOTO obecreueHrs HHPOPMaITMOHHON 6€30TaCHOCTH;

— OpTraHHU30BbLIBATH pa60T1>1 MO0 COBCPUICHCTBOBAHUTIO, MOACPHU3AIIUU U
yHU(DHUKAIIMY TEXHOJOTHI oOecriedeHus1 HHOOPMAITMOHHOM 0€301MacHOCTH.

— HaBBIKAMU YIPaBICHHUS WH(POPMAIIMOHHOMN 0€301MacCHOCTHIO POCTHIX
BJIAJIETDH 00BEKTOB.

1. O0mas XxapaKkTepuCTHKA CAMOCTOATEJIbHOM padoThI CTyAeHTa

OCHOBHBIMH BUJaMH YYEOHOH pabOTBl MO JOCTHKEHHIO pE3yJIbTaTOB OCBOCHHS
JTUCIUIUIAHBI SBISIOTCS JIEKIMH, MPAKTUYECKUE 3aHATHs, CaMOCTOsITeNIbHAs paboTa CTYACHTOB
(CPO).

Ha nexkumsix packpbIBaroTCSi OCHOBHBIE TMOJOXEHHS U MOHATUSA Kypca, (pOpMUPYIOTCS
3HaHMS B 0OjacTH TeXHolorumw obecriedeHus wuHpoOpMamMoHHONW Oe3omacHocTH. Ha
71a00paTOPHBIX U MPAKTUYECKUX padboTax (GOpMHUPYIOTCS YMEHHUS U HaBBIKH, HEOOXOIUMbBIC IS
pereHus 3a1a4 npopeCCUOHATBFHON 1A TEIIbHOCTH.

[Ipuctynas xk u3y4eHuto y4eOHOM JUCIUILTUHBI, HEOOXOAMMO 03HAKOMHUTHCS C yueOHOU
IPOTPaMMOii, TOJTYYUTh B OMOIMOTEKE PEKOMEHI0BaHHBIE YUEOHBIE IIOCOOHS, a TAK)KE IOITYIUTh
y BeAyUIero NpernojaaBaTeNss B SJCKTPOHHOM BHJAE KOHCIEKTHI JIEKIHI, METOAMYEcKUe
pEeKOMEeHAanu K Jab0paTOPHBIM 3aHATHAM M TECTOBBIC 3a/laHMs, 3aBECTH HOBYIO TETpPaab LIS
KOHCTIIEKTUPOBAHUS JIEKIMI U BHIOJHEHUS MPAKTUYECKUX 3a/1aHUH.

Jnst w3ydeHHWss TUCHMIUIMHBI TIPeJUIaraeTcs CHHCOK OCHOBHOM W JOTIOJHUTEIHHOMN
autepaTypel. OcCHOBHas JuTepaTypa NpeaHa3HadeHa [UIsi  O00s3aTeNbHOTO  U3YYEHHS,
JIOTIONTHUTEIbHAS — TOMOXeT Oojee TIIyOOKO OCBOMTH OTHAEIbHBIE BOMPOCHI, IMOATOTOBHTH
UCCJIEIOBATENLCKUE 3a/JaHUS U BBIIIOJIHUTE 3aJJaHUs JIJIs1 CAMOCTOSITETbHOM PaboThlI.

CamocrosTenbHas paboTa CTy/IGHTOB HaJl MaTepHAIOM Y4eOHOH TUCIMILIHHBI SBIISETCS
HEOTHEMJIEMON YacThi0 y4eOHOro IMpoliecca M JOJDKHA MpEAroiaraTh YIUIyOlieHUuEe 3HAHUS
yu4eOHOTO MaTepualia, HW3JaraéMoro Ha ayAMTOPHBIX 3aHATHSAX, U  TNPUHOOpETEHHE
JOTIOTHUTEIBHBIX 3HAHHUH 110 OTIENIbHBIM BOIIPOCAM CaMOCTOSITENIBHO.

OCHOBHBIMH BHJIAMH CaMOCTOSATEIBHOW PabOTHI CTYACHTOB MO Y4YeOHOW AMUCIUIUINHE
SBIISIOTCS:

—  CaMOCTOSITEIbHOE U3y4YeHHE Yy4eOHOro MaTepuaa 1o 3aJaHHbIM TeMaM;

—  TOATOTOBKA K JJAOOPATOPHBIM 3aHATHUAM, O()OPMIICHHE OTYETA 110 BHIIIOJTHEHHOMY
nabopaTopHOH paboTe M MOATOTOBKA K COOECEIOBAHMIO IO pe3yIbTaTaM paboTHI.

OCHOBHBIMU METOJIaMHU CAMOCTOSITEIILHON pabOTHI CTYIEHTOB SIBIISIOTCS:

1) nns oBnageHUs 3SHAHUSIMMU:

—  4YTeHue TekcTa (yueOHUKa, JOMOJHUTENbHOM TUTEpaTyphbl) U KOHCIIEKTUPOBAHUE
TEKCTa;

— paboTa c HOpMAaTUBHBIMHU TIOKYMEHTAMH;

—  mouck uHpopMmanu B IHTEpHET;

2) Ui 3aKpeIuIeHUs] U CUCTeMaTH3alMy 3HAHHM:

—  MOBTOpHas paboTa HajJ y4eOHBbIM MaTepuaioM (yueOHHKA, TOMOJIHUTEIbHON
JAUTEpaTyphl, ClIaliaMu);

—  COCTaBJICHHE ILJIaHa U Te3UCOB OTBETa WK rpaduueckoe n300pakeHue CTPYKTYphI
OTBETA;

—  COCTaBIICHHE TAOJHII AJIsl CHCTEMATH3alluu Y4eOHOTO MaTepraa,

—  U3yYeHHE HOPMATUBHBIX JTOKYMEHTOB;

—  OTBETHI Ha KOHTPOJIbHBIE BOMPOCHI;

3) g hopMUpOBaHUS YMEHUIL:

—  TOATOTOBKA K JJAOOPATOPHBIM 3aHATHSM;
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—  TOJrOTOBKAa OTYETOB IO JJAOOPATOPHBIM 3aHATHUSM;

—  pedrexkcuBHbIN aHaMU3 MPO(ecCHOHATBHBIX YMEHUH.

B ciyuae npomycka yueOHOro 3aHATHS CTYJIEHT MOXET BOCIIOJIb30BATHCS COJIEPKAHUEM
pa3IMyYHBIX OJIOKOB Y4eOHO-METOJUYECKOr0 KOMIUIeKca (J1abopaTopHbie paboThl, KOHTPOJIbHBIC
BOTIPOCHI) JIJIi CAMOIIOJATOTOBKM W OCBOCHHUS TeMbl. [l CaMOKOHTPOIs HEOOXOJUMO
UCIIONB30BaTh BOMPOCHI M 3aJaHusl, MpejuiaraeMble K JIa0OpaTOPHBIM 3aHSATUSIM, a TaKkKe
BapUAHTHI TECTOBBIX 3aJJaHUM.

2. TexHonormyeckasi KapTa caMOCTOATEJbHOH PadoThl 00y4aOIIUXCA AUCHUILINHE

«TexHosiornu odecneyeHuss HHPOPMAIUMOHHON 0€30MACHOCTID)

OObeM JacoB, B TOM YHCJIE
Koz Bun nesrenpHocTH Cpexncrea u KonrakTHas
peaesyeMbix CTYICHTOB TEXHOJIOTHH OLUCHKH| ~pC paGoTa ¢ Beero
KONCTCHITNH pernoaBaTeneM
2 cemecTp
U-2onk-1  ({[loaroroska k Bomnpocsr mist 50.00 2.00 52.00
NJI-3omk-1  |[m1aGopaTtopHbIM paboTaM [CaMOKOHTPOJISI
N/-1onk-2
NJ-3onk-2
Hroro 3a 2 cemectp| 50.00 2.00 52.00
Hroro| 50.00 2.00 52.00

3. KOHTpOJ’IbeIe TOYKH U BUJBI OTYCTHOCTH 110 HUM

ITo aucuuIUIMHE MPeTyCMOTPEH TEKYLIU KOHTPOJIb HAa KaXIOM y4eOHOM 3aHSATHH U T10
KaXJ0OMY pazjieny y4eOHO! AUCIUILINHBL.

@DOopMBI TEKYILETO KOHTPOJIS:

—  YCTHBIH OIIPOC;

—  3aIIUTa OTYETOB IO JTA0OPATOPHBIM 3aHATHSIIM.

VYCTHBIN OIPOC OCYIIECTBISIETCS HAa KaKJOM y4eOHOM 3aHATUHU (JIEKLMHU,IPaKTUYECKUe
3aHATHA). Bce mpakThueckue 3aHATHS, BBINOJIHSAEMbBIE 10 pa3fesiaM JUCLUUIUIMHBI, HOJJIeKaT
OLIEHUBAHMIO 110 pe3yJibTaTaM MPOBEPKU OTUETA U COOECETOBAHUIO.

Kpurepun oueHKu [Uis TPOBEPKM YMEHHMH TPH BBHINOJHEHHH JIAOOPATOPHBIX U
NPaKTUYECKUX paboT:

—  OLIEHKa «OTINYHO)» BBICTABIISIETCS, ECIIM CTYIEHT IPOAEMOHCTPUPOBAII BEICOKOE
yYMEHHE NIPUMEHSTH MOTy4YEHHbIE 3HAHUS Ha NMPAKTUKE Yepe3 pellieHne KOHKPETHOH 3a1auu,
cBOOOIHO 6€3 3aTpyJHEHUH CIIpaBUIICA C TOCTABJIEHHOM 3a/1auell, MoKa3aB BiIaJeHHUE
Pa3HOCTOPOHHUMU IIPUEMaMU U HaBbIKaAMH €€ BBITIOJHEHUsI, HE JOIMYCTUJI OIUUOOK U
HETOYHOCTEH;

—  OLIEHKa «XOpOULIO» BBICTABIISAETCS, €CIU CTYACHT IIPOJEMOHCTPUPOBAJ YMEHHUE
MIPUMEHSThH MOJyYeHHbIE 3HAaHUS Ha MPaKTUKE Yepe3 pellieHne KOHKPETHOM 3ajauu, CIIPaBUIICS C
MIOCTaBJICHHOMW 3ajjaueil, oKka3aB BiIaJleHHe HEOOXOIUMBIMU PUEMaMU M HaBbIKAMH €€
BBITIOJTHEHUSI, TIPU 3TOM JIONYCTUI HE OoJiee OHON OIINOKH;

—  OIIEHKA «yJOBJIETBOPUTEIBHO» BBICTABIIAETCS, €CIIU CTYACHT IPOJEMOHCTPUPOBAI
IIOCPEJCTBEHHOE YMEHNUE IPUMEHSTH [10JIy4EHHbIE 3HAHUsI HA IIPAKTUKE Yepe3 PeIeHue
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KOHKPETHOM 3aj1auu, ¢ TPYJIOM CIPAaBUJICS C TIOCTaBJICHHOH 3a1a4eid, Ipu 3TOM JOITyCTUII HEe
OoJee AByX OMMOOK;

—  OIICHKA «HEYJIOBJIETBOPUTEIHHOY» BBHICTABIIACTCS, €CIIH CTY/ACHT HE
IIPOJIEMOHCTPHUPOBAJ YMEHUE IPUMEHATH IIOJIy4Y€HHBIE 3HAHUS Ha IIPAKTUKE YEPE3 PEIICHUE
KOHKPETHOM 3a/1a4M, HE CIIPaBWJICA C ITOCTABICHHOM 3aa4dell MM JOIYCTHII IIPH €€ PELICHUH
Tpu U OoJiee cepbe3HbIC OMINOKH.

4. MeToanueckue YKa3aHud 1o NMoAroTOBKE K J'[aﬁ()paToprIM U NPAKTHYECKUM
3aHATHUAM

[Ipu noaroToBke K 1abopaTOpHOU pabOTe CTYNEHTY CeayeT:

—  U3y4uTh (IOBTOPUTH) TEOPETHUECKUN MaTepual, MOCBAIIEHHBIN TeMe
MIPaKTUYECKOIO 3aHSTHS;

—  O3HAKOMMTHCS C 33JlaHUEM Ha Jab0paToOpHYIO padoTy;

—  TIPOBEPUTH CBOM YPOBEHH MOATOTOBKH C MIOMOIIBIO BOIPOCOB U 3a/IlaHUM st
CaMOKOHTpOJISI.

K pabore B nabopaTopuu [OOMyCKarOTCsl JMIA, W3Y4YUBLIME TMpaBuUiIa U Mepbl
0€30MaCHOCTH, CIABIIME 3a4eT M0 HUM M YCBOMBILIHE HOPSIOK BBIMOJIHEHUS MPAaKTUYECKOTO
3aHATUS.

Tpeobosanusn 6e3onacnocmu nepeo Havanom pabom:

— 3AIIPEHIAETCS: nepeoaeBarbcsl, 10JIb30BAThCS OTHEM, KYPUTh, IPUHUMATh IHUILLY
B JJabopaTopuu;

—  y0OeauThcs B LIETOCTHOCTH AJIEKTPUUYECKUX PO3ETOK U pazbeMoB. B maboparopun
HE0OX0oauMO ObITH B CMEHHOM 00yBH;

—  BKJIIOYEHHE KOMIIbIOTEPA IPOU3BOAUTH TOJIBKO MOCIIE OTYyUYEHUS JA0IMycKa 110
BBINOJIHAEMON paboTe U pa3pelleHus IpenogaBaress Wik JadopaHra.

Tpeoosanusn 6ezonacnocmu 60 epemsa padbomol:

—  BBINOJHSA 1aO0OpaTOpHYIO paboTy, CTYAEHTHI 00s13aHbI UCIOIB30BATh TOIBKO
BBIUMCIINTENIBHYIO TEXHUKY, epudepuitnoe 000pynoBaHue, COeAUHUTEIbHBIE KabemH,
M3MEpUTENIbHOE 000pyI0BaHUE U HOCUTETU HHPOPMAIIIH, HEOCPEACTBEHHO OTHOCSIINECS K
JaHHOMY JTabopaTopHOU paboTe;

—  NOJKIIOYEHHUE U OTKIIOYEHHUE COCTABIISAIOLIMX BHIYMCIUTEIBHOIO KOMIUIEKCA
MIPOU3BOUTH TOJIBKO MPHU MOTHOM CHSTUU HAMPSIKEHHS CO BCEX COCTABIISIOIINX

BBIUHCIUTEIBHOTO KOMILIEKCA;

—  1pu 0OHapy>KeHUU HEeHCIpaBHOCTEN B 000PYAOBaHUN HEMEAJIEHHO OTKIIOUUTh
VCTOYHUKH MUTAHUSA U TOJIOKHUTH 00 3TOM PYKOBOAUTEIIO 3aHATUH UK Ja00paHTy.

Tpeoosanusn 6e3onacnocmu no OKOHYAHUU padomul:

—  JI0JIOXKUTHh PyKOBOJUTEINIO 3aHATHI WU J1aOOpaHTY O 3aBEpILIEHUH padoT.

—  TPUBECTHU B MOPSAJOK U caTh paboyee MeCTO 1abOpaHTy, U TOJI0KUTh
PYKOBOAMTEIIO 3aHATHI O caade.

[To pe3ynbraTaM BBIMIOJIHEHUSI JIaOOpAaTOPHOW pPAaOOTHI CTYACHTHI OQOPMISIOT H
3alIUIIAIOT B MHIUBHIYaJbHOM TOpsKE B ¢GopMme cobeceqoBaHUs Pe3yIbTaThl BBIOJHEHUS
3aJaHUH.

[Ipu moaroroBke W BBIMOJHEHUU JIAOOPATOPHBIX PAOOT COBMECTHO € O(OpPMIICHHEM
OTYETOB 1O JAO0OPATOPHBIM  3aHATUAM TO3BOJSET YCIEUIHO OBJAJAE€Th YMEHUSIMH,
HEOOXOIMMBIMU JUTsI TasibHEHIel yaeOHO| 1 MpoheCCHOHATBHON AeATEIbHOCTH.

33]13]-[1/15[, BbIINIOJIHAAEMbIC 110 HﬂﬁOpﬂTOprIM 3aHATHUAM

2 cemecmp:
JlabopaTtopHas padora 1-2. AHA/IU3 U NOCTPOEHUE TEXHUYECKUX KAHAJOB yTeYKU MHpopMauuu B
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KOpPIOPAaTUBHOI CETH.
bazoeviit yposenn:

4. Tunbpl TEXHUYECKUX KaHAJIOB YTEUKH WH(POPMAIIHH.

5. CpencTBa JUisl HAXOXICHUS KaHAIOB YTEYKU HH(DOpMannu.
Ilosvinennoiit yposens:

6. OmnummMTe MOTHBIA aHATN3 HAXOXACHHS KaHAJIOB YTEYKH HH(MOPMAIIHH.

JlaGopaTopHasi padoTa 3-4. Yrpo3bl HeCAHKIIMOHUPOBAHHOTO J0cTyna K nHpopmanuu. OCHOBHbIE
KJIacchl aTak B ceTsix Ha 0aze TCP/IP (I13)
bazoevtil yposenn:

7. Yro Takoe TCP/IP?

8. OcHOBHBIE YIPO3bl HECAaHKIIMOHUPOBAHHOTO JIOCTYMa K WHGopMaImm?

9. OcHOBHBIE KJIACCH aTak B ceTsx Ha 6a3ze TCP/IP.

Hoeviuwennutii yposenn:
10. O6Hapy»XeHHe U yCTpaHeHHe HECAHKIIMOHNPOBAHHOTO JIOCTyMA K HH(POpPMAaIINH.

JlabopaTtopHass pabota 5-7. Peanu3zanusi moaenu 0e30MACHOCTH KpUNTOrpaduyecKux MoayJei
FIPS140-2 nns moay.nisi, HAMCAHHOTO HA si3bIke CH++.
bas3oeviit yposens:

11. Hactpoiika kpunrorpaduaeckoro MOIyIs.

12. OnumunTe TeXHUYECKUE XapaKTepUCTUKU KpunTorpaduyeckoro moxyis FIPS140-2 .

Iogviuennwtii yposenn:
13. Peanuzanus Mmonenu 6€30MacHOCTH KPUNTOTpahUIECKUX MOIYIIEH.

JladopaTtopHass padGora 8-9. MapmpyTtuzamusi, GUIbTpPaNUs H OrpaHUYeHUHE BelIaHUS B
KOPNOPATHBHOM CeTH ¢ BeO-cepBHCAMHU.
bas3oeviit yposens:

14. Co3ganue u YHHUITOXKEHUE KOHTEKCTOB, 0€30IMaCHOCTH.

15. TIpoGiieMbl, ¢ KOTOPBIMU MOKET CTOJKHYTHCSI OpTaHU3aIIHS.

Iogvruennstii yposenn:
16. 3ammra cUCTEMHON HHPPACTPYKTYPHI.

3a;:1a}mﬂ, BBIINNOJHACMBbBIC 110 MNPAKTUYCCKUM 3aHATUAM

2 cemecmp:
[pakTunyeckoe 3ansitue 1. TpeGoBaHUsT W peKOMeHJAUUM MO 3amUTe UHPOpPMALHH,
0o0padaTbIBaeMoii cpecTBAMHU BHIYHMCIHTEIbHONH TEXHHKH.
baszoeutit yposens:
17.Yto sBasieTcst 00BeKTOM MHGOPMATH3AIIIH?
18.0Ompenenenue CTC.
Ilosvimennoiit yposens:
19.0606menHas crpykrypHas cxema TKYU, obpabarsiBaemoit CBT.

IMpakTuyeckoe 3ausTue 2-3. Knaccudukanusi TeXHH4YeCKUX KAHAJOB YyTeUYKU UH(popMauuu.
bazoeutit yposens:

20.McTouHuKH cHUTHANA.

21.®yHKIMM NepeaTIrKa.
IHoevtuennstii yposenn:

22.Knaccubukanusi TEXHHISCKAX KaHAIOB YTEYKH HH(POPMAIIHH.

IIpakTHyeckoe 3ansaTue 4-5. YerpipexdazHass Moaeab mpouecca ynpasjieHUs] HH(POPMANMOHHOM
0e30IaCHOCTBIO.
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ba3zoewuii yposens:
23.DopMBbI OLICHKH.
24.0nummTe mporece ayauTa.
Iogviuennstii yposenn:
25.0numure npouecc KOppeKIuu.

[pakTnyeckoe 3ansiTue 6-7. JKCILIyaTAlMOHHOE OKPY’KeHUe, yNpaBJjeHue KpUNTorpapuyecKuMu
KJIIOYAMH.
baszoeniit yposens:
26. Buasl okpyKeHHUS.
27. Tpebosanus k OC.
Ilosviumennsiit yposens:
28. Ynpapisromue QyHKITHH.

IIpakTHyeckoe 3ansaTne 8-9. Pasmemenne Web-cepBepoB. Bo3zmMoskHbIe BONIPOCHI K MOCTABIIUKY
Intemet-ycayr.
ba3zoewtii yposens:

29. Tlonurtnka 70OPOTOPSIIOYHOTO MMOJIB30BATEISI.

30. OmnoseleHue 00 aTakax.

Ilogviuennuiii yposenn:
31. I'pynmna pearumpoBanus Ha HapymeHue 1b.

5. IlpuMepHasi TeMATHKA 3aJaHUH ISl CAMOCTOSITEIbHOM PadOTHI CTYIEHTOB

2 cemecmp:
Ba3oBblii ypoBeHb

1. Co3znanue 3amumeHHol nHGpacTpykTyphl Ha 6aze OC Linux, ¢ ucnonszosanuem 110 IPCop.
Coznmanune 3amuiieHHon nHPpacTpykTypsl Ha 6aze OC Linuxc ucnons3oBarueM 110 Shorewall.

3. Cosnanue 3anuineHHon nHppacTpykryphl Ha 6a3e OC Linux, ¢ ucnonb3oBanuem 110
UnconplicateFirewall.

4. Coznmanne 3amumieHHo# nHppacTpykTypsl Ha 6aze OC UnixFreebsd, ¢ ucrons3oBanuem 110
ptfSense.

5. Co3paanue 3anuiieHHON HHPpacTpykTypsl Ha 6a3e OC UnixFreebsd, ¢ ucnons3zoBanuem [10
mOnOwall.

6. Co3ganue 3amumeHHoN nHbpacTpykTyphl Ha 6aze OC UnixFreebsd, ¢ ncmonp3oBanuem 110
OpenBSDPF.

7. Cosznanue 3amuineHHon nHppacTpykTypsl Ha 6a3e OC Windows, ¢ ucrons3oBanuem [10
ZoneAlarm.

8. Cosnanue 3anuiieHHON HHPpacTpyKTypsl Ha 0aze OC Windows, ¢ ucnonb3oBanuem [10
GomodoFirewall.

IloBbIIEHHBI YPOBEHD

9. Co3manwme 3ammuieHHON HHPpacTpyKTyphl Ha 6aze OC Windows, ¢ ucmonp3oanuem 110
KasperskylnternetSecurity.

10. Co3nanue 3amumeHHoN nHppacTpykTyphl Ha 6aze OC Windows, ¢ ncnonb3oBanuem 110
ZoneAlarm.

11. Co3nanue 3anuineHHoi nHppacTpykTyphl Ha 6aze OC Windows, ¢ ucnonb3oBanuem 110
PandaFirewall.

12. Coznanue 3amuineHHoi nHGpacTpykTyphl Ha 6a3e OC Windows, ¢ ucmonp3oBanneM OpaHaMayaspa
Windows Server 2003.

6. Cnicoxk pekoMeHayemMoii TUTepaTyphl
OcHoBHas JuTEpaTypa:
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1. Wmeiinos, B. f. MudopmanmonHas 06e30MacHOCTh M 3alluTa HHPOpPMALUU:
TEOpHsl U MpaKTHKa : yueOHoe mocodue : [16+] / B. 5. MmeitHoB. — MockBa ; bepnun : Jlupekt-
Menma, 2020

2. Texnomorun obecnedeHUs 0€30MaCHOCTH WH(OPMAITMOHHBIX CHUCTEM : y4eOHOE
nocobue : [16+] / A. JI. Mapyxuenko, JI. O. Mapyxisenko, M. A. E¢ppemos [u ap.]. — Mocksa ;
bepnun : [lupekr-Menna, 2021. — 210 c.

JlonoiHUTe/ILHASA JINTepaTypa:
1. ObGecrieuenne uHpopMaIMoHHONW Oe3omacHoctn  AppommH, C.M. TexHonoruu u
npoaykTsel Microsoft B obecnieueHnn nHGOpMaMOHHONW Oe3omacHocTH [DnekTponHsid pecype] / C.M.
ApmomuH, A.A. CasembeBa, B.A. Cepmrok. - M. : HnatepHer-YHuepcurer HHbopMaIOHHBIX
Texuomoruii, 2010. - 384 ¢. - URL:http://biblioclub.ru/index.php?page=book&id=233684
2. Konpgakos, B.B. MudopmalironHas 6€30MacHOCTh CUCTEM (DU3NYECKON 3allUThI, yueTa U
KOHTPOJISI SIIEPHBIX MaTepualioB : yueOHoe mocobue [DmektpoHHblii pecypc] / B.B. Konmakos, A.A.
KpacnoGopompko. - M. : MHOU, 2008. - 48 c. - ISBN 978-5-7262-1071-1. - URL:
http://biblioclub.ru/index.php?page=book&id=231133
3. 3aiine A.Il., HlenynanoB A.A., MemepsikoB P.B. u np. Texuuueckue cpenctsa u
METOJIBI 3alUThl WH(pOpManuu: yded. mocobue st cTyneHToB By30B. llox pen. 3aitmeBa AL u
[Henxynanosa A.A.. U3na. 4-e ucnp. u nom. — M.: ['opsiuast nuans-Temnexkom, 2009
MeTtoanueckas Jureparypa:
1. Auapees A.B. OcHoBBI Teopuu ynpasienus: yue0. mocooue. CII6.: Tpourkuit moct, 2014,
2. AnnenxoB B.U. I'ocymapcTBeHHas cimyk0a: opraHW3allyds YIPABJICHUECKON IESATSIHHOCTH:
yue6. mocobue. M.: KHOPYC, 2015.

3. Aramanuyk [.B. YnpaBnenue: cymHocTb, LHEHHOCTb, 3QQeKTUBHOCTE: yuel. mocodue. M.:
Axanemuueckuil npoekt; KynsTypa, 2014.

4. barypun B.K. O6mias Teopus ynpasieHus: yue6. mocodbue. M.: KOHUTU-JAHA, 2014.

5. Opemep FO.H., IBetkoBa B.A. Texandeckue cpencra ynpasieHus: yueOnuk. M.: Jlubepus-
bubundopm, 2013.

6. 3mo6uH b.K. OddexTrBHOCTS cConpanbHOTO yrpaBieHus: yaed. mocooue. M.: PAT'C, 2014.

7. UrnaroB B.I'., Anbacror JI.H. Teopus ymnpasienus: y4e0. mocooue. PoctoB w/[l.: MapT;
®dennkce, 2013.

8. Nzaak C. 1. XpecromaTus o Teopuu ynpasienus. M.: ULull, 2014.

9. Kopneer U.K., Kcangonyno I'.H. Texuuueckue cpeactsa ynpasiaeHus: yueoHuk. M.: THDA-
M, 2013.

10. Kopamenko B.M. VYmnpaBnenueckas komMaHaa: (QOpPMHpPOBaHHE W  TEXHOJOTHU
(hyakxnumonupoBanus: y4ued. mocodue. M.: PAI'C, 2013.

11. Jlorunos H. I1. Opranuzanus Tpyna ynpaBieHUECKOro nepconana. M.: Jlaboparopus KHUTH.
2013.

12. JIaanmay FO.B., CraceBuu JI.W. Teopus mporteccHOro ynpasieHus: MoHorpadus. M.: Madpa-
M, 2016.

HNuTepHeT-pecypebl:
1. http://tasic-moe.ru/newsletter9/page3.htm
2. http://www.statgraphics.com IlakeT npukiaagHsIx mporpaMm Statgraphics
3. http://www.exponenta.ru O0pa3oBaTeabHbI MATEMATUYECKHI CAUT
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