
Discipline annotation

Discipline name Организационное  и  правовое  обеспечение
информационной  безопасности  /  Organizational and legal
support of information security

Summary Information as an object of legal regulation. RF legislation in the
field  of  information  security.  Legal  regime  for  trade  secrets
protection.  Legal  regime  for  the  protection  of  confidential
information. Licensing and certification in ensuring the protection
of  state  secrets.  Protection  of  intellectual  property.  Computer
crimes. Legal regulation of criminal intelligence activities in law
enforcement  intelligence  and  private  investigation  and  security
business.  International  legislation  in  the  field  of  information
protection.  Organizing  official  investigation  into  the  facts  of
disclosure  of  confidential  information  or  loss  of  information
carriers.  Organizing  analytical  work  to  prevent  leakage  of
confidential  information.  Planning of organizational  information
security processes. Organizing control over the state of protection
of confidential information at the enterprise. State, national and
industry  standards  for  information  security.  International
information security standards.

Learning  outcomes  of  the
discipline

-  organizes  his/her  professional  activities  to  ensure  information
security  as  per  the  current  regulatory  legal  acts
-  demonstrates  knowledge  of  how  to  organize  and  apply
regulatory  legal  acts,  normative  and methodological  documents
and organizes his/her professional activities to ensure information
security as per the current regulatory legal acts in full

Workload, c. u. 7c. u.
Reporting Forms Credit - 6th semester

Exam- 7th semester
List of essential and supplementary literature necessary for mastering the discipline
Essential literature 1.Organizational and legal support of information security / A. F.

Chipiga, M. A. Lapina. - Stavropol: NCSTU, 2014. - 525 p.
Supplementary literature 1.  Legal  support  of  information security:  textbook /  [under  the

general scientific ed. of V. A. Minaeva and others]. - Ed. 2nd, ext.
and enlarged -  Moscow: Maroseyka,  2013.  -  368 p.:  ill.,  tab.  -
(Computer science and information security).  - Bibliography: p.
360-368. 
2. Legal support of information security: textbook for students of
higher education institutions / ed. by S. Ya. Kazantseva. - 3 rd ed.,
reprint. - M.: Academia, 2015. - 240 p.: ill., fig., tab. - (Higher
professional education). - App.: p. 224-22
3.  Fundamentals  of  information  security  management.  Series
"Issues  of  information  security  management".  Issue  1
Miloslavskaya N. G. Senatorov M. Yu. Tolstoy A. I. Goryachaya
linia-Telecom  Publishing  House.  ISBN: 978-5-9912-0271-8,
2011: 244 p.
4.  Golikov  A.  M.  Fundamentals  of  Information  Security.
Publisher: TSUCSR (Tomsk State University of Control Systems
and  Radioelectronics)  ISBN:  978-5-868889-467-1  Year:  2018
Volume: 201 pages
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