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OCHOBBI OpraHM3aLM ¥ (YHKIMOHMPOBAHUS BBHIYHCTUTENBHBIX
cereii. Kputepuu Knaccupukauyy BBIYUCIUATENBHBIX —CeTew.
XapakTepuCTUKU BBIUMC/INATENBHBIX ceTell. CpesicTBa MOCTPOEHUS
ceteii DBM. Jloruueckasi v pusnueckasi CTpyKTypy3aLys ceTeit.
Mogens ISO OSI. CraHpapTHble CTeKM KOMMYHMKALMOHHBIX
MpOTOKOJIOB.  TexHojorud  obecrieueHus  6e30MacHOCTH B
BBIUHC/IUTE/IBHBIX CeTSX.

®dusnuecknii UM KaHalbHbBI YpPOBeHb IIOCTPOEHMsI CeTei.
dusnueckdii YpoBeHb TOCTPOEHUs BBIUMC/IMTENBHBIX —CeTell.
CraHziapTel Kaberel, MCMOMb3yeMBbIX [l TIOCTPOEHHUS CeTeil.
CTpyKTypupoBaHHasi KabenbHasi cucrema. becnpoBojHble ceTH.
KaHanbHbBI  ypOBeHb IOCTPOEHHsI BBIUMC/IMTENBHBIX —CeTel.
Metogp! focTyna K pasfensemMod cpefie. MeToibl KOMMYTalL[UH.
Yrpo3sl  Oe3omacHocTH  WMHGOPMAIMKM, — TiepelaBaeMoOd B
BBIUMC/IUTE/IBHBIX CeTSX, Ha ()M3MUeCKOM M KaHalbHOM YPOBHSIX.
MeTogp! X HEUTpanru3aLyy.

CeTeBoi1 ypoBeHb nocTpoeHust ceteil. MapuipyTtusauusi. CeTeBoi
YPOBeHb IOCTpPOeHUs1 ceTeil. PYHKIIMKM U UHTep(elChbl CeTeBOro
ypoBHs. CeteBoil ypoBeHb Internet. Ilpotokoser [Pv4, IPV6,
agpecauus B IP-cersix. IIpoTokosiel pasperueHus azgpecos ARP,
RARP. AsropuT™Mbl MapLIpyTHU3alii¥, HX XapaKTepUCTHKa.
[lpoToKoabl M aArOpUTMBI BHYTPEHHeM U MeXJOMeHHOH
mapupytusauuu (RIP, OSPF, IGRP, NLSP, EGP, BGP).
Be3onacHocTh  ceTeHe3aBUCHMMBIX  ypoBHed. TpaHcropTHas
MOJCUCTEMa BBIYACIUTENbHBIX ceTeil. TpaHCIOPTHBIM YpOBEHb
NocTpoeHus ceteil. TpaHcropTHbIE MPOTOKOBI B Internet: TCP u
UDP. TpaHCHOpPTHBIN YypOBeHb IIOCTPOEHWS CeTel. YTPO3bl
0e30MacHOCTH W CpeACTBa  OpraHM3alid  0e30MacHOro
rH(pOpMalMOHHOT0 B3auMogeicTBus B ceTsasx TCP/IP.

YpoBeHb NPUI0KEHUH. YTIpaB/eHUe BbIYMCIUTENbHBIMU CETSMHU.
[pencraBuTenbCKUM U TIPUK/IAAHON YPOBHU TIOCTPOEHUS ceTeit
SBM. TIpoToKO/IbI TIPUKIAAHOTO U TIPe/[CTaBUTeTHLCKOTO YPOBHeM
cety Internet. YmpaBsienue cetsimu OBM. OyHKIMKM NPOTOKOJIOB
yrnpasyeHust ceTbto. IIpoTokoss! ympasnenus SNMP u CMIP.
CerteBble cmyKObl ¥ Cpe/iCTBA yIIpaBJeHHsI.
[IporpaMMHO-TeXHUYeCKHe CpeJCTBa 3all{UThl BBIUMC/IATEIbHBIX
cetell. CpeficTBa KOHTPOJI BHEIIHEro nepumeTpa ceth. CpeZicTBa
KOHTPOJISI ZIOCTyra K ceTeBbIM Ciy)kbam. CpezcTBa aKTUBHOTO
ayJuTa BBIUMC/IUTENBHBIX ceTeldl. Kpunrorpaguueckue cpefcrsa
3aiUThl MHGOPMAMM B BBIYMC/IWTENBHBIX CeTsX. BUpTyanbHbIe
yactHele cetd. Ilporokon SSL. CpenctBa mNpoOTUBOAEHCTBUS
KOMIIbIOTEDHBIM BUpycam. CpejcTBa OpraHusalui JI0XKHOI'O
WHPOPMAL[MOHHOTO pecypca B ceTW. Vcrmonb3oBaHWe CpeZCTB
3auTel  MHGOpPMALMM B BBIUMC/IUTENBHBIX — CETAX  AJis
obecrieueHust WHPOPMaI[HOHHON 0e3omacHOCTH
VMH(OPMAaIMOHHBIX CUCTEM.

Pe3ysibTaThl 0CBOEHUS
JIUACLIATITAHBI

- TUIaHUpPYyeT TOPSJOK  CO3[aHUs  aBTOMAaTHU3UPOBAaHHBLIX
WH(POPMAI[UOHHBIX CCTEM B 3aIlUIIIEHHOM HCIOJTHEHUH;

- ompefenseT MporpaMMHbIe  (TIPOTPpaMMHO-TeXHHUECKHE)
CpeAcTBa  3alUThl  aBTOMAaTU3WPOBAaHHLIX  CHUCTEM  OT
HECAHKLMOHMPOBAHHOIO ZI0CTyMa K MH(OpPMALMK U ClIeLjaIbHbIX
TpPOrpaMMHBIX BO3/IeHICTBUIL Ha Hee;

- paspabarbiBaeT TpeOOBaHWS K CpeJCTBAM U CHUCTEMaM




“H(OPMaTH3aLYH B 3alULLeHHOM MCIIO/IHEeHNY;

- paspabaTbiBaeT pabouylo U KCITyaTaljMOHHYIO JOKyMEeHTalIo
Ha CpeAcTBa W CUCTeMbl WH(pOpMaTH3alud B 3allUIleHHOM
VICTIOJTHEHHUH.
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1. Bacuibes, B. 1. NIHTe/ekTyaibHble CUCTEMBI 3all{UThI
uHpopmary : yuebHoe mocobue / B. U. Bacunbes. 3-e
u3[. , cTepeoTuIl. - Mocksa : MammmHoctpoenue, 2021. -
172 c. - ISBN 978-5-907104-99-0. - TekcT : 37eKTpOHHBIN //
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https://www.studentlibrary.ru/book/ISBN9785907104990.ht
ml
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MUCuC, 2018. - 64 c. - Tekct : smekTpoHHbIM // 3BC
"KoHcynbTanT  cTygeHra" [catiT]. - URL

https://www.studentlibrary.ru/book/Misis_344.html

JononHuTenbHas
nTepaTypa

1. TuroB, B.M. WHdbopmaTuKa: 3KCIpecc-TIOArOTOBKa K
VMHTepHeT-TeCTHPOBaHUIO : yuebHOe nocobue
[DnekTponHbi pecypc] / B.M. TutoB, O.H. Pybanbckas,
O.B. ManenkoBa. - M. : ®uHaHchl U ctatuctuka, 2010. -
240 C. - ISBN 97S-5-279-03435-2. -
URL:http://biblioclub.ru/index.php?page=book&id=220387
2. TTetpenko, C.A. ITosuTHKH 6€301aCHOCTH KOMITAaHWUH TIPU
pabore B UHrepHer [OnekTtponHbiii pecypc] / C.A.
ITetpenko, B.A. Kyp6aTtoB. - 2-e u3g. - M. : JIMK TIlpecc,
2011. - 401 c. - ISBN 978-5-94074-728-4. - URL:
http://biblioclub.ru/index.php?page=book&id=85101

3. MakcumoB H.B. KommeroTepHble cetu: YuebHoe mocobue
[DnekTpoHHbIi pecypc] / H.B. Makcumos, W.W. ITonog.. - 3-
e u3J., uctp. u goi. - M.: @opywm, 2008. - 448 c.: ui.; 60x90
1/16. - (IIpodeccroHanbHOe o6pa3oBaHue). (TIeperyieT)
ISBN 978-5-91134-235-7, 3000 5k3. Pexum goctymna:
http://znanium.com/bookread.php?book=163728

4. Hukudopos C.B. BBejeHue B ceTeBble TeXHOJIOTHU:
OneMeHTbl TIPUMEHEHHsI U aJMHHUCTPUPOBAHUS CeTei:
Yueb. mocobue. — 2 u3a. [OnekrpoHHbidi pecypc] / C.B.
Hukudopos. — M: ®uHaHChl U cTtaTicThKa, 2007. — 224 c.:
wi. — ISBN 978-5-279-03280-8. Pexum pgocryma:
http://biblioclub.ru/index.php?
page=book_view&book_id=22146.

NnTepHeT-pecypcol

3BC «Jlanb» http://e.lanbook.com

OBC «YHuBepcureTcKas 6ubimoTeka online».
http://www.biblioclub.ru

AWBC «®ouant» http://catalog.ncfu.ru/catalog/ncfu

[TporpammMHoe obecrieueHue

OneparuonHasi cucreMa Windows, UHTeTpUpOBaHHBIH MMaKkeT
Microsoft Office, npukiagHoe porpaMMHOe obecrieueHue Jjist
MPOCMOTpAa BeO-CTpaHMIl, CO/Iep>KaHUsA BeO-10KyMEHTOB,
KOMITbIOTEPHBIX (Dali/ioB ¥ MX KaTajioroB, yIpaBieHus Beo-
TIPWIOKEHUSIMU.




MarepuanbHO-TeXHUUeCKoe
obecreueHue

1. IlporpaMmHbIe cpefcTBa [/l yHpaBleHUS IIPOEKTaMH,
aHa/M3a WHBECTUIMOHHBIX MpoekToB (Microsoft Project, Project
Expert u AltInvest, Microsoft Excel).

2. Ilporpamma tectoBoro KoHTposss AST-Test.

3. JlekuMoHHass ayguTOpUs JO/DKHA OBITH  000pyzOBaHUSA
MYyJIbTUME/IAA TIPOEKTOPOM.

4. KommbloTepHbId Kaacc w3 pacyera ofgHa [IDBM Ha fBa
yesioBeKa.




	Методы и средства защиты информации в корпоративных информационных системах

