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BBenenue

1. Haznauenue: obecriedeHrEe METOIUYECKOW OCHOBBI JJII OPTaHU3AIMHU M MPOBEICHUS
TEKyIIero KOHTpoJis 1o aucuuimiuHe «IIporpamMmMmHo-anmapaTHele CpeACTBa  3alUThI
uHpopmarum». Tekyui KOHTPOJIb 1O TaHHOW TUCIUIIINHE — BUJ CUCTEMATHUYECKON MPOBEPKU
3HAHWW, YMEHUM, HABBIKOB CTYJICHTOB. 3aJadyaMH TEKYIIETO KOHTPOJIS ABJISIOTCS MOJIyYEHUE
MePBUYHON MHPOPMALIHIO O XOJIC M KAYECTBE OCBOCHHS KOMITETECHIINH, a TAK)KE CTUMYJIMPOBAHUE
PETYJISIPHOM IIeJIeHANIPAaBICHHOU pa0OoThI CTYACHTOB. [JisT popMUPOBaHUS ONIPEICIICHHOTO YPOBHS
KOMIICTCHITHH.

2. ®OC sBnsiercs NPUIOKEHUEM K INporpamMme AUCUUIUIMHBI (Moxyisi) «lIporpammuo-
annapaTHble CpPeJCTBA 3alUThl HH(OPMALIUN»

1. Pa3paborumk: crapmuii mpemnojgaBareib Kaeapbl BBIYUCIUTECIBHON MaTeMaTHKHA M
kubepHetuku Psaones C.C.

2. Ilposenena sxcnepruza POC.
HiieHsI DKCIIEPTHOM TPYIIIBL:

[Ipencenarens babenxo M.I'., 3aBenyrommii kadeapoil BEIYMCIUTENFHOW MAaTeMaTHKH W
KHOEPHETHUKH

YsneHbl KOMUCCHHU:

Ocunos JI.JI., noueHT kadeapbl BBIYUCIUTEIbHON MaTeMaTUKU U KUOEPHETUKHU

I'ycesa JIJI., nonieHT Kadeapbl BEIYUCIUTENLHON MAaTEMAaTUKU U KUOEPHETUKH

[TpencraBuTens opranuzauuu-padoronarens: bepesnuuxuit A.C., 3amectutens aupekropa PbY

«CeBepo-KaBkasckuli permoHaIbHBINA IIEHTD CVIEOHON dKcHepTu3bl MUHHCTEPCTBA FOCTUIINHA
PDy.

OkcneprHoe 3akmoueHue: Ilpencrasiaenssiii @OC no gucumniuHe «lIporpammuo-
amnmapaTHbIe CpeAcTBa 3amuThl WHOOpMaIuu» cooTBeTcTBYeT TpeboBanusim DOI'OC BO.
[Ipennaraemsle mpenosaaBaTeneM (GOpPMBI U CPEACTBA TEKYLIETO KOHTPOJS aJeKBAaTHBI LENsAM U
3a/ladyaM peansalnry 00pa3oBaTeIbHON MPOTrpaMMbl BhICILIEr0 00pa30BaHUs M0 CHELHMATBLHOCTU
10.05.01 KommbroTepHass 0e30macHOCTb, a TaKXke LEIsIM U 3ahadaM paloueil mporpammsl
peanuzyeMoil yueOHOM qucUIIMHbL. OLIeHOYHbIE CPE/ICTBA AJIs IPOBEIEHUS TEKYIIET0 KOHTPOJIS
yCIIEBaEMOCTH U MIPOMEKYTOUHOM aTTeCTallM MPEACTABICHBI B TOJTHOM 00beMe.

5. Cpok nericteus @OC: Ha Bech nepuop peanuzanuu OIT BO.



1.

(hopMupoOBaHUsl, ONUCAHHE IIKAJ OLlEeHUBAHUA

Onucanue nmokasarejieid u KPUTEPHUEB OLCHUBAHUA HA PA3JIUYHBIX 3Tamax HUX

YpoBHU
c(hOpMHUPOBAHHOCT
U KOMIIETEeHIU (M),
uHAUKaTopa (OB)

Jeckpunropst
MuHuManbHbIN MuHuManbHbII
YPOBEHb HE JOCTUTHYT YPOBEHb Cpenunii ypoBeHb | BvIcokwii ypoBeHB
(HEYIOBJIETBOPHU- (YIIOBIETBOPUTEIHH (xopor1o) (oTanuHO)
TEJIBHO) 0) 4 6ama 5 bansoB
2 Oaa 3 bamna

Komnemenyua: TIK-2 CnocoOeH NUpoBOIUTH CepTHOUKALUIO TP

MH(OpMaLMK 1 aHAJIN3 PE3YJILTATOB

OrpaMMHO-armnapaTHbI

X CpPEICTB 3alllUThI

Pesynbrarsl
00y4eHHS IO
JICTIATUTAHE
(Momymro):
Huouxamop:
WA-1 nxa
pUMEHSET
HHCTPYMEHTAJIbHEI
e cpecTBa
MPOBEICHUS
CepTUDHUKAIIMOHH
bIX UCTIBITAHUN

C rpyOpiMu
omudKaMu
aHANMM3UPYET
KOMIIBIOTEPHYIO
CUCTEMY C LIEJIBIO
OIPEIENICHUS YPOBHS
3aIUMIIEHHOCTH U
nosepust; [Ipumensier
MHCTPYMEHTAJIbHBIE
CpeICTBa IPOBEICHUS
cepTU(DHKAIIMOHHBIX
HUCTIBITAaHUH;
COCTaBJISCT U
odopmiisieT
AHAIUTUYECKUH OTUET
IO NPOBEIEHHBIM
CepTUPUKAITTOHHBIM
WCHBITaHUSIM; J€JIaTh
BBIBOJIBI 110 OLIEHKE
3aIUIICHHOCTH Ha
OCHOBaHUU
AQHAJTUTUYECKOT O
oTyera.

Ha mMunumansHoM
YpOBHE
aHATM3UPYET
KOMIBIOTEPHYIO
CHCTEMY C TIETIBI0
OTIpe/IeIeHUs
YpOBHS
3aIIMIIEHHOCTH U
JTIOBEPHS,
IIpumenser
WHCTPYMEHTAIbHBIE
cpencTBa
MIPOBEJICHUS
CepTUPHUKAIIMOHHBI
X UCITBITAHNM;
COCTaBJIsIET U
odopmiseT
AHATUTUICCKUN
OTYET I10
TIPOBEICHHBIM
CepTUPHUKAIIMOHHBI
M MCIIBITAHHIM;
JieJIaTh BBIBOBI 11O
OIICHKE
3alIMIICHHOCTH Ha
OCHOBaHUHU
aHAJTUTUYECKOTO
oTYeTa.

Ha cpennem
YpOBHE
aHATM3UPYET
KOMIBIOTEPHYIO
CHCTEMY C TIETIHI0
OTIpe/IeIeHUs
YpOBHS
3alIAIICHHOCTH U
JTIOBEPHS;
IIpumenser
HHCTPYMCHTAJIbHBI
€ cpescTBa
MIPOBEJICHUS
CepTUPHUKAIIMOHHBI
X UCITBITAHNM;
COCTaBISICT H
odopmiseT
AHAIUTUYECKUHN
OTYeT O
TIPOBEICHHBIM
CepTUPHUKAIIMOHHBI
M HCIIBITAHHSIM;
JIeNaTh BBHIBOJIBI 11O
OIICHKE
3aIUIIEHHOCTH Ha
OCHOBaHUU
AHATUTHYECKOTO
oTyerTa.

Ha Bricokom
YpOBHE
aHAIM3UPYET
KOMIBIOTEPHYIO
CHCTEMY C IEJhI0
OTIpeIeIeHUs
YpOBHS
3aIUIICHHOCTH U
JIOBEPHS,;
IIpumenser
HHCTPYMCHTAJBHEI
€ CpeacTBa
MIPOBEICHUS
CepTHU(PHUKAIIMOHHBI
X MCIIBITAaHUM;
COCTaBJISIET U
odopmiser
aHAIMTUICCKUI
OTYET I10
TIPOBEACHHBIM
CepTHU(PHUKAIIMOHHBI
M UCIIBITAaHUSM;
JieJaTh BHIBOABI 11O
OIICHKE
3aIIUIIEHHOCTH Ha
OCHOBaHUU
aHAJTUTUYECKOTO
OTYeTa.

Komnemenyus: T11K-

TpeOOBaHMUIM MO 3aIUTe HHPOPMAIHH

3 Crnocoben IIPOBOAUTH aTTECTALIUIO 00BEKTOB BEIYUCIIMTENILHOW TEXHUKH Ha COOTBETCTBHE

Pesynbrarsl
00ydeHHs 1o
JUCTIATUTAHE
(Momymo):
Unouxamop:
WI-1 nk3
paspabatbiBaeT
POTPaMMBbI U
METOJTUKH
aTTEeCTAIIMOHHBIX
WCIIBITAHUH
00BEKTOB
BBIYUCITUTEILHON
TEXHUKHU Ha
COOTBETCTBHE
TpeOOBaHUAM TIO
3amnmre
nHpOpPMALIT

C rpyObiMu
OILIMOKaMuU
pa3pabatbIBaeT
MPOTrPaMMBbI 1
METOUKH
aTTeCTalMOHHEIX
HCIBITAaHUH 00HLEKTOB
BBIYHMCIIMTEILHOM
TEXHUKH Ha
COOTBETCTBHE
TpeOOBAHUAM I10
3amuTe HHOOPMAIIHH;
MIPOBEICHUS
aTTeCTallMOHHBIX
HCIIBITAaHUNA 00OBEKTOB
BBIYHCIIUTEIILHOMN
TEXHUKH Ha
COOTBETCTBHE
TpeOOBaHUAM 1O
3amuTe HHGOPMAaI;
[TOATOTOBKH
3aKJIFOYCHUS 10
pe3yipTaTaMm

Ha munnmansHOM
YpOBHE
pa3pabatbIBacT
MPOTrPaMMBbI U
METOUKH
aTTeCTalMOHHEIX
HUCIIBITAaHUI
00BEKTOB
BBIYHCIIUTEIILHON
TEXHUKH Ha
COOTBETCTBHE
TpeOOBaHUAM 10
3alUTe
nHdopmanuy;
MIPOBEICHUS
aTTeCcTalMOHHbIX
HUCIIBITAaHUI
00BEKTOB
BBIYHUCIIUTEIILHOMN
TEXHUKH Ha
COOTBETCTBHE
TpeOOBaHUAM 10
3aIUTe

Ha cpennem
YpOBHE
pa3pabatbIBacT
MPOTrPaMMBbI U
METOUKH
aTTeCTAIMOHHBIX
HUCITBITAaHUHI
00BEKTOB
BBIYHCIIUTEIILHON
TEXHUKH Ha
COOTBETCTBHE
TpeOOBaHUAM 10
3alIUTe
nndopmanuy;
MIPOBEICHUS
aTTECTAIMOHHBIX
HUCIIBITAaHUI
00BEKTOB
BBIYHCIIUTEIILHOMN
TEXHUKH Ha
COOTBETCTBHE
TpeOOBaHUAM 110
3aIUTe

Ha BricokOoM
YpOBHE
pa3pabaTbIBaeT
IpOTPaMMBI U
METOIUKH
aTTEeCTAI[MOHHBIX
HUCITBITAHUI
00BEKTOB
BBIYHCIIUTEILHOM
TEXHUKH Ha
COOTBETCTBHUE
TpeOOBaHUAM NO
3aIUTE
nH}popManuy;
MIPOBEACHUS
aTTECTAIMOHHBIX
HUCITBITAHUI
00BEKTOB
BBIYHCIIUTEIILHOM
TEXHUKH Ha
COOTBETCTBHE
TpeOOBaHUAM 1O
3aIUTE




aTTecTalyy OOBEKTOB | MH(pOpMAINY; nndopmanuy; nHpopManuy;
BBIYHUCITUTENHHOMN MOATOTOBKU MOATOTOBKU MOATOTOBKH
TEeXHUKH Ha 3aKJTIOYCHAS IO 3aKJIIOYCHAS IO 3aKIIFIOYCHAS IO
COOTBETCTBHE pe3yiIpTaTaMm pe3yiIpTaTaMm pe3yibTaTamMm
TpeOOBAHUAM TI0 aTTeCTaluu aTTeCTaluu aTTeCTaIuu
3amute HHPOpMaIui. | OOBEKTOB 00BEKTOB 00BEKTOB
BBIYHCIIUTEIBHOM BBIYHCIIUTENBHOM BBIYUCIIUTEIBHON
TEXHUKH Ha TEeXHUKH Ha TEeXHUKH Ha
COOTBETCTBHE COOTBETCTBHE COOTBETCTBHUE
TpeOOBaHUAM 110 TpeOOBaHUAM 110 TpeOOBAHUAM IO
3aIuTe 3aIuTe 3aluTe
nndopmanum. nHdopmanum. UH(OpMALIIH.
Pesynprarsl C rpyOpiMu Ha munumansHOM Ha cpennem Ha BeIcOKOM
00yueHus no | omuOKaMH MPOBOJIUT YPOBHE MTPOBOAUT YPOBHE MIPOBOAUT YPOBHE MIPOBOAUT
JCTIATUTAHE aTTEeCTAIlNOHHEIC aTTEeCTAIlHOHHEIC aTTEeCTAIlHOHHEIC aTTEeCTAllMOHHBIC
(Momymro): UCTIBITAHUS HCTIBITAHUS HCTIBITAHUS HCTIBITAHUS
Huouxamop: 3aIUIICHHOCTH 3aIIAIICHHOCTH 3aIIAIICHHOCTH 3aIUICHHOCTH
nJ-2 nk-3 | 0OBEKTOB 00BEKTOB 00BEKTOB 00BEKTOB
MIPOBOJUT BBIYHCIUTENBHON BBIYHCIIUTENBHOM BBIYHCIIUTENBHOM BBIYUCIIUTEIBHON
aTTEeCTAIlHOHHEIC TEXHUKU; TIPOBEICHUS | TEXHUKH; TEXHUKU; TEXHUKH;
WCIIBITAHUS IKCIIEPUMEHTAIHHBIX MIPOBEJICHUS MIPOBEJICHUS MIPOBEICHUS
00BEKTOB HCCIIeI0BaHUI IKCIIEPUMEHTAJIbHBl | OKCIIEPUMEHTAIBH | DKCIEPUMEHTANbH
BBIYHMCIIUTEILHOM YpOBHEH X MCCIEIOBaHUH BIX HCCIIEIOBAHUH BIX MCCJICIOBAHUI
TEXHUKHU Ha | 3alIUIIEHHOCTH YpOBHEH YpOBHEH YpOBHEHN
COOTBETCTBHE 00BEKTOB 3aIUIIEHHOCTH 3aIUIIEHHOCTH 3aIIUIIEHHOCTH
TpeOOBaHUSM TI0 | BBIYMCIUTEIBHOM 00BEKTOB 00BEKTOB 00BEKTOB
3ammre TEXHUKA BEIYHCITUTEITEHON BEIYHCITUTEITEHON BBIYHCITATEIIEHON
HHPOPMALIUK | TEXHUKA TEXHUKA TEXHUKH
odopmiseT
OTYCTHBIC
MaTepHabl

OueHoYHBbIE CPeICTBA /1JIsl IPOBEPKH YPOBHS ChOPMHUPOBAHHOCTH KOMIIETEHIU I

4 cemecTp
Howmep o
IIpaBuiIbHBINA OTBET ConeprxaHue Bopoca Kommnerenmus
3a1aHHs
1 Yo Takoe TOJIUTUKA [K-3
0e30macHOCTH
Uro Takoe anmapaTtHoe [K-3
2. obecriedeHre CPEICTB 3aIIUTHI
ocC
3. Uto Takoe 00BEKT JOCTYIIA TIK-3
4. Urto Takoe MeToa AOCTyna TIK-3
5. Uro Takoe cyOBEKT JOCTyIa [K-3
6. Uro Takoe mpaBo JocTyna [K-3
7 Uro Takoe pa3rpaHuueHHE MIpaB [K-3
JIOCTyTIa
8. Urto Takoe ysI3BUMOCTh [K-3
9. Uro Takoe yrposa [K-3
Uro Takoe [K-3
10. HECaHKLHMOHUPOBAHHBIN
JOCTYI
11 Uto Takoe MoauTHKA IK-3
) 6€3011aCHOCTH OPTaHU3AINH
12. Urto Takoe cMapT-KapTa IK-3
13 Uto Takoe TeXHUYECKast IK-3
) 3auuTa MHGOpMAaLU
Uto Takoe TEXHUYECKOE IK-3
14 CPENCTBO 0OeCTIeYeHUs
’ HWHPOPMATMOHHOM
6e3omacHOCTH
15 Urto Takoe cpe/ICTBO 3alUThI IK-3
) nHpopMannu




16.

UYro Takoe cepTU(UKAIHS
CPEJCTB TEXHUYCCKOM 3allIUThI
uHOpMAITHH

IK-3

17.

Y10 Takoe cucTeMa 3amiuThl
nHOpMAITHH

IK-3

18.

Uro Takoe cepTuHUKAIHI Ha
COOTBETCTBHE TPEOOBAHUAM IO
0e30macHOCTH HHQOPMAIHH

IK-3

19.

Yo Takoe oleHKa

COOTBETCTBHSA TPEOOBAHMAM 110
31

IK-3

20.

Yro Takoe kpurepuit
obecrieueHus: MO OpraHU3aALUH

I1K-3

21.

Yto TaKkoe J0BEpEeHHAs
3arpyska

I1K-3

22.

Yto Takoe (hyHKIMOHATBHBIN
00BEKT

I1K-3

23.

YT0 TaKoe XapaKTePUCTHKA
0e30MacHOCTH 00OBEKTa

I1K-3

24.

Uro Takoe MaTepuanbHbIN
HOCHTEJIb MH(pOPMAIUU

I1K-3

25.

Yto Takoe BIajaciell
cepTU(UKaTa KIH0Ua IPOBEPKU
SJIEKTPOHHOM MOIUCH

I1K-3

26.

Yto TaKoe U103 0€30MacHOCTH

IK-3

27.

Yro Takoe artoCTCPUOPHBIC
3aIIUTHBIC MCPBI

IK-3

28.

Yro Takoe 6I/IOMeTpI/I‘IeCKI/Ie
IICPCOHAJIBHBIC TaHHBIC

IK-3

29.

Yro Takoe BTOPKCHHEC

MK-3

30.

Uto Takoe THIIEPBH30D

MK-3

31.

Yro Takoe
JIEMWJIATAPU30BaHHAS 30HA

IK-3

32.

Yro Takoe 3amuInaeMbIe
MPOrpaMMHBIE CPEICTBA

IK-3

33.

UT0 Takoe HHCTPYMEHTAJIbHbIE
CpEJICTBA ayuTa

IK-3

34.

Yro Takoe
KBaJIM(ULIUPOBAHHBIM
cepTu(UKAT KII0Ya IPOBEPKU
3JIEKTPOHHOM MOJNUCH

I1K-3

35.

UT0 Takoe MEKCEeTEeBOM IKpaH

IK-3

36.

Uro Takoe nokasareib
3alIMIIEHHOCTH HHPOPMAIUU

IK-3

37.

Uro Takoe ya0CTOBEPSOIUI
LEHTP

IK-3

38.

Habop TIpOTpaMM,
TIpeHa3HaYEeHHBIX JUTs
oOHapyXeHHsT OeCIPOBOIHBIX
ceTei, repexBaTa
Tepe1aBaeMoro qepes
OecripoBOHBIE CeTH TpaduKa,
aynuta WEP u WPA/WPA2-
PSK kmiouert mmppoBaHUS
(poBepka CTOWKOCTH), B TOM
gucne meHTtecta (Penetration
test) OecnpoBOAHBIX  ceTei
(mosIBEp)KEHHOCTh aTakaM Ha
obopysoBaHHEe W arakaM Ha
QITOPUTMBI IU(PPOBAHMS)

a: tepdump

b: RRDtool

c: Carnivore

IK-3




d: Aircrack-ng

K Ouomerpuueckoir cucreme TIK-3
3aIIUTHl OTHOCATCS
a: 3amuTa napoyiemMm
39. d b: ®usmueckas 3ammra JaHHBIX
¢: AHTHBHUpYCHas 3allHTa
d: Unentndukanms 1o
paxyXKHOH 000JI0UYKe TJ1a3
K  ammapaTHO-IpOorpaMMHBIM IK-3
cpeacTBaM 3aIIUTHI
nH}OpManu OTHOCSTCS:
40. a,b a: CHCTEMBI MICHTU(DUKAIMHA U
ayTeHTH(UKaMn
10JIb30BaTENCH
b: cucremsl muppoBaHus
YcrpolicTso, IIporpaMma, I1K-3
KOTOpBIE OCYIIECTBIIIOT
¢unbTpanMio  JaHHBIX ~ Ha
41, c OCHOBE 3apaHee 3alaHHOH 0a3bl
TIPaBHIT:
a: aBTOpH3aIHA
b: MoHUTOPUHT
C: MEXCETEBOM 3KpaH
VYcTpolicTBa [ UTEHUS CMapT- I1K-3
KapT MOTYT MOJKIIOYAThCS K
KOMIIBIOTEPY 10 CPECTBAM:
42. a,b,c a:MocJeA0BaTeNbHOTO NOpTa
b:cnora PCMACIA
c:USB
d: PATA
Uro M3 NEpeyucieHHOIo He [K-3
sisierca CK3U
43, d a: Signal-COM CSP
b: LISSI-CSP
c:VipNet CSP
d: CRAMM
UTro u3 NepeducIeHHOro He IK-3
SBJISIETCS. THUIIOM  YIIPaBJICHUS
JOCTYIIOM
44. a a:SLAAC
b:CBAC
c: LBAC
d: ABAC
®opma aBTOMaTHYECKOI [K-3
3aliCH B XPOHOJIOTHYECKOM
TIOpPSIIKE orepanui B
nH(pOpPMaNMOHHBIX
TEXHOJIOTHSIX, TPOLECC 3aICh
nH(pOpMannN 0 MPOUCXOISIINX
B pamKax KaKoro-imnoo
nporecca c HEKOTOPBIM
45. b
00BEKTOM COOBITHSIX,
HaTpuMep, B Gaiin
peructpanmu Wi B 0azy
JTAHHBIX
a:ayanuT
bxypHanupoBaHue
C:IIpOBEpKa
d: ceprudukanns
[Tpexncrasnsier coboil cucremy IK-3
(6o areHra), KOoTOpas
46. a OTCJIe)KUBAET M aHAIU3ZUPYET
KOMMYHHUKAIIMOHHbIE

IIPOTOKOJIBI  CO  CBA3AHHBIMH



https://www.signal-com.ru/products/crypt/signal-com
http://soft.lissi.ru/ls_product/skzi/lissi-csp/
https://infotecs.ru/downloads/besplatnye-produkty/?id_product=2096
https://ru.wikipedia.org/wiki/%D0%9F%D1%80%D0%BE%D1%86%D0%B5%D1%81%D1%81_(%D0%B8%D0%BD%D1%84%D0%BE%D1%80%D0%BC%D0%B0%D1%82%D0%B8%D0%BA%D0%B0)
https://ru.wikipedia.org/wiki/%D0%98%D0%BD%D1%84%D0%BE%D1%80%D0%BC%D0%B0%D1%86%D0%B8%D1%8F
https://ru.wikipedia.org/wiki/%D0%A4%D0%B0%D0%B9%D0%BB_%D1%80%D0%B5%D0%B3%D0%B8%D1%81%D1%82%D1%80%D0%B0%D1%86%D0%B8%D0%B8
https://ru.wikipedia.org/wiki/%D0%A4%D0%B0%D0%B9%D0%BB_%D1%80%D0%B5%D0%B3%D0%B8%D1%81%D1%82%D1%80%D0%B0%D1%86%D0%B8%D0%B8
https://ru.wikipedia.org/wiki/%D0%91%D0%B0%D0%B7%D0%B0_%D0%B4%D0%B0%D0%BD%D0%BD%D1%8B%D1%85
https://ru.wikipedia.org/wiki/%D0%91%D0%B0%D0%B7%D0%B0_%D0%B4%D0%B0%D0%BD%D0%BD%D1%8B%D1%85

crcTeMaMu WIH
nojp3oBaressiMu.  Jns BeO-
cepBepa moTo0Hast COB
O0OBIYHO BeIET HAOIIONEHHE 3a
HTTP u HTTPS nportoxonamu.
[pu wncnoxp3oBanmun HTTPS
COB nmomxkHa pacrionaraTbCs Ha
TakoM uHTepdeiice, YTOOBI
npocmarpusate HTTPS nmaketst
emé 10 HX MUPpPOBaHUI U
OTIPaBKH B CETh.

a: OcHOBaHHas Ha TPOTOKOJIE
COB (Protocol-based IDS,
PIDS)

b: OcHOBaHHAs Ha MPHUKJIATHBIX
mpotokonax COB (Application
Protocol-based IDS, APIDS) c:

T'ubpugnas COB
d: VYzmoBas COB (Host-based
IDS, HIDS)
KiroueBbiMu napameTpaMu I1K-3
Ppe3epBHOTO KOIIUPOBAHUS
SIBJISIFOTCS
a: RPO — Recovery Point
47. a,b Objective;
b: RTO - Recovery Time
Objective.-based IDS, APIDS)
c: Incremental backup
d: Full backup
Hudposoit cepTuduKar IK-3
WHIUBHy aTbHBIH, TUTs
HUACHTH(QUKAINKN JIEKTPOHHOMH
noutsl  corjmacHo  VeriSign
48. a OTHOCHTCS K KJIaccy
ar 1
b: 2
c:5
d: 4
K anroputmam 35eKTpOHHOI IK-3
TIOJITIACH OTHOCHTCS
a: Cxewma Illnoppa
49- a b: DORA
c¢: Touch-Memory
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cucrteMa OuouAeHTU(DUKALNH
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HNOJIMHHOCTD  (HamlmpuMep, 110
50. b OTIEYaTKY rajbla)
TI0JIb30BaTeIs, HE
3apEerHCTPUPOBAHHOTO B
cucTeMe
a: FRR
b: FAR
c: ROC

d: CER




2.0nucanmne MKaJAbl OEHUBAHUSA

B paMkax peHTHHIOBOM CHUCTEMBI YCIIEBAEMOCTb CTYJIEHTOB IO KaXKIOW JUCLUIIIMHE
OILICHMBAETCA B X0JI€ TEKYIIEro KOHTPOJIS U MPOMEXKYTOUHOM arTecTanuu. PeliTuHrosas cucrema
OIICHKW 3HAHWW CTYJCHTOB OCHOBaHa HAa WCIIOJIB30BAHUH COBOKYITHOCTH KOHTPOJBHBIX
MEPONpPUIATHI TIO0 TMPOBEpKEe MNPONHIEHHOrO MarepHuaia (KOHTPOJIbHBIX TOYEK), ONTHMAalbHO
pacToJIOKEHHBIX HAa BCEM BPEMEHHOM WHTEpBaje W3YYCHUS MUCHUIUIMHBL. [IpuHIHIBI
PEUTHHIOBOW CHCTEMBI OLIEHKU 3HAHUM CTYJCHTOB OCHOBBIBAIOTCS HA TPEOOBAHUAX, OMKUCAHHBIX
B [lonoxxenuu 06 opranuzanuu 00pa3oBaTeNLHOIO MPOIEcca HA OCHOBE PEHTHHIOBOI CHCTEMBI
oneHku 3HaHuM cTyJ1eHTOB B DI'AOY BO «CKDVY».

Peiimuncosasn cucmema oyenxu ne npedycmompeno 0isi CHYOEHmMOo8, 00y4arouuxcs Ha
00pazoeamenvbublX  NPOSPAMMAX —YPOBHA  8blCUie20 00pA308aHUs  Mazucmpamypbel, O
00yyawWuxcs Ha 06pPa306aMeNbHBIX NPOSPAMMAX YPOBHS BbICUIE20 00PA308aHUA DaKAIA8puama
3A0YHOU U OYHO-3A0UHOU POPMbL 0OVUEHUSL.

3. Kputepuu ouleHMBAaHUS KOMIIETEH UM

OneHka «OTIMYHO» BBICTABIISETCS CTYJEHTY, €CJIM OH Ha BBICOKOM YPOBHE: aHAJIU3UPYET
KOMITbIOTEPHYIO CHCTEMY C LIEJIbI0 OIPEeNICHHs YPOBHSI 3allUILEHHOCTH U 1oBepus; [Ipumenser
MHCTPYMEHTAJIbHBIE CPEICTBAa IMPOBEACHUS CEePTU(UKANMOHHBIX HCIBITAHUN; COCTABIACT M
oopMIIsieT aHATUTUYECKUH OTYET MO MPOBEICHHBIM CEPTUPUKALIMOHHBIM UCIBITAHUAM; JIeJIaTh
BBIBO/IbI 110 OLIEHKE 3alLUIIIEHHOCTH Ha OCHOBAHWN aHAJIMTUYECKOTO OTYETA.

O1eHKa «XOpoLIO» BBICTABISIETCS CTYIEHTY, €CIM Ha CPEeJHEM YPOBHE: aHAJIU3UPYeT
KOMIIBIOTEPHYIO CUCTEMY C II€JIbIO OIIPENIEICHUS YPOBHS 3alUIIEHHOCTH U AoBepus; [Ipumenser
UHCTPYMEHTAJIbHbIE CPEICTBAa IPOBEACHUS CEePTU(UKALMOHHBIX HCIBITAHUN; COCTaBISET U
0(QOopMIISIET aHATTUTUYECKUM OTYET IO POBEJACHHBIM CEPTU(PUKALMOHHBIM UCIIBITAHUSM; AENIaTh
BBIBO/IbI 110 OLIEHKE 3aIUIIEHHOCTH Ha OCHOBAHUHU AHAJTUTUYECKOI'0 OTYETA.

O1eHKa «yJOBJIETBOPUTEIBHO» BBICTABISETCS CTYJCHTY, €CIIM HA MUHUMAIbHOM YPOBHE:
AQHIN3UPYET KOMIBIOTEPHYIO CHCTEMY C II€JIbIO OINPEIENICHUS YPOBHS 3alUIIEHHOCTH U
nosepust; llpuMmeHsieT HMHCTpyMEHTalbHbIE CpEJICTBA IPOBEIEHUS  CEPTUPHUKALMOHHBIX
UCIBITAaHUM; COCTaBiIsieT M O(QOpMIISET AHAJIUTUYECKUH OTYET [0 MPOBEACHHBIM
CepTU(PHUKALMOHHBIM HCHBITAHUSAM; JIEJIaTh BBIBOJIBI MO OIIEHKE 3AIIMIIEHHOCTH HA OCHOBAaHHUU
AQHAIUTUYECKOTO OTYETA.

OneHka «HEYJOBJIETBOPUTENIbHO» BBICTABISETCS CTYACHTY, €CIM OH C TpyObIMH
OIIMOKaMHU: aHaJIM3UPYET KOMIBIOTEPHYIO CHUCTEMY C LEIbI0 OINpEAENEHUs ypOBHS
3alMIICHHOCTH M JoBepus; lIpuMeHseT WHCTpyMEHTaJIbHBIE CpEACTBA  INPOBEIEHUS
CepTU(UKAIMOHHBIX HCHBITAHUHN; COCTaBiIseT M O(OpPMIIAET aHAIUTUYECKUI OTYET 10
IPOBEIEHHBIM CePTU(PUKALMOHHBIM UCTIBITAHUSAM; JIEJIaTh BBIBO/IBI 10 OLIEHKE 3AIIUIIIEHHOCTH Ha
OCHOBaHUU aHAJIUTUYECKOTO OTYETA.

O1eHKa «OTIAMYHO» BBICTABIISICTCS CTYIEHTY, €CIIM OH Ha BBICOKOM YPOBHE: pa3padaTbiBaeT
IPOrpaMMbl U METOAMKHU aTTECTAI[MOHHBIX UCHBITAHUI OOBEKTOB BBIUYMCIUTEIHLHOW TEXHUKU Ha
COOTBETCTBUE TPEOOBAHUSM I10 3aILUTE HH(POPMALUU; TIPOBEIEHUS aTTECTAIIMOHHBIX UCIIBITAHUN
00BEKTOB BBIUMCIMTEILHOW TEXHUKH Ha COOTBETCTBHE TPEOOBAHUAM IO 3alllUTe MH(POPMAIIUU;
HOJTOTOBKH 3aKJIIOYEHHUs 10 pe3ysibTaTaM aTTecTali OOBEKTOB BBIYUCIUTENLHON TEXHUKH Ha
COOTBETCTBUE TPEOOBAHUSAM I10 3aIIUTE UHPOPMALUH.

O1eHKa «XOpOIIO» BBICTABIISETCS CTYACHTY, €CIM Ha CpeJHEM ypOBHE: pa3pabaThiBaeT
POrpaMMbl U METOAMKHU aTTECTAI[MOHHBIX UCHBITAHUI 0ObEKTOB BBIUYMCIUTEIHLHOW TEXHUKU Ha
COOTBETCTBUE TPEOOBAHUSM I10 3aIUTE WH(POPMALUN; TIPOBEIEHUS aTTECTAIMOHHBIX NCIIBITAHUN
00BEKTOB BBIUMCIMTEILHOW TEXHUKH Ha COOTBETCTBHE TPEOOBAHUSAM IO 3allUTe MHPOPMAIIUU;
MOJTOTOBKH 3aKIIIOYECHHUS 10 Pe3ysbTaTaM aTTeCTal OOBEKTOB BBIYUCIUTENFHON TEXHUKH Ha
COOTBETCTBUE TPEOOBAHUSAM I10 3aIIUTE HHPOPMAIUH.

OneHka «yJOBJIETBOPUTEIBHO» BBICTABISAETCS CTYJEHTY, €CJIM HA MUHUMAaJIbHOM YPOBHE:!
pa3zpalbaTeiBaeT MpPOrpaMMbl M  METOJMKH  aTTECTAllMOHHBIX  HCIBITAaHUN  OOBEKTOB
BBIYUCIIUTENbHON TEXHUKH Ha COOTBETCTBHE TPEOOBAHHM IO 3aIUTe HHPOPMALIUU; TPOBEACHUS
aTTECTAllMOHHBIX HCMBITAHUM OOBEKTOB BBIYMCIUTEIBHON TEXHUKM Ha COOTBETCTBHUE



TpeOOBaHUAM IO 3alIUTe MHPOPMALMU; NOATOTOBKH 3aKJIIOUEHMS 110 pe3yJIbTaTaM aTTeCcTalluu
00BEKTOB BEIYUCIUTEILHON TEXHUKH HAa COOTBETCTBHE TPEOOBAHUSM I10 3aIUTe WH(POPMAIIHH.

OneHka «HEYJOBIETBOPUTEIIHO» BBICTABISETCS CTYAEGHTY, €CIM OH C TIpyObIMHU
omunOKaMu: pa3padaTbIBaeT MPOrpaMMbl U METOAMKH ATTECTAMOHHBIX HCIBITAHUI OOBEKTOB
BBIYUCIIUTEIbHON TEXHUKH Ha COOTBETCTBHE TPEOOBAHHM 110 3aIUTe HHPOPMALIUK; TPOBEACHUS
aTTECTALlMOHHBIX MCIBITAHUM OOBEKTOB BBIYMCIUTEIBHON TEXHUKM Ha COOTBETCTBUE
TpeOOBaHUAM IO 3al[UTe WH(POPMALMK; TOATOTOBKH 3aK/IIOUEHHs 110 pe3ysibTaTaM aTTeCTalluu
00BEKTOB BEIYMCIUTEILHON TEXHUKH HAa COOTBETCTBHE TPEOOBAHUSM I10 3aIUTE WH(POPMAIIHH.

OneHka «OTJIIMYHO» BBICTABISETCS CTyAEHTY, €CIM OH Ha BBICOKOM YPOBHE: IPOBOJUT
aTTEeCTAlMOHHBIC HCIIBITAaHHS 3aIUIIEHHOCTH 0OBEKTOB BHIYMCIUTEIBHON TEXHUKU; TPOBEICHUS
9KCHEPUMEHTAJIbHBIX MCCIEOBAHUN YpPOBHEH 3allUILEHHOCTH OOBEKTOB BbIUMCINUTEIBHON
TEXHUKH.

OneHka «XOpolO» BBICTABIAECTCA CTYICHTY, €CIM Ha CPEIHEM YPOBHE: IPOBOJUT
aTTEeCTAIlMOHHBIE HUCIIBITAHHS 3aIUIIEHHOCTH 0OBbEKTOB BHIYMCIUTEIBHON TEXHUKU; TPOBEICHUS
9KCHEPUMEHTAJIbHBIX MCCIEOBAHUN YpPOBHEH 3alUILEHHOCTH OOBEKTOB BbIUMCIUTEIBHON
TEXHUKH.

OneHka «yJOBJIETBOPUTEIBHO» BBICTABIISAETCS CTYIEHTY, €CJIM HA MUHUMAaJIbHOM YPOBHE:!
IPOBOJIUT ATTECTAIIMOHHBIC MCIBITAHHUS 3alIMIIEHHOCTH OOBEKTOB BBIYHMCIMTEIBHON TEXHUKH;
IPOBEIEHUS  SKCIEPUMEHTAIBHBIX  MCCIEJOBAHUN  YpPOBHEH  3aIMIIEHHOCTH OOBEKTOB
BBIYMCIINTEIILHON TEXHUKHU.

OneHka «HEYJOBJIETBOPUTEIIHO» BBICTABISIETCS CTYACHTY, €CIM OH C TIpyObIMHU
OIMOKAaMU: TPOBOJIUT ATTECTAIIMOHHBIC UCTIBITAHUS 3aIIUIICHHOCTH O0OBEKTOB BEIYMCIUTEIHHON
TEXHUKHU; MIPOBEACHUS HKCIIEPUMEHTAIbHBIX MCCIEIOBAHUN YPOBHEH 3aIlUIIEHHOCTH OOBEKTOB
BBIYMCIIATEIIBHON TEXHUKHU.



