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COJEPKAHHUE

Tema 1. MeTom0/10rH4YeCKHE OCHOBBI BbISIBJIEHUSA YSI3BUMOCTH NMPOTrPAMMHOI0
ob0ecnieyeHust

Ilpakmuueckas paboma 1: «CxaHUpPOBAaHNUE CUCTEMBI U CETEBBIX PECYPCOB C MOMOIIBIO
YIYUIIEHHOTO [P CKAHHEPDA . ... e v it e

Ilpakmuueckasn paboma 2: «Co0p GaHHEPOB 7151 OTIPEEICHUS yIaJIEHHOH 11EJIeBOM
CUCTEMBI C IIOMOILUBIO ID CEPBUCAN ...t

Ilpakmuueckoe 3anamue 3 : «1{udpoBoii OTIIEYaTOK OTKPHITHIX MOPTOB C MTOMOIIBIO Amap

Ilpakmuueckoe 3anamue 4: «Kontpons TCP/IP ¢ nomomsto CurrPorts Tool»
Tema 2. YA3BUMOCTH CHCTEMHOTI0 IPOIPAMMHOI0 o0ecrneYyeHus U LeJeBbIX

NPUJIOKEHU I

Ilpakmuueckasa padoma 5: «CkaHUpOBaHUE CETU HA ys3BUMOCTEN ¢ nomoltbio CFI
LanGuard 2012) . .......oouiini i
Ilpakmuueckoe 3anamue 6: «KAyauT CETU C IOMOILIBIO Nmap»....................
Ilpaxmuueckan paboma 7: «CxanHupoBaHue ceTu ¢ nomounibto NetScan Tools

Ilpakmuueckas paboma 8: «Yeprex quarpaMm CETH C MOMOIIBIO

LANSUFVEYOT ... et ettt e et et e e e eeeieee e e enas
Ilpakmuueckoe 3anamue 9: «OTobpaxenue cetu ¢ momouisto Friendly Pinger
Ilpakmuueckoe 3anamue 10: «CxannpoBanue ceTu ¢ nomoibto Nessus Tool»
Ilpakmuueckasn paooma 11: «KKoutponb ckanupoBanus npu nomotu Global Network
INVERIOTY ... e e

Tema 3. Mertoabl noucka ysS3BUMOCTEN B IPOrpaMMHOM 00€CIIEYEHUH

Ilpakmuueckasa pavoma 12: «K AHOHUMHBIN IPOCMOTP C MOMOIIBIO Proxy

SWIICROTY ..o e
Ilpakmuueckaa paboma 13: «O0beAMHEHNUE B LIETIOYKY C IOMOLIBIO Proxy
WOTKDENCID . ..o
Ilpakmuueckoe 3anamue 14: «Tynnemposanue HTTP ¢ nomortsto HTTPorn
Ilpakmuueckan paooma 15: «OCHOBHOM MOWCK U YCTPaHEHHUE HEUCITPABHOCTEM CETH C
MOMOIIBIO MegaPing»........ccovviiiiiiiiiinnnnnanannnn.

Ilpakmuueckoe 3anamue 16: «ObHapyxeHye, yiarieHne 1 OrokupoBaHye cookie Google ¢ IOMOIIBIO

Ilpakmuueckasa pavoma 17: «CxanupoBanue cet ¢ nomouibto Colasoft Packet
BUTLAETy . . ..o
Ilpakmuueckan paooma 18: «CxanHupoBaHUE YCTPOMCTBA B CETH C MOMOIIIBIO
DUAOY . ..o



IIpakTuyeckas padora Nel. CkaHnMpoBaHHMe CHCTEMbI U CETEBBIX PEeCYpCoOB € MOMOIUILIO
yiayuumeHHoro IP ckannepa

esn padoTbl

Lenpro mpakTUYECKOMU SBISETCS OMOIIb CTYACHTaM 10 CKAHUPOBAHUIO CETH U BBISIBJICHUIO
BCEX €€ PECYPCOB.

Bam HeobOxomumo:

1) TIloctaBUTH CUCTEMY U BBIIOJHUTH €€ CKAHUPOBAHUE.

2) llepeuncauTh y4ETHBIE 3aIIMCH 110JIb30BATENEH.

3) BbINOJHUTH yAAIEHHOE TPOHUKHOBEHHUE.

4) CobpaTh HHPOPMAIUIO O JOKATBLHBIX CETEBBIX KOMITBIOTEPAX.

CpenacrBa /151 BbINIOJTHEHUS PAKTHYECKO padoThI

B npaktuyeckoit BaMm He00X0AUMO:

1) VYayumennsiii [P ckannep.

2) Bsl MoxerTe 3arpy3uTh ero 1o ccbuike http://www.advanced-ip-scanner.com. IIpu 3Tom
CKPUHIIIOTHI MOTYT OTJINYAThCS.

3) Windows 8 — kak ¢usudeckyro cucremy. Jpyryto cuctemy Windows server 2008 kak
BUPTYaJIbHYIO.

4) bpayzep u gocTyn B UHTEpHET.

5) JlBoitHoe Haxatue 1o ipscan20.msi, yCTaHOBUT C IIOMOILIbIO MacTepa yiay4lieHHbIi [P
CKaHHep.

6) IlpuBunerun aAMHUHUCTPATOPA.

KpaTkue Teopernueckue cBegeHHsA

CkanupoBaHHe ceTd HeoOXoIuMo N1l cOopa HHPOPMAIIHH O KUBBIX CUCTEMAaX, OTKPBITHIX
MopTax M CeTeBBIX ys3BUMOCTsX. CoOpanHas mHMOpMAaIUs TOJIe3HAa B OMPENENICHUU yrpo3 U
YSA3BUMOCTEM CETH.

ITocTaHoBKA 3aga4uu
1. Haxxmure ITyck.

Pucynok 1.1: Windows 8 — PaGouuii cTon
2. 3amyctute ynyuuieHnslii [P ckannep (Windows 8).



3. 'maBHOE OKHO MPOTPaMMBI.

Pucynok 1.2.: Windows 8 — [Ipunoxenus

Advanced [P Scanner =]
File Actions Seftings View Help
o |11 H| P C 5 % st -
Resubs | Favcrites |
Status I

Name

Manufactures

slive, 0 dead, O unknown

I MAC address I

Pucynok 1.3.: 'maBHOE OKHO MpOrpamMMBbl

4. Teneps 3amycTuTe BUpTyallbHY0 MamnHy Server 2008.



Pucynok 1.4: Windows server 2008

5. Teneps BepHUTECH B aTakyromiyto ManHy Windows 8 u BBeaure [P anpec B nosne.

6. Haunure ckaHupoBaHue.

njmjire o

1808 f-1000710
Feasts | mwornes |

Sl M P Pl il Ui BAAT okl

E an, O dead, 3 urdmowen

Pucynok 1.5: CxanupoBanue

7. YcosepueHcTBOBaHHBIN ckaHep IP ckanupyer Bce IP-angpeca B quana3zoHe W BBIBOJUT
Ha 9KpaH pe3y/bTaThl CKAHUPOBAHUS M1OCIIE 3aBEPILEHHUS.



Advanced IP Scanner

}s«n _I_J [ X AloTolE 3 =

10.0.0.1-1000.10

Manufacturer [ MAC address
.0, Netgear, Inc. 0%:09:58;AE:24:CC
WIN-MSSELCK4KAY Dellinc DO:57ER A 1636
WINDOWSE Microsoft Cerporation 00:15:50:A8:6E:06
WIN-LAONIWER3IROM Microsoft Corporation 00:15:30:A8:68:03
WIN-D3OMRSHLOEL { Dell inc D4;8E:09:C3:CE:20

Pucynox 1.6: Pezynbrar ckanupoBaHust

8. Cxkanep oOHapyxuia IP agpec xepTBbI U ee COCTOSHHE, KaK KHBOE.
9. IlpaBo#i MbIKO# Ha [P BEI30BUTE MEHIO.

er

Advanced [F Scanne

FieAmonsSetmostwHeb

P |njmlec um'»)m-
[10.0.0.1-100010 e
Resits | Favorites |

Status | Neme [ 3 [ Merufactwrer | MACuddress |

WIN-JASSELTKAX
WINDOWSE
WIN-LXQN3WR3  Copy »
WIN-D39MFSHLE

&%

00 15:50:A8:5E:08
3 Microccft Corporation 00:15:50:A8:5E:03
)7 Delline D4:BED%C3CERD

®

Abort shut down

FM 0O dead, 5 unknown

Pucynok 1.7: Mento

10. B pesynbrare ckaHep BBIBOAUT Ha SKpaH CBOHCTBAa OOHApPYKEHHOTO KOMIBIOTEPA,
takue kak [P-aapec. Ums, MAC u uadopmanus o NetBIOS.

11. Bsl MoeTe 3aBepIIuTh paboTy, Mmepe3arpy3uTh WU aBApUIHOE BBIKIIOUUTH MAITUHY
KEPTBBI.
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Pucynok 1.8: JlononHurtenbHbIe CBOMCTBA
12. Terreps y Bac ectb HH(pOpPMALIHS O MAIIUHE )KEPTBBL.
AHaJIN3 PAaKTHYeCKOil padoThl

3anumute Bce IP anpeca, OTKpBITBbIE MOPTHI, 3aIyLIEHHBIE NPUIOKEHUS U NPOTOKOJIBI
HallJICHHbIE B IPAKTUYECKOMY 3aHATHIO.

CpencrBa CoOpannas ungopmanus
Nudopmanusi:
— [P anpec;
— HMs cuctemsr;
Advanced IP Scanner - MAC ampec;
— Hudopmarus NetBIOS;
— TPOU3BOJUTEID;
— CTaTyC CHUCTEMBI.

Bonpocsl
1. MUccnenyiite u onenute IP-aapeca u auanazon IP-aapecos.






IIpakTuyeckoe 3ansaTue Ne2. CoOop 6GaHHepoOB /1Jis1 OnpeiesieHUs] yIAJeHHOM 1e1eBoi
cucrembl ¢ nomoubsio ID cepBuca

esn padoTbl

Lenbto paboTHl sABJSIETCS MOMOIIL CTyJeHTaM B cOope OaHHEpOB, 3aXBary BeO-caiiTa u
0OHApY>KCHUH TIPHUIIOKCHHH.

Bsl HayunTecs:

1) UnentudunupoBats 1oMeHHbId [P anpec.

2) UnentuduuupoBars HHGOPMAIHIO TOMEHA.

Cpezrcrsa 1151 BbIIOJIHEHUS IPAKTHYeCKOii paboThI

Bam HeoGxommMo:

1) ID Server (IDS).

2) MoxHo 3arpy3urs 1o cebuike http//www.gre.com/ididserve htm.
3) CKpUHILIOTHI MOTYT OTIIHYATHCS 113 32 Bepeuu IDS.

4) AnvunuctparviBable niprBriervn 1y ID Serve tool.

5) Windows Server 2012.

Kparxkue TeopeTiyeckuie CBEIEHHS

Ipencrasiienne o ID Serve

ID Serve MoeT COeTMHUTBCS C JTFOOBIM ITOPTOM CEepBEpa M BBHIBECTU Ha 3KPaH COOOILICHNE
IPUBETCTBHSI CEPBEPA, €CIIM OHO HMEETCS.

IHocTanoBka 3agauun
1. B rmaBaoMm okHe ID Serve BeiOupaiite Sever.

D Serve EIEH
Internet Server [dentification Utilty, v1.02

lD Serve Personal Security Freeware by Steve Gibson HTS

Copynight (c) 2003 by Gibson Research Corp. o
Background Server Query | 08A/Help I

Enter of copy / paste an Intemnet server URL o IP address hete [example: wwaw mcrosolt com)

@ |

When an Intemnet URL of IP has been provided above,
(i [ Query The Serves I - press this bulton to ndiate a query of the speciied terver

Setver query plocessng
(3\ = tasdne o .. <

The server identified Reed a3

@

[ Goto 1D Serve web page Exit

Pucynok 2.1.: 'naBHOE OKHO

2. Beenute IP aapec unu URL, kak Ha mpumepe.



oy / an Intemet server URL of IP address hete (example: wwaw microsolt com) :
certifiedhacker co

When an Intemet URL of IP hat been provided above,
QueyTheSever | i e e 10 ntiste & usry f e speckied server.

Pucynox 2.2.: BBox agpeca

3. Haxwmure Query The Server.

Background  SenverOuery | 08A/Help |
e —
certthedhacker.

' ‘Whes an ledesnst UL o B has been proded shove.
@l Qusty The Server ] - m.:h‘mhiﬁ.eom,dhuﬂm.

@ Intiating server query A
Looking up IP address for domain www centifie dhacker com |
The IP address for the domain is 202 7554101

Connecing 10 the sesver on standard HTTP part: 80

Cornected] Reguestng the server's defaut page v

) YT |

[t ]
FIGURE 2.3.: Madopmarus o cepepe

AHaJIN3 IPAKTHYeCKOi padoThl
3anummre Bce I[P angpeca, mpuiiokeHHs, IMPOTOKOJIBI KOTOpBIE BBl OTKPBUIM B XOJ€
MIPaKTUYECKOM.
CpeacrBa CoOpannasi uHopManus
ID Serve IP agpec: 202.75.54.101
Server Connection: Standard HTTP port: 80




3aroJI0BKH OTBETa CepBepa:
— HTTP/1.1 200.
— Server: Microsoft-11S/6.0.
— X-Powered-By: PHP/4.4.8.
— Transfer-Encoding: chunked.
— Content-Type: text/html.

Bonpocsl
1. IIpoBeppTe, Kakue IPOTOKOJIBI UCIIOIb3YOTCS.
2. IlpoBepswTe, nopaep:xkuBaetcs v SSL coennHenus.




IIpakTnyeckoe 3ansaTHe Ne3. IlnppoBoii 0TIEYATOK OTKPBITHIX MOPTOB €
Amap Tool

esn padoTbl

Lesbr0 MPaKTHUECKOM SIBISETCS IOMOYb CTYIEHTaM MPOCKaHUPOBATH MOPTHI K OOHAPYKUTH
MPUIOKEHUs padoTarolye Ha HUX.

Bsl nzyuure:

1. Unentudunupyite NpUKIaIHbIC MPOTOKOJIBI HA OTKPHITHIX mmopTax 80.

2. OGHapyXbT€ NPUKIIATHBIE TPOTOKOJIBL.

CpeacTBa /1Jis1 BHITIOJHEHNUS IPAKTHYECKOI PadoThI

Bam HeoOxomumo:

Amap.

MoskHO 3arpy3uTh 1o ccbuike http://wwvw.the.org/thc-amap.
CKpHUHIIIOTHI MOTYT OTJIMYAThCS.

Komnrerotep ¢ Web Services port 80.

[TpaBa agmMuHucTpaTopa aas Amap tool.

Windows Server 2012.

S S

Kparkue TeopeTrnyeckue cBeIeHUsI.

IIpeacraBienue o uugpoBOM oTHEYATKE

CHsATHE OTIECUATKOB TAJBICB HCIOJNB3YETCS, YTOOBl OOHAPYXUTh MPHIOKCHHUS,
paboTaromye Ha KaXIOM OTKPBITOM IOPTY, HAWJCHHOM B CETH.

ITocTanoBka 3aga4n
1. 3anmyctute amap www.certifiedhacker.com 80.

= Administrator: Command Prompt

Tool CEHvEB e B scanning Network\Banner (
edhacker
wi.th th a tarted at 2012-08
Inidentif ied ports: 202.75.54.181:88/tcp C(total 1)
anap v5.2 Findshed at 2012-88-28 12:20:53

D:\CEH-Tools\CEHvE Module 83 Scanning Network:\Banner Grabbing Tools“\AMAP

Pucynok 3.1: Amap www.ceitifiedhacker.com ¢ Port 80

2. BuaHo, 4To ornpe/enéHHbIE MPUKIIaIHbIe TPOTOKOIBI PA0OTAIOT /7S BBEIEHHOT'O UMEHU
xocta u 80 mopra.
3. Hcnonssyiite IP agpec a1 npoBepky NpUIIOKEHUHN Ha MOPTY.

4. B xomanaHoii ctpoke BBenute IP cBoero nokansHoro Windows Server 2008 amap
10.0.0.4 75-81 u HaxxMuTe enter.

5. lompITaliTech MPOCKAaHUPOBATh pa3TUYHbIE BEO-CAlThl HMCTHOJB3YS pa3TUYHbBIE
nuanaszonsl amap www.certifiedliacker.com 1-200.



Administrator: Command Prompt

D:NCEH-Tools\CEHu8 Module 83 Scanning Network:Banner Grabbing Tools\AMAP>amap 1¥¢
8.8 81
fanap v (www.thec.org/thc-amap) started at 2012-88-28 12:27:51 MAPPING node

Protocol on 18.8.8.4:88/tcp matches http
'rotocol on 10.0.0.4:88/tcp matches http-apache-2
sming: Could not connect {unreachable) to 18.8. / § sabling port C(EUN

Warning: Could not connect Cunreachable) 10.8.0.4:75/tcp. sabling port C(EUN
KN D
Marning: Could not connect <unreachable) 18.8.8.4:77/tcp. sabling port C(EUN
KND

"“\rnn.q: Could not connect (unreachable) ¢t 10.0.0.4:78/ A sabling port C(EUN
N

ing: Could not connect <unreachable) 10.8.8.4: > sabling port <(EUN
ing: Could not connect C{unyeachable) 190.9.8.4 > sabling port C(EUN

WProtocol on 18.0.0.4:88/tcp matches http-iis
IProtocol on 18.0.0.4:88/tcp matches webnin

lnidentified ports: 10.8.8.4:75/tcp 10.0.0.4:76/tcp 18.0.8.4:77/tcp 10.0.0.4:78/
| » 10.8.8.4:79/tcp 10.8.8 :81 » {total 6.

ap v5.2 Finished at 2012-88-2 4

:i!: \CEH-Too 15 \CEHu8 Module 83 Scanning Network\Banner Grabbing Tools\AMAP>

Pucynok 3.2: Amap c IP B nuano3zone 75-81

AHaJM3 NPaKTHYeCKOi padoThI
3annmute Bee [P anpeca, OTKpBITBIE TOPTHI U UX MPHIOKEHUS U IPOTOKOJIBI OTKPBITHIE B
IIPaKTUYECKON.

CpeacrBa CoOpannas undopmanus

Amap OTkpbIThIN nOPT: 80
Cespgepa:
— http-apach-2;
—  http-iis;
— webmin.

ITopTsr:

— 10.0.0.4:75/tcp.
— 10.0.0.4:76/tcp.
— 10.0.0.4:77/tcp.
— 10.0.0.4:78/tcp.
— 10.0.0.4:79/tcp.
— 10.0.0.4:81/tcp.

Bomnpocsl

1. BreimonHuTE KOMaHy amap AJi1 IMEHHM XOCTa C IOPTOM OTIMYHBIM OT 80.
2. IlpoananusupyiiTe, Kak amap MoJay4yaeT NPUIOKEHHSI C Pa3HBIX MAlllUH.
3. HMcnonp3yiiTe pa3au4Hble ONIUU amap U MPOaHAIU3UPYHTE PE3yIIbTATHI.




IIpakTnyeckoe 3ansitue Ne4. Kontpoas TCP/IP ¢ nomombio CurrPorts Tool

ean padoTsl

Llenbto ABISIETCS TOMOYB CTYICHTY ONPEACTUTh U niepeurciuTs Bee nopTel TCP/IP u UDP.

Bam Heobxoaumo:

1. OtrckanupoBath cucteMy Ha OTKpbIThie TCP/IP u UDP nopTtsl.

2. CoOpatpb uHpOpMAaLINIO 00 OTKPBITHIX MOPTaX M MpOIeccax.

3. Ilepeuncnuts Bece cymectByromue [P anpeca.

4. 3akpbITh Bce HExXenaTenbHble coequHeHust TCP yHnYTOXUTH ponecc, KOTOPbIN OTKPBLIT
nopT

CpeacTBa 1J1s1 BBINIOJTHEHUS IPAKTHYECKOH padoThI

Bam Heobxoaumo:

1. CurrPorts.

2. 3arpy3uTh MOKHO 10 cchlike http: //www.nirsoft.net/utils/cports.html.
3. CKpUHIIOTHI MOTYT OTJINYAThCS.

4. Windows Server 2012.

5. IlpaBa anmunuctparopa CurrPorts tool.

Kparkue Teoperndyeckue ceenenus Ilpencrasiaenne o konrposae TCP/IP

Koutpons TCP/IP noptoB mnpoBepseT €cTh JU MHOTOKpaTHOE ucIosb3oBaHue I[P
noakmodeHuii. Cxanupyet noptel TCP/IP i nmosydyeHus crmucka BCEX OTKPBITBIX IOPTOB U
TaKxe BbIBOIUT Bce IP Ha skpaH.

ITocTanoBka 3aga4n
3amyctute CurrPorts, KOTOpBI MOKaXeT mpoueccel, nopTel, IP 1 ux crarycsr.

Mg Cdd  Yiew Opilom | h.'p
XEISTEaETMmEN
Frocess Ma.. Frocee.. Proocol Llocal .. lec.  Local Addrec: ; L Kemote Acdress  Remote Hedt Rar »
& chinmese SE ILP 4118 10nL.s i 145k bl -In-17%.7
E cmme e A cp TRE ] 06014 : 1A B R horedd-11-n-118.7
& cwome e 2992 4121 0007 TIIMIBIE  bomfdal-in-124.1
F ChID e e s 4123 1ooo0r 13 57 004 20 323572040 dap
F cunme e FoAE 414 G007 el 4 e horeldell ) <im-126 5
"I’ufr-- ] RETS L 137007 137.001 WikkD=QI4R5HL CF
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Pucynox 4.1: CurrPorts

2. CurrPorts mpuuuciauT Bce npoiueccsl 1 ux ID, mpoTOKoIIbl, JIOKaJIbHBIN U y1aJICHHBIN
MOPTBHI.



5.

3. Urob6s! mpocMotpeTh Bce kak HTML, naxkmute View - HTML Reports - All Items.

Remote Addrecs  Remmote Host Nam A
IT3ISM8E bomOdeDl-in-126.1
IT3ASA3526  bomOIeDl-in-26.1
IBAS45E bomD4:0! :mocj
235720420 223-57.204 20dep §
ITLIM66  bemOdsOl-in 126
127001 WIN-D9MRSHLIE

1222004 WIN-DISMRSHLIE

1Tmas3622 bom0ds01-in-122.1
1730843612 bomOI01-in-115.1
17184350 bomO4s01-in-10.1¢
IEAFANE A b Qrul3std-in-f13.1e

Pucynok 4.2: HTML Report - All Items

The HTML Report aBTomaTHuecku OTKPOETCSl B CTaHIAPTHOM Opaysepe.

1:_- A ey e A ranirirats D askbopycpoie-ood, mpert el
TCPTDF Ports List
Created by wsing CurrPorrs
Process Locsl | Lacsl Port Remote | Remete
Process Name | " 7o | Protocal | o2t | T2 Local Address oot | Pt Remote Adudress
Pams |

rlammes pxe TFORE TCP 4057 | ooaT 445 hrips 173 194 354 ;
[-rhr.u.l.t.ﬂl.-.* IoRE TCP 4058 :’ wooonT EQ b . 173184 3517 ;
| dvomecxe 2098 [1C0  [4000 10007 8 fwp | 1731943631 o
| chromeene 2088 |7CP 4001 | 0007 80 Jwp | 1731943631 o
| chrome exe I9RE |TCP 4073 | 10087 £l hfip 1731843615 ;
| dwomesne 2088 |TCP | 4083 | | 10007 [0 |me | 173943631 ™
|dwomese |28 |TCP 4090 (10007 0 |wp | 173104364 o
| dwomeene 2988 |TcP  [4103 10007 80 |mp | 1731943625 -
|bwomeene (2088 [7eP 4104 | 10007 [ga  lwmp 1730943825 |1|?|

Pucynok 4.3: CurrPorts Report - All Items

s coxpanenus Haxxmute, File - Save Page As...Ctrl+S.



Lacal Addawss ‘ Remmie Adidies

il

10.0:0.7 173,19 36,4
173,154 3617
17319 56.31

| 1751943621
173, 1943611

173184 15,31

100007

10007
10007
[ 10007
[10009
[ 10007
| 10007

{173 154 36 4

1731543625

¥ 5|55\ 5 5|5|5|8

1733020

Pucynok 4.4: Coxpanenue CurrPorts Report - All Items

6. Jlnst mpocMoTpa TONbKO BEIOpaHHOTO oT4eTa, Haskmute View - HTML Reports - Selected
Items

fiz Eda | View] Outions Hep
Shovs Grcl Lines
¥ | ShowuToakips i Remote Acdress  Rermote Host Marr »
Ik CicldEven Rows : Hitp I berrdeel] <im0
HIML Regort - Al liers . VAV homeddll-inde]
173.184.35. 38
1570430
Chioose Columng 1 443 w  ITRIGAI5 I hereddedl -in-T26
Autn Siee Columes ? 137001 WREMEDLAR 5HI OF
12700 Wik DEOMRSHLIE
1730543620 bare el -in-111.7
~TTTRT

HT ML Repodt - Sehected Remc

Refeth

1 T18436.0 baore {1 -in 4014
TAN5334.05 grul3:05.in-f15.1¢
D060

L L]

AARSE

2 Total Poes, 71 Remote Connections, 3 Seleced hirdeft Froeware, htpdmrovennirsoft.not

Pucynok 4.5: CurrPorts c HTML Report - Selected Items

6. Taxoke UCTIONB3YeTCs CTaHAAPTHBINA Opays3ep.



S ———— = [H- ceege B &
e
TCPTDE Ports List
Crested by nsing CurrPorts
Laseal Remate
Frocsss | Process Laoscal Local | Remois Reasts
P m  Protecal | o ol Port | g Pert Port \dd Remote Hoat Name Stam
| Name Name | |
| chmr_ml 2988 | TCP 4148 100.0.7 1443 bt 17319436 26 Ebuﬂluﬂl-m-ﬂﬁ.lclmm | Established
| frefomene || 13688 | TCP 4163 10007 | 443 hizpn 1731943615 Eh.m,m 15 11 net | Earablished
bnpdm |:|luu TP 1970 - I | Listening -
& -

Pucynok 4.6: CurrPorts c HTML Report - Selected Items

e N Hiions Jookmais Joeoks | Lie

s coxpanenus, Haxxmute File - Save Page As...Ctrl+S

N [ e e T R | o s

dromeess 2988 | TCP | 4148 10007 443 b | 1731943626 | bomiaDl-coef26 1el00 et | Evtsbliskied

Fcke e (1388 [TCP  [4183 0007 441 bt | 1730943615 | b4l -umf15 16100 et | Evinblisked

mpdexe (1800 | TCP | 1070 = | | B | Listerug
| Y S T—

Pucynox 4.7: Coxpanenue CurrPorts c HTML Report - Selected Items

9. lng mpocMoTpa CBOMCTB MopTa, BeiOepere nopT u HaxxmuTte File -> Properties.



[ File | Edir View Options Help

Local Address Remote Address  Remote Host Nam ~
1000.7 1731343626 bom04307-in-f26.1
10.00.7 173194.3626 bomD4507-in-126.1
10007 173.194.36.26 bomdds01-in-126,
1000.7 23.57.204.20 323-57-204-20.dep
1000.7 173.194.36.20

127,001 127001 WIN-D3IIMRSHL9E
127.00.1 127001 WIN-DIIMRIHLIF
10007 1729043622 bomOdgdi-in-f22.1
102007 172.194.36.15 bomD4s01-in-f15.1

: M€

10007 7412523415 gru0dO5-in-f15.1e
0000 0000

0000 0000

nann nnan

9 Totel Ports, 21 Remote Connectiors, 1 Selected NirSoft Freeware. httgwww.airsoftret

Pucynok 4.8: BeiOpaHHBIi TOpT
10. B urore M0o:XxHO MPOCMOTPETH BCE CBOMCTBA BEIOPAHHOTO MOPTA.

11. Haxxmurte ox.



Process Name: firefox.exe |
Process ID: 1368 |
Protocol: TCcP |
Local Port: 4166 |
Local Port Name: |
Local Address: 10.0.0.7 |
Remote Port: 1443 |
Remote Port Name: https |
Remote Address:  173.194.36.0 |
Remote Host Name: bom04s01-in-f0.1¢100.net |
State: [Established |
Process Path: C:\Program Files (x86)\Mozilla Firefoxifirefox.exe |
Product Name: Firefox |
|
J
|
|
|
|
|
|
|
|

File Description:  Firefox

File Version: 14.0.1

Company: 'Mozilla Corporation

Process Created On: 8/25/2012 2:36:28 PM

User Name: 'WIN-D3IMRSHLIE A\Administrator
Process Services:

Process Attributes: A

Added On: 8/25/2012 3:32:58 PM

Module Filename:

Remote IP Country:

Window Title: I . S T 1

Pucynox 4.9: CpoiicTBa nopta

12. [l Toro utoOsl 3akpbITh BeiOpanHoe TCP coenunenune, HaxxmuTe File - Close Selected
TCP Connections (nau Ctrl+T).



[ File | Ecit View Options Hep
IPNetinfo Cirke
Close Selected TCP Connections CtdT | LocelAddiess  Rem.. Rom. RevoteAddress Remote Host Nem |
Kill Precezzes OF Selected Perts | 10007 0 http  T7LIMI626  bomOds01-in-f25.1
Save Selected teins CtrleS 10.0.0.7 0 http 71943626 bomO4s01:in-f25.1
p o ARSE 10.6,0.7 0 htp 701943626  bom04s01 in-F25.1
N R e 10.0.0.7 80 htp 235720420 023-57-204-20.dep B
sl skl | 10007 41 Weps  TTRIGA3626  bom04s0l.in.f25.1
Log Changes 127001 3082 12700, WIN-D3IMRSHLE
Cpen Log File 127001 308 127.00.1 WIN-D2OMRSHLOE
Cleas Log File 10.0.0.7 443 https 1731043622 bonMLfn-fz%t
Advanced Options CHi-0 e SDese ""
Exit 10.0.0.7 43 htpe TANS2UIS gruDicdSein-fiS1e
hitpd.exe 1500 TCP 1070 0000 0000
N hitpd.exe 1800 i () 1070 " B
Dicass.one 564 (] 028 0900 0.0.0.0
Blicass.one 364 1ce 1028 u :
anam o ADN xen S LA —-—— naan annn b
< i " ] >
O Toral Ports, 21 Rermote Connections, | Selected Her Soft freeware, Mol www nirsoftnet 4

Pucynoxk 4.10: 3akpbITh coeITMHEHNE

13. s yHMUTOKEHUE TIpoiiecca, OTKpbiBIero nmopt, Haxkmute File -> Kill Processes of
Selected Ports

[File | Edit  View Options Help

Phetinfo Crrel
Close Selected TCP Connect CuleT . local Addrect Rem .  Rem . Remcte Addrecs  Remote Host Nam ~
Kill Processes Of Selected Forts l 10007 20 htp 1731843626 bemOdiD1.in-125.1
I e Cirles 10007 80 http 1731943626 bem04c01 -in-125.1
o S 10007 20 http 1731342626 bomOlsOHn-Qi.l{
: ’ e FA 10007 80 http 235720420 223-57-204-20.dep &
e 10007 4] https  T731843626  bomO4s01:in-125,
Log Changes 127.0.0.1 982 127001 WIN-DIOMRSHLSE
Open Log File 127,00, 3881 127001 WIN-DISMRSHLSE
Claar Log File 1000.7 43 htips 1731543622 bom04s01 -in-122.1
Adsmcad Options: Cul-0 10.0.0. 43 hups '.115 bsO-m-t‘l 5.1
Q0.0 nIips 3.19438 bomOds0] -in~10. 14
Ext | 10007 443 https 7412523419 qru03s03-in-19.1e
httod, exs 1800 e W0r 0000 0.0.0.0

\ httod.exe 1800 e 1070 . =

Bliarsere SH4 e 0% 0.0.00 0.0.0.0

Dllcacc ere L Tce s o .

— . 2400, u]'n 29 -— LYY AnAA bt

<! ] | >

Tctel Ports, 21 Remots Connections, 1 Selected NirSoft . httpd irsoft.net

Pucynok 4.11: 3akpsiTre mporecca

14. Jns Berxoasl, HaxkmuTe File - Exit.



Edit View Options Help

PNetinfo

Close Selected TCP Connections L. local Address  Rem.. .. RemcteAddress Remote Host Nam ~
Kil Processes Of Selected Ports 1000.7 ) 1731843626 bom0dsD1-in-125,1
Sove Selectadl s 10007 ) p 173194326 bom0ds0l-in-125.1
10007 0 p ITBAMIBEE bom(4sDl-in-125.]
Properties
, 10007 ) 235720420 223.57-204-20 dop B
Process Propaties 10007 an 171843526  bem0dsDl-in-125.1
Log Changes 127.0.0.1 282 127001 WIN-DIOMRSHL O

Open Log File 127.0.0.1 £ 127001 WIN-DIOMRSHLOE

10007 a3 1BAMIER bomO4Ol-in-f22.)
10007 443 tps 1731943515 bemOAs0l-in-f15.]
IBI2%D bem04:01.in-10.14
bt 10007 TAI52218 gru0:05.in-F15.1¢
180 1 €.0.00 0.0.0.0
1800 z
564 : €000 0.0.0.0
56‘ - -

Clear Log File
Advanced Options

aane - - annn ARAA

79 Total Ports. 21 Remote Connections, | Selected NirSoft Fizeware. httpiiavew.nirsoft.net

FIGURE 4.12: Beixon

AHaJN3 NPAKTHYECKO# padoThl

3anumute Bee [P angpeca, OTKpbIThIE MOPTHI, IPUIOKEHUE U MPOTOKOJIBI OTKPHITHIE B
IIPAKTUYECKOM.
CpencrBa CoOpannas nunpopmanus

CurrPorts Crnennanuzanus: CeTb A1 CKAHUPOBAHUS OTKPBITBIX

OTtyer:

— Process Name

— Process ID

— Protocol

— Local Port

— Local Address

— Remote Port

— Remote Port Name
— Remote Address

— Remote Host Name

Bomnpocsl
1. Tlpoananu3upyite pe3yiabTaThl MPOTPaMMBI, co3aaB GuiabTp Ha mopt 80 m UDP 53.
2. Ilpoananu3upyiTe pe3ynbTaThl CO3/1aB (PUIBTP BBHIBOJSIINE TOIHKO OTKPHITHIC TOPTHI.
3. Ompenenute uTo Ucnoib3oBaTh B CurrPorts, 1is caeayromux mpodaemMax:
a. HEOIMO3HAHHBIC TPUIOKEHUSI.
b. HeT ymaJeHHOTro ajpeca.
C. HEW3BECTHO roCyJapCTBO.






IIpakTHyeckoe 3anaTHe NeS. CKaHUpPOBaHHE CeTH HA YA3BMMOCTEH C IIOMOIIbIO
LanGuard 2012

esn padoTbl

Lenbr0 MPaKTUYECKOM SBJISIETCSI IOMOYB CTYJCHTY IPOBECTH CKAHUPOBAHHE CHUCTEMBI IS
BBISIBJICHUSI YSI3BUMOCTEH.

Bam nHeobxoaumo:

1) BpINONIHUTE CKAHUPOBAHMUE.

2) KontpomupoBaTh CETb.

3) OOHapYXUTh YSI3BUMBIC IIOPTHI.

4) WnentudunupoBath yI3BUMOCTH CUCTEMbI oOecrieueHus: 0€30MacHOCTH.

5) KoppektupoBaTh cuctemMy obecrieueHus: 6€30macHOCTH.

CpeacrTBa 1J1s1 BBINIOJTHEHUS IPAKTHYECKOH padoThl

Bam nHeo6xoaumo:

1) GFI Languard.

2) 3arpy3uTbh MOXHO 10 cchuike http://www.gfj.com/lannetscan.

3) CKpHUHILIOTBHI MOTYT OTJINYATHCS.

4) Windows 2012 Server kak XocT.

5) Windows Server 2008 - BupTyaiabHas MallliHa.

6) Microsoft .NET Framework 2.0.

7) IlpaBa agmunuctpaTopa GFI LANguard Network Security Scanner.
8) Peructpauus Ha caiire http://www.gfi.com/lannetscan 1151 moJIy4eHHs KITI04a.
9) Kon aktuBaimu, KOTOPBI MPUAET HA OYTY MOCJE PETUCTPALIIH.

Kparkune Teopernyeckne cBeeHHA

IIpencraBieHue 0 CKaHHPOBAHUHU CETH

Kak anmunucTparop, Bbl yacto AOMKHBI HMETh JENO OTAEIBHO C IpoOJieMaMH,
CBA3aHHBIMU C YIIPAaBJICHHWEM MCIPABICHUSIMH U CETEBbIM KOHTpojieM. Bamma o0s3aHHOCTB
o0ecneunTh aHaIu3 PUCKOB U MOAJEPKATh OE30M1aCHOE U COBMECTUMOE CETEBOE COCTOSHUE.

CxanupoBaHUs 0€30IaCHOCTH WM ayJUThI MO3BOJISIIOT BaM naeHTuQUIMpoBaTh U OLIEHUTD
BO3MOXHBIE PUCKH B ceTH. KOHTponupyromye onepanuu noapa3yMeBaroT 000N THUIT IPOBEPKU
BBIMIOJTHEHHOT'O BO BpeMs ayAuTa ceTeBoi OezonmacHOCTH. OHHU BKJIIOYAIOT OTKPBITHIE MTPOBEPKU
HopTa, MoJdy4YeHue HejocTaromux natdeil Microsoft, napopmaruio o ciayx0e U monb3oBarene u

T.O.

IlocTanoBka 3axaum

Cnenys maram mactepa yctaHoBku yctaHoBuTe GFI LANguard network scanner Ha xocT
MaIIuHY.

1. Haxwmure Ilyck.

W Windows Server 2012

Pucynoxk 5.1: Pabounii cron



2. 3amyctute GFI LANguard.

Pucynok 5.2 Windows Server 2012 — IIpunosxeHus

3. TI'maBuoe okHo GFI LanGuard 2012.

G lrCiad 01 i |
> Serrant * | S Ve, Neowie Rrom Coel foatum Pt W Discans tis v
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» T e Monoge Agerts
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ol sl eetio & T 95 2o st tebwat secu By mal

Vo Ay D010 - Pabi b Mt - W pradal sagpuetod PO Mg Va2 5% A8 s b

G M A NN Potoh Magemens - Added spoet foe APSE12 16, Adebe Acrvhen 0 5 2 o ored Sowwbod - Bl s
M Ae 2012 - Paloh Maneumment - Adied maint e APTETE 16 At Aot 1004 Py st Sardand - Bl s

Pucynok 5.3: The GFI LANguard

4. Haxwmure 3anyctuth ckanupoBanue GFI LANguard.




it Dercort K Remetime ARy Mee  Reors  Coefqeation Lakoes W Descum e ven.

Welcome to GFI LanGuard 2012
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Pucynok 5.4: The GFI LANguard

5. OTKpoeTcsi HOBO€ OKHO CKaHHPOBAHUSI.

— B Scan Target, BeiOepure localhost.

— B Profile option, BeiGepute Full Scan.

— B Credentials option, Bet6epute currently logged on user.
6. Haxwmute Scan.

AR TN Dashbostd  %can  Bereciale  Actty Monitor  Keporh  Configurstion  Ulities €7 Descums this versaon
Lasmch 2 Sew Scan
Isw'am I Profic:
E:; ..l[.._] [t -|@
[ressm— Fev—
e :
S Qulum
Scne Resuits Overvaew cae Rewnits Detaie
E
I;s—u-qu- 2

Pucynoxk 5.5: Hactpoitku

7. CkaHupoBaHHE 3aIyCTHIIOCh U OHO 3alMET KaKoe TO BpeMsi, KOTOPOEe YKa3aHHO HUXKE.



SRR N Dashboms  Sean  Memredhete  Actity Moniter  feports  Configemton  Ubities W Doncuns s verson

“can Progres

Latmate? 3o WTE ERANeg! 7 e s

e pg e = | (1002 et

Comp. s dewcied she 1 %) g mereack Yy

s et sl Sean Cormplone an O ¢ crmpumes (%) -~
LR Fult Scan
Scam Beults Overvew S Rusaalt s Dt aibs.

= W Scam target: localbhost E
* VW 10007 [WIN DIOMRSIM 4] (Windows .

Pncyl;mK 5.6: The GFI LanGuard

8. Ilocine 3aBepiieHMs] CKaHUPOBaHHUE, Bbl YBUJUTE PE3ybTar.

2| Dashboard  Scan  Remediste  Sctioty Mondor  Reports  Confgerstion Ut W - Dincus fis vorson

Launch 2 New Scan
S Tane e
et v =] B -l
Cedrsae Sernawe Tumevrd.
Curety bgged >0 e - | . |
S s
Sean Rewdts Overaew Sean e wdts Detads
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w 128 10007 (WHHOIHASIAIA] (Werdows . I Scan completed! A
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Vilne ralnidy level

To aew agn vurarsbity @19 ter Ihe scatw seneer & Mg

. oadee

Reaalts Stal ntics:

At cpmrations process ed 11783 wut upecasons srocesaed
Misaing scfiwere updeten: 2029 e
Cvher viine rabeime s 1200 Crmealvigh)
Pote tal rulne i les 2 v

Scanmer Aty Wedow v
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Pucynok 5.7: The GFI LanGuard

9. UYroObl IPOCMOTPETH pe3ybTaT CKaHUPOBaHMs LieakHuTe 1o IP anpecy.
10. Haxxmure Vulnerability Assessment, 3TO OKaXeT OLEHKY ysA3BUMocTeN U ayauT [lo u
CeTH.
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Pucynok 5.8: Vulnerability Assessment

11.  3ro nmokaxet Bce mHAMKATOpHl Vulnerability Assessment o KaTeropusim.
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Pucynok 5.9: Kareropuu Vulnerability Assessment
12. Haxmure Network & Software Audit u morom System Patching Status, koTopsrit
MOKa)KeT BCE CHCTEMHbIC HCIIPABIICHUSL.
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Pucynok 5.10: Cocrosinue 0OHOBIIEHU

13. Haxxmure Ports, 3atem Open TCP Ports.
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Pucynok 5.11: TCP/UDP Iloptet

14.

Haxxmute System Information, koTopast moKaskeT BCIO CUCTEMHYIO0 WH(POPMAIIHIO.
15.

Haxwmute Password Policy.



16.

17.
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Pucynoxk 5.12: Password Policy

Haxxmute Groups, KOTOpast TOKaKeT BCE TPYIIILI B CUCTEME.
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Pucynoxk 5.13: Unpopmanus o rpynmax Groups

Haxwmute Dashboard tab, koTopast mokaxeT BCro HHPOPMAITHIO CETH.
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Pucynox 5.14: OtyeT cocTosiHUS CETU
AHaJIN3 PAaKTHYeCKOil padoThl

3anummmTe Bce pe3yinbTaThl, YTPO3bl H yI3BUMOCTH OOHAPYKEHHBIE BO BPEeMs CKaHUPOBAHHS
IIPOBEJEHHOIO B IPAKTUYECKOM.

CpencrBa CoOpannas ungopmanus

The GFI LANguard YPpOBEHB ySI3BUMOCTEN

OneHka ysi3BUMOCTEN

CoCTOsIHME CUCTEMHOI'O UCIIPABIICHUS

Jeranu ckanupoBaHus OTKpbITHIX 1opToB TCP

Jletanu pe3yabTaTOB CKAHUPOBAHMS JUIs IOJIMTUKH MapoJieit

Bcs ceTn:

—  YpoBeHb ysI3BUMOCTEN

— JlaTumku 6€3011acCHOCTH

—  VYa3BHMBIE KOMITBIOTEPHI

— CocrosiHue are’ra

— TenneHuus ya3BUMOCTEH B TEUCHUN BPEMEHH
— Pacnpenenenue ysi3BUMOCTEH

Bonpocsl

1. IIpoanamusupyiite kak GFI LANguard 3amuiaer npoTus uyepBeil.

2. Tlpu kakux obcrositenpcTBaXx GFI LANguard BeiBo quanor BO BpeMs maTda.

3. Bel MoxeTe WM3MEHHTH cooOOIleHHe, BbIBeJeHHOe Ha dkpaH, korma GFI LANguard
BBITMOJIHSAET aIMUHUCTpaTUBHbIE 3a1aun? Eciu na, To kak?






IIpakTyeckoe 3ansaTHe Ne6. Ayaut cetu ¢ nomoubo Nmap

ean padoTsl

Llenpto mMpakTHYECKOW SBISETCS MOMOUIIb CTYIEHTaM B M3YYEHHH W TOHUMaHHU
yIpaBJICHUS CIyKOaMu 1 OOHOBIICHUSIMH, PACITUCAHUEM CETEBBIX 3a/1a4, MOHUTOPHHIOM CITYXkKO.

Bam HeoOx0mumo:

1) CkanupoBarb TCP u UDP noprtsl.

2) IlpoaHanu3upoBaTh ACTAIH Y3JIOB U UX TOMOJOTHIO.

3) OmnpenenuTs TUIBI HAKETHBIX (QHIBTPOB.

4) 3amucaTh U COXPaHUTh BCE OTUYETHI CKAHUPOBAHUSI.

5) CpaBHUTH pe3yNbTaThl ISl TOA03PUTENIBHBIX ITOTOB.

CpencrTBa 1151 BBINOJHEHHA MPAKTHYECKOil padoThl
To perform the lab, you need:

1) Nmap.

2) 3arpys3uTbh MOXHO IO ccbulke http://nmap.org.

3) CKpUHIIOTHI MOTYT OTJINYATHCS.

4) Windows Server 2012 kak XOcCT.

5) Windows Server 2008 kak BUPTyaJbHYIO MAILUHY.
6) bpaysep c nuaTepHeTOM.

7) IlpaBa ammMuHucTpaTopa s 3amycka Nmap tool.

Kparkue Teoperuueckue cBenenus IlpeacraBienne o CKaHUPOBAHUM CETH

CereBble agpeca CKAaHUPYIOTCS ISl TOTO YTOOBI ONPENETUTh:

1) Kaxkue Bepcuun npuIOKEHUH U CITYKO MpeyiaratoT y3Jbl.

2) Kaxkue OC oHHU UCTIONB3YIOT.

3) Kaxkue nakerHsie GUIbTPhI WU OpaHAMAY3pbl OHU HCIOIb3YIOT U MHOTHE APYTHE.

ITocTaHoBKAa 3agauu

Crnenyst ykazaHMsIM MacTepa YCTaHOBKH, mocTtaBbTe Nmap Ha xocT MamwuHy. (Window
Server 2012).

1. Haxwmure ITyck.

o T

Pucynok 6.1: Windows Server 2012 — Pabouwii cton



2. Haxwvure Nmap-Zenmap GUI u otkpoiite Zenmap.

Pucynok 6.2 Windows Server 2012 — IIpunosxeHus

3. Nmap - Zenmap GUI okHo.

Zenmap I,,-JE-
Scgn  Tools Profile Help
Target: | Frofie | Intense scan v| Scan
Command: | nmap -Td -A -
Hosts | Services Nmap Output | Ports / Hosts | Topolegy | Host Detaik | Scam

CS ¢ Host

Fiter Hosts

Pucynok 6.3: The Zenmap

Bgenute IP (10.0.0.4) BupTyaJibHOI MallIuHBI.

IP MoxeT oTimMyaTbCs B 3aBUCUMOCTH OT HACTPOMKH Ballell BUPTYaJbHOW MAIlIMHBI.
Bri6epute tun npoduisi, KOTOpbIil XOTUTE OTCKaHUPOBATh - Intense Scan.
Haxxmure ckanupoBaHue.

N s



Scan Tcols Profile Help
Targer: [10004 <] erofte: [intensescan |v] |s@n]| cance

Command: nmap -74 -A -v 10.004

[ Mosts || Semices | | nmap Output | Ports  Hests | Topology | Host Detnts | scans |

05 ¢ Host - ] £ | Details

Pucynok 6.4: nacrpoiika nenu B The Zenmap

8. Nmap ckanupyer yka3zaHHbIi IP 1 BBIBOguT pe3ynbrarsl Bo Bkiagke Nmap Output.

Scan Tools Profile Help
Targe: |10.0.04 [v] profiie | intense scan [v] Ban] [cancel

Command: lnrnap T4-A-v10004 |

| Hosts || Sewices | Nmep Output [Pors / Hosts | Topology | Host Detais | scans |

05 ¢ [Host o |nmap-T4-A-v10.004 v] =
-

“ 10004
Storting Nmop 6.01 ( nttp://nmap.org ) at 2012-08-24

. 0 aPe v oo ]

NSE: Loaded 93 scripts for scanning.

NSE: Script Pre-ccanning.

Initiating ARP Ping Scan at 15:35

Scanning 10.9.€.4 (1 port]

Cospletad ARP Ping Scan at 15:35, 8.17s elapsed (1 total
hosts)

Initisting Parallel DNS resolutlon of 1 host. at 15:35
Cospleted Parallel DNS resolution of 1 host. at 15:35,
©.30s elapsed

Initicting SYN Stealth Scan ot 15:35

Scanning 10.0.0.4 [1008 ports)

Discovered open port 135/tcp on 10.0.0.4

Diccovered open port 130/tcp on 10.0.0.4

Discovered cpen port 445/tcp on 10.0.0.4

Increasing send delay for 10.0.0.4 from @ to 5 due to 72
out of 179 dropped probes since last increase
Discovered open port 49152/tcp on 10.0.0.4

Discovered open port 49154/tcp on 10.9.0.4

Discovered ocpen port 49153/tcp on 10.0.0.4

Discovered open port 49156/tcp on 10.0.0.4

Discovered open port 49155/tcp on 10.0.0.4

Discovered open port 5357/tcp on 10.9.0. el

Filter Hosts ] ot ke D PheaVEAL Foes ok OWLNE T BAS SNemsedi (ARAR

Pucynoxk 6.5: Nmap Output

9. TIlocne ckanupoBaHusi Nmap BBIBOJUT PE3YJIbTATHL.



San Teols Profile Help
Tage: | 10004 [+] Profie | nterse scan ~] [Cancal]

Command: |nmap -T4 -A -v 10.0.0.4

| Haats || sewice || Nemep Output |Pons / Hosts | Topoiogy | Host Detats | scans |

05 ¢ Host o |nmap-T4-A-v10004 v :
,\

< 100.04 135/tcp open netbios-ssn

445/ cp open  netbios sn

5357/tcp open http Microsoft HITPAPI htipd 2.0
(SSOP/UPHP)

|_rttp-methods: No Allow or Public header in CPTIONS
response (status code 503)

|_rttp-title: Service Unavallable

49152/t¢cp open  msrpe Microsoft Windows RPC
49153/tcp open msrpc Microsoft Windows RPC
49154/1¢Cp opeEn  WSIPC Microsoft Windows RPC
49155/tcp open -sra( Microsoft Windows RPC -
49156/tcp open Microsoft Windows RPC

MAC Addrcza: 00: 15;50:09:07 10 (Microsoft)

Device type: general purposs Ell

Ruoning: Microsoft Windows 7|2008

0S CPE: cpe:/oimicrocoftiwindows_7? cpe:/

o:sicrosoft windows_server_2008::spl

05 detalls: Microsoft Windows 7 OF Windows Server 2008 sm

Untime guess: 0.255 days (since Fri Adug 24 99:27:48 2012)
11N

JCP Seguence Pregiction: DIfFfFiculiy=163 (Gcod luck!)

IP 1D xcum: Gemuum. Incremental

Service Info: O5: Windows; CPE: cpe:/o:microscft:windons

Host script results: v
Pucynox 6.6: Nmap Output
10. Haxwmute Ports/Hosts 4To0bI HOTy4uTh O0JbIIE HHPOPMAIIUN O CKAHUPOBAHUU.
11. Nmap Takke oKa3bIBacT MOPTHI, POTOKOJIBI, CITYKOBI i BEPCHH.

Scan Tcols Profile Help

Target 510.00.4 B Profie  Intense scan E] [EI Cancel

Command: nmap -T4 -A-v 10004

[ Hosts || Semices | |mmap Oupu] Ports/ Heos | Topotogy| Host Detsts | scans|

05 ¢ Hot ~ 4 Pot 4 Protocol 4 State 4 Service ¢ Version

10004 ® 15w open  mpe Microseft Windows RPC 1
® B open  netbios-ssn
® & wp open  netbios-ssn
@ 37 tw«p open  http Microseft HTTPAPI httpd 2.0 (S50
@ 9R tp open  msipc Muzrosoft Windows RPC
O 49153 tcp open msipc Microseft Windows RPC
® 9152 g open  mspc Microsoft Windows RPC
@ 4155 wp open  msipc Microseft Windows RPC
@ 4915 tp open  msipc Microsoft Windows RPC

Finer Hosts d| = >

Pucynok 6.7: Ports/Hosts
12.  Haxwmute Bkiaaky Topology 4ToObI MPOCMOTPETH TOMOJIOTHIO BhIOpaHHOTO IP.



Scan Jook Profile Help
Targe: 10004 [¥] Frofie | Intense scan E] San] [Cance
Command: nmap -T4-A -v 10004
[ Mests || Sevices | | NmapOutpun| Perts  Hests| Topolcgy |Host Detak | scam |
05 ¢ Host 4 | Foste Viewse| Ficheys | Controle| [Save Graphic
10004

’Qlﬂl

® . .

Pucynok 6.8: Topology
13.  Haxwmute Host Details 4To0bI y3HaTh J1eTanu Bce y3J10B, 0OHAPY>KEHHBIX BO BpeMs
CKaHHUPOBAaHUS MTPODHIIS.

Scan Teols Profile Help

Taeget: | 10.00.4 [] profie Intense scon [+] [5an] [conea

Command: nmap -T4-A-v 10004

[ Hosts || Services | | map Outpus | Bote Heste Topologsf Host Detis | seame]

05 ¢ Host - =110.0.04
100,04 = Host Status
State: up
Openports 9 Jj
Filteredporns: 0
Clesedports: 99!

Scanned ports: 1000
Uptime: 22151 ‘ §
Last boot: FriAug 24 09:27:40 2012

= Add
Pvd: 10004
IPvéc  Not available
MAC:  00:15:50:00:07:10

Name Microsoft Windows 7 or Windows Server 2008 SP1

sy, N

Pucynok 6.9: Host Details

14.  Haxmute Scans 4ToOBI OTCKAaHUPOBATH JCTATH JIJIs BRIOpaHHBIX [P ajpecos.



Scan  Joolks Profile Help
Tuge: 100,04 [¥] Frofie | intense scan [v] Bem] [cence

Command: nmap -T4-A - 10004

| Hests || Sevices | | NmapOutput| Ports/ Hosts | Topology | Host Detaik Suml

Status (omud

0S5 ¢ Host »
- 10004

| deappendScan || wmRemovescan | I Concel Scan

Pucynok 6.10: Scan

15. Temnepb HaXXMHUTE BKIAJKY Services, KOTopas MOKaXeT CIMCOK JOCTYIHBIX CITYXO.
16. Haxwmute cayxOy http s mepednciaeHus BCeX aapecoB, UMEH Y3JIOB, IOPTOB H UX
COCTOSIHUI.

Scan  Tools Profile Help

Target 10,004 E Profie: | Intense scan B @ Cancel
Command:  nmap-T4-A -v 10.004

[_- | Nerap Oueput| Ports /o | Tepology | Hoet Detak | Scan|

¢ Hostrame # Port ¢ Protocol ¢ State ¢ Version

® 10004 857 tp cpen  Microsoft HTTPAP hetpd 20 (SS!

msrp¢
netbios-ssn

Pucynok 6.11: Services option

17.  Haxwmure msrpc ans nepeunciienus Bcex Microsoft Windows RPC.



Scan TJcols Profile Help

Targe: 10,004

B Profie | Intense scan

Command: |nmap -T4 -A -v 10.0.0.4

E @ Cancel

[ Hests |[ Services | | Nmap Outpu| Ports/ Hosts [Topotogy | Hos Detats | scans |

Service a
http
netbios-ssn

Filter Hosts

4 Hostname = Port ¢

100.04
100.04
100.04
100.04
10004
100.04

9156
49133
49134
291353
2913
135

Protocol ¢ State ¢

ep
wp
w©p
tep
tcp
tep

open
open
open
open
open
open

Vesion

Microsoft Windows RPC
Microsoft Windows RPC
Microsoft Windows RPC
Microsoft Windows RPC
Microsoft Windows RPC
Microsoft Windows RPC

Pucynok 6.12 msrpc

18. Haxxmute netbios-ssn a1 nepedncienus Bcex uMeH NetBIOS.

Scan  Jcols Profile Help
Targer:  10.004

B Profie | Intense scan

Command: nmap-T4-A-v 0004

[l B o=

| Hosts |[ Semices | | mmap Outpue) Ports/ Hests | Topology | Host Detats | scans

4 Hostname “ Port ¢ Protocol ¢ State ¢ Version

100.04
100.04

445
139

wp
twp

open
open

19.  Xmas ckanuposanue ornpasisier TCP yganennomy ycrpoiictey ¢ URG, ACK, RST,
SYN, and wmabopom ¢uaroB FIN. FIN ckanupyet Toasko OS TCP/IP pa3paboTaHHbIM COTJacHO

Pucynoxk 6.13: netbios-ssn

RFC 793. Tekymas Bepcusa Microsoft Windows He oaiepKUBaeT 3TO.

20. Tenepb, nns BHIMOTHEHUST Xmas CKaHUPBOAaHMs, BaM HEOOXOIMMO CO3/1aTh HOBBIN

cnermanu3anus. Click Profile - New Profile or komany




Torget: | 100 NewBrofie o Command___Curl-? [v] [Scm] [conce
{0 Edn Selected Profile Curlel
Command: | innep =y m=r romus —

[ Hosts | Sevices | |NmapOutput Perts / Hests Topology | Host Detais| Scans|
05 ¢ Host = 4 Hostname ~ Port ¢ Protocol ¢ State ¢ Version

- 100,04 ® 10004 45 tp cpen
@ 10004 19 tp open

Pucynok 6.14: The Zenmap New Profile

21. B Profile, BBequre Xmas Scan B umst npouisi.

nmap T4 -A-v 10004 [Scan]

Profic [scon | Ping | scripting | Tage | source| Other | Tirming o
Profile Information
The description is a full description

Profile name of what the scan does, which may

be
Deccripton ~e

Pucynok 6.15: Penakrop npoduis

22. HaxwmuTte BKIaaky Scan u Beioeputre Xmas Tree ckanupoBanue (-sX).



nmap -T4-A-v 10.00.4 [San]

Profil I I % g S - F Help
l i ’WI S:riml 7""1 l l TmmJ Enable all advanced/aggressive
Scan optiom oplions
Targets (optional): 10.004 Enable OS5 detection (-0), version
detection (-5¥), script scanning (-
TCP scon None Bl |} 1) snd vucetoute {~tncarmute
Non-TCP scans: Nore

Timing template: ACK scan (-s8)
Erable all advanced/aggressn FIN scan (2F)
[C] Operating system detection (- Mamon scan (-sM)

[} Version detection (-sV) Nul scan (-sN)

[T Idie Scan (Zombie) (-<) TCP SYN szan (-55)

[_] FTP bounce attack (-b) TCP connect scan (4T)

(7] Disable reverse DNS resoluticr Window scan (-sW)

("] 1Pv6 support (-6) [ xemas Tree scan (-5 |

(Gancel | [ Swve Changes|

Pucynox 6.16: Scan

23. Bwibepure None B Non-TCP ckanmpoBanuwm, nanee Beioepute Aggressive (- T4) u
HAQ)XMHUTE COXPAHUTh U3MEHEHHUS.

nmap -sX -T4-A-v 100.04 [Scan]
Prefile| Scan | Ping| Scripting | Target| Source | Othes | Timing | i
Scan options W'h's advanc
Targets (eptional): 10004 Enable O detection (-0), version
TCP scan Xmas Tree scan (-sX) ™ :g::::ﬂ (-s¥), Ku(’_t.::nmng e(;
Non-TCP scans: None 1v]
Timing template: Aqaressive (-T4) v]

[ Enable all advanced/aggresswve opton: (-A)
("] Operating system detection (-O)

[] Versien detection (-sV)

[ \dle Scan (Zombie) (-£)

[T FTP bounce attack (-b)

[ Disable reverse DNS resolution (-n)

{71 1Pv6 support (-6)

Pucynok 6.17: Scan t

24. Bseaure IP anpec nenu u tun ckanupoBanus Xmas. Haxkmute ckaHMpoBaTh.



Scan Tools Profile Hep
Taeger [10002 o] profie [xmacsean Iv] B=n] [conen

Command | nmap -sX-T4-A  100.04

[ Hosts [ Senices | | NmapOutput Pots / Hosts | Topolagy | Host Detaie] scans|

05 ¢ Hout -

Details

Pucynok 6.18: Hactpoliku ckaHMpOBaHuUs

25. Nmap ckanupyer IP agpec 1 BBIBOIUT Ha 3KpaH pe3yJIbTaThl.

Scan  Tools Profile Hep

Terget | 10,004 B Profile  Yimes Scon B Cancel
Command  nmap -sX -T4-A v 100.04 |
Nemap Output | Porte / Hosts | Topology | Host Detaite | Scans |

nmap -3X T4 -A -+ 10004 -
A

| Starting Neap €.01 ( nttp://nmas.org ) at 2012-08-24
| & & dbe v .
| NSE: Loaded 93 ceripte for scaming.
| NSE: Script Pre-scanning.
Initiating ARP Plng Scan ot 16:29
Scanring 10.0.90.4 [1 port)
‘ Completed ARP Ping Scan at 16:23, 6.15s5 elapsed (1 total
hosts)
Initiating Parzllel DNS resclution of 1 host. at 16:29
| Completed Parallel DNS resolution of 1 host. at 16:29,
| ©.80s elapsed
Initiating XMAS Scan at 16:29
| Scanning 10.0.0.4 [1000 ports]
Increasing senc delay for 16.0.9.4 from @ to 5 due to 34
| oyt of 8% dropped prodes since last ircrease.
Conl:teﬂ XMAS Scan at 16:3€, B.36s elapsed (100€ total
ports
‘ Initisting Service scon ot 16:30
Initiating 0S5 cetection 4tr) u) against 10.0.0.4
| NSE: Script scanning 10.0
‘ Initiating NSE at 16:30
Completed NSE st 16:30, 0.00s elapsed
M-cp scen report for 10.0.0.4
Host is up (@. eeozes lutency)

Pucynok 6.19: Pezynbratst

26. HaxwmuTe BKIaIKy Services, YTOOBI yBUAETh BCE JOCTYITHBIE CITY>KOBI.



Scon Tools Profile Help

Terget | 10.004 [+] peetite |t Scan I~
Commane: | nmap -sX -T4-A v 10004

[£]

W e [ [ e e prvy ey

Kendce o |meaposX Té-A 10004 | ';o..a.'
Starting Nesp 6.81 ( nttpi//nmap.o"g | at 2012-88-24 |
- e sow .

NEE: L oaded O3 weripte Far acarning

NSE: Script Pre-scanning.

Inltleting AP Plry Scen at 16:329

Scanning 10.9.0.4 [1 port]

Completes AP Ping Scan st 16:29, 2.1%: elspsed (1 total
nests)

Initiating Parallel OmS racclution of 1 Post. at 1E:29
CORPIOTEC PArallol DAG recoluTion >+ 1 NCST. AT 18:29,
9,00z elapz:d

Initiating (MAS Scon at 16129

Sconring 10.9.0.4 (1@ ports)

Increaning send delay for 10.0.0.4 Froe § to 5 due to 34
out of B4 dropped prooes since last incresse.

Completes XMAS Scan at 156:3@, &, 36: eclapsec {1008 total
ports)

Infitiating Service scam ot 16130

Initiating 05 detection (try #1) against 10.9.0.4
M3EL Script scanning 10.0.0.4,

Tnitinting VSE ot 16:)4

Cowpletes NSE ot 16:33, 0,005 clepsed

Neop scen reoort fur 10.0.0.4

l—l Host 13 (@.0002845 latency). v
mm - ._.."‘ . . .’. - - . - - -

Pucynox 6.20: Services

27. Null ckaampoBanue padoraet Toibko eciu peanm3arus TCP/IP OC pa3paborana
coryacHo cranfapty RFC 793. Artakyrouwmii npu stoMm nepenaet kajap TCP 6e3 ¢uaros.

28. YroObl BBIMOIHUTH HYJIEBOEC CKaHHUPOBaHHUE i BbiOpaHHOro IP, co3maiiTe HOBBIi
cnenmanuzanus. Click Profile -> New Profile nam

=

Target: YOO,;
| @ Edt Selected Profie
Commend L e e g

[ Homs ][ Senices | “Nenap Outpun] Ports / Hosts | Topelogy | Host Deta ] scerm
4 Port 4 Protecol ¢ State { Sarvice ¢ Vernon

05 ¢ Host i
w0004

PucyHok 6.21: New Profile

29. Bo Bkaagke Profile, BBeaute nms Null Scan.



amap -sX -T4 -A -+ 10004 [E]
Profile | scan | Ping | Scipting | Target| source | oe | Tirming | o ——
Profile Information
This i how the profile will be
Profile name identfied in the crop-down combo
o ; bex in the scan tab,

fcont] | cdsem changes
L d
Pucynok 6.22: Profile

30. Haxwmure Briaaky Scan. Teneps Boioepere Null Scan (-sN) 13 BbInagaroiero cmcka.

Arrap -£X T4 -A -v 100,04 I__“'!'_]
| Protie 5can | Ping | scnpting] Target | Source | Othe | Timing | Wy S
Scan options
This is how the profile will be
Targets foptional} 10.004 identified in the drop-down combo
. box n the scan tab.

TCP scam: Xmas Trze scan (-5X) E

Non-TCP scans: None

Timing template: AlK 3can (34)

(¥ Enatle all sdvanced/aggressiv FIN scan (-5F)
[C] Opesating system detection (- Maimon cean (-<M)

[] version detection (-sV) rm scan (-sN) ]
[7] 1dle Scan (Zombie) (-51) TCP SYN scan (+55)

[_] FTP bounce antack (-b) TCP connect scan (-T)

[7] Disable reverse DNS resolutior Wincow scan (-sW)

[ ipvé suppert (-6) Xenaz Tiee scan (-X)

Goncel | [ Sove Changes

Pucynok 6.23: Profile

31. Boibepute None u3 Non-TCP ckanupoBanus u Aggressive (-T4).
32. Haxmute coXpaHUTh U3MEHEHHUS.



nmap -sN -sX -T4-A -v 10.0.04

Profile| Scan | Ping | Scripting | Terge | Source| Cther | Tieming | Help v jtprin

Scan options

Targets (optional):
TCP scar:

[seo

Never do reverse DNS, This can

10204 slash scanning times.

Nul scan (-sN)

Non-TCF scans:
Timing template:

Noae
Aggressive (-T4)

(& Enabie all advanced/aggrecive options (-4)
[} Openting system detection (-0)

[ Version detection (-sY)

[ idle Scan (Zombie) (-s1)

. FTP bounce attack (-b)

[ Dxable reverse DNS mcolution (-n)

[ 1pv6 support (-6)

Pucynok 6.24: Profile

33. B rmaBHoM okHe BBeaute IP 1enu u BeiOepere HyseBOH crenuamn3aims
3aTeM HaxkmuTe CKaHUPOBATD.

Scan  Tools Profle Help
Target: | 10,004
Command: | nmap -sN -sX -T4 -A -v 10.004

| Hots || Sewvices | Nmap Output Ports/ Hosts |Topology | Host Detais | scans

4 Port ¢ Protocol ¢ State ¢ Service ¢ Venion

@ v Cancel

|+| Profie [Nuiscan

0S 4 Host
W 10004

Pucynox 6.25: HacTpolika CKaHUpOBaHUS.

34.  Nmap ckanupyet BbIOpaHHbIN [P 1 BBIBOAUT pe3ysibTaThl.



Scan Toels Profie Help

Taget | 10004 [+] profie |Nutsan i Cancel
Command: %mposN-Tl -A - 10004

| Hots || Services | | Nmap Outpt | Ports, Hosts | Topology | Host Detas | scans| _
05 ¢ Host o |nmap-sN-T4-A-v 100,04 [v]

W 10004

Starting Nmap 6.01 ( http:i//neap.org ) at 201208 24
- - = .

NSE: Loaded 93 scripts for scenning.

NSE: Script Pre-scanning.

Initiating ARP Ping Scan at 16:47

Scanning 10.0.0.4 [1 port) .
Completed ARP Ping Scan at 16:47, @.14s elapsec (1 total
hoste)

Initiating Parallel DNS resolution of 1 host. at 15:47
Complected Parallesl DNS resolution of 1 host. ot 16:47,

©.185 elapsec

Initiating NULL Scan at 16:47 Ll
Scanning 10.€.0.4 [100@ ports]

Increasing send delay for 10.€.0.4 from @ to S due to 68

out of 169 dropped probes since 1ast increase.

Completed NULL Scan at 16:47, 7.78s elapsed (1000 total
ports)

Initiating Service scan at 16:47

Initleting OS detection (try #1) sgainst 10.0.0.4

NSE: Script scanning 10.0.0.4.

Initiating NSE at 16:47

Completed NSE at 16:47, 0.00s elapsec

Nmap scan regort for 10.0.0.4

Host is up (£.900868s latency). v
l Filter Hosts | -~ ---- S S =

Pucynoxk 6.26: Nmap Output

35. lenknute no Briaake Host Details, 410061 IpocMOTPETh A€TaNN y37a..

Scan Tools Profile Help
Target | 10004 [v] profie: | Nutscan [v] [Scan| cance
Command: | nmap-sN-T4.A - 10004

| Hosts || Services | |Nmap Output| Ports/ Hests | Topology| Host Detais |scans!
05 ¢ Host - =10.004)

W 10004 = Host Status

State: up
Open ports: 0 p

Fitered pots: 0
Cosedponts: 1000
Scanned ports: 1000

Up time: Not available ‘

Last boot: Not available

~ Addresses
P 10004
IP6  Not aveilable
MAC:  00:15:50:00:07:10

+ Comments

Pucynok 6.27: Host Details

36. Arakyromuii ormpanser TekcToBbli maker ACK co ciaydallHBIM TOPSIKOBBIM
HOMepoM. Hu oflnH OTBET He O3HAYaeT YTO MOPT QUIBTPYETCH..

37. nsa ucnons3zoBanusi ACK Flag ckanupoBanus IP, co3naiite HOBBII
Profile -> New Profile unu Ctrl+P.



¢ Pot 4 Protocel ¢ State ¢ Senvice ¢ Versicn

Pucynok 6.28: New Profile.

38. B mpodmite BBequte nmst ACK Flag Scan.

| nrap -cN T4 -A - 100.04 [scan]

Profile |scan| Ping| scripting | Terge| source| cehes | Timing| -
- . The description s a full d
ion s a full description
Profile ACK Sc of what the does, which
o [T | SR

el

Pucynok 6.29: Profile

39. UYroObl BEIOpaTh apaMeTphl I ckanupoBanus ACK, menkHuTe Mo BKIaake Scan,
BbIOepuTe ckanupoBanue ACK (-sA).



nmap -gA -sN T4 -A -v 10.00.4 @

Profile | sc. Scipting Source | Othes | Timing Help
l I nlpml l"’l I I L l Enatle all advanced/aggressive
Scan options optiont
Targets (optional) 10004 Enatie OS detzction (-0), version
detection (+sV), script scanning (-

TCP scan: ACK scan (-5A) E sC), and traceroute (--traceroutel.
Non-TCP scans: None
Timing template: |AcK scan (34 |

¥ Enable all advanced/aggressiv FIN scan (-5F)
] Opesating system detection (~ Maimor ccan [-<M)

[J] version detection (-5V) Null scan (-sN)

[7] Icle Scan (Zombie) (-sl) TCP SYM scan (-55)

] FTP bounce attack (-b) TCP connext scan (+5T)
[7] Disable reverse DNS resolutior Window scan [-sW)

O IPv6 support (-6) Xmac Toe sean (<X)

Pucynok 6.30: Scan
40. l&nkaute o Briagke Ping u Beioepute IPProto (-PO) probe u HaxxmuTe COXpaHHTD.

nmap e -sN T4 -A v -PO 10004 E]
| Protle | scan| Ping |Scnptng| Target | Source | Othes | Timing | e
Ping optionc
- Send ar IOMP timestamp probe to
["] Don ping before scanning (-Pn) see # targets are up.

] 1KMP ping (-PE)

|| ICMP timestamp request {-PP)
] 1CMP netrrack request [-PM)
[ ACKping (-PA)

] S¥N ping (-P9)

4 [iBProto prebe: (-20)
[_] SCTPINIT ping prokes [-PY)

fgameet [ e sove Chunges]

Pucynok 6.31: Ping

41. B rnaBHoM okHe nporpammbl BBeaute IP memu (10.0.0.3), BeiOepuTe CKaHUPOBAHUE
ACK Flag Scan u3 npoduiis 1 Haxmutre CKaHUPOBATh.



Scan Tools Profile Help

Target: [10004 [v] Profie [AckFiag scan |-] [ Cancel
Command: |nmap -sA -FO 10004

[ Hosts || senaces | | Nmap Outout |Ports / Hosts | Topology | Host Details | Scans|

05 ¢ Host -

| Detavs

I Filter Hosts |
- |

Pucynok 6.32: Hactpoiika ckaHUpOBaHuUs

42. Nmap ckanupyer uenesoi IP agpec 1 BBIBOAUT pe3yabTaT HAa SKpaH.

[v] profile | ACKFiag Scan [+] Cancel|

nmap -sA PO 1€.0.04

[ Hosts || sewices | [ MmapOutpus] ports/Hosts  Topology | Host Detais | scans|
X o |nmap-sA-PO 10204 [v] ¢

™ 10004

Starting Nmap 6.01 ( http://nmap.org ) at 2012-88-24 17:03
Indic Stondard Time

Nmap scan report for 10.0.0.4

Host ic uwo (0.0000030: latency).

A1l 1090 scanned ports on 10.0.0.4 are unfiltered

MAC Address: #0:15:50:00:07:10 (Microsoft)

Mmap done: 1 IP address (1 host up) scannec in 7.57 seconds

Pucynoxk 6.33: Nmap Output

43.  YtoOsI paccMoTpeTh OombIne netaneit Haxxmute Host Details.



Scan Tools Prcfile Help
Target: | 10.0.04

Command: nmap -sA-PO 10.004

Hosts l Services | Nmap O\Rpml Ports / Hosts

L] Profile | ACK FlagScan

v

[epo o s

|Scan

=110.0.04

= Host Status
State

0S ¢ Host &
W 10004

Open portc:
Filtered ports:
Closed ports:
Scamned ports:
Up time:

Last boct:

up

0

0

0

1000

Not availsble
Not availsble

(s

= Addresses
Pva: 10004
IPvéc  Not available
MAC:  00:15:50:00:07:10

+ Comments

Pucynox 6.34: Host Details
AHaJIN3 PAKTHYeCKOil padoThl

3anummre Bce [P anpeca, OTKPBITHIE U 3aKPBITHIE TIOPTHI, CITY>KOBI U MTPOTOKOJIBI, KOTOPHIE
Bbl OOHAPYKUJIM BO BpeMs 1JaOOpaTOPHOM.

CpencrBa CoOpannas nnpopmanus

Tunel ckaHUPOBAHUS:
— Intense scan
— Xmas scan
— Null scan
— ACK Flag scan
Heranmu Intense ckanupoBanus - Nmap Output

— ARP Ping Scan - 1 host
— Parallel DNS resolution of 1 host
Nmap — SYN Stealth Scan
* Discovered open port on 10.0.0.4 o 135/tcp,
139/tcp, 445/tcp, ...
— MAC Address
— Operating System Details
— Uptime Guess
— Network Distance
— TCP Sequence Prediction
— IP ID Sequence Generation
— Service Info

Bonpocsl




1.  IlpoaHanu3upyiTe U OLEHUTE PE3YJIbTAThl CKAHUPYS C TIOMOILBIO:
a. Stealth Scan (Half-open Scan)
b. nmap -P
2. Bommonnute obparnoe TCP Flag Scanning and npoananusupyiite y3iibl ¥ CITyKObI 715
LIEJIEBOM MAIIUHBI B CETH.



IIpakTnyeckoe 3ansitue Ne7. CkanupoBanue cetu ¢ nomoubio NetScan Tools Pro

ean padoTsl

Lenbro paboOTHI SABISIETCS JUATHOCTHKA, KOHTPOJb M OOHAPY)KEHUE BCEX YCTPOUCTB B CETH.
Bam HeobOxomumo:

1) Oo6napyxuts IPv4/IPv6 aapec, ums xocta, ums y3ia, email u URLs.

2) Ompenenutsb JOKaIbHBIN MOPT.

CpenacrBa /151 BBINIOJTHEHUS PAKTHYECKO# padoThI

Bam nyxHo:

1) NetScan Tools Pro.

2) Ero MoxxHO 3arpy3uTh Mo cchlike http://www.netscantools. com/nstpromain.html.
3) CKpUHIIOTHI MOTYT OTJINYATHCS.

4) Windows Server 2012.

5) [IlpaBa agmuHucTpaTopa.

KpaTKue TCOPETHYECCKUEC CBCACHUSA HPEHCTaBJIeHHe 0 CKAHUPOBAHUH CETH

CereBoe CKaHMpPOBAHUE — IPOLECC MCCIEJOBAHUS CETH, Ul O0eCHeueHHs] KOHTPOJIs
JAHHBIX WIN YCTPOICTB B ceTu. CeTeBOoe CKaHMPOBAHUE MOKHO MCIOJIb30BaTh CHAPYKU CETU IS
ONpPENEICHUS ySI3BUMOCTEM.

NetScan Tool Pro Beimosaser:

1) KoHTpoJib JOCTYITHOCTH CETEBBIX YCTPOMCTB.
2) VYBenomuster IP anpeca, y3ibl, JOMEHBI U OPTHI.

ITocranoBka 3agaun

‘Veranosure NetScan Tool Pro 8 Window Server 2012.
1. Haxvure [Tyck.

Pucynok 7.1

L b

: Windows Server 2012 — PaGounii cToi

2. Haxwmure NetScan Tool Pro.



Qs ”
9

Pucynok 7.2 Windows Server 2012 — IIpunosxeHus

3. Ecuu Bbl ucnonesyere nemo-sepcuto NetScan Tools Pro, Torna Haxmure Hauats Demo.
4. Orkpoitte wiu co3naiite okHo New Result Database-NetScanTools Pro, BBenute nums

HoBOWU B/]
5. PacnonoxeHue karajaora no yMOJIYaHUIO, HAKMUTE MPOIOJIAKHUTH.

r Open o Create a New Results Database - NetscanTools ® Pro r

NetScanTools Pro automatically saves results n a database. The database s required

Create a new Results Database, open a previous Results Database, or use this software in Traning Mode with a

temporary Results Database
**Training Mode Quack Start: Press Create Traning Mode Database then press Continue

A NEW Results Database wil be automatcally prefixed with

Database Name (enter new name here)
NstProData- and will end with ".db3'. No spaces or periods are allowed

[*e-,:i l when entering a new database name
Select Another Results Database Resuits Database File Locaton
Results Database Directory
ol - C:\Users \Administrator \Documents Q_,
Project Name (optonal)
: Set Defauit Directory

Analyst Information (optional, can be dsplayed in reports if desired)
Telephone Number

Name
Title Mobde Number
Organizaton Emal Address
«:
Use Last Results Database Continue Ext Program

.
Pucynok 7.3: NetScan Tools Pro

6. I'maBHoe okHO The NetScan Tools Pro npencraBineHo Ha pucyHKe.



wecame Ta MetsanTool 2 @)

Wrcore bn Nt S Toow® P Dema Versan 17 This soltwer is & dern. ot R o 100 it sarw boais harve i lirits.
Tha dere carrt be comveted (5 & I veson

Pomar ot buns Soe A domabod o Marsiof rods o tocks grouped by banctor o e bl paee

Fec o taow e ot v
iue 0 1908 WOk WE® YOI 608 SyYXer. g Jray (Con teols cortact Swd paey mywers

Proce T F1umy i vien Do oterwhe o hwip nchadiog Geirg Stated of ortion

Pucynoxk 7.4: NetScan Tools Pro

7. Boibepute Manual Tools (all) cneBa u naxxmure ARP Ping.
8. Haxwmure OK.

A tew words about this tool.. )
| WatScantonn® Po )

\About the ARP Ping Tool

o se thes Tool 1O PING an 1Pv4 address on your subnet usng ARP packets. e T o0 your
LA 2 find the reporss Bme o 2 device o an ARP_REQUEST packet avin If e dovice s Nddan and
Boes "ot repo~d i gy P g

*  ARP Ping reguires 3 taroet IPv4 address on your LA

o Don't miss this special feature in this took Icentfy duoicate Pve sddoess oy Drgnd 2 soechic
P atcress I more A one Sencs (To o more MAL adaresses) responcs, you 3e shown the
MAC adthess of aach of B dovices.

o Don't forget = ght ik bt D el for 2 menu Wit more oplons.

Demo Limtations e -

|*  Nooe.

Pucynok 7.5: Onuun

9. Bribepute Send Broadcast ARP, 3atem mepexmouatens Unicast ARP, BBemute IP
anpec IPv4 Address, n nHaxxmute Send Arp.
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Pucynok 7.6: Pezynsrar ARP Ping

10. Haxwmure ARP Scan (MAC Scan) cneBa. OTKpoeTcsi OKHO ¢ MHPOpMAITUCH.
Haxxwmute OK.

A few words about this teol.

About the ARP Scan Tool

Use this Lool Lo send an ARP Regquest Lo every 1Pv4 addross on your LAN. vt o nected
devices commot Sade o ARP Dackes and must repond with thee [P and MAC sddrese.

Uncheck ™he Rascive 1 box for faemm scan complaNon Bmn

Don't forpet 1 nght Ak n e el for 3 menu with more 00%00s.

S

Pucynoxk 7.7: ARP Scan (MAC Scan)

11. Bsenure nuamnason IPv4anpeca.
12.  Haxwmute Do Arp Scan.



[ 3ump 7o avoraad |

1A 2 Peariis

WAC Address  I/Y Manutacturer Scoateame mrry Type

o e Betoear, as. : aynaeic
o o8- Dell lac WIB-aS3EL. dyiarac

Pucynoxk 7.8 Pezynbrar ARP Scan (MAC Scan)

13.  Haxwmure DHCP Server Discovery cieBa, oTkpoetcs okHO ¢ uHpopmanueit o DHCP
Server Discovery Tool. Haxxmute OK.

A few words about this tool .

About EMWMWW Tool

+  Use this tool to actively locate DHCP sarvers (IPv4 only) on your local network. It sows the
P sddress and o wi=ogs are beng hunded out by DHO servers. This tood an @ “nd cnimoam
Or Togue’ DHCP servers,

e Don't forget 1o nght ok o Wi resu S for o menu with more options.

Pucynoxk 7.9: DHCP Server Discovery Tool

14. Bribepere Bce onuu Discover n Haxkmute Discover DHCP Servers.



Finci DECP Sevvers a0 your Pvs subnet

For HED. prese KL

r—c

M.l

Cick on Ineartace below an press Dicover () Aot = Fmvorems

TP Addrman VAT Jddrenn Tautesrface Descripeion
10.0.0.7 W mael Hypes-V Viresal Ezherset Mapter #2

RE20"dnG DI Lervers
DECF Server IP Server Hostname Cffered IF Offered Scbhoet Mask 1P Rddress I
10.2.0.1 12.0.0.1 10.2.0.3 255.285.285.0 3 days, 0:0C

Pucynok 7.10: Pesynsrar DHCP Server Discovery

15. Haxwmwure Ping ckanep. IlosBurcs oxHO ¢ mHpopmammedr o Ping Scanner tool.
Haxwmure OK.

A few words about thes tool..

About the Ping Scanner (aka NetScanner) Tool

+  Use this tool to pIng & range or It of 1PvA addresses. This mol $hows vou wh th computens
0 ACWVe within T angy/ Bt (e hove W 1epond to 0ng). Use L vt any st of sccesdie B
Mcremet. To see sl Savoms 1 your sbn st i AUSING o DIOCHNg NG, YOu M B0 use ARP Soan

*  You can mmport & text kst of IPv4 addresses to ping.

+  DONT miss this specsl feature I This took Lise ™12 DO SME/MENS SO 10 D60 MERIOS res) ones
from wnproZeClad Wirdows (oTpuls.

o Don't lorget ™ ngnt ok n e rewsts for 3 NG WATY MO OPDONS.

Imtavons.
o Packet Delay (teme hetwesn sanding sach png) » nuted to a lower et of S0
milisecnnds. Packet Delay can be 33 low a4 200 (0) ms 1 the full vorsion, In other words,
Ure full warsaon vl be o et faster

Pucynox 7.11: Ping scanner

16. Bribepete nepexitouarens Use Default System DNS, u BBeguTe quanason [P B momsx
Start IP u End IP.
17. Haxwmure Start.
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Pucynok 7.12: Pezynbrar

18. Haxwmure Port scanner. IlosBurcs okHO ¢ mH(DOpmammelr o port scanner tool.
Haxmure OK.

A few woeds abot tha teol .

iAbout the Port Scanner Tool
NEVIR SCAN A COMPUTER WOU DO MOT OVIN O, MAVE THE ONNIER S PERMISSION 70 SCAN,

b line T Pl B st & Waeged five TOP i B pacts Thal ice Infeniing (isivn with eniied
ElaegL

b lypes of scasnng supportac: W Concect 1OV Soan vee robe Selow | UDE port wrmchatie
SN, (DN M I Rl SO0 AT BN LIDE SIR, TEP ST A0l W00 INE IR O S8,

b Dt s Ui spodiel besbame i Uhis ool At ¢ ot Fes bee s ol o0 wdbas wiedon
Wil apen 1 your Setnut veel Sraaoe

I D3N IONDET T “ONT COOK M TR MTS T2 MaT AT CHE 00TONT,

Potex settings that strongdy atfect sxan poodk
b Cometon ey Uks 250 o less 90 0 fstnwivar b o cie s W reartn corpuer s Jes 3000 S secor & 3
0°¢ OF § O SoTTeCIDn.

b Mo e e M-mwmw"mmﬂvwﬁp-vnc
I sennguleiey Setvee Conmecsore. Ty L. BN TV | 1. hotoe e @ e,
P SetRg e e el Commcies

Pema bisiatioo.
o N

Pucynox 7.13: Port scanner

19. Bsenute IP anpec u BeiOepere nepexmouarens TCP Ports only.
20. Haxwmure Scan Range of Ports.
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Pucynok 7.14: Pesynberat Port scanner

AHaJIU3 NPaKTH4YecKoil paboThl
3anummre Bee [P agpeca, mopTsel, Ciry>KObI U IPOTOKOJIBI, KOTOPBIE Bbl OOHAPYKHJIIH.

CpencrBa CoOpannas ungopmanus

PesynbTarel ARP Scan:

— IPv4 Address

—  MAC Address

— I/F Manufacturer
— Hostname

—  Entry Type

— Local Address

NetScan Tools

pro Nudopmanus o cepsepax Discovered DHCP:

— IPv4 Address: 10.0.0.7

— Interface Description: Hyper-V Virtual Ethernet Adapter
#2

— DHCP Server IP: 10.0.0.1

— Server Hostname: 10.0.0.1

— Offered IP: 10.0.0.7

— Offered Subnet Mask: 255.255.255.0

Bonpocsl

1. Huctpyments NetScan Tools Pro moanep:xuBaroT mpoKCH-CEpBEPHI WIIH
OpanamMayspbI?






IIpakTHyeckoe 3anaTHe Ne§. YUepTesk AuarpamMm ceTH ¢ NOMOIIBIO
LANSurveyor

ean padoTsl

[lens 3TOM MPaKTHYECKOW COCTOUT B OOHAPYKEHHUH M IIOCTPOCHUH TOTIOJIOTHH CETH.
Bam Heobxoaumo:

1) HapucoBath KapTy Baleu CeTH.

2) Co3garb OTYET, KOTOPBIN BKJIIOYAET BCE BALIM MEPKIIOYATENN U KOHLIEHTPATOPbI

CpencTBa 1Jis1 BbINOJTHEHHUS MPAKTHYECKOH PadoThl
1) LANSurveyor.

2)  MoxHO 3arpy3uTh 10 cChUIKY hittp: // www.solarwinds.comy/
3)  CKpUHITIOTHI MOTYT OTJINYATHCSL.

4)  Windows Server 2012.

5)  bBpaysep c unTepHETOM.

6) Ilpasa amvrHKcTparopa i 3ammycka LANSurveyor tool.

Kparkue Teoperuyeckue cBeieHHsI

IIpencrasienne o LANSurveyor

SolarWinds LAN aBroMaridecky HAXOIMT BALITy CETh U IPOMBBOIIUT €€ TIOCTPOEHHE B BUIE Tpathrika, KOTOpoe
MOYKHO 3KCTIOpTHpoBaTh B Visio. [ IporpaMmva aBromaTiieckut 0OHaPY>KUBAET M3MEHEHHST M IBMEHSIET TOTIOJOTHIFO.

IlocranoBka 3a124u
Yeranosure LANSurveyor B Windows Server 2012.
1.  Haxwure [Tyck

Wl Windows Server 2012

Pucynoxk 8.1: Windows Server 2012 — Pa6ouwnii cton

2. 3ayncrute LANSurvyor.

‘>

Pucynok 8.2 Windows Server 2012 — IIpunosxeHust



3. PaCCMOTpI/ITC OrpaHU4YCHUC NPOrpaMMEBI, a 3aTCM HAXKMUTC IPOJOJIKUTD.
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Pucynok 8.3: Orpanunuenuss LANSurveyor

4. [Janee naxxmute Ctaprt.

solarwinds

What you can do with LANsurveyor.

¥ Scan and map Layer 1, 2. 3 natwork topology
#] Export meps to Microsch Visio » View example map
< Continuously scan your network astomatically

Once ssved, al custom mape car be Used m SclarWinds natwork ase opploetor
management software, Lsan e s

» thwack LANsurveyor forum

thwackis s s oo asers wilh useful nomaton, took aad vauabie resoarces
» Onbne Manual

For additioral hap on using the LANsurveyor, read he LANSurveyor Admnstrater Gude

» Evaluation Gude

The LANsurveyer Evaiuston Guide provdes an intracucton 10 LANSurveyer festures srd mstructions for netaling, cosfgurng, asd
#8INg LANSUTveyor,

» Support
The Solsrwinds Supoort Webste offers & cengraherave sat of toois to hap you mansge a%d mantan your Solsinds appications
Vathe Xagwiedge Duse, frequestly Ashad Questony, Of Uidule,

[Joeststow spen [\ Start Seaseing Network ]l[ Cone |

Pucynox 8.4: Hauamno

5. TlosiBUTCS OKHO, B KOTOPOM HEOOXOJMMO BBECTH HadadbHBIM W KoHewHbIH IP ajapec,
3areM Haxartb Craprt.
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Pucynok 8.5: HoBas kapta

6. Bsenennsie IP OynyT oToOpakaThCs Kak Ha CIEAYIOLIEM PUCYHKE.

Searching for IP nodes

Hop 0: 10.0.0.1 - 10.0.0.254..

SNMP Sends: B2
SNWP Recepts. o

ICHP Ping Scnds: 3
ICMP Receipts:

Subrets Mapped-

hades Mapped:

Routers Wapped.

Swilches Maggped

Pucynok 8.6: IIporpecc noctpoenus

7.  LANSsurveyor BBIBOJUT Ha 3KpaH Bally KapTy CETH.
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Pucynok 8.7: Kapra cetu

AHaJIN3 IPAKTHYECKO padoThl

3anumute Bce IP anpeca, noMeHHbIe MMEHA, UMEHA Yy3J10B U y31bl SNMP, koTOpBIE BBI
O0OHAPYKHIIH.

CpencrBa CoOpannas nnpopmanus

IP anpec: 10.0.0.1 -10.0.0.254
IP Nodes Details:IPv4 Address:

— SNMP Send - 62

— ICMP Ping Send - 31
— ICMP Receipts - 4

— Nodes Mapped - 4

LANSurveyor
Heranm cetu:
— 1P Address - 4
— Domain Names - 4
— Node Names - 4
Bomnpocsl

1. Moryr i1 6bITh OOHAPYKEHBI TOYKU OECIPOBOJHOTO COSAUHEHUS?







IIpakTnyeckoe 3ansaTue Ne9. Orodpa:kenue cetu ¢ nomomsio Friendly Pinger

ean padoTsl
Lenbio mpakTUyecKoil siBiIsieTcs OOHApYKEHHUE U CXEeMAaTUYeCKOe N300pakeHNe TOMOJIOTHI
CeTH.
Bam HeoOxomumo:
1) W3yuuTtsh ceTsb.
2) H300pa3uTh TOMOJOTHIO CETH.
3) OOHapYyXHTb HOBBIE YCTPOHUCTBA U MOJU(PHUKAIIMN CETH.
4) BBINOIHUTH YIpaBIECHUE 3aMIaCaMHU ISl allapaTHBIX U IPOrPaMMHBIX aKTHBOB.

CpencrTBa 1J1s1 BbINOJHEHUS MPAKTHYECKOH PadoThI

Bam Heobxoaumo:

1) Friendly Pinger.

2) MosHo 3arpy3ut no cceuike http://www kilievich.com/fpinger /dowidoad.htm.
3) CKpHUHILIOTBHI MOTYT OTJINYATHCS.

4) Windows Server 2012.

S) bpaysep c nuaTEepHETOM.

6) IlpaBa agmunuctparopa st Friendly Pinger tool.

Kparkue Teopernueckue ceenus IlpeacrasiieHue o mocTpoeHnu ceTH

CeteBoe oToOpakeHHe - HccienoBaHue (uszndeckoit cea3u cereil. CereBoe 0TOOpakeHUE
4acTO BBIMOJIHAETCS, YTOOBI MPOCIEAUTHh PabOTy CEPBEPOB U ONEPAIIMOHHBIX CUCTEM ceTel. DTOT
METOZ OOHApy>KMBAET HOBBIE YCTPOMCTBA M MOAU(UKAIIUH, CIEITaHHBIE B TOIMOJIOTUU CETH.
BbI MO’xeTe BBINOIHATH yIpaBJIeHUE 3aracaMy Ul allapaTHBIX U IPOrPaMMHbBIX aKTUBOB.

Friendly Pinger Beimonusier:

1) KoHTpoJb TOCTYMHBIX CETEBBIX YCTPONCTB.

2) YBenomIiseT eciiu Kakoi JIM00 cepBep OTKITFOYACTCS.
3) Ping Bcex ycTpoicTB.

4) AyauT BceX KOMIIOHEHTOB CETH.

IMocTanoBKa 3aga4n
1.  VcranoBute Friendly Pinger B Windows Server 2012.
2. 3aitpure B Ilyck.

Pucynok 9.1: Windows Server 2012 — Pa6ouwii cton

3. 3anycrturte Friendly Pinger.



4. The Friendly Pinger oTkpoeTcs u BblIacT OHJIaliH 3a11poc.

5.

Haxxmute No.

Pucynox 9.2: Windows Server 2012 — I[Tpunoxenus

7 Friendly Pinger [Demo.map)

S MNA S

| @ Domo

et

Network -

Shovtcat Sm

ol
ves

e

Fight click the clent orea to add s new devce.,

B 212437

# 00:00:35 - |

Pucynoxk 9.3: FPinger

6. Bribepure File - Wizard.



Pucynok 9.4: FPinger

7. UroObl co3aTh HadyalbHOE OTOOPAKEHUE CETH, 3allOJHUTE JMAI030H aIpecoB Kak Ha
pucyHke 1 HaxMmute Next.

Local IP address (10007 |

The inbial map wil be created by query from DNS-server
the information about following IP-addresses:

[[mo.oml ]I

You can specly an exactet range of scanning 1o speed up
thes operation. For example: 10.1231351-51-10

[ Timeow 1000 & msec

Timeout allows lo ncrease searching,
but you can miss some addiesses.

Pk | |« |__opiea [ [ X conce |

Pucynox 9.5: Hactpoiika

- |

8. 3arem mMactep HaYHET CKAHUPOBATh CETh U Mepeuncisath [P agpeca.
9. Haxwmure Next.



P address ‘Name
10002 WINMSSELCKAK4T
[ 10003 Windows8
[ 10005 WINLXONIWRIASM
[]10007 WIN-DIIMASHLIE 4
The inquity is completed. 4 devices found.
s — |
Remove tick from devices, which you
dont want to add on the map
[ 2t | | @ogock || aphew | [ X coce |

Pucynok 9.6: Pezynbrar ckaHupoBaHust

10. YcranoBuTe OMIMYU MO YMOJYAHUIO KaK Ha PUCYHKE U HaxkmuTe Next.

Devicestpe: | WorkStation

Address
O Use IP-address

"1 Remove DNS suffix

Addition
() Add devices to the new map
|® Add devices 1o the current msp |

(7w | [oae | [Covue ][ om

Pucynok 9.7: Onuun

11. 3arem nporpamma OyaeT 0TOOpakaTh CETEBYIO KapTy B OKHE, KaKk Ha PUCYHKE.



;l'o fFan VWArn "mg P.h!lrmo'\ Scan f;v.tno;'--n:mn') ;C:b o
DN @@ [Fo-sanx oA
@ Cefowt

Ehl-.ul')@sknluuloaﬂcnev-dnnc.. T 3195 { # 200019

Pucynok 9.8: Cereas kapra

12. YtoObl OTCKaHUPOBATh BHIOPAHHBII KOMIIBIOTEP CETH, BHIOEPETE €ro U HAXKMUTE Scan.

Fle E;:J»/T.T??T “ot;:l;\ Scan  PWatcher  Inventory Help
DDS-H2 ™ M S AT YT
@ Dolast 52 Scan Options..  Cul-F5

= L o

WIN-D IIAITSHLIE 4 NAAORRAN M WIN-MSSTTOK4K4A Windowi0

aght-click the client area to add & new device .. O 231 144 5 000047

Pucynok 9.9: CxkanupoBaHue KOMIbIOTEPA

13. B PE3YIBbTATC NOABATCA ACTAIN CKAHUPOBAHUA.



Service Computer Command lor open

E]HTTP WINMSSELCK..  hitp:/AVINMSSELCK4KA

SIHTTP WIN-DISMASH. . hitp:/AWIN-DISMRSHLSES
Scanning complete S

Progress | [2) Bescan J

| 2ue | [ ok | [ Xcae | | «mgpon |

—
Pucynok 9.10: Pe3ynbratr ckaHUpOBaHUS

14. Haxwmute Inventor, 9ToOBI MPOCMOTPETh JeTaM KOH(HUTyparuu BBEIOPAHHOTO
KOMIIBIOTEPA.

 File e View Ping Notification Scan

DoE-HRE |[@Fv 31 ®

@ Delast [ Wwentory Optiom...  Cul-F
(=] m

!

=
WIN DISHFSHLIEA  WIN LR CLKAK4T

the software and hardwar ¢ information for eors of network “, 3473

Pucynox 9.11: Konduryparus

15. Brkiaaka General mokaseiBaeT o0Oue CBEACHUS.



File Edit View Repot Options Help

A% IM3$8% - Waa €I | 0l

& G| oo B Hocae] s«nmla'umldcjf

Cormputer/User
Host name WIN-D3IMRSHLIES
User name |Admmistrator

Windows
Name \Windows Setver 201 2 Release Candidate Datacenter
Service pack

Collection tme
Collectiontime  [8/22/201211:22.34 AM

Pucynok 9.12: General
16. Bxkuaaka Misc moka3bIBaeT pa3inyHbIe CETEBBIC aJpeca.

Fle fdt Vew Rapot Opions Melp -
D | Imieas - | WEA|0=ROEE od

_.-.-.L-'.-_r.l-lt-L.h.l Woc| B paduae] By gotware 3] Hoioy]
e

Paddesses (10007

MAC scidvmsses 048603 CICE 2D

Locel dirk driwer

Ioapaa (BRI GE

Puiis  FREI2GH

Deaplory nmtirngp

Dmploy setings [ T3654TRA. 60 Hz, Trus Color [32 ba)

L=k T Fres, Gb Sies. Gb
(= 18 1672 oA

=20 Faed 960 ares
— —

Pucynok 9.13: Misc

17. Bxnanka Hardware noka3bpIBaeT anmnapaTHble KOMIIOHEHTHBIE AETaJH.



ﬁle 75& Vicwikcpoﬂ »qnions Help.
aw|

ELETTRIRC S DIER-EE IR

& Geed| B isc[ B Hodwoe| B soware| 3] o 1 < |2 |
=®

® dxintel Pentium Ill Xeon 3033

@ AT/AT COMPATIBLE DELL - 6222004 02/08/12
= &) Monitors

&) Generic PP Monitor
~ B Displays adapters

B9 IntellR) HD Graphecs Family
= 3 Disk diives

= STI500413A5 (Serial W2AI1RHE)
= 28 Network adapters

5 @netrtf3064.inf %1tIS168e devicedesc Readek PCle GBE Family Controler

= <& SCSI and RAID contiollers

0 @spaceport inl Xspaceport_devicedesc Mictosolt Storage Spaces Controller

Pucynok 9.14: Hardware

18. Bxknaaka Software nokassiBaeT ycranonieHnnoe [10.

Do Im3oan | - WeaA s€BRER 0® |
(B sovoe] B b |

!

File Edit View Report Options Help

Pucynok 9.15: Software

AHaJIU3 NPAKTHYEeCKO# padoThl

3anummure Bee [P -agpeca, mMpOTOKOMIBI ¥ NOPTHI, KOTOPBIE BBl OOHAPYKWIN padoTe.



CpeacrBa

CoOpannas nungopmanus

FriendlyPinger

IP agpeca: 10.0.0.1 -10.0.0.20

Haitnennsie IP agpeca:

10.0.0.2
10.0.0.3
10.0.0.5
10.0.0.7

Heranu no 10.0.0.7:

Computer name
Operating system

IP Address

MAC address

File system

Size of disk
Hardware information
Software information

Bomnpocsl

1. FPinger noanep>xuBaeT OpaHaMay3pbl U IpoKcH-cepBepa’?
2. Hccnenyiite A3bIk IporpaMMHpOBaHUs HCTIoNb3yeMblil B FPinger.




IIpakTnyeckoe 3ansaTue Nel0. CkannpoBanue cetu ¢ nomombio Nessus Tool

Hean padoTsl
Ilenbto paboThl ABISETCS CKAaHUPOBAHME CETH U IOJIYYEHHUE HABBIKOB HCIOJIb30BAHUS
Nessus. Bbl HayunTecs:
1) Hcmons3zoBaTth Nessus.
2) CkaHupoBaTh CETh Ha YSI3BUMOCTH.

CpeacrBa /151 BBINIOJTHEHUS PAKTHYECKO padoThI
Bam HEoOxo1uMoO:

D
2)

3)
4)
5)
6)

Nessus.

MosxHo 3arpy3uTh 1o cceuike http:/www.Tenable.com/prodncts /nessus/
nessnsdownload- agreement/

CKpHHIIOTHI MOTYT OTJIMYATHCA.

Windows Server 2012.

Bbpay3ep ¢ BbIX0/I0M B HHTEPHET.

[IpaBa anmMuHucTparopa i 3amycka Nessus tool.

Kpartkue Teopernueckue cBenenusi Ilpeacrasienune o Nessus Tool

Nessus moMoraeT CTyAeHTaM H3y4aThb, MIOHUMAaTh, M ONPEICIATh YSI3BHMOCTH H Ca0ble
MECTa CHCTEMBI M CETH, YTOOBI 3HAaTh, KAK MOKHO HCIOJB30BaTh cucTeMy. CeTeBbIe ySI3BUMOCTH
MOTyT OBbITh W Tomosiorueil cetn u ys3BUMOCTAMU OC, OTKpPBITBIMM MOPTaMU U PabOYUMH
ciry>)k0amMu, TIPUIIOKEHUEM U OITMOKaMU KOH(PHUTYpaIuu CITy>KOBI.

IlocTanoBka 3aga4n

1.
2.

3.

YcranoButh Nessus.
OTkphITh (haiin - ménkaure Run.

F Open Flle - Sacunty Warming L |
Do you want to run this fie?

ﬂ Narme i AcministatonDetiiop\ Ne O i
-
v Pucichen Ignable Network Security Ing,

o Windows Instalier Package
Froos  Cllsers\Admmistretor\Desktop\Nessus-5.0.2-»66 64,

Concd

v Alnays ozk before openng the file

Whis files fiom the Internet can be uselu] thic file type Can potentially
herm your computer. Only run scftwere from publshers you trust

P

Pucynok 10.1: YcranoBka

3amycTUTCs MOMOIIHUK ycTaHOBKU. Haxxmure Next.



Welcome to the InstaliShield Wizard for
Tenable Nessus (x64)

The InstaliShield(R) Wizard vl install Tenable Nessus (x64) on
your computer, To continue, cick Next.

WARNING: This program is protected by copyright law and
nternational treaties.

Pucynox 10.2: YcranoBka

4. TlpumwuTe TULIEH3NOHHO COTJIANICHHUE.
5. BeiOepure uTo cornacHbl U HaxKkMUTE Next.

Tenable Network Security, Inc. Al
NESSUS- I
software license Agreement

This 1s a legal agreement ("Agreement”) between Tenable Network

Secunity, Inc_, a Delaware corporation having offices at 7063 Columbia

Gateway Drive, Suite 100, Columbia, MD 21046 (*Tenable”), and you,

party icensing Software ("You®). This Agreement covers Your

permitted use of the Software BY CLICKING BELOW YOU

INDICATF VOIIR ACCFEPTANCE NOF THI® AGRFFMFENT AND
@lmh“n the bcense agreement | rnt
() 1do rot accept the terms in the bcense agreement

InstallSrweld -

< Back Next > | Coxel |
Pucynok 10.3: Install Wizard

6. BriOepere myTh yCTaHOBKU U HaXMuTe Next.



Destination Folder
Click Next to install to this folder, or dick Change to install to a @

—, Install Tenable Nessus (x64) to:
U C:\Program Fies\Tenable WNessus\

Pucynok 10.4: Install Wizard

7. Bribepere THI YCTaHOBKH — IOJIHAsI yCTAHOBKA WM BEIOOpOYHAsL.

Choose the setup bype that best suts your needs.

Pucynok 10.5: Install Wizard

8. HaxmuTe ycTaHOBUTH



Ready to Install the Program
The wizard i ready to begn installation,

Ok Enstall to begin the installation,

If you want to review o change any of your nstallston setbngs, dck Back. Chck Cancel o
exil the wizard,

Pucynok 10.6: Install Wizard

9. [Tocne ycranoBku Haxkmute Finish.

 InstaliShield Wizard Completed

The InstaltShisid Wizard has successfully nstalied Tenable
Nessus (x64), Ok Finsh 1o ext the wazard,

Pucynok 10.7: Install Shield

10. I'maBuble katajgoru Nessus ITIOKa3aHbl B TAOIHUIIE.



Nessus Home Directory Nessus Sub-Directories Purpose

\Program \conf Configuration files
Files\Tenable'\Nessus
\data Stylesheet templates
\nassus\plugins Nessus plugins

\nessus\users\<username>\kbs | User knowledgebase
saved on disk

\nessus\logs | Nessus log files
-

TABJIMIIA 10.1: I'naBubie kaTanoru Nessus

11. ITocne ycranoBku Nessus oTKpbiBaeTcs B Bamem Gpaysepe no yMoi4aHuto.
12. TosiButcst sxkpan Welcome to Nessus, MIETKHUTE 110 CChUIKE, YTOOBI COeTMHUTHCS Yepe3 SSL

P+ B0 @ weiome v Nesaus!

Please connect via SSL by clicking hars.

You are lkely to gat a security alert from your web browser saying that the SSL cartificate is invalid. You may efther choose to temporarily accept the risk, or
you can obtain a valid SSL certificate from 2 regisivar. Please refer to the Ne doc tion for mors thon.
—_

PUCYHOK 10.8: Cepruduxamust SSL Nessus

13. Haxxmure "OK", eciiu OSIBIIIETCS CIISYIOIIEE TIPS TYNPEKICHHUE CHCTEMBI 0€30TTacCHOCTH

8) You are about to view pages over a secure connection.

Any information you exchange with this site cannot be
viewed by anyone else on the web.

[ In the future, do not show this waming

OK More Info

PUCYHOK 10.9: [Ipenynpexaenne cuctemsl 6e3omacHoctu Internet Explorer

14. Haxmute “Continue to this website” («IIpogomkuTh coeMHEHHE K 3TOMY BeO-caiTy» (He
PEKOMEHTyeTCs1))



2 npr//ocalnost 8834/ £ + G| & Cerficate Emon Navigation... X
x @segr @ of

g There is a problem with this website's security certificate.
The security certificate presented by this wobsite was not issued by a trusted cortificate authority.
The securty certificate presented by thes webste was msued for a different website's address.

Secunty certificate problems may incicate an attempt to fool you or intercept any data you send to the
Servel

We recommend that you close this webpage and do not continue to this website.

@ Click here 1o close this webpage.

9 Continue 10 this website (nol recommended]).

PUCYHOK 10.10: Cepruduxat 6e3onacHoctu Bed-caiita Internet Explorer

15. Haxxmute «OK» , ecu nosiButcs cineaytomee IpeaynpexnaeHun cucteMbl 0€30MacHOCTH.

i) You are about to view pages over a secure connection.

Any information you exchange with this site cannot be
viewed by anyone else on the web.

[ ] In the future, do not show this waming

OK More Info

PUCYHOK 10.11: Ilpenynpexaenue cucreMbl 0e3onacHoct Internet Explorer

16. TlosiButcst okHO «Criacu00 3a ycraHoBKy Nessusy. [enkaute mo kHomke «Get Started», 9ToOBI
3aIyCTUTh MPUIOKEHHE.

Welco
Thank you for installing MNessas, Die workd lsade o vulost abal By scaooeis. Nessos will allow you 10 peifoim

¢ High-apeed vulnersbility dscovery, 10 determne which hosts are running which services

o Agentbess suditing, 1o make sure no hol o pous el sock s missing securily pelcbes

* Comgliance chodks, to varify and prove thal evory host on your nelwork adheres to the security palicy you dofned
¢ Scan schedudng, 10 sulomabcnlly fum Scans of The freguency you Select

« And moie!

During the next steps, we sre gaing to oreaste =0 admenistrative account anc register your scannes with a Mogin Feed, which we will download  You will need
an Altivaticn Code before you Can ube Nestus; I you do Nol Nave an AQVaDon Code alfeady, please 9o 10 NID fliwen fesis Orgsregiater/ 1o Qe ond now.

Got started >

PUCYHOK 10.11: Hauano pa6otsr Nessus



17. B nepBoHaYaJIbHOW YYETHOMW 3alMCH BBEJIMTE yUETHBIE JaHHBIC U HaxxMuTe Next> ([anee).

| 8wk crvee 1 Metsus .-J

First, we nead to create an admin user for the scanner. This usar will have administrative contral on the scanner; the admn has the abllity to create/deiete
users, stop ongolng scans, and change the scanner configuration.

Login: [admin
PRSHWORD: seses

Confirm Password |rll|l4 - |

d

Bescaise (e Jomin USer CAn CRange [Me SCANRD CONTpuration, the ST Nas the ity [0 EXAcUle COmmands on IMe remote Mast. THeernre, i SHoud e
conssdered that the admin wser hos the same privilages as the "root” (or administrater) user on the rermote host

PUCYHOK 10.12: Yuernag 3anuch Nessus

18. B «Plugin Feed Registration» (cMeHHO#l perucrpanuuu KaHana) Bbl JOKHBI BBECTH KOX
aKTUBaIMK. YTOOBI MOIYYUTh KOJI aKTHBALIMHU, HAKMHUTE CCHUTKY http://www.nessus.org/register/.
19. Haxxmute 3na4ok «Using Nessus at Home» 1 Bbl monmyuuTe Ko/l akTHBALIUU.

I e ————.— 8 e m i Coi * il "
> e @ o
Ay oy SUTER SEARCH VERY GOt
(@>TENABLE Network Security”

Selutions rodocts Pt Trasseng & Cextificanon fesources SUPporT Aloot T mabie

Tenable Products Why Purchase a
§ . . Prolessionalf cod?

T ——— Obtain an Activation Code N —
S Using Nessus at Work?  Using Nessus of Home? aaning of wimiies P sdiressas
vt A Piolenir oF eed A Homel wad sbaciiphos s whanos S
Nesaue Mugna B A | P ot far Pieena L6 oty .“

uaes o Nerm st o e I
Documentation

P ",

Mo VNeae Visd Appleni e

Sarmpte Ropors
e m n
Mekiln Tiovioss FAQ .
Oaplorosey Dyl e o
Ne=sus Evalavion
Training

PUCYHOK 10.13: ITomyuenue xona aktupanuu Nessus

20. B «Nessus for Home» npumuTte coriamieHue, HaxkaB KHOIIKY «Agree», Kak MOKa3aHo HUXKE Ha
PHUCYHKE.


http://www.nessus.org/register/

BB AT DO, COTR, TS N BT BT P=2C B N for borw [ Torble -

Qo & o
Sy Convetecy Tial mu-:u-;r-n sukicrvers oy You ey it e e
Nescos Homef acd i pr Thie Nessec HomeF sot
does net ghve you moess o wnnlﬂwmhn&l’nn—v‘mtbﬂl cemimel
Product Overview Sedts o wse T Nossus siual sppliance
Featuws
" Tha Tonbie Nessus Homef eed subscription is avallable for al we in & booe
Nesus for Busiess exvisomment oaly. 1 is not for use hy nny L] »
Nezsis 1or Home chanty o wse Neasye m clasiroom franng, h--nmm'-e Tenphtee | cawatve §
Wiy Upgrade % Nussus 57 1mining Fragram fw Mese oganizations
Nessia Moble Aggn To procwed wits the Masmuis Somaf and scbincrighon lor home wee demen chet “Agea’ts
Mossus Audiior Handles SORpt T S of s and bgin B downiioad peoaan
Nessue Plugia
SUS SCRFTION AGRE EMENT
Documentation
Samplo Repors e by Tennble o suthorized Seveter of
'mn‘w%nonmw:.«lrmmﬂwﬁh(}ﬂi The i
Nosaus FAG Mt e 11 of Operatag Sy3iem @raations)incuond b Be
l\w o Nessws FAQ ound on any Tenalie webshe. InCuding nessus 8 o
Motilo Davices FaAQ For Be Profusniona® sed Ssbacripdon You n0me 1o pay & subsorpiion Tes i
Tomable fae each sysisen on which ¥ ou hiwve indalied s Ropeterad Scamem:
Orpioyram Optens Traiwieg Drganizatens  Notwithatandeg the prvhiton on commecisl use
Neaus Eviheation Becion 2a)l. ¥ Yau are & ¥aning 0/0aizaton, You miy iy, belld mages and
sedsn e Tenabes Nesows and Trialie Horsd eed Flugns »
Training Wharecnt i andt Tt tha ctmasnom eatihg only Upon comolion of e dese Be

umhumnl’\qnspmdbymﬂnmimdwwcns
Netwinated aod any sudRnts wishing © wid the HomeF eed
WuMlo(ﬁWWﬂwM»mhm
Agrssament) must gsten fon 2 pay any spelicable lees assaciated wih Bl own
Subscigion Youmay nol ke he HomeF ood Subscriphion grasted b Vau for
n-hgp-mhmu.'«-aruylﬁdpmpmul\nqm-q
gl N Taning 0 4 P Totabie may
m.hmm undar the Section 2(c) i & tole dincreton 3t any feme.
Castom Nessus pmant and Distritution. Tenable Notenre Sacumy v
encourapes wars of the Subscriptiens 10 wite ind doveky sew Mussus phagies ¥

PHCYHOK 10.14: Cornamenue o moamucke Nessus

21. 3anmonnute pasznen «Register a HomeFeed», 4ToObl mony4uTh KOJA aKTUBALUU, U HAXKMHTE
«Register».

ENTER BEARCH TEEXT

@TEHABLE Network Security”®

Sndutsnins et PP e Tl Traaning & ¢ artfaratinn Rasnurpras
=il | *shive B3

Tenahle Producs

e B Register a HomeFeed

Nunsus fardivor Dundas T o iy wp-fo-date with N Mmsun higine you s regades wily o vl
emad sdodvess 1o which an acivallen code will be senl Yo dats will nol be
Negaus Pluglng

shared with avy Jrd party.
Documantation

Sarmgple Repons
Nessus FAD

Mobile Devices FAQ
Deployment Opiions SHAL | sy ot o]

Nessus Evaluatien [ Check o receive updates fom Tembie

Training m

FIRST MAME [ m

LAST MAME | _—

PUCYHOK 10.15: Perucrpanus

22. B noarBepikieHUE yCIenHon peructpanuu nosisurcs okHo «Thank You for Registering!».
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omall containing vour activatien code has |ust Saen nont 10 you o dRadle crganzations &
0t B emall add ey you peovidied sty
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Mroduct Overview home use only ¥ you want 10 use Nassus at ysur place of
_ Dusiresas  ypou rmeesd g e e Neaan Prafeasiaonmd® ped
;:"\:‘e’g"“‘"“' Alemately. you may purchase & subscription to the Nessus
Parimetor Service and scan in the doud! Tha Nessus Perimela
Nuzaus Plugine Service does not reguire any 1oftware downdoad.
Documentation For more micamation on e HomeFaed, ProfessionalFaed and
sample Reparts Nessuz Perimeter Senice, please violl our Dizcusalons Fooum
Nassus FAQ

Mabile Cevices FAQ
Daploymem Optins
Nessus Evaluatien
‘ T raining J
PUCYHOK 10.16: 3aBepiienHas peructpauns Nessus

23. Tenepb BOWIUTE Ha CBOIO 3JIEKTPOHHYIO MOYTY, YKa3aHHYI0 Bamu BO BpeMsl perucTpanuu, s
MOJIyYEHUs KO/Ia aKTUBALIMM, KaK IT0Ka3aHO HM)KE HA CHUMKE 3KpaHa.

B - gnud | Cplmes g = HEae My boree paae

YAHOO! MALL e —

Tenabis brvefeed

o Tenatde Humss Feso ACtivaben Coge e el

L O T T T P N FEA L

o T el B, g el P 1 TR 0RIY I8 S NResT 3080 AN iscsies anaiter scluaon Code

fidh bed SRy Cadd SATRIANLL RO -‘ﬁ
PUCYHOK 10.17: ITonyuenue koja akTUBAIIIH

24. Teneps BBeIUTE KOJ aKTUBAINH, MTOJydeHHbIN Bamu Ha ourte, u Haxxmute «Next» ([lanee).



& Nk o esius

Az information aboul new vulnerabilities s discovered and refeased into the public domain, Tenable's ressanch staff designa prograas ("phiging”) that enable
MNessus to detect thelr pregance. The pluging contain vulnerability information, the algorithm te test for the presance of the securkty issus, and a set of
renediation actions. To use Nessus, you need to subsoibe to 8 "Plugin Fesd®, You can do so by visiting oS e neseus. org/registen) to oblain an
ACtivathon Code,

® T Lise NESSUS 8t your workplsos, purchase 8 comimeicksl Professonalresd

¢ To usie Neasus ot In & non-commercal homs snwironrment, you can gat a HomeFesd for fres
» Tenable SocurltyCentar users: Entar "SacurtyCanter” in the feld below

® To pertoim ofilas plugin updates, sabér ‘oifline” a the Reld belows

Activation Coda

Pleasa enter your Activation Code: [9061-0266-0046-56E4-18E0 x|

Optional Proxy Settings

r“w

PUCYHOK 10.18: BBenenue koaa aktusanuu B Nessus

25. TlosButes okHO «Registering...».

Registering the scanner with Tenable..,

PUCYHOK 10.19: Nessus peructpupyer Koj aKTHBaI[U1

26. Tlocne ycnemHoi peructpammuu Haxmute «Next: Download plugins >», 9To0BI 3arpy3uTh
rutaruHbl Nessus.

Successfully registered the scanner with Tenable.
Succassfully created the user,

Nest: Dowload phiging > |

PUCYHOK 10.20: 3arpy3ka rmutaruaoB Nessus

27. Nessus BbIOEpET IJIaTMHBI M YCTAHOBHUT UX. JTO 3aMET BpeMs.

B Mg i P ching the neese.. @




PUCYHOK 10.21: Nessus BBIOMpAET U yCTAaHABIUBAET IIArHHbI

28. [losButcs crpanuna «Nessus Log In». BBenuTte nms nonb3oBaTesis U 1apoiib, JaHHBIE BO BPEMs
peructpauuu, U Haxkmute «Log In» (Bxon B cuctemy).

Nessus’

W [ //

(eg 0

PUCYHOK 10.22: Oxno «Nessus Log In»

29. Toseurcs okHo «Nessus HomeFeed». Haxmure "OK".

@“/) Nessus

Tros Temtmon Fatatalion  sebncrems 1 (e riarefeed 17 omel eed »
MO e oty e ATermd Ute My B 1D [eTAGAON

Al e L crafion gevemment w0 waftant or any oter forre of
L vl wad pgrade te 8 ProdesibonalFesd Subscn e

© 1958 - 2713 Tenabies Networs Secumty inc

PUCYHOK 10.23: INoamucka Nessus HomeFeed

30. ITocne Toro, kak Bel ycnemrHo Boiinere B cucteMy, mosiBUTCA okHO «Nessus Daemony, kak
MOKa3aHo B CJIEAYIOIIEM CHUMKE dKpaHa.



PUCYHOK 10.24: OcHoBHas ctpanuiia Nessus

31. Ecnu y Bac ectb «Administrator Role» (Pone Anmuumcrtparopa), Bl yBHauTE BKIaIKy
«Users» (110J1p30BaTENN ), KOTOPAs IEPEUNCIIUT BCEX TTOJIH30BATENEH, UX POIU U MOCICIHUE BXOJIbI
B CHCTEMY.

aceals | et | M | g
B T e e | e e

o A (e Edn -

PUCYHOK 10.25: OxHo agmunuctparopa Nessus

32. Yto6b! 1006aBUTh HOBYIO MOJIUTUKY, HaxkmuTe Policies — Add Policy. 3anomnure pa3aensl
«General policy» (O0me# monutukm), a uMeHHO «Basic» (OcHoBHOM), «Scan» (CkanupoBaHue),
«Network Congestion» (Ileperpyska cetn), «Port Scanners» (Cxanepsl Ilopra), «Port Scan
Options» (Onuun CxanupoBanus noptos) u «Performance» (IIpon3BoauTENHHOCTD).
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PHUCYHOK 10.26: /lo6baBneHne MOJIUTHKA

33. Uto0bl CKOHQUTYPHPOBATH YYCTHBIC JaHHBIC HOBOW ITOJIUTUKH, IICTKHHUTE IO BKJIAJKE
«Credentialsy, moka3zanHoii Ha sieBoi manenu “Add Policy» (Jlo6aBienne moauTHKH).

" Aepott  Moblz  Sws  Paoes  Uken  Congestan

Cradraban

Fababiirui Sk

“
o |
i O

PUCYHOK 10.27: Jlo6aBieHre MOTUTUKHA U YPETYIUPOBAHNE YUCTHBIX TAHHBIX

34. UtoObI BEIOpaTh HEOOXOAMMBIC TUTATUHBI, METKHUATE O BKIIagke «Plugins» Ha 1eBoW maHenu
“Add Policy» ([loOaBieHue MOJTUTHKH).
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PUCYHOK 10.28: [lo6aBnenue noauTuku u Beidop Plugins

35. Yto6bl cKOH(UIYypHUpOBaTh MPEANOYTEHUs, LIeTKHUTEe Mo BKIaake «Preferences» Ha neBoit
nanenu “Add Policy» ([loOaBieHu€e MOJIUTUKH).

36. B mone «Plugin» BbeiOepure mnapamerpsl HacTpoiiku «Database» (6a3pl TaHHBIX) U3
BBINAJIAOIIETO CITUCKA.

37. BBeaute HE0OXOAMMBIE JaHHBIE /JIs1 BXOJ1a B CUCTEMY.

38. Beenute Database SID: 4587, uTo0b1 ctionb3oBaTh Database port: 124, u BIOepHUTE THII aBTOPA
Oracle: SYSDBA.

39. Haxxmute «Submit» (MOaTBEpIUTD).

LA UUR Databxe cettings

Corptil  Bauk bl

PUCYHOK 10.29: Jlo6aBieHue MOTUTUKH B YPETYJIUPOBAHUE MTPEATOUTECHUN

40. IMomutuka coobmenust “NetworkScan_Policy” Ovina ycrentHo qo6aBieHa Ha JAUCIUICH, Kak
MOKA3aHO Ha CHUMKE dKpaHa HIKE.
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PUCYHOK 10.30: ITomutuka NetworkScan

41. Tenepsp, Haxxmure Scans — Add (106aBUTh), YTOOBI OTKPBITH OKHO «Add Scany.

42. Beenure «field Name» (umsa nosst), «Type» (Tun), «Policy» (monutuky) u «Scan Target» (Lenb
CkaHupoBaHus).

43. B «Scan Targets» (Llensix CxanupoBanus) Beenute [P-anpec cBoeii cetu. B atoit 1aboparopHoit
pabote mbl ckanupyem 10.0.0.2.

44. Haxmure «Launch Scan» B mpaBoM HUJKHEM YIUIy OKHa.

Ipumeuanue: [P-anpeca MoryT oTimuaThes o Barmeit cpene madboparopHoi paboThIL.

- R R I e T

R Ll P it o _ Bty -

Targals Fis

PUCYHOK 10.31: lo6aBneHre CKaHUPOBAHHS

45. CkanupoBaHue 3ammycKaeTcs u HayWHaeT CKaHHPOBATh CETh.

PUCYHOK 10.32: CkanupoBanmue

46. [Tocne Toro, Kak CKAHUPOBAHKE 3aBEPIIUTCS, METKHUTE 1O BKIIaaKe «Reportsy (oTueTsr).
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PUCYHOK 10.33: Bxiagka Nessus «Reports»

47. JBaxnel menkaute mno «Local Network», dYToOBI HPOCMOTPETh MNOAPOOHBIA OTYET
CKaHUPOBAHMUS.
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PUCYHOK 10.34: OTtuer ckaHupOBaHUs

48. JlBaxapl LIETKHUTE MO JIIOOOMY pe3ynbTaTy W Bl momyuute Oosiee moJipoOHOE pesrome,
OIKCaHKe, yPOBEHb 0€30MACHOCTHU U PEILICHHE.
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PUCYHOK 10.35: Otuer ckaHUpOBaHHS



49. Haxxmute kHonky «Download Report» Ha neBoi manemnu.
50. Bbl MOKeTe 3arpy3uTh JOCTYITHBIE OTYETHI C PACHIMPEHHEM .NeSSuS ¢ ITOMOIIBIO BBITAJAI0IIEr0
CIIHICKA.

Download Report

Y .

Chapters
Chapter Selection Not Allowed

PUCYHOK 10.36: Otuer 3arpy3Ku ¢ paCIIUPEHUEM .NESSUS

51. Teneps, HaxmuTe «Log outy (BBIMTH U3 CUCTEMBI).
52. B Mucnetruepe cepBepoB Nessus Haxxmute «Stop Nessus Servery.

PUCYHOK 10.37: Beixox u3 cucteMbl Nessus

AHaJjn3 1a00paTopHO PadoThI
Pe3ynbrathl o 1aHHOM 1a00paTOpHON paboTe MpeACTaBICHBI B TAOIUIE HUXKE.

Wuctpyment / CobpanHnas unpopmanus / JlocturayTteie neinu
Yrtunura

IlesieBasi MalIMHA CKAHUPOBAHMUSA: JIOKAJIBLHBIN y3e

Bbino/iHeHHAsI TOJUTHKA CKAHMPOBAHUSI: CETeBas IOJIMTHKA
Nessus CKaHHUPOBAHMUSI

Ienesoii IP-aapec: 10.0.0.2

Pe3yabTat: JIoKkanbHbIe YA3BUMOCTH y3J1a

HOT'OBOPUTE CO CBOUM NNPEITOJABATEJIEM, ECJIN V BAC
BO3HUKIIN BOITPOCHI IO JTAHHOU NPAKTUYECKOMY

Bomnpocsl

1. Ouenunre maardopmer OC, ams kotopsix y Nessus ecTb cOopku. Paboraer mu Nessus ¢ IeHTpoM
obecneueHus 6e301MacHOCTH?

2. Kak nmuuen3sus Nessus pabotaet B cpene VM (BuptyanbHol MammHsl)?






IIpakTnyeckoe 3ansiTue Nell. KonrpoJas ckannpoBanusi npu nomouu Global Network
Inventory

esan padoTsl
Ota mpakThyeckas padora mokaxer Bam, kak MOTyT OBITh OTCKaHHUPOBAHBI CETH U Kak
UCnonb30BaTh UHCTpYMEHT Global Network Inventory.
Omna nayuut Bac kak:
e lcnonb3oBars unctpyMeHT Global Network Inventory
CpeacrBa npakTu4ecKoi padoThl
UT0oOBI BRIMOTHUTE JJabopaTopuHyio padboTy Bam HeoOXxoaumo:
e  Global Network Inventory pacnionaraercs B D:\CEH-Tools\CEHv8 Module 03 Scanning
Networks\Scanning Tools\Global Network Inventory Scanner
e  Brl MOXkeTe Takxke 3arpy3uTh nocieanow sepcuto Global Network Inventory 1o 3To# cChlIKe
http://www.magnetosoft.com/products/elobal network inventory/en i features.htm/
e Ecmum Bel pemmuTe 3arpy3uTh IOCIETHIO BEPCUIO, TO CHUMKH JKpaHa, MOKa3aHHBIC B
nabopaTopHO paboTe, MOTYT OTJIMYATHCA.
Komnrerotep ¢ Windows Server 2012 kak aTakyromuii (XOCT-MalInHa)
Hpyroit komnbiotep ¢ Windows Server 2008 kak >kepTBa (BUpPTyajbHas MallllHA)
Be6-6payzep ¢ noctynom k MaTepuery
BeimonauTe marun Mactepa o ycranoBke Global Network Inventory
AJMUHUCTPATUBHBIC TPUBWICTHH JIJIS TIOJIH30BAHUS HHCTPYMEHTAMHU

KpaTkue TeopeTuueckue cBeieHUs1
00630p Global Network Inventory
Global Network Inventory - onvH 13 THCTPYMEHTOB JJIsl KOHTPOJISl 0€30MaCHOCTH U TECTUPOBAHHUS
OpanaMayspoB U ceteil. OH Tak)Ke HCIONB3YeTCs ISl HEaKTHBHOTO CKAaHMPOBAHUSI.
3ananus no JadoparopHoii padore

1. 3anmycture Mento "Ilyck", HaBens Kypcop MbIIIM B HUYKHUH JIEBbIM yron pabodero croiia.

B Windows Server 2

PUCYHOK 11.1: Windows Server 2012 — PaGouwuii cToi

2. Henkuaure no «Global Network Inventory» 4ToObl OTKPBITH €rO.


http://www.magnetosoft.com/products/global_network_inventory/gn

PUCYHOK 112: Windows Server 2012 - npunosxxeHus

Administrator

3. IosiButcst okHo Global Network Inventory kak moka3aHo Ha CHUMKE 3KpaHa HUXKE.

4. Takxe MOSIBUTCSA OKHO «Tip of Day». Haxxmure «Close».
=y Global Network Inventory - Unregisterad AL |
Fiz View Scan Toals Reports  Help
X - SeH- 07 BOSBC=- & @,
View 1eulty vax ‘ [ p—
awITEA | ~
- ‘ Domain il Tip of the Day
N T —
T 1 " " . L2 * | Pacencr Neme |[*  Commen| -
Qd} Did you know..,
W On audt WU o S e by pire s s
MM o by selachng from mam menu Scan |
Awdit s computar
e 0 fit s computer Nt
B &l 2] Cioze
Teeal peais
EU'L)L Results histary depth Last sian for sach addrens __Duplayed group: All grosp 74

PUCYHOK 113: rnaBroe okHo Global Network Inventory

5. Bxuirounte BupryansHyto Mamnay Windows Server 2008 ot menemxepa Hyper-V.



fie Action Medla Clipboerd View Help
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PUCVYHOK 11.4: Bupryanbnasa mamnHa Windows 2008
6. Tenepp nepexitountech Hazajn Ha MamuHy Windows Server 2012, u mosiBUTCS HOBOE OKHO

«Audit Wizard». Haxxmure «Next» (uau Ha nmaHeian MHCTPYMEHTOB BBIOEpUTE BKIAAKY «Scan» U
HaxxMuTe Mactep ayauta «Launchy).

Welcome to the New Audit Wizard

This wizard will guide you through the process of creating a
new inventory audit.

GLOBAL NETWORK INVENTORY

To continue, click Next

PUCYHOK 11.5: Mactep Global Network Inventory

7. Beibepute «IP range scan» (numama3on ckanupoBanus IP) u 3arem Haxkmute «Next» ([lanee) B
«Audit Scan Mode wizard» (KoHTpobHOM MacTepe pexxuma CKaHUPOBAHUS).



Audit Scan Mode
To start a3 new audt scan you must choose the scenario that best fits how you will

be using this scan
(O Single address scan
Choose this mode f you want to audt a single computer.

®) |P range scan
Choose this mode  you want to audit a group of computers within a single IP range

() Domain scan
Choose this mode f you want to audit computers that are part of the same domain(s)

() Host file scan

Choose this mode to audt computers specified in the host file. The most common

scenario is to audt a group of computers without auditing an P range or a domain.
O Export audt agert

Choose this mode # you want to audit computers using a domain login script.

An audit agent will be exported to a shared directory. It can later be used inthe
To continue. click Next.

[<taok [ o> ) [ oo ]

PUCYHOK 11.6: Pexxum ckanupoBanust ayauta Global Network Inventory
8. YcranoBute nuamnazon ckanupoBanusi IP. Haxxmure «Next» ([lanee) B Range Scan wizard

(mactepe ckanupoBaHus auarnasona IP).

PUCYHOK 11.7: YcranoBnenue nuanazoHa ckanuposanus [P

9. B mactepe «Authentication Settings» Beioepute «Connect as», 3amoJHUTE BaKHBIE YIETHBIC
naHHble cBoer BuptyansHoit mammael Windows Server 2008 u Haxmute «Nexty.



Authentication Settings
Specily the authentication settings to use to connect 1o a remote computer

() Connect as cumertly logged on user
(®) Connect as
Domain \ User name | admanistrator

Password ssssssnnns

I'moGanbnas nepemennas PUCYHKA 11.8 Hactpoiika ceTeBbIX mapaMeTpoB ayTeHTH(PHUKAIINN
Global Network Inventory

10. YcraHoBuTe mapameTpsl 10 YMOJYAaHUIO U HaXHMMaroT KHONKY «Finish», 4roObl 3aBepuTh
paboTy ¢ MacTepoMm.

Completing the New Audit Wizard

You are ready to start a new IP range scan

You can set the following options for this scan

! Do not record unavailable nodes

(i Open scan progress dialog when scan starts
Rescan nodes that have been successfully scanned
[Rescm.bunomoremmonceaday v

GLOBAL NETWORK INVENTORY

To complete this wizard, dlick Finish

| <Back

PUCYHOK 11.9: ®unan padotsl ¢ mactepoM Global Network Inventory



11. Ha skpaH BBIBOAUTCSI IPOrpPeCcC CKAHUPOBAHUSI.

Addess Tmestamp |
10002 i | 08/22/1215.3%6:23
10003 | 08/22/1215:36:23
10004 WIN-ULYSS8KHQIP = 08/22/1215:3625
10005 : 08/22/12153623
10006 ADMIN-PC : 08/22/1215.3623
10007  WIN-DISMRSHLIE4 2 08/22/12153%:22
10008 08/22/1215:3623
10009 : ' 08/22/1215.36:24
100010 | 08/22/1215.36:24
10001 . | 08/22/1215.36:24
100012 | 08/221215:36:24
100013 ‘ | 08/22/1215:36:24
100014 | 08/221215.36:24

1iNnAnNnsE ‘ MOMMINAIE W

[ Open this dialog when scan starts Elapsed time: 0 min 6 sec
[W Close this dialog when scan completes Scanned nodes 0/24
[ Don display completed scans

LoV EeEWN—~-O

[ s ||

PUCYHOK 11.10: Ilponecc ckanupoBanust Global Network Inventory

12. ITocne 3aBepiIeHNs CKAHUPOBAHUS, MOYKHO IIPOCMOTPETh PE3YJIBTATHI, KaK TOKAa3aHO HUXKE Ha
CHUMKE DKpaHa.

F42 View Scan  Tools Reports Help

LS [ %] - = |

|# mes |2 logpden
3 @ Poossen [ Manbowd (@) Memoy @ Memorydewces
P rotcormeen (G Smendys [@ Hottes (@ Seamyosver | F Saewp (g Desocp
B Vdeocowmles W Monton @y logesidsks | Dukawes gepn Frrten | g¥  Network adwoen
@ Scawwey @ BOS |8] CpeatngSytem (@ hewed sotvare (] Enworment | ) Senvess

/& 10.00.7 (WIN-D29..,
/8 10.0.0.4 (WIN-ULYS...
Ty ‘> HostN..[viStobss =||MACA. . |v|Veds ~/05Name |~ |Frocessar . | v Comertx
=§ Doman - WORKGROL_F ICOUNT-2)
=) IP Adcres - 10.00.4 (COUNT-1|
| Tmvestano : €/22/2012 336:40 PM (COUNT -1}

M Corou.. [WANULYBS({ Success  |0C-1550-D0{ Wicsasok CalWindews Sarver |
-} IP Adcress - 10.00.7 [COUNT=1|
=1 Trvestano . 6222012 33639 FM (COUNT <1)

8 Corou. WNDIMA Success  |D4OEDIC] Reatat. | |IntelRl| CoelTV Senel. H202:




PUCVYHOK 11.11: Pe3ynbraTs! ckanuposanust Global Network Inventory

13. Teneps BeiOepuTe Windows Server 2008 u3 «view resultsy» (pe3ynbTaToB MpeACTABICHUS),
YTOOBI TPOCMOTPETH OTJCIBHBIC PE3YIIbTATHI.

Fle WVew Saan Took Repons  Help

‘X - » M Oy OO0 =-0 & @,

K Voowrtdes W Moios |8 logcddsks |, Dskdives (em Pries | o Netnok adwies |
=IO RD 7 Potcoedos [(J Setondos | Hotfxes |@ Secotvomter | Qefw @ Deshtn |
Name 2 || & Devces [[@ N8OS |4 Shees (B eowes (@ e [} logeden |
= S All addrecses d Comsongen [ FProcossn () Monbosd @) Merey (B8 Mevoydovess |

= 4 WORKGROUP B Scnseway @ 005 |§) OvsctivgSyten || ratolodachwere | Covionment () Services |

/& 10.0,0.7 (WIN-D39...

m
Ll

Type /v HostN vl Siatus  [v IMACA v Vendor v OSMNawe v Frocesso [ v| Commere v
~J[Dovein WOAKGROUP [COUNT=1)
| 1P Address 10.00.7 [COUNT =1 |
| Tvestawo : /2272012 336:39 FM [COUNT-1)
| Covou_ WANDISMRA Success  |D4BEDIC Reabek | |Int=(R) Care(TH Gendk: H2021
Toiellienls) [ | ' ' [ |

|
PUCYHOK 11.12 UnauBuayansueie pe3yinbratel Windows Server 2008
14. Paznen «Scan Summary» naet Bam kpatkuit 0030p MamivH, KOTOPbIe OBITH OTCKAaHUPOBAHEI.

Fie Yiew Scan Tools Repoits Help

.
Tyon " wlHox M. ~ Stahe [v| MACA..|v|Vonde ~ OSName |+ Pwosssor.. [~|
~I[Doman : WORKS=0UP (COUNT=1)
’;4 IP Address: 10.0.0 7 (COUNT=1)

=] Temestang 8/22/2012 3 353 PM [COUNT =1
[ Conps TWiD3WR[Sicoass  D4BEOSC | Aaatek | Invel{=) Core(TN ] 5eial H20

PUCYHOK 11.13: Bkn

azKa «Scan Summary



15. Paznen «BIOS» coobmiaer moapoOHOCTH TapaMeTpoB HacTpoiiku BIOS.

.

Fle View S@an Tools Reports Help
X - el 07 OOFE= -6 8 @,

K \Vdeocoboles |8 Motos |2 logicaldisk: |, Dskdves [dm Prrtes | 8¥  Netnork edeters

|
B==230XN ¥ Potcomedss () Setemdols | Hifwes @ Secstvcmte | Statw W Dok |
= ¥ All addresses E Pocessoe ) Man boexd |° Mooy (P Memoy }

B o WORKGROWP
M 10007 WIN-DIA. ]
10,004 (WIN-ULYS..,

devices
(@ BOS | 8} OvewsingSysen | reteied soitnere @) Swronmenl | <) Servems

it s |

Naros o wl SeralN[w] Martae v [Rel (v Ve v (S (el SM [w] SM . [v] SN v Cu [v
=|Domaih WORKG=OUP (COUNT = |

=1 Host Nae - WIN-D33MRSHLIE 4 (COLINT=1)
=i Tinestang  3/22/2012 33 36 PM [COUNT=1)
_ S Oefa Sy |H2028RT  |Delinc.  |[2012020[DFLL -Blves AD5 2 IG lenills

[Tetal? tomid 1 | | I i

Results history depth: Last ccan for each addres: D od All group:

PUCYHOK 11.14: Bknagka «BIOS»
16. Bknanka «Memory» cyMMupyeT namsTh B Baiieli oTckaHMpOBaHHOW MallIMHE.

fie View Scan Tools Reports Help

|88 Moo |G logesldda , Dskdives [gm it | Notwork adipiens
BOS | @) Operating Sytem () inetalec sotvare [ Ervionment | 7] Services
Stenccts |@ Hottws | Secumyowte | T |m Desccp

: NeBIOS | ) Stees @ Usergr & en | legowen
...................... B crceon (@ Manbowd (@ Memoy  |mm  Nemorcmuces

B ] Tinettarp ™ |

100,04 (WIN-ULYS..,
Total Physca Memory, M3 [w] Avalable Frysizal v | Total Virual . v AvadsseVitua v | Total. v | Avalsble v
~{|Domar - WORLSROUP [COUNT =1
=] Hos Name - WIN-D33MFSHLIE L (COUNT=1)
=1 Timestanp  3/22/2012 335:38 PM (COUNT=1|
[©s0es 3317| 3304 3723|

Total 1 itewiz)

PUCYHOK 11.15: Bxiagka «Memory»

17. B paznene «NetBIOS» M0HO MPOCMOTPETh JOTIOTHUTEIBHBIC IETAIH.



Fle View San Tools Reports Help

ms- O 7 EOEE=-0 & @,

f' 10004 (WIN-ULYS...

- |[Demain - WERKGROLP COUNT3)
=) Host Mame - WIN-D 33WR SHLIE 4 (COUNT=3)
=] Timestarep 87222012 33638 FM (COUNT=3)

WKOZSMRSLEA<BOD Woikstaton Semice
WINDISMASLE 2020 Fle Server Senace
_Ewmmup <0300> Dcmain N ame

OLN: LAST CCAN 1O #ACh ADCIRLL

PUCVYHOK 11:16: Bxinanka «NetBIOS»

18. Bruagka «User Groups» MOKa3bIBaeT AeTald YYETHOM 3alMcH I0Jb30BaTeNs ¢ padbouei
rpynmnou.

File View San Took Reports Help

k- BeOE 0y BOFEEC]=-8 & o,
7 Comdospters [ Puoceson [} Manbosd (@) Meroy B Vewoy |

N POXW 8 Vécocotolon (B Vonton | Logicoldeks |, Docéves mm Prrton o MNetwordk odaten |

Name || W Sconssrmery | @ BIOS | @) Opersting Systerr | botcledsotnere | Envierment o) Services |
TY  Pedt connectan nuuual
=

= ¥ Al addresces €3 Seemacts |. it Fees cover |F Sotp [N
(& Uwgoor |8 e (B Logmden

-4 WORKGROUP Devices  [@]  NetBIOS | J Shores

- ﬂ‘!&@l@.mm
Gow

devices

=1 Growp Aﬁuw: (COLN‘I-1]
_[® R DZNRSHE S A dinistrator User accourt =
=] Group: Detduled COM Useis [COUNT=1] '
WINOZMAHUESAninist atol User accourt
=) Growp : Guests ICOUNT-1)
WINOZESNRSH A\ Guse! Uzer accourt
= Groun . IS _IUSAS [COUNT=1)
NT SERVIZE\RepartServer Well known gioup account
__lﬁu. Fertcrmance Leg Users (COLNT ) =
W B TSIV WSy e !
[TotalS ters (_" v
Rea Resuils history depth: Last scan Tor 2ach adores: Di oup: All greup:

PUCYHOK 11.17: Bknaaka «User Groups»

19. Brianka «Logged on» moapo6HO MoKa3bsIBaeT, KTO BXOIHII B CHCTEMY M J€TaId MAIIUHBI.



@  Focesus [ Nantoxd @ Memow
& Weocomolen B8 Moo |9 loscddss . Dikdwes |am Firtes |
W Senwmsy (@ BOS |B) OoeatroSystem (3 instaled stwee | Enviorment
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/™ [100.07 [WiN-D39... '}
Rl ftibuic =
Tivosany |

10004 (WIN-ULYE...
User Name

=l

| Host Nerse  WIN-DIINASHLICS [COUNT=5)

= Trestang : /2272012 336:38 FM (COUNT~6)
NT SERVICE'M:DisServert 10

NT SERVICE'MS53LFDLauncher

N SERVICE'MSSULSERVER

NT SERVICE'MSS0LS ervei0L&PS eivice
NT SERVICE‘ReporServe

\WIN D2 LIE A Adminetrator

Total6 ko)

@ Deeess (@ NeBOS 4 Swes @ Uswomum (88 Use | & logoeden

7 owsensen [ Focesmos () Maitosd (@) Meroy (BB Memoydevoes

B Videocontclen |BS Monton |Sy logoaldiks |, Dskdves g Frivers | oY  Network edastes

BI0S | &) Operatrg System |? resed sobwars |?m|,gs¢m
© Seamycerter | F  Statup

[m  Deskon

(B T s

- 1[Dowen . WDRKGROUP [COUNT=25
—] Host Name - WIN-D 29MASHLIZ 4 (COUNT-25)
=] Tanestams - ©/22/2012 2 36:28 PM (COUNT=25)
3 OH Seria Por 155506 Compattie
Y§ O Keybomd Port
O Mouse Por!
¥ 0 USH
5 OH use
75 0o uso

O

PUCYHOK 11.19: Paznen «Port connectors»

21. Pa3nen «Service» Moka3bIBaeT AETAIM CIIYKO, yCTAHOBJICHHBIX B MaIlIUHE.



= 4 All addreszes
= & WORKGROUP

/™ [100.07 [WiN-D35... |

/8 10004 (WIN-ULYE...

22. Pa3nen «Network Adapters» nokassiBaeT IP agantepa u Tun aganrepa.

Name
= Sl Al addrecces
=& WORKGROUP
M 100.0.7 (WIN-D33.,

- 10,004 (WIN-ULY3..

|4 Swaes | Useroows (@& es R looeden |
i |@ Focessos [  Mantoxd (@  Memoy [mW Metoydevces |
P Potcovetos (3 Setensos @ Hofes (@ Secstyosme | ¥ Sew g Deskoo
& Weocomdlen B Motos |[Bg Loocddes , Dekdies |om Fites @ Netwok adaoles
& Snwmay (@ BOS [§) OeetroSwten (@ siecsctwse [ Eworment [ Sevios |

Name

=l Domar  WORKSROUF [COUNT=147)
=) Host Name - WIN-DIMRSHLSES [COUNT=147

= Tivestamp - /2272012 33638 FM (COUNT=147)
« Adcbe Accba Update Servos Sitomatic
| Applcsion Exomnence
’&whuuu Senice

- Appicanon |dentty

& Lpplcanon Inkrmalion
,,,nut:smlqm Gaeway Service

CwlStat ] [w] State v e

T \Pegpam Filer 3R]\ Common Files\adobd
CWwindows\system 3N svchingt ese -k netsy)
= Windowr | sysfem 32t suchinet exe k Appht
- Windowsspsiem 32 svinet exe & Local|
COwindows L system 32 evchnet exe -k nelsy)
- \Windows\S ystem3Z\alg exs
C\Windows | spetem 12N evchnet exe &k netsy]

.Runrg
Manual Runarg |

quatl: Hanng

Manual .S\cn:nd
Manual

PUCVYHOK 11.20: Pasz[en «Service»

I.w-osumlatn-mlsu.ugw-'
i Cowsssten [ Prooossen () Momboxe @)  Mewory |WE Memorycevices
¥ Potcemetsn (G Gotemsbis [ Hothwes (@ Soosycertw | T Stotw | Desiop
B Scansumary | 205 W] Opostrg Sytem (M) Intalecschwars [ Evvionmont | <4 Services
8 Vomoortclen B Monten (B logcddee , Dwkdives |gm Pinten | Network acacters

I . _
Adapt= Nene ___IIMACA. .zlAdad.. E‘Adct.. Zﬁd:v. Ei NN&.E{ML EIDH: E
= mnnwmmun-n
=] Host Nome - WIN D 29MRSHLEES [COUNT-1)

[=|Ts - 8/20/20123%6:33PM (COUNT=1]
- | & HyoeVVimual Eth. |04:82:03C[100.07

| 255 255 268 100.01

|Miorsolt  |Etheinct 8 [Mo
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PUCYHOK 11.21: Pasz[en «Network Adapters»

AHaJM3 NPaKTHYeCKOil padoThl

3anummute Bce [P-ampeca, mopTel M MPWIIOKEHHUS 3allyCKa M MPOTOKOJBI, KOTOphie BbI

0OHapy>KUJIM BO BpEMsI BBITIOJIHEHUS JTAOOPATOPHON pabOTHI.



Wuctpyment/Y tunura Cob6pannas uadopmarust / JlocTUrHyThIE 1IN

JAunana3on ckanmposanus IP: 10.0.0.1 — 10.0.0.50

OtckanupoBannbiii IP-agpec: 10.0.0.7,10.0.0.4
Pesyabrar:

v CBOjIKa CKAaHUPOBAHUS
BIOS

[TamsTs

NetBIOS

UserGroup

Global Network Inventory

3aperucTpupoBaHHbIM
CoenuHuTenb mopra

Ciyx0bl

D N N N N N N N

CeteBoli ananrtep

IHOI'OBOPUTE CO CBOUM HPEITOJABATEJIEM, ECJIN V BAC
BO3HHUKIJIN BOITPOCHEI 1O JTAHHOU NPAKTUYECKOMY

Bonpocsl
1. Moxer nu Global Network Inventory KOHTpOIMpPOBATH yJajJ€HHbIE KOMIIBIOTEPHl U CETEBbBIC
YCTPOMCTBA, U €CJIH J1a, KaK?
2. Kak moxHo 3xcnioptupoBath Global Network agent (I'1o6anbnbiit CeTeBoii areHT) B COBMECTHO
UCIIOJIb3YEMBIN CETEBOW KaTajor?

AHOHUMHBIN MpocMoOTp ¢ noMombio Proxy Switcher

Heau padoTsl
Ota npakTryeckas paboTsl MokaxeT Bam, Kak MOTYT OBITh OTCKAaHHPOBAHBI CETH U KaK
ucnoiab3oBath Proxy Switcher. Ona Hayuut Bac kak:
e CkpsITh cBOIl [P-aapec ot BeO-caliToB, koTopble Brl mocemanu
e [lepexounTh TPOKCH-CEPBEP VIS YAYUYIIEHHOTO aHOHUMHOTO TIePEMEIICHHUS
CpeacrtBa J1adbopaTopHoii padoThbl
YToOBbI BBIMOIHUTH JIAOOpaTOpHYIO padoTy, Bam HEeoOxoaumo:
e Proxy Switcher pacnonoxxed B D:\CEH-Tools\CEHv8 Module 03 Scanning
Networks\Proxy Tools\Proxy Switcher
e Brl MoxeTe Takke 3arpy3uTh IMOCIEIHIOI Bepcuto Proxy Switcher mo 3Toil ccbuike
http://www.proxyswitcher.com/
e Ecmu Bpl pemmre 3arpy3uTh NOCIETHIOIO BEPCHIO, TO CHUMKH JKpaHa, MOKa3aHHbIE B
n1abopaTopHOil paboTe, MOT'YT OTJIMYATHCS
Komnreiotrep ¢ Windows Server 2012
Be6-6payzep ¢ nocrynom k UnTepHeTy
BrimonHuTe maru Mactepa yCTaHOBKH, YTOOBI ycTaHOBUTH Proxy Switcher
AJIMUHUCTpPATHUBHBIE IPUBIJIETUH JIJIS TTOJIE30BAHMSI HHCTPYMEHTAMHU

Kpartkue TeopeTnueckue cBe1eHust
00630p Proxy Switcher
Proxy Switcher mo3Bonsser Bam aBTOMaTW4yecKkW BBITIOJHATH JEHCTBUS Ha OCHOBE


http://www.proxyswitcher.com/

00Hapy’KEHHOTO CETEeBOro coeAuHeHus. Proxy Switcher uger ¢ HEKOTOPBHIMH NEHCTBHAMHU 10
YMOJIYaHUIO, HAlpUMEp, YCTAHABIMBAET NapaMeTpbl HACTPONKHU IO JOBEpPEHHOCTH Juid Internet
Explorer, Firefox n Opera.

IlocTanoBka 3agauu

1. YcranoBure Proxy Workbench 8 Windows Server 2012 (xocT-maminHa)

2. Proxy Workbench pacnonoxer B D:\CEH-Tools\CEHv8 Module 03 Scanning
Networks\Proxy Tools\Proxy Switcher

3. BrimosiHMTE maru Mactepa YCTAHOBKH M YCTAHOBUTE €ro Ha BCEX IUIAT(OpMax ONepariOHHON
cucteMbl Windows.

4. Ora [IpakTudeckoe 3aHsaTHe OyIeT BEINOTHATELCS B cpene naboparopun CEH - Ha Windows
Server 2012, Windows Server 2008 u Windows 7

5. Otkpoiite 6pay3ep Firefox B cBoem Windows Server 2012, nepeiiaure k «ToolS» u HaxmuTe
«Options» B CTPOKE MEHIO.

Pl Bt Yo Hstoy Ban&.nuu.llua&l Help
B Gocghe Downioed, Qe )

& “'"*M"“""'I Sedon Qe-Sme A '_. Y o &
S U S
Page irfa
Seart Privete Brownmg CldeShitep Sion n
Cleer Recers Hstory . (e ShiteDed
-
Google
UK
Google Search I'm Feelng Lucky
It 0 ul e
[ —d

PUCYHOK 12.1: Brianka «Options» B Firefox

6. Ilepeiinure k «Advanced profile» (YcoBepiiueHcTBOBaHHOMY HPO(DHUIIIO) B MacTepe OMI[HiA
Firefox, u Be16epute Brianky «Network», u 3aTemM HaxMuTe «Settings».



ek @ @ & @

General Tabs  Cortert  Applications Privacy  Security
General | Network |Upcate| Encryption |

Connectien

Configure how Firefor connects to the Internet

Cached Web Content
Your web contant cachz s curently usng 8.7 MB of disk space

[_] Override automatic cache management

Limitcacheto | 1024~ MB of space

Offline Web Content end User Data

Your apphcation cache is currently using 0 bytes of disk space

(W] Tell me when » webcte acke to store data for offline uce
The following websites are allowed to store data for offling use:

PUCYHOK 12.2: TTapameTpsl HacTpoiiku ceTu B Firefox

7. Beioepute «Use System proxy settings» (Mcmonb3yiite CHCTEMHBIN MEpEKI0OYATENb
rapaMeTpoB HACTPOKH nmpokcu) u Haxkmute "OK".



Configure Proxies to Access the Internet

() No proxy

() Auto-detect proxy settings for this network
(® Use system proxy settings

() Manual proxy configuration:

TTP Prox

prexy server for all prote

S vd SOCKS v5

(O Automatic proxy configuration URL:

| oK

l Cancel Help

PUCYHOK 12.3: Hactpoiiku noaximouenus Firefox

8. Tenepsp, uToOBI ycTaHOBUTH Proxy Switcher Standard, BeInosiHUTE 11aru MacTepa yCTaHOBKH.
9. YtoOsI 3anyctuth Proxy Switcher Standard, nepeiinute k Mesnto "I1yck", HaBeast Kypcop MbIIIH
B HIDKHUI JIEBBIN yros paboyero croa.

. Windows Server 2012

var

PUCYHOK 12.4: Windows Server 2012 — Pabouwuii cTon

10. lenkuute o mpunoxenuto Proxy Switcher Standard, uto0b1 oTKpEITE OKHO Proxy Switcher
WNJIN naxxmute Proxy Switcher n3 criucka 3HauKoB.



Administrator

PUCYHOK 12.6: Beibepute Proxy Switcher

11. Mactep Proxy List mosiBuTCsI, Kak OKa3aHO HUXE HA CHUMKe 3kpaHa. Haxmure «Next».



Welcome to the Proxy Swilcher

list managment tasks.

To continue, click Next,

PUCYHOK 12.7: Mactep Proxy List

12. Beibepute «Find New Server, Rescan Server, Recheck Dead» u3 o0miero nepedsst 1 HaXMHUTE
kHonKy «Finishy.

Using this wizard you can quickly complete common proxy
kst managment tasks.

Cick Finish to continue.

|@ﬁ1dNew5erms.HucmSum.thndtDed

(O Find 100 New Proxy Servers
() Find New Proxy Severs Located in a Specfiic Country
() Rescan Working and Anonymous Proxy Servers

PUCYHOK 12.8: Beibop o0mux 3aaa4




13. Criucok 3arpyeHHBIX MPOKCHU-CEPBEPOB MOKAXKETCS HA JIEBOW MaHEIH.

File Edit Actions View Help

Ax 00 aadB MY ARD rom- X

| Seryer State Coyrty

‘ & 9).151.160.197-1080 Testing mmm RUSSIAN FEDERATION
| J 90.151.160.195:1080 Testing s RUSSIAN FEDERATION
| & 92.1509.38 1080 Testing s RUSSIAN FEDERATION
| ¥ trrel113-68 wprfoge.com  Untested

i! 92.126111.210.80 Lintested S5 UNITED STATES

|

|

|

|

Fum-nﬂlly (E562)
= Bu-r..'mmrnity {301)
= Prvae (1%)
% Dangerous (537)
= My Proogy Servers (0)

& 95.170181.121:8080 Lintested s FUSSIAN FEDERATION

|&¥ 9515931680 Untested — SYRIAN ARAB REPUBLIC
| 95.15931.31:80 Lintested o 5 FUAT ARAB REPUBLIC
,f 95.159.31, 14:80 Untested o 5 YRIAN ARAB REPUBLIC
& ses9280 71:6118 Lntestsd :uummzmmrss

| | Cancel

o Pugsece ® | 34 ise e Licsiad I UNITED ARAD EMIRATES
s
—
State

Progrees

PUCYHOK 12.9: Cnucok 3arpyxensnoro [Ipokcu-cepsepa

14. UtoObI IpeKpaTUTh 3arpy3Ky MPOKCH-CEpBEpa HAKMHUTE

Fle Edit Actions View Hep

Slate Responce

g 001147.48.11G.atationat...  (Nive-SSL) 13810me

S hot54 15011095 serverds 10600ns

¥ 2181%2.121.184:3080 12239ns

¥ sanRnenzs 1185ns

& 95.110159.54:3080 10401ns

- ¥ 9456129248080 11602ns
 Basic Anarymy (162) ¥ uS4gpul13saneung.co... 11610me
15331ms

11271ns

1125%ns

11977ns

PUCYHOK 12.10: octaHoBKa 3arpy3Ku IpOKCH-CepBepa

15. Haxwmute «Basic Anonymity» Ha OCHOBHOW maHenu. [loka)XeTcs CHHCOK 3arpyKeHHBIX
IPOKCH-CEPBEPOB.



Edit Actions View Help

G  ax o n\ QX3 Aaa e Py S

J 5114444653128

& ne2e N
11411044 353128
4116412154128

| Dsabied || keepAve || Ao Swich

17738 179.26 80tested as [Alve]
17738.179.26 80 1ested as [(Aive-SSL)]
119.252.170.24:0 tocted as [Aive]

| 119252.170.34.00 tested e [(ve-35L)]

PUCYHOK 1211: Beibop 3arpyxennoro [Ipokcu-cepsepa



16. Beibepure oaun [P-anpec [Ipokcu-cepBepa Ha OCHOBHOM IMAHETH U MICIIKHUTE m

UKOHKY.

File Edit Action: View Help

Qv axXx oo aad 3

" Proxy Scanner

" New (766)

“ High Anarymous (0)
> SSL(O

Server
& 9118484650128
& 001.147.48.116 static ret .

ZID'\ A & (4 e rovseves

State Respone Lounty
10159ms e SYRIAN ARAB REPUBLIC
13115me

101540

¥ host54155-110-95 server .
& 218152.121.124:3080

ney 2127 je

= Bte (0)

7 Dead (2381)

—" Pamanently (F325)
.~ Basic Anonymity (467)
7 Povate (18)
 Dangerous (696)
= My Proxy Servers ()

» ProxySwitche (0)

10436ms

9‘ HO !’-9 54 '-7090

¥ s
& u54.004113samsung co ket

& 86.111144.194:3128
~ 418913023128
o~ 9 aaBNR

<

Disebled || Koep Alve || Auto Swich |

218.152.121.184:80301ested as [[Alve-SSL)
218.152.121.184.8080tested as [Nive]

host54-155-110-95 ssrverdedicati anha & 8080 tested as [Alve-S5L))
001.147.48.116.sotic netvigater.com: 3123 tested as [(Aive-SSL)]

PUCYHOK 12.12: Beibop mpokcu-cepBepa
17. BeiOpaHHBIN IPOKCHU-CEPBEP COSTUHUTCS, U OH IMTOKAXKET CICAYIONINI 3HAYOK COCTUHEHUSI.

File Edit Actions View Heb

Qs ax 0@ MO ARA Foro=

= Pary Scanrer State Aesponse Country
- New (766) (Alve-S5L 10155ms
= High Anorymous (0) 131715me
= SSL(O
= Btte (0)
7 Dead (2381)
* Pamanently (6925)
" Basic Anonymity (467
7 Prwvate (16)
7 Dangerous (696)
o My Proxy Servers (0)
¥ ProxySwitcher (0)

2.3

C’ 9114442652128

’ 001.147.48.116 static ret ..
¥ host54153-110-95 server ..
y mmmmm

= >

g % 211220892

& u54.20u113samsung.co krit
& 91225172000

& 86.11114419¢3128

& 4183023128
CAIRITTTE b

<

Dscbled || Keep Aive || /ato Swich |

218.152.121.184:8030tested as [Alve-SSL]
218.152.121.184:8030tested s [Nive]

host54.159-110-95 sarverdedicati anba & 8080tested as [Alve-SSL]]
001.147.48.116.static netvigator. com: 3123 tested as [(Nive SSU)]

PUCYHOK 12.13: Ycnemnoe coequHeHnEe BRIOPAHHOTO MPOKCH-CEpBEpa
18.  Ilepeitmure k  BeO-Opayzepy  (Firefox) wm  BBemute  cinenyromuii  URL
http://www.pioxyswitchei.com/check.php, 4ToOBI IPOBEPHUTH COETUHEHNE BBHIOPAHHOTO MPOKCHU-
cepBepa. Eciu coenuHenue ycreniHo, Torna y Bac Oyner Tak, kak MokKa3aHO HUXKE HAa CHHUMKE
JKpaHa.



http://www.pioxyswitchei.com/check.php

EEI S o Hasoey | Sactmorny:Tove - Hhép
£8 Derecing your lecation.. ro

« [ |

Your possible IP address is:  202.53.11.130, 192.168.1.1
Location: Unknown

DETECTED
95.110.159 67
Unknown

PUCYHOK 12.14: O6Hapyx)eHHBII IPOKCU-CEPBEP

19. OtkpoiiTe Apyryro BKJIAAKYy B BeO-Opay3epe W IMepeMemanTech, aHOHUMHO HCIOJIB3Ysl 3TOT
MIPOKCH.

fle Edt Viesx Higtory Bookmarks Took Hep
-].mm-(sumsoogh

wany R Thiz t8tgs_nfs | fipg= proxy setheficps 895 o= 22 8ahe=t & q=prary + serverdiipt= pSibm
g P L q=p

Proxy server

Proxy - Wikipodia

L mkpedia org/wia/ Proxy

In informatica & telecomumcaz on un proxy ¢ un programma che si inlerpone tra un
chent ed un server facendo da tramwe 0 mtedaccia tra | due host owerno ...

Altn usi del termane Proxy - Prexy HTTP - Note - Voo comalate

Public Proxy Servers - Free Proxy Server List
o pubicproxysernvers cony - Traduct Questa paging
Public Proxy Servers iz = f22 and mdependent proxy checking system Our serace
helps you 1o protect your identty and bypass surfing restictions since 2002
P contenub Proxy Servers - Soned By Rating - Proxy Servers Sorted By Country - Useful Links

Proxy Server - Dest Secure Free, Online Proxy

vl proxyserver comy - Tracduci questa pagina

The best froe Proxy Sorver out thare! Stop searching a proxy list for proxies that ae
never fast of do not even get anline  Proxy Server com has you coversd from ...

Proxoit - Cuida alla naviaazione mna.l Dproxy server

PUCYHOK 12.14: IlepemelniieHre UCNONb3ysl TPOKCU-CEPBEP
AHa/IU3 NPAKTHYECKOI padoThI
3amumute Bee [P-anpeca mpokcu-cepBepoB U CBsI3b, KOTOPYIO Bbl 00HApY KUK BO BpeMs
BBITIOJTHEHHS JTAOOPATOPHOM pabOTHI.



HucTpyMenT/YTHINTA CoOpannas ungopmanus / JlIoCTUTHYTBIE 1eJIH
CepBep: CnuCcOK JIOCTYIHBIX IPOKCH-CEPBEPOB

Boiopannbiii IP-agpec npoxcu-cepsepa: 95.110.159.54
Proxy Switcher BoiOpanHoe Ha3BaHue cTpaHbl 10 noBepeHHocTn: MTAJINA
Koneunslii IP-anpec npokcu-cepsepa: 95.110.159.67

HHOI'OBOPUTE CO CBOMM IIPETIOJABATEJIEM, ECJIM Y BAC BO3HUKJIM BOIIPOCBI
10 JAHHOU MIPAKTHUYECKOW PABOTE.

Bonpocsl
1. Kakue TexHoIOTHH HCTIOIB3YIOTCS 11 Proxy Switcher?
2. Ilouemy y Proxy Switcher ncxoHbli KOJ HE OTKPBITBIN?



IIpakTHyeckoe 3anaTHe Nel3. O0benuHenne B neno4ky ¢ nomompio Proxy Workbench

Heau padoTsl
Ota mpakThueckas paboTa mokaxer Bam, kak MOryT ObITb OTCKaHHPOBAHBI CETH U Kak
ucnoiab3zoBath Proxy Workbench. Ona HayuuT Bac kak:

o [lonp3oBarbes uHCTpyMeHTOM Proxy Workbench
e (OOBeauHUTH B Lienb XocT-MamnHy Windows u BupTyanbHble MaliHbl

CpencrBa J1abopaTopHoil padoThI
YToOb! BHIMOIHATE JabopaTopHyo paboty, Bam HeOX01uMO:
e Proxy Workbench pacnonoxen B D:\CEH-Tools\CEHv8 Module 03 Scanning
Networks\Proxy Tools\Proxy Workbench
e Brl Moxere Taxke 3arpy3uTh nocieqHior Bepcuto Proxy Workbench no 3toil ccbuike
http://proxyworkbench.com
e Ecau Brl pemaere 3arpy3uTh MOCIEIHIOI BEPCUIO, TO CHUMKH JKpaHa, MOKa3aHHbIC B
nabopaTopHO paboTe MOTYT OTINYATHCS
o Kowmmnbrotep ¢ Windows Server 2012 kak aTakyrouiuii (XocT-MalinHa)
e Jlpyroii kommerotep ¢ Window Server 2008 u Windows 7 kak sxepTBa (BUPTyasbHas
MaIlHa)
e Be0-Opaysep ¢ nocrynom k UuTepuery
e BrmonHuTe marn Mactepa ycTaHOBKH, 4T0ObI ycTaHOBHTH Proxy Workbench
e AJIMUHUCTPATHUBHBIC PUBUJICTUU JJIS TIOJIb30BAHUS HHCTPYMECHTAMHU

Kparkue TeopeTnyeckue cBeieHUs!
00630p Proxy Workbench

Proxy Workbench - mpokcu-cepBep, KOTOpbIii BBIBOOUT Ha JKpaH JAHHBIE B pPEXKHUME
peasbHOro BpeMeHH. J{axxe naHHbIE TeKyIue Mex 1y BeO-0pay3epoM U BeO-cepBepOM, aHATU3UPYSI
FTP B nacCUBHBIX M aKTUBHBIX PEKUMAX.

ITocTanoBKa 3aga4u

1. Ycranosure Proxy Workbench na Bcex mnargopmax omnepanvoHHoOM cuctembl Windows
(Windows Server 2012, Windows Server 2008 u Windows 7)

2. Proxy Workbench pacnonoxenst B D:\CEH-Tools\CEHv8 Module 03 Scanning
Networks\Proxy Tools\Proxy Workbench

3. Bel MOXETE TaKKe 3arpy3uTh MOCIEIHION BepcHI0 WHCTPYMEHTaIbHBIX CPEICTB IO
JIOBEPEHHOCTH T10 3TOU cchuike http://proxyworkbench.com

4. BBINONHKTE NIATU MacTepa yCTAHOBKM M YCTAHOBUTE €r0 Ha BCEX MIAT(GOpMax ONEepariMOHHON
cucteMbl Windows

5. Dra IIpaktryeckoe 3aHATHE OyIET BBIIOIHATLCA B cpee nadopaTopun CEH - na Windows
2012, Windows Server 2008 u Windows 7

6. Otkpoiite Opaysep Firefox B cBoem Windows Server 2012, u mnepeiinute k «Tools»
(MuctpymenTam) u tmienkaute mo «Options» (omiusm).


http://proxyworkbench.com/

Bt Yew Hetory Baekmarks | Toak] Help
B Gocghe Dewarniose. Qe.)
& 2 nn-po’hcad{ ed-ons EINREA e |89 Sceq
Set Up Sy

e Do ) vcomens_coenos woee- |
Page Into

Start Piivete Brcunmg  Clde Shitep Sign n

Clewr Recerd Hatory . Cld=ShteDel

Optars |

Google

Google Search 'm Feelng Lucky

L Adwerthang Pragammas  Bumneas Solutions Pysacy & lew +Ooogle  About Coogle  Google

PHUCYHOK 13.1: Briaaka «Options» B Firefox

7. Tepeitmure k «Advanced profile» (VcoBepiieHCTBOBaHHOMY MPO(WIIIO) B MacTepe OMIIHiA
Firefox, u Beibepure Bkianky «Networky», u 3aTemM HaxxMuTe «Settings».



d w B g O J

General  Tabs  Cortent  Applications  Privacy  Security Sync

General | Network IUpdlulEnaypﬁon]

Connectien

Configure how Firsfox connects to the Internet

Cached Web Content

Your web content cache s currently usng 8.7 MB of disk space

|_] Overnds automatic cache management

Limitcachetc | 1024={ MBS of space

Offline Web Content and User Data

Your apphcation cache is cutrently using O bytes of disk space

(V] Tell me when » webcte acks to ctore data for offline uce
The following websites are allowed to store data for offline use

PUCYHOK 13.2[Tapametps! HacTpoiiku cetu Firefox

8. IIpoBephTe pyUHYIO KOH(PHUTYPALIHIO IO JOBEPEHHOCTH B MACTEPE HACTPOEK TMOAKITIOUCHHS.

9. Benure HTTP npokcn kak 127.0.0.1 u BBeaute 3HaueHue nopra 8080, mposepsTe onmuto «Use
this proxy server for all protocols» (icmoap30BaTh TOT MPOKCH-CEPBEP TS BCEX MPOTOKOJIOB)
u Haxxmute "OK".



Configure Proxies to Access the Internet
No proxy
Auto-detect proxy settings for this network
Use system proxy settings

®) Manual proxy configuration:

HTTP Proxy: || 127.0.0.1 Port:

V| Use this proxy server for all protocols

No Proxy for: | localhost, 127.0.0.1
Example: .mozilla.org, .net.nz, 192.168.1.0/24

) Automatic proxy configuration URL:

PUCYHOK 13.3: Hactpoiiku noakmodenus: Firefox

10. Ecnu Bel BeTpeTtutech ¢ ommoOKoii mopra, HTHOPUPYITE €ee.
11. 3anycrure Mento "ITyck".

- Windows Serve 20 ,

L L P L T L L ——————————————an el

PUCYHOK 13.4: Windows Server 2012 — PaGounii cToi

12. Hlenkuure no npuioxenuio Proxy Workbench, uto6sr otkpeite 0kHO Proxy Workbench.



Administrator

PUCYHOK 13.5: Windows Server 2012 - npunoxeHus

13. ITosBnsiercs rnaBHoe okHO Proxy Workbench.

File View Tools Help

Moratonng: WIN-D33MRBHLIES (10.0.0.7)
£-] A Activiy|

by SMTF - Dulgoing emal [25)

& POP3 - Incoming e-mail (110

B HTTP Proxy - Web [8080)

t_pii HTTPS Proxy - Secure Web [443)

h} FTP - File Tiansfer Pratocal [21)

?;“5‘ Pass Thiough - For Testng Apps [1000)

Memory: 35 EByte | Sockets: 100 Events: 754

dRE EHO-AW- S

0!}' r Workbenc! (= | =]

'l\*J.'" |
Dretails for All Actiaty _H_J i!LJ H
From [ To | Protocel | Stated  ~
j’-_'lurnusnss 17319436 2460 [wwew.g.. HTTP 18:23.39.3]
#:1127.0.0.1:51201 74125.31.106:60 (p5.4a0.. HTTP 18:2359.0
#4:1127.0.0.1:51203 173154.36.21:443 [madg. HTTP 16:24:50 6t
4:1127.0.01:51205 173794,36.21:243 [madg. HTTP 18:24:59.8¢
j.‘_J‘I2? n.0.1:51207 1737194.36.21:443 [madg.. HTTP 18:2508.9
A<1197 n 0161211 172194 26 7242 fmad e HTTE 11T
< 1 >
|:Ieal time data for All Activity ¢
000032 ~-1.1..User-igent 26 31 2e 21 04 Oa 55 73 | A
000048 Mozillas5.0 (W 3a 20 4d 6f 7a 69 6c Be
000064 indows NT 6.2; W &9 6e 64 6f 77 73 20 de
000080 OWe4: rv:14.0) G 4f 57 36 34 3b 20 72 76
000096 ecko-20100101 F1 &5 63 6b 6f 2f 32 30 3
000112 refoxs14.0.1. .Pr 72 65 66 6f 78 2f 31 34
000128 oxy-Connection 6f 78 79 2d 43 6f Ee be
000144 keep-alive. Host ©ob 65 65 70 2d 61 6c 69
000160 mall . google.co 3Ja 20 ed 61 69 bc 2 67
000176 m ; 6d Od Oa Od Oa

]

PUCYHOK 13.6: I'maBaoe oxHo Proxy Workbench

14. Tlepeiinure k «ToOlS» Ha maHenu HHCTpYMeHTOB U BbiOepute «Configure Portsy.



File View | Tools | Help
% Save Data... ! = ‘ 0
o Sl Configure Ports... . : I | I
Mlontom W= e Shvilation... PN Ay b
Bl Thnaioas fom | To | Proiocol | Started
J SMTF 093ing-~ t127.001:51199 173194362480 (wew.g.. HTTP 16:2339.3]
¢ POP3 Options. dhzzooasizo 74.125.31.106:80 ph4a0.. HITP 1823590
HTTF rrany—vroo rouwy 21127.001.51203 17319436.21:443 [nadg.. HTTP 16:24:50.6¢
,?:;Pg,:';%"lsaiﬁw;mm 4112700151205 17319436 21443 [nalg.. HTTP 16,24:59 8¢
T 41127.001:51207 17319436.21:443 [nalg.. HTTP 18:2508.9°
&2 Pass Through - For Testing Aops [1000) #ltﬂnm.-.sm.n ’ 17219436 1 Ad2 (madn  HTTE 109718
< I >
eal tme data for All Activiy
000032 ~1.1. User-Agent 2f 31 2e 31 0d 0a 55 73 -
000048 : Mozillas5.0 (W 3a 20 4d 6f 7a 69 6c 6c
000064 1indows NT 6.2: ¥ 69 ke b4 6f 77 73 20 de
000080 OWed: rv:14.0) G 4f 57 36 34 3b 20 72 76
000096 eckor20100101 Fi 65 3 6b 6f 2f 32 30 31
000112 refox/14.0.1. Pr 72 5 66 6f 78 2f 31 34
000128 oxy-Connection: 6f 78 79 2d 43 6f 6= Be
000144 keep-slive. Host 6b 65 65 70 2d 61 6c 69
000160 : mail . google.co 3a 20 6d 61 69 6o 2= 67
000176 m. ... 6d 0d Da 0d Da
W
L4 1] >

Memory: 35 KByte | Sockets: 100

Events: 754

PUCYHOK 13.7: Onuus «Configure Ports»

15. B mactepe xoHburypauuu Proxy Workbench Bri6epure 8080 HTTP Proxy - cetb Ha jeBoii
MaHEJIN MTOPTOB.

16. Beibepute HTTP B nipaBoii o6macTi mpoTOKOIIa, MPUCBOEHHOT 0 nopTupoBath 8080 n HaxxmuTe
«Configure HTTP for port 8080».

I Protocol agsigned to port B080

~0K CO0Ing

HTTP Proxy - we

[ 1 <Don't use>

w -
FTP - File Transter Protocol
Pass Through - For Testing Apps

_4dd. | Deete ||

Configure HT TP for port 8080...

W Show this screen at startup.

| Close




PUCYHOK 13.8: HTTP anst mopta 8080 B Proxy Workbench

17. TlosButcst okHo cBoiictB HTTP. Teneps mpoBepbTe MOAKIIOYEHUE YEpe3 APYrol MPOKCH,
BBeuTe cBoit IP-anapec BuptyanpHoii mamuabel Windows Server 2003 B mpokcu-cepBep, BBEIAHUTE
8080 B nopty u 3aTtem Haxxmute "OK".

General |

" Dn the web server, connect to port: IBJ

(¢ Connect via another proxy

Prowy server. [10.0.0.7

CE

PUCYHOK 13.9: HTTP nns nopra 8080 B Proxy Workbench

18. Haxxmute «Close» B MacTepe koHurypamuu Proxy Workbench nocrne 3aBepiienust HacTpoiku
napamMeTpoB KOH(PUTYpAIIH.



Proxy Ports

Ports to listen onc .
Poit_| Desciiption | Protocol agsigned to port 8080

SMTP - Ouigoing e-mai LI Clexit e
POP3 - Incoming e-mai 4HTTP
HTTP Proxw - Web | Pass Through
HTTPS Proxy - Secure Web |HTTPS

FTP - File Transtes Protocol |POP3

Pass Through - For Testing Apps 1FTP

add. | Delete | Configure HTTP for port 8080...

[v Show this screen at startup.

PUCYHOK 13.10: Cxon¢urypupoBanusliii mpokcu Proxy Workbench

19. IloBropute maru koHpurypamun Proxy Workbench ot mrara 11 mo mara 15 B BUpTyanbHBIX
mammHax Windows Server 2008.

20. B tunie Windows Server 2008 rona IP-agpec BuptyansHoit mammasl Windows 7.

21. Otkpoiite 6paysep Firefox B Windows Server 2008 u mpocMoTpuTe BeO-CTpaHHIIBL.

22. Proxy Workbench renepupytor tTpaduk. OH Oyner creHepupoBaH Kak mokasano B Windows
Server 2008

23. TlpoepbTe «TO» cromben. OH mokasbiBaeT nepenady tpaduka xk 10.0.0.3 (BupryanbHas
MamuHa Windows Server 2008).



HIETPS Proogy - S Web HE3)
Ay FTF P Tranofer Prosocd [21)
Poos Theough - F o Teatng Agos 1000

mos2
mmrm
wmmamn
G227 4m
wn2)
60527 557
Em 2y en
0527
0527 %

Socosccoc oo o0

PUCYHOK 13.11: Proxy Workbench renepupyer tpaduk B xocr-mamune Windows Server 2012

24. Tenepw Boiinute B cucteMy Bupryansnoit mammasl Windows Server 2008 u mposepbTe
cronber «Toy». On mokaszsiBaet nepemaaydy tpaduka k 10.0.0.7 (Bupryansuas mamuaa Windows 7).
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PUCYHOK 13.12 Proxy Workbench renepupyer tpaduk B BupTyassHoi mamuae Windows
Server 2003

25. Boibepute «Select On the web server, connect to port 80» B BuptyansHoii Mammae Windows
7 u Haxxmure "OK".



Gencrol

& On the =eb server, cornect b part: IBU

" Connect via snother proxy

Prosy server: |10.0.05

Port !ﬂl'l::t'l

PUCYHOK 13.13: CgoiictBa koHpurypupoBauust HTTP B Windows 7

26. Tenepsr npoepum Tpaduk B 10.0.0.7 (Bupryansnas mammuaa Windows 7). Cronbern “TO”
NIOKa3bIBaeT Tpa(uK, FCHEPUPYEMBIH OT PAa3IMYHBIX BEO-CalTOB, MPOCMOTPEHHBIX B Windows
Server 2008.
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PUCYHOK 13.14: Proxy Workbench renepupyer tpaduk B BuptyanpHoit mamuae Windows 7

AHa/IU3 NPAKTHYECKOI padoThI
3anumute Bce [P-agpeca, mopTel, MpUIIOKEHUS 3ayCKa U MPOTOKOJIBI, KOTOpbIe BBl 00Hapy)un
BO BpEMsI BBITIOJTHEHUS MPAKTUICCKON PabOTHI.

NucTpyment/YTHIUTA CoOpannas uHgopmanus / JlocTUTHYTHIE LeJIH
Hcnonb3yemsiii npokcu-cepsep: 10.0.0.7
Proxy Workbench OtckannpoBanubliii mopt: 8080

Pesyabtar: Tpaduk, NOTy4eHHBIH B BHUPTYQJIBHBIX MaIlMHAX
windows 7 (10.0.0.7)

HOI'OBOPUTE CO CBOUM NPEINTOAABATEJIEM, ECJIN V BAC
BO3HUKIJINX BOITPOCHI ITO AAHHOU ITPAKTUYECKOMY

Bonpocsl

1. Uccnenyiite 3aBepiieHne 0TKa3a, COCTUHEHHS U OTKa3.
2. Kak 3anuce B )KypHaJ B peaJlbHOM BpEMEHHM 3anucbiBaeT Bce B Proxy Workbench?







IIpakTyeckoe 3ansaTue Nel4. Tynnesmposanue HI'TP ¢ nomonsto HT'TPort

Heau padoTsl
Ota [lpakTudeckoe 3aHsATHE TIOKaXeT BaMm, kak MOTYT OBITb OTCKAaHMPOBAHBI CETH U
kak nosp3oBarbest HTTPort 1 HTTHost

CpencrBa 1abopaTopHoii padoThI

Jlnst BeIONTHEHU J1abopaTtopHoii pabotel Bam nyxen uncrpyment HTTPort: o
HTTPort pacnonoxken B D:\CEH-Tools\CEHv8 Module 03 Scanning Networks\Tunneling
Tools\HTTPort
e Bbl MoxeTe Takxke 3arpy3uTh nociaenHioro  Bepcuto  HTTPort 1o ccbuike
http://www.targeted.org/
e Ecimu Bel pemmre 3arpy3uTh MOCIEIHIO BEPCHIO, TO CHUMKHM JKpaHa, MOKa3aHHbIC B
nmabopaTopHOM paboTe MOTYT OTIAUYATHCS OT TEX, UTO MoJyunuTe Bol.
YcranoBure HTTHost Ha BupTyanbayto mamnay Windows Server 2008
YcranoBure HTTPort Ha xocT-mammay Windows Server 2012
BeinonHuTe maru Mactepa yCTaHOBKM U YCTaHOBUTE €r0.
TpebyroTcst aIMUHUCTPATUBHBIE IPUBUIIETMH YTOOBI I10JIb30BATHCSI JAHHBIM HHCTPYMEHTOM
Ora IlpakTudeckoe 3aHATHE HE CMOXXET BBINOJHATHCS, €CIU  yIAJECHHBIN
cepeep ¢unbTpyet/6nokupyer HTTP, TyHHEHPYIOMNN TaKeThI

Kparkue Teopernueckue csenenusi O63op HTTPort

HTTPort co3aaeT npo3payHbli TYHHE/Ib YEpPE3 MPOKCU-CEPBEP MM BpaHaMaya3p.
HTTPort no3sonseT Ucnonb3oBaTb BCE BUbl MHTEPHET-NPOrpaMMHOro obecnevyeHmsa mus-
3a MpoOKcu. 310 o06xoauT npoken HTTP u HTTP, 6paHgmayspbl M nNpo3payHble
akcenepartopbl

IlocranoBka 3ana4u

1. Ilpexnae 4yem MOJIb30BATbCSA MHCTPYMEHTOM, BBl MOIKHBI OcTaHOBUTH ciyk0bl IIS Admin
Service u World Wide Web Publishing nHa Buptyansaoi Mammae Windows Server 2008

2. Ilepeiinute k «Administrative Privileges» (AIMHUHUCTPATUBHBIM MPUBWIETHAM) — «Services»
(Cnyx6b1) — «IIS Admin Service» (Anmunuctpatopckas Cayx06a IIS), menkHuTe mnpaBoii
KHOIIKOM U IIEIKHUTE «Stopy.


http://www.targeted.org/
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PUCVYHOK 14.1: OcranoBka agMuHucTpaTopckoit ciy»0b! IIS B Windows Server 2008

3. Ilepeliaure k «Administrative Privileges» (AIMUHHCTPaTUBHBIM NMPUBHIIETUAM) — «Services»
(Cnyx0b1) — «World Wide Web Publishing Servicesy, menkHuTe mpaBoi KHOMKOW U HAKMHTE T10
OINIMH «Stop».
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4. Orkponite Mapped Network Drive “CEH-Tools" Z:\CEHv8 Module 03 Scanning

Networks\Tunneling Tools\HTTHost.
5. Otkpoiite nanky HTTHost u nBaxxae! menkuure htthost.exe.
6. Otkpoercs mactep HTTHost. Beioepure Brinaaky «Optionsy.

7. Ha Brnagke «Options» ycTaHaBJIMBAIOTCS BCE MapaMeTpbl HACTPOUKH, YTOOBI IPUHATH 3HAUCHHE
no ymomrdanuto kpome mons «Personal Passwordy, KkoTopoe HODKHO OBITH 3aIOJHEHO JFOOBIM
IpyruMm naposieM. B 31oii naGopaTopHoil paboTe nepcoHanbHbIi naposis “ magic .
8. [Iposeprre «Revalidate DNS names» (IToareepxnate umena DNS), ommmro «Log Connectionsy

U HAKMHTE «Apply».



Network

Bind listening to: Port: Bind external to:
jo.0.0.0 so 0.0.0.0
Allow access from: Personal password:

[|-"--‘- R R

[T Passthrough unrecognized requests to:

Host name or [P: Port: Original IP header field:
[127.0.0.1 1 | x-Original-17
Max. local buffer: Timeouts:

[256K =] |o::2 =]
[V |Revalidate DNS names
W JLog connections] Apply

Statistics] Application Iogl Options Secun‘ty] Send = Giftl

PUCYHOK 14.3: Brinanka «Options» HTTHost

9. Tenepp ocraBpTe HTTHoOSt HenmoBpexAeHHbIM M HE BBIKIIOYANTE BUPTYAJIbHYIO MalIUHY
Windows Server 2008.

10. Ilepexnrounte Now k xocT-mammHe Windows Server 2012 u ycranosute HT TPort mo D:\CEH-
Tools\CEHv8 Module 03 Scanning Networks\Tunneling Tools\HTTPort u aBoitHO¥ mmIeT4OK
httport3snfm.exe

11. BeimoyiHUTE 1Iary MacTepa YCTaHOBKH.

12. 3anycture Menro "ITyck".

. Windows Server 2012

PUCYHOK 14.4: Windows Server 2012 — PaGouwuii cToi

13. Haxxmute HTTPort 3.SNFM, uto6s1 oTkpbiTh 0kHO HTTPort 3.SNFM.



Administrator

PUCYHOK 14.5: Windows Server 2012 - npuioxeHus

14. ITosasutca okao HTTPort 3.SNFM.

HTTPort 3.SNFM | = | © [l

Port mapping | About] Register

System _ Proxy |
HTTP proxy to bypass (blank = direct or firewall)
Host name or IP address: Port:

[~ Proxy requires authentication

Username: Password:

|

Misc. options
User-Agant: Bypass mode:
IE 6.0 | [Auto |

Use personal remote host at (blank = use public)

Host name or IP address: Port: Password:

? | € This button helps Start

4

PUCVYHOK 14.6: I'naBaoe oxkao HTTPort

15. Beibepure Bkianky «Proxy» u BBeaure ums xocta win [P-agpec npeaHa3HadeHHOM MaIIUHBL.
16. Kak npumep: BBeaute IP-agpec BuptyanpHOi mamuubel Windows Server 2008 u BBeaute
Howmep nopra 80.

17. Bel He cmoxkeTe yctaHoBUTH nosist Username and Password.

18. B Ilonws3oBaTene B pasjese MEPCOHANBHBIN yHAJICHHBIM y3en HaxMmure «Start» um 3atem



OCTaHOBHUTE U 3aTEM BBOJUTE MpeAHA3HAUeHHBIN [P-aipec XocT-MalMHbI ¥ TOPT, KOTOPBIH JOJKEH
obITh 80.
19. 31ech MOXKET UCIIOIB30BAThCS JT000# naposs. Kak npumep: BBeAUTE Mapoib «mMagicy.

System Proxy | port mnpping] Abnutl Rugiut-r]
HTTP proxy to bypass (blank = direct or firewall)

Host name or IP address: Port:
j10.0.0.4 |80

[T Proxy requires authentication
Username: Password:

— Misc. options
User-Agent: Bypass mode:
|1€ 6.0 ] |remote host -]

- Use personal remote host at (blank = use public)

Host name or 1P address:  Port! Password:
IIU.O.D.G Igo I--- --1

_?| €—This button helps Start |

PUCYHOK 14.7: Oxno napamerpoB HacTpoiiku HTTPort Proxy

20. Bei6epure Bkianky «Port Mapping» u Haxxmute «Addy, 4To0BI CO3/1aTh HOBOE OTOOpaKEHHE.

oo | Rogter|
— Static TCP/IP port mappings (tunnels)

[=}- New mapping
= Local port
0
= Remote host
~ remote.host.name
[E Remote port
0

Select a mapping to see statistics: LEDs:

No stats - select a mapping 'BDDD
n/ax n/aB/sec n/a K O Proxy

~ Built-in SOCKS4 server
¥ Run SOCKS server (port 1080)
Available in "Remote Host" mode:
[T Full SOCKS4 support (BIND)

_?j €—This button helps



PUCYHOK 14.8: Co3nanue HoBoro oro0paxxenus HTTPort

21. Beibepure «New Mapping Node» u menkHuTe npaBoii KHOKoH mo «New Mapping», Ha)XMUTe
«Edit».

Sysb.ml Proxy Port mapping IAboutI chistorl

Static TCP/IP port mappings (tunnels)

Blier maocaa

= Local ¢ Edit

0

[< Remote host
remote.host.name

[~} Remote port
0

Select @ mapping to see statistics:

No stats - select a mapping
n/a x n/a B/sec nfa K

Built-in SOCKS4 server

V¥ Run SOCKS server (port 1080)
Available in "Remote Host" mode:
[T Full SOCKS4 support (BIND)

_-.:, €—This button helps

PUCYHOK 14.9: PenaktupoBanue HTTPort, 40651 mprcBoUTh 0TOOpakeHNE

22. Ilepenmenyiite 3t0 Kak «ftp certified hacker» u BbiOepuTe y3en mopra «Local». Illenkaure
npaBoi KHONKoi 1o «Edit» n BBequTe 3HaueHue nopra 21.

23. Teneppb IIEIKHUTE MpaBOoW KHOMKOW Mo y31my «Remote host», 4ToObl OTpegakTUpOBaTh U
nepeuMeHoBaTh ero kak «ftp.certifiedhacker.comy.

24. Tenepb MIETKHUTE MPaBOI KHOMKOM 10 Y371y «Remote porty», 4To0bI OTpeJaKTUPOBATH 1 BBECTH
3HaueHue nopra 21.



System | Proxy Port mapping | About | Register |

— Static TCP/IP port mappings (tunnels)

Bl corticd nocko N
= Local port
21
[~ Remote host
ftp.certifiedhacker.com
=} Remote port
21

Select a mapping to see statistics:

No stats - inactive
n/a x n/a B/sec n/a kK

~— Built-in SOCKS4 server
W Run SOCKS server (port 1080)
Available in "Remote Host" mode:
[T Full SOCKS4 support (BIND)

_?] €—This button helps

PUCYHOK 14.10: Oto6paxenue mopra HTTPort Static TCP/IP

25. Haxxmure «Starty Ha Bkiaake «Proxy» HTTPort, aro0b! BeiotHUTE TyHHETHpOoBaHue HTTP.

System Port mapping | About l Register l
~ HTTP proxy to bypass (blank = direct or firewall) —

Host name or IP address: Port:
[10.0.0.4 |so

[T Proxy requires authentication
Username: Password:

Misc. options
User-Agent: Bypass mode:

IlE 6.0 El IRernote host Z]

~ Use personal remote host at (blank = use public) —

Host name or IP address: Port: Password:
II0.0.0.Q Iao I.c-n.

_7' —This button helps




26. Ilepexmounte Now BuptyasnbHoi Mamuuabl Windows Server 2008 u nHaxmute «Application

log taby.

27. TIpoBepswTe mocieaHiow crpoky ecnu Listener: listening at 0.0.0.0:80. u 3aTem 310 paboTaet

JOJDKHBIM 00pa3oMm.

PUCYHOK 14.11: Hauano TyHHEIMpOBaHUS

HTTHost 1.B.5

Application log:

MAIN: HTTHOST 1.8.5 PERSONAL GIFTWARE DEMO starting |
MAIN: Project codename: 35 red balloons

MAIN: Written by Dmitry Dvoinikov

MAIN: (c) 1999-2004, Dmitry Dvoinikov

MAIN: 64 total available connection(s)

MAIN: network started

MAIN: RSA keys initialized

MAIN: loading security filters...

MAIN: loaded filter "grant.dll" (allovs all connections within
MAIN: loaded filter "block.dll" (denies all connections withir
MAIN: done, total 2 filter(s) loaded

MAIN: using transfer encoding: PrimeScrambler64/SevenT:
grant.dll: filters conections

h]gk.ﬂll; ﬁ?ﬂ.’.’! conections
I LISTENER: istening at 0.0.0.0:80

Statistics || Apolication log | Send a Gift

PUCYHOK 14.12 pa3nen Kypnana npunoxenus HTTHost

28. Ilepexmouarens Now k xoct-mammHe Windows Server 2012 u Bxkmouute bpanamaysp

Windows.

29. Ilepeiiaute k OpanaMayspy Windows ¢ yCOBEpIIIECHCTBOBAaHHOM 06€30M1aCHOCTHIO
30. Beibepute «Outbound rules» u3 neBoil nanenu okHa u 3ateM Haxmurte «New Rule» B mpaBoii
o0nacTH OKHa.



«= 77 » BF
& Windows Firewall with Adve

. hndﬂdn Name Group - P PTT
-mﬂ @ B1anchCache Content Ratrieval (HTTP-O... BranchCache - Content Retr.. B
'ECI;:“M“QWM @ BranchCache Hosted Cache Client (HTT,..  BranchCache - Hosted Cach.. Ne e

’ -~ @ BranchCache Horted Cache Server(HTTP... BranchCacha - Hosted Cach... Fifter by Profile
@ BranchCache Peer Discovery WSD-Out)  BranchCache - Peer Discove... e Filte by State
OCou Networking - DNS (UDP-Out) Core Networking Filter by Group
) Core Networking - Dynamic Hos Contig..  Core Networking
°C010Mg-b,mcl-ba(wﬁg.. Core Networking
) Core Networking - Group Policy (LSASS-..  Core Networking Refresh
© Core Networking - Group Policy (N2-0ut)  Core Networking . 5 Bxport List..
) Core Networkang - Group Poiicy (TCP-O...  Core Networking B Hee
OCOIeMg-'MMGmpMa\L‘ Core Networking
0 Core Networkang - PHTTPS (TCP-Owt]  Core Networking
°(orc Networking - 'Pvi [E-Out) Core Networking
) Core Networking - Mutbcast Listener Do Core Networking
0 Core Networking - Multicast Listener Qu..  Core Networking
) Core Networking - Mulhcast Listener Rep... Core Networking
) Core Networking - Mulsicact Listenar Reg.. Core Networking
) Core Networking - Nesghtor Dcovery A Core Networking
0 Core Networking - Neighoor Discovery S..  Core Networking
€ Core Networking - Packet Too Big (IKMP... Core Networking
) Core Networking - Parsmater Protiem .. Core Networking
OCDI-WUQ-RMI Advertmernent.  Core Networking
) Core Networking - Rouser Selicitation IC... Core Networking
°Cort Networkmng - Teredo (UDP-Out) Core Networking

- o dad MERED: . £ onm Aot smelsom
< -

View

PUCYHOK 14.13: bpaanmaysp Windows ¢ okHamu Advanced Security B Windows Server 2008

31. B New Outbound Rule Wizard Bei6epute onmuto «Porty» B pasnene «Rule Type» u Haxmure
JHanee.



Rule Type
Selert the type of fimwall nile to create

What type o rue would you like to create?

) Program
FRue hal cortrols connections for a program.

Hule fhat controls connections fora TCF or UDP por,
_) Predefined:

Banchlache - Content Retrieval (Usee HTTP)
Rue hat controls connections for a Windows expenence.

) Custom
Custom rule

PUCYHOK 14.14: Beioop Rule Type

32. Teneps BeiOepuTe «All remote ports» B paznene «Protocol u Ports» n Haxxmure [arnee.



Protocol and Ports
Speciy the protocals and ports to which ths nide apoles

Does this rule aoply to TCP or UDP?

® TCP
) uoP

Does tvs nde aoply te al remote ports or specfic ramots porte?

_ Specific remote poits:

Example 80, 443, 50005010

PUCYHOK 14.15: Tlpotoxossl mpucBoeHust bpanamayspa Windows u [TopTsi

33. B paszaene «Action» Beioepute onmuio «Block the connection» u maxmute Hasee.



Action
Speciy the acton to be taken when a connection matchea the condtiona specified in the rue.

Steps:
@ Rue Type
@ Protocol and Forts

What action shoud be talcan when a connection matches the spocfied conditicna?

) Alow the connection
This includes cornections that are protedted with IPsec a3 well a3 those are not.

' Allow the connection If It is secure
This ncludes only connedtions that have been authenticatad by usng IPsec. Comecticns
g-mmhmtlhmumhh&um Securty

node.

PUCYHOK 14.16: bpannmaysp Windows

34. B paznene «Profile» BeiOepuTe Bce Tpu onmun 1 Haxmute Jlaee.



@ comguter is connected Lo Ls corporate daman.

a computer is connected to 3 pavate netwaork bcation, such as @ home

o computer is connectad to o publc netwodk location.

PUCYHOK 14.17: ITapametps! HacTpoliku npoduiis bpanamayspa Windows

35. Beenute «Port 21 Blocked» B mosne umenu u Haxxmurte KHONKY «Finishy.

Name
Specify the name and descrivtion of this wle.

Stepa:

-
L]
-
L
-




PUCYHOK 14.18: bpannmay3p Windows npucBauBaeT UMs IOPTY

36. HoBoe npauiio «Port 21 Blocked» co3maercs kak mokasaHo B CJIEAYIOIEM CHUMKE 3KpaHa.

- = t@.ﬂ @

it et i ] [
Gro ol Duthe

K 'nbound Rules K E ok ] " Emabded A |

Nare Prof be Enabled ~ ) and Ry
S T——
New Rule...
By Comnection Securiy Rul (O80T oo e Contert Retmevel (HTTP-O... BranchCache - Contert Retra A No -

L]
b & Monto ~ .ﬂlmh(ath."ulod(ul.(l.d (MIT..  BranchCache « Hosted Cach. . 20 Ne Filtar by Profile

v
B BranchCache Hosted Cache Server(HTTP.. BranchCache - Hosted Cach.. A No W Filter by State
@ BranchCache Peer Dizcovery (WSD-Out)  BranchCache - Peer Discove.. Al No R4
&) Core Networking - DNS (UDP-Out) Core Networking an Yes
@ cCoe Networking - Dynamic Host Config...  Core Networking A
@ Core Networking - Dynamic Host Config.. Core Networking Al
°(ote Networking - Group Pobcy (LSASS-..  Core Networking
0 Core Networking - Group Poicy (WP-0ut)  Core Networking

Filter by Group

View

9 Core Networking - Group Policy (TCP-O...  Core Networking
@ Core Networking - Internat Group Mana...  Core Networking
0 Core Networking - PHTIPS (TCP-Out)  Core Networking
Q(ou Networking - 16 (IP6-0ut) Core Networking
@ Core Networking - Multicast Lissener Do, Core Networking
8 Core Networking - Multicast istener Ou.. Core Networking
) Core Networking - Multicast Lictener Rep. . Core Networking
D Core Networking - Multicact Liczanar Rep.. Core Networking
0 Core Netwerking - Neighbor Discavery A... Core Networking
o('ow Networking - Neighbor Discovery S Core Networking
@ Core Networking - Packet Too Big (IKMP... Core Netwerking
) Core Networking - Paramater Protlem (1., Core Networking
8 Core Networking - Router Adverimement... Core Networking
8 Cote Networking - Reuter Solicieation [IC.. Core Networking

ﬁc—..u...._.a_.._t_a..nmn,a...i Sl i
<} -

PUCYHOK 14.19: HoBoe npaBuino 6panamayspa Windows

37. lllenxHuTE MpaBOil KHOMKOW MO HEABHO CO3/1aHHOMY ITPaBUITY U BbIOepHTe «Propertiesy.



file  Acton View Hep

e 2@ 2 BT

&P Windows Frewnll with Advy
2 noound Rules
Outbound Aules
‘ Connechion Secunty Rul

» B Moritoring

Oulbound Hules

Name

O Port 21 Blocked

@ BranchCache Content Retrieval (HTTP-O0.
@ BranchCache Hoses Cache Cliant (HTT..
@ BranchCache Hosted Coche ServerHTTP...
.Brmrﬁ(arﬁr Peer Dncovery (WSD-Out)
) Core Networking - DNS (UDP-0uwt)

O cCore Netweorkng - Dynamuc Host Config...
Gcoe Networking - Dynermec Host Config..
€ Core Networking - Group Policy (LSASS- ...
© Core Networking - Group Pelicy (NP-Out)
€ Core Networking - Group Policy (TCP-0...
Scoe Networking - Internet Group Mana...
@ Core Networking - PHTT?S (TCP-0ut)

8 Core Networbong - 1Pv6 0Pv6-Out)
QCele Retworking - Mulbcest Listener Do
@ Core Networking - Multicast Listener Qu..
@ Core Networking - Mulbcast Listener Rep...
°Cow Networking - Mulicest Lintener Rep. .
.Cm Networking - Neighbor Discovery A
@ Core Networking - Neighbor Discovery 5.
°(ow Networking - Packet Too Big (CMP.
.Cou Networking - Paramete Problem (1.
@ Core Networkng - Router Acy o
8 Core Networking - Routes Sofc tetion (C...

| Casoblotonmbimn. Tomnda AR A 0
{ n

Group

BranchCache - Cor
BranchCache - Hot
BranchCache - Hos
BranchCache - Pee

Core Networking

Core Networking

Core Networking
Core Networking
Core Networking
Core Networking
Core Networking
Core Networking
Core Networking
Core Networking
Corz Networking
Core Networking
Cor= Networking
Core Networking
Core Networking
Core Networking
Core Networking
Core Networking
Core Networking

£ onsn Dhatsncbdn

Dpens the progeties dialog box for the cuent selection

Dizable Rule
Cut
Cepy

PUCYHOK 14.20: HoBsle cBoiicTBa mpaBuia BpanaMayspa Windows

38. Bribepure Bkiaaky «Protocols and Portsy. M3menute onmuio «Remote Pormt Ha «Specific

Portsy» (onpenenennsie mopTsl) U BBeauTe B «Port number» 21.

39. OcTaBbTe Apyrue napameTpbl HACTPOMKH M0 YMOIYAHUIO U HAXMUTE «Apply», Korja HaxxMeTe

HOKH.



PUCYHOK 14.21: CpoiicTBO OI0KHpOBaHHS MOpTa OpanaMayspa 21

40. Beeaure ftp ftp.certifiedhacker.com B komanaHOM cTpoke u HaxxmuTe Enter. B Windows Server
2008 6panaMay’poM coeTuHEHHE OJIOKHPOBAHO.




T Admunictrator { mmand Prampt - itp (tpoertifiedhackos:.col

iistrator>fecp FEp.cercifiedhacker.con

PUCYHOK 14.22: coequnenue 610kupoBaHo ftp

41. Tenepb OTKpOITE KOMaHJIHYIO CTPOKY Ha xocT-mamnHe Windows Server 2012 u BBenute ftp
127.0.0.1 u naxxmute Enter.

= Administrator: Command Prompt - ftp 127.0.0.1 M

sislsers Administrator2ftp 127.0.0.1
Ionnected to H.8.1.
1280-Microsoft FTP Service
1228 Welcome TO FTIP Account
lser €127.8.8.1:{none)):

PUCYHOK 14.23: BeinoiaHeHre kKoMaHs! ftp

AHaJIU3 NPAKTHYECKOI padoThI

3anummte Bce [P-agpeca, OTKpoiiTe MOPTHI M MPUIIOKEHUS 3aITyCKA U IIPOTOKOJIBI, KOTOPBIE
Bb1 06HapyXHIH BO BpeMsl BBIITOJIHEHHSI TPAKTHUECKON PaOOTHI.

NHCTpyMeHT/YTunuta CobpaHHas nHdopMauus / JoCTUrHYThIE Lenm
Hcnoas3yemblii npokcu-cepsep: 10.0.0.4
HTTPort IHopT orckanupoBanus: 80
PesyasbTar: ftp 127.0.0.1 coenunsuics ¢ 127.0.0.1

IHOI'OBOPUTE CO CBOUM HNPEITOJAABATEJIEM, ECJIN V BAC
BO3HHUKIIX BOITPOCHI ITO TAHHOHN ITPAKTUYECKOMY



Bonpocsi

1. Kak Bpr ycranmaBmuBaere HTTPort, 4to0bl ucnonbs3oBaTh mo4ToOBbIM KiueHT (Outlook,
Messenger, u T.1.)?

2. Korpma mporpamMmMHoe obOecriedeHre He MO3BOJISICT PEJaKTUPOBATh aAPEC, YTOOBI YCTAHOBUTH
coequnenue? Mccnenyiite.



IIpakTyeckoe 3ansaTHe NelS. OCHOBHOM NOUCK M yCTPaHEeHHE HEMCIIPABHOCTEH CeTH €
nomouibio MegaPing

esan padoTsl
Ota I[lpakTuyeckoe 3aHsATHE JAaeT MOHUMAaHHWE MPOBEPKH C MOMOIIBIO ping-
Ha3Ha4YeHHs crucKa aapecoB. OHa y4uT:
e [IpoBepke ¢ MOMOIIBIO PiNg-3aMpPOCOB CIUCKA aIPECOB HA3HAYCHUS
e [lonp3oBanuto Traceroute
e Kak BeimosiHuTh ckanupoBanue NetBIOS

CpeacrBa nadopaTopHoii padoThI

UToOBI BRIMOIHUTE JabopaTopHyIO padboTy, Bam HYXHO:

e MegaPing pacnionoxen B D:\CEH-Tools\CEHv8 Module 03 Scanning Networks\Scanning
Tools\MegaPing

e Brl Moxere TakKe 3arpy3uTh IMOCIEAHIOID Bepcuio Meraping 1O  CCBUIKE
http://www.magnetosoft.com/

e Ecau Bel pemaere 3arpy3uTh MOCIEIHIOI BEPCUIO, TO CHUMKHM JKpaHa, MOKa3aHHbIC B
nabopaTopHOM paboTe MOTYT OTIUYATHCS OT TEX, UTO MoJyunuTe BoL.

e AJMUHUCTPATHUBHbIC IPUBUIIETUU AJISl IOJIB30BAHUSI HHCTPYMEHTAMU

e [IpaBunbpHO cKkoH(UTypHpoBaHHBIE apameTpsl HacTpoiiku TCP/IP u moctymHbii cepBep
DNS

e Dra [IpakTuueckoe 3anatue OyaeT BHIMOIHATHCS B cpene nadboparopun CEH, Ha
Windows Server 2012, Windows 2008 u Windows 7

Kpartkue Teopernueckue cBenenusi O63op Ping

Komanna ping otnpasisier mnakeTsl 3xo0-3ampoca Internet Control Message Protocol
(ITpotokomna mexceTeBbIX ynpasistonumx coodmenuit) (ICMP) B neneBoii y3en u 0xkuIaeT OTBeTa
ICMP. Bo Bpems 3Toro mpoiiecca 3anpoc-0TBET, ping U3MEPSIET BpeMs OT Mepeaadu 0 MpueMa,
M3BECTHOTO KaK KpyroBas 3aJiep>KKa, U 3aIUChIBAET JI0ObIE TOTEPH MAKETOB.

ITocTanoBka 3agaun
1. 3anycture Mento "[Iyck".

Bl Windows Server 2012

PUCYHOK 15.1: Windows Server 2012 — PaGouwuii cToi

2. Hlenkuute no npunoxxeHuto MegaPing, 4To0bl OTKpBITE OKHO MegaPing.


http://www.magnetosoft.com/

Adaministrator

PUCYHOK 15.2: Windows Server 2012 - npunoxeHus

3.0tkpoerca rnaBHoe okHO MegaPing.
VI

File View Took Help
A28 sid DS LTI RPY 2 D
2 DNS Lookup Name '_:E’;_r DIV LS vk
g FFEEF
&) Nework Time 7 D o, DNS Let Hosts Setnge
g8 Ping
a"a Tracernute ,
l:":l Whols Racard:s Type o
‘_‘i Metwork Hataurcst
% PIU\.r::I ||"|FL
5.5 Sytten Info
& P Scanner

==

’ﬁ MNetBIOS Scanner
o Snare Scanrer
é Sacurity Scanner
- Paort Scanner
i Hest Monitor

DNS List Hosls

Figurel5.3: I'maBnoe okHO MegaPing

4. Boibepute m100y10 U3 OMIIMIA OHA JIEBOI MaHEeIN OKHA.
5. Beibepure «IP scanner» (ckaHHep IP) wu BBemute B «IP range» B mone «From» u «To»



muanaszoH IP ot 10.0.0.1 mo 10.0.0.254. Haxmute " Start ".
6. Bol MoxeTe BeIOpaTh Auana3zoH IP B 3aBUCUMOCTH OT CBOEH CETH.
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PUCVYHOK 15.4: MegaPing

7. Bel nonyuure nepeuncienue Bcex [P-agpecos noa BeiOpanHbM quana3oHoM ¢ ux TTL (Time to
Live - Bpems »xu3Hm), Status - coCTOSHHEM (HEaKTHUBHBIM WM aKTHBHBINA), U CTaTHCTHUKA
HEaKTUBHBIX U aKTUBHBIX y3JIOB.
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PUCYHOK 15.5: Otuer ckanupoBanus [P

8. Beibepute «NetBIOS Scanner» Ha JyieBoii manenu u auamnasoH IP B momsix «From» u «To». B
aToii 1aboparopHoii pabore auanaszon IP ot 10.0.0.1 mo 10.0.0.254, HaxxmuTte «Star»t.
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PUCYHOK 15.6: CkanupoBanue NetBIOS

9. Cxanuposanue NetBIOS nepeunciut Bee y3ibl ¢ ux unmeHamu NetBIOS n agpecamu anantepa.
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PUCYHOK 15.7: Otuer ckanupoBanusi NetBIOS

10. HlenkauTe mpaBoit kHomkou 1o I[P-ampecy. B atoii mabopatopHoit pabore BeIOpaHHBIN [P
10.0.0.4. 1o Oynet oTnuuaThes B Bameii ceTu.
11. 3aTem menKHUTE MPaBO KHOMKOM U BeIOepuTe omniuio «Traceroutey.
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PUCYHOK 15.8: Traceroute

Traceroute

12. Do oTkpoet okHO «Traceroute» u mpociieUT BeIOpaHHbIi [P-anpec.




File Yiea Teclk Help
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PUCVYHOK 15.9: Otuert Traceroute

13. Bribepute «Port Scanner» Ha JieBoil maHenun W go0aBbTe www.certifiedhacker.com B
«Destination Address List» (Criucke Anpeca Ha3HAYEHHs) M 3aTeM HAXKMHTE KHOTMKY «Starty.
14. TTocne HaXKaTHs KHOTIKH «Start) 3T0 MEPEeKITIOYUTCS, YTOOBI OCTAHOBUTHCS

15. Byayr nepeuucnarscst mopThl, cBa3aHHble ¢ www.certifiedhacker.com ¢ kiroueBbIM cI0BOM,
PUCKOM ¥ HOMEpPOM TOpTAa.
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PUCYHOK 15.10: otuer ckanupoBanus noptoB MegaPing

AHaJN3 NPAKTHYECKO# padoThl
3anumute Bce [P-anpeca, oTkpoiiTe MOPTHI M MPHIIOKEHUS 3aIlycKa U MPOTOKOJIbI, KOTOPbIE
Bb1 06Hapy)uiu BO BpeMsl IPAKTUYECKOH pabOTHI.

NucTpyment/YTHINTA CoOpannast unopmanus / JlocTUrHYThIE 1eIH
Junana3on ckanuposanus IP: 10.0.0.1 — 10.0.0.254
BeinosHeHHbIE JCHCTBHSA:
e (CkanupoBanue [P
MegaPing e (Ckanupoanue NetBIOS

e Traceroute

e (CkaHupoBaHHE MOPTOB
Pe3yabrTat:

e (CnMcoOK aKTUBHOTO y3Ja

e Hmsa NetBios
e lwms aganrtepa

HOT'OBOPUTE CO CBOUM NNPENTOAABATEJIEM, ECJIN V BAC
BO3HUKIJINX BOITPOCHI ITO AAHHOU ITPAKTUYECKOMY



Bonpocsl

1. Kak MegaPing oOHapy»XuBaeT ySa3BUMOCTH CUCTEMbI 00ecrieueHus: 6e30MacHOCTH B ceTu?
2. Uccnenyiite renepanuto otuera MegaPing.



IIpakTnyeckoe 3ansitue Nel6. O0Hapy:xeHue, ynaineHue 1 iiokuposaHue cookie Google ¢ noMommo
GZapper

esan padoTsl

Ota IlpakTudeckoe 3aHaTHE O0BsCHAET, Kak G-Zapper aBTOMaTHYECKH OOHApyKHUBaeT
u grcTUT cookie Google kaxpIit pa3, korna Bel ncnonb3yere cBoi BeO-Opaysep.

CpeacrBa npakTu4eckoi padoTbl

UToOBI BRIMOTHUTE Tab0paTopHy0 padoTy, Bam HYyXHO:

e G-Zapper pacnonoxkeH B D:\CEH-Tools\CEHv8  Module 03  Scanning
Networks\Anonymizers\G-Zapper

e Brl Moxere Takke 3arpy3uTh HocCieAHIO Bepcuto  G-Zapper 1O CCBUIKE
http://www.dunmiysoftware.com/

e Ecmu Bel pemaere 3arpy3uTh MOCIEIHIOI BEPCHIO, TO CHUMKH JKpaHa, MOKa3aHHbBIE B
NPAaKTUYECKOMY 3aHATHIO MOTYT OTJIMYATHCS OT TEX, YTO IMOIYIUTE

e VYcranosure G-Zapper B Windows Server 2012 ¢ nomolpro MacTepa yCTaHOBKH.

¢ AMUHUCTPATHUBHbIC IPUBUIIETUU JJISl IOJIB30BAHUSI HHCTPYMEHTAMU

e Kowmmnbrotep ¢ Windows Server 2012

Kpatkue Teopernueckue cBeeHHs
00630p G-Zapper

G-Zapper momoraer 3amuuiath Bamm uIeHTH(UKAIUOHHBIC [aHHBIE W TOMCKOBYIO
ucroputo. G-Zapper Haxonut cookie Google, ycranosnennsie Ha Bamem PC, BbiBeneT Ha 3KpaH
JaTy, KOTrJla OHHM OBLIM YCTAaHOBIJICHBI, OINPENEIHT CKOJBKO BpeMeHH Bamm mowcku ObLH
IIPOCJIEKEHbl M BbIBeleT Ha dkpaH Bamm mnoucku Google. G-Zapper mno3sosser Bam
ABTOMATHUYECKHU YJAJSATh WM TOJHOCTBIO OJIOKMpoBaTh cookie moucka Google ot Oymymieit
YCTaHOBKH.

ITocTranoBka 3agaun
1. 3anycture Mento "Ilyck".

. Windows Server 2012

_ - re Wi

T S SN T R T T
PUCVYHOK 16.1: Windows Server 2012 — PaGouwuii cToi

2. Hlenkuure no npunoxxeHuto G-Zapper, 4To0bl OTKpBITH OKHO G-Zapper.


http://www.dunmiysoftware.com/

Administrato

PUCYHOK 16.2: Windows Server 2012 - npunoxeHus

3. [losiButcs rmaBHOE okHO G-Zapper.

=

'

G-Zapper - TRIAL VERSION !;lE-

What is G-Zapper

Zapper - Protecting yous Search Privacy

keywords you search for. G-Zapper will automatically detect and clean this cookie in your web browser
Just run G-Zapper, minmize the window, and enjoy your enhanced search privacy

0 Did you know - Google stores a unique identifier in a cookie on your PC, whach allows them to track the

-
-

A Google Tracking 1D exists on your PC

Y OeD&d e

gle installed the 'Yednesday sotembe
Your searches have been racked for 13 hours

-

No Google searches found in Intemet Explorer or Firefox

How to Use It

“‘ To delete the Google cookse, chck the Delete Cookie button
‘s, Your identity will be obscured from previous searches and G-Zapper will regulady clean future cookies

To restore the Google search cookie click the Restore Cookie button

http //www dummysoftware com

[:ebete Cock:e] [Restcre C::ou:-J ['es: Gocg:e] [ Settings ] | Register

| -

_d

PUCYHOK 16.3: I'naBHbIe 0kHO G-Zapper



4. YroOsl ynanuth cookie moucka Google, Haxxmute kaonky «Delete Cookie». IlosiButcst okHO,
KOTOpoOe JacT uHpopmaiuiio 00 yaaaeHHOM pacnoioxeHuu cookie. Haxxmure "OK".

~What is G-Zapper
G-Zappes - Protecting your Search Privacy
Did you know - Google stores a unique identifier in a cookie on your PC. whach allows them to track the

DS ' . " - £ OO0 ) ANCAC OO DD >

The Google search cookie was removed and will be re-created with a
new |D upon visiting www.google.com

The cookie was located at:

(Firefox) C:\Users\Administrator\Application
Data\Mozilla\Firefox\Profiles\5vccdOns,default\ cookies.sglite

L= | B
grj To block and delete the Google search cookie, click the Block Cookse button
‘A.?f (Gmail and Adsense will be unavalable with the cookie blocked)

==

PUCVYHOK 16.4: Y naneaue nouckoBbIx cookie

5. UroOb1 3a05okupoBath cookie moucka Google, Haxmute «Block cookie». Eciu Ber 3axotute
BpYUHYI0 3a010KkHpoBaTh cookie Google HaXMHUTE KHONKY «Yes».



~'What is G-Zappet
G-Zapper - Protecting your Search Privacy

Did you know - Google stores a unique identifier in a cookie on your PC. which allows them to track the
keywords vou search for. G-Zapper will automatically detect and clean this cookie in your web browser,

| 5 & [N s

Gmail and other Google services will be unavailable while the cookie is
manually blocked.

If you use these services, we recommend not blocking the cookie and
instead allow G-Zapper to regularly clean the cookie automatically.

Are you sure you wish to manually block the Google cookie?

Yes

To block and delete the Google search cookie, chick the Block Cookie button.
[Gmail and Adsense will be unavalable with the cookie blocked)

PUCYHOK 16.5: bnokupoBanue cookie Google

6. Brriiner coobmenue, uto cookie Google ObLTH 3a0JIOKHPOBAaHBI. UTOOBI MPOBEPUTH HAKMHUTE
"OKH



What is G-Zapper
G-Zappes - Protecting youws Search Privacy

Did you know - Google stores a unique identifier in a cookie on your PC, which allows them o track the
keywords you search for. G-Zapper will automatically detect and clean this cookie in your web brawser,
Just run G-Zapper, minimize the window, and enjoy your enhanced search privacy.

G-Zapper

The Google cookie has been blocked. You may now search
anonymously on google.com. Click the Test Google button to verify.

x|

Your identity will be obscured from previous searches and G-Zapper vall regularly clean future cookies.

To restore the Google search cookie chck the Restore Cookie button,

mmmmmmm'

[ o coce ] (onse cont [ vetOnose | [ sateen |

PUCVYHOK 16.6: bnokuposanue cookie Google (2)

7. Uto6s!1 mpoTectupoBath cookie Google, koTophlit ObIIT 3a0JI0KUPOBaH, HAKMHUTE KHONIKY «Test
Googley.

8. Bam BeG-Opaysep mo ymom4yaHuio Temnepb OTKpoeT crpanuiy Preferences Google. Haxwmure
HOKH.



¢ 5 [T

Search

Go Ogle Preferences
Save your preferences when finished and return to search.

Global Preferences (changes apply to all Googlo services)

a

Your cookies seem to be disabled.
Setting preferences will not work until you enable cookies in your
browser,
How o | engfile cuphlpc?

Dicplay Google tips and mescages in: |Enguisn V]
I you do not find your natve language in the pulldown above you can
help Google create i through our Google in Your | anguage program

Search Language Prefer pages willten in these language(s)
[ Adrikaans o English L] Indonesian _] Serblan
L] Arabic | Esperanto || lalian _| Stovak
[71 Armenian [T Estonian [ Japansss 71 Slovenian
] Belaruslan C Fipine [J Kortean ] Spanish
L| Buigarian L Fionish L[l Landan || Swahil

PUCYHOK 16.7: Orxmrouenue coobrenus Cookie

9. YToOBI MPOCMOTPETH yIAIEHHYI0 HH(OpMAIHIO O cookie, HAXKMUTE KHOIKY «Setting» 1 «View
Log» B «cleaned cookies log».



G-Zapper Settings

~ Sounds

W Play sound effect when a cookie is deleted default wav

Google Analytics Tracking
W Block Google Analytics from tracking web sites that | visit

W Enable logging of cookies that have recently been cleaned,

[T Save my Google ID in the cleaned cookies log.

PUCYHOK 16.8: IIpocMOTp yIaleHHBIX perucTpaui

10. Y nanennast uadopmarmst o cookie OTKpbIBaeTcsi B biiokHOTE.

File Edit Format View Help

(Firefox) C:\Users\Administrator\Application Data\Mozilla\Firefox
\Profiles\5vccd40ns.default\cookies.sqlite Friday, August 31, 2012
10:42:13 AM

(Chrome) C:\Users\Administrator\AppData\Local\Google\Chrome\User Data
\Default\Cookies Friday, August 31, 2012 11:04:20 AM

(Firefox) C:\Users\Administrator\Application Data\Mozilla\Firefox

\Profiles\5vccdOns.default\cookies.sqlite Friday, August 31, 2012
11:06:23 AM

(Firefox) C:\Users\Administrator\Application Data\Mozilla\Firefox
\Profiles\5vccd40ns.default\cookies.sqlite Wednesday, September 05, 2012
02:52:38 PM

PUCYHOK 16.9: ¥V nanennsiiit OT4er perucrpanuu



AHaJM3 NPaKTHYeCKOoil padoThl

3anumute Bce IP-aapeca, OTKpoiiTe MOPTHI U MPHIIOKEHUS 3aIyCKa U MPOTOKOJIBI, KOTOpbie Bbl
0OHapY>XHJIK BO BpeMs NMPAKTHUECKOU pabOTHI.

Nucrpyment/YTuaura

CoOpannas nungopmanus / JlocTUrHyThI€ IeJIH

G-Zapper

Breinmosinennoe geiicreue:

e OOGHapyxbTe cookie
e VYnamure cookie
e briokupyiite cookie

Pe3yabTat: Y aneHHble cookie COXpaHEHBI B
C:\Users\Administrator\Application Data

HOI'OBOPUTE CO CBOUM IPEITOAABATEJIEM, ECJIN V BAC
BO3HHUKIIXA BOIIPOCHI ITO TAHHOUN INPAKTUYECKOMY

Bonpocsl

1. Uccnenyiite, kak G-Zapper aBromaTudecku 4ucTuT cookie Google.
2. IlpoBeprTe Omoxupyet yu G-zapper cookie Ha caiitax kpome Google.



IIpakTnyeckoe 3ansitue Nel7. CkanupoBanue cetu ¢ nomombio Colasoft Packet Builder

Heau padoTsl
Lenb 3TON mpakTUYecKoil paboOThl COCTOUT B TOM, YTOOBI YKPEMHUTh MOHSTHE MOJUTHKHU
CETEeBOI OE30MaCHOCTH, CTPATETUIECKOTO OCYIIECTBICHUS U CTPATETUYECKUX AYIUTOB.

CpencTBa npakn4eckoii padoTbl

J11s1 BBITIOJTHEHU ST ATOW MPAaKTHYECKOW paboThl Bam HYy»X)HO:

e Colasoft Packet Builder pacnonaranca B D:\CEH-Tools\CEHv8 Module 03 Scanning
Networks\Custom Packet Creator\Colasoft Packet Builder

e Kowmmnsrotep ¢ Windows Server 2012 kak xocT-malirHa

e Window 8 paboraroiiee Ha BUPTYyaTbHOW MalTMHE KaK IeJIeBast MallnHa

e Brl moxere Tarke 3arpy3uTh nocieaHior Bepcuto Colasoft Packet Builder mo ccbuike
http://www.colasoft.com/download/products/download_packet_builder. php

e Ecau Bbl pemurte 3arpy3uth NOCIEAHIO BEPCUIO, TO CHUMKHU DKpaHa, MOKa3aHHBIC B
MPAKTUYECKOMY 3aHSITHIO MOTYT OTIUYATHCA OT TOTO, YTO MOJIY4YUTE

e Be0-Opaysep ¢ UnTepHeT-coequHeHneM, paboTalOIMM B XOCT-MallIHE

KpaTkue TeopeTuyeckme cBegeHus
0630p Colasoft Packet Builder

Colasoft Packet Builder co3gaer u BKIIOYAET MOJIb30BATENLCKUE CETEBBIE MAKETHI. DTOT
WHCTPYMEHT MOJKET HCIOJIb30BaThCsl, YTOOBI TPOBEPUTH CETEBYIO 3allUTy OT aTaKk H
3J10yMbIIUIEHHUKOB. DyHKIMK pepakTopa aexoaupoBanust Colasoft Packet Builder pazpemaror
MOJIH30BATEIISIM OTPEIAKTUPOBATH 3HAUYCHUSI MOJIEH TTPOTOKOJIA.

[Tonp30BaTenu Takke B COCTOSHUM OTPEAAKTUPOBATh MH(POPMAIUIO O JACKOAUPOBAHHH B
nByx penakropax: Decode Editor u HEX-penaktop. [lonb3oBarenu moryT BeIOpaTh Jt000W U3
obecneueHHbIx maooHoB: [1akeT Ethernet, [Taker IP, ITaker ARP nnu [Taker TCP.

MNMocraHoBKa 3aaa4m
1. YcraHoeuTe M 3anycture Colasoft Packet Builder.
2. 3anycture MeHto 'TlycK".

. Windows Server 2012

ne eeme Cmcadele L

L el wimiml Lo e
PUCYHOK 17.1: Windows Server 2012 — Padouuii cTo

3. Haxxmure Ha npunoxenue Colasoft Packet Builder 1.0, uToObI OTKpHITH €ro.



Administrator

PUCYHOK 17.2: Windows Server 2012 - npuioxeHus

4. ITossurcs rinasHoe okHO Colasoft Packet Builder.

Colasoft Packet Builder
File Edit Send Help
o & o & | 0 @ -col .
Impon Add Insen Checksum Adapter | Abowt _ ds0

Packers 0 | Selected 0

Destination

PacketMa. o cacier=zelected | | (G Packet List

& Decode Editor
Mo, Defta Time | Scuce

e Editor

PUCYHOK 17.3: OcnoBnas ctpanuia Colasoft Packet Builder

5. TlpoBepbTe, 4TO TapamMeTpbl HACTPOWKU ApjanTepa coOMpalOTCS MPUHITH 3HAYCHHUE I10
yMOJIYaHUIO U 3aTeM Haxmute "OK".



| | JRealtek PCle GBE Family Controller

D4:BE:D9:C3:CE:20(
100.0 Mbps

1500 bytes
10.0.0.7/255.255.255.0
10.0.0.1

Operational

PUCYHOK 17.4: mapamerpsl HacTpoiiku Colasoft Packet Builder Adapter

6. UTo0bI 100aBUTH WU CO3/IaTh MaKeT, HAXXMUTEe «Add» B pasmerne MeHto.

File Edit Send Help

& |&

Add |Insert

PUCYHOK 17.5: Coznanune naxera B Colasoft Packet Builder

7. Korma packpoercst okHo Add Packet, Bbr momkHBI BEIOpaTh m1a0sioH 1 Haxath "OK".



PUCYHOK 17.6: Oxuo Add Packet

8. Bbl MOXkeTe NpocMOTpeTh 100aBICHHBIN aKeTHBII CIIMCOK Ha MpaBoii cTopoHe Bariero okHa.

- i

0.100000 FF:FF:FF:FF:FF:FF

PUCVYHOK 17.7: IlakeTHBII CITHCOK

9. Colasoft Packet Builder no3Bonut Bam penaktupoBaTh HH)OpMAIHIO O IEKOAUPOBAHUH B 3TUX
nByx penakropax: Decode Editor u Hex Editor.



# % Packet: Num:000001 Length:64 Captured:

=-O Ethernet Type II [0/14]
. HPDestination Address: FF:FF:FF:FF:FF:FF [0/6]
I? Source Address: 00:00:00:00:00:00 [6/6]
.. Protocol: 0x0806 (ARP) [12,
=- ARP - Address Resolution Protocol [14/28]
&P Hardware type: 1 (Ethernet)
&P Protocol Type: 0x0800 [16/2)
@ Hardware Address Length: 6 [18/1)
i@ Protocol Address Length: 4 [19/1)
&° Type: 1 (ARF Reque:
..M} Source Physics: 00:00:00:00:00:00 [22/€]
.. Source IP: 0.0.0.0 [28/4]
.- M) Destination Physics: 00:00:00:00:00:00 [32/6]
¥ Destination IP: 0.0.0.0 [38/4]
= Extra Data: [42/18]
~{§f Number of Bytes: 18 bytes [42/18]
5-® Fcs:
&) FCS: 0xF577BDD9

A)

PUCYHOK 17.8: Decode Editor

0 00 00 00 00 00 08 06 | cevecccccnacns

0 01 00 00 00 00 00 0O

0 00 00 00 00 00 00 00O

0 00 00 00 00 00 00 00 | ceveccccnnanss
00 00 00 00

PUCYHOK 17.9: Hex Editor

10. YToOBI OTIIPaBUTH BCE MAKETHI B ONIPE/IeICHHOE BpeMs, HakMuTe «Send All» OT CTpokH B MEHIO.
11. IIpoBepwTe onmuro «Burst Mode» B auanoroBom okHe «Send All Packets», u 3aTem HaxmuTe
«Starty.

\®Colasoft Capsa
B ") Packet Analyzer O

' Packets 1 Selected 1
v

FF:FF:FF:FFFF:FF

PUCYHOK 17.10: Kuomika Send All



Options

Adapter: Realtek PCle GBE Family Controller

[ ] Burst Mode (no delay between packets)
[Jioop Sendng: 1 loops (zero for infinte loop)
Delay Between Loops: 1000 | millseconds

PUCYHOK 17.11: Colasoft Packet Builder oTmipaBisieT Bce makeTbl

12. Haxxmure "ITyck"

Options

Adapter: Realtek PCle GBE Famiy Controller

[ |Burst Mode (no delay between packets)
[ILoop Sending: 1 :| loops (zero for infinite loop)

PUCYHOK 17.12 Colasoft Packet Builder otnpasiisieT Bce makeTsl



13. Yto6BI 3KCOPTHPOBATH BCe MakeThl BeIOepuTe B MeHio File — Export “All Packets.

- Ethernet Type II
.. Destination Address:

»

v @F B
Diste modified Type
No items match your search.

File riame | Packets ~acpkt

Savesetype: | Colaseht Packat File (v6) (" seopkt)

PUCYHOK 17.14: BeibepuTte pacrioox)eHue, 9TOObI COXPAHUTh SKCIIOPTUPYEMBIH (aii

1Y

Packets.cscpkt




PUCYHOK 17.15: OxcnoprupoBansbiii naket Colasoft Packet Builder

AHaJM3 NPaKTHYeCKOil padoThl

[Tpoananu3upyiite 1 3aNUIIUTE PE3YNIbTAThI, CB3aHHBIC C OCYIIICCTBICHUEM IMPAKTHIECKOM
paboTHI.

NucTpyment/YTHINUTA CoOpannas nungopmanus / JlocTUrHYThIe e IH
Ucnonssyembiii agantep: Realtek PCle Family Controller
Colasoft Packet Builder Briopannoe nakernoe umsi: ARP Packets
PesyabTat: [lonydyeHHble nakeTsl coxpaHeHsl B packets.cscpkt

[TOTOBOPUTE CO CBOUM INPEINOJABATEJIEM, ECJIN V BAC

BO3HUKJM BOMPOCH IO TAHHOUW MPAKTUYECKOUN PABOTE.
Bonpocsl
1. Ilpoananuzupyiite, kak Colasoft Packet Builder Biusier Ha Bamn ceteBoii Tpaduk npu aHanusze
CeTH.
2. OueHuTte, KaKue TUIBI MTHOBEHHBIX cO00IIeHNI KoHTpoaupyeT Capsa.
3. Onpenenure, Oydepusyercs Jiv MakeT MPOU3BOAUTEILHOCTH BiHsiHUS. ECiiu 1a, TO, Kakue maru
Brb1 nenaere, 4ToObl N30€XaTh WM YMEHBIIUTH €ro 3P ¢eKT Ha mporpaMmmMHoe odecrieueHue?



IIpakTHyeckoe 3anaTHe Nel8. CkannpoBaHue ycTpoiicTea B ceTu ¢ nomombo Dude

Heau padoTsl

[lens 3TOM mMpakTHYECKON pabOThI COCTOUT B TOM, YTOOBI MPOJAEMOHCTPUPOBATH, Kak
OTCKaHHUPOBATh BCE YCTPOMNCTBA B yKa3aHHBIX MOJICETAX, PACHOJIOKUTh HA KapTe Bamry cerh u
CITY’KOBI MOHUTODA.

CpencrBa npakTu4eckoii padorbl

YroObl BBIMOIHUTE JIabopaTopHio, Bam HYXHO:

e Dude pacnonoxen B D:\CEH-Tools\CEHv8 Module 03 Scanning Networks\Network
Discovery and Mapping Tools\The Dude

e Bl Moxere Takke 3arpy3uTh NOCIeAHIOK  Bepcuro  Dude 1o ccblike
http://www.mikrotik.com/thedude.php

e Ecmu Bel pemaere 3arpy3uTh MOCIEIHIOI BEPCHIO, TO CHUMKH JKpaHa, MOKa3aHHbBIE B
NPaKTUYECKOMY 3aHSATHIO OT T€X, YTO IOIYIUTE

e Kowmmnbrotep ¢ Windows Server 2012

e JIBaxabl mienkuute mo Dude U BHINOTHUTE IIard MacTepa YCTAaHOBKHU, YTOOBI YCTAHOBUTH
Dude.

e AJMHMHUCTpPATHBHBIE IPUBHICTUHN JJIS TTIOJIb30BAaHUS HHCTPYMEHTaAMH

KpaTkue TeopeTuueckue cBeieHuUs1
0O0630p uyBaka

Mounutop cetn Dude - HOBoe mpHIIOKEHHE, KOTOPOE MOXKET CYIIECTBEHHO YIYUIIHTh
cnoco0, koTopbIM Bbl yrpasisiere cBoeil ceteBoii cpenoil. OHO aBTOMAaTUYECKU OTCKAaHUPYET BCe
YCTPOMCTBA B yKa3aHHBIX MOJICETIX, YCTAHOBUT KapTy Bammx cereid, cimyk0p1 MoHHTOpa Bammx
YCTPOMCTB, U TIpeAyNpeaAuT Bac B ciydae, eciii y HEKOTOPOM CITy>KOBI €CTh MPOOJIEMBI.

ITocranoBka 3a1a4uu
1. 3amycture Menro "Ilyck".

M Windows Server 2012

W adoms Senve 1017 Felease Candidale Datagsns
[

mwon y Suilg B

T T N S T

PUCYHOK 18.1: Windows Server 2012 — Pabounii cro

2. B Mento "[lyck" menkatot no 3Hauky Dude.


http://www.mikrotik.com/thedude.php

Administratar &

PUCYHOK 18.2Windows Server 2012 - Mento "[Tyck"

3. [HosBurcd rimasuoe okuo Dude.

Fredarances

Setllrge
e 4 ] Diacover *To
2 Addmaa Lista
Admire
Agorts
] Charts
™ Devices
% Fies
[ Funcoona
[ History Actions
l_ Lrss
B Legs
L7 acnon
£ If Dobug

£ Evet

£1 Syslog
E M Noses
£ herwork Maps

A Locd
o [ T

Qe o 829 bos /e 384 bos Seve o 215 bon i 842 bow

PUCYHOK 18.3: I'maBaoe oxkHO Dude

4. Haxxmure KHOIIKY «Discover» Ha maHeIHn HHCTPYMCHTOB I''TAaBHOI'O OKHa.



Q Frefeences || @ Local Sever
o] o | [ 1) [WINEEED
Carterts i [n]

2 Addeas Lista

Ot o 659008 /W 384bos | Senver o 215 bon Jbx 642bow
PUCVYHOK 18.4: Kuonka «Discover»

5. osiButcs okao Device Discovery.

Enter subnet number you want to scan for devices

Scan Networks: |10.0.0.0/24

[~ Add Networks To Auto Scan

Device Name Preference: [DNS. SNMP, NETBIOS. IP ]
Discovery Mode: (¢ fast (scanbyping) ( reliable (scan each service)

0
RocuiveHops:l 'I,o),z,‘ .

[T Layout Map After Discovery Complete

PUCYHOK 18.6: Oxno Device Discovery

6. B okne Device Discovery onpeznenure auana3zon Cereit CkaHHpOBaHUs, BEIOEpUTE 3HAYCHHE TIO
YMOJTYaHUIO W3 BBITIAJAIONIEro cnucka «Agent», Beioepure DNS, SNMP, NETBIOS u IP u3
BhInazaronero cnucka «Device Name Preferencey», u Haxxmure «Discovery.



Enter subnet number you want to scan for devices

Scan Networks: |10.0.0.0/24 s

root: [T S ~ | - || =
[~ Add Networks To Auto Scan

Device Name Preference: iDNS. SNMP, NETBIOS, IP vl

Discovery Mode: (¢ fast (scanbyping) ( reliable (scan each service)
0

Recursive Hops: I 'I ” S
0 2 a4 8 10 14

[ Layout Map After Discovery Complete

PUCYHOK 18.7: Bei6op uMeHH yCTPOMCTBA

7. Kak TopKO CKaHMPOBAHUE 3aBEPILUTCS, BCE YCTPOMCTBA, COSAMHEHHBIE C ONPEACIICHHOM CEThIO,
OyayT BBIBE/ICHBI HA SKPaH.

RIREETIV R ON 178 AH0 WRILEts => www

10N

Qare o 3 25 <bpa /e 196 bpa Servar o 1 66 dhpe /1 3 3k0ge
PUCYHOK 18.8: O630p ceTeBOro coeAMHCHUS



8. Bpibepute yCTpONCTBO M YCTAaHOBUTE KypCOp MBIIIM Ha HEro, YTOOBI BBIBECTHM Ha 3KpaH
noipoOHyr0 HH(pOpMaIIo 00 YCTPOHCTBE.

TETSP0T CONIROLITRS »> wWww

i3]

p: g re®os MO cou. memory. vitual memory, ik

Sysem Nare. WIN-ULYZSEHOF

Deacnmior Hamwase: miaSd Famiy & Model 42 Steppng 7 AT/AT COMPATIELE - Scltwase: Viindows Versce 6 O (Bud
6001 Mukpraceser Foe)

Lpoms 0025071

Notse.

g?

£

]

[COCACNT #3003

aly
§
E]

EJQEQ
Y

1% ™

&)

work Maps
Locul

a 129 - (T3t
@ wtbio: ¢ VIV WrIMOOIP D vt 0 O GrEes?

1iza us 140 u=
D o IR oLTRET @D waury o WKLY EINAIE

PUCYHOK 18.9: [TogpoOHas nnpopmanius ycTpoiicTa



9. Teneps, MIEJIKHATE MO CTPEJIKE BHHU3. M3 JIOKaJBHOTO BBIMAAIONIETO CITUCKA MOYKHO YBHJIETh
urdopmanmio o «History Actions» (meiictBusix mcropuu), «Tools» (Mucrpymentax), «Files»
(Daiinax), «Logs» (Perucrpanusx) u T.1.

<=
e
e}
B
=
a2
=
s
@
&
=
=
™
= |
a2
2
s
=
=
=
=

PUCYHOK 18.10: Bei6op nokanbHO# nHpopManuu

10. BeiOepute onmuu U3 BHINIAAAIOINIETO CITUCKA, YTOOBI MPOCMOTPETH MOJHYI0 HH(POPMAITHIO.



130245 Network Mag Blement changed
130746 Nerwode Map Flemant changed
130048 Network Map Element changed
130249 Neewede Mag Flaman changed
130250 Natwork Map Elwment changed
130252 Neewede Map Flament changed
130254 Natwork Map Blement changed
130286 Nerwede Mop Elemam changed
130258 Matwork Map Element changed
130300 Neswed Map Flemant changed
TI0502 Network Map Bement changed
130303 Nerwodc Mop Elemant changed
130308 Neework Mzp Blemant changed
130308 Nerwedc Map Bemam changed
130314 Metwork Map Bemant changed
130316 Neswede Map Blamant changed
130320 MNetwork Map Bemant changed
130322 Neewods Mop Flemem changed
130324 Network Map Blement changed
130327 Netwed: Mop Blemam changed

L R L o

| 4 4l o - <] - - - o g -4 A - o A

Cere o § 17kbpn /tx 112 khpe Sorver o 3 T4 itpe /3 11 7kbpe

Tyve. [o
Notes

§

zi ié
it |
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:
i

o 2 91kdpa /tx 276 boa

PUCYHOK 18.11: IlomHas oTckaHUpOBaHHAs ceTeBasi HHGOpMAIIHs

11. Kak ormucano panee, Bol MokeTe BEIOpATh BCE APYTUE OIMIIUH U3 BBITIAAIONIETO CITUCKA, YTOOBI
MIPOCMOTPETH COOTBETCTBYIOIYIO HHPOPMAITHIO.



12. Kak TOJBKO CKaHHPOBAHHME 3aBEPIIUTCS MICJIKHUTE II0 KHOIIKE qTOOBI
2 b
Pa3bCANHUTLCA.

Proferences | @ Looa Sever | Heb
setns | | @B ™

L

B Addwess Lists

] M& Nodes
| 5] Network Maps
= Local
L]

100.0.0/29

(et o4 (4 kbps 7 tx 155 bos Server 412 Sps /tx 345 kbps
PUCYHOK 18.12 Coennuenne CUCTEM B CETH

AHaJIM3 NPaKTHYeCKOil padoThl

[Ipoananu3upyiiTe U 3aNUIINUTE PE3YIbTAThI, CBI3aHHBIE C OCYIIIECTBIIEHUEM MPAKTHUECKOM
paboTHL.

NucTpyment/YTHIUTA CoOpannasi unopmanus / JlocTUHrHyThIE 1eIH
Junanazon IP-agpeca: 10.0.0.0 - 10.0.0.24
Dude IIpeanoururensubie uMeHa ycrpoiictB: DNS, SNMP, NetBIOS,
1P
BoiBoa: Crincok CBsI3aHHOM CUCTEMBI, YCTPOWUCTB B CETH

HOT'OBOPUTE CO CBOUM NPENTOAABATEJIEM, ECJIN V BAC
BO3HUKIIN BOITPOCHI ITO AAHHOU IMTPAKTUYECKOMY



MHUCTEPCTBO HAVKH U BBICIIIEI'O OBPA3OBAHUS POCCUNCKON
®EJIEPALIMU ®EJIEPAJIBHOE 'OCYJAPCTBEHHOE ABTOHOMHOE
OBPA30OBATEJIbHOE YUPEX/EHUE BBICILET'O OFPA3BOBAHUS
«CEBEPO-KABKA3CKWI ®EJEPAJIbHBI YHUBEPCUTET»

{

CKODY

CEBEPO-KABKASCHIMA
DEOEPAMNLHEIA
YHHUBERCHMTET

METOANYECKUE YKAZAHUA

M0 OpraHU3aIMy CAaMOCTOSTEIHHON padOThI MO TUCIUILIMHE
«AHaAIN3 yA3BUMOCTEN TTPOTPAMMHOTO 00SCIICUCHUS
TSt cTyZieHTOB HanpasieHus moarotoBku 10.04.01 «MuadopmanronHas 6€301MacHOCTh

(mampaBieHHOCTH (Mpoduiib) “MaTemaTuueckoe U MPOrpaMMHOE 00SCIICUCHHE 3aITUThI
uHpopmaruu’)

CraBponons2025 r.



MMHUCTEPCTBO HAVKH U BBICIIIET'O OEPA30BAHMS POCCUMCKOU ®EJEPALINN
OEJJEPAJIBHOE I'OCYJAPCTBEHHOE ABTOHOMHOE OBPA30OBATEJIBHOE
YYPEXJIEHUE BbICHIEI'O OBPA3OBAHUMA
«CEBEPO-KABKA3CKUI1 ®EJIEPAJIBHBI YHUBEPCUTET»

MeToauyecKkue peKOMeH/Ialuu

10 OpraHU3aliy CaMOCTOSITENIbHON paboThl 00y4aroIuXCs
o mucnumnae «AHAJIN3 VSI3BUMOCTEM ITPOTPAMMHOIO
OBECIIEYEHU SI»
JUISl CTY/ICHTOB HAIPaBJICHHUS TIOJrOTOBKH /CIICIUATBHOCTH
10.04.01 Madopmarmonnas 0€30mMacHOCThb

(3JIEKTPOHHAIN JJOKYMEHT)



COJEPJKAHME

BBenenue

1. OOm1as xapakTepUCTHKA CAMOCTOATEIBHON paboThI CTyIeHTa

2. TexHONOrMYeCcKas KapTa cCaMOCTOATEIbHONU pabOThI CTYAEHTA

3. CaMocCTOsATENBHOE U3YUYEHUE TEM JIEKLIUN

4. ITactiopt oHIA OLICHOYHBIX CPECTB /ISl IPOBEPKU CAMOCTOSITEIBbHON paboThI

5. Criucok peKOMEHIyeMOil INTEpaTyphl



Beenenue

[lenvro M3ydeHUs AUCUMUIUIMHBI «AHAIHU3 yA3BUMOCTEH MPOTPAMMHOTO
oOecrieueHus» SIBISIETCA  TIOMyYeHUE TEOPETHYECKHX 3HAHUM O MPUHIHUIAX
INOCTPOCHUSI U apXUTEKType COBPEMEHHBIX  ONEPalUOHHBIX CUCTEM,
o0ecreunBaroIMX OPraHU3alri0 BBIYUCIUTEIBHBIX MPOLECCOB B KOPIMOPATUBHBIX
UH(QOPMAIMOHHBIX  CHUCTEMax SKOHOMHUYECKOTO, yIpaBJIEHYECKOTO,
IPOU3BOJCTBEHHOTO0, HAYyYHOTO M APYroro Ha3HAYEHUs, a TaKkKe MPaKTHYECKUX
HABBIKOB TI0 CO3JaHHIO (HACTPOWKE) BBHIYMCIUTEIHLHOW CPENbl B KOPIMOPATUBHBIX
ceTsAX (MHTPAaCETAX) MPEANPUATHIA.

3aoauu xkypca:

— ¢opmupoBanue QPyHIaMEHTAIBHBIX 3HAHUN 00ECIIEYNBAIONINX Pa3pabOTKy
U OKCIUlyaTalMio  MPOrpaMMHOrO0  OOeCleYeHUsT KOMIBIOTEPHBIX  CETeH,
aBTOMATHU3UPOBAHHBIX CHUCTEM, BBIYUCIUTEIBHBIX KOMILJICKCOB;

— (opmupoBaHUE NPAKTUYECKUX HABBIKOB pPa3padOTKH U HKCIUTyaTalllH

IPOrpaMMHOTr0 0OecreueHus] KOMIBbIOTEPHBIX CETEH.
Komnerenuuu oOy4aromierocsi, (GopmMupyeMble B pe3yJibTaTe OCBOCHUS
JUCIUTIIAHBL:



CTpyKTypa U KOMIIOHEHTHBIM COCTaB KOMITETEHIIM.

Texnosnorun CpenctBa u
[TepeueHb KOMITIOHEHTOB dbopMHUpOBaHUS | TEXHOJIOTH
KOMIIETEHIIUU Y OIICHKH
3HATD: Jlexiuu, CobecenoB
KJacCu(UKAUI0  YSI3BUMOCTEH  IPOrPAMMHOTO | MPAKTHUYECKUE aHue,
obecrieueHus. Vsa3BUMOCTH CUCTEMHOTO U | 3aHATHA. peaieHue
npuknaHoro 110 CamoCTOSITENbH | TUIIOBBIX
ast paborta 3aj1ad,
TECTUPOBaH
ue
Ymernb: [Ipaktuueckue | Cobecenon
oOHapyxuBaTh ysa3BUMOCTH 11O, nMpoBOIUTH aHAIU3 | 3aHSITHUS aHue,
yA3BUMOCTEN B UCXOAHBIX Kogax 110. CamocTosTENBH | TECTUPOBAH
ast pabota ue,
pelieHue
THUTIOBBIX
3aj1ad,
Baagern: [Ipaktuueckue | Cobecenon
MeTogaMu mnoucka ys3sumocteidl B [10, merogamu u | 3aHITHS aHue,
CpEeACTBaMH aBTOMATU3UPOBAHHOTO TecTUpoBaHus | CaMOCTOATENIbH | TECTUPOBAH
[10. as pabota ue,
pelieHue
TUTIOBBIX
3a/1ad,

1. O01mast XapaKTEepUCTHKA CAMOCTOATEILHOM Pa00ThHI CTYACHTA

OCHOBHBIMH BHJaMH y4eOHON pabOThl MO JOCTIKEHHIO pPEe3yIbTaTOB

OCBOCHHUA AUCHUIIIINHBI ABJIAIOTCA JICKIIWU, na6opaT0pHHe pa6OTBI, ITPAKTHYCCKHC

3aHATHS U camocTosiTenbHas pabota ctyaentoB (CPC).

Ha JEKOHUAX PACKPBIBAIOTCA OCHOBHBLIC IIOJIOKCHHUA MW IIOHATHUA KypCa,

bopMUPYIOTCS 3HAHUS B 00JIACTH TEOPHUH CIIOKHOCTH KOMOUHATOPHBIX aJITOPUTMOB.

Ha naGopaTopHbIx paboTax W MPaKTUYECKHX 3aHATUSAX (OPMHUPYIOTCS YMEHUS H

HaBBIKH, HEOOXOUMBIE ISl PEIICHHS 3a/1a4 TPOPECCUOHATIBHON JIeATEIbHOCTH.

[Ipucrynas x u3y4eHUI0 y4eOHON TUCIUIUIMHBI, HEOOXOAMMO O3HAKOMHUTBCS

C y4eOHOM mporpaMMmoii, moiy4utb B OHOIMOTEKE PEKOMEHJIOBaHHbIE yueOHbIE




MoCOOMs, a TaKKe MONYYUTh Yy BEAYIIEro MPENoJaBaTelii B AJICKTPOHHOM BUJIC
KOHCHEKTHI JICKIIUM, METOJIUYECKUE PEKOMEHIAlMU K JIA0OPATOPHBIM 3aHATHUSIM U
TECTOBBIC 3aJlaHUsI, 3aBECTU HOBYIO TETpajpb [JIsi KOHCIEKTUPOBAHUS JIEKIHU U
BBITIOJTHEHHUS MMPAKTUYECKUX 3aJaHUN.

JIns  w3yyeHHs JAUCUUIUIMHBI TPEAJIaraercsi CIUCOK OCHOBHOM M
JOTIOJIHUTENbHOW JuTepaTypbl. (OCHOBHasg JuTEpaTypa NpeAHa3HAdYeHa IS
00s13aTEIPHOTO M3YYCHHS, JOMOJHUTEIbHAS — MOMOXKET 0ojiee TIIyOOKO OCBOWTH
OTZEJIbHBIE BOINPOCHI, MOJATOTOBUTH HCCIIEIOBATEIILCKAE 3aJaHUs W BBINOJHUTH
3aIaHus JJIs1 CAMOCTOSITEIbHOM paboTHhI.

B xome JEKIMOHHBIX  3aHSITHUH  CTYAEHT 00f3aH  OCYLIECTBIISITh
KOHCIIEKTUPOBaHUE Y4yeOHOTrO Marepuana, oco0oe BHHMaHHE, oOpamas Ha
KaTeropuu, (opMyJIUPOBKHU, PACKPHIBAIOIINE COJIEPKAHUE TE€X WJIM UHBIX MOHITHUH,
bu3nUecKux SBICHUMN, TIpo1eccoB, 3PdekToB. B pabouynx KOHCHEKTax >KeJlaTeIbHO
OCTaBJISATh MOJS, HA KOTOPBIX CIEAyeT AenaTh MOMETKH M3 PEKOMEHIOBAHHOM
JUTEpaTyphbl, MOMOJHATH MaTepual NPOCHyIIaHHON JeKIuu, (HOpMyIUpOBaTh
Hay4HbI€ BBIBOJbI U TpaKkTHUECKKE pekomeHaanuu. CTyIeHT UMEET MPaBo 3a/1aBaTh
MPEIMOIAaBATENII0 YTOUHSIIOIIME BOIMPOCHI C ILEIbI0 YICHEHHUS TEOPETUUECKUX
MTOJIOKEHUM, pa3pELICHUS CIIOPHBIX CUTYalLUH.

CamocrosiTenbHast paboTa CTyICHTOB HaJl MaTepUaaIoM Y4eOHON AUCIUTUIMHBI
SBJISIETCS HEOTHEMJIEMOM YacThi0 y4eOHOro IMpolecca W JOJKHA MpeanojaraTh
yrayOieHne 3HaHusg y4eOHOTO MaTepuaia, U3JIaraeMoro Ha ay/IUTOPHBIX 3aHSITHUSX,
U NpUOOpEeTEeHHE  JIOTOJIHUTEIBHBIX 3HAHUW 1O  OTIAEABHBIM  BOMPOCAM
CaMOCTOSITEIBHO.

OCHOBHBIMH BHJIaMH CaMOCTOSITEIbHON pabOThl CTYACHTOB IO y4eOHOM
JTVCHUIUIMHE SIBJISTFOTCS:

— CaMOCTOSTEIHLHOE U3yUeHHEe yIeOHOTO MaTepHraia 1o 3aJJaHHbIM TeMaM;

— TOATOTOBKAa K TMPAKTHUYECKUM 3aHATHSM, OQGOpMIIEHHE OT4eTa IO
BBITIOJIHEHHOMY TPaKTUYECKOMY 3aHSATHUIO M TOJMOTOBKAa K COOECEOBaHUIO 10

pe3yabTaTaM padboThl.



OCHOBHBIMU METOZAMH CAMOCTOATEIBHON PaOOTHI CTYACHTOB SIBISIOTCA:

1) nist oBIasieHUS 3HAHUSIMU

— YTEHHE TeKCcTa (KOHCHEKTa JIeKIUH, Yy4eOHHUKa, JOMOJHUTEIHHOU
JUTEPATYPhl) U KOHCIEKTUPOBAHUE TEKCTA;

— paboTa c HOpMAaTUBHBIMH IOKYMEHTaMHU;

— nouck uHpopmanuu B IHTepHET;

2) 15l 3aKpEeTICHUS. U CUCTEMAaTU3allii 3HAHUM:

— paboTa ¢ KOHCIIEKTOM JIEKITNH (00paboTKa TEKCTa);

— MOBTOpHAas padboTa HaJl yueOHBIM MaTepuajIoM (Y4eOHHKA, JOTOTHUTEIbHON
JUTEpaTyphl, CIaliJaMt);

— COCTaBJICHHUE IUIaHA W TE3UCOB OTBETa WM Tpaduyeckoe H300paxKeHHe
CTPYKTYpPHI OTBETA,

— COCTaBJICHHUC Ta6J'II/II_I JJIA CUCTEMAaTU3alnn y‘-IC6HOl"O MaTcpurala,

U3y4E€HHE HOPMATUBHBIX JTOKYMEHTOB;
— OTBEThI Ha KOHTPOJIbHBIE BOIIPOCHI;

— TECTUPOBaHHE B POTpaMMe KOMIBIOTEPHOTO TecTUpOoBaHus «Ireny;
3) anst popMupoOBaHUS YMEHMIA:

— MOATOTOBKA K JIAOOPATOPHBIM 3aHATHUSAM;

— pelIeHue 3aJa4 U IPAKTUUECKUX 3aJaHUI;

— INOATOTOBKA OTYCTOB IIO0 J'Ia60paT0pHBIM 3aHATHUAM,

pedaeKCUBHBINA aHaIN3 MPOPECCUOHAIBHBIX YMEHUH.

B cnywyae mpomycka yuyeOHOro 3aHATHS CTYJEHT MOXET BOCIOJIb30BAaThCS
COJIEP’)KaHUEM PAa3IMUYHBIX OJIOKOB Y4eOHO-METOIMYECKOr0 KOMILIEKca (JIEKIUH,
MPaKTUYECKUE 3aHATUS, KOHTPOJIbHBIE BOIPOCHI U TECTHI) JJIsi CAMOIIOATOTOBKU U
OCBOEHHUSI TeMbl. [l CaMOKOHTpPOJIsI HEOOXOJHMMO HCIONb30BaTh BOIPOCH U

3alaHusd, IpCaiaraCMabIC K J'Ia60paTOpHBIM 3aHATUAM.

2. TexHosoruyeckasi KaApTa CaMOCTOATEIbHOM Pad0ThI CTYAeHTA
‘ Ne ‘ Bun nesrenpHOCTH ‘ HTorosbli ‘ CpencrBa n ‘ Ob6bem ’




CTYJICHTOB POJYKT TEXHOJIOTHU 4acoB
CaMOCTOSITCIBEHO OIICHKH
i paboThI
7 cemecTp
N3yuyenue KoHcnekr CobecenoBanue, 20
JUTEPaTyphbl T10 TECTUPOBAHUE
TeMam jekiuii Ne 1-
18
IToaroroBka K OTtueTsl O CaMocTosgTeabHOoe 20
MPaAKTUICCKUM CaMOCTOSITEJILHO | PEIIEHUE 3a]1a4 10
3aHATHIM MY PEIICHUIO BapHUaHTaM
3a7a4 WH/I.3aJaHHS
WHIUBUAYJIBHO
I'0 3aJaHUs
IToaroroka K OTueTsl IO CoOecenoBanmue, 10
MPAKTUYECKUM CaMOCTOSTEIBHO TECTUPOBAHUE
3aHSATHAM MY PEIICHUIO
3aa4
WHJIUBUAYAJIBHO
ro 3aJIaHus
Uroro 3a 2 cemectp 54




3. CamocTosiTe/IbHOE M3YUYEeHHE TeM JIeKIUH

No PexomMeHryeMble HCTOYHUKHN HHGOpMAITUN
n/m | Temsl 1151 camoctositeibHOrO | (Ne mctouHmka)
W3y4YEHUS OcHoBHas | lononHu- | Meronu- | UntepHeT-
TEJIbHAs | YEeCKasl | peCypcChl
1 Tema: Meroasr moucka 1-4 1-3 1
YSA3BUMOCTEM B IPOIPaMMHOM
00ecIeueHNH.
2 | Tema: Cpencrsa cratu4eckoro u 1-4 1-3 1
JUHAMHUYCCKOTI'O aHaJIn3a.
3 Tema: Cratuueckue u 1-4 1-4 1
JUHAMHU4YCCKHUEC MECTOAbI aHaJIn3a
y;[?;BI/IMOCTeﬁ B UCXOAHBIX KOJaX
I10.
4. ITacnopT (poHIA OLIEHOYHBIX CPEACTB ISl IPOBEPKHU CAMOCTOATEIbHOM
padoThI
N Ne Temb1 Tun Bun xoHTpOns KonmnuectBo
Vil KOHTPOJIS AJIEMEHTOB, HIT.
bazoB | IloBeim
BIN CHHBIN
1 1-3 TEKYIIHUH Bomnpocs! as 6 6
cobecenoBaHUA
o
CaMOCTOSITEJILHO
MYy U3YUYEHHUIO
TeEM
JACITUTIIIUHBI
) 2-5 TEeKyIIUN Bormpocsr miist 5 2
cobecenqoBaHUA
o
CaMOCTOSITEILHO
MYy U3YUYEHUIO




TEM
IUCIUAILIINHEI

5. Bompocsl pjs codecel0BaHHUS MO CAMOCTOATEABLHOMY H3YYCHHIO
TeMAUCIHUIIMHBI

ba3oBblil ypoBeHb

1.KakoBo Ha3HaueHUE KOMaHI U JUPCKTHUB A3bIKa acceM6nepa?

2.Ilepeuncnute apupMeTHICCKHE KOMAH/IBI C [ETOYNCICHHBIMUOIICPAHIaMHU
W TalTe UX Ha3HAUCHUE.

3.Kyna nmomemaercst pe3yiabTaT MpU YMHOXKEHUHU JIBYXOaWTOBBIXOMEPAHIOB?
Kakoii onepany Oepercst o yMOJITYaHHIO PY YMHOKEHUH OTHOOAWTOBBIX ONEPaHI0B?
NBYX0aiTOBBIX? YETHIPEXOAUTOBBIX ?

4.I'ne HaXOAUTCS NEIMMOE MPHU LEJOYHUCICHHOM JejieHnH onepannoB?Kyna
MOMENIAIOTCS HETIOJIHOE YaCTHOE M OCTATOK MPH JIETICHUU LIETOYHUCICHHBIX ONEPaH/I0B?

IToBbIICHHBIH YPOBEHb

1.Kakum 00pa3om OCyIIECTBISIETCS CO37aHUE MPoeKTa B pemaktope Quick
Editor accembiepa MASM32?

2.Kakue IUpEKTHBBI OMHMCHIBAIOT HAYajJO0 CErMEHTOB KOJAa M JIaHHBIX B
nporpamme Ha sizbike accemOnepa MASM327?

3.YTto Ha3bIBaeTCAd TOUKOW Bxojga B mporpammy? Kakum oOGpa3zom B mpo-
rpaMMax Ha si3blke accembJiiepa ornpeaensercst Touka Bxoaa?

4.C moMOIIbI0 KaKUX KOMAaHJI OCYUIECTBIISIETCSL BI30B MPOLEAYPHl U BO3BPAT
U3 MPOIIeAyphl B IporpaMMax Ha si3blke accemoiepa?

5.Kakue cyddukcel ynorpednstoTcs Ajis AAHHBIX, MPEIACTABICHHBIX B
Pa3IMYHBIX CUCTEMAX CUUCIEHUS?

6.KakoBo Ha3HaUE€HHE MAKPOCOB SStr$, ustr$ u uhex$?




7 . UeM OTIMYAIOTCS BBITIOJIHSEMbIE (DYHKIIMU JUPEKTUB include u
includelib?

ba3oBblil ypoBeHb

1. B uem otnnune Mexay auzacceMOIepoM U OTIaTIMKOM?

2. KakoBbl OCHOBHBIC M JOMOJHUTEIbHBIC BO3MOXXHOCTH HHTEPAKTUBHOTO
nuzacceMoOiepa IDA Pro?

3. Kakum 00pa3om BBIMONHIETCS IU3aCCEMOTMPOBAHHUE HCIIONMHIEMBIX MO-
nyneit popmata PE B IDA Pro?

I[HoBbIlLIEHHBIH YPOBEHb

1. Jlns gero ucnosb3yeTcs rpad BpI30Ba MPOIEAYP U KaK OH MOXKET OBITh
noctpoeH B IDA Pro?

2. Kak Haitu Touky Bxozaa nporpammsl B IDA Pro?

3. Kak ocymectBisieTcst oTaaaka nporpammsl B IDA Pro?

Kputepuu omeHKy /IS IPOBEPKH YPOBHS 00y4€HHOCTH:

OrneHKa «OTJIIMYHO» BBICTABIIACTCS CTYIACHTY, €CIIM CTYJISHT TIOKa3al
riy0OKOoe, TMPOYHOE M apryMEHTHPOBAHHOE OCBOCHHE IMPOrPAMMHOTO y4eOHOTO
MaTepuaia, Py 3TOM IOCTABJICHHBIN BOIPOC PACKPBIT IMOCICIOBATEIIEHO, YETKO U
JIOTHYECKH CTPOMHO, B TOJIHOM HMCYEPIIBIBAIONIEM 00BbEME, OCHOBHBIC KaTCTOPHH,
MOHSTHS ¥ TEPMHHBI Y4EOHOTO Kypca GOPMYIHUPOBAIKCH MPABUIBHO, HE TOMYIICHO
IIPU OTBETE OIMIMOOK.

O1eHKa «XOpOIIIO» BBICTABISICTCS CTYACHTY, €CIIU CTYIEHT MoKa3ayl TBEpAOe
3HaHWE TPOrPaMMHOTO YYeOHOTO MaTepuaia, NMPU 3TOM TOCTaBJICHHBIA BOMPOC
PacKpBIT TPAMOTHO M IO CYIIECTBY, B JIOCTATOYHO IOJHOM OOBEME, OCHOBHBIC
KaTeropuy, MOHATHS U TEPMHUHBI YIEOHOTO Kypca (OpMYITHUPOBAIKNCH MPABUIBHO,
JIOTYIIIEHBI IIPX OTBETE OT/ICIbHBIC HETOYHOCTH HJIM OJ{HA OIIHOKA.

OHCHKa «YOOBJICTBOPUTCIIbHO» BBICTABJIACTCA CTYIACHTY, CCIIM CTYICHT



IIOKa3aJl 3HaHHE TOJbKO OCHOBHOW 4acTH yuyeOHOro marepuaia 0e3 ero 4acTHBIX
JeTajed, MPU 3TOM IIOCTABJICHHBIM BOIPOC PACKPBHIT C HAPYIIEHUEM JIOTHYECKON
[OCJIEIOBATEIbHOCTH, HE B IIOJIHOM 00beMe; ObUIM JONYLIEHbl HETOYHBIE
(GbOpMyIUPOBKH OCHOBHBIX KAaTETOpWH, MOHATUH U TEPMHHOB Y4eOHOro Kypca, a
Takke OWMOKM (He Oosiee ABYX) WM psAJ HE3HAUUTENbHBIX HETOYHOCTEW, HE
MCKA3UBILIUX CYLIECTBEHHO CYTh OTBETA.

OueHka «HEeyI0OBJIETBOPUTEIBLHOY BBICTABIISIETCS CTYAEHTY, KOTOPBII HE 3HAET
3HAYUTENIbHOM YaCTH POrpaMMHOI0 MaTepurasa, 10IyCKaeT CyIlleCTBEHHbIE OIIMOKU
(Oonee AByX), CyIIECTBEHHO MCKa3uBIIKE €ro cyTh. OLIEHKA HEYAOBJIETBOPUTEIBHO
BBICTABJIAECTCS TAKIKE, €CJIN OTCYTCTBYET OTBET Ha BOIPOC, TMOO CTYJEHT OTKAa3ajcs

€ro caaBaThb.

6. Cicok pekoMeH1yeMOM JINTEePATyPhI

OcHoBHasi iMTEpaTypa:

ITIpockypun B.I'. 3amura nporpamm U JaHHbIX.-M.: Akagemus, 2012

JlonosiHUTEILHAS JIUTEpaTypa:

I'OCT 56546-2015 3amura uHpopmanuu. YSI3BUMOCTH HH(POPMAIIMOHHBIX
cucteM. Kiaccudukauus  ys3BuMocTeld  MH(POPMALMOHHBIX — CHUCTEM.- M.
Cranpaptungopm,2015

Metoanyeckasi aureparypa:

1. Metoanueckue 1mocoOust Mo AUCLUIIIINHE

HNuTepHeT-pecypcesbl:

1. http://www.anti-virus.by/

2. http://www.linuxrsp.ru/

3. http://www.interface.ru/

4. http://www.computerinform.ru/

5. http://www.windows.ru/

IIporpammHoe obecnieyeHue:


http://www.anti-virus.by/
http://www.linuxrsp.ru/
http://www.interface.ru/
http://www.computerinform.ru/

1. Oneparmonnsie cucteMbl UNIX, Windows, LINUX, IBM
MartepuajJibHO-TEXHHYECKOE 0O0ecneyeHue JUCITUTITIHHBI

1. MynsTuMeauiiHas JeKironHas ayaurtopus Ne 431.

2. Aynuropuu, OCHalIEHHbIE KOMIBIOTEPAMHU C YCTAHOBJIEHHBIM TPeOyeMbIM

MPOrpaMMHBIM O0OECIICUeHHEM, JIJIsl IPOBEICHUS TaO0OPATOPHBIX PadoT .





